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Generally speaking, network management refers to the tasks associated with running a
network, along with the software, tools, and technology required to support these tasks.
One major part of running a network is to monitor the devices on it in order to know
what is happening.

One definition of network management from the ISO Telecommunications Management
Network model and framework for network management is known as FCAPS. It divides
network management into five disciplines: Fault, Configuration, Accounting, Performance,
and Security. Most network management tools can be assigned to one of these disciplines
and, out of the box, Cacti is generally more of a performance measurement tool than a
management tool, but it can be enhanced to also perform additional tasks.

Cacti is an open source performance measurement and graphing application. The first
version of Cacti was published on 23rd September, 2001, and provided a complete web-
based frontend to RRDtool, the high performance data logging and graphing system created
by Tobias Oetiker, two years earlier. Cacti stores all of the information required to gather this
data and create the graphs in a MySQL database, all of which is completely configurable via
its web interface.

For data gathering, Cacti uses external scripts and commands, as well as all 3 SNMP versions.

Even in its initial release, Cacti included much of the functionality needed for an enterprise
class performance measurement tool:

e Complete web-based RRD and RRA management

¢ Complete RRD Graph configuration and generation

e  With external Script/Command and SNMP support

e With easy configuration for SNMP interface data graphing
e With granular user rights management
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System architecture of Gacti

From an architectural point of view, Cacti uses a cron/at-based poller to gather data
from different sources, Round Robin Database (RRD) files to store the polled data, and a
MySQL database to store the systems configuration. The primary user interface is a PHP
web application that allows for easy management of all aspects of the system, as well as
automatic display mechanisms for viewing the graphs.

Cacti is available for different operating systems such as Windows, Linux, and Solaris.

Cacti is more than performance measurement

Although the main area for which Cacti is used is performance measurement, it can be
extended to do much more! With the introduction of the Plugin Architecture, Cacti can be
extended to include tasks such as:

e Threshold alerting

¢ Real-time monitoring of specific data sources

e Creating and sending scheduled reports

e System logging and analysis

e Performing network configuration backups

¢ Integration of other network management software

e Tracking network hardware

Many of these extensions or plugins are actively maintained and supported by the Cacti
Group itself, while others are maintained by the Cacti community and the developer of
each extension.

Chapter 1, Installing Cacti, will take you through the installation and configuration of Cacti.
You will also learn how to upgrade an existing installation. The final part of the chapter will
get you familiar with the different features of Cacti.

Chapter 2, Using Graphs to Monitor Networks and Devices, will teach you how to create
graphs using RRDtool. Cacti uses RRDtool to store the polled data. In addition to storing data,
RRDtool is also used to create performance graphs. This chapter also shows you how to add
new devices and performance measurement graphs to them. Then you'll learn how to group
devices using the Cacti tree. Cacti provides a facility to create templates for data, graphs,

and hosts.

[2]
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Chapter 3, Creating and Using Templates, will teach you how to create data templates and
apply them to devices. You will create a threshold-based graph template and change the
appearance of the graph depending on the data value. This chapter will also teach you how
to create a selection of SNMP-based graphs and data queries, and how to import a template
from the template repository and export our own host template.

Chapter 4, User Management, teaches you how to create a user and apply basic settings to
it. Then we discuss different kinds of permissions, user authentication, and how to import
a list of users through the command line interface.

Chapter 5, Data Management, will teach you about retrieving data for graphing with Cacti,
which is more than just pulling SNMP data. Cacti allows several different methods for

data retrieval. This chapter teaches you how to create your own data input methods and
create custom scripts to gather remote data. After you complete this chapter, you will be
comfortably able to manage a Cacti system.

Chapter 6, Cacti Maintenance, shows you how to create backups of your Cacti installation
and how to restore it, as well as providing information on how to keep your Cacti instance
clean of dead hosts and files. This chapter is dedicated to Cacti management.

Chapter 7, Network and Server Monitoring, will teach you how to set up Cisco network
devices and prepare Windows systems to be monitored using the WMI interface. You will
be provided with several instructions to configure your network devices, windows servers,
and VMware ESX servers. Each of the different systems requires different methods and
configuration tasks in order to poll the performance data.

Chapter 8, Plugin Architecture, shows you how to extend the capabilities of your Cacti
instance with the available Plugin Architecture. Plugins allow end-users to implement
missing features or create specific enhancements needed for internal corporate usage. At
the end of this chapter, you will be able to add new features and functionality to your Cacti
instance using external plugins.

Chapter 9, Plugins, provides an overview of the general plugin design based on the ntop
plugin. It describes commonly used plugins and also helps you create your first plugin.

Chapter 10, Threshold Monitoring with Thold, provides an overview of the Thold plugin. It
describes the different threshold types available. It shows you how to create a threshold
and also helps you to build a threshold template and assign it to a data source.

Chapter 11, Enterprise Reporting, shows you how to define reports with the free Nectar and
the commercially supported CereusReporting plugins.

Chapter 12, Cacti Automation for NOC, provides an overview of Cacti automation. It
describes the process of using the CLI to add permissions, devices, and trees. It also guides
you through the process of installation and usage of Automs.

[31]
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Appendix A, Mobile Access / Administration, gives some further information on how
to access your Cacti installation with mobile devices.

Appendix B, Online Resources, gives more information on the other online
resources available.

Appendix C, Further Information, gives more information on RRDtool, SNMP, and
Cacti forums.

Appendix D, Pop Quiz Answers, gives answers to the pop-quizzes which appear at the end of
each chapter.

e A Windows- or Linux-based system (CentQS is preferred)
e A code or text editor
e Abrowser

e The code download for the book

This book is for anyone who wants to implement performance measurement for trending,
troubleshooting, and reporting purposes. The book also explains how to extend Cacti by
implementing and creating your own plugins. If you are a network operator and know the
basics of network management and SNMP, then this book is for you.

In this book, you will find several headings appearing frequently.

To give clear instructions of how to complete a procedure or task, we use:

Time for action - heading

1. Action1l
2. Action?2
3. Action 3

Instructions often need some extra explanation so that they make sense, so they are
followed with:

[4]
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What just happened?

This heading explains the working of tasks or instructions that you have just completed.

You will also find some other learning aids in the book, including:

These are short multiple choice questions intended to help you test your own understanding.

These set practical challenges and give you ideas for experimenting with what you
have learned.

You will also find a number of styles of text that distinguish between different kinds of
information. Here are some examples of these styles, and an explanation of their meaning.

Code words in text are shown as follows: "We can include other contexts through the use of
the include directive."

A block of code is set as follows:

/usr/bin/rrdtool graph -
--imgformat=PNG
--start=-86400
--end=-300

When we wish to draw your attention to a particular part of a code block, the relevant lines
or items are set in bold:

Stemp = array(

"ntop_ header" => array(
"friendly name" => "NTop",
"method" => "spacer",

)

Any command-line input or output is written as follows:

perl create rrdfile linux.pl test.rrd

New terms and important words are shown in bold. Words that you see on the screen,
in menus or dialog boxes, for example, appear in the text like this: "Go back to the device
overview page by clicking on the Devices link under the Management menu".

[51]
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% Warnings or important notes appear in a box like this.

Q Tips and tricks appear like this.

Reader feedbhack

Feedback from our readers is always welcome. Let us know what you think about this
book—what you liked or may have disliked. Reader feedback is important for us to develop
titles that you really get the most out of.

To send us general feedback, simply send an e-mail to feedbackepacktpub.com, and
mention the book title via the subject of your message.

If there is a book that you need and would like to see us publish, please send us a note in the
SUGGEST A TITLE form on www . packtpub. com or e-mail suggest@packtpub.com.

If there is a topic that you have expertise in and you are interested in either writing or
contributing to a book, see our author guide on www.packtpub.com/authors.

Now that you are the proud owner of a Packt book, we have a number of things to help you
to get the most from your purchase.

Downloading the example code for the book

from your account at http: //www.packtpub. com. If you purchased this
book elsewhere, you can visit ht tp: //www.packtpub. com/support and
register to have the files e-mailed directly to you.

.“Q You can download the example code files for all Packt books you have purchased

[6]
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Although we have taken every care to ensure the accuracy of our content, mistakes do
happen. If you find a mistake in one of our books—maybe a mistake in the text or the
code—we would be grateful if you would report this to us. By doing so, you can save other
readers from frustration and help us improve subsequent versions of this book. If you

find any errata, please report them by visiting http: //www.packtpub.com/support,
selecting your book, clicking on the errata submission form link, and entering the details of
your errata. Once your errata are verified, your submission will be accepted and the errata
will be uploaded on our website, or added to any list of existing errata, under the Errata
section of that title. Any existing errata can be viewed by selecting your title from
http://www.packtpub.com/support
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Let's get right on with setting up Cacti. Take a look at what we will do next.

In this chapter, we are going to:

Install Cacti's prerequisites

Install Cacti on both a CentOS and a Windows system
Compile and install the spine poller

Upgrade an existing Cacti installation

Run Cacti for the first time

* 6 ¢ 6 o o

Provide a quick overview on the Cacti web frontend

Here we go....

In order to install and run Cacti, we need to make sure that all system prerequisites are met.
Here we'll give an overview of the different components needed.

As most of Cacti is built as a web interface, a web server is needed. This can be Apache's
httpd or Microsoft's Internet Information Server (1IS) if installing on Windows, but in fact, any
PHP-capable web server can be used to run the web interface. For optimal support, the

use of Apache or IIS is suggested.
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Cacti is built with the PHP programming language and therefore needs PHP to be installed
on the system. Most Linux distributions already have a base PHP environment installed, but
some might need additional packages for Cacti to function properly. In particular, the LDAP,
SNMP, and MySQL extensions should be installed.

MySQL datahase

Cacti uses the freely available MySQL database engine as its database server and it is
available on most operating systems. One should note that the database server does not
need to be installed on the same host as Cacti. For best performance, MySQL version 5
should be used.

NET-SNMP package

The NET-SNMP package provides the SNMP binaries used by Cacti and supports SNMPv1,
SNMPv2c, and SNMPv3.

The NET-SNMP package also provides the SNMP daemon for Linux.

You're now going to install Cacti from source on a CentOS 5 system. You should use at least
Centos 5.5 as it is 100% binary compatible with RedHat Enterprise Linux 5, but in fact you
can follow most of the installation processes on other Linux distributions, such as Ubuntu or
SuSe Linux, as well. By installing from source you'll get some insight into the inner workings
of Cacti, and it will also provide you with a system which most Cacti and plugin developers
are used to. There are differences between a source installation and a Yum/APT installation,
but they will be described later on. Let's get started.

Preparing the system

Assume that the CentOS system has been installed with only the "Server Package" selected
and there is no graphical user interface installed.

This is the default installation for a CentOS system with no manual package selection.
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Time for action - installing the missing packages

The default CentOS installation is missing several important packages. So, we are now going
to install these.

1. Install the RPMForge repository. For a 32bit CentOS installation this can be achieved
by executing the following command (all on one line):

rpm -Uhv http://apt.sw.be/redhat/el5/en/i386/rpmforge/RPMS/
rpmforge-release-0.3.6-1.el5.rf.i386.rpm

2. The RPMForge repository includes an RRDtool version for CentOS.

3. Issue the following command to install all required packages:

yum install mysql-server php-mysql net-snmp-utils rrdtool php-snmp

What just happened?

You just gave the system a location to find the remaining packages needed for the Cacti
installation and then installed them; therefore, you are now ready to start the next
installation phase.

Downloading and extracting Cacti

Gotohttp://www.cacti.net and download the latest version of Cacti. In the top-left
corner, under Latest Files, right-click on the tar.gz file and save the link address to the
clipboard. You are going to need this link later. For simplicity we're assuming that your
server has an Internet connection.

Time for action — downloading Cacti

It's now time to download the latest version of Cacti to your server. You will need your
system username and password to login to your CentOS installation. If you have installed
your CentOS system with the default settings, you should already have an SSH server
running. If you're already logged on to the machine, you can ignore the first step.

1. From a Windows machine, logon to your system using an SSH client such as Putty.
If this is the first time you have connected to the server, Putty will display a security
alert and ask you to accept the RSA key. By doing so, Putty will display the logon
prompt where you can logon to the system.

2. Maximize the window, so that long text lines do not break at the end of the line. This
will make things easier.
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3. You'll need to become the root user in order to be able to setup Cacti properly.
Should that not be an option, performing these steps with sudo should achieve the
same results.

4. Navigate to /var/www/html. This is the document root for Apache.

5. To download Cacti you can use the wget command. Enter the following command
to download Cacti. After entering the wget command, right-clicking into the window
client using Putty will paste the URL you copied earlier after the command:

wget http://www.cacti.net/downloads/cacti-0.8.7g.tar.gz

You should see the following output on your screen:

# wget http://www.cacti.net/downloads/cacti-0.8.7g.tar.gz

—--2011-01-02 19:57:22-— http://www.cacti.net/downloads/cacti-0.8.7g.tar.g=
Resolving www.cacti.net... 209.242.232.5, 140.211.167.231, 173.225.179.10
Connecting to wWwWww.cacti.net|209.242.232.5]:80... connected.

HTTP reguest =sent, awaiting response... 200 CK

Length: 2236916 (2.1M) [application/x-gzip]
Saving to: ‘cacti-0.8.7g.tar.gz’

433 [ > 1 974,037 157E/= eta 9= .

6. You now have the tar.gz file on your system, so let's move on and extract it.
To do this, enter the following command:

tar-xzvf cacti-0.8.7g.tar.gz

7. This will extract the files and directories contained in the archive to the
current directory.

8. Finally you are going to create a symbolic link to this new Cacti directory. This will
allow you to easily switch between different Cacti versions later, for example, when
upgrading Cacti. To create a symbolic link, enter the following command:

1n -s cacti-0.8.7g cacti

9. This will create a link named cacti which points to the cacti-0.8.7g directory:

£ 1=

cacti-0.8.7g cacti-0.8.7g.tar.g=
$# 1n -2 cacti-0.8.7g cacti

£ 1=

c~actl cacti-0.8.7g cacti-0.8.7g.tar.g=z
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What just happened?

You downloaded the latest Cacti version to the root directory of the web server and created
a symbolic link to the extracted directory. With the Cacti files in place, you are now ready for
the next phase of the installation process.

Creating the database

The database isn't automatically created during the installation of Cacti. Therefore, you need
to create it here. At the same time, a database user for Cacti should be created to allow it to
access the database. It's also a good idea to secure the MySQL database server by using one
of the included CentOS tools.

Time for action - creating the datahase

To keep it simple let's assume that you're going to host the database on the same server
as Cacti.

1. Execute the following command to logon to the MySQL CLI:
mysql -u root mysql

2. The default MySQL root account does not have a password set, so you can set one
as follows:

SET PASSWORD FOR root@localhost = PASSWORD ('MyN3wpasswOrd') ;

3. You can now also remove the example database, as it is not needed:
DROP DATABASE test;

4. Together with the example database, some example users may have been created.
You can remove these with the following command:

DELETE FROM user WHERE NOT (host = "localhost" AND user =
"mydbadmin") ;

5. 0n aCentOS distribution you can use the following command to guide you through
the above steps:

/usr/bin/mysql secure_ installation

6. Now that MySQL is secured, let's create the Cacti database. Enter the
following command:

mysqgladmin -u root -p create cacti

This will ask for the MySQL root password which you provided in Setup Step 1.
When finished, you will have an empty database called cacti.
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7.

10

11.

As the database is still empty, you need to create the tables and fill it with the initial
data that comes with Cacti. The following command will do just that:

mysql -p cacti < /var/www/html/cacti/cacti.sql

Again it will ask for the MySQL root password. Once the command finishes you'll
have a working Cacti database. Unfortunately Cacti is still unable to access it,
therefore you are now going to create a database user for Cacti.

Enter the following command:

mysqgl -u root -p mysql

You'll see the following on the screen:

# mysgl -u root -p

Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.
Your MyS5QL connection id is 5682

Server wversion: 5.0.77 Source distribution

Type 'help;" or '‘\h' for help. Tvpe "\c' to clear the buffer.

oy Sol > I

Type the next few lines in the MySQL prompt to create the user. Make sure to
choose a strong password:

GRANT ALL ON cacti.* TO cactiuser@localhost IDENTIFIED BY
'MyV3ryStrOngPassword';

flush privileges;

exit

What just happened?

You used some tools to secure the MySQL server and created a database. You also filled the
Cacti database with the initial data and created a MySQL user for Cacti. However, Cacti still
needs to know how to access the database, so let's move on to the next step.

In case you are not using CentOS to install Cacti, you can use some MySQL internal functions
to secure your installation.

You need to tell Cacti where to find the database and which credentials it should use
to access it. This is done by editing the config. php file in the include directory.
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Time for action - configuring Cacti

The database and some other special configuration tasks are done by editing the information
in the config.php file.

1. Navigate to the cacti directory:

cd /var/www/html/cacti/include

2. Edit config.php with vi:
vi config.php

i ?php

| #

e +
| Copyright (C) 2004-2010 The Cacti Group
e +
| http://www.cacti.net/
e +

i

/* make sure these values refect your actual database/host/user/password */

sdatabase_type = "my=sgl”;

Sdatabase default = "cacti";

adatabase_hostname = "localhaost™;

sdatabase_username = "cactiuser";

Sdatabase_password = "MyV3ryStringPassword"™;

sdatabase_port = "330a";

/* Default session name - Session name must contain alpha characters */

#Scacti_session_name = "Cacti";
Sconfig['url path'] = 'fcacti/';
s

3. Change the $database username and $database password fields to the
previously created username and password.

4. Changetheline $config['url path'] = '/'to$config['url path'] =
'/cacti/"

What just happened?

You changed the database configuration for Cacti to the username and password that you
created earlier. These settings will tell Cacti where to find the database and what credentials
it needs to use to connect to it. You also changed the default URL path to fit your installation.
As you install Cacti to /var/www/html/cacti, a sub-directory of the document root, you
need to change this setting to /cacti/, otherwise Cacti will not work correctly.
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Creating the poller cron entry and Gacti's system user

For the poller to work correctly, Cacti needs a system user account. You are going to create
one now and also set up the poller's cron entry.

Time for action - creating the poller's cron entry and

Cacti's system account

1. To create a Cacti system user called cactiuser, issue the following command as root:

adduser cactiuser

2. Navigate to the cacti directory:
cd /var/www/html/cacti

3. Change the ownership of the rra and 1og directory to the newly created user:

chown -R cactiuser rra/ log/

4. Add the poller cron entry. Edit the file cacti in /etc/cron.d:

vi /ete/cron.d/cacti

5. Add the following line to the file:

*/5 * * * * cactiuser /usr/bin/php /var/www/html/cacti/poller.php
> /dev/null 2>&l1

6. Save the file.

What just happened?

You just created a system user which runs the Cacti poller and scheduled the poller to run
every 5 minutes. Five minutes is the default interval, but it can be changed to 1 minute if
needed. For more information on how to do so, go the following post in the Cacti forums:
http://forums.cacti.net/viewtopic.php?p=116403.

By default, Cacti comes with a poller written in PHP. For small-to-medium installations, this
poller does its job just fine, but for larger installations, an alternative poller, spine, needs to
be used. It is written in C and is much faster than the original poller, as it makes use of the
multi-tasking capabilities of modern operating systems and hardware.

Here we will deep-dive into installing and configuring the spine poller.
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Time for action - installing Spine

1.

You now need to prepare the development environment for Spine. On CentOS you
can do this by issuing the following command:

yum install gcc mysgl-devel net-snmp-devel autoconf automake
libtool

Transaction Summary

In=stall 20 Package(s)
Upgrade 13 Package(s)
Total download size: 20 M

I=s this ok [v/N]: v
Downloading Packages:

(1/33): elfutils-libelf-devel-0.137-3.el5.i386.rpm | 24 kB 00:00
(2/33): keyutils-libs-dewvel-1.2-1.215.i386.rpm | 27 kKB 00:00
(3/33): rpm-python-4.4.2.3-20.e15 5.1.1386.rpm | 60 kB 00:00
{4/33): elfutil=s-devel-0.137-3.el15.i386.rpm | 6l kB 00:00
{5/33): elfutils-libelf-devel-static-0.137-3.el5.i386.rpm | 66 kB 00:00
(6/33): popt-1.10.2.3-20.el5 5.1.i386.rpm | 74 kB 00:00
(7/33): Ilm sensors-devel-2.10.7-9.,el5.1386.rpm | 77 kB 00:00
2. Download the spine source code. For this, go to http://www.cacti.net and click
on Download under the Spine (Cactid) section. Right-click on Spine Source in the
tar.gz format and copy the link address.
3. Navigate to /tmp/ and issue the following command:
wget http://www.cacti.net/downloads/spine/cacti-spine-0.8.7g.tar.
gz
4. Extract the file:
tar -xzvf cacti-spine-0.8.7g.tar.gz
5. Navigate to the newly created cacti-spine-0.8.7g directory.
6. Prepare the directory for compilation. Please note that this step may not work on

other distributions, or additional steps need to be taken to accomplish it:

./bootstrap
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7. Configure the compiling environment:

./configure

8. Compile Spine:

make

9. Once the make command finishes, install Spine:
make install

10. You now have Spine installed, but it needs to be configured. Therefore, copy the
sample configuration file to a location where Spine will find it:

cp /usr/local/spine/etc/spine.conf.dist /etc/spine.conf

11. Edit the file in vi:

vi /etc/spine.conf
12. Change the database configuration to match the settings from earlier.
13. Create a symbolic link in /sbin to the spine binary:

1ln -s /usr/local/spine/bin/spine /sbin/spine

What just happened?

You just set up a basic development environment for compiling Spine, compiled it, and then
installed it. You also configured Spine to use the correct database information.

Compiling Spine on other Linux distributions

A\l When compiling Spine on other Linux distributions such as Ubuntu, you will
=~ have to go through some additional steps. Look at the following URL for more
information on how to do so:

http://docs.cacti.net/manual:087:1 installation.l
install unix.6_install and configure_spine.

Differences hetween source and APT/Yum installations

The main difference between installing Cacti from source and using APT/Yum-based
installations is the location of configuration files and availability of patches. Cacti, by default,
does not follow the Filesystem Hierarchy Standard (FHS) defined for the Linux operating
systems. The FHS defines directories where applications should add their configuration or log
files. APT/Yum-based installations usually follow this standard. Due to this, add-ons such as
the Plugin Architecture may not be available on all platforms using APT/Yum.
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The main advantage of using APT/Yum-based installations is the ease of installation but as
we've just seen, installing Cacti isn't very difficult.

However, the disadvantage of using APT or Yum is the availability of newer Cacti versions.
Source-based Cacti installations can be upgraded to the latest version as soon as it is
available on the Cacti website, while APT/Yum-based installations might need to wait
until the package maintainers update their repositories.

Have a go hero - remote server for database hosting

Here is a little challenge for you. It's not difficult but it will allow you to alter the installation
to suit your needs. What if you want to use a remote database server? Maybe you want to
use an existing dedicated MySQL server, instead of hosting the database on the same system
as Cacti, or you want to separate the roles to allow more growth. Can you figure out what

to change?

Solution: Create the MySQL database on the remote system using the same command as
if you were installing it locally, but this time use the -h <hostname> option to specify
the remote server. When creating the user and granting it permissions, use the following
command, assuming the Cacti server has the IP '192.168.0.10":

GRANT ALL ON cacti.* TO cactiuser@'192.168.0.10' IDENTIFIED BY
'MyV3ryStrOngPassword';

flush privileges;
exit

This will allow the Cacti user access to the database from the Cacti server. Now change
$database hostname in config.php and DB_Host in spine.conf on the Cacti server
to point to your remote database server.

Installing Cacti on a Windows system

The installation of Cacti on a Windows system is quite different from Linux. Most of the
prerequisites that are already available on a Linux platform need to be installed on a
Windows system. The MySQL database is an example of such a prerequisite. In the following
sections you can find more information about the Windows installation and how you can
overcome most of the manual installation procedures by making use of the community-built
Windows Installer.

The community-built Windows Installer

Instead of installing every prerequisite individually, the community-built Windows Installer
provides a convenient way of installing them together with Cacti.
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Time for action - starting the Windows setup

1. Download the Windows Installer to the system on which you want to install Cacti.
To retrieve the latest version, go to http://forums.cacti.net/viewtopic.
php?t=14946 and click on the download link at the end of the first post. Save the
installer to your desktop.

2. Double-click on the setup file. The installer will check what has already been
installed and give you a report. Click Next > after you have read the information.

-
L1 Cacti Setup |—I—I—J=| X

Cacti Installer

This will install all of the needed components for Cacti
automatically for you.

115 is currently RUMMING.

Apache 2.0 iz currently Mot Installed.
Apache 2.2 is currently Mot Installed.
SMMP is currently RUNNING.

MySQL is currently Mot Installed.

Next > ] | Cancel

3. The next screen shows the GPL license. Accept it and click on Next >.

4. Next comes the selection of the web server to be used. If you have IIS installed, you
can select it here, otherwise Apache will be installed.
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i -
(71 Web server selection = — 5

\ License Agreement
Created by Please review the license terms before installing Cacti,
BSOD2600
Note:

* 115 must be previously installed to be selectable.
* Apache will be installed if selected.

Please select a web server to use

(@ Internet Information Services (I1S) with FastCGI

() Apache

[ < Back ][ Next = ][ Cancel ]

In the next step you can choose the components to install. For now, you
will only install the Cacti Core Files, so click on Next > without adding any
additional components.

Keep the defaults for the installation locations and click on Next >.

The final step provides an overview of the paths to be created. Click on Install
to start the installation process.

r .
(i Cacti Setup = 2K |
\ Review Installation Locations
Created by Review the folders in which to install Cacti
BSOD2600
Review the installation paths below. Click back if you want to make any changes. Click OK
to continue with the installation.
“i\Inetpubwwwroot\Cacti -
C:\Spine
C:\Program Files\MySQLWMySQL Server 5.0
C:\Net-SNMP
C:\PHP
C:\RROTool
[ < Back ][ Install ] [ Cancel
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8. Please note the default Cacti admin and MySQL root passwords.

9. Open the Post-Install Instructions and follow the tasks.

What just happened?

You installed Cacti on Windows along with all the prerequisites.

Unlike Linux, where compilation from source is the preferred method, Cacti has pre-compiled
binaries for Windows. You can download the latest versions from http://www.cacti.
net. Click on Download under the Spine (Cactid) section and download the latest Windows
binary from there. Extract the archive to the computer running Cacti and edit spine.conf
to fit your database settings. In case you want to compile spine yourself, you will have to
install a working copy of Cygwin. The following URL will provide you with some information
on how to compile Spine using Cygwin:

http://www.cacti.net/spine install wincyg.php.

Upgrading Cacti involves several steps, one of which is backing up the database. As you have
created a symbolic link to the Cacti directory, you don't need to back up any files, but instead
you can copy or move them from the old version over to the new one.

Time for action — upgrading Cacti

1. Create a backup of the database:

mysqgldump -u root -p --lock-tables --add-drop-table cacti > /root/
cacti backup.sql

2. This will back up the Cacti database to a file called cacti backup.sql. You will be
asked for the MySQL root password.

3. Change to the /var/www/html directory. From http://www.cacti.net
download the source of the version to which you want to upgrade.
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10.

11.

12.
13.

Extract the file:

tar -xzvf cacti-0.8.7g.tar.gz

You will have a new directory named cacti-0.8.7g.

Change to the newly created directory and edit include/config.php. Change the
database entries in there to match your installation.

Before copying the files, you should stop the poller using the web interface. Go to
the Configuration | Settings and change to the Poller tab. Disable the poller by
unchecking it.

Copy the files from your existing installation to the new one. Execute the following
commands, replacing 0. 8. x with the new version:

cp /var/www/html/cacti/rra/* /var/www/html/cacti-0.8.x/rra/

cp -u /var/www/html/cacti/scripts/* /var/www/html/cacti-0.8.x/
scripts/

cp -u -R /var/www/html/cacti/resource/* /var/www/html/cacti-0.8.x/
resource/

Set the permissions on the log and rra folders:
cd /var/www/html/cacti-0.8.7g/

chown -R cactiuser log/ rra/

Change the symbolic link so that it points to the new directory:
cd /var/www/html/

1n -fs cacti-0.8.x cacti

The final upgrade process is done using the web interface. Point your browser to
http://<yourservers/cacti/install and follow the steps. Make sure you
select Upgrade on the second page.

You can now enable the poller again using the Cacti web interface.

Once you have made sure that everything is working fine, you can remove or archive
the original Cacti directory.
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What just happened?

You upgraded Cacti to a newer version. As a safety net, you created a backup of the database
so you can revert back to the old version in case of an error. You copied the RRD files and
other resources to the new installation and switched over by changing the symbolic link to
point to the new location. You finished the upgrade process by going to the install URL which
provided the final web-based upgrade process.

After the installation of the database and files, there are still several additional configuration
tasks left. For these tasks you are going to use the web interface provided with Cacti to guide
you through the final part of the setup. The following steps are almost identical for Windows
and Linux.

Time for action — configuring Gacti

1. Gototheinstallation URL http://<yourservers>/cacti/install. Read the
license agreement and click on Next >>.

2. The next page asks if you are installing a new system, or upgrading an existing one.
Choose New Install then click on Next >>.

Cacti Installation Guide

Please select the type of installation
MNew Install -

The following information has been determined from Cacti's configuration file.
If it is not correct, please edit 'include/config.php’ before continuing.

Database User: cactiuser

Database Hostname: localhast
Database: cactil

Server Operating System Type: unix
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3. The last page provides an overview of all required binaries and paths. If you have
followed the installation steps correctly, all fields should be green:

Cacti Installation Guide [

Make sure all of these values are correct before continuing.

[FOUND] RRDTool Binary Path: The path to the rrdtool binary.
fusrfbinfrrdtool

[OK: FILE FOUND]

[FOUND] PHP Binary Path: The path to your PHP binary file (may require a
php recompile to get this file).

fusrfbinfphp

[OK: FILE FOUND]

[OK: s sm odUe D] o " . : \

[FOUND] Cacti Log File Path: The path to your Cacti log file.
fvarfwwwihtmlfcacti-0.8.7gflog/cactilog
[OK: FILE FOUND]

SNMP Utility Version: The type of SNMP you have installed. Required if you
are using SNMP v2c or don't have embedded SNMP support in PHP.

NET-SNMP 5x =

RRDTool Utility Version: The version of RRDTool that you have installed.
RRDTool1.4x =«

NOTE: Once you click "Finish”, all of your settings will be saved and your
database will be upgraded if this is an upgrade. You can change any of the
settings on this screen at a later time by going to "Cacti Settings” from within

Cacti.

4. Click on Finish and you should be redirected to the Cacti login screen.

What just happened?

You finalized your Cacti installation by running the included web-based installer. If you have
been following the instructions correctly, you will now have a working Cacti installation.

The installation will leave you with the default cmd . php poller. If you want to use Spine, you
will now have to logon to the Cacti web interface and set the Spine Poller File Path in the
Paths section of the Settings page. You also have to change the Poller Type to Spine in the
Poller section.
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The Gacti weh interface explained

The first time you login, use the username admin and password admin (for Linux) or cactipw
(for Windows). You will be forced to change the admin password but, after doing so, you will

be presented with the Cacti web interface:

Console Logged in as admin (Logout)
You are now logged into Cacti. You can follow these basic steps to get Version
New Graphs started. 0.8.70
* Create devices for network
Graph Management » Create graphs for your new devices
Graph Trees = View your new graphs

Data Sources

Devices

Data Queries
Data Input Methods

Graph Templates
Host Templates

Data Templates

Import Templates
Export Templates

Settings
System Utilities

User Management

Logout User

The initial page is called the Console and only administrators and users with special access
rights are able to see it. From here you can fully administer Cacti.

The Console tah

The Console tab is where you manage your Cacti installation. From here you can add devices
and users or create graphs and assign them to a tree. We're going to explain each of the
menu sections next.

Create section

The Create section provides an easy access for new graph creations for specific devices. It's a
shortcut to the Create Graphs link within each device.
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The Management section, as its name suggests, allows the management of graphs, devices,
data sources, and graph trees. Within this section you can add/edit or delete devices,
delete graphs, add devices to trees, and much more.

Collection methods section

The Collection Methods section describes the different ways in which Cacti retrieves data
from devices or systems. Here you can manage data queries such as SNMP retrieve methods,
or manage the different input methods which are used by external scripts called from

the poller.

Templates section

The Templates section provides an easy way of combining data templates into a graph (graph
templates), graphs, and data queries for a specific type of host (host templates), or different
data source items (data templates). Many graph, data, and host templates are available on
the Cacti forums.

Import/export section

The Import/Export section allows the import and export of templates. This is especially
useful for providing templates of exotic devices to the Cacti community, or to import them
from one of the many provided on the Cacti forum.

Cacti doesn't yet provide a method for importing or exporting other data (for example,
device lists) from within the web interface.

Within the Configuration section we can change the settings of Cacti. These settings include:

General settings (for example, logging levels)

Paths settings (similar to the paths page from the installer)

Poller settings (number of threads, or poller type to use)

Graph export settings (graphs can be exported to a local path or remote FTP server)

Visual settings (size of the graphs, font size to use)

* 6 & & o o

Authentication settings (local authentication, LDAP, or HTTP Basic)

The Utilities section provides access to some basic system tools such as log or poller cache
management and also hosts the user management interface.

[21]
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The Graphs tah

The Graphs tab is the main screen for end users. Here they can view the graphs for their
devices and systems and also change some personal settings:

Graph Filters
Presets: LastDay ~ From: 2011-01-0112156 [ Te: 2011-01-021215 [d4 1Day ~ i [ Refresh |[ Clear |
Search: Graphs per Page: 10 ~ Thumbnails: ||
Showing All Graphs
Tree:Default Tree-> Host:Localhost
Localhost - Memory Usage Q
1.0 O
. 0.8 S
Ns]
= 0.4
-
4
8.2
8.0 >
Sat 18:00 Sun 00:00 Sun 0&:00 Sun 12:00
From 2011/061/01 12:15:04 To 2011/01/02 12:15:04
W Free Current: nan Average: nan Maximum: nan
O Swap Current: nan Average: nan Maximum: nan
% Localhost - Load Average <
F 1.0 O
5 0.8 =
£ 0.6 ©
=
= 0.4

The Graphs tab contains a hierarchical tree to the left containing all of the devices which a
user is allowed to view. The main part of the page contains the graphs and a filtering system
which can be used to customize the timeframe or to search for specific graphs.

Before we continue

You now have a rough overview of the Cacti web interface and how it interacts with the
database. You're going to dive a bit deeper into the details in the next few chapters so it is
not important at this stage to know in detail where everything is or how it works.
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Pop quiz - a few guestions ahout Chapter 1

1.

If you are using a remote database server, which configuration files do you
need to change?

a. The config.php file and spine.conf
b. The global.php file and config.php
c. Theglobal.php file only

Which section on the Console tab allows you to change the path to the Cacti log file?
a. The System Utilities section

b. The Path tab within the Configuration Section

c. The General tab within the Configuration Section

On a CentOS system, how can you configure the MySQL server to start automatically
during system startup?

a. You can use the enableservice command

b. The setstartup command allows you to do so

c. Youcan use the chkconfig command

You learned a lot in this chapter about installing Cacti.

We covered:
¢ Obtaining and installing Cacti—where to download it and how to set up the files
¢ MySQL database setup—how to create a database and fill it with the base Cacti data
¢ Configuring Cacti—how to tell Cacti where to find its database and how to access it
¢ Configuring the system components—how to add a Cacti system user and create the

poller's cron entry
Spine poller—how to download, compile, and install the spine poller
Upgrading Cacti—how to upgrade an existing Cacti installation

The Cacti web interface—a brief look at the different sections of the web interface

You're now ready to create your first few devices and graphs. In the next chapter, you're
going to create your own graphs using the RRDtool as well as add your first devices to Cacti.
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After having installed and configured Cacti, you will now be able to add your
first devices and graphs to the system. This chapter will show you how to add
new devices and how to add some performance measurement graphs to them.
You will also learn how to group devices using the Cacti tree.

This chapter is going to cover the following topics:

Introduction to graph creation with RRDtool
Adding devices to Cacti

Adding graphs to a device

Assigning host templates to a device

* 6 6 o o

Adding a device to the Cacti tree

So let's get started...

An introduction to Gacti graphs and the RRDtool

You can learn more about how RRDtool stores data in Appendix C. Now, you'll be looking into
the actual graph creation process and what features Cacti supports.

Cacti uses the RRDtool to store the polled data. In addition to just storing the data, the
RRDtool is also used to create the actual performance graphs.
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If you now expect to see a fully-featured charting application, you will be disappointed. The
RRDtool graph functionality offers only a very limited range of chart types. They can either
be line charts, area charts, or a combination of both. There is no 3D option available, nor are
there any other types of charts such as Pie or Scatter charts. This may be a disadvantage for
some at first, but concentrating on only a few basic chart types makes it a fast specialized
rendering engine for these. Being fast in displaying the raw RRD data is the main focus of
the RRDtool graphing engine.

There are several graphing features available for plotting the data. The most commonly used
types are:

¢ LINE: The data is drawn as a line which can be formatted by width and type
(for example, dashed line)

VRULE: A fixed vertical line is drawn at a defined value

HRULE: A fixed horizontal line is drawn at a predefined value (for example,
threshold limits)

¢ AREA: A solid filled area chart is drawn. Several area charts can be stacked together
Each of these graph types can be combined together to build the final chart image.

Let us dive into the graph creation process here to get a better understanding of the RRDtool
graphing capabilities.

You need to have the RRDtool in your path for the following commands to work.

Basic RRDtool graph creation
Let's begin with the RRD example which you can find in Appendix C and use that RRD file as

the basis for our graphs.

A note for Windows users

W The following examples also work for Windows. Simply replace the RRDtool

~ command with the full path to the RRDtool binary, for example, use
C:\rrdtool\rrdtool.exe instead of rrdtool.
You will also have to copy the DejaVu font from the RRDtool directory to your
Windows fonts directory. o

| have created a Perl script which will help in the creation of the RRD file and its automatic
update with random data. In order to create the test RRD file, use the following command:

perl create_rrdfile linux.pl test.rrd
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If you have installed the RRDtool to C: \rrdtool you can use the following command
for Windows:

perl create_rrdfile windows.pl test.rrd

Having created the test data, you can now start to generate your first RRDtool-based graph.
It is going to be a very simple graph displaying only the pure data.

Execute the following code at the command line interface (CLI):

rrdtool graph data_ image.png \
--start 1282413600 \

--end 1282468500 \
DEF:intspeed=test.rrd:data:AVERAGE \
LINE2:intspeed#FF0000

This will create the following graph:

70
(1] [

k1]

20
20: 00 22: 08 Qa: oo 02: 08 04 : 0 0G: 08 0g: o 10: 0@

So what does this command actually do? Using the command, you defined a start and end
time in the Unix time format and defined the RRD file and data set you wanted to plot. You
also told RRDtool to draw a two-pixel line (LINE2) using this data set and stored the resulting
graph as data_image.png. The RRDtool automatically creates the X- and Y-axis for you and
also inserts the time and value description. This is the most basic way of creating an
RRDtool-based graph.

Advanced RRDtool graph creation

Although this basic graph image already has a lot of information in it, it is still missing some
important features. It neither describes what is being graphed, nor does it provide additional
information such as threshold breaches or MAX/MIN values. So, let's go back to this basic
graph and look at how you can enhance it step-by-step using some of the advanced

RRDtool features.
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The first enhancement to our graph will be the addition of a label and a graph title. For this
you can use the --vertical-label and --title parameters:

rrdtool graph data image.png \
--start 1282413600 \

--end 1282468500 \

--vertical-label bps \

--title "Interface Speed" \
DEF:intspeed=test.rrd:data:AVERAGE \
LINE2:intspeed#FF0000

The resulting graph now has a title at the top and a description to the left as can be seen in
the following image:

Interface Speed

7@
[sle] [ e——

Efo]

bps

]
20: 00 22:00 oo: e 02:00 @00 06: 0o 08: 00 10: 00

As you can see, the RRDtool command added a rotated description to the Y-axis and also
added the title at the top of the graph. The graph is now bigger in dimensions than the first
one. The RRDtool uses only the width and height information to set the actual chart size.
Everything else must be added to the graph separately. You can see more about how this
works in the following examples.

Adding a legend to the graph

Now that you have added some description to the graph, you can also add a legend to it. For
this, you are going to use the LAST, AVERAGE, and MAX poller values. The function of the
GPRINT item is to add additional graph information to the legend. You are also going to add
a description field to the LINE2 item. Adding a description to the LINE or AREA items will
automatically create a legend entry for you.
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The LAST, AVERAGE, and MAX values are always calculated using the data limited by the start
and end time. Therefore they directly relate to the chart being displayed.

Let's look at the following command:

rrdtool graph data_ image.png --start 1282413600 --end 1282468500 \
--vertical-label bps --title "Interface Speed" \
DEF:intspeed=test.rrd:data:AVERAGE \
LINE2:intspeed#FF0000:"Interface eth0" \
GPRINT:intspeed:LAST:"Current\:%8.01£f" \

GPRINT:intspeed:AVERAGE: "Average\:%8.01£f" \

GPRINT:intspeed:MAX: "Maximum\:%8.01f\n"

The resulting image now also contains a small legend at the bottom:

Interface Speed

0

[al] i

e e

=
i __1__J___r__L__r——
20
20 ¥
20: 00 22:00 Qo: o 0200 e Q6: 00 Qg 0a 1G:

M Interface eth@ Current: 35 Average: 47 Maximum:

As you can see, the legend was added to the bottom of the graph, expanding its height. By
adding a description to the LINE?2 line (Interface eth0) the description was automatically
placed at the bottom along with the color being used to draw that line. The GPRINT text and
values have then been added right after the description. If you want to add some more text
to the next line, you need to make sure that the last GPRINT value contains a \n (newline)
string at the end.

In this example, you can also see that the RRDtool did not increase the width of the graph to
fit the legend in it. The Maximum value has been silently dropped. GPRINT statements do not
automatically increase the graph width, so you will need to increase the width yourself.

This can be done by using the ~width parameter.
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Now let's also set a threshold and display a line on the graph marking the threshold. This can
be achieved by using the HRULE item. You are going to set a threshold at 50 and use a light
grey color to display it on the graph. The following command creates this line and also adds
an additional entry to the legend. In addition, you are also going to change the LINE2 item
to an AREA item, so the data being displayed is shown as a filled area:

rrdtool graph data_ image.png --start 1282413600 --end 1282468500 \
--vertical-label bps --title "Interface Speed" \
DEF:intspeed=test.rrd:data:AVERAGE \

HRULE:50#CO0COCOFF: "Threshold ( 50 )\n" \
AREA:intspeed#FF0000:"Interface eth0" \
GPRINT:intspeed:LAST:"Current\:%8.01£f" \

GPRINT:intspeed:AVERAGE: "Average\:%8.01£f" \

GPRINT: intspeed:MAX: "Maximum\:%8.01£f\n"

You can see the light gray line being printed horizontally in the image, providing a good
overview of when the data exceeds the threshold:

Interface Speed

70

50
4
3@

bps

20
20: 00 22:00 Qo: 0 02:00 0d: 00 06: 00 08 00 1@: 00

O Threshold [ 5@ )
B Interface eth@ Current: 35 Average: 47  Maximum:

Note the usage of the newline string \n in the description string for the HRULE item. As you
can see in the graph, the following text items are added to the next line.

You have now seen how you can add a threshold line to the graph, but you probably also want
to change the color of the data every time the threshold is breached. Let us assume that you
want to have the color go red at or above the threshold and go green once it is below. This
can be achieved by using a Computed DEFinition (CDEF) and the LIMIT statement.

You define a CDEF named isGreen which returns a number as long as the value of
intspeed is between 0 and 50, otherwise no value is returned. You are going to use
this CDEF to change the color of the displayed area.
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Instead of using the intspeed value you assign this new CDEF isGreen to the AREA
item and change the color of the AREA to green (RGB: 00FF00). You also create a new
AREA entry, to which you now assign the intspeed value, set the color to red, and give it
a description Over Threshold\n. For this to work correctly, you need to place this new
AREA above the old AREA statement.

Why are there two AREA statements? In fact, changing the color of one AREA as it is
displayed is not possible, so you need to do a little trick here. The first AREA statement will
graph all values in red, also the ones which are below the threshold, as you have seen in
the preceding example. With the second AREA statement a green area will be drawn at all
data values which are below the threshold. As the color is not transparent, the red area will
disappear. You can see the total red area when you remove the second AREA statement.

The complete code now looks like the following:

rrdtool graph data image.png --start 1282413600 --end 1282468500 \
--vertical-label bps --title "Interface Speed" \
DEF:intspeed=test.rrd:data:AVERAGE \
CDEF:isGreen=intspeed, 0,50, LIMIT \

HRULE:50#C0COCOFF: "Threshold ( 50 )\n" \
AREA:intspeed#FF0000:"Over Threshold\n" \
AREA:isGreen#00FF00:"Interface ethO" \
GPRINT:intspeed:LAST:"Current\:%8.01£f" \

GPRINT: intspeed:AVERAGE: "Average\:%8.01£f" \

GPRINT:intspeed:MAX: "Maximum\:%8.01£f\n"

Run this code from the command line and you will see the resulting graph:

Interface Speed

bps

20
20: 00 22:00 0Q: 00 02: 08 o400 06: 09 08: 00 10: 0@

O Threshold [ 5@ )
B Over Threshold
O Interface eth@ Current: 35 Average: 47  Maximum:
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All of the graphs you have just created can be created in Cacti using the Cacti web interface.
This section provides a small and very limited overview of the capabilities of the RRDtool
graphing functions, but should give you enough ideas to start playing around with it to create
your own graphs.

The RRDtool webpage provides some very good documentation on the RRDtool and

the graphing functions. The features you have seen here are only a small set of what is
possible with the RRDtool. Unfortunately, providing information on all of the features is
beyond the scope of this book, but it is recommended that you especially look at the gallery
athttp://oss.oetiker.ch/rrdtool/ for some further ideas on the graphs.

Please remember that, although Cacti does provide many of the functions of the RRDtool,
there are some which may not yet be available.

Let's assume green and red areas are not granular enough, and you also want to have
a yellow area where you can immediately see that the threshold is about to be breached.
This yellow warning area should be displayed between the values of 45 and 50.

Have a look at the following image:

Interface Speed
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O Threshold { 50 )

M Over Threshold [OWarning O Good

Interface eth@ Current: 35 Average: 47 Maximum: ?ZI

What would you need to change in the above RRDtool command line to get this image?

Solution: You need to add one additional CDEF and another AREA for this to work. You also
need to change the isGreen CDEF. The following command line will create and display the
yellow warning area and the appropriate legend:

rrdtool graph data image.png --start 1282413600 --end 1282468500 \
--vertical-label bps --title "Interface Speed" \
DEF:intspeed=test.rrd:data:AVERAGE \
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CDEF:isGreen=intspeed, 0,44, LIMIT \
CDEF:isYellow=intspeed, 45,50, LIMIT \
HRULE:50#CO0COCOFF: "Threshold ( 50 )\n" \
AREA:intspeed#FF0000:"Over Threshold" \
AREA:isYellow#FFFF00:"Warning" \
AREA:isGreen#00FF00:"Good\n" \

COMMENT: "Interface eth0" \
GPRINT:intspeed:LAST:"Current\:%8.01£f" \
GPRINT:intspeed:AVERAGE: "Average\:%8.01£f" \
GPRINT:intspeed:MAX: "Maximum\:%8.01f\n"

Note that we use a COMMENT item to add the Interface etho text at the beginning of the
graph legend.

Adding devices to Cacti

A device in Cacti can be anything which can be monitored remotely or locally. This can
include storage devices, Windows or UNIX servers, and of course network devices. For Cacti
to be able to monitor a device, it needs to be reachable by ping or SNMP, but the actual data
retrieval can also be done using scripts and commands, or a set of SNMP queries.

Creating a device

Creating a device in Cacti can be achieved by using the Cacti web interface. You are going
to add your first device here. While looking at the different steps it takes to add a device,
you are not going too much into the details of every field, as most of the user interface is
self-explanatory and provides a detailed description of each field.

Before you start: Create a naming standard

~\l If you have not already done so, you should now think about a naming standard
for your devices. Creating and keeping to a naming standard is the first step
to automation. Later in this book you will go through some device and graph
creation automation, where it is assumed that you have in place a naming
standard for your devices.
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Time for action - creating a new device in Cacti

1. Login as an admin user to your new Cacti installation.

2. Click on the Devices link under the Management menu. This will open a table with
all devices added so far. For a new installation there should only be the localhost
device showing its status as Up.

3. On the top right of the new page click on Add. This is the default position for this
Add link.

console éraphs l

Conscle -> Devices

Logged in as admin (Logout)

New Graphs

Type:  Any w Status: Any v Search: Rows per Page: 30 -
Graph Management = . -
<< Previous Showing Rows 1to 1 of 1 [1] Next >
Graph Trees

Date Seurces Description** ID Graphs DataSources Status EventCount Hostname Current(ms) Average (ms) Availability [

Devices Localhost 1 13 14 up o 127.0.0.1 4.66 1.65 100 D

<< Previous Showing Rows 1to 1 of 1 [1] Next >

L Choose 2n action: Delete -

Data Queries
Data Input Methods

4. You will now be presented with the Devices [new] screen. Have a look at this screen
and make yourself comfortable with the different fields.

5. Enter a Description and Hostname (or IP address).

6. If you add an SNMP-enabled device, select SNMP as the Downed Device Detection
method. Otherwise select Ping. When selecting Ping you can choose the protocol
type and port to use.

Availability f Reachability Options

Downed Device Detection

The method Cacti will use to determine if 2 host is available -

for polling. Plﬂg -
NOTE: It is recommended that, at 3 minimum, SNMFP always be

selected.

Ping Method -

The type of ping packet to sent. TCPPing -
NOTE: ICMP on Linux/UNIX requires root privileges.

Ping Port a0

TCP or UDP port to attempt connection.

Ping Timeout Value

The timecout value to use for host ICMPE and UDP pinging. 400
This host SNMP timeout value applies for SNMP pings.

Ping Retry Count

After an initial failure, the number of ping retries Cacti will 1
attempt before failing.

[401
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Enter the SNMP community and select the correct version (some additional

fields will show up when you choose SNMP Version 3). If the device is not SNMP
compatible, you can select Not used.

8.

console

gra;;;\'

Consols > Davices —> (Edit)

You can also add some notes. Click on the Create button once you are finished.

Wl

Logged in == admin (Logout)

New Graphs

E

Graph Management
Graph Tress

Data Sources

Data Queries
Data Input Methods

Graph Templates
Host Templates
Data Templates.
mport/Export
Import Templates

-

Export Templates
Configuration
Sattings

System Utilities
User Management

Logout User

e

Save Successful.

MY-Device (127.0.0.10)

*Create Graphs for this Host
*Data Source List
*Graph List

Ping Results
TCP Ping Success (0.17 ms}

Description

Give this host a meaningful description. MY-Device

Hostname

Fully qualified hostname or 18 address for this device. 1270000

Host Template

Choose what type of host, host templats this is. The host None -

temnplate will govern what kinds of data should be gathered from
this type of host.

Disable Host &l
Check this box to disable all chacks for this host. Disable Host

Availability /Reachability Options

Downed Device Detection

The method Cacti will use to detarmine if a host is availsble for
palling.

NOTE: It is recommended that, at a minimum, SNMP always be
selected.

Ping Method

The type of ping packet to sent.

NOTE: ICMP on Linux/UNIX requires root privileges.

Ping Port

TCP or UDP port to attempt connection.

Ping Timeout Value

The timeout value to use for host ICMP and UDP pinging. This
hest SNMP timecut value applies for SNMP pings.

Ping Retry Count

After an initial failure, the number of ping retries Cacti will 1
attempt before failing.

SNMP Options

SNMP Version
Choose the SNMP version for this device.

SNMP Community
SNMP read community for this device.

Ping -

TCPPing =
80

400

Version1

public

SNMP Port

Enter the UDP port number to use for SNMP (default is 161).
SNMP Timeout

The maximum number of milliseconds Cacti will vait for an SNMP 500
response (does not work vith php-snmp support).

Maximum OID's Per Get Request

Spedified the number of OID's that can be obtained in a single 10
SNMP Get request.

Additional Options

This is my first device

161

Notes
Enter notes to this host.

Associated Grap
Graph Template Name
Ne associated graph templates.

Cisco - CPU Usage -

el
Status

Add Graph Template:

Associated Data Ques
Data Query Name

Debugging Re-Index Method Status

No associated data queries.

Add Data Queny:  Karlnet- Wireless Bridge Statistics  ~ Re-Index Method: Uptime Goes Backwards -

[al
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What just happened?

You just created your first device within Cacti by providing some basic information such as an
IP address and SNMP management options. With this information Cacti is now able to poll
the device. However, it still does not have any graphs associated with it.

Selecting host templates for the device

You may have noticed the Host Templates field, but what is a host template? A host template
is a predefined package of graphs or data queries which can be assigned to a device. Using

a template for complex devices reduces the administrative task for adding devices. Here

you are going to assign a template to the device. Host templates can also be selected once
the device has been created. Cacti comes with some very basic host templates such as

Cisco Router Windows 2000/XP Host or Generic SNMP-enabled Host. All of these contain
predefined graphs or data queries for these hosts.

Time for action - adding a host template to the device

1. Go back to the device overview page by clicking on the Devices link under the
Management menu.

2. Click on the device (the description) you have just created.
3. Inthe Host Template drop-down box, select a template that fits your device best.

4. Click on the Save button.

[42]
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5. Note the additional entries in the Associated Graph Templates and Associated Data
Queries fields.

— = | [
console grap—h;\ "I ]

Console -* Devices -> (Edit) Logged in a5 admin (Logout)

Save Successful.

MY-Device (127.0.0.10)

New Graphs

Graph Management

*Create Graphs for this Host

Graph Tress Ping Results *Data Source List
Data Sources TCE Ping Success (0.17 ms} *Graph List
Devices

Devices [edit: MY-Devi

Collection Methods

Data Quaries

General Host Options

Description -
Data Input Mathods Trom A (e & mesnirg i et Ees MY-Device

Hostname - e 127.00.10
Graph Templates Fully qualified hestname or IP address for this device.
Host Templates Host Template

Choose what type of host, host template this is. The host
Data Templates template will govern what kinds of data should be gathered from Local Linux Machine -
ImportExport this type of host.
Import Templates Disable Host B o

Check this box to disable all checks for this host. Dissble Host

Export Templates === = 2
T aTias Awvailability / Reachability Options

Downed Device Detaction

Settings The methad Cacti will use to determine if = host is available for
[ | i ping -
T NOTE: It is recommended that, at a minimum, SNMP always be
ystem Utilities L
Usar Management Ping Method
Logout User The type of ping packet to sent. TCPPing ~
NOTE: IEMP on Linux/UNIX requires root privileges.
Ping Port a0

TCP or UDP port to attempt connection.

Ping Timeout Value

The timeout value to use for host ICMP and UDP pinging. This 400
host SNMP timeout value applies for SNMP pings.

Ping Retry Count

After an initial failure, the number of ping retries Cacti will 1
att=mpt before failing.

SNMP Options

SNMP Version [ OTE—
Choose the SNMP versian for this device. Version1  ~

“Z

SNMP Community

SHMP read community for this device. public
SNMP Port 161
Enter the UDP part number to use for SNMP (default is 161).

SNMP Timeout

The maximum number of milliseconds Cacti vill vait for an SNMP 500
response (does not work with php-snmp support).

Maximum OID's Per Get Request

Specified the number of O1D's that can be obtained in = single 10
SNMP Get request.

Additional Options

This is my first device

Notes
Enter notes to this host.

Associated Graph Templates

Graph Template Name Status

1) Linux - Memory Usage Not Being Graphed b 4
2) Unix - Load Average Not Being Graphed b 4
3) Unix - Logged in Users Not Being Graphed b 4
4) Unix - Processes Not Being Graphed x
Add Graph Template: Cisco- CPU Usage -

Associated Data Queries

Data Query Name Debugging Re-Index Method Status
1) Unix - Get Mounted Partitions (Verbose Query)  Uptime Goes Backvards Success [6 Items, 3 Rows] ox
Add Data Query: Karlnet- Wireless Bridge Statistics = Re-Index Method: Uptime Goes Backwards « Add

Return Save
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What just happened?

By selecting a host template for the device, you have added a predefined package of

graph templates and data queries to the host. This is a convenient way of reducing the
administrative tasks of adding these manually through the provided drop-down lists. You
will come back to templates later in the book, so you do not have to fully understand these

right now.

Cacti displays performance data as graphs, therefore we are now going to add some basic
graphs to the device which we have just added. The first graph which you are going to add is
a simple ping graph. Let's go ahead and add the ping template to the host and later add the

associated graph to the device.

Time for action — adding graphs to the device

1. Go back to the device overview page by clicking on the Devices link under the
Management menu.

2. Click on the device you have just created.

3. Inthe Associated Graph Templates section select the Unix - Ping Latency from the

drop-down list and click on the Add button.

Associated Graph Templates
Graph Template Name
1) Linux - Memaory Usage

Status

2) Unix - Load Average
2) Unix - Logged in Users

4) Unix - Processes

Not Being Graphed
Not Being Graphed
Not Being Graphed
Not Being Graphed

X HAKX

Add Graph Template: : Unix- Ping Latency |
Cisco - CPU Usage

Host- Running Processes
HostMIB - Logged in Users
HostMIB - Processes

Linwx - Memory Usage
Netware - File System Activity
Netware - File System Cache
Netware - Logged In Users
Netware - Open Files

SNMP - Generic OID Template
ucdfnet- CPU Usage

ucdfnet- Load Average
ucdfnet- Memory Usage

Unix - Load Average

Unix - Logged in Users

Unix - Processes

-]

m

4.

[a4]

Click on the Save button at the bottom of the page.
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5. Goto the top of the page and click on, Create Graphs for this Host.

6. Select Create: Unix - Ping Latency.

MY-Device (127.0.0.10)

e o
Host: MY-Device (127.00.10) = Graph Types: Al - *Crﬁg'fetmzvﬂoﬁﬁst

Graph Templates
Graph Template Name

Create: Linux - Memory Usage

Create: Unix - Load Average
Create: Unix - Logged in Users

Create: Unix - Ping Latency

OEOO0OO

Create: Unix - Processes

Create: (Selecta graph type to create) -

Data Query [Unix - Get Mounted Partitions]

Device Namea Mount Point ]
/dav/hde [media &
/dev/mapper/VolGroup00-LogVolOO ! [
/dev/sdal /boot I:‘

e —

7. Click on the Create button.

8. A new screen will appear, where you can choose a legend color and text, but for
now, just click on Create.

9. You will be redirected back to the graphs selection screen with the entry we selected

being greyed out.

Graph Templates

Graph Template Name
Create: Linux - Memory Usage

Create: Unix - Load Average

ENE Y

Create: Unix - Logged in Users

Create:

[
i)
#
T
5 )
u}
[i
[T}

T

O

Create: Unix - Processes

Create: (Selecta graph type to create) -
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What just happened?

You just added your first graph to a Cacti device by adding a graph template to the device
and selecting it during the graph creation screen. Cacti will now start to poll the data for this
graph and generate the associated RRD file for it.

M The Unix templates

Except for the Ping Latency template, all other Unix templates are for the
localhost only and will not provide any information for remote systems.

Adding interface graphs to a device

Adding interface graphs is a little different from adding a generic one such as the ping
graph. Normal network devices have several network interfaces, all of which can be polled
for performance data. Cacti provides a nice interface for selecting the different network
interfaces using the web interface. In the following section you are going to look into this
kind of graph selection.

Time for action - adding interface graphs to a device

1. Goback to the device overview page by clicking on the Devices link under the
Management menu.

2. Click on the device you have just created or create any other SNMP capable device
having network interfaces.

3. Configure the device to use SNMP and click on the Save or Create button.

SNMP Version
Choose the SNMP version for this device.

SNMP Community

Version2 =

SNMP read community for this device. public
SNMP Port

Enter the UDP port number to use for SNMP (default is 161
161).

SNMP Timeout
The maximum number of milliseconds Cacti vill wait for an 500
SNMP response (does not work with php-snmp support).

Maximum OID's Per Get Request
Specified the number of OID's that can be obtained in = 10
single SNMP Get request.
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4. Make sure that the following information appears at the top of the page. This will

5.

show that the device is SNMP capable.

Localhost (127.0.0.1)
SNMP Information

System:Linux localhost.localdomain 2.6_168-154.11.1. 215 1 SMP Tue BAug 10
13:05%:0& EDT 2010 i1€8¢

Uptime: 8764 (0 days, 0 hours, 1 minutes]

Hostname: localhos=t.localdomain

Location: Unknown [(edit fetc/=nmp/snmpd.conf]

Contact: Root rootflocalhost [(configure [etc/somp/snmp.local._conf)

Devices [edit: Localhost]

General Host Options

In the Associated Data Queries section select the SNMP — Interface Statistics from

the drop-down list and click on the Add button. If it is already there, then skip
this step.

Associated Data Queries

Data Query Name Debugging Re-Index Method Status
1) Unix - Get Mounted Partitions (Verbose Query) Uptime Goes Backwards Success [4 Items, 2 Rows] ox
Add Data Query: : SNMP - Interface Statistics iL] Re-Index Method: Uptime Goes Backwards - Add
I Karlnet- Wireless Bridge Statistics

MNetware - Get Available Volumes

MNetware - Get Processor Information

[ cd/net - Get Monitored Partitions |

SNMP - Get Mounted Partitions

SNMP - Get Processor Information

SNMP - Interface Statistics

Click on the Save button at the bottom of the page.

Go to the top of the page and click on Create Graphs for this Host.

On the new page which appears, select the interfaces you want to monitor and

select a Graph type from the drop-down list.

[a11
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9. Click on the Create button.

Localhost (127.0.0.1)
*Edit this Host
Host: Localhost (127.001) = Graph Types:  All -
( ) phve *Create New Host
Data Query [SNMP - Interface Statistics] Q
Index Status Description Name (IF-MIB) Alias (IF-MIB) -]
1 Up lo lo softwarsLoopback(24) 10000000 127.0.0.1 [
2 Up atho atho sthernatCsmacd(s) 1000000000 08:00:27:48:BC:E4 192.168.178.47
3 Dovm  sitd sit0 tunnel(131) 0 [l
L Select a graph type:  In/Out Bits with Total Bandwidth -
Cancel Create

What just happened?

You added the SNMP — Interface data query to the device and selected some interfaces from
the interfaces list.

The SNMP — Interface data query is a special package, containing the graph definitions and
a kind of blue-print for Cacti to poll information for the interfaces of a device.

Adding devices to the Cacti tree

The Cacti tree lists sub-trees, hosts, and graphs in a tree-like interface. It is the main user
interface for the Graphs tab. There can be more than one tree which allows for a granular
definition of the tree structure.

Before creating the Cacti tree, think about a good structure for it. Changing the tree

later is going to involve quite some manual work, so it is better to have this set up
’ correctly beforehand, so it is better to have this set up correctly beforehand.

Cacti already has a default tree defined which holds the localhost. You are going to leave this
default tree empty and create your very own tree.

Time for action - creating a Gacti tree

1. Click on Graph Trees under the Management menu.

2. You will see the Default Tree. Click on the Add link to the top right of that table.
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3. Enter a name, for example, Customer A.

4. Click on the Create button.

Save Successful.

Graph Trees [edit: Customer A]

Name
A useful name for this graph tree. Customer A

Sorting Type . -
Choose how items in this tree will be sorted. Manual Ordermg I:ND SDI’TII"IQ] i

Tree Items Add

| ExpandAll || Collapse Al |
Item Value
Ne Graph Tree Items

[ Return H Save ]

What just happened?

You created a new Cacti Tree called Customer A which you can now use to add all Customer
A-specific entries. Using separate trees for customers or business units will enable you to
better allow or deny access to these for specific users. You are going to see the interaction
between a tree and the users later in the book.

A sub-tree item enables the creation of sub-entries to the Cacti tree. These can be entries
such as "Country", "Site", or a "Business Unit". Creating sub-tree items allows end users to
easily find their devices on the Cacti Tree.

Time for action - adding a sub-tree

1. Click on Add at the top right of the Tree Items table.

Select Header as the Tree Item Type.

Enter Country A as the title.

Click on the Create button.

A W N

Click on the (Add) link next to the new Country A entry.
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6. Keep the Parent Item to Country A and the Tree Item Type to Header.
7. Enter Site A as the title.

8. Click on the Create button.

Save Successful.

Graph Trees [edit: Customer A]

Name
A useful name for this graph tree. Customer A
Sorting Type - -
Choose how items in this tree vill be sorted. Manual Ordermg (NO SOI’TIHQ] v
Tree Items Add
| ExpandAll || Collapse Al |
Item Value
E Country A (Add) Heading ¥ & 4
[ site A (Add) Heading ¥ & S
What just happened?

You created your first site for Customer A. You can now use this tree to fit all countries,
sites, and buildings into a nice manageable tree structure. Your end users will immediately
recognize the structure and will be able to quickly find the necessary information.

Now that you have created a tree and its sub-tree items, you can move on and add a device
to the tree.

Time for action — adding a device to the Cacti tree

1. Click on the (Add) link next to the Site A entry.

2. Select Host as Tree Item Type.

3. From the Host drop-down list, select the host which you created earlier. There
should also be a Localhost listed. This is the Cacti server.

4. Leave all the others to their defaults.
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5. Click on the Create button.

Tree Items

| ExpandAll || Collapse All |

Item
E Country A (&dd) Heading W & 1
[El site A (Add) Heading ¥ & »
Host: heute.de (heute.de) (Edit host) Host W & X
What just happened?

You just added your first device to your newly created Cacti tree. You can also add single
graphs to the tree by changing the Tree Item type.

You now have a basic knowledge of the RRDtool graph functionality and have also added
your first device to Cacti.

Pop quiz - a few questions ahout Chapter 2

1. If you want to add an additional threshold line, what do you need to add?
a. ALINE2 item
b. A THRESHOLD item

c. An HRULE item

2. What information will be displayed when you create an SNMP-enabled device?
a. The hardware configuration of the device
b. A message of the day

c. The contact information and hostname of the device

3. Where do you add the "Cisco - CPU Usage" graph?
a. Atthe Cactitree
b. At the RRDtool command prompt

c. Atthe Device screen
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In this chapter you have learned quite a bit about the RRDtool graph generation features.
Specifically you have covered the following:

Creating some basic graphs using the RRDtool

Adding advanced features such as threshold line and color changes based on
the threshold

Adding a device to Cacti
Assigning graphs and interface graphs to a device
Creating a new Cacti tree containing sub-tree items and devices

You now have a running Cacti server, which is capable of polling and graphing at least
one device.

In the next chapter, you are going to learn more on creating and using graph and
device templates.
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Cacti provides a facility to create templates for data, graphs, and hosts. This
chapter is going to explain how to create these templates and apply them
to the devices.

This chapter is going to cover the following topics:

An introduction to templates
Defining a data template

Defining a graph template

Defining a host template

Assigning a host template to a device

Importing/exporting templates

® 6 6 & 6 o o

References to the template repository

So let's get started...

Cacti has templates which can be used to simplify the process of creating and administering
graphs, as well as assigning them to specific types of hosts. There are three different types of
templates: graph, host, and data.
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Data templates

Data templates describe the data which Cacti is going to store in the RRD files. This
basically comes down to the RRDtool create command. Having a template for the RRDtool
create command issued internally by Cacti assures you that RRD files based on this
template are always created in a common way.

Please note that once a data template is being used to create an RRD file, changes to the
data template will not be reflected on that RRD file.

Data input methods

Data templates are based on "Data Input Methods". Data input methods describe different
methods for Cacti to retrieve data to be inserted into the data sources. There are different
methods available to retrieve data. The most common ones are through executing external
scripts or using SNMP.

Graph templates

Graph templates define the look and feel of a graph. They also provide the skeleton to the
RRDtool graph function, defining the data sources to use and the graph items to display.
Changes to a graph template get propagated to all graphs based on that template.

Host templates are like shopping baskets for graph templates and data queries. Let's assume
a specific device type should contain several different graphs. Instead of adding each single
graph template and data query to each single device, you can simply define these within a
host template and assign that host template to the device.

Unfortunately, changes to a host template do not get propagated down to the single devices.

Data queries

We just heard about "Data Queries", but what is it? A data query is a special way of
retrieving indexed data such as a list of network interfaces or running processes on a Linux
server. It consists of an XML file defining the location of the data to be retrieved and the
actual method for retrieving it. In addition to the XML file, a data query also needs to be
defined in Cacti in order for Cacti to map the data to an associated graph template.

You are now going to define a data template for the host MIB hrSystemProcesses.
Although a data template already exists for this, this task provides a good example of
how to create SNMP-based data templates. For this to work, let's assume that your
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CentOS-based Cacti server is already configured with an SNMP daemon. You can check your
box with the following command:

[root@localhost ~]# snmpwalk -On -c public -v 2c¢ localhost HOST-
RESOURCES-MIB: :hrSystemProcesses.0

.1.3.6.1.2.1.25.1.6.0 = Gauge32: 101

Time for action - defining a data template

The hrSystemProcesses MIB provides information on the current number of running
processes on a system supporting the host resource MIB. This MIB is a collection of
system-specific data such as logged in users, disk space, installed software packages,
and other valuable information which can be retrieved using SNMP.

1. Logon to your Cacti system and go to Templates | Data Templates.

2. Click on the Add link at the top-right of the list. This will open a new page where you
can define your data template.

3. Enter Host-Resource-Mib: Running Processes in the Name field.

4. Enter |host_description| - Running Processes as the Name for the data source. The
| host_description| text is a special Cacti variable which will be replaced with the
actual host description of the device where this data template will be added. You
can find a list of these Cacti variables at the following link: http://docs.cacti.
net/manual:087:6_ reference.variables#variables.

5. Select Get SNMP Data as the Data Input Method.

6. Deselect the Hourly (1 Minute Average) RRA, as the polling interval will be
5 minutes anyway and breaking this down to a 1 minute average does not
provide more details.

Data Templates [edit: Host-Resource-Mib: Running Processes]

Name
The name given to this data template.

Name

Host-Resource-Mib: Running Processes

D Use Per-Data Source Value (Ignore this Value) |hOSt_dE!SCprtIOI"I| ; RUI"IFIII"IQ Processes

Data Input Method
This field is always templated. Get SNMP Data -

Daily (5 Minute Average)

Associated RRA's Weekly (30 Minute Average)

This field is always templated.

Monthly (2 Hour Average)

Step
D Use Per-Data Source Value (Ignore this Value)
Data Source Active

.
D Use Per-Data Source Value (Ignore this Value) . IS SRR (EIE

[551




Creating and Using Templates

7. Enter runProcesses as the Internal Data Source Name of the Data Source Item.

8. Enter 1000 as the Maximum Value. There should never be 1000 processes running
at the same time.

9. The Data Source Type should be Gauge, as this is what the snmpwalk example from
above returns.

10. Keep everything else to the default values and click on Create.

Data Source Item [runProcesses]
Internal Data Source Name P
TUNFToCesses

D Use Per-Data Source Value (Ignore this Value)
Minimum Value 0
D Use Per-Data Source Value (Ignore this Value)
Maximum Value
m ) 1000

Use Per-Data Source Value (Ignore this Value)
Data Source Type GAUGE

-

D Use Per-Data Source Value (Ignore this Value)
Heartbeat
m ) 600

Use Per-Data Source Value (Ignore this Value)

11. You're not done yet. Clicking on the Create button should have added some
additional fields to the end of the page. Here you can add the SNMP-specific
Custom Data.

12. As you are going to retrieve the active processes, enter .1.3.6.1.2.1.25.1.6.0 as
the OID.

Custom Data [data input: Get SNMP Data]
oI1D

13612125160

D Use Per-Data Source Value (Ignore this Value)
SNMP Authenticaion Protocol (vZ)

[7] us= Per-Data Source valus (Ignore this Value) Value will be derived from the host if this field is left empty.
SNMP Community
[T} Use Per-Data Source Valus (Ignore this Value) Value will be derived frem the host if this field is left empty.

SNMP Version (1, 2, or 3)

[[] us= Per-Data Source valus (Ignere this value) Value will be derived from the host if this field is left empty.

13. Click on the Save button and you're done.
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What just happened?

You just created your first SNMP-based data template. SNMP-based data templates

are the most common templates used within Cacti. In the example you used the
hrSystemProcesses MIB to template a Get SNMP data input method in order to get the
actual running processes on a system. You also defined a Maximum Value so Cacti knows
the range of values which the returned data is allowed to fall within.

. Always define a good maximum value
RY
Q If the value is defined as 0, the SNMP poller will always fail with an error

message of WARNING: Result from SNMP not valid. Partial Result: U, so
make sure to set a good maximum value.

This basic example can be adapted to create a data template for any kind of SNMP. A good
webpage to find SNMP OIDs/MIBs to poll is the www . mibdepot . com site. The site provides
free information on almost any SNMP data that can be queried.

Have a go hero - template for currently established TGP connections

Let's assume that you have a server with performance issues. Maybe users are unable to
connect to it at a specific time of the day. Wouldn't it be good to have some data on the
server which will provide some valuable information for further troubleshooting or even
letting us identify a problem before the users are aware of it? In this special case, we want to
know the number of currently established TCP connections on a system to identify a possible
build up of connections to a point where no more connections can be created. What does
the data template for this look like? A small hint: Look for the TCP-MIB.

Solution: Take the data template example and duplicate it. Go to Templates | Data
Templates and select it. From the drop-down box at the bottom select Duplicate and then
Go. In the following page, enter TCP-MIB: Established TCP Connections as the title then click
on Continue. Edit the template again and change the name fields to fit the new data. Enter
tcpCurrEstab as the Internal Data Source Name and use .1.3.6.1.2.1.6.9.0 as the OID. Click
on Save and you're done.

Remember the "Have a go hero" challenge from Chapter 2? The graph showed a yellow area
reaching a defined threshold and a red one once the threshold was breached. Now you're
going to define the same type of graph template for a running processes graph template.
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As a prerequisite you're first going to create your two CDEFs, one for the green area and one
for the yellow area. The threshold is set at 50, but you can change this to fit your needs. Let's
have a look at the two CDEFs you're going to create shortly:

CDEF:isGreen=intspeed, 0,44, LIMIT
CDEF:isYellow=intspeed, 45,50, LIMIT

Cacti does not use named variables like int speed but defines them according to the
alphabet from a to z, so your definition from a Cacti view actually looks like:

CDEF:cdefa=a,0,44,LIMIT
CDEF:cdefb=a, 45,50, LIMIT

isGreen and isYellow have also been changed. Don't worry, Cacti takes care of this
automatically. Just remember that your green area will go from 0 to 44, the yellow area will
show up once the number of process are between 45 and 50 and the red area will show
above 50.

Time for action — defining a CDEF in Gacti

1. Goto Management | Graph Management and click on the CDEFs submenu.
2. On the usual screen, click on the Add link to the top right.

3. Now you can give the new CDEF a useful name. Enter isGreen_0-44 and click
on Create.

4. Another table will appear. Click on the Add link.
5. For CDEF Item Type, select Custom String from the drop-down box.

6. Enter a,0,44,LIMIT into the CDEF Item Value field and click on Create. The first CDEF
is created and you will see your CDEF definition together with a Save Successful
message at the top.
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Save Successful.

CDEF's [edit: i1sGreen_0-44]

Name -
A useful name  isGreen_0-44
for this CDEF.

cdef=a, 0, 44, LIMIT

CDEF Items

Item

Item #1 Custem String: a,0,44,LIMIT W & o

[ Return ” Save ]

7. Repeat the steps and create a new CDEF called isYellow_45-50 and the Item Value
of a,45,50,LIMIT.

8. Now that you have defined your two CDEF items, you can proceed with the graph
template creation.

What just happened?

You have created the two CDEF items which you are going to use to change the appearance
of your running processes graph to go yellow before reaching a threshold, and stay green
when it is way below the threshold.

Defining the graph template

Now that you have created your CDEFs, you can create your special graph template.
The graph will have the green, yellow, and red areas defined, as well as the HRULE item
showing the threshold. The threshold is set at 50.

Time for action - defining the graph template

1. Goto Templates | Graph Templates and click on the Add link to the upper right
of the page.

2. Enter Host - Running Processes as the name of the graph.
3. Enter |host_description| - Running Processes as the Title of the graph template.

4. Enter processes as the Vertical Label.
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5. Leave everything else as default and click on the Create button. This will create
the base graph template for you to work with. As you can see in the following
screenshot, some additional fields have been added:

Save Successful.

Graph Template Items [edit: Host - Running Pr 5]
Graph Item Data Source Graph Item Type
No Ttems

Graph Item Inputs

Template [edit: Host - Running Pro

Name
The name given to this graph template.

Graph Template

Title (—title)
[Tl use Per-Graph value (Ignore this Value)

Host-Running Processes

|host_description| - Running Processes

Image Format (—imgformat)

] use Per-Graph value (Ignare this Value) PNG ~

Height (—height)

[C] use Per-Graph Value (Ignare this Value) 120

Width (—width)

O] use Per-Graph Value (Ignare this Value) 500

Slope Mode (--slo mode’

Dp:se DarfGrap:e\;alue (:gnore this Valua) HapzlEiz earemEiE
Auto Scale

] Use Par-Graph Value (Ignore this Valua) ¥ Auto seale

() Use --alt-autoscale (ignoring given limits)

Auto Scale Options ° Use --alt-autoscale-max (accepting 2 lower limit)
[ use Par-Graph Value (Ignore this Value) () Use --alt-autoscale-min (accepting an upper limit, requires rrdtool
1.2.x%)

") Use --alt-autoscale (accepting both limits, rrdtool default)

Logarithmic Scaling (—logarithmic)
D Use Per-Graph Value (Ignore this Value) D Loostbeniccaliog|glonsutbnic)
S1 Units for Logarithmic Scaling (—units=si)

Use Per-Graph Value (Ignore this Value) SI Units for Logarithmic Scaling (--units=si)
Rigid Boundaries Mode (—rigid)
O] use Per-Graph value (Ignore this Value)
Auto Padding
] use Per-Graph value (Ignore this Value)
Allow Graph Export

O] use Per-Graph Value (Ignare this Value)

D Rigid Boundaries Mode (--rigid)
Auto Padding

Allow Graph Export

Upper Limit (-——upper-limit)

[C] use Per-Graph Value (Ignare this Value) 100
Lower Limit (—lower-limit)

] Use Par-Graph Valua (Ignare this Valua) 0
Base Value (--base)

[C] Use Par-Graph Value (Ignare this Valua) 1000
Unit Grid Value (--unit/--y-grid)

D Use Per-Graph Value (Ignore this Value)

Unit Exponent Value (--units-exponent)

D Use Per-Graph Value (Ignore this Value)

Vertical Label (--vertical-label)

rocesses
D Use Per-Graph Value (Ignore this Value) P
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What just happened?

You created your first graph template. There will be two new sections showing up, Graph
Template Items, and Graph Item Inputs.

The threshold line will immediately show viewers the value at which the threshold is set and
whether the graph is breaching it somewhere. Let's create your new graph template and add
this line to it.

Time for action - defining a graph template

1. Atthe Graph Template Items section, click on the Add link.

Select None as the Data Source.

Select a light grey color (for example, COCOCO).

Set the Graph Item Type to HRULE and enter 50 as the Value.

Enter Threshold (50) as the Text Format and check the Insert Hard Return box.

A LA WN

Click on Create.

Graph Template Items [edit graph: Host - Running Processes]

Data Source
The data source to use for this graph item.

Colog COCOCO |~

The color to use for the legend.

None -

Dpacity /Alpha Channel 100% -

The opacity/alpha channel of the color. Not available for rrdtool-1.0.x. °

Graph Item Type

How data for this item is represented visually on the graph. HRULE h
Consolidation Function AVERAGE -

How data for this item is represented statistically on the graph.
CDEF Function

A CDEF (math) function to apply to this item on the araph. None h
Value 50

The value of an HRULE or VRULE graph item.

GPRINT Type

If this graph item is a GPRINT, you can optionally choose another Mormal -

format here. You can define additional types under "GPRINT Presats".

Text Format

Text that will be displayed on the legend for this graph item. Threshold (SD]

Insert Hard Return 7

Forces the legend to the next line after this itern. Insert Hard Return

Sequence

Cancel Create
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What just happened?

You just added your first item, an HRULE graph item, to your graph representing your
threshold line. HRULE items are based on a fixed value, therefore you did not choose any
data source, but instead entered your threshold Value into the value field. Now all of your
graphs based on this template will show a light grey line at the value 50.

Adding the green, yellow, and red areas

You are now going to add your green, yellow, and red areas by making use of your newly
created CDEF items.

Time for action - adding the color areas

Now you are going to add colors to the three areas of the graph.

1. Addanotheritem.
2. Select the Host-Resource-Mib: Running Processes as the Data Source.
3. Selectared color.

4. Select AREA as the Graph Item Type and put Over Threshold into the
Text Format field.

5. Click on Create.
6. For the yellow area, you need to add yet another item.

7. Select AREA as the Graph Item Type, choose a yellow color, and put Near Threshold
into the Text Format field.

8. Select isYellow_45-50 as the CDEF function to use.
9. Click on Create.
10. The last one will be the green area, so click on Add again.

11. Select AREA as the Graph Item Type, choose a green color, and put Under Threshold
into the Text Format field.

12. Select isGreen_0-44 as the CDEF function and check the Insert Hard Return box.
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13. Click on Create. Your graph definition should now look like the following screenshot.
Verify that you have defined all of the items in the same way.

Graph Template Items [edit: Host - Running Processes]
Graph Item Data Source Graph Item Type CF Type

Item # 1 HRULE: 50<HR> AVERAGE
Item # 2 (runProcesses): Over Threshold AREA AVERAGE I FFoooo W 4
Item # 3 (runProcesses): Near Threshold AREA AVERAGE F5Fanon W 4
Item # 4 (runProcesses): Under Threshold<HR> AREA AVERAGE 7EEG00 W &

Graph Item Inputs
Name

Data Source [runProcesses]

Template [edit: Host - Running Proce

The name given to this graph template. Host- RUFII"III"IQ Processes

What just happened?

You have now added your three colored areas to the graph. Using the same principle as
for the RRDtool graph command, you based the values of the single areas on a CDEF value.
This will make sure that only the relevant area shows up on the graph, depending on the
data value.

By selecting a data source you can also see that this data source is automatically added
to the Graph Item Inputs list.

Your graph is now nearly complete, but is missing the legend. So let's add this now to finish
your graph template.

Time for action - adding a legend

1. The graph is still missing the Legend, so click on the Add link of the Graph Template
Items again.

2. Select Comment as the Graph Item Type.
3. Enter Running Processes into the Text Format field.

4. Click on the Create button.
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5. Let's add some more statistical information to your Legend. Click on the Add link.
6. Select Legend as the Graph Item Type.

7. Click on the Create button.

Save Successful.

Graph Template Items [edit: Host - Running Processes]

Graph Item Data Source Graph Item Type CF Type

Item # 1 HRULE: 50<HR > HRULE AVERAGE cococo W & b
Ttem # 2 (runProcesses): Over Threshold AREA AVERAGE I FFooon W 4 x
Item # 3 (runProcesses): Near Threshold AREA AVERAGE FsFaon W & b
Ttem # 4 (runProcesses): Under Threshold<HR> AREA AVERAGE 7Ee6on W 4 »®
Item &3 COMMENT: Running Processes COMMENT AVERAGE W & x
Item # 6 (runProcesses): Current: GPRINT LAST W & x
Ttem # 7 (runProcesses): Average: GPRINT AVERAGE W & »
Item # 8 (runProcesses): Maximum:<HR> GPRINT MAX W & x®
Graph Item Inputs Add
MName

Data Source [FunProcesses] x

What just happened?

You have added a comment describing the statistical information relating to the graph. The
Legend command adds three GPRINT statements to the graph. The first GPRINT statement
prints the last polled value, the second statement prints the average value of the displayed
graph and the last one prints the maximum value polled.

You can now assign this graph template to a device. After you have added the graph
template to a device, you need to wait for three polls to pass. The first poll actually creates
the necessary RRD file. The other two polls are needed for the RRDtool as it will start
graphing values only when it has at least two data values within the RRD file. Once that time
has passed, go to Graph Management within the Management section and look for the
graph there:
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Localhost - Running Processes *Turn On Graph Debug Mode.
*Edit Graph Template.
*Edit Host.

Graph Template Selection [edit: Localhost - Running Proce

Selected Graph Template

Choose a graph template to apply to this graph.

Please note that graph data may be lost if you Host- RUI"II"IiI"Ig Processes -
change the graph template after one is already

applied.

Host
Choose the host that this graph belongs to. Localhost (12?001] M

Supplemental Graph Template Data

‘Graph Item Fields

Data Source [runProcesses]
The data source to use for this graph item.

Localhost - Running Processes (runProcesses) -

Localhost - Running Processes

100
B0
60
40
20

Processes

-

0
12:00 14:00 16:00 18:00 20:00 22:00 00:00 02:00 04:00 06:00 08:00 10:00

O Threshold { 50 )
W Over Threshold O Near Threshold @& Under Threshold
Running Processes Current: 104.00 Average: 104.00 Maximum: 104

Cancel Save

Turn on graph debugging mode

display the rrdtool graph command used to create the graph. Any errors,
such as a missing RRD file, will be displayed here. This debugging information is
useful for troubleshooting the graph generation.

.“Q After turning on the graph debugging option, the graph management page will

Back to hasics—rridtool graph command

Let's look at the rrdtool graph command which Cacti uses to create the preceding graph.

/usr/bin/rrdtool graph -
--imgformat=PNG

--start=-86400

--end=-300

--title='Localhost - Running Processes'
--base=1000

--height=120
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--width=500

--alt-autoscale-max

--lower-1limit=0
--vertical-label='processes'
--slope-mode

--font TITLE:12:

--font AXIS:8:

--font LEGEND:10:

--font UNIT:8:
DEF:a="/var/www/html/cacti-0.8.7g/rra/localhost_ runprocesses 1ll.rrd":
runProcesses : AVERAGE
CDEF:cdefc=a,45,50,LIMIT
CDEF:cdefd=a,0,44,LIMIT

HRULE: 50#C0COCOFF: "Threshold ( 50 )\n"
AREA:a#fFFO00O0FF:"Over Threshold"
AREA:cdefc#F5F800FF: "Near Threshold"
AREA:cdefd#7EE600FF: "Under Threshold\n"
COMMENT : "Running Processes"
GPRINT:a:LAST:"Current\:%8.21f %s"
GPRINT:a:AVERAGE: "Average\:%8.21f %s"
GPRINT:a:MAX: "Maximum\:%8.21f %s\n"

Doesn't this one look familiar? It's roughly the same command which you hopefully came up
with in the "Have a go hero" challenge in Chapter 2. Here you can see the tight integration
of the rrdtool with the Cacti web interface.

As you have already learned, a host template is a collection of graph templates and data
queries. Let's create a host template for an SNMP-enabled CentOS server now.

Time for action - defining a host template

1. Goto Templates | Host Templates and click on the Add link.

2. Enter SNMP Enabled CentOS Server as the name for this host template.
3. Click on Create.
4

. Two additional sections will appear. At the Associated Graph Templates section,
select your Host - Running Processes template and click on Add.

5. At the Associated Data Queries section, add SNMP - Get Mounted Partitions,
SNMP - Get Processor Information, and the SNMP - Interface Statistics data query.
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6. Click on the Save button.

Save Successful.

Host Templates [edit: SNMP Enabled CentOS Server]

Name

A useful name for this host template. SNMP Enabled CentOS Server

Associated Graph Templates

1) Host - Running Processes x
Add Graph Template: Cisco - CPU Usage - Add
Associated Data Queries

1) SNMP - Get Mounted Partiticns x
2) SNMP - Get Processor Information x
3) SNMP - Interface Statistics x
Add Data Query: Karlnet-Wireless Bridge Statistics = Add

What just happened?

You created your first host template containing your newly created graph template and three
SNMP-based data queries. Once you assign this host template to a device, all four items will
be automatically added to that device.

. Create host templates for standard devices in your network
Q
Q Creating a host template will reduce the time needed for creating

a device within Cacti, especially if there are many devices in a
network that share the same graphs.

Assigning a host template to a device

You already assigned a host template to a device in Chapter 2, so now let's briefly talk about
what is happening when a host template is assigned to a device.

As you know, host templates are a collection of graphs and data queries. Adding this
collection to a host does not link the host back to the host template. The graphs and data
queries are added to the host and the link back to the template is lost. Changes that later
take place in the host template will not be reflected to the hosts where the specific template
has already been added.
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Importing/exporting templates

As graph, host, and data templates become very complex and are most of the time, crafted
to fit a specific device type, Cacti offers the ability to export and share these templates with
the community, as well as importing existing templates.

This really eases the administrative tasks for creating these templates! So let's see how you
can import and export these templates.

Importing templates

As Cacti comes with a limited set of templates, importing templates will probably be the first
action you will take when trying to graph some special data.

Templates on Cacti.net

1
‘Q A large number of Cacti templates can now be found at the documentation

section of the Cacti website. You can find them on the following page:

http://docs.cacti.net/templates

As your Cacti installation is probably running on an Apache web server, you want to get and
graph some additional information on it. So let's import such a template.

Time for action — importing a template

1. start you web browser and goto http://forums.cacti.net/about9861.
html. This is the topic on the forum containing all the links which we will be using
later within this section. If the download links do not work, check back to this page
and look for the new download links.

2. Download the XML file named cacti087b_host_template webserver -
_apache.xml from the first post and save it to your desktop.

3. Logon to your Cacti server.

4. Go to your Cacti installation and navigate to the scripts directory. On CentOS the
command is:

cd /var/www/html/cacti/scripts
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Download the third file to that directory:
wget http://forums.cacti.net/download/file.php?id=9907

Rename the downloaded file to ws_apachestats.pl.gz:

mv download.php\?id\=9907 ws_apachestats.pl.gz

Unzip the file:

gunzip ws_apachestats.pl.gz

Now logon to your Cacti installation.

Go to Import/Export | Import Templates.

Import Templates

Import Template from
Local File

If the XML file
containing template
data is located on your
lacal machine, select it
here.

Import Template from
Text

If you have the XML file
containing template
data as text, you can
paste it into this box to
import it.

Import RRA Settings
Choose whether to allow
Cacti to import custom
RRA settings from
imported templates or
whether to use the
defaults for this
installation.

@ Use defsults for this installation (Recommendead)

©) Use custom RRA settings from the template
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10. select the XML file from your desktop and click on the Import button. You will see
some status information as well as the templates, data input methods, and other
items that have been imported to your Cacti system.

Cacti has imported the following items:

CDEF

succe=z] Apache — Calculate Bytes / Request
succe=s] Apache — Clean walue for DEF a [u
=succes==] Apache — Clean value for DEF b [ur 1
=succe==] Apache — Limit output to sero min and max [update]
success] Turn Bytes into Bits [update]

=ucce==] Total All Data Jources=

=succe=z] Apache — A plu=s B [update]

succe=s] Apache — Calculate & as & of C

=ucce==] Apache — Calculate B a= & of C

success] Trend [update]

GPRINT Preset

[succe=ss] Hormal [update]
[succe==s] Exact Humbers [update]

Data Input Method

[succe==] Web3erver — Apache Statistics [update]
Data Template

[zucce==] Web3erver — Apache Statistics [update]
Graph Template

1 Web3erver — Apache Statistics — Bytes / HBeguest [update]
WebJerver — Apache Jtatistics — Hits So= 1f
WebJerver — Apache 3tatistics — kBits o=

Webkderver — Apache Statistics — Thread Details
WebJerver — Apache Statistics — Thread Details (&)

WebJerver — Apache 3tatistics — CPU Load [update]

] Wekderver — Apache Statistics — Thread Scoreboard [update]
Host Template

[succe=s] WebJerver — Apache [update]

What just happened?

As in the preceding example, a template may not always consist of XML files, but may also
have an associated script that needs to be added to the Cacti installation. The template you
just imported contained such a script. You have downloaded, renamed, and extracted

it into the scripts directory. This directory contains all the scripts being used within data
input methods.

You then imported the XML file for the host template WebServer - Apache. The XML file
contained all of the definitions for the necessary graph templates and input methods
needed for Cacti to graph the data.
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The imported host template can now be used and assigned to the devices. As with all external
files, make sure you read and follow the corresponding readme files or installation instructions.

If you have done everything correctly, you should see the following graph after a few
polling cycles:

Localhost - Apache Statistics - Thread Scoreboard
10
- 8
=
B 6
= 4
2
0+
14:40  14:50  15:80  15:18  15:20  15:30  15:40  15:50
From 2010/09/05 14:37:35 To 2010/09/05 15:58:04
W Waiting Current: 9.00 Average: 9.00 Maximum:
W Keepalive Current: 0.00 Average: 0.00 Maximum:
W Reading Request Current: 0.00 Average: 0.00 Maximum:
@ Sending Reply Current: 1.00 Average: 1.00 Maximum:
W Starting Up Current: 0.00 Average: 0.00 Maximum:
O DNS Lookup Current: 0.00 Average: 0.00 Maximum :
O Closing Connection Current: 0.00 Average: 0.00 Maximum:
O Logging Current: 0.00 Average: 0.00 Maximum:
m Graceful Finishing Current: 0.00 Average: 0.60 Maximum:
| Idle Cleanup Current: 0.00 Average: 0.00 Maximum:

Exporting a template allows users to share their hard work in creating these templates with
the Cacti community. The export mechanism only exports the graph, host, or data template
definitions, but not the scripts that are necessary for some of the data input methods.
SNMP-based templates do not need scripts so these are exported complete.

Time for action — exporting a template

1. GotoImport/Export and click on the Export Templates link.
2. Select Host Template as the template type which you want to export.

3. Select your host template, SNMP Enabled CentOS Server as the Host Template
to Export.

4. Leave the rest to their default values.

ni
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5. Click on Export. You can now store the XML file on your desktop.

What would you like to export? Host Template

Export Template [Host Template]

Host Template to Export
Choose the exact item to export to XML. SNMP Enabled CentOS Server ~

Include Dependencies

Some templates rely on other items in Cacti to .
function properly. It is highly recommended that Include Dependencies
you select this box or the resulting impert may fail.

QOutput Format _! Output to the Browser (within Cacti)
Choaose the format to output the resulting XML file " Qutput to the Browser (raw XML)
in.

@ 5ave File Locally

Export

What just happened?

You have exported your first host template. The XML file contains all of the necessary
information for the host template. This includes:

The host template itself

All graph templates

All data templates

All CDEFs needed (isYellow 45-50and isGreen 0-45)

* 6 6 o o

Everything else needed for the host template to work

When re-importing this XML file, Cacti will only create items that do not already exist.

The template repository

As you have seen, you can export your templates and make them available to other
users. A lot of Cacti administrators have used this feature to provide quite a number
of templates to the community. In the past, finding these templates was a wearisome
task as they were hidden in the Scripts and Templates section of the Cacti forum at
forums.cacti.net.

More recently, however, the Cacti developers have created a page containing most of these
templates. This template repository provides an overview of the existing templates,
as well as some detailed information on how to add these to Cacti.

Go and have a look at http://docs.cacti.net/templates to see the
template repository.
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This chapter completes the basic administration of Cacti. You have installed Cacti, created a
first host and also designed your own enhanced graph templates. The following chapters will
dive into more advanced topics like Windows systems monitoring with WMI, enhancing Cacti
with plugins, or enterprise reporting capabilities.

Pop quiz - a few questions ahout Chapter 3

1. Where can you change the width and height of graphs?
a. Atthe general Cacti settings screen
b. At the Data template
c. Atthe Graph template
2. If an SNMP data template which you defined does not produce any data, what may
be wrong?
a. The Maximum Value field is setto 0
b. The Maximum Value field is not set
c. The Minimum Value field is not set
3. If you want to change the threshold of the processes graph, which items do you
need to change?
a. You need to define new CDEFs
b. You need to add a new HRULE
c. All of the above

You went through some of the more advanced topics of Cacti, including creating graphs, host
and data templates. Specifically you have covered the following areas:

¢ Defining a data template—how to add a data template for retrieving
SNMP-based data

¢ Defining a graph template—how to create a threshold-based graph template
and use CDEF values to change the appearance of the graph depending on the
data value
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¢ Defining a host template—creating a selection of SNMP-based graphs and
data queries

¢ Importing and exporting templates—how to import a template from the template
repository and export our own host template

You have now learned the basic Cacti administration tasks for devices, graphs, and
templates. In the next chapter, you are going to learn more about user management. You're
going to learn how to automatically add new users and how to configure user permissions.

nl



We now have a working Cacti installation which also has some nice graphs to
show, so let's now add some users to our Cacti installation.

In this chapter we are going to:

Add new users
Set up Realms and Graph permissions for a user
Create a template user

Integrate LDAP/Active Directory authentication

* 6 & o o

Manage users with the Cacti CLI

So let's get started....

An introduction to Cacti user management

Cacti integrates a granular user management approach, which lets administrators define
access and permissions to trees, hosts, or single graphs. This section will provide you with
some detailed information about user management.

Users

Generally speaking, users within Cacti can be divided into three different groups:
& Guest/anonymous users
¢ Normal users

¢ Administrators
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The difference between these users is the way they authenticate against the system and the
access rights that they have. There exist no special groups for these different types of users.

Guest accounts would be used for a public Cacti server, offering the viewing of graphs
to any interested person. This can be an internal server or one which monitors your own
home network.

Normal user accounts need to authenticate against the server and can then access different
parts of the system. Normal users can be restricted to view just a single Cacti tree, therefore
making them the first choice for sharing a Cacti installation between different customers
(for example, within a hosting environment).

Administrator accounts can administer Cacti by using the Cacti console. They cannot be
restricted to, for example, administer just a small group of users, but different tasks within
Cacti can be allowed or denied to an administrator. These include permissions to access
global settings as well as to update hosts or graph templates.

The concept of groups does not exist within Cacti, but to compensate for this, Cacti does
offer the ability to copy "template users". Template users are normal users where all
permissions and access rights have already been set up. Based on this concept you are
going to learn about the Batch Copy function.

As mentioned earlier, permissions in Cacti can be set as granular so that you can give access
to one specific graph only. Permissions within Cacti are divided into Realm Permissions and
Graph Permissions. Realm Permissions define the access rights of the Console, whereas
the Graph Permissions define the access to the tree and graphs.

Let's get started with creating our first Cacti user!

Time for action - creating the first Gacti user

1. Logon to your Cacti system as the admin user.

2. Go to Utilities | User Management. You will be presented with a list of existing
users. For a newly-installed Cacti system, there will only be admin and guest listed,
as shown in the following screenshot:
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User Management

<< Previous Showing Rows 1 to 2 of 2 [1]

User Name** Full Name Enabled Realm Default Graph Policy Last Login
Administrator  Yes Local ALLOW
Guest Account Mo Local ALLOW N/ A

<< Previous Showing Rows 1to 2 of 2 [1]

Choose an action: Delete

Click on the Add link. You will be redirected to the User Management [new] screen.
Fill in the fields User Name, Full Name, Password and check the Enabled box.

Within the Realm Permissions section, check the View Graphs checkbox and click
on the Create button.

Save Successful.

User Management [edit: thurban]

User Name

The login name for this user. thurban
Full Name
A more descriptive name for this user, that can include Thomas Urban

spaces or special characters.

Password
Enter the password for this user twice. Remember that
passwords are case sensitive!

Enabled
Determines if user is able to login. Enablad

Account Options D User Must Change Password at Next Login

STE SO [SE7 SEILOEETEEE IHAINE T2 Allow this User to Keep Custom Graph Settings

User Has Rights to Tree View

Graph Options . . .
Set any graph-specific options here. User Has Rights to List View

User Has Rights to Preview View

0 Show the page that user pointed their browser to.
Login Options -
What to do when this user logs in. ' Show the default console screen.

') Show the default graph screen.

Authentication Realm
Only used if you have LDAP or Web Basic Authentication

enabled. Changing this to an non-enabled realm will Local v
effectively disable the user.
| Realm Permissions ] | Graph Permissions ] | Graph Settings ]

Realm permissions control which sections of Cacti this user will have access to.

Realm Permissions m

D User Administration I:l Update Graph Templates
D Data Input I:l Update Data Templates
D Update Data Scurces I:l Update Host Templates
D Update Graph Trees I:l Data Queries

D Update Graphs I:l Update CDEF's

View Graphs I:l Global Settings

D Conscle Access I:l Export Data

D Update Round Robin Archives I:l Import Data

Return Save

¥1]]




User Management

What just happened?

You just created your first Cacti user. If you try to log in to your Cacti system with
this new user, you will see that this is working, but you will also see that there will be
nothing displayed.

Why is that so? Although you added the View Graphs permission for your user, the user does
not have any permission to actually view the tree or graphs defined. You are going to do this
in the next step.

There are a few general settings which can be checked for each user. These settings include
the Authentication Realm or access to the different Graph Options.

The Graph Options are not related to any options to the actual graphs, but describe
the type of view on the graphs which the user has access to. There are three different
options available:

¢ User hasrights to Tree View
¢ User has rights to List View

¢ User has rights to Preview View

These views relate to the small tabs on the upper right of the Cacti screen when you are

using the Graphs tab:

The Authentication Realm defines the type of access authentication used when a user logs
in to Cacti. There are three different options available:

¢ Local
¢ LDAP
¢ Web Basic

The Local realm uses the built-in authentication from Cacti. LDAP authentication can
authenticate users against any LDAP server including Active Directory servers. Web Basic
authentication is handled by the web server itself (for example, using . htaccess files)
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By default, new Cacti users will not have any permission to view graphs or administer the
system. The access rights for these functions are set in the realm and graph permissions.

There are several realm permissions that can be set for a user. They are divided into the
same groups as the console menu:

Management

Collection methods

Templates

Import/export

Configuration

* 6 ¢ 6 o o

Utilities

Management permissions

Management permissions include the ability to add graphs to a host or add a device to Cacti.
The permission to add devices to Cacti is hidden under the Update Data Sources permission.

Collection methods permissions

The Collection Methods Permission can be given for the creation of data queries as well as
data input methods.

Template permissions

Access to graph, data, and host template creation can be granted to users. In combination
with the collection methods permissions, this will allow you to create administrator users
who can create the data template together with the required data input method or data
query and have other users create the graphs for these.

Import/export permissions

The import/export permissions allow users to export their templates or import external
templates into Cacti. If you do not wish to have users export your templates then you can
deny the permission.
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Only users who know the Cacti internals should be allowed to change the global Cacti
settings. Global settings include authentication settings as well as performance settings
for the poller.

The user administration falls into this category. For a base Cacti installation this section does
not contain any further items. You will see more items when you are going to install the
Plugin Architecture addon for Cacti.

Time for action - setting realm permissions

It's time for you to add some permissions to your newly created user. So let's give them
access to manage devices, collect methods, graphs, and templates.

1. Go to Utilities | User Management and select your previously created user.

2. Select all fields as shown in the following screenshot and click on the Save button.

Realm Permissions

User Administration o Update Graph Templates
Y| Data Input v Update Data Templates
) Update Data Sources W Update Host Templates
s Update Graph Trees Y| pata Queries
) Update Graphs W Update CDEF's
| view Graphs Global Settings
Y| console Access Export Data

Update Round Robin Archives Import Data

| Return | | Save |
What just happened?

You just added all permissions to your user to manage devices and all that is required
to create graphs. Your user will not be able to create new users or change their permissions
and will also not be able to change the global settings for Cacti.

Let's add some Graph View Permissions to the user, so you can actually go and view the
graphs which you have created in the previous chapters.
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Time for action - setting graph permissions

You will now add the permission to your user to view the default tree.

1. Got to Utilities | User Management and click on your user.

2. Click on the Graph Permissions tab. The bottom of the page will change and allow
you to configure the graph permissions.

3. Add the Default Tree to the Tree Permissions section.

4. Leave the Default Policy for the tree permissions to Deny and change all other
default policies to Allow.

5. Click on the Save button.

Realm Permissions ] Graph Permissions Graph Settings

Graph policies will be evaluated in the order shown until a match is found.

Graph Permissions (By Graph)

Default Policy

The default allowydeny graph policy for this user. Allow ~
No Graphs
Add Graph: heute.de - Ping Latency - Add

Graph Permissions (By Device)

Default Policy

The default allow/deny graph policy for this user. Allow ~
Ne Devices
Add Host: heute de (heute.de) - Add

Graph Permissions (By Graph Template)

Default Policy

The default allow/deny graph policy for this user. Allow ~
No Graph Templates
Add Graph Template: Cisco - CPU Usage - Add

Tree Permissions
Default Policy

The default allow/deny graph policy for this user. Deny T
1) Default Tree x
Add Tree: CustomerA - Add
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What just happened?

You just allowed your user to view all the graphs that have been added to the default tree.
The default policy defines the default access granted for a user. By adding the Default tree
to the list, access to it is allowed. This is also reflected by the blue characters in front of the
tree. If you change the default policy to Allow, your user will have access to all trees except
the default tree and the characters will change their color to red.

Denying or allowing access to a tree does not automatically deny or allow access to the
graphs configured under the tree. Although you denied access to the Customer A tree, your
user will still be able to access the graphs from Customer A, as the default policy for the
graphs is set to Allow. To prevent this behavior, you will need to change the default policy for
the Graph Permissions (By Device) to Deny and add all the devices belonging to Customer A
to the list, so your user is only able to access the graphs for these devices.

Graph settings

Graph Settings are user-specific preferences for the graph presentation. Preferences can be
set for nearly every aspect of the graph frontend. Settings such as the thumbnail dimensions
or number of graphs displayed on the tree view panel can be set. Even the font type and size
for the RRDtool (not shown in the screenshot) can be changed by the user. This allows users
in need of large font letters to change the font size used for printing the legend, graph title,
and other data in the graph.

| Realm Permissions H Graph Permissions ]| Graph Settings I

Graph settings control how graphs are displayed for this user.

Default RRA

The default RRA to use when thumbnail graphs are not being  Daily (5 Minute Average) A
displayed or when 'Thumbnail Timespan'is set to '0'.

Default View Mode

Which mode you want displayed when you visit Tree View -
‘graph_view.php'

Default Graph View Timespan

The defsult timespan you wish to be displayed when you LastDay -

display graphs

Display Graph View Jim.
" .
At aral, Tree . . N A\
The default graph tresto lise whén displaying graphs' in brae Customer A =

mode.

Default Tree View Mode

The default mode that vill be used when vieving tree mode. DualPane  ~
Graphs Per-Page

The number of graphs to display on one page in preview 0 -

mode.

Dual Pane Tree Width

When choosing dual pane Tree View, what vidth should the 200

tree occupy in pixels.

Expand Hosts

Choose whether to expand the graph templates usad for a (P Ecpmndl Bost=

host on the dual pane tree.

Show Graph Title

Display the graph title on the page so that it may be searched ] Show Graph Title
using the browser.

Graphs Per-Page
The number of graphs to display on one page in preview 0 -
mode.

Graphs Per-Page

The number of graphs to display on one page in list view 30 -
mode.
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The template user

A template user can be any user and is not specifically marked as a template user. As Cacti
does not include group management, template users should be created as templates for
different users. As you have just learned, graph and realm permissions need to be set for a
user to only view graphs for Customer A. If you are now going to have multiple customers, you
do not want to start from scratch every time. This is where a template user becomes handy.

In a multi-customer environment the template user should follow an easy to understand
naming standard and should always be disabled.

J‘Q Use a naming standard for template users

An example for such a naming standard would be customername user.

Time for action - installing the missing packages

Let's create a template user for our Customer A.

1. Go to Utilities | User Management and add a new user.
2. Add _CustomerA_user as the User Name.

3. Add Template User for Customer A as the Full Name.
4.

Make sure the Enabled checkbox is not checked, as shown in the following image:

User Management [edit: _CustomerA_user]

User Name
The login name for this user.

_CustomerA_user

Full Name
A more descriptive name for this user, that can include Template User for Customer A
spaces or special characters.

Password
Enter the password for this user twice. Remember that
passwords are case sensitive!

Enabled
Determines if user is able to login. Enabled
Account Options User Must Change Password at Mext Login
SRS LST SEELOESIEE IE IREINE 2T V| Allow this User to Keep Custom Graph Settings
V| User Has Rights to Tree View
Graph Options 7 X i .
Saet any graph-specific options hera. User Has Rights to List View
V| User Has Rights to Preview View
@

Show the page that user pointed their browser to.
Login Options
What to do when this user logs in. Show the default console serean.

Show the default graph screen.
Authentication Realm
Only used if you have LDAP or Web Basic Authentication
enabled. Changing this to an non-enabled realm will
effactively disable the user.

Local A
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5. Click on the Create button.
6. Go back and edit the user.

7. Set the realm and graph permissions so the template user has access to the graphs
of Customer A.

8. Savethe user.

What just happened?

You just created your first template user. You can now use this template user to create new
users or change the permissions of existing users.

Within the user management section a function called Batch Copy exists. This function
allows the copying of realm and user permissions from one user (for example, your template
user) to one or more other users. It does not change any user-specific information such as
username or passwords, but only transfers the permissions.

Time for action - the Batch Copy

As a preparation, you will need to create a new user. Just fill in the User Name and Password
fields and click on Save. You do not need to worry about the permissions.

1. Go to Utilities | User Management.

2. Select the user you just created.

3. Choose Batch Copy from the drop-down box and click on Go.
4

. A confirmation box will appear, where you can select the Template User from
a drop-down box as shown in the following screenshot:

Batch Copy

When you click "Continue” you will overwrite selected
the User(s) settings with the selected template User
settings and permissions? Original user Full Name,
Password, Realm and Enable status will be retained,
all other fields will be overwritten from Template User.

:_CustomerA_useri v

User(s) to update:

+ Test User

Cancel Continue

[8a1
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5. Select the _CustomerA_user as the Template User and click on the Continue button.

What just happened?

You just copied all realm and graph permissions, as well as some default user settings, to
your newly created user. You can select more than one user for the batch copy function.
Although this functionality does not replace real group management, it does greatly ease
the administration of different user groups.

Integrate LDAP/Active Directory authentication

Cacti not only has its own built-in user authentication mechanism, but can also be configured
to use an LDAP or even an Active Directory server for authentication. As the authorization
(access rights, permissions) is not stored on the external server, the user still has to be
created within Cacti. So, how does Cacti know if a user is going to authenticate against the
external server, or is using the built-in method? Cacti uses the concept of "Realms" for this.

A Realm is basically the authentication method an end user uses to logon to Cacti. A user can
only belong to one realm. When using the LDAP authentication method, Local users can still
logon by choosing the "Local" Realm from the login dialog:

I

User Login

Please enter your Cacti user name and password below:

User Name:

Password:
Realm: Local
Login LDAP

The Web Basic authentication does not allow this, however, as it always expects to get a user
ID from the browser and displays an error message if it does not get a user ID.

You are now going to set up an LDAP/Active Directory authentication. Most companies either
have an LDAP system running or else use the Active Directory equivalent. This section will
deal with setting up an Active Directory authentication.
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Time for action - setting up Active Directory authentication

Let's enable the LDAP/Active Directory integration.

1. Logon to your Cacti web interface as an admin user.
2. Click on the Settings link under the Configuration section.

3. On the new page which appears, click on the Authentication tab to bring up the
settings for the authentication.

4. Select LDAP Authentication from the Authentication Method drop-down box.

Cacti Settings (Authentication)
General

Authentication Method

MNene - No authentication will be used, all users will have full
access.

Builtin Authenticatien - Cacti handles user authentication, which
allows you to create users and give them rights to different
areas within Cacti.

Web Basic Authentication - Authentication is handled by the web o
server. Users can be added or created automatically on first :LDAP Authentication t]
login if the Template User is defined, otherwise the defined Mone

guest permissions will be used. Builtin Authenticatian

LDAP Authentication - Allows for authentication against a LDAP Web Basic Authentication
server. Users vill be created automatically on first login if the LDAP Authentication
Template User is defined, otharwise the defined guest

permissions will be used. If PHP's LDAP module is not enabled,

LDAP Authentication will not appear as a selectable option.

5. Select No User as the Guest User.

6. Select _CustomerA_user as the User Template.

7. Enter the IP address of your domain controller into the Server field.

8. Asthe Distinguished Name (DN) enter <username>@MYDOMAIN.local and replace

MYDOMAIN.local with your domain name.

9. For the Search Base enter dc=MYDOMAIN,dc=local and replace MYDOMAIN and
local accordingly.
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10. click on the Save button.

| General | | Paths | [ Poller | | Graph Export " visual Authentication

Cacti Settings (Authentication)

General

Authentication Method

Web Basic Authentication - Authentication is handled by the

web server. Users can be added or created automatically LOAP Authentication -
on first login if the Template User is defined, otherwise

the defined guest permissions will be used.

Special Users

Guest U
y =er Mo User

The name of the guest user for viewing graphs; is "No User" by default. h

User Template
The name of the user that cacti will use as a template for new Web Basic _CustomerA_user -
and LDAP users; is "guest’ by default.

LDAP General Settings

Server

The dns hostname or ip address of the server. 192.168.178.10
Port Standard 289

TCP/UDP port for Non S5L communications.

Port S5L 636
TCP/UDP port for S5L communications.

Protocol Version
Protoccl Version that the server supports.

Encryption
Encryption that the server supports. TLS is only supported by Protocol Mone -
Version 3.

Referrals -
Enable or Disable LDAP referrals. If disabled, it may increase the spead Disabled -
of searches.

Mode

Mode which cacti will attemot to authenicate aoainst the LDAP server.
Anenymeus Searching - Attempts to search for username
against LDAP directory via anonymous binding to locate
the users Distinguished Mame (D).

Version3 -

Mo Searching -

Distinguished Name (DN)

Distinguished Name syntax, such as for windows:

"<username>@winZkdomain. locs!" or for OpenlLDAP:

"vid=<usemsme=, ou=people dr=domain,dc=lecsl”. "<username>" is <usemame>@MYDOMAIN local
replaced with the username that was supplied at the login prompt. This

iz only used when in "Mo Searching" mode.

LDAP Specific Search Settings

Search Base
Search base for searching the LDAP directory, such as de=MYDOMAIMN. dc=local
"de=win2kdomain,dc=local" or "su=pesple, dc=demain,dc=local".

What just happened?

You just enabled your Cacti server to authenticate users against an LDAP/Active Directory
server. Users can now logon to your Cacti system without you having to create them first.
Once a user was created automatically, the permissions for this user will be based on the
"User Template". In a multiple customer environment this may not be what you wanted,
so you will still need to change the permission for this user.
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Managing users with the Cacti CLI

Users can not only be managed using the web interface, but can also be created using the
Cacti CLI scripts. In Cacti version 0.8.7g, the only script which exists is one which copies
an existing user in order to create a new one out of it. An equivalent to the Batch Copy
functionality is not available for the command line interface.

Let's assume that you need to add a large number of users to your Cacti system. You have
two options for doing so:
¢ Use the web-based user management page to create each user

¢ Use the Copy functionality to copy an existing user as a new user

Both options involve quite a few manual steps.

Importing a list of users

In order to reduce the manual work needed to create a large group of users within Cacti, you
are going to create a small PHP-based script that takes a list of users as input and creates the
users based on a Template User within Cacti.

First, create a file called user 1list.txt with the following content:

userl;User Namel
user2;User Name2
user3;User Name3
user4 ;User Name4

This will be the basis for the import. The first part is the actual username of the new user,
the last part in the file is going to be the full name for that user.

Time for action - importing users from the CLI

Now that you have created the import file, let's import it.

1. Logon tothe command line of your Cacti server.

2. Gotothe cli subdirectory under the Cacti directory:
cd /Var/www/html/cact/cli

3. Place the import_user.php script in this directory.

4. Puttheuser list.txt fileinthe /tmp directory.
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5. Run the following command to add the users to the Local Realm with the

_CustomerA user as the template user:

php import user.php /tmp/users list.txt CustomerA user 0

What just happened?

You just imported all users from the import file to your Cacti installation. The users now also
have the same permissions as the Template User. Go to the User Management section of

Cacti and you will see the users listed there:

userl
user
users3

userd

_CustomerA_user

User Namel
User Namez
User Name3

User Name4

Template User for Customer A

Mo

Mo

Local
Local
Local
Local

Local

ALLOW
ALLOW
ALLOW
ALLOW
ALLOW

Let's take a closer look at the CLI script import user.php. Besides reading the command
line options and several print statements, it consists of three major parts. The first part deals
with some input validation for the Realm ID, the second part reads the import file, and the
last part actually copies the user and changes the Full Name and Realm ID for the user.
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As a quick run of the script without any parameters reveals, the CLI takes three
input parameters:

Syntax:
php import user.php <import file> <template user> <realm id>

The import file is the text file with the userids which you created earlier. The Template
User will be your CustomerA user. The Realm ID references the ID of the authentication
realm and can be a number between 0 and 2:

¢ Realm ID 0—Local authentication
¢ Realm ID 1—LDAP authentication
¢ Realm ID 2—Web authentication

The following code checks the entered Realm ID for its valid range and sets it to Local
Authentication (0) if it has not been set correctly.

// Realm Id can be: 0 - Local, 1 - LDAP, 2 - Web Auth

if ( ( $realm id < 0 ) || ( $realm id > 2 ) ) {
// The realm id will be local unless a valid id was given
Srealm _id = 0;

Check the existence of the template user

The following code section checks the Cacti database to see if the template user does exist. If
it does not exist, the program immediately stops with an error message.

/* Check that user exists */
Suser auth = db fetch row("SELECT * FROM user auth WHERE username = '"
Stemplate user . "' AND realm = 0");
if (! isset ($user_auth)) {
die ("Error: Template user does not exist!\n\n");

Reading the import file

Now that the script has checked the Template User and the Realm ID, it starts reading the
actual import file. The £i1e command reads the file and provides the content of it as an
array of the lines. The script then cycles through each single line, stripping off the newline
character with the rtrim command. The remaining lines will be split at the semicolon
resulting in an array holding the Username and Full Name.
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if ( file exists( $import file ) ) {
// read in the import file
$lines = file( $import file );
foreach ($lines as $line)

{

// cycle through the file

// remove the new line character from the line
$line = rtrim ($line);

// split the line data at the ";"
$data = preg split("/;/",sline);

$new user username = $datal[0];
sdatall];

$new _user fullname

Now the script has all of the necessary information to create the New User by copying the
Template User. The following code does this part of the job:

user copy($template user, $new user username)

Copying the template users would leave you with a list of users created with all of them
having the same Full Name and authentication set to Local. Therefore the script then goes
on and changes the Full Name and Realm ID of the newly created user by executing two
database SQL Update statements:

db execute ("UPDATE user auth SET full name = '".$new user fullname."'
WHERE username='".$new user username."'");

db execute ("UPDATE user auth SET realm=".S$realm id." WHERE
username='".%new user username."'");

The first SQL statement updates the full name field of the new user, the second statement
updates the realm field to match your selection from the command line parameter.

This import script is useful for environments where you do not automatically want
to create all users based on a template user, but have different users be assigned different
user profiles.

As you have learned quite some new information about the user management and the
provided CLI interface, let's take a few questions to check your knowledge.

911
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Pon yuiz - a few questions abhout Chapter 4

1. What would you use the guest account for?

a. To allow guest users to logon to the system

b. To view the number of guest users within the company
c. To allow the guests to use the internal network

d. To allow public viewing of graphs

2.  What realm permissions do you need to give a user to add new devices to Cacti?
a. Console Access and Update Data Sources permissions
b. Device Management permission
c. Console Access and Graph Management permissions

3. What permissions do you need to use the CLI command line scripts from Cacti?
a. Console Access permissions
b. CLI Management permissions
c. Update Data Sources Permissions
d. No special permissions are required

You learned a lot in this chapter about user management with in Cacti.

We covered:

¢ Creating a user—how to apply some basic settings to a user

¢ Groups—there are no user groups in Cacti

¢ Realm Permissions—how to give access to different parts of Cacti to a user
L 2

Graph Permissions—how to give access to trees and graphs to a user and limit
access to a single customer

¢ Template User—how to create a template user holding all realm and graph
permissions for a specific set of users and how to use the batch copy method
to apply permissions from a template user to other users

¢ LDAP Authentication—how to make Cacti use an external LDAP system for
user authentication

¢ Managing users through the CLI — how to import a list of users through the CLI
Now that you have users on your system, it's time to give them more than just the standard

Cacti graphs. In the next chapter, you are going to learn how to gather data from other
systems. You will create your own scripts and retrieve remote data using ssh.
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Retrieving data for graphing with Cacti is more than just pulling SNMP data.
Cacti allows several different methods for data retrieval. Besides SNMP,
Cacti is able to retrieve data using remotely executed scripts, pulling data
from databases, or building data by utilizing the Windows Management
Interface (WMI).

In this chapter we are going to:

Provide a short overview of Cacti's data management
Explain how to build a data input method

Build a data query

* 6 o o

Develop a complete remote SSH data input method

Let's get started!

An introduction to Cacti data management

Cacti provides different methods for remote data query. You have already learned about the
data input methods for retrieving a single SNMP value, but this method is not limited to
SNMP. You can use several other methods such as scripts or the WMI for retrieving and
graphing data.

Data input methods are commonly used when it comes to basic data retrieval. They can be
external scripts, simple SNMP queries, or anything that does not involve indexed data.
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Data queries are used for indexed data. A good example data is retrieving interface statistics
for switches where each data entry (for example, for interface inOctets) is linked to the
interface using an index. So, for complex data, you will need to create a data query.

We have already seen how to create a data input method for simple SNMP queries. Let's
look into creating a script-based data input method for retrieving some information out of
the secure log file. The secure log file contains information about failed and successful
logins. Please note that the following example will only work on a Linux system.

For a script/command data input method, you obviously need a script for gathering the
required data and providing it to Cacti. Look at the unix secure log.pl file. This Perl
script will collect the necessary data for you.

Let's have a look at the commands used in the script. Within the first line of interest, you
configure the path and filename to look for the data:

# Where do we find the secure log file ?
my $secure log = '/var/log/secure';

Gathering the data

The following important lines within the script retrieve the relevant Cacti data by executing a
sequence of operating system commands:

# Retrieve the number of lines containing a "Invalid user" string

$data{'invalid users'} = “grep "Invalid user" $secure log | wc -17;

# Retrieve the number of lines containing a "Accepted password" string
$data{'valid logons'} = “grep "Accepted password" $secure log | wc
-1%;

The first line looks for the string Invalid user within the secure log file by using the grep
command. This command will print all lines containing this string. By using the special pipe
character |, we redirect the output from this command to the wc (abbreviation for word
count) command. By using the -1 switch, the wec command will count the number of lines.
The output of this command is then stored within the $data{'invalid users'}.

[9a1
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The variables $data{'invalid users'} and $data{'valid logons'} now contain the
number of lines containing the Invalid user and Accepted password strings, but they
also have a line ending character. In order for Cacti to use this data, you will need to remove
this line ending character. This can be achieved by using the chomp function:

# Remove the line ending character from the string:
chomp ( $data{'invalid users'} );
chomp ( $data{'valid logons'} );

You can now use these variables to print the data as a Cacti compliant string:

# Print the data as "Namel:Varl Name2:Var2". Do not put a line ending
to the string !
print "InvalidUsers:".$data{'invalid users'}." ValidLogons:".$data{'v
alid logons'};

As the comment already describes, the data needs to be printed as a Name : Variable pair
separated by a space. This is the last step of the script. An example output of this script can
be seen here:

# perl unix secure_log.pl

InvalidUsers:0 ValidLogons:3#
#

Installation of the script

All scripts need to be placed into the scripts subdirectory of your Cacti installation. After
you have copied the script to this location you can use it to create the data input method
within Cacti.

Time for action - creating a data input method - Step 1

Logon to your Cacti installation as an admin user and change to the Console tab.

1. Goto Collection Methods | Data Input Methods.
2. Click on the Add link at the top right.

3. Enter Unix - Secure Log Input as the Name.

4

. Select Script/Command as the Input Type.
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5. Enterperl <path _cacti>/scripts/unix secure log.pl asthe
Input String.

6. Click on the Save button.

Save Successful.

Data Input Methods [edit: Unix - Secure Log Input]

Name
Enter @ meaningful name for this dats input  Unix - Secure Log Input
method.

Input Type
Choose what typa of dats input methed this  Script/Command -

is.

perl <path_cactiz/scripts/unix_secure_log.pl
Input String
The data that is sent to the script, which
includes the complete path to the script and
input sources in <> brackets.

Input Fields
Name
Ne Imput Fislds

Output Fields

Ne Output Fields

What just happened?

You just created a basic script/command-based data input method. You also told Cacti how
to execute the script by defining the Input String. Selecting the Script/Command as Input
Type made Cacti automatically add fields for data input and data output after clicking on
the Save button.

Time for action - creating a data input method - Step 2

1. Click on the Add link at the Output Fields table. This will open a new form.

. Enter InvalidUsers as the Field [Output].

2
3. Enter InvalidUsers as the Friendly Name.
4. Click on the Create button.

5

. Click on the Add link at the Output Fields table again.
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6. Enter ValidLogons as the Field [Output].
7. Enter ValidLogons as the Friendly Name.

8. Click on the Create button.

Save Successful.

Data Input Methods [edit: Unix - Secure Log Input]

Name
Enter @ meaningful
name for this data input

Unix - Secure Log Input

method.

Input Type

Choose what type of -

data input metheod this SCI’IpUCOI’T‘II"ﬂEHd -

is.

Input String perl <path_cacti=/scripts/unix_secure_log.pl

The data that is sent to
the script, which includes
the complete path to the
script and input sources
in <> brackets.

Input Fields
Name
Mo Input Fields

Output Fields

Name Update RRA
InvalidUsers 0 (Mot In Use) InvalidUsers Selected 4
ValidLogons 0 (Mot In Use) WalidLogons Selected b4

[ Return H Save ]

What just happened?

You just added the two output fields from the script to this data input method. Cacti is now
able to use this information and fill the RRD files with the data retrieved from the script.
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The data template

As you've already learned in Chapter 3, Creating and Using Templates, you will need to
create a data template for this data input method to be used within a graph. You can now
either import the template that comes with this book, or better still, try to create the data
template yourself. The following picture shows the final data template:

og Input]

Name
The name given to this data template.

Unix-Secure Log Input

= SecureLogDS
ecureLo
I:‘ Use Per-Data Source Value [Ignore this Value) g
Data I t Method .
o e Unix - Secure Log Input -

This field is always templated.

Daily (5 Minute Average)

Associated RRA's Weekly (30 Minute Average)

This field is always templated.

Monthly (2 Hour Average)

Step
I:‘ Use Per-Data Source Value (Ignore this Walue)
Data Source Active

.
I:‘ Use Per-Data Source Value (Ignore this Walue) Y] pata sourcs Active

1: InvalidUsers *
Data Source Item [InvalidUsers

Internal Data Source Name

I:‘ Use Per-Data Source Value [Ignore this Value)

2: ValidLogons *

InvalidUsers

Minimum Value

I:‘ Use Per-Data Source Value [Ignore this Value)
Maximum Value

I:‘ Use Per-Data Source Value (Ignore this Value) 100000
Data Source Type

I:‘ Use Per-Data Source Value (Ignore this Walue)
Heartbeat

I:‘ Use Per-Data Source Value (Ignore this Walue)

COUNTER =

600

Dutput Field

InvalidUsers - InvalidUsers
I:‘ Use Per-Data Source Value (Ignore this Walue)

Mg Input Fields for the Selected Data Input Scurce
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Data queries are more complex than simple data input methods. As already mentioned,
they involve indexes. In order for you to get off to an easy start with data queries, you will
now rebuild the SNMP-based data query for network interfaces.

Building the XML data file

Building a script or SNMP query always starts with an XML file providing the relationship
between input, output, and the index. Look at the interface book.xml file that comes
with this book for an example of such an XML file.

XKML header

The XML header sets some generic information for Cacti. A generic description as well as the
SNMP OID index can be set here:

<name>Get SNMP Interfaces</name>

<description>Queries a host for a list of monitorable interfaces</
descriptions>

<oid_index>.1.3.6.1.2.1.2.2.1.1</0id_index>

<oid num indexes>.1.3.6.1.2.1.2.1.0</0id num indexes>
<index_order>ifDescr:ifName:ifHwAddr:ifIndex</index_orders>

<index_ order typesnumeric</index order type>

<index title formats|chosen order field|</index title formats

Let's look at the SNMP output of the oid_index and oid num_index for the CentOS box:

# snmpwalk -c public -v 2c localhost .1.3.6.1.2.1.2.2.1.1

IF-MIB::ifIndex.1 = INTEGER: 1
IF-MIB::ifIndex.2 = INTEGER: 2
IF-MIB::ifIndex.3 = INTEGER: 3

# snmpwalk -c public -v 2c localhost .1.3.6.1.2.1.2.1.0
IF-MIB: :ifNumber.0 = INTEGER: 3

This CentOS system has three interfaces, a loopback (127.0.0.1), one Ethernet interface
(eth0), and something called sit, which is only used in mixed IPv6/IPv4 environments. The
oid num indexes provides us with the number of interfaces available in the system, which
is three. The oid_index provides a table of indexes available. The index is important to
match an interface with its corresponding data value (for example, inOctets).

The index order list defines a unique index on which Cacti can order and index the data.
The index order type defines the default sort order of the index order.
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KML input

Input fields describe the fields taken as input for the data query. Basically the fields will be
shown on the data query table when creating new graphs for a host. All input fields will be
shown there.

Let's look at the very first input field, the i £ Index definition:

<ifIndex>
<name>Index</name>
<method>walk</method>
<source>value</source>
<directions>input</directions>
<0id>.1.3.6.1.2.1.2.2.1.1</0id>
</ifIndex>

Input as well as output fields always contain at least the following five fields:

¢ name: A name that is being displayed on the data query table.
method: The SNMP method to retrieve the data. It can be get or walk.

source: The source for the field VALUE returns the plain data. There is also
OID/REGEXP and VALUE/REGEXP. They both use regular expression to either get
part of the 0ID as the value, or part of the retrieved plain data as the value.

direction: Can be input or output, depending on the field type.

oid: The oid to use for the get or walk method.

The example will walk the i fIndex oid and simply return the values (1,2, and 3) as input
data. If you later look at the data query table, you will see those values again.

XKML output

The output fields are used by Cacti to actually gather the data for the RRD files. Let's look at
the interface inOctets definition:

<ifInOctetss>
<name>Bytes In</name>
<method>walk</method>
<source>value</source>
<directions>output</direction>
<0id>.1.3.6.1.2.1.2.2.1.10</01id>
</1fInOctets>

[100]
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As you can see, it is defined similarly to the input fields, except that the direction is now
output. If you take the oid and use the snmpwalk command to retrieve the data from
the CentOS system, you can see the importance of the index:

# snmpwalk -On -c public -v 2c¢ localhost .1.3.6.1.2.1.2.2.1.10
.1.3.6.1.2.1.2.2.1.10.1 = Counter32: 10155126
.1.3.6.1.2.1.2.2.1.10.2

.1.3.6.1.2.1.2.2.1.10.3

Counter32: 63092946

Counter32: 0

Each interface has its own inOctets number. The oid for it can be defined as oid +
index. In order to retrieve the inOctets for the interface with index 1 ( eth0 ), you will
need to retrieve the oid .1.3.6.1.2.1.2.2.1.10.1

Installing the XML file

The final XML file needs to be put to the resource/snmp_queries subdirectory of Cacti.
For script queries the directory will be resource/script queries.

Creating the data query within Cacti

Now that you have created the base XML file for the data query, let's move on and finally
create it within Cacti.

Time for action - creating a data query - Step 1

1. Go to Collection Methods | Data Queries and click on the Add link which is to the
top right.

2. Enter SNMP - Interface Statistics Simple as the Name.
3. Enter Simple ( In/OutOctets ) Interface Statistics as the Description.

4. Enter <path cacti>/resource/snmp queries/interface book.xml asthe
XML Path.

5. Select Get SNMP Data (Indexed) as Data Input Method.
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6. Click on the Save button.

Save Successful.

Data Queries [edit: SNMP - Interface Statistics Simple]

Name

A name for this data SNMP - Interface Statistics Simple

query.

Description

A description for this data  Simple { InfOutOctets ) Interface Statistics
query.

XML Path

The full path to the XML
file containing definitions
for this data query.

Data Input Method

Choose what type of host,

host template this is. The

host template will govern  Get SNMP Data (Indexed) -
what kinds of data should

be gathered from this

type of host.

<path_cactizfresourcefsnmp_queriesfinterface_bookxml

Successfully located XML file

Associated Graph Templates Add
Namea Graph Template Name
MNo Graph Templates Defined.

What just happened?

You just told Cacti where to find the XML file which you created earlier and what data input
method to use for retrieving the data. You can now add one or more graph templates
to this query.

During the next step you're going to add a graph and a data template to this data query. This
step is needed as a data query can provide different "views" on the data. Interface traffic, for
example, can consist of 32bit or 64bit values, or you may want to have the total bandwidth
usage displayed, as calculated on some graphs. As all of this data, as well as the graphs, are
based on the same data query for interface traffic, you need to add the Associated Graph
Templates for these during the next step.

Time for action - creating a data query - Step 2

Now you're going to add one Associated Graph Template to this data query.

1. Click on the Add link on the Associated Graph Templates table

2. Enter In/Out Bits as the Name.
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3. Select Interface — Traffic (bits/sec) as the Graph Template. If you do not find the
graph template you need, you will need to create one first.

4. Click on the Create button. Several new tables will appear now:

Save Successful.

=

Name

A name for this associated graph. In/Out Bits

Graph Template

Choose what type of host, host template this is. The - -

host tamplate will govern what kinds of data should be Interface - Traffic (bltSfSEC] h

gathered from this type of host.

Associated Data Templates
Data Template - Interface - Traffic

Data Source: traffic_in ifinOctets (Bytes In) - |
Data Source: traffic_out ifinQctets (Bytes In) - =l
Data Template - Interface - Traffic
Field Name: Add
Field Name: Add

5. Select ifOutOctets (Bytes Out) for the traffic_out data source.
6. Check both checkboxes from the Associated Data Templates table.

7. Enter |host_description|- Traffic - |query_ifName| in the first field of the Data
Template — Interface —Traffic section.

8. Enter name as the Field Name and click the Add button next to it.

9. Enter |query ifSpeed| in the first field of the Data Template — Interface —Traffic
section.
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10. Enter rrd_maximum as the Field Name and click on the Add button again. You will
now have two entries in the first table:

Suggested Values

Data Template - Interface - Traffic
name |host_description|- Traffic - |query_ifName| W & x
rrd_maximum |query_ifSpaad| W & x

Field Name: Add

11. Now enter |host_description |- Traffic - | query_ifName| in the first field of the
Graph Template — Interface — Traffic (bits/sec) section.

12. Enter title as the Field Name and click on the Add button.

13. click on the Save button.

Save Successful.

Associated Graph/Data Templates [edit: SNMP - Interface Statisti

Name .
# name for this associated graph. I”.I'IOUt Bits

Graph Template

Choose what type of host, host template this is. The
host template will govern what kinds of data should be
gathered from this type of host.

Associated Data Templates
Data Template - Interface - Traffic

Interface - Traffic (bits/sec) -

Data Source: traffic_in ifinOctets (Bytes In) -

Data Source: traffic_out ifOutOctets (Bytes Out)

Suggested Values

Data Template - Interface - Traffic

name |host_description|- Traffic - [query_ifName| W & b4

rrd_maximum |query_ifSpeed| W & b 4
Field Name: Add

Graph Template - Interface - Traffic (bits/sac)

title |host_description|- Traffic - [query_ifName| W & b4
Field Name: Add
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What just happened?

You have finished creating your first data query. You have defined the default names for the
automatically created data templates and the maximum value which the RRD file for this
data template can store by setting the rrd_maximum variable to the interface speed. You
have also defined the default title for the graphs by defining the title variable. You can now
add this data query to your device.

Create a remote SSH data input method

Besides SNMP queries, remote data retrieval is an important part of creating Cacti
performance graphs. You may get into a situation where SNMP data retrieval is not

possible and you only have SSH access to a device. Let's assume you want to graph the I/0
performance of some server drives using the iostat utility. You will now learn the different
steps it takes to create such a remote SSH data input method.

As a preparation for the data input method, you will need to create two different scripts and
set up public key authentication.

The remote script

The remote script will execute local commands and preparse/prepare the data on the
remote system. The data will be returned to the local script. If you have not already installed
the iostat utility on the remote system, you can call the following command to do so on

a CentOS system:

yum install sysstat
This will install the iostat utility on the system.
Let's call this utility and look at the output:

# iostat

Linux 2.6.18-194.11.1.el5 (localhost.localdomain) 09/25/2010

avg-cpu: %user %nice %system %iowait %steal %idle

0.14 0.09 1.15 0.03 0.00 98.59
Device: tps Blk read/s Blk wrtn/s Blk read Blk wrtn
sda 1.31 2.62 22.84 844943 7369586
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sdal 0.00 0.01 0.01 2490 2762
sda2 1.31 2.61 22.83 842149 7366824
dm-0 2.98 2.61 22.83 840962 7366824
dm-1 0.00 0.00 0.00 896 0
hdc 0.00 0.02 0.00 5736 0

In this example, we can see that this utility provides statistics for all partitions in the system.
We are going to look at the sda2 partition which, in this case, holds the root partition. The
following command for retrieving extended status data just for the sda2 device will be used:

iostat -dxk sda2

Linux 2.6.18-194.11.1.el5 (localhost.localdomain) 09/25/2010
Device: r/s w/s rkB/s wkB/s await %util
sda2 0.10 1.21 1.30 11.42 17.26 0.12

The -dk option will make sure that only the sda2 device is shown and that we see the KB
read and writes to the disk. The -x option will provide extended status information such as
the 10 utilization $util. One important notice about iostat utility is the fact that the very
first status report will always be the combined data since system start. In order to get a more
accurate snapshot of the actual data, the command needs to be told how often and how
long it should gather 10 status data.

The remote script looks like the following:

#!/bin/bash
iostat -dxk $1 10 6 | grep $1

The parameters tell iostat to poll IO data every 10 seconds for a total of 6 polls. The $1
will be provided by the local calling script and is the first parameter to the remote script.
The grep $1 command will make sure that only the line with the device information will be
returned. Of course, the drawback of this is that it will definitely increase the poller runtime
as it needs to wait for the remote script to finish, but it will still finish before the default
5-minute polling interval ends.

The local script

The local script is dealing with connectivity to the remote system using SSH and executing
the remote script. It also provides the returned data to Cacti. We will look at the different
sections of the local script next:

[1061]



Chapter 5

Input variables
The local script takes several input variables:

# Get the command line arguments (input fields from Cacti)
my Shost = S$SARGV[0];

my Suser = SARGVI[1];

my S$sshKey = $SARGV[2];

my S$diskDevice = $ARGV[3]; # e.g. sda2

# take care for tcp:hostname or TCP:ipe@
Shost =~ s/tcp:/$1/gis;
my S$sshHost = Suser.'@'.Shost;

The $host variable takes the Cacti host information. The suser defines the remote userID
under which the iostat command will run. The $sshKey defines the local SSH key used
for the public key authentication. You will come back to this method later. Finally, the
$diskDevice variable takes the partition to check. From these input values we also
define the $sshHost variables which you will need for the SSH command.

The SSH command execution

Using the input values you can now create the SSH command for the remote
command execution:

my SreturnValue = ~/usr/bin/ssh -i $sshKey $sshHost '/root/getIoStats.
sh $diskDevice!'™;

This command assumes that the remote script getIoStats. shis stored in the root
directory. It connects to the remote system ($sshHost) using the locally stored private key
(-1 $sshKey) and calls the remote command with the $diskDevice as parameter. The
data being returned by the remote script is stored in the variable $returnvalue.

The returned data is made out of a bunch of lines containing the relevant data. You first need
to separate each line into a separate data item. This can be achieved using the split function,
splitting the returned data at the line ending character \n:

# Separate the returned data at the line ending character
# and store each line as an element of the returnData array
my @returnData = split/\n/, SreturnValue;
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Now that you have each line stored as an item of the returnData array, you can move on
and initialize the Cacti data to be returned. You are going to use a Perl hash variable to store
the data. Hashes in Perl have the advantage that the key for the hash can be a string value.
Therefore, it is more readable than using arrays, which only accept numbers as keys:

# Initialize the Cacti return data
my %cactiData;

$cactiData{'device'} = $diskDevice;
$cactiData{'Reads'} = 0;
$cactiData{'Writes'} = 0;
$cactiData{'kbReads'} = 0;
$cactiData{'kbWrites'} = 0;

$cactiData{'ioUtil'} = 0;

You also need to know how many lines you actually got back from the remote script. This
can be achieved with the following command, returning the number of items within the
returnData array:

my SallDataChecks = $#returnData;

Now that you have initialized the data, it is time to actually retrieve the data and to store
the retrieved values into the corresponding hash value. As you have previously learned, you
need to skip the first line, so the for loop starts from the second line. Please note that the
very first item of a Perl array starts at O:

# Cycle through each line and skip the very first one ( line = 0 )
for ( my $line = 1; $line < $allDataChecks; $line++ )
my @lineData = split/\s+/,$returnData([$line];
$cactiData{'Reads'} = $cactiData{'Reads'} + $lineDatal[3];
$cactiData{'Writes'} = $cactiData{'Writes'} + $lineDatal[4];
$cactiData{'kbReads'} = $cactiData{'kbReads'} + $lineData[5];
$cactiData{'kbWrites'} = $cactiData{'kbWrites'} +
$lineDatal6] ;
$cactiData{'ioUtil'} = $cactiData{'ioUtil'} + $lineData[11];

[108]




Chapter 5

Within the above for loop, each line is split at the space character \ s treating several
adjacent spaces as one by using the special + character. If you take the sentence you
are reading now as an example, $1ineData [0] would store If,$ lineData[1] you,
$lineData[2] take, and so on.

As the remote script returned several lines with data, the for loop will sum up each line
data. Therefore, your next step will be dividing the data by the number lines being returned.
Again you will need to reduce the number by 1:

# Average the data

$cactiData{'Reads'} = $cactiData{'Reads'} / ($allDataChecks - 1);

$cactiData{'Writes'} = $cactiData{'Writes'} / ($allDataChecks - 1);

$cactiData{'kbReads'} = $cactiData{'kbReads'} / ($allDataChecks - 1);
{

$cactiData{'kbWrites'} = $cactiData{'kbWrites'} / ($allDataChecks -
1);

$cactiData{'ioUtil'} = $cactiData{'ioUtil'} / ($allDataChecks - 1);

The final step will be to print out the retrieved, averaged data in a Cacti compliant way:

print "Reads:".$cactiData{'Reads'}." ".
"Writes:".S$cactiData{'Writes'}." .
"ReadsKb:".S$cactiData{'kbReads'}." .
"WritesKb:".S$cactiData{ 'kbWrites'}." .
"ioUtil:".$cactiData{'ioUtil'};

Now you're ready for the next step.

SSH public key authentication

SSH public key authentication is the recommended way of executing commands on a remote
system. You'll need to create a public key for the remote system and a private key for the
local system. For simplicity, let's assume that you will connect to the remote system using
the root user account.

Let's start by creating the keys using the Putty Key Generator.
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Time for action - create SSH keys with PuTTY Key Generator

1. Startthe PuTTY Key Generator.

2. Click on the Generate button and follow the instructions provided.

E PuTTY Key Generator | ? i‘z—]
File Key Conversions Help
Key

Public key for pasting into OpenS5H authorized_keys file:

skh{sa r
AAAABINzaC lyc 2EAAAABIQAAAIEALdae EcF2 VBl 7Tgev Z4Hg I SMRIG 2y 11SC T DF 4
Jlk6EsW2h/Dh36gqUgwWIDLimc BMNmKaksg VG SHwZx 1PFhe

+5PVNIMounlibYEQD3G Llanc 0GaJJOHdsileG UL SjOwWa FGiuEAOh Tw3fzFJs TKg UA

0 1wd3GbzBMTHSBQ 1UrD= rsa-key-20100925 -

Key fingerprint: sshsa 102413:9cf1:83:25:71:8b:3b:5 4e:84:d3:77:96: 7a:4c
Key comment: rsa-tey-20100925
Key passphrase:

Corfirm passphrase:

Actions

Generate a public/private key pair Generate

Load an existing private key file Load

Save the generated key Save public key | | Save private key |

Parameters

Type of key to generate:

S55H-1 (RSA) @) 55H-2 RSA S5H-2 DSA
Mumber of bits in a generated key: 1024
b J

3. Click on the Conversions menu, and then click on the Export OpenSSH key entry.
4. Sstore the key without a passphrase somewhere on your local disk.
5. Open the file using Notepad.
6. Copy the whole content of the file.
7. Connect to your Cacti system using PuTTY.
8. Issue the following command:

vi /home/cactiuser/ioStats keyfile

(1101




Chapter 5

10.

11.
12.

13.

14.
15.

16.
17.

18.
19.

20.

21.

22.

Press the i key to get into the Insert mode.

Right click on the putty screen to insert the content of your clipboard to the file. This
should still be the content of the PuTTY Key Generator.

Save the file and exit by pressing ESC and then entering :x.

Execute the following command to make the file only readable by your Cacti user:
chown cactiuser /home/cactiuser/ioStats_keyfile

chmod 600 /home/cactiuser/ioStats_keyfile

Go back to your PUuTTY Key Generator window and copy the text from the upper
part (Public key).

Connect to your remote system as the root user using PuTTY.

Open the authorized keys file by executing the following command:
vi /root/.ssh/authorized keys

Press the i key to get into the Insert mode.

Right-click on the PUTTY screen to insert the content of your clipboard to the file.
This should still be the content of the PUTTY Key Generator.

Save and exit the file by pressing ESC and then entering :x.

Execute the following command to make the file only readable by your root user:
chmod 600 /root/.ssh/authorized keys

Now on your Cacti server, try using the private key to execute the remote script. First
become the Cacti user:

su - cactiuser

Execute the following ssh command:
ssh -i /home/cactiuser/ioStats keyfile root@remotesystem '/root/
getIoStats.sh sda2!

If the command asks whether it should store the remote host key, accept it by
entering yes. You should then see the data from the remote script after some time.
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What just happened?

You just created a public and private SSH key which can be used to automatically login to a
remote system without any user interaction. You've allowed the Cacti system (cactiuser)
to use this SSH key to execute the getIoStats. sh script on the remote system.

Creating the data input method

The data input method for this script involves some advanced steps as it contains
input variables.

Time for action - creating the data input method

1. Create a datainput method.

2. Enter Unix - Remote 10Stats Command as the Name.

3. Select Script/Command as Input Type.

4. Enterperl <path cacti>/scripts/diskIo.pl <host> <user> <sshKey>
<diskDevices> as the Input String.

5. Click on the Create button.

6. Click on the Add link at the Input Fields section.

7. Select host as the Field [input].

8. Enter Hostname as the Friendly Name.

9. Enter hostname as the Special Type Code.
10. Click on the Create button.

11. Add the other input fields by only adding a Friendly Name.
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12. Add the output fields for Reads,Writes,ReadsKb,WritesKb, and ioUtil.

Save Successful.

Data Input Methods [edit: Unix - Remote IO ts Command]

Name -

Enter 2 meaningful name for this data  Unix- Remote 10Stats Command

input method.

Input Type

Choose what type of data input Scripﬂcommand -

method this is.

Input String perl <path_cacti>/scripts/disklo.pl <host> <user> <sshKey:>
The data that is sent to the script, <diskDevice>

which includes the complete path to

the script and input sources in <>

brackets.

Input Fields Add
Name Field Order Friendly Name

host 1 hostname x
user 2 Remote username x
sshKey = Full path to the SSH key file x
diskDevice 4 Disk Partition/Device to check b4
Output Fields Add
Name Field Order Friendly Name Update RRA

ioUtil 0 {Not In Use) iolUtil Selected x
Reads 0 {Not In Use) Reads Selected E
ReadsKb 0 (Mot In Use) Readskb Selected x
Writes 0O (Mot In Use) Writes Selacted b 4
WritesKb 0O (Mot In Use) WriteskKb Selected x

What just happened?

You've just created the data input method for retrieving the output from the iostats
command of a remote system. You've defined the input fields such as the remote username
to use for logging in to the system, as well as the location of the SSH key which you defined
earlier. The data retrieved from this command will be stored in the output fields which you
have defined.

131




Data Management

Creating the data template

The data template can be built as outlined in the secure log input example described right
at the beginning of this chapter. There will be a slight difference to it, however, as the
data template will have a table called Custom Data. This table defines the input data.

The following screenshot shows this table and the entries you'll need to make:

Custom Data [data input: Unix - Remote I0Stats Command]

Disk Partition/Device to check

Use Per-Data Source Value (Ignore this Valus)
Full path to the S5H key file

Use Per-Data Source Value (Ignore this Value)

hostname

O] use per-Data Source Valus (Ignore this Value) Va.fm:yw:’ﬂ be derived from the host if this field is left
empty.

Remote username

Use Per-Data Source Value (Ignore this Valus)

Creating the graph template

The data input method contains three different types of data: number of average reads,
average KB reads, and a percentage value for the |0 utilization. For each of these you'll need
to create a graph template. As you've already learned how to create graph templates, this is
a perfect opportunity for you to check your knowledge and create these.

Once you've created the graph templates you can go on adding the graph template to the
device for which you want to gather the data. You're asked to enter the custom data for the
disk partition/device to check the full path to the SSH key file and the remote username
during the process, as seen in the following screenshot:

Create Graph from "Unix - Remote I0Stats Command Graph'

Custom Data [Template: Unix - Remote 105tats Command]

Remote username root
Full path to the 55H key file [home/cactiuserfioStats_keyfile
Disk Partition/ Device to check sda?

[ Cancel ” Create ]
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Alternative methods

If the system which you want to retrieve data from is able to provide data using SNMP, you
can also use the special exec command within the remote SNMP server configuration to
provide the data via the SNMP interface. There are many ways for retrieving data, from
parsing command line output to retrieving web pages to be parsed, as well as using

web services.

Have a go hero - remote command execution using SNMP

Let's assume that your remote system already runs an SNMP daemon. What do you need to
do in order to retrieve the secure log data from a remote system utilizing the
SNMP interface?

Solution: You need to create a script called /root /getSecureLogonsData . sh with the
following lines of code:

#!/bin/bash
grep "Invalid user" /var/log/secure | wc -1
grep "Accepted password" /var/log/secure | wc -1

You also need to add the following line to the /etc/snmp/snmpd. conf file:

exec .1.3.6.1.4.1.2021.54 invalidLogons /bin/bash /root/
getSecurelLogonsData.sh

After restarting the snmpd daemon, you can check the output of the oid:

# snmpwalk -c askdhaksdl23 -v 2c localhost .1.3.6.1.4.1.2021.54
UCD-SNMP-MIB: :ucdavis.54.1.1 = INTEGER: 1
UCD-SNMP-MIB: :ucdavis.54.2.1 = STRING: "invalidLogons"

UCD-SNMP-MIB: :ucdavis.54.3.1 = STRING: "/bin/bash /root/getInvalidLogons.
Sh"

UCD-SNMP-MIB: :ucdavis.54.100.1 = INTEGER: 0
UCD-SNMP-MIB: :ucdavis.54.101.1 = STRING: "4557"
UCD-SNMP-MIB: :ucdavis.54.101.2 = STRING: "9"
UCD-SNMP-MIB: :ucdavis.54.102.1 = INTEGER: 0

1

UCD-SNMP-MIB: :ucdavis.54.103.

The values for oids ending with 101.1 and 101 .2 are the numbers returned by the
Invaliduser and Accepted password lines of the script. You can then create a data
input method using these oids.
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Creating data input methods using scripts or queries involves quite some programming

and network knowledge. This chapter built up the complexity by going from a simple local
data input method to a more complex data query and building a remote executed input
method. If you feel lost in any of these exercises you should try to focus on one of them
before moving on to the next step. If you want to learn more about data queries, you should
visit the HowTo sections on the Cacti website, as well as the relevant section in the Cacti
online manual.

¢ HowTo:http://docs.cacti.net/howto:data query templates.

¢ Manual: http://docs.cacti.net/manual:088:3a advanced topics.3d
script data query walkthrough.

Pop quiz - a few questions ahout Chapter 5

1. Where will you define the path to the SSH key file?
a. Inthe config.php file of Cacti
b. Inthe Cacti settings page
c.  When adding the special graph template to a device
d. When adding or editing a device

2. What do you need an indexed SNMP query for?
a. Inorder to easily retrieve special values from an SNMP tree
b. Inorder to link SNMP data to the relevant device
c. Indexed queries are required for data which is provided as a table with indexes

d. Inorder to retrieve multiple SNMP values at once

3. Which user account will need to have the authorized keys file configured?
a. Theroot user
b. The cronjob user
c. The user on the remote system

d. Your personal system account
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You should now be able to create your own data input methods and create custom scripts
to gather remote data.

This chapter covered:

¢ Creating data input methods—how to gather data from the local Cacti system using
a local script

¢ Creating data queries—creating the underlying XML file and gathering indexed data
for displaying in Cacti

¢ The remote SSH data input method—how to retrieve and display data from
a remote system using the SSH public key authentication method

Having covered the data management chapter, you should now be able to comfortably
manage a Cacti system. In the next chapter, you're going to take a closer look into
maintaining Cacti by scheduling backup jobs, maintaining log files, and more.
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So far, we have looked into installing and running a Cacti instance, but what
about its maintenance and upkeep? This chapter will show you how to create
backups and restores of your Cacti installation, as well as provide you with
information on how to keep your Cacti instance clean of dead hosts and
unnecessary files.

In this chapter we are going to:

Provide a short overview of maintaining Cacti
Explain the directory structure of Cacti
Describe backup and restore procedures
Look into log file management with logrotate

Clean up unused RRD files

* 6 6 6 o o

Provide a short overview of the Cacti CLI functionality

Let's begin!

Cacti maintenance defines the standard procedures needed for backing up the database and
managing the RRD files. As you've learned, the RRD files contain the polled performance
data, whereas the database only holds configuration data. Let's take a look at both from

a data management point of view.



Cacti Maintenance

As you've seen in previous chapters, the MySQL is the main configuration repository for
any Cacti installation and all your defined hosts, templates, and graph definitions are
stored there.

The RRD files contain all your performance data, but without the database you will be unable
to link these files to their original devices and data sources. Cacti offers two different ways

of storing these files. One method stores all RRD files within a single directory. The other
method creates subdirectories based on the host and local graph ID.

The Cacti directory structure

Let's look at the default directory structure of Cacti and some of the important subdirectories:

# tree -d

|-—— eli

| -— docs

| | -— html

| | "—-— images

| |-— pdf

| "—— LEXET

|-— images

|—— include

| |-— jscalendar

| | T-- lang

| T—— treeview

|-— install

|-- 1lib

| —— adodb

| | -— datadict
| | -— drivers
| “—— lang

|-— log

| -— resource

| |-- =cript_gqueries
| | -— =cript_server
| "—- =Snmp queries
|-- rra

‘== scripts

24 directories

The docs directory contains the full Cacti manual in different formats. The manual can be
used as a quick reference for the various Cacti topics and also provides information on how
to debug some of the more common issues you'll face.

1201




Chapter 6

The Cacti manual can be viewed within your browser by going to the following URL
(replacing <servers with your Cacti Server):

http://<servers/<cacti dir>/docs/html/index.html.

The include directory contains files such as config.php and global .php. As you know,
the config.php file contains the database and Cacti URL settings.

The install directory contains the installation files as well those needed in order to
upgrade a Cacti installation. Once you have set up Cacti, you can safely delete this directory.

The 1og directory contains all of the Cacti log files. This is where the cacti. log file resides.
In a default Cacti installation, there will be no log file management on these files.

The resource directory holds all the XML files for Cacti's data queries. There are also some
files used by the PHP script server stored in this directory.

This is probably the most important directory. The rra directory contains all the RRD files
that hold your performance data.

The scripts directory contains the scripts which are referenced in your data
input methods.

Backup and restore procedures

As with any other application or data, you should always have well planned out and properly
documented backup and restore procedures in place in order to keep your data secure.
Backing up the Cacti data assures you that you're not going to lose weeks or even years of
valuable performance data. Although the following steps show you how to backup Cacti to
the local system, you should save the backup files to a remote system. Off-site backups are
also a good idea.
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The MySOQL database

MySQL comes with a basic backup application called mysgldump which dumps the content
of one or more databases out to a plain text file. You will be using this program to create
your database backup file, but we'll further enhance its functionality by wrapping itin a
shell script to automate the filename and compressions tasks.

Time for action — backup your Cacti datahase

1. Logon to your Cacti system.

2. Execute the following command to create a backup directory:

mkdir /backup

3. Execute the following command and replace <password> with your MySQL database
password (all in one line):

mysqldump --user=root --password=<password> --add-drop-table --
databases cacti > /backup/cacti database backup.sql

4. Verify that the backup file was created by issuing the following command:
ls -1 /backup

5. Look at the file with the more command:

more /backup/cacti database backup.sql

r@ root@cacti;~ | = | = &]1

—— MySQL dump 10.13 Distrib 5.1.49, for redhat-linux-gnu (i&8&) -
—- Host: localhost Database: cacti
-- Server version 5.1.4%9

/#140101 SET @OLD CHARACTER SET CLIENT=@@CHARACTER SET CLIENT */;

/#140101 SET @GOLD CHARACTER SET RESULTS=@GCHARACTER SET RESULTS */;
/#140101 SET @OLD COLLATION CONNECTION=R@COLLATION CONNECTION */;

/*140101 SET NAMES utfg8 */;

/#140103 SET @OLD TIME ZONE=@@TIME ZONE #/;

/#140103 SET TIME ZONE="+00:00' */;

/*'40014 SET @BOLD UNIQUE CHECKS=@RUNIQUE_CHECKS, UNIQUE CHECKS=0 */:
/#140014 SET QOLD_FOREIGN_KEY CHECKS=G@FOREIGN KEY CHECKS, FOREIGN_KEY CHECKS=0
*/

/#140101 SET @OLD SQL MODE=@@5QL MODE, SQL MODE='NO AUTO VALUE ON ZERO' */;
/*140111 SET @OLD 5QL NOTES=@@SQL_NOTES, S5QL NOTES=0 */;

—— Current Database: ‘cacti’

m

CREATE DATABASE /#132312 IF NOT EXISTS*/ ‘cacti® /*!40100 DEFAULT CHARACTER SET
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What just happened?

You just created a backup of your Cacti database which includes everything that is stored
in your Cacti database, from user IDs to graph templates, and all the hosts added to
your instance.

Although you now have a backup of your database, you don't have a backup of the actual
database user. You will need to remember to create a database user for Cacti when restoring
it to a freshly installed system.

Enhancing the database hackup

Now that you've created a database backup, you should think about a way to automate this
procedure. You definitely do not want to execute that command manually every night, so the
first step is to create a script that takes care of your database backup. Later in this chapter,
you will learn how to schedule this script to backup your database regularly.

Let's think about some basic requirements for a script:

¢ Automatically adding a date/time stamp to the filename
¢ Compressing the backup to save space

¢ Removing backup files which are more than 3 days old

The date command can be used to create a date string in the format: yyyymmdd, for
example, 20100425. This can be used to create a filename which contains the current
date. The following command will create such a string:

date +%Y%m%d

20101004

In a bash script file, this can be used to create the filename of the backup file:

# Set the backup filename and directory
DATE="date +%Y%m%d~ # e.g 20101025
FILENAME="cacti_ database_ $DATE.sql";

When using dynamic filenames like the one's created with the backup script, removing old
backup files is essential to avoid filling the drive with backups. The following command
will look for all Cacti database backup files older than 3 days in the backup directory and
delete them:

find /backup/cacti_ database*.sql.gz -mtime +3 -exec rm {} \;
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The datahase hackup

The actual database backup is performed by the mysgldump command, as mentioned
earlier. This command is called with all the parameters defined so far:

# execute the database dump

mysqgldump --user=$DBUSER --password=$DBPWD --add-drop-table --databases
$DBNAME > $BACKUPDIRSFILENAME

The $DBUSER and $DBPWD variables are the database user credentials to access your Cacti
database. You should set SDBNAME to the name of your Cacti database.

Compressing the hackup

On most Linux distributions, the gzip utility should be pre-installed, allowing us to
compress the database dump. Calling gzip with the —£ parameter will make sure that
any already existing files (for example, from a test run) will be overwritten. The following
command will compress the file cacti database 20101004.sgl and rename it to
cacti database 20101004.sgl.gz:

gzip -f cacti database 20101004.sql

The whole script

The finished database backup Bash script backupCacti . sh then consists of the following
lines of code:

#!/bin/bash

# Set the backup filename and directory
DATE="date +%Y%m%d~ # e.g 20101025
FILENAME="cacti database $DATE.sqgl";
BACKUPDIR="/backup/";

# Database Credentials
DBUSER="cactiuser";
DBPWD="myPasswOrd";
DBNAME="cacti";

# Change to the root directory
cd /

# Where is our gzip tool for compression?

# The -f parameter will make sure that gzip will
# overwrite existing files

GzIP="/bin/gzip -£";
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# Delete old backups older than 3 days
find /backup/cacti_ *gz -mtime +3 -exec rm {} \;

# execute the database dump

mysgldump --user=$DBUSER --password=$DBPWD --add-drop-table --
databases $DBNAME > $BACKUPDIRSFILENAME

# compress the database backup
$SGZIP $BACKUPDIRSFILENAME

The backup could use the Cacti database user to create the dump, as this user does in
fact have sufficient access rights to the database to do so. You do not need to use the
root MySQL user for the database backup process.

The Cactifiles

The Cacti files that you need to backup do not only consist of the files within the Cacti
directory. Examples of other files that you will need to take care of are:

¢ The Cacti cron job file

¢ The MySQL database backup file

¢ System files like php. ini

Let's take a look at all the files we need to backup.

Depending on the setup of your Cacti installation, there are several files you will need

to consider for a backup. Assuming you've followed this book closely and are using a
CentOS-based Cacti installation with spine, you'll need to keep a backup of the following
files and directories:

File/Directory Description

/etc/cron.d/cacti Cacti cron job

/etc/php.ini PHP main configuration file
/etc/php.d PHP modules configuration files
/etc/httpd/conf Apache main configuration files
/etc/httpd/conf.d Apache modules configuration files
/etc/spine.conf Spine configuration
/usr/local/spine Spine directory
/var/www/html/cacti Symbolic link to the Cacti main directory

/var/www/html/cacti-0.8.7g The Cacti main directory
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Now that you have a list of which files need to be included in the backup, you can use the
tar command to create a first backup file.

Time for action — hackup your Cacti files

1. Logon to your Cacti system.

2. Go to the root directory:
cd /

3. Execute the following command to create a backup of all the files defined earlier:

tar -czvpf /backup/cacti files 20101004.tgz ./etc/cron.d/cacti ./
etc/php.ini ./etc/php.d ./etc/httpd/conf ./etc/httpd/conf.d ./etc/
spine.conf ./usr/local/spine ./var/www/html/cacti ./var/www/html/
cacti-0.8.7g

4. Verify that the backup file exists by issuing the following command:
ls -1 /backup

5. Alisting similar to the following will be displayed:

¥ 1s -1
-rw-r--r-- 1 root root 4
&

-rw-r--r—-—- 1 root root 24

Cct 5
Cct 5

k3 o

8o
888
g29

What just happened?

You just created your first complete backup that contains all the files and directories you
defined and is also already compressed. Together with the database backup, you are now
able to restore your Cacti installation.

Enhancing the database hackup script

Now that you know how to backup the database and the Cacti-related files, you can add the
tar command to the backup script which you created earlier.

Time for action - enhancing the bhackup script

1. Openthe backupCacti.sh script and add the following line between the
FILENAME and BACKUPDIR line:

TGZFILENAME="cacti files S$DATE.tgz";
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2. Add the following two lines at the end of the script:

# Create the Cacti files backup

tar -czpf $BACKUPDIR$TGZFILENAME ./etc/cron.d/cacti ./etc/php.ini
./etc/php.d ./etc/httpd/conf ./etc/httpd/conf.d ./etc/spine.conf
./usr/local/spine ./var/www/html/cacti ./var/www/html/cacti-0.8.7g

3. Remove any earlier backups from the backup directory:

rm /backup/cacti_ *

4. Start the backup script:
/bin/bash /backup/backupCacti.sh

5. Verify whether the database and the files backup have been created:
1ls -1 /backup

What just happened?

You have enhanced the script to also create a backup of the Cacti files. Now you can issue
this single command to create a complete backup. The extra dot you have added to the
paths of the tar command will allow you to extract that tar file in a subdirectory without
accidently overwriting an existing Cacti installation. This is especially useful if you only want
to restore a specific file instead of all files.

Creating the cronjoh—automating the hackup

Now that you have created a single script that performs both the database and Cacti
backups, you can use this script to schedule the backup on a regular basis. In Linux a
scheduled task is called a cronjob, so this is what you are now going to create.

Time for action - creating a cronjoh

1. Logon to your Cacti system.

2. Create a crontab file:

vi /etc/cron.d/cactiBackup

3. Enter the following lines to this file:
# Cacti Backup Schedule

0 2 * * * root /bin/bash /backup/backupCacti.sh > /dev/null 2>&l1

4. Save the file and exit the editor.
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What just happened?

You created a backup job which will start at 02:00 in the morning every day of the week. You
now have a daily backup of your Cacti database and files.

Now that you have a daily backup of your Cacti instance, what steps do you need to take
to actually restore your backup? Let's have a look at the different tasks needed.

Restoring the Cacti database involves using the standard mysgl command.

Time for action - restoring the Cacti datahase

1. Logon to your Cacti server.

2. Change to the backup directory:
cd /backup

3. Extract the latest backup file:
gunzip cacti_database 20101004.sqgl.gz

4. Restore the database. Make sure to change the username and Cacti database name
to fit your installation. Please note that this command is going to overwrite your
existing database:

mysql -u cactiuser -p cacti < cacti database 20101004.sql

What just happened?

You restored your Cacti database from a backup. Please note that any changes you have
made since the backup has been created, such as adding new devices to the server,
will be lost.

Restoring files from a backup will involve two methods:

¢ Restoring all of the Cacti files

¢ Restoring a single file
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Restoring all files is only necessary in case of a full disaster recovery like a hard disk failure.
Thankfully, your backup should contain all necessary files to restore a Cacti installation from
the ground up.

Time for action - restoring all Cacti files

1. Logon to your Cacti server.
2. For this example, let's assume you have it copied into the /backup directory.
3. Change to the root directory:

cd /

4. Extract the contents of the backup:
tar -xzvpf /backup/cacti files 20101004.tgz

5. You will see the contents of the archive being displayed on the screen during the
extraction process, as shown in the following screenshot:

‘@ root@localhost =naEn X

.7g/scripts/diskfree.pl -
.Tg/scripts/ss_host_cpu.php
.7g/scripts/3com_cable modem.pl
.Tg/scripts/query _host_ cpu.php
.Tg/scripts/unix_processes.pl
.Tg/scripts/ws_apachestats.pl
.Tg/fecripte/diskIo.pl
.Tg/scripts/=sqgl.php
.Tg/scripts/loadavg_multi.pl

. Tg/scripts/weatherbug.pl
.Tg/scripts/unix secure log.pl
.Tg/scripts/diskfree.sh
.Tg/scripts/ss_host_disk.php
.Tg/scripts/query unix partitions.pl
.Tg/scripts/linux _memory.pl
.Tgfscripts/ping.pl

. Tg/graphs.php

.Tg/rra.php
.Tg/graph_templates.php
.Tg/index.php

.Tg/poller export.php

Svarfvwww/html/cacti-0.
Svar S/ html fcacti-0.
LSvarSwew/html fcacti-0.
Svarfwew/html /cacti-0.
Svar/www/html /cacti-0.
Svarfwew/html fcacti-0.
SvarSwww/html fcacti-0.
Svarfvwww/html/cacti-0.
Svar S/ html fcacti-0.
Svarfvwww/html/cacti-0.
Svar S/ html fcacti-0.
Svarfvwww/html/cacti-0.
Svar S/ html fcacti-0.
Svarfwew/html fcacti-0.
Svarfwew/html /cacti-0.
Svar/www/html /cacti-0.
Svarfwew/html fcacti-0.
SvarSwww/html fcacti-0.
Svarfvwww/html/cacti-0.
Svar S/ html fcacti-0.
Svarfvwww/html/cacti-0.
SvarSwww/heml fcacti-0.8. Tg/README

./war/www/html/cacti-0.8.7g/graph Xport.php

Y | -

m

MO O o O 0 0 0 0 C0 00 C0 00 C0 00 C0 00 OO0 (0 O OO0 O Co 0o
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What just happened?

You extracted the files from your backup. The —p option tells tar to maintain the permissions
as they were at the time of the backup. By using the -v (verbose) option, the name of each
file currently being extracted is displayed on the screen, allowing you to monitor its progress.
You will need to restart all relevant services afterwards, or reboot the system to make all

the changes to the configuration files active.

Restore the Cacti files to a separate system

M If you intend to restore the backup archive to another Linux distribution, or just
Q want to restore a single file, simply change to a subdirectory of your choice and
run the restore tar command. All files within the archive will then be restored

to the subdirectory without overwriting any existing files.

Sometimes it so happens that just a single file gets corrupted and needs to be restored.
By using the dot character at the beginning of each file and directory during the backup
creation, you can actually extract the backup file to any directory you want. Let's have

a look at this.

Time for action - restoring the Gacti config.php file

1. Logon to your system.
2. Change to the /tmp directory:

cd /tmp

3. Create a directory named cactirestore and change to that directory:
mkdir cactirestore

cd cactirestore

4. Extract the backup file to the cactirestore directory:
tar -xzvpf /backup/cacti files 20101004.tgz
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5. Check the tmp directory for the existence of the etc, var, and usr directories:
1ls -1

@ root@localhost/tmp/cactirestore @J @Elé]

Svar/wew/html /cacti-0.!
Svar/wew/html /cacti-0. ¢
SSvar/wew/html/cacti-0.
Svar/wew/htnl/cacti-0.1
Svar/www/html fcacti-0.
Svar/wew/html fcacti-0. 1
Svar/wew/html fcacti-0.
Svar/wew/html/cacti-0.
Svar/wew/htnl/cacti-0.
Svar/wew/htnl/cacti-0.1
Svar/wew/html fcacti-0.
Svar/wew/html /cacti-0.!
SSvar/wew/htmlfcacti-0.
Svar/wew/htnl/cacti-0.1
Svar/wew/html/cacti-0.
Svar/www/html fcacti-0.¢
Svar/wew/html /cacti-0.!
Svar/wew/html /cacti-0. 8. Tg/README
fvar/www/htnl/cacti-0.8.7g/graph xport.php
[root@localhost cactirestorel#® 1= -1

total 24

drwxr-xr-x 5 root root 4086 Oct 5 20:42 etc
drwxr-xr-x 3 root root 4086 Oct 5 20:42 usr
drwrr-xr-x 3 root root 4086 Oct 5 20:42 war
[rooct@localhost cactirestore]# I -

.7g/scripts/unix_processes.pl -
.7g/scripts/ws_apachestats.pl
.Tg/=scripts/disklo.pl
.Tg/scripts/=ql.php
-Tg/scripts/loadavg multi.pl
.Tg/scripts/weatherbug.pl
.7g/scripts/unix_secure_log.pl
.Tg/scripts/diskfree.sh
.Tg/scripts/ss_host_disk.php
.T7g/scripts/query unix partitions.pl
.7g/scripts/linux memory.pl
.Tg/scripts/ping.pl

.7g/graphs.php

.7gfrra.php

.T7g/graph templates.php
.7g/index.php

.7g/poller export.php

Lo COOCOCO OO 0 0 0 CN OO 0O OO OO OO OO o 0 0o

m

6. Change to the Cacti directory under var:
cd var/www/html/cacti/

7. Use the pwd command to check if you are in the correct directory:
[root@localhost cactil# pwd

/tmp/cactirestore/var/www/html/cacti

8. Copythe config.php file from the include directory to your existing
Cacti installation:

cp include/config.php /var/www/html/cacti/include

@ root@localhost:/tmp/cactirestare [EJ Elﬂléj

[root@localhost cactirestorel# cd var/www/html/cacti -
[root@localhost cacti]# pwd

/tmp/cactirestore/var/www/html/cacti

[root@localhost cacti]# cp include/config.php /wvar/www/html/cacti/include

cp: overwrite “/var/www/html/cacti/include/config.php'? ¥

[root@localhost cactil$
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9. Change to the root directory and delete the temporary restore location:

cd /

rm -rf /tmp/cactirestore

What just happened?

You just restored your config. php file from a backup. You can use this method to restore
any file from your backup archive, such as corrupted RRD files or data queries which you may
have accidentally deleted.

Log file management

Cacti is able to create a log file with information on what it is doing, but depending on
the log settings, this log file can become huge and can stop Cacti from working properly.
Therefore you will need to introduce some log file management.

Fortunately, Linux comes with a tool for this called 1ogrotate. This tool is able to manage
any log file on the system and is already configured to do so for most of the files in
/var/log. Let's look at how you can configure it to also manage your Cacti logs.

Time for action - configuring Logrotate

1. Logon as root to your Cacti system.

2. Create a new file in the /etc/logrotate.d directory using vi:

vi /etc/logrotate.d/cactilog

3. Insert the following code:

/var/www/html/cacti/log/cacti.log {
daily
rotate 7
copytruncate
compress
notifempty
missingok
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4. Save the file and quit.

5. Check if the configuration file is correct:

logrotate /etc/logrotate.conf -v

6. You should see text similar to the following somewhere in the output:

-
@ root@localhost:/tmp/cactirestore l<’:>J l‘:' =] iEI
rotating pattern: /wvar/www/html/cacti/log/cacti.log after 1 days (7 rotations) -

empty log files are not rotated, old logs are removed
considering log /var/www/html/cacti/log/cacti.log
log does not need rotating

What just happened?

You just created a configuration file for logrotate to manage the Cacti log. The settings
you entered will make sure that logrotate will rotate the file on a daily basis, keeping 7 days
worth of logs and compressing the old files at the same time. Logrotate will not rotate the
file if it is empty and will also not throw an error if the file is missing.

You have now learned how to perform some general maintenance tasks for making backups
and managing the Cacti log file. Let's look into some more specific Cacti maintenance tasks.

List RRD files with no associated host

After running a Cacti installation for some time, data items and files may get orphaned as
you delete and recreate graphs. Let's check for the common issue of left-over RRD files.

Time for action - finding orphaned RRD files

1. Logon to your Cacti system.

2. Change to the rra directory of your Cacti installation:

cd /var/www/html/cacti/rra
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3.

List the directory content:

PP =)

cactiunser 47844 Sep 20 00
cactiuser E80%E88 Oct 5 21
cactiuser E80%E88 Oct 5 21
cactiuser B880%88 Cct 5 21
cactiuser E80%E88 Oct 5 21
cactiuser E80%E88 Oct 5 21
cactiuser E80%E88 Oct 5 21
cactiuser B880%88 Cct 5 21
cactiuser 141452 Oct 5 21
cactiuser 47844 Cct 5 21
cactiuser 47844 Cct 5 21
cactiuser 47844 Cct 5 21
cactiuser 47844 Sep 5 10
cactiuser 47844 Cct 5 21
cactiuser 94668 Oct 5 Z1
cactiunser 47844 Cct 5 21
cactiuser 47844 Cct 5 21

00
135
135
:35
135
135
135
:35
135
135
135
35
135
135
i35
135
135

heute_de ping 8.rrd
localhost_apache cpuload 12.
localhost_apache cpuload 13.
localhost_apache cpuload 14.
localhost_apache cpuload 15.
localhost_apache cpuload 16.
localhost_apache cpuload 17.
localhost_apache cpuload 18.
localhost_load lmin 5.rrd
localhost _mem buffers_3.rrd
localhost _mem swap 4.rrd
localhost_proc_ 7.rrd
localhost_runprocesses 10.rr
localhost_ runprocesses 1l.rr
localhost_traffic in 3.rrd
localhost_users &.rrd
my-device ping 19.rrd

rrd
rrd
rrd
rrd
rrd
rrd
rrd

d
d

-

m

1s -1

-

@ root@localhost/var/www/html/cacti/rra
[root@localhost rral# 1s -1
total 6772

—-rwWw-r—-r—- 1 cactiuser
-rw-r—--r—- 1 cactiuser
-rw-r—--r—- 1 cactiuser
—-rw-r—-r—- 1 cactiuser
-rw-r—--r—- 1 cactiuser
-rw-r—--r—- 1 cactiuser
-rw-r—--r—- 1 cactiuser
—-rw-r—-r—- 1 cactiuser
-rw-rw-r—- 1 cactiuser
-rw-rw-r—- 1 cactiuser
-rw-rw-r—- 1 cactiuser
—rWw-rwWw-r—- 1 cactiuser
-rw-r—--r—- 1 cactiuser
-rw-r—--r—- 1 cactiuser
-rw-r—--r-- 1 cactiuser
—-rWw-rwWw-r—- 1 cactiuser
-rw-r—--r—- 1 cactiuser
[root@localhost rral#

b,

4.
5.
6.

Keep a note of the RRDs listed as shown in the preceding screenshot.
Login to your Cacti web interface as an admin user.

Go to Management | Data Sources to list all the data sources:

Data Sources [ho!

Host: Any + Template: Any
Method:  Any - Rows per Page: 30
Search:

Add

<< Previous

Name

Localhost - Memory - Free
Localhost - Memory - Free Swap
Localhost - Load Average
Localhost - Logged in Users
Localhost - Processes

Localhost - Traffic - 192.168.178.47 - etho
Localhost - Running Processes
Localhost - Apache Statistics
Localhost - Apache Statistics
Localhost - Apache Statistics
Localhost - Apache Statistics
Localhost - Apache Statistics
Localhost - Apache Statistics
Localhost - Apache Statistics

MY-Device - Ping Host

Showing Rows 1 to 15 of 15 [1]

ID** Data Input Method

1

17

18

18

Linux - Get Mamary Usage
Linux - Get Memory Usage
Unix - Get Load Average

Unix - Get Logged In Users
Unix - Get System Processes
Get SNMP Data (Indexed)

Get SNMP Dats

WebServer - Apache Statistics
WebServer - Apache Statistics
WebServer - Apache Statistics
WebSarver - Apachae Statistics
WebSarver - Apache Statistics
WebSarver - Apache Statistics
WebServer - Apache Statistics

Unix - Ping Host

Poller Interval Active Template Name

5 Minutes Yes Linux - Memory - Free

5 Minutes Yes  Linux - Memory - Free Swap
5 Minutes Yes Unix - Load Average

5 Minutes Yes  Unix - Logged in Users

5 Minutes Yes Unix - Processes

5 Minutes Yes  Interface - Traffic

5 Minutes Yes Host-Resource-Mib: Running Processes
5 Minutes Yes  WebServer - Apache Statistics
5 Minutes Yes WebSarver - Apache Statistics
5 Minutes Yes  WebServer - Apache Statistics
5 Minutes Yes WebSarvar - Apache Statistics
5 Minutes Yes WabSarver - Apache Statistics
5 Minutes Yes WabSarver - Apache Statistics
5 Minutes Yes WebServer - Apache Statistics
5 Minutes Yes Unix - Ping Host

1to 15 of

15 [1]

Choose an action: Delete
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7. You can now compare the list of data sources with the RRD files listed on the
command line. In the example shown, the RRD file named heute de ping 8.rrd
does not exist in the web interface and is therefore an orphaned file.

What just happened?

You have used the CLI and the Cacti GUI to find unused RRD files which can be removed from
the file system. As you create more graphs and data sources, the manual process quickly
becomes overwhelming, so you are going to build a short script to perform this task for you.

1
‘Q The RRDCleaner plugin provides the same functionality but adds

this to the Cacti GUI itself.

Automating the orphaned RRD file check

Automating the RRD file check involves some interaction with the Cacti database. The
following script will read the data source IDs from the database and compare these with
the RRD files from the file system:

#!/usr/bin/perl

# be strict with ourselves
use strict;

# Set some constants to make the code better readable
use constant FALSE => 0;
use constant TRUE => 1;

# where is the rra directory of Cacti ?
my SrraDir = '/var/www/html/cacti/rra’';

# What are the database credentials ?
my S$SdbUser = 'cactiuser';
my $dbPwd = 'myPasswOrd';

# get all the data source ids from the database:

my $commandOutput = “echo "Select id from data local;" |
mysgl -B -N -L -u S$dbUser --password=$dbPwd cacti |
awk '{ print $1}';

# create an array with he data source ids by

# splitting the output string at the newline char:
my @dataSourcesList = split/\n/, ScommandOutput;
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# open the rra directory for reading
opendir ( DIR, S$rraDir );

# while the directory contains files,

# read the filename one by one:

while ( my $file = readdir ( DIR ) ) {
# skip all files that do not end with rrd:
next if ( not( $file =~ m/\.rrdS$/ig ) );

# We do not know yet if the file exists:
my $fileExists = FALSE;

# Cycle through each of the data source ids and check
# 1f the file exists
foreach my $dataSource ( @dataSourcesList )
# The filename should end with e.g. '_8.rrd'
if ( $file =~ m/_S$dataSource\.rrds/ ) ({
# if it does, then we did find the file !
sfileExists = TRUE;

}

# If we did not find the file, we can/should remove it:

if ( $fileExists == FALSE ) {
print "File [$file] does not existin the db. Removing\n";
# unlink( $file );

}

closedir( DIR );

Let's have a closer look at the different parts of this script. It first defines some variables
and constants before connecting to the database, using the built-in mysgql commands and
executing a SQL statement:

echo "Select id from data local;" | mysqgl -B -N -L -u $dbUser --
password=$dbPwd cacti

This command will list all datasource IDs from the Cacti database. Using these IDs the
script then goes on and cycles through each of the RRD files found in the rra directory. If
the filename matches the data ID, it marks it as valid; otherwise it is marked as orphaned.
The line of the script that actually performs the deletion of the file is commented out. You
can choose whatever you like to do with the file, for example, just rename it or move it to
another directory.

[1361




Chapter 6

When executing this script, you will see an output similar to the following:

@ root@localhost:/tmp/cactirestore I-EJ lilﬂlé]

[root@localhost cactil# perl Jroot/checkBRDfiles.pl -
File [localhost runprocesses 10.rrd] does not exist’in the dacabase. Removing
File [heute_de_ping 8.rrd] does not exist'in the database. Removing
[root@localhost cactil# I

A short overview of the Cacti CLI functionality

As you've learned in previous chapters, Cacti comes with several CLI scripts suitable for some
of Cacti's maintenance tasks. The CLI scripts can be found in the c1i directory of the base
Cacti installation.

The c1i directory contains two repair scripts which you may want to use in case of database
corruption or template errors, and if you do not want to lose all the configuration data since
your last backup.

It may happen that some of the data or graph templates have errors. You can then try to
repair these templates by using the repair templates.php script. Issue the following
command to check for errors. Using the ~execute parameter will help fix any errors shown:

cd /var/www/html/cacti/cli

php repair templates.php

The following output will be shown on a working system:

@ root@localhost;/tmp/cactirestore [EJ Ii‘ﬂlﬂ_hj

[root@localhost clil# php repair templates.php -
NCTE: Performing Check of Templates

HCOTE: Performing Check of Data Templates

HCTE: Ho Damaged Data Templates Found

HNCOTE: Performing Check of Graph Templates

HCTE: NHo Damaged Graph Templates Found
[rootBlocalhost clil# I
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Cacti also provides a repair utility for checking and repairing the database structure. Using
the repair database.php script may save you from restoring an older database backup.
The following script should be run in order to check for any database issues:

cd /var/www/html/cacti/cli

php repair database.php
The following output will be shown on a working system:

‘@ root@localhost:/tmp/cactirestore [EJ Ii‘ﬂ‘é]

[root@localhost cli]# php repair_database.php -
Repairing A11 Cacti Database Tables

Repairing Table -*» 'cdef' Successful

Repairing Table -»> 'cdef items' Successful

Repairing Table -> 'colors' Successful

Eepairing Table -> 'data imput' Successful

Eepairing Table -> 'data input data' Successful

Repairing Table - 'data imput fields® Successful
Repairing Table - 'data local' Successful

Repairing Table -> 'data_ template' Successful

Repairing Table -> 'data_template_data' Successful
Repairing Table -»> 'data_template_data_rra' Successful -
i o’

Pop Quiz - a few questions ahout Chapter 6

1. Where do you add a new scheduled task?

a. Tothe config.php file of Cacti
b. Tothe /etc/tasks file
c. Toanewfileinthe /etc/cron.d directory
2. What MySQL command will you need to run after a full restoration on a newly
installed system?

a. mysgl -u cactiuser -p cacti import cacti_database 20101004.
sql

b. mysgl -u cactiuser -p cacti restore cacti_database_20101004.sql

C. mysgl -u cactiuser -p cacti < cacti database 20101004.sqgl
3. What file do you need to change if you want to have the automated backup run at

22:00 each day?

a. /etc/tasks

b. /etc/cron.d/cacti

C. /etc/cron.d/cactiBackup
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You should now be able to create automated backups of your Cacti installation as well as
do some basic maintenance work.

Specifically, you've covered:

¢ Creating an automated database and file backup—how to create a full Cacti
database backup together with all-important Cacti data files

& Restoring from a backup—how to restore a database backup and restoring single
or all Cacti files

¢ Managing the Cacti log file—how to include the cacti log file in logrotate's
configuration

Basic Cacti file maintenance—how to check for orphaned RRD files

Using Cacti repair utilities—how to use the Cacti CLI scripts for repairing templates
and the database

You should now be able to perform some basic Cacti maintenance tasks. In the next chapter,
you're going to learn how to retrieve performance data from network devices and servers
using various methods. You're going to configure Windows servers and VMWare ESX systems
so you can monitor the performance of these within your Cacti installation. You're also going
to learn how to use the WMl interface for retrieving detailed performance statistics from
Windows based operating systems.
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Let's now look at how you set up the different devices to be monitored by
Cacti. In this chapter you'll learn how to set up some Cisco devices and prepare
Windows systems to be monitored using WMI.

In this chapter we are going to:

¢ Provide a short overview of device monitoring

¢ Describe the setup of Cisco network devices

¢ Configure a VMware ESX server

¢ Prepare a Windows system for WMI monitoring
Let's start!

An introduction to network and server monitoring

The main task of Cacti is to measure the performance of network devices and SNMP capable
servers. With some add-ons Cacti is also able to monitor WMI-enabled Windows hosts.
So let's first look in more detail at the different options which you have.

Network devices

Most business class network devices are SNMP capable and therefore can be monitored
by Cacti. For security reasons, SNMP access should be limited to the network management
stations only using an access list. The most common performance values measured on a
network device are inbound and outbound traffic of network ports and the CPU utilization
of the device itself. There are many more performance items available depending on the
specific capabilities of the network device.
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During the last few years more and more physical servers have been converted to virtual
machines using one of the available virtualization platforms. VMware's main hypervisor
offering is ESXi and it can be configured to allow SNMP-based performance measurement of
the host and guest systems. In general, it is always better to do performance measurements
of the guest systems directly because you get platform-specific numbers and features.

Linux server

By default most Linux servers come with an SNMP daemon for performance monitoring. This
daemon can be configured to not only provide the basic network statistics, but also provide
information by executing external programs. You have already seen this configuration earlier
in this book. Therefore, the configuration of Linux systems will be skipped in this chapter.

Performance measurement of Windows systems can be achieved by either enabling the
SNMP service or by using WMI. WMI provides a common method for applications to provide
performance statistics, so this is what you will use.

Let's look at the configuration of a Cisco switch and PIX firewall device. You will learn how to
secure the SNMP communication to the Cisco devices by using access lists and by specifically
defining the Cacti server as a trusted communication partner. The configuration will only
deal with SNMPv2.

Configuring SNMP access on a Cisco switch

In order to configure and secure SNMP communication between the network device and
your Cacti server, you will need to know its IP address or network range. For the following
examples, let's assume that your Cacti server has the IP address 10.40.0.161 and the
network range of your network management systemsis 10.40.0.0/255.255.255.0
Look at the following access list and SNMP commands:

access-1ist 80 remark [/ * %k kk ok ks kk ok ok ok ko ko ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok

access-list 80 remark SNMP RO authorized servers

access_list 80 remark *******************************************/
access-list 80 permit 10.40.0.161

access-list 80 permit 10.40.0.0 0.0.0.255

access-list 80 deny any
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access-list
access-1list
access-1list
access-1list
access-list
access-list
!

snmp-server
snmp-server
snmp-server
snmp-server

83
83
83
83
83
83

remark
remark
remark
permit
permit
deny

community

/*******************************************

SNMP RW authorized servers
*******************************************/

10.40.0.161
10.40.0.0 0.0.0.255
any

public RO 80

community private RW 83
location EMEA/GERMANY/Kressbronn/BA/+1/
contact +49 0123 456789/IT-Group

The commands define two access lists, one for accessing the read-only community and one
for the read-write community of the device. The remark statements define some comments
which will be displayed when looking at the device configuration.

The snmp-server commands assign the previously defined access lists to the different
SNMP community strings. They also define some basic information such as the location
string and contact information for the device. The location and contact information string
will be shown in Cacti when adding the device.

Time for action — set up SNMP on Cisco devices

Let's now look at how to add the SNMP configuration of the preceding section to

a Cisco device.

1. Logon to your network device.

2. Gointo enable mode:

enable

3. Gointo configure mode:

configure terminal

4. Copy and paste, or manually enter, the SNMP commands from the
preceding section.

5. PressCTRL+Z.

6. Save the configuration:

write mem

7. View the current configuration:

sh run
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What just happened?

You just configured a Cisco network device to allow SNMP polls from your Cacti server. You
also set up access lists to limit the hosts that are allowed to poll the device using SNMP.

Now that you have configured the SNMP agent of the device, you can add it to Cacti.

Time for action — adding a Gisco switch to Cacti

1. Go to Management and click on Devices.

2. Click on the Add link in the top right corner.
3. Enter the hostname and description of your Cisco device.
4

. Select Cisco Router as the Host Template.

Devices [edit: CiscoDevice]

General Host Options

Description
Give this host 2 meaninIFul description.

Hostname c
<
Fully qualified hostname or IP address for this device. I‘H?| 27.0.52

ICiscuDevice

Host Template

Choose what type of host, host template this is. The host -

template will govern what kinds of data should be gathered from ICISCD Rauter j
this type of host.

5. Select Version 2 for the SNMP Version and enter the community name of your
Cisco device.

6. Click on Save at the bottom.

SNMP Options

SNMP Version
Choose the SNMP version for this device.

SNMP Community
SMMP read community for this device.

SNMP Port
Enter the UDP port number to use for SNMP 161
(default is 161].

Version2 -

public
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What just happened?

You just added your newly configured Cisco device to Cacti. You can now go on and monitor
the different network interfaces and other statistics available on the device.

Cisco PIX firewalls have some useful information on network performance and the number
of connections in use on the firewall. The following commands will enable a PIX firewall to
be polled from a specific host. Each host needs to be entered separately, as there's no range
command available on the PIX firewall:

snmp-server host inside 10.27.0.181
snmp-server location EMEA/Germany/Kressbronn/FW/+1/
snmp-server contact +49 0123 456789/IT-Group

snmp-server community public

Time for action - set up SNMP access on Cisco PIX

1. Logon to your network device.

2. Gointo enable mode:
enable

3. Gointo configure mode:
configure terminal

4. Copy and paste, or manually enter, the SNMP-server commands from the
preceding section.

5. PressCTRL+Z.

6. Save the configuration:
write mem

7. View the current configuration:
sh run

What just happened?

You just configured a Cisco PIX firewall device to allow SNMP polls from your Cacti server.
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Adding Cisco PIX Firewall to Cacti

As with most host types, Cisco PIX devices aren't included as a host template with the base
install of Cacti. If you don't have a host template yet, either go to the template repository
on the Cacti site or download the Cisco PIX template from this book. This template has been
tested against a Cisco PIX Firewall Version 6.3(5). For the next few steps, let's assume you're
using the version from this book.

Time for action — adding a Cisco PIX Firewall to Cacti

1. Download the cacti host template pix firewall.xml file.

Login to Cacti as an admin user.

Go to Import/Export and click on the Import Templates link.

Select the downloaded file in the Import Template from Local File box

i A W N

Click on the Import button.

Cacti has imported the following items:

GPRINT Preset

[succe=s=] Hormal [update
[sucom=s=s] Exact Numbers [update]

Data Input Method
[sucom=s=s] Get JHMP Data [update]

Data Template

[=ucce==] Ci=co Router — 5 Minnte CBU [update]
[succes=] pix—conn [new]
[succe==] pix—conn—max [new]

Graph Template

[sucom=s=s] Cisco — CPU Usage [update]
[=ucce==] Pix Connection=s [new]
[succe==] Pix Memory [new]

Host Template

[=ucoce=s=] PIXK Firewall [new]

6. Go to Management and click on Devices.
7. Click on the Add link in the top right corner.

8. Enter the hostname and description of your Cisco PIX firewall.
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9. Select PIX Firewall as the host template.

10. select Version 2 for the SNMP Version and enter the community name of your
Windows system.

11. click on the Create button.

What just happened?

You've just imported the Cisco PIX Firewall template and used it during device creation. You
can now select the different graphs and poll performance data from your PIX firewall.

Monitoring UMware ESK servers

The monitoring of VMware or any other kind of virtualization server is as important as the
guests running on it. Unlike normal systems, performance problems on the virtualization
hosts will affect many more systems and applications. Therefore, knowing the current, past,
and possible future state of the hosts' performance is of great importance.

Set up SNMP access for UMware ESKi 4

In order to set up SNMP access on a VMware ESXi server, you'll need to have the vSphere
CLI client installed. The client can be obtained free of charge from www.vmware . com. Let's
assume you've already downloaded and installed the CLI client on a Windows system.

Time for action — set up SNMP access on an ESKi 4 server

1. Goto Start, click on Run ... and enter:

cmd
2. Click on Ok.

3. Go to the directory where you installed the vSphere CLI:
cd C:\Program Files\VMware\ VMware vSphere Client\bin

4. Change the community of the ESXi host (change the IP and user credentials):

vicfg-snmp.pl -server esxhost -username root -password rootpwd -c
public

C:=“Programme“~UMuare“UHware vSphere CLINhinXvicfg—-snmp.pl —server
public

Changing community list to: public...
Complete .
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5. Enable the SNMP agent on the server:

vicfg-snmp.pl -server esxhost -username root -password rootpwd -E

6. The following message will confirm that the agent has been enabled:

C:sProgranme \UMuaresUHuware vSphere CLINhin>vicfg—snmp.pl

Enabling agent...
pomplete.

What just happened?
You just configured and enabled the SNMP agent on a VMware ESXi 4 server using the
vShpere CLI.

Set up SNMP access to VMware ESK 3.5

The SNMP access on a VMware ESX 3.5 system differs in that it comes with the NET-SNMP
agent included with most Linux distributions. You will need to edit the SNMP configuration file
and allow the SNMP traffic to go through the firewall. Let's look at how you can achieve this.

Time for action — set up SNMP access on an ESK 3.5 server

1. Login to your ESX system and become the root user.

2. Edit the SNMP configuration file.

vi /etc/snmp
3. Change the file to fit your settings:
£ 192.168.178.47 - KiTTY PSR < )

x
$
x
$
dl

4 [m
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4, Save thefile.

5. Allow SNMP traffic to go through the firewall:
esxcfg-firewall -e snmpd

esxcfg-firewall -blockOutgoing

6. Enable the SNMP daemon on startup and restart the daemon:
chkconfig snmpd on

/etc/init.d/snmpd restart

What just happened?

You just enabled the SNMP daemon on your ESX 3.5 host and also opened the SNMP port in
the ESX firewall. You can now add the ESX host to Cacti and perform SNMP-based polling.

Now that you have enabled the SNMP agent on your ESX server, you can proceed with
adding it to Cacti. There are some templates available on the Cacti website which work
for version 3.5 of ESX, but they are only recommended if you are not using VMware's
vMotion technology (as the virtual guest systems will move around without the SNMP
agent realizing this).

Time for action — adding a UMware ESX host to Cacti

1. Goto Management and click on Devices.

2. Click on the Add link at the top right corner.

3. Enter the hostname and description of your ESX server.
4

Select Version 2 for the SNMP Version and enter the community name of your
VMware ESX system.

g

Click on the Create button.

6. You'll see the SNMP information on top showing the ESX version:

esxhost (10.40.0.60)
SHNMP Information )

Syctem:-TMware E3X 24.1.0 build-2€0247 VMware, Inc. xB& E£2
Uptime: 3I5TIEE500 (21 days, § hours, 442 minutes]
Hostrame: ssxhost

Locatior: not =et

Cortact: not =es
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There are several ways in which you can monitor a Windows host:

By retrieving data using SNMP
By retrieving data using WMI

By collecting data with Windows PowerShell commands (for example, using the
remote SSH command execution method)

Let's look into the SNMP and WMI methods in more detail using a Windows 2008 R2 server.

On a new Windows Server 2008 R2, by default the SNMP service is not installed. In order for
Cacti to poll this server, you will need to enable this feature.

Time for action — enahling the SNMP server feature

1. Logon to your Windows system as an administrator.

2. Go to Control Panel then to Administrative Tools.

3. Start the Server Manager and click on the Add Features link:

]

File —Action Wiew Help

&= |%=H
% Serve Manager (WMIFC)
= Roles rre. 19

i Features

i Diagnostics E}} View the status of features installed on this server and add or remove features.,

= _Eﬁ‘j Configuration
9 Task Scheduler
Windows Firewall with Advz
e x R ) *~| Features Summary E Features Summary Help
-, Services
i WMI Control -
& Local Users and Groups ~| Features: 0 of 41 installed 5> Add Features

& Storage &8 Remove Features
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4. Inthe new window, select the SNMP features as shown in the following screenshot:

Select one or more features to install on this server.

Features:

|: SMTP Server :l
=RFAR=MMP Services
[/] SMMP Service
[] SMMP WMI Provider
[] storage Manager for SAMs
[] subsystem for UMIX-based Applications
[] Telnet client

5. Click on Next, then on Install.

6. When the installation is finished, close the window and reboot the server.

What just happened?

You just installed and enabled the SNMP Service on Windows. After rebooting you'll be able
to set security settings like community and allowed management stations. Changing these
settings is your next step.

Configuration of the Windows SNMP service

After the installation of the SNMP feature, you'll not be able to poll the system for any
performance data because the default settings only allow the localhost system to access
the SNMP service. You'll now add your Cacti server to the list of allowed hosts and set

a read-only community name for Cacti to use.

Time for action - configuring the Windows SNMP service

1. Logon to your Windows system as an administrator.
2. Go to Start then to Administrative Tools and click on Services.

3. Look for the SNMP Service and right-click on it.
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4. Select Properties and make sure the Startup type is set to Automatic.

SHMP Service Properties (Local Computer) x|

General | Log On | Hecaveryl Agent I Traps I Securityl Dependencies I

Service name: SMNMP
Digplay name: SHMP Service

Description: ):Enables Simple Netwar: Management Protocol ;I

‘SMMP) requests to be processed by this computer. j

Path to executable:
CAWindows'\System 32\snmp exe

Startup type: I}-‘q_rtumatic j

5. Select the Agent tab and enter the Contact and Location information.

SNMP Service Properties (Local Computer) |

'Generclll Log Onl Recovery Agert |T|E|p5 I Sec1.|ri’ry| Dependenciesl

Contact: |+45 0123 456789/1T-Group

Location: IEMEA,-"Gerrnar@u’KressbronnfDC;‘+1}1

Service

¥ Physical | Applications [ Datalink and subnetwork

¥ Intemet | Endto-end

QK I Cancel Appl
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6. Select the Security tab and add some Community names and your Cacti server's

IP address to the list at the bottom.

¥ Send authentication trap

— Accepted community names
Community | Rights |
public READ ONLY
private READ WRITE
Add... Edit. .. Remaove
" Accept SMMP packsts from ary host
—{% Accept SNMP packsts from these hosts
localhost
Add... I Edit... | Remave |
ok | Cancel | Apply

7. Click on Apply and then on Ok.

8. Restart the SNMP Service to activate the changes you made.

What just happened?

You just configured your Windows SNMP service. You can now add this Windows server
to Cacti and start polling some of the basic SNMP information provided such as hard disk

space and interface statistics.

WMI setup

WMI is secured by the normal Windows security methods, therefore you'll need to create a
dedicated WMI user and assign it the appropriate access rights to WMI. In this case you're
creating a local user account, but if the Windows server is part of an Active Directory domain
it's possible to perform these steps (except 1-7) with a domain account.
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Time for action - setting up a Windows WMI user

1. Logon to your Windows system as an administrator.

2. Go to Control Panel then to Administrative Tools and double-click on
Computer Management.

3. Click on Local Users and Groups and then click on Users.

_'_&l- Computer Management (Local)
= '[fu!- System Tools
@ Task Scheduler
@ Event Viewer
2| Shared Folders
= % Local Users and Groups
| EEE
| Groups
(R3) performance

4. Click on the Action menu and select New User.
5. Enter wmiuser as the User name and enter a password.

6. Set everything as shown in the following screenshot:

Hewvser 2]

User name: I'\-\'miuser

Full name: |1.'|..'M| User

Description: I‘.".n'l'\"ll user for remote performance polling
Password: Iotooo.ooo

Confirm passwond: I-oo.o.o.o

™| Wser must change password at nest logon
[¥ User cannot change password

v Password never expires;

[ Accourt is disabled

Help Create Close
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7. Click on the Create button.
8. Edit the user and go to the Member Of tab.

9. Add the Performance Log Users and Performance Monitor Users group to the list.

Remate Desktop Services Profile I Personal Virual Desktop | Dial4n I
General  Member Of | Profile I Environment I Sessions I Remate contral

Member of :

P Performance Log Users
#_, Performance Maonitor Users

P Users

10. cClick on Apply, then click on Ok.

11. Inthe left pane, expand the Services and Applications group and right-click
on WMI Control.

——
[=] :‘L; Services and Applications
@ Routing and Remote Acce
L Services
5 WMI Contro

View k
Properties

Help

12. Select the Properties entry.

13. Inthe new dialog box, click on the Security tab and select CIMV2 from the list.

WHMI Control Properties |

" General I Backup/Restore Security |Ad'u'ar1ced |

Mamespace navigation allows you to set namespace
=47 Root
-l )] aspnet
Ml
i 1l
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14. Click on the Security button.

15. Add the wmiuser you created earlier to the list and assign it Enable Account and
Remote Enable permissions.

%

Security |

Group or user names:
52 Autherticated Users

52, LOCAL SERVICE
52 NETWORK SERVICE

WMI User (WMIPC\wmiuser)
52, Administrators (WMIPCAdministrators)

Add.. | Remaove |
Pemissions for YWM| User Allow Derny
Provider Write O a =
Enable Account a
Remote Enable a
Read Securty O O _
Edit Security O a =

For special permissions or advanced settings, ] |

16. Click on Apply and then click on Ok.

17. Now restart the WMI service in order to apply these changes.

What just happened?

You just added a user capable of doing remote WMI calls. You will be using this user
to remotely poll performance data with the CactiWwMI add-on from a Linux system.

The WMI add-on available for Cacti provides a convenient data input method to access the
WMI features provided by a Windows system. Let's move on and install it.
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Installing the wmi.php Gacti interface

As already mentioned, the CactiWMI add-on comes with a script which is used by the
different data input methods. The script needs to be placed in the appropriate directory
and some minor configuration tasks need to be carried out.

The forum entry for the CactiwMI add-on can be found here:

http://forums.cacti.net/viewtopic.php?f=12&t=30438.

Time for action - installing the CactiWMI add-on - Part 1

1. Logon to your Cacti server.

2. Change to the /tmp directory:
cd /tmp

3. Download the Cacti WMI add-on (http://forums.cacti.net/download/
file.php?1d=16949):
wget -0 CactiWMI.tgz

4. Extract the files from the archive:

tar -xzvf CactiWMI.tgz

5. Change into the created directory:
cd 0.0.6.r101/

6. Run the following commands. They will copy the wmi script to the correct Cacti
path as well as create the necessary directories. The chmod commands change
the permissions of the files so Cacti is able to perform WMI calls:

cp wmi.php /var/www/html/cacti/scripts

mkdir -p /etc/cacti

mkdir -p /var/log/cacti/wmi

chown cactiuser:cactiuser /etc/cacti -R

chown cactiuser:cactiuser /var/log/cacti/wmi -R
chmod 700 /etc/cacti -R

chmod 700 /var/log/cacti/wmi -R
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7. Now create the auth. conf file which will contain your WMI user credentials:

vi /etc/cacti/cactiwmi.pw

8. The file should have the following format:

username=<your usernames
password=<your passwords>
domain=<your domains>

What just happened?

You set up the files needed for the CactiWwMI add-on. The wmi . php file provides the
interface between Cacti and the program that talks to the WMI service on Windows servers.

The wmic command is responsible for communication with the WMI service and is utilized
by the wmi . php script.

Time for action - installing the CactiWMI add-on - Part 2

1. Logon to your Linux Cacti server with root privileges.

2. Make sure you've got the subversion client installed:

yum install subversion

3. Checkout the latest version of the source files containing the wmic command:

svn checkout http://dev.zenoss.org/svn/trunk/wmi/Samba/source

4. Change into the source directory:

cd source

5. Runthe autogen script to generate the configure script:

./autogen.sh

6. Run configure:

./configure
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7. After the command finishes you can run the make all command to compile all
necessary binaries:

make all

8. This will create the bin directory. Change into it:
cd bin

9. Look for the wmic binary file and run it:
# 1ls -1 wmic
-rwxr-xr-x 1 root root 6908608 Oct 17 18:28 wmic
# ./wmic --version

Version 4.0.0tp4-SVN-build-21646

10. Copy the wmic binary to /usr/local/bin:

cp wmic /usr/local/bin

What just happened?

You compiled the wmic binary which is needed to poll the WMI service on Windows systems.
You've made sure that it compiled properly by running it with the version switch. You also
copied the binary to a directory in your path.

Performance measurement with Gactivmi

Now that you have all the prerequisites for retrieving performance data using the WMI and
SNMP interface, let's look into setting up a host with WMI.

Time for action — performance measurement with Cactiwmi

1. Downloadthe cacti_host template wmi - all.xml file from
http://svn.parkingdenied.com/CactiWMI/tags/0.0.6/templates/.

2. Login to Cacti as an admin user.
3. Go to Import/Export and click on Import Templates.

4. Select the downloaded file for the Import Template from Local File box.
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5. Click on Import.

Cacti has imported the following items:

CDEF

[=ucce==] WMI - Disk IS0 [u
[success] WMI — Disk Used [ug 1
[succe=ss] WHI — Percentage Batio [update]

[sucoce=ss] WHI — Hemory [update]
[=uccm=s] Make Jtack Negative [update]
[=ucce==] Total All Data Jources=

[succes=] Trending — 30min [update]
GPRINT Preset

[=ucce==] Normal [update]
[=ucce==] Exact Numbers [update]

Data Input Method

[=succe==] WMI — Disk IfO [u
[succe=s=] WMI - Disk 3pace
[succe=ss] WMI - 3QL — Transactions
[succe=ss] WHI — 3QL — Statistics [up
[=ucom=a] WHI — QL — Buffer Manager
[=ucce==s] WHMI — Total Physical Memory [
[succes=s] WMI — Memory [update]
[succes=] WMI — CPU Usage — 4CPU [ug
[succes=] WMI — CPU Usage — 1CET [v
[success] WHMI — CPU Usage — ZCET [u
[=ucces=s=s] WHMI — NTD3 (D3} [upd 1
[=ucom=s] WMI — NID3 (LDAP) te]

[=ucce=s=] WHI - Exchange 2003 — Databa=e Performance [update]

o

Go to Management and click on Devices.

N

Click on Add on the top right corner.

0o

. Enter the Hostname and Description of your Windows server.

9. Select WMI - All as the host template.

Devices [new]
General Host Options

Description Windows Host

Give this host a meaningful description.

Hostname

Fully qualified hostname or IP address for this  192.168.173.40

device.

Host Template

Choose what type of host, host template this -

is. The host template will govern what kinds of WMI- Al |L]

data should be gathered from this type of host.

Disable Host
Check this box to disable all checks for this D Disable Hast
host.
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10. select Version 2 for the SNMP Version and enter the community name of your
windows system.

SNMP Options |

SNMP Version
Choose the SNMP version for this device.

SHNMP Community
SMMP read community for this device.

SNMP Port
Enter the UDP port number to use for SHMP 161
(default is 161).

Version2 -

public

11. click on Create.

12. You'll now see some of the SNMP information you entered during the SNMP
service configuration.

Windows Host (192.168.178.40)

SNMP Information

System:Hardware: AMDES Family 1€ Model 2 Stepping 3 AT/AT COMPATIELE -
Joftware: Windows Versiomn €.1 (Build 7€00 Multiproce=sor Free]

Uptime: 403070 (0 days, 1 hours, 7 minutes]

Hostrname: WHIPC

Location: EMEA/Germany/FEressbronn/DC +1/

Contmct: +4% 0123 456785 /IT-Group

13. You will also see all of the WMI-based data input methods currently associated with
the selected host template.

Associated Graph Templates

Graph Template Name Status

1) Enterprise Vault 2007 - Awaiting Backup (WMI) Not Being Graphed x
2) Exchange 2003 - Active Client Logons (WMI) Not Being Graphed x
3) Exchange 20032 - Client RPC Latency (WMI) Not Being Graphed x
Q) IIS - Request Statistics (WMI) Mot Being Graphed b 4
10) SQL - Performance (WMI) Not Being Graphed b 4
11) Surf Control 5.5 - Active Sessions [WMI) Not Being Graphed x
12) Surf Control 5.5 - Session Stats (WMI) Not Being Graphed x
13) Windows - Available Disk Space (WMI) Not Being Graphed x
14) Windows - Context Switches [WMI) Not Being Graphed x
15) Windows - CPU Usage - 1CPU (WMI) Not Being Graphed x
19) Windows - Disk I/O (WMI) Not Being Graphed x
20) Windows - Memory Usage (WMI) Mot Being Graphed x
21) Windows - NTDS - Auths (WMI) Mot Being Graphed x
30) Windows - System Calls (WMI) Not Being Graphed x
Add Graph Template: Cisco-CPU Usage - Add
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14. Click the Create Graphs for this Host link at the top.

15. Select some of the basic WMI graphs:
o Create: Windows - Available Disk Space (WMI)
o Create: Windows - CPU Usage - 1CPU (WMI)
o Create: Windows - Disk I/0 (WMI)
o Create: Windows - Memory Usage (WMI)
o Create: Windows - Processes (WMI)

16. Click on the Create button. You will see the specific settings for each of the
WMI graphs.

Create Graph from "Windows - Available Disk Space (WMI)’
Graph [Template: Windows - Available Disk Space (WMI)]

Title (—title)
The name that is printed on the graph.

Data Source [Template: Windows - Disk Space (WMI]]

|host_description| - Available Disk Space

Name
Choose a name for this data source.

|host_description| - Windows - Disk Space

Custom Data [Template: Windows - Disk Space (WMI)]

Credential Jetc/cactifcactiwmi.pw

Filter Value C:

17. Confirm the settings on the following page and click on Create.

What just happened?

You just enabled WMI-based performance polling through Cacti. You can also configure some
interface polling, by adding the SNMP - Interface Statistics data query to the Associated
Data Queries list, as you've seen in earlier chapters. Don't forget to add your new host

to one of your Cacti trees.

Pop quiz - a few questions about Chanter 7

1. What do you need to use to configure the SNMP daemon on an ESXi 4 vSphere
host?

a. Ansshclient
b. The system management tool for the ESXi system

c. The vSphere CLI client
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2. How do you create a new graph with WMI performance items?
a. Add the imported WMI graph template to the device
b. Adda WMI data query to the device
¢. Add an SNMP community to the device

3. What do you need to edit when you change the password of the WMI userID?
2. cactiwmi.pw in /etc/cacti
b. config.php in the include directory of the Cacti base directory

C. /etc/passwd

You now have several guides at hand to configure your network devices, Windows servers,
and VMware ESX servers. Each of the different systems requires different methods and
configuration tasks in order to poll the performance data.

Specifically, you have covered:
¢ How to configure Cisco-based network and firewall devices to allow SNMP polling
from Cacti
Setting up and enabling the SNMP daemon on VMware ESX 3.5 and ESXi 4 servers

How to create a WMI capable user on Windows and how to give this user enough
permissions to poll WMI remotely

¢ How to install and configur the CactiWwMI add-on to poll WMI of Windows systems
from a Linux based Cacti system

You should now be able to extend your performance polling to a much broader range

of systems including Windows servers and VMware ESX systems. In the next chapter, you're
going to enhance Cacti by installing the Plugin Architecture. You are also going to install your
first plugins.
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Now, that you have learned about the basic Cacti features, you are going to
learn how to extend the capabilities of your Cacti instance with the available
Plugin Architecture.

In this chapter we are going to:

¢ Provide a short overview of Plugin Architecture

¢ Install and configure Plugin Architecture

¢ Learn how to extend Cacti with plugins

¢ Allow users to use the extended features of plugins
Let's start!

Introduction to the Plugin Architecture

The Plugin Architecture is an optional set of files that extend the basic functionality of Cacti
with the ability to call external functions and applications, also called "plugins".

Why plugins?
Plugins allow other external developers to implement open source as well as commercial

features for Cacti without the need to change the core Cacti sources. Security patches for
the core can also be safely applied without interfering with the functionality of the plugins.

Plugins allow end users to implement missing features or create specific enhancements
needed for internal corporate usage.



Plugin Architecture

Plugin features

As already mentioned, plugins can have different functionalities. The following is a list of
features implemented by some of the available plugins:

User interface enhancements—such as re-branding the login screen
Accessing the Cacti database—interaction with external tools

Manipulating RRD files—removing spikes from the graphs

* & o o

Implementing caching/performance enhancements—providing support for very
large Cacti deployments

¢ Adding new functionality such as Reporting, Syslog, or Threshold monitoring

As you can see, plugins can extend the functionality of Cacti beyond performance monitoring
to a powerful integrated network monitoring solution.

As there is quite a large list of plugins, not all of them are actively supported and some
are still under development. Some of the plugins are quite old and are commonly known
throughout the Cacti community. The following is a list and short description of three
well-known plugins.

MAC Track plugin

The MAC Track plugin adds MAC address tracking functionality to Cacti. It is able to track end
devices based on their IP and/or MAC address and can help tracking down the root cause of
attacks, for example, virus attacks. If you have a large network and need to know the location
of your devices, this plugin is worth a look.

The Network WeatherMap plugin adds the ability to create your own network map to
Cacti. Using this plugin allows you to create buildings/sites or just maps of your datacenter
racks including graphical representation of link utilization and performance. The Network
WeatherMap plugin can create stunning graphs which tell the story in a single easy-to-
understand picture. Go and have a look at the "Show off your Weathermaps" thread

in the forum at: http://forums.cacti.net/viewtopic.php?t=24433,

Thold

Thold adds threshold monitoring and alerting to Cacti. Thresholds can be set on any kind of
data stored within the RRD files. Either fixed or dynamic thresholds based on an automatic
baseline calculation can be set. E-mail alerts can also be configured to be sent out to one or
more recipients.
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You will be installing and configuring the Thold plugin in the next chapter.

Installing the Plugin Architecture

Let's start with installing the Plugin Architecture, also abbreviated as PIA.

Time for action - installing the Plugin Architecture
1.

2
3.
4
5

Goto http://www.cacti.net/downloads/pia/.

6 M c (R ,_] hittp: v, cacki. net fdownloads piaf

Index of /downloads/pia

Name Last modified  Size Description

: Parent Directo: -
ﬁ cachi-plugn-0.87-PA-v1 2mp  24-0ct-2007 2241 154K
ﬁ cacti-plugn-0.87-PA-v1 3mp  27-Oct-2007 1533 178K
ﬁ cacti-plugin-0.8 7c-PA-w2 3mp  25-Jan-200% 1738 206K
ﬁ cacti-plugin-0.8 7g-PA-w2 Btargr 09-Tul-2010 1747 202K
ﬁ cacti-plugin-0.8 7g-PA-v2 9 tar gz 17-Oct-2010 20:18 2,214

Right-click on the latest PIA version compatible with your installation.
Copy the link-target to the clipboard.
Logon to your Cacti installation as root.

Change to the Cacti base directory:
cd /var/www/html/cacti/

Download the PIA:

wget http://www.cacti.net/downloads/pia/cacti-plugin-0.8.7g-PA-
v2.9.tar.gz

Unpack the archive:

tar -xzvf cacti-plugin-0.8.7g-PA-v2.9.tar.gz

A new directory will be created named cacti-plugin-arch.
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9. Run the patching process using the following command. Alternatively, you can also
use the pre-patched files contained in the PIA archive:

patch -pl -N < cacti-plugin-arch/cacti-plugin-0.8.7g-PA-v2.9.diff

10. Check for any error message as shown in the following screenshot:

5 192.168.178.47 - KiTTY
ing file 1 .
g file i n 1 php
g file
g file
g file £
g file i . php

file p i 1 hp

FALILE
FAILED

to file poller.php.rej

11. In case of errors, you can copy the already patched files from the
cacti-plugin-arch/files-0.8.7g/ directory:

cp cacti-plugin-arch/files-0.8.7g/poller.php .
cp cacti-plugin-arch/files-0.8.7g/data_sources.php .

12. Import the additional SQL statements:

mysgl -u root -p cacti < cacti-plugin-arch/pa.sql

13. Check your config.php file for any settings that may have changed. The following
line in particular should be checked:

$url path = "/cacti/";

What just happened?

You just installed the latest Plugin Architecture. You are now able to add and enable plugins
for your Cacti installation. However, before you do this, let's have a look at how to upgrade
an existing PIA installation.
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Upgrading the Plugin Architecture

When upgrading the Plugin Architecture, patching the files using the provided diff may
create issues. If you have a standard Cacti installation, without any customized code within
the Cacti source files, you can use the provided replacement files.

Time for action — upgrading the Plugin Architecture

1. Logon to your Cacti server as root.

2. Change to the Cacti installation directory:
cd /var/www/html/cacti

3. Download the PIA:

wget http://www.cacti.net/downloads/pia/cacti-plugin-0.8.7g-PA-
v2.9.tar.gz

4. Unpack the archive:
tar -xzvf cacti-plugin-0.8.7g-PA-v2.9.tar.gz

5. Anew directory will be created named cacti-plugin-arch.
6. Create a backup of your config.php file:

cp include/config.php include/config.php.bak
7. Copy the replacement files to your Cacti installation:

'cp' -R cacti-plugin-arch/files-0.8.7g/*

8. Restore your original config file:

cp include/config.php.bak include/config.php

9. Import the additional SQL statements:

mysqgl -u root -p cacti < cacti-plugin-arch/pa.sql

What just happened?

You just upgraded the Plugin Architecture on your Cacti instance by replacing the existing
Cacti files with the provided patched versions.
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Configuring the Plugin Architecture

Once you have installed the Plugin Architecture, you can assign one new realm permission
to users who you want to allow the plugin administration.

Time for action - configuring the Plugin Architecture

1. Logon to your Cacti web interface as an admin user.

2. Go to Utilities | User Management.

3. Select the user to whom you want to allow the plugin administration.
4

. Select the Plugin Managment box within the Real Permissions list.

Realm Permissions ] Graph Permissions | Graph Settings |
Realm permissions control which sections of Cacti this user will have
access to.

Realm Permissions | ]
User Adrninistration Update Data Ternplates
Data Input Update Host Termplates
Update Data Sources Cata Queries
Update Graph Trees Update CDEF's
Update Graphs Global Settings
Wiew Graphs Expart Data
Console Access Import D ata
Update Round Robin Archives I:‘ Plugin Management
Update Graph Templates
[ Fetumn ] [ Save l

5. Click on the Save button.
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6. You should notice a new menu called Plugin Management within the
Configuration settings:

i:onsole Il gra ;;1-;\

Conscle -» Plugin Management

F

m Plugin Management (Cacti Version: 0.8.7g, Plugin Architecture Version: 2.9)

Graph Management
Graph Trees
Data Sources

Devices No Plugins Found

Actions Name Load Order

Collection Methods NOTE: Flease sort by 'Load Order' to change plugin load ordering.
NOTE: SYSTEM plugins can not be ordered.

Data Queries

Data Input Methods

tes

!

Graph Templates
Host Templates
Data Templates
Import/Export
Import Templates
Export Templates
Configuration
Settings

Plugin Management

|

System Utilities
User Management

Logout User

7. Click on the Plugin Management menu entry.

8. You will see a list of installed plugins. At the moment this list should be empty,

as shown in the following screenshot:

Plugin Management (Cach

Search: “ Go ” Clear ]
Mo Plugins Found
. [LE| o 3K . Web
Actions MName Order Descrption Type Status Author Page
Mo Pluging
Found

Yersion

WOTE: Pleaze zort by 'Load Order' to change plugin load ardering,
WOTE: SvSTEM pluginz can not be orderad.

mi
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What just happened?

You just added permissions to install, enable, disable, and uninstall plugins to a user.
By default, no user will have this permission, so you need to give it to at least one user
in order to be able to use plugins.

Now that you have successfully installed the Plugin Architecture, you can go on and install
some basic plugins. The plugins available can be divided into two categories: plugins which
have been created for the 1.x version of the Plugin Architecture and plugins which are
compatible with the 2.x version.

The Plugin Architecture version 2.x supports pre-PIA 2.x plugins.

PIA directory structure

Besides the patching of some source files of Cacti, the Plugin Architecture also adds a new
directory to the Cacti installation. The directory is named plugins.

Each plugin needs to be placed into this directory. The following files are needed as
a minimum for each plugin to work properly:

& setup.php

¢ index.php

The index.php file only contains a redirection to the main Cacti site in order to disallow
end users to browse the plugin directory freely. The setup.php file contains the setup and
enablement code, as well as code for the different plugin hooks introduced with the patching
of the Cacti source files. The following screenshot shows the directory structure of the
plugins directory with one installed plugin:

£B 192.168.178.47 - KiTTY EE)
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Pre-PIA 2.x plugins

Up to PIA 2.8, pre-PIA 2.x plugins had to be configured manually by editing the config.php
file and adding the plugin to a special array variable. Since 2.8, this is not needed any more
and installation of PIA 1.x plugins is identical to PIA 2.x plugins.

PIA 2.x plugins

There are several basic plugins which deliver additional functionality to other plugins. These
plugins include the settings plugin which, besides other functions, also provides mail support.

The plugin repository

Since the announcement and public availability of the Plugin Architecture, there has been
a growing list of plugins in the Cacti forum. In order for users to get a better overview of
these plugins, the Cacti team created a special plugin section within the documentation
wiki. The following screenshot shows a limited list of the available plugins along with some
information about each of them:

|[ forums | repository |[decumentation 2 anon_bugs mytak update profie & Login

g

_ article discussion ‘show pagesource old revisions
Home & 1
Plugins
Documentation
E
Blog

Plugin Architecture Installation documentation is locate here

B4bit
customiz:

config

Supported Plugins

aggregate q

autom8 =
cycle Supported Plugins

discovery

o [ Weme | Deacription _____[Version|_Date | PIA |_Author _uicemsel _____Tess __|

e This plugin aggregates graphs fram
dsstats aggregate 0.75 2010-09-18|2.8 | gandalf GPLv2 |graph
Graph Management.
flowview
This Pl tomates Creation of
loginmed automs s Flugin automates Lreation o 033 |20100341/24+ |gandalf GPLv2 |automation, graph, lree
oA Graphs and Tree Entries
maobile boost Large Site Performance Booster for Cacti|4.2 2010-07-20|2.8++ TheWitness |GPLv2 |rrd
it
nm:c”t'a:' clog Simple Log Viewer Plugin for Cacti 16 |201009.01|2.5++ TheWitness |GPLv2 |logs
ntop cycle Automatically cycle through cacti graphs | 1.2 2010-09-01 TheWitness |GPLv2 |graph
reaitime discovery Auto Host Discovery vid 2010-07-20 | 2.8++ Cigamit GPL V2 |device
remote
FEiErEE e A e docs Document Viewer v0.2 2008-04-02 Cigamit GPLv2 |misc
del eC
" C_ ean domains A”DWS Multiple Login Domain Support in 01 2010-07-20 | 2 8++ Iha = GPLv2 |security, Idap, auth, login
settings Cacti Group :
slowlog The Cacti
spikekill dsstats Cacti Data Source Statistics Plugin 14 2010-07-20 | 2.5++ '“\;u' GPLv2 |stats
syslog —
thold flownview Flowviewer 06 2009-01-10 Cigamit GPLv2 |flowanalysis
Submitted Pluging loginmod Login Page Mod 1.0 2009-01-10 Cigamit GPLv2 |login
banner End Device Port Tracker and General device, scan, discovery, security,
CaMM actrack Metwork Toolkit aoi AT [ECVGRSoy CHILS audit, inventary, access control
cereusreporting . .
A le display t down hosts and
o TEEEn mabile simpe dispiay lo see down Rosts and g 1 |59p9 9119 Cigamit GPL 2
alerts from your mobile device
fix64bit
GPSmaps monitor Monitoring for Cacti 12 2010-08-17 | 2.8++ Cigamit GPLv2 |alarming
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The plugin repository can be found at the following webpage:
http://docs.cacti.net/plugins.

The settings plugin

Besides the mail functionality which we have already mentioned, the settings plugin also
provides DNS functionality. You are now going to install the settings plugin.

Time for action - installing the settings plugin

1. Go tothe plugins web page at http://docs.cacti.net/plugins.

2. Click on the Settings plugin.

3. Right-click on the download link and copy the link target to the clipboard.
4. Logon to your Cacti installation as root using PuTTY.
5. Go to the new plugins directory:

cd /var/www/html/cacti/plugins

6. Download the settings plugin using the following command:

wget -O settings-v0.7-1.tgz http://docs.cacti.net/ media/plugin:
settings-v0.7-1.tgz?id=plugin%3Asettings&cache=cache

7. Extract the archive:

tar -xzvf settings-v0.7-1l.tgz
8. Logon to your Cacti web interface using a user with Plugin Management permissions.
9. Go to Configuration | Plugin Management.

10. You should now be able to see the settings plugin in the list of available plugins:

Plugin Management (C:

Showing &l 1 Rows
Actions Name Load Order Descripton** Type Status Author Web Page Yersion

@ Settings Global Plugin Settings  System Mot Installed Jdimmy Conner  http:ffcactivsers.org 0.7

Showing &ll 1 Rows

NOTE: Please saort by 'Load Order' to change plugin load ardering.
NOTE: 5%STEM plugins can not be ordered.
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11. Click on the blue arrow icon in the Actions column to install the plugin. The list of
icons on the Actions column should change as seen in the following screenshot:

Actions MName Load Order Description®#* Type

@ Setlings Global Plugin Settings Swystern  Installg

Showing &ll 1 Ro

g A&l 1 Ro
Actions MName Load Order DescHption®* Type Status
@ @ Settings Glabal Plugin Settings Systern Active

Showing &l 1 Rows

13. Now go to Configuration | Settings.

14. You should see a new tab called Mail / DNS. This tab is being provided by the
settings plugin:

General Paths Poller Graph Export Visual Authentication ' Mail f DNS
Cacti Settings (Mail f DNS)

Emailing Options Send a Test Email

Test Email
This iz a email account used for sending a test message to | |
ensure everything iz working properly,

Mail Services | PHP Maill) Function v

Wwhich mail service to use in arder ta send mail

From Email Address | |
Thiz iz the email address that the email will appear fram.

From Mame | |
Thiz iz the actual name that the email will appear fram.

Word Wrap
This is how rmany characters will be allowed before a line in |1ED |
the email is autornatically word wrapped, (0 = Disabled)

What just happened?

You just installed and enabled the settings plugin. By enabling and installing the plugin, the
Plugin Architecture ran the setup function of the plugin. This special function makes sure
that all required files and database tables are created and also adds the necessary links to
the hooks provided by the Plugin Architecture.

Sometimes you may just want to test a new plugin and later decide to disable and remove it
from your Cacti server. Let's look into the steps necessary to do so.
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Time for action - removing the settings plugin

1. Logon to your Cacti web interface using a user with Plugin Management permissions.
2. Go to Configuration | Plugin Management.

3. Youshould now be able to see the settings plugin on the list of available plugins:

Plugin Management (

Showing All 1 Rows

Type  Status Author

@@ Sattings Global Plugin Settings System Active Jimmy Conner http://cactiusers.org 0.7

Showing All 1 Rows

NOTE: Please sort by 'Load Order' to change plugin load ordering.
NOTE: SYSTEM plugins can not be ordered.

4. Click on the red icon with the circle in it in the Actions column to disable the
plugin. The list of icons in the Actions column should change as seen in the
following screenshot:

Showing All 1 Rows
Type  Status Author

Global Plugin Settings System Installed Jimmy Conner http://cactiuvsers.org 0.7

Showing All 1 Rows

5. Click on the red arrow icon in the Actions column to uninstall the plugin. You will
then see a blue arrow icon appear, as shown in the following screenshot:

Showing All 1 Rows
Type Status

Global Plugin Settings System Mot Installed Jimmy Conner http://cactiusers.org 0.7

Showing All 1 Rows

6. Now logon to your Cacti installation as root using PuTTY.

7. Go to the plugins directory:
cd /var/www/html/cacti/plugins

8. Remove the settings plugin using the following command:

rm -rf settings
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What just happened?

You successfully uninstalled and removed the Settings plugin from your Cacti installation.
This will also remove any database tables or columns created. If a plugin had used these
tables to store some data in them, then this data will be lost after the plugin is removed.
Therefore, be careful when removing or disabling a plugin.

Now that you have learned how to add and remove plugins to and from Cacti, what about
updating plugins? The update of a plugin heavily depends on the plugin developer. In most
cases, the update process simply involves the extraction of the new plugin and over-writing
of the existing files from the old plugin installation.

The Plugin Architecture provides some functionality for the plugin developer to check for the
existence of an older version and to update this accordingly.

The Settings plugin is a good example of a plugin where the update process only involves
over-writing the existing files.

Before updating a plugin, make sure that you read the readme files or ask within the specific
plugin forum topics for help on the update process.

Some plugins add new realm permissions in the user management page. This allows you to
grant access to one user group, but deny access to another. The following screenshot shows
the new user realm permission Send Test Mail for the settings plugin, which allows a specific
user to send out a test mail in order to check the correct configuration of the settings plugin:

Realm Permissions ] Graph Permissions | Graph Settings |

Realm permissions control which sections of Cacti this user will have access to.

Realm Permissions

Y| User Administration ‘" Update Data Templates
Y| pata Input ‘" Update Host Templates
v Update Data Sources V| pata Queries

v Update Graph Trees ) Update CDEF's

7 Update Graphs V| Global Settings

Y| view Graphs v Export Data

¥| console Access ) Import Data

7 Update Round Robin Archives ) Plugin Management

'

Update Graph Templates Send Test Email
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Pop Quiz-afew questions ahout Chapter 8

1. What do you need to check if you are unable to see the new
Plugin Management link?

a. The config.php file
b. The cacti logfile

c. The realm permissions of the user

2. How do you disable a plugin?
a. By using the Plugin Management page
b. By editing the global.php file
c. By editing the config.php file

3. What plugin should you use to find out where a specific computer is located?
a. The WeatherMap plugin
b. The MacTrack plugin
c. The Thold plugin

sSummary

You have now successfully installed the Plugin Architecture (PIA) and are now able to add
new features and functionality to your Cacti instance using external plugins.

In this chapter, you have covered:

What features and functionalities plugins can provide

How to install and configure the Plugin Architecture and how to provide plugin
management access to a specific user

Installation, update, and removal of a plugin
How to set up specific plugin permissions for a user
You should now be able to add other plugins and extend your Cacti installation with new

features. In the next chapter, you will learn how the plugins are structured and how to write
your own plugin.
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Installing the Plugin Architecture enables you to extend your Cacti installation
by adding new functionality through using a plugin.

In this chapter, we are going to:

¢ Provide an overview of the general plugin design based on the ntop plugin
¢ Describe commonly used plugins

¢ Create your first plugin

Let's move on!

Plugin design
Let's look at how plugins actually communicate with Cacti and the Plugin Architecture.

As mentioned earlier, the Plugin Architecture introduced several hooks into Cacti. Plugins
can use these hooks to:

¢ Display additional information
¢ Add functionality to a core Cacti function

¢ Manipulate data and graphs

Let's look at some of these hooks now.



Plugins

Each plugin needs to register for a hook to use. Let's have a look into the ntop plugin as it is
one of the simplest plugins available.

Right at the top, the setup . php file contains the following function:

function plugin ntop install() {

api plugin register hook('ntop', 'top header tabs', 'ntop
show tab', "setup.php") ;

api plugin register hook('ntop', 'top graph header tabs', 'ntop
show tab', "setup.php") ;

api plugin register hook('ntop', 'draw navigation text', 'ntop
draw navigation text', "setup.php");

api plugin register hook('ntop', 'config settings', 'ntop
config settings', "setup.php") ;

api plugin register realm('ntop', 'ntop.php', 'View NTop', 36);

}

This is the install function. It is being called when you hit the install button in the plugin
management screen. As you can see, it calls the special function api plugin register
hook. This function registers some of the plugin functions with the Plugin Architecture
hooks. Let us look into the ntop_config settings and the ntop show_tab functions.

Each plugin can have its own settings. Settings are normally used to let end users add special
information needed for the plugin to work. In the case of the ntop plugin, this is the full URL
to the ntop server.

The ntop_config_settings function

The ntop _config settings function uses the special config settings hook.
This hook allows plugins to add fields, sections and even a new tab to the Cacti settings
page (the Configuration | Settings menu on the Console). The following code provides
this functionality:

function ntop config settings () {
global $tabs, $settings;
Stabs["misc"] = "Misc";

Stemp = array(
"ntop_ header" => array(
"friendly name" => "NTop",
"method" => "spacer",

)
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"ntop url" => array(
"friendly name" => "NTop URL",
"description" => "some description",
"method" => "textbox",
"max length" => 255,
)
)i

if (isset($settings["misc"]))

$settings["misc"] = array merge ($settings(["misc"], S$temp);
else

$Ssettings["misc"]=Stemp;

}

The function is using two global variables, $tabs and $settings. The variable $tabs
holds the different tabs available on the settings page. You can see these tabs in the
following screenshot:

| Generall Paths] Poller | Graph Export | Visual | Authentication | Mail / DNS |

The $settings variable holds the current settings data. In order to append data to it, you
will need to use these global variables.

The function starts with adding a Misc tab to the list of tabs using the following code:
Stabs["misc"] = "Misc";

The string to the right will be displayed on the screen. The string on the left is a unique
identifier which will be used again later for the settings.

The function goes on with creating a temporary array $temp. This array holds the settings
data to be displayed on the settings page. Cacti and the Plugin Architecture will take care of
the database backend, so when you add fields here, they will automatically be stored in the
database when you hit the save button on the settings page.

The ntop plugin adds two fields, ntop_header and ntop url:

Stemp = array(

"ntop header" => array(
"friendly name" => "NTop",
"method" => "spacer",

)

"ntop url" => array(

"friendly name" => "NTop URL",

"description" => "some description",
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"method" => "textbox",
"max length" => 255,
)

)i

The type of the field is defined in the special method variable. The ntop header field is
defined as a spacer, which will create a new section on the Misc tab. The ntop_ur1 field
is defined as a textbox taking a string with a maximum length of 255 characters.

The last part of the function is checking for any already existing misc settings and merging
the new ntop settings with these. If it does not exist, then it simply adds the new misc
settings to the global settings array.

When installing the ntop plugin, you will see the new Misc tab and the new fields which have
been added to this tab:

General | | Paths | | Poller Authentication

Cacti Settings {Misc)
NTop

NTop URL

This is full URL used to connect to NTop. (ex:
http://192.168.0.1:3000).

Use |SERVERIP| to use the current server's IP. (ex:
http:// | SERVERIP|:3000)

Graph Export | Visual Mail / DNS | | Misc

Save

You have now seen how to add plugin-specific settings, but how can you actually use these
settings and display some data within Cacti? Let's start with displaying an additional tab on
the default Cacti interface next to the graphs tab:

‘console g_raphs |

The ntop_show_tah function

The ntop_show_tab function is registered to the two hooks top_header tabs and
top_graph header tabs.The top graph header tabs will be called when you click
on the graphs tab and view the Cacti graphs. The top _header tabs will be shown when
you are in the Cacti console.
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Look at the following code segment:

function ntop show tab () {

global $config, S$user auth realms, $user auth realm filenames;

if (api_user realm auth('ntop.php')) {

Scp = false;

if (basename ($_SERVER["PHP SELF"]) == "ntop.php") {

{

Scp = true;

}

print '<a href="' . Sconfig['url path'] . 'plugins/ntop/ntop.
php"><img src="' . $config['url path'] . 'plugins/ntop/images/tab_
ntop' . ($cp ? ' down': '') . '.gif" alt="View NTop" align="absmiddle"
border="0"></a>"';

}
}

This function first checks for the correct realm permissions of the user. If the user has access,
it checks whether the current select page is the ntop . php page or not and sets a special
variable accordingly. In the last step, the function prints the special html link including the
graphical tab. Depending on the special variable set earlier, it either displays a blue tab
image, or a red one, indicating that the current page is the ntop . php page. The final result
on the screen can be seen on the following image:

c;nsole ! éraphs ’ ntop

You can now go back to the console and configure the plugin at the new Misc tab. Try to add
the following URL as the Ntop url: http://www.google.com, and then click on the ntop tab
again. You should see the Google homepage showing up within the Cacti page, as shown in
the following screenshot:

ct_)nsole éraphs " ntop \ “

NTop Logged in 2= admin (Logout)
Web |mages Videos Maps Shopping Books Mal more v Search settings | Sign in

Google

Deutschland

Advanced search
Language tools

Google Search | I'm Feeling Lucky
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Since the introduction of the Plugin Architecture a lot of plugins for different functions have
been created. There are specialized plugins that only provide one function and other more
common plugins that act as a sort of container for several functions.

When creating new plugins, you should first check for already existing functionalities. Let's
look at some of these plugins.

The settings plugin

You have already downloaded and installed the settings plugin in the previous chapter, but
what is this settings plugin actually being used for?

Functionality

The settings plugin is a container for commonly used functions. These functions include:

¢ E-mail sending

¢ DNS lookup
The e-mail sending functionality takes care of the different options available. PHP provides
an internal function, but in some situations, it makes sense to either use the tools provided
by the operating system (for example, sendmail) or connect to an external mail system via

SMTP. The different options and methods that need to be taken care of are handled by the
settings plugin.

Therefore, many other plugins use the mail sending functionality of the settings plugin.

The superlinks plugin

The superlinks plugin provides an interface for integrating external tools or websites into
Cacti. You can see it as a very advanced version of the ntop plugin described earlier.

Functionality
The superlinks plugin is great for integrating network documentation or other network
management tools such as ntop within the Cacti interface. This plugin offers the
following functions:

¢ Automated tab creation

¢ Creating links to other sites like an internal knowledge base or helpdesk system
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Installation

For the automated tab creation feature to work properly, you will need to install and load
the GD module for PHP. To do this, simply type in the following command as the root user
on the command line interface of your Cacti server. Other distributions may require a
different command:

yum install php-gd

Follow the on-screen guidelines and accept the installation. You will need to restart your
web server for the module to become active:

/etc/init.d/httpd restart

You will also need to make the tab_images directory writeable by the web server:

chown apache /var/www/html/cacti/plugins/superlinks/tab_images/
You can now install the plugin using the plugin management frontend within Cacti.

The version that comes with this book has been rewritten to work with version 0.8.7g of Cacti.

If you are the admin user within Cacti, you will notice a new menu entry in the console
menu. Let's see how we can use the superlinks plugin to add our Google page here.

Time for action — adding an external page to Gacti

1. Logon to your Cacti web interface as the admin user.

2. Go to Management | SuperLinks Pages.

3. Click on the Add link at the top right of the table that appears.
4

. Ascan be seen in the following screenshot, you will be presented with a list of
available options. Click on the Add link next to the Generic Hypertext Document
URL option.

Available SuperLinks Content Files

Content File

Generic Hypertext Document URL

README Add
docs-includer.php Add
iframe-example.html Add
legin-logo.gif Add
loginafter-example.html Add
leginbefore-example.html Add
php-example.html Add
whohas.php

wmap-example.php
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5. Add Google as the Tab/Menu Name.

6. Add http://www.google.com as the Content File/URL as seen in the
following screenshot:

Edit SuperLinks Page 2: NewTab

Style

Where should this page appear? TDFI Tab h
Tab/Menu Name

The text that will appear in the tab or menu. This
should be all lower-case for tabs, to match Cacti
tabs

Content File/URL

The file that contains the content for this page.
This can be a file in the content/ directory or a valid
LIR.L.

Google

hitp:/fwww.google.com

Save

7. Click on the Save button. You can now click on the new Google tab and should be
able to see the Google home page.

settings |
Google Logged in as admin (Logout)
Web |mages Videos Maps Shopping Books Mail more v Search settings | Sign in

Deutschland

O0RIC

Advanced search
Language tools

Google Search | I'm Feeling Lucky

What just happened?

You just installed the superlinks plugin and added an external web page to your Cacti
installation. You are now able to integrate intranet and Internet resources into Cacti, as well
as create HTML-based websites to be displayed. Have a look at the examples that come with
the superlinks plugin for some further information.
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Now it is time for you to create your very first plugin. You will go through the different steps
from the concept of the plugin to its installation within Cacti.

The plugin will be quite simple but will show you most of the common features and hooks
of the Plugin Architecture.

All plugins should at least consist of an index.php and setup.php file. These two files
are required for any plugin to work properly, but of course, you should consider adding a
readme file, as well as further documentation to your plugin. You can find a more complete
file structure for plugins on the Cacti website here:

http://docs.cacti.net/plugins:development.reference plugin.

Concept and design

Let's assume that you want to display additional data such as a table at the end of each host
graph. The data to be displayed will have the following requirements:

Display the hostname and IP address

Show location information (country, site, room)

Display a contact address (e-mail)

Have a longitude and latitude field

Free text/HTML can be added

* 6 6 o o

Based on this information you will need to decide where you want to add this information.
The following options are possible:

¢ Add fields to the host form offered by Cacti

¢ Add a separate form where this information can be entered

In order to show you the different types, you are going to use both options. You will
add some of the fields to the host form, and you will also create a new form for adding
those fields.

You will also need to think about the permissions of this plugin:

¢ User permissions: Decides which users will be able to see the information

¢ Admin permissions: Admin users will be able to add the information
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As you can already see here, there are many ways to interact with Cacti using the
Plugin Architecture.

The name of the plugin will be cbEnhancedInfo, where cb is an abbreviation for
"Cacti Book".

Now that you have a basic concept, let's look at the hooks which we will need.

The Plugin Architecture hooks allow a plugin to interact with Cacti. There are a lot of hooks
available. Let's look at the hooks which we are going to use.

The tree_after hook

This special hook allows additional information to be displayed at the end of the graph
display on the tree view page. Using this hook allows you to include all of the information
defined earlier.

The draw_navigation_text hook

This special hook adds the breadcrumb information when adding additional form and web
pages to the console. It's always a good idea to use this hook to fill the special $nav variable
with data.

The config_arrays hook

This hook can be used to add new menu entries to the console menu. In general, this hook
provides access to the generic Cacti config arrays. You will add a new entry for your special
form in here.

The config_settings hook

As you have learned earlier, this hook can be used to create plugin-specific settings tabs. You
are going to add an option to the Misc tab to enable or disable the display of this information.

The config_form hook

This hook allows the manipulation of the core Cacti forms. You will add some of the fields
to the host form using this hook.

The api_device_save hook

As you have manipulated the host form, this hook allows you to actually store the data you
have entered in your new host field.

No other plugin hooks are needed.
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The plugin setup

Based on the concept and the hooks you are going to use, let's start building the setup.php
file. For better readability, the setup . php file will be split into the different functions used.

The plugin_chEnhancedinfo_install function

This function is needed in order for the Plugin Architecture to register the hooks used and
setup the realm permissions. Let's look at the function for the cbEnhancedInfo plugin:

function plugin cbEnhancedInfo install () {

api plugin register hook ('cbEnhancedInfo',
'draw_navigation text',
'cbEnhancedInfo_draw_navigation_ text',
'setup.php') ;

api plugin register hook ('cbEnhancedInfo',
'config arrays', '
cbEnhancedInfo_config arrays',
'setup.php') ;

api plugin register hook ('cbEnhancedInfo',
'config settings',
'cbEnhancedInfo config settings',
'setup.php') ;

api plugin register hook ('cbEnhancedInfo',
'config form',
'cbEnhancedInfo_config form',
'setup.php') ;

api plugin register hook ('cbEnhancedInfo',
'console_after’,
'cbEnhancedInfo_console_after',
'setup.php') ;

api plugin register hook ('cbEnhancedInfo',
'tree after',
'cbEnhancedInfo_tree_after',
'setup.php') ;

api plugin register hook ('cbEnhancedInfo',
'api device save',
'cbEnhancedInfo api device save',
'setup.php') ;

cbEnhancedInfo setup table new ();
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This function registers all of the hooks mentioned earlier. As you can see, the hooks are
matched to the plugin function which you still need to create.

Unfortunately, this function is still missing the permission setup. Let's look at how to
add this next.

Time for action - adding the realm permission functions

You're going to register two realms, one realm allows the viewing of the enhanced
information, the other one allows the creation of this information. You're going
to use the files from Example 1 for this part.

1. Openthe setup.php from the cbEnhancedInfo directory.
2. Go to the end of the first function named plugin_cbEnhancedInfo install.

3. There's a comment displayed:

/* The realm permissions are missing here --->%/

[* <mmm %/

4. Between these two errors, enter the following line:

api plugin register realm('cbEnhancedInfo',

[
’

'Plugin - cbEnhancedInfo - View Information',
2701) ;

5. This line will register the permission realm which allows a user to view the enhanced
information on the tree-view page.

6. After the code you just entered, add the following lines:

api plugin register realm('cbEnhancedInfo',
'cbEnhancedInfo_listInformation.php, cbEnhancedInfo addInformation.
php',

'Plugin - cbEnhancedInfo - Add Information',

2702) ;

7. This code allows a user to add the enhanced information on a separate management
page described later in this chapter.

8. Now save the file.

9. Upload the cbEnhancedInfo directory to your plugins directory, install,
and enable the plugin. You will be able to see the realms in the user
management screen.
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What just happened?

You just added the realm permissions needed to allow users to add and view the enhanced
information. Realm permissions are automatically checked when a user calls one of the
PHP files.

The chEnhancedinfo_draw_navigation_text function

This function adds some navigational text to the PHP files you are about to create. Let's have
a look at it:

function cbEnhancedInfo draw navigation text ( $nav ) ({
// Report Scheduler
$nav ["cbEnhancedInfo listInformation.php:"] = array(
"title" => "Enhanced Information List",

"mapping" => "index.php:",
"url" => "cbEnhancedInfo_listInformation.php",
"level" => "1
) ;
$nav ["cbEnhancedInfo addInformation.php:add"] = array(
"title" => " (Add)",
"mapping" => "index.php:,?",
"url" => "cbEnhancedInfo addInformation",
"level" => "2n
) ;
$nav ["cbEnhancedInfo addInformation.php:update"] = array(
"title" => " (Edit)",
"mapping" => "index.php:,?",
"url" => "cbEnhancedInfo addInformation.php",
"level" => "2v
) ;
return Snav;

}

As you can see, there are three entries for the special $nav variable. The first one adds
a navigation entry for the 1ist Information view. The other two add some navigation
entries for adding and updating information.

Each entry contains several fields. Only the title and level fields are actually important.
The title is the text being displayed on the navigational bar. The 1evel item tells Cacti
where to put the text.

Example: Home | Level 1 | Level 2
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The chEnhancedinfo_config_form function

This function adds three fields to the host screen: Country, Site, and Room. In order to add
fields to a host, you will need to manipulate the special variable $fields host edit by
adding more elements to it.

function cbEnhancedInfo config form() {
global $fields _host edit;

$fields_host_edit2 = $fields_host_edit;
$fields host edit3 = array();
foreach ($fields host edit2 as $f => $a) {
$fields host edit3[$f] = $a;
if ($f == 'disabled') ({
$fields _host edit3 ["ebEnhancedInfo country"] = array(
"method" => "textbox",
"friendly name" => "Host Country",
"description" => "The country where this host is.",
"value" => "|argl:ebEnhancedInfo country|",
"max length" => "255",
"form id" => false
)
$fields host edit3 ["ebEnhancedInfo site"] = array(
"method" => "textbox",
"friendly name" => "Host Site",
"description" => "The site where this host is.",

"value" => "|argl:ebEnhancedInfo site|",

"max_ length" => "255",

"form_id" => false
)i
$fields host edit3["ebEnhancedInfo room"] = array(
"method" => "textbox",

"friendly name" => "Host Room",

"description" => "The room where this host is.",
"value" => "|argl:ebEnhancedInfo_ room|",

"max length" => "255",
"form id" => false
)
} // end $f == disabled
} // end foreach
$fields_host_edit = $fields_host_edit3;
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The new fields are added right after the Disable Host field as shown in the following image:

Localhost (127.0.0.1)

) *Create Graphs for this Host
SNMP Information *Data Source List
e *Graph List

Devices [edit: Localhost]

General Host Options

Description
Give this host a meaningful description. Localhost

Hostname

Fully qualified hastname or IP address for this device. 127001

Host Template

Choose what type of host, host template this is. The host WebServer 'ApEIChE -

template will govern what kinds of data should be gathered
from this type of host.

Disable Host

Check this box to disable all checks far this hast. D Disable Host

Host Country

The country where this host is situated at. Germany
Host Site

The site where this host is situated at. Kressbronn
Host Room Cellar

The room where this host is situated at.

The chEnhancedinfo_api_device_ save function

This function is responsible for storing the new host fields in the Cacti database. In order to
do so, it is populating the special $save variables with the new information. The following
code shows this functionality using the ebEnhancedInfo country field as an example:

function cbEnhancedInfo _api device save ($save)
if (isset ($_POST['ebEnhancedInfo country'])) {
$save ["ebEnhancedInfo country"] =
form input validate ($_POST['ebEnhancedInfo country'],
"ebEnhancedInfo country",
true,
255
)i
} else {
$save ['ebEnhancedInfo country'] =
form input validate('"',
"ebEnhancedInfo country",
true,
255
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Depending on the information provided by you when saving the device, the $save variable
is populated differently. If you did not provide any input, the variable would hold an empty
string for the ebEnhancedInfo country field. Otherwise the field would be filled with
the data you provided.

The chEnhancedinio_setup_tahle new function

This is a special function called when installing the plugin. It takes care of modifying the
existing Cacti tables as well as adding new tables. Let's look into this function in a little
more detail:

function cbEnhancedInfo setup table new () ({
global $config, $database default;
include_once ($config["library path"] . "/database.php");

// Check if the cbEnhancedInfo tables are present

$s_sql = 'show tables from ™' $database default . '7';
$result = db_fetch assoc( $s _sqgl ) or die ( mysqgl error() );
$a_tables = array();

foreach ($result as $index => $array)
foreach(Sarray as S$Stable) {
$a_tables[] = S$table;
}
}

This first part is preparing some variables which are needed later on to check for the
existence of the plugin table. It uses the standard MySQL database access to connect to
the MySQL database and executes the show tables SQL statement on the Cacti database.

Time for action - adding additional fields to the host tahle

Besides the country information, the plugin is also going to store the site and room
information. You're not going to store this information in a new table, but will instead add
new columns to the existing host table. Let's look at how you can do this. You're going to use
Example 2 for this. As a preparation, you should now disable and uninstall the plugin from
Example 1.

1. Open the setup.php file from Example 2.

2. Gotothe cbEnhancedInfo_setup_ table new function.
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3. Search for the following code:

/* The additional columns are missing here --->%/

/% <mm %/

4. Between these two lines, enter the following code:

api plugin db_add column ('cbEnhancedInfo',

'host ',

array ('name' => 'ebEnhancedInfo country',
'type' => 'varchar(1024)"',
'NULL' => true,
'default' => "!

)

)i

api plugin db_add column ('cbEnhancedInfo',

'host ',

array('name' => 'ebEnhancedInfo site',
'type' => 'varchar(1024)"',
'NULL' => true,
'default' => "!
)

)i

api plugin db_add column ('cbEnhancedInfo',

'host ',

array('name' => 'ebEnhancedInfo room',
'type' => 'varchar(1024)"',
'NULL' => true,
'default' => "!
)

)i

5. This code will append three columns to the host table which is going to be used
once you add some enhanced information on the host page and click on the
Save button.

What just happened?

Each of the three statements adds a new column to the default Cacti host table. They are
given an empty string as default values and can also be NULL values. These fields can now
be used to store and retrieve the enhanced information which you provide when adding or
updating a host. When you uninstall the plugin, the Plugin Architecture will make sure that

it also removes these additional fields from the host table.
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Now let's look at the actual table creation:

if (!in array('plugin cbEnhancedInfo dataTable', $a tables)) {
// Create Report Schedule Table
$data = array();

Sdata['columns'] [] = array('name' => 'Id',
'type' => 'mediumint (25)"',
'unsigned' => 'unsigned',
'NULL' => false,
'auto_ increment' => true);
Sdata['columns'] [] = array('name' => 'hostId',

'type' => 'mediumint (25)"',
'unsigned' => 'unsigned',
'NULL' => false,

'default' => '0');

Sdata['columns'] [] = array('name' => 'longitude',
'type' => 'varchar(1024)',
'NULL' => false);
Sdata['columns'] [] = array('name' => 'latitude',
'type' => 'varchar(1024)',
'NULL' => false);
Sdata['columns'] [] = array('name' => 'contactAddress',
'type' => 'varchar(1024)',
'NULL' => false);
Sdata['columns'] [] = array('name' => 'additionalInformation',
'type' => 'text',
'NULL' => true) ;
Sdata['primary'] = 'Id';
Sdata['keys'] [] = array('name' => 'hostId',6 'columns' =>
'hostId') ;
Sdata['type']l = 'MyISAM';
Sdata['comment'] = 'cbEnhancedInfo Data Table';
api plugin db_table create ('cbEnhancedInfo', 'plugin

cbEnhancedInfo dataTable', $data);

}

As you can see, this part first checks if the table already exists, and only creates the table
if it does not. The table creation consists of creating a special table array and adding the
different columns, also as arrays, to it. If you have some experience with database table
creation, this should be self-explanatory for you.
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The chEnhancedinfo_config_settings function

As we have already seen earlier, this function will add some plugin-specific settings to the
Misc tab:

function cbEnhancedInfo config settings () {
global $tabs, S$settings;
Stabs["misc"] = "Misc";

Stemp = array(

"cbEnhancedInfo header" => array(
"friendly name" => "cbEnhancedInfo Plugin",
"method" => "spacer",

),
"cbEnhancedInfo showInfo" => array(

"friendly name" => "Display enhanced information a the
tree view",

"description" => "This will display enhanced
information after the tree view graph.",
"method" => "checkbox",
"max length" => "255"
)

if (isset(Ssettings["misc"]))
$settings["misc"] = array merge ($settings(["misc"],
Stemp) ;
else
Ssettings["misc"] = Stemp;

}

The function will add two entries to the Misc tab, one is only a separator, the other entry
adds a checkbox where you can turn on and off the enhanced information display on the
tree view page. Look at the following screenshot to see the result of this code:

General | | Paths | | Poller | | Graph Export | | Visual | | Authentication | | Mail / DNS | | Misc

Cacti Settings (Misc)

cbEnhancedInfo Plugin

Display enhanced information a the tree view
This will display enhanced information after the r Display enhanced information a the tree view

tree view graph.
Save
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The chEnhancedinfo_config_arrays function

This function enables you to create special menu entries on the console menu:

function cbEnhancedInfo config arrays () {
global $menu;
Stemp = array(
"plugins/cbEnhancedInfo/cbEnhancedInfo listInformation.php" =>
"Enhanced Info"

)i

if (isset(Smenul["cbPlugins"]))
$menu ["cbPlugins"] = array merge ($temp,
Smenu ["cbPlugins"]
)i
else
Smenu ["cbPlugins"] = S$temp;

}

As you can see, this function adds an array of links title pairs. It then checks the special
$menu variable for the existence of the cbP1ugins menu. You can add the links to existing
Cacti core menus, but for demonstration purposes, let's create a new menu section. If the
menu exists, the Stemp array is merged with the existing menu, otherwise the $temp array
will be assigned to the new menu item. The result on the console menu can be seen in the
following screenshot:

Settings

Plugin Management
Enhanced Infa
Swstern Utilities

Uzer Managerment

Logout User

There's one large function left now, the cbEnhancedInfo tree after function. This
function creates the HTML data to be presented after the last graph on the tree view page.
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One of the main tasks for data presentation is the retrieval of this data. Your function will
retrieve the data from the Cacti database, so let's have a look at the relevant section. This is
going to use the files from Example 3. As a preparation, you should remove Example 2 from
Cacti and install and enable the plugin contained in Example 3. You should also add some
sample data to the localhost device.

Time for action - retrieve data from the tdatabhase

1.
2.
3.

Open the setup . php file from Example 3.
Go to the cbEnhancedInfo tree after function

Search for the following code:

/* Example 3 - Data retrieval is missing here ---> */

/% <mm %/

Between these two lines, enter the following code:

// Retrieve the enhanced information for that host from the table
Shost longitude = db fetch cell ("

SELECT longitude

FROM plugin cbEnhancedInfo dataTable

WHERE hostId=shost leaf id");

Shost latitude = db_fetch cell("

SELECT latitude

FROM plugin cbEnhancedInfo dataTable

WHERE hostId=s$host leaf id");

S$host contactAddress = db_fetch cell ("

SELECT contactAddress

FROM plugin cbEnhancedInfo dataTable

WHERE hostId=s$host leaf id");
Shost_additionalInformation = db_fetch cell ("
SELECT additionalInformation

FROM plugin cbEnhancedInfo dataTable

WHERE hostId=shost leaf id");

// Retrieve the host specific information from the host table
S$host country = db fetch cell ("

SELECT ebEnhancedInfo country

FROM host

WHERE id=$host id");

Shost site = db fetch cell("
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SELECT ebEnhancedInfo site
FROM host

WHERE id=$host id") ;

Shost room = db fetch cell("
SELECT ebEnhancedInfo room
FROM host

WHERE id=$host id");

5. Save thefile.

6. These lines are going to fetch the enhanced information from the database. Let's see
how these values actually look.

7. Logon to your Cacti system and start the MySQL client using the following command:
mysql -u root -p

8. If you followed the book closely, the above command will ask for a password. Enter
it and you will be presented with the MySQL client prompt.

9. Enter the following code to change to the Cacti database:

use cacti;

10. The following line will retrieve the country information from the localhost device. By
default, the localhost device should have the ID 1, as it's automatically added as the
first device by Cacti itself:

mysgl> SELECT ebEnhancedInfo country FROM host WHERE id=1;

1 row in set (0.00 sec)

11. Asyou can see in this example, the $host_country variable is going to have
Country A as its value.

What just happened?

The code you've entered is using the default database function to retrieve the relevant
host-specific data from the Cacti database. As the enhanced information data is distributed
between the host table and the newly created plugin cbEnhancedInfo dataTable,
the data needs to be retrieved from each of these tables accordingly.

With this information stored in the $host_ variables, you can now go on and look at the
actual data presentation.
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As a matter of fact, data that will be presented using the tree _after hook needs to be
embedded within a table row element <tr>. Let's look into the setup . php file from
Example 3 again, to see how this can be achieved.

Time for action — presenting data on the tree view page

You're going to present the enhanced information as a table embedded in a table row.

1. Gotothe cbEnhancedInfo tree after function again and search for the
following code:

/* Example 3 - Data presentation is missing here ---> */

/*

<-mm %/

2. Asvyou can see, there's already some data between these two lines. If you're now
going to the tree view page for your localhost device, you should actually see some
data being displayed.

3. Replace the lines between the two code lines with the following code:

?>

<tr bgcolor='#6d88ad'><td>
<tr bgcolor='#a9b7cb'>

<td colspan='3' class='textHeaderDark'>
<strong>Enhanced Information</strongs>
</td>

</tr>
<tr align='center' style='background-color: #£f9f9f9;'>

<?php

print
print
print
print
print
print
print
print
n';

print
print
print
print

<td align='center'>

"<table border=1>\n";

" <tr>\n";

"  <td>Contact Address</td>\n";

"  <td>".S$host contactAddress."</td>\n";

" </tr>\n";

" <tr>\n";

" <td>Country/Site/Room</td>\n";

" <tds>".S$host country.'/'.S$host site.'/'.S$host room."</td>\

" </tr>\n";

" <tr>\n";

"  <tds>Longitude/Latitude</td>\n";

" <td>".S$host longitude.'/'.shost latitude."</td>\n";
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print " </tr>\n";

print " <tr>\n";

print " <td>Additional Information</td>\n";

print " <td>".$host additionalInformation."</td>\n";
print " </tr>\n";

print "</table>\n";
print "</tds</tr></td></tr>";

4. save the file and refresh the localhost page.

5. You should now be able to see something similar to the following screenshot:

Localhost - Apache Statistics - kBits / s LN
@
1.0 2
u 0.8 S
o ©
= 0.6
8
Z 0.4
&
8.2
8.0+ .
Sat 00:00 Sat 0D6:00 Sat 12:00 Sat 18:00
From 2010/11/05 21:35:11 To 2010/11/06 21:35:11
W kBits/sec Current: nan Average: nan Maximum: nan
Represents the number of kBytes out per second
(content only - EXCLUDES protocol overheads and heade
ApacheStats v0.4 - Rolf Poser
Contact Address ThomasUrbani@urban-software. de
Country /Site /Room [/
Longitude / Latitude 12345/12345
Aditional Information This iz an exarple text for thiz device. It is a wirtual box running wiht 512MB and 1CPU on CentOs

What just happened?

You just created an HTML table containing the previously defined variables. This table is
embedded in a parent table row. As the tree_after hook is always executed at the end of
the parent table presentation, the additional table you just created is going to be appended
to the last shown graph, as seen in the preceding screenshot.

In general, each Cacti web page that lists specific items comes with an action part
(for example, for deleting items), a data retrieval part, and the data display part. Let's look
into the action part.
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The action section

This section deals with actions that are being executed on one or more selected items from
the table list. The main action that all lists come with is the delete action.

Time for action - deleting data

Actions normally come with some data posted. In the case of the delete action, this data is
a list of items that need to be deleted. Let's look at this action with regards to the enhanced
information data:

function form delete() {
/* loop through each of the selected tasks and delete them */
while (list($var,$val) = each($_POST)) {
// Check $var for the number part and store the number in
// the matches array
if (ereg(""chk_([0-9]+)$", $var, Smatches)) ({

/* ——====—=—========== input validation =============== */
input validate input number ($Smatches[1]) ;
/* ================================================== */

db_execute ("
DELETE FROM
“plugin cbEnhancedInfo dataTable™
WHERE
“Id ='" . $matches[1] . "'"
)i

}
// when done, redirect the end-user to the listing page
header ("Location: cbEnhancedInfo listInformation.php");

}

This function analyzes all HTTP post variables and checks for any variable, the name of which
starts with chk__and ends with a number ([0-9] +). If you select one or more items on the
web page, then this variable will hold the selected items. The number that is retrieved from
the variable name is the actual database ID of the selected item.

After validating the number, it calls a database function to delete the item from the database.

Assuming you already added some items, let's look into the database and check
what's happening here. The following command lists all current entries in the
plugin cbEnhancedInfo dataTable:

mysgl> SELECT * FROM plugin cbEnhancedInfo dataTable;
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You should see an output similar to the following screenshot:

| Id | hostlId | longitude | latitude | contactiddress | additionalInformation |

_— _— e +

| 1] 1 | Longitude Samwple | Latitude Sample | Contact Sample | Some additional information |

1 row in set (0.00 sec)

Let's now look at the code again:

db execute ("
DELETE FROM
“plugin cbEnhancedInfo dataTable™
WHERE
“IdT='" . Smatches[1] . "'"
)i

As you can see this special line contains a SQL statement. Let's execute that one on the CLI:

mysgl> DELETE FROM “plugin cbEnhancedInfo dataTable™ WHERE “ID ='1l"';
Query OK, 1 row affected (0.00 sec)

If you now execute the previous statement again, based on this example, you will get a single
line with the following text:

Empty set (0.00 sec)

This means that the entry has successfully been deleted.

What just happened?

Generally speaking, action functions are being used to work on data. This can be as simple
as deleting an item, or more complex actions such as updating an existing set of data. The
form delete function described here is being used to delete one or more existing items.

The data retrieval section

This section deals with retrieving the data from the database. As you sort the HTML table
from the web page, the data also needs to be sorted, too.

Time for action - sorting and retrieving data

Let's look at the following code. This code is made up of two parts; the first part is
taking care of preparing the sorting statement by looking into the sort column and
sort direction items. Using these, it builds an ORDER BY SQL statement.
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The second part is then selecting different fields from two combined tables and returning the
items in the requested sorting order by using the previously defined SQL statement:

// Take care of the sorting, did the user select any column
// to be sorted ?
if ( isset ($ _REQUEST["sort column"]))

{

// Did the user select a column that is actually sortable ?

if (
( $_REQUEST["sort column"] == 'Id' )
|| ( $ REQUEST["sort column"] == 'hostId' )
|| ( $_REQUEST["sort column"] == 'contactAddress' )
|| ( $_REQUEST["sort column"] == 'longitude' )
|| ( $_REQUEST["sort column"] == 'latitude' )

)

// What direction should the table be sorted, ascending or
// descending ?
if (

( $_REQUEST ["sort_direction"] == 'ASC' )

|| ( $_ REQUEST["sort direction"] == 'DESC' )

// Finally, we can build the sort order sgl statement
Swhere_clause .= ' ORDER BY '

$ REQUEST ["sort column"]

' ' .$ REQUEST["sort direction"];

// Select all data items from the table. The data will be stored
// in an array. Note the S$where clause being used
$a_enhancedInfos = db_fetch assoc ("
SELECT

“plugin cbEnhancedInfo dataTable™. Id",

“host~. “description”™ as hostDescription,

“plugin cbEnhancedInfo dataTable™. longitude”,

“plugin cbEnhancedInfo dataTable™. latitude”,

“plugin cbEnhancedInfo dataTable” . contactAddress”,

“plugin_cbEnhancedInfo dataTable™. additionalInformation”
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FROM
"plugin cbEnhancedInfo dataTable™ INNER JOIN
“host™ ON “plugin cbEnhancedInfo dataTable™. hostId™ =
“host™. Id”
Swhere clause

") ;

However, why use such a complicated SQL statement when you could just do a SELECT *
as previously seen? Let's compare these statements:

Run the following SQL statement on the MySQL CLI, assuming you've entered the
data already:

mysgl> SELECT * FROM plugin cbEnhancedInfo dataTable;

You will see a similar image as previously shown:

pEp—— p— n p— - ————————_—_———C 3

| Id | hostId | longitude | latitude | contactiddress | additionallInformation |
. . . R __ R e e n

| 1] 1 | Longitude Sample | Latitude Sample | Contact Sawple | Some additional information |
t t -+ - = b H

1 row in set (0.00 sec)

Look at the host1d column. There's only a number being displayed. Now execute
the following:

mysgl> SELECT
“plugin_cbEnhancedInfo_dataTable™. Id",
“host ™. “description” as hostDescription,
“plugin_cbEnhancedInfo dataTable™ . longitude”,
“plugin_cbEnhancedInfo dataTable™. latitude”,
“plugin_cbEnhancedInfo dataTable . contactAddress™,
“plugin_cbEnhancedInfo_dataTable™. additionalInformation”
FROM
“plugin_cbEnhancedInfo dataTable™
INNER JOIN
“host™
ON
“plugin_cbEnhancedInfo dataTable™. hostId™ = “host™. id"
ORDER BY
“hostId™ DESC;
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This time you will see the following:

e ———————— Fm————————————— F———————————— +
| Id | hostDhescripticn | longitude | laticude |
B et . e +
| 1 | Localhost | Longitude Jample | Latitude Sample |
e ————————— Fm————————————— F———————————— +
1l row in set [(0.00 =ec)

As you can see, the hostId column has been replaced with the hostDescription column
which provides more useful information than a host 1d number. As you have joined together
two databases, a SELECT * statement would return all fields from both databases which, in
this case, would amount to more than 30 fields.

You will see how to actually get down to the column data in the next section, where we will
look at data presentation.

What just happened?

In this section, you have seen how to retrieve data from the database and how to order
the data using the ORDER BY SQL statement. You have seen that you can join tables to
retrieve more useful information and to replace database IDs with more descriptive values
such as a hostname. Now that you have the data prepared, let's move on with the actual
data presentation.

The data presentation section

This section is displaying the data using some Cacti integrated functions and some
HTML-based code.

Time for action — presenting the data

If you look into the code section, you will see that the code segment begins with creating the
form that is needed for the action items to work. It then goes on and checks the size of the
array which has been created earlier. If the array contains items, it continues with creating
the table header ($menu_text).

Let's look into the relevant part for actually displaying the data you retrieved in the previous
step. This part can be found in the cbEnhancedInfo listInformation.php file of
Example 4:

// The html header will contain a checkbox, so the end-user can
// select all items on the table at once.
html header sort checkbox(

Smenu_text,
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$_REQUEST ["sort column"],
$_REQUEST ["sort direction"]
)i

// This variable will be used to create te alternate colored
// rows on the table
$i = 0;

// Let's cycle through the items !
foreach ($a_enhancedInfos as $a_ enhancedInfo)

{

// Data presentation is missing here

}

html_end box(false);

You can see that this code is made up of three sections. The first one is creating the table
header using the html header sort checkbox function, the second section cycles
through the data, and the last part is closing the table.

Let's look into the second section. As you can see, this is missing the data presentation part,
so let's look into what needs to be in there.

Openthemissing data presentation part.txt file. You will see several function
calls. For better readability the following call does not display all of the items contained in
the file:

form alternate row color ($colors(["alternate"],
Scolors["light"],
$i,
'line' . $a_enhancedInfo['Id']);

Si++;

form selectable cell($a_enhancedInfo['Id'],$a enhancedInfo["Id"]);
form checkbox cell('selected items', $a enhancedInfo["Id"]);
form end row() ;

Copy all of the lines and paste them into the cbEnhancedInfo listInformation.php
file. The code is starting off by creating a table row using alternate row colors by using the
form alternate row color function. It then goes on with adding each of the data items
previously retrieved using the form selectable cell function. The form checkbox
cell function adds a special cell to the table, allowing the user to mark the row, in order to
choose an action for it. The form end row makes sure the table row is ended properly.
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The following screenshot shows the resulting table, along with an item, the action drop-
down box, and the page header:

cbEnhancedInfo - Enhanced Information Items

Enhanced Information Items

Id Host Longitude Latitude Contact Address

1 Localhost 12345 12345 ThomasUrban@urban-software, de D

L' Choose an action: | Delete ¥
What just happened?

Using the functions provided by Cacti and the data retrieved previously, you created a table
containing all the data. As you have seen, the Cacti functions take care of the actual HTML
code generation and also provide the functionality for creating alternate colored table rows.

Creating the add items form

The Add Items Form will be displayed when you click on the Add link or select an existing
item from the list page. A form page where you can add or update items always uses at least
two functions, one of which displays the form and the other that handles the saving and
updating of the Cacti database. Let's look in more detail at the functions used on your form.

The form_display function

The form display function handles the data retrieval, in the case of updating an item, and
the display of the Add/Update Form.

The data retrieval section

The data retrieval is nearly the same as for the list page you created earlier. This time you
need to check if the form display function is called in update mode or a new item will
be added. When in update mode, you will need to retrieve the existing data from the
database to be displayed in the form fields, so that you can see and change the data on
the web page later:

// Initiate the default variables

$1i defaultHostId = 0;
$s_defaultLongitude = '';
$s_defaultLatitude = '';
$s_defaultContactAddress = '';
$s_defaultAdditionalInformation = '';
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// Are we in the update mode?
if ( $datald > 0 )
{
// Yes we are, so retrieve the existing data
// from the database:
$a_items = db fetch assoc("
SELECT
“plugin cbEnhancedInfo dataTable™. Id",
"plugin cbEnhancedInfo dataTable™. hostId~,
"plugin cbEnhancedInfo dataTable™. longitude™,
"plugin cbEnhancedInfo dataTable™. latitude”,
"plugin cbEnhancedInfo dataTable™. contactAddress™,
"plugin cbEnhancedInfo dataTable™. additionalInformation™
FROM
"plugin cbEnhancedInfo dataTable™
WHERE Id='S$dataId!'
")
// Let's populate the default variables with the data
// we retrieved from the database:
foreach ($a items as $a_item)
{
$1 defaultHostId = $a item['hostId'];
$s _defaultLongitude = $a item['longitude'];
$s _defaultLatitude = $a_item(['latitude'];
$s_defaultContactAddress = $a item['contactAddress'];
$s _defaultAdditionalInformation =
Sa_item['additionalInformation'];

}

When calling this function without a data1d, the first i £ function is skipped and the initial
variables are used to populate the form fields.

The data presentation section

This section handles the display of the different form fields. Cacti provides several types of
form fields that can be used. Some of the common ones that you'll need often are:
form_text box

form hidden box

form dropdown

form checkbox

form radio button

form text area

® & & ¢ 0 o o

form_save_button
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Let's look at how to use the form text box, form text area,and form dropdown
functions and how to start the Add/Update Form:

// Let's start with displaying the form

?>

<form method="post" action="cbEnhancedInfo addInformation.php"
enctype="multipart/form-data">

<?php

// What mode are we in ?

$s_mode = '[new]';
if ( $dataIld > 0 ) {
$s_mode = '[update]';

}

// Display the html start box

html_start_box("<strong>Enhanced Information Data</strong> ".$s_mode,
"100%", $colors(["header"], "3", "center", "");

This part should be straightforward. It's starting the HTML form and displaying the mode
in the HTML start box as shown in the following screenshot:

Enhanced Information Data [new]

Now let's look at the actual form elements. The first entry is using the form dropdown
function to display a list of all available Cacti hosts. The list of hosts is retrieved directly from
the database asan id => name array. This array is provided to the form dropdown function,
which creates the actual drop-down box on the web frontend. The form field data is going to
be stored in the host Id variable and contains the select database ID for that host:

form_alternate_row_color($colors["form alternatel"],$colors["form
alternate2"],0); ?>

<td width="50%">
<font class="textEditTitle"s>Device Name</fonts><brs>
The device this data set is for.

</td>
<td>
<?php
$a_hosts = db_fetch assoc ("
SELECT
id,
CONCAT (description,' [',hostname,'] ') as name
FROM
host

")
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form dropdown ("hostId",$a hosts, "name", "id", $i
defaultHostId, "" ,$i defaultHostId ,"","");
?>
</td>

</tr>
Now a form text box element is added to the frontend:

<?php form alternate row color (scolors["form alternatel"], $colors["for
m_alternate2"],0); ?>

<td width="50%">
<font class="textEditTitle">Contact Address</fonts><br>
A name, email or any other contact information.

</td>
<td>
<?php form text box("contactAddress","",$s_
defaultContactAddress, 255); ?>
</td>
</tr>

As you can see the form text box function takes the initial variable for the contact
address as an argument and limits the input to 255 characters. The data is going to be
stored in the contactAddress variable.

Finally, let's have a look at a text area element:

<?php form alternate row color (s$colors["form alternatel"], $colors["for
m_alternate2"],1); ?>

<td width="50%">
<font class="textEditTitle">Additional Information</fonts<brs>
Some additional information for this device.

</td>
<td>
<?php form_text area("additionalInformation",$s_
defaultAdditionalInformation,5,50,""); ?>
</td>
</tr>

The form text area element provides enough space to enter larger information. This
function displays an area box of 5 lines which can hold 50 characters each. The text entered
is going to be stored in the additional Information variable once you click on the

Save button.
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The last part of the form is to present the save button to the end users. Depending on the
mode of this form, some additional hidden fields need to be created, too:

if ( $dataId > 0) {
form_hidden box ("update component import","1",n"");
form_hidden box("dataId",$datald,"");

} else {
form hidden box("save component import","1","");

}

html end box() ;

form_save_ button ("cbEnhancedInfo_listInformation.php", "save");

The existence of the different hidden fields will make sure that the form_save function
knows if the data provided is going to be used for updating an existing entry, or creating
a new one.

The final form page can be seen in the following screenshot:

cbEnhancedInfo - Add Enhanced Information Data

Enhanced Information Data [new]

Devica Mamea
The device this data set iz for, Localhost [12?001] .’

Contact Address
A nare, email or any other contact ThomasUrban@urban-suﬂvvare.d
infarmation.

Longitude
The longitude of thizs device. 12345

Latitude
The latitude of thiz dewice, 12345

This is an example text for this device. It is =a

wirtual box running wiht S512ME and 1CPU on Centod
Additional Information
Sorne additional infarmation for this
device,

Sawve

The form_save function

The form_save function takes care of creating new items or updating existing ones,
depending on the hidden fields created earlier.
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Time for action - retrieving data from the form post

When pressing the save button, the form values are posted to the server. The form save
function needs to retrieve these values and store them into the database. Let's look at how
the different parts of this function work.

As the data is going to be used for updating the Cacti database, it's always a good idea
to make it more secure by using the available mysql escape string function:

// Retrieve the data from the form post
/* Add hostId statement here */
if (isset ($_POST['longitude'])) {
$s_datalongitude = mysgl escape string($ POST['longitude']) ;

if (isset ($_POST['latitude'])) {
$s_datalatitude = mysql escape string($_POST['latitude']) ;

if (isset ($_POST['contactAddress'])) ({
$s_dataContactAddress =
mysqgl escape string($_POST['contactAddress']) ;

if (isset ($_POST['additionallInformation'])) ({
$s_dataAdditionalInformation =
mysqgl escape string($ POST['additionalInformation']) ;

}

The special $_POST variable is checked for the existence of the form data and the
corresponding variable is set accordingly.

As you can see, there's a comment telling you that the host Id statement is missing. Open
the cbEnhancedInfo addInformation.php file from Example 5 and add the following
statement right after this comment:

if (isset ($_REQUEST['hostId'l)) ({
$s_dataHostId= mysqgl escape string($_REQUEST['hostId']);

}

So why did you add a $ REQUEST [ 'hostId'] hereinstead of the $_ POST['hostId']
one? In fact, both statements are valid. The § REQUEST variable holds values transmitted
via a POST or GET request, while the $ _POST variable will only have values when a form
is transmitted using the POST method.
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What just happened?

You just created the necessary statements for retrieving the posted data from the form
described earlier. Using the special mysgl escape string function you prepared the data
for being stored in the database. This function will take care of converting the user-provided
text strings into SQL values.

The variables can now be used to update an existing item or to add a new item to the
database. Let's look into how to create new items.

Time for action - creating a new tdatahase item

Creating a new item is done by using an INSERT SQL statement. The following code adds
a new item to the Cacti database:

db_execute ("
INSERT INTO “plugin_ cbEnhancedInfo dataTable™
(“hostId™, “longitude~, “latitude”, “contactAddress”,
“additionalInformation™)
VALUES
($s_dataHostId, '$s_dataLongitude', '$s datalLatitude',
'$s_dataContactAddress', '$s_dataAdditionalInformation')
")

If you look into the cbEnhancedInfo addInformation.php file from Example 5, you
will see that this code is actually missing. You can add it right after the comment in the
following section:

if ( (isset ($_POST['contactAddress'])) &&
(isset ($_POST['save component import'l) ) ) {
/* Add Save statements here */

}

As you can see, the code checks for the existence of the form fields save component import
and contactAddress before creating the new item. This will make sure that the function is
only creating a new item (save) if data has been entered for the contactAddress field.

Let's find out what this command will look like with real data. Open a MySQL CLI and execute
the following statement:

mysgl> INSERT INTO
“plugin_cbEnhancedInfo dataTable™
(“hostId™, “longitude~, “latitude”, “contactAddress”,
“additionalInformation™)
VALUES
(1, 'Sample Longitude', 'Sample Latitude',
'My Sample Contact Address', 'This is a test');
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You will see the following text:
Query OK, 1 row affected (0.00 sec)
Let's look at the database table:
mysgl> SELECT * FROM plugin cbEnhancedInfo dataTable;

An output similar to the following will be displayed:

F——F - = =
| Id | hostId | longitude | latitude | contactiddress
o e L] e B e e e
| 3| 1 | Sample Longitude | Sample Latitude | My Sample Contact Address
| 1] 1 | Longitude 3Sample | Latitude Jample | Contact Zample
o ——— F——————— ———
2 rows in set (0.00 sec)

What just happened?

As you can see, the function is using the SQL INSERT statement to add data to the Cacti
database. The function will only use this statement if the save component import field
has been set and the user has entered some text in the contactaddress field.

Let's look at how an update to an existing dataset is done.

Time for action — updating an existing item

When updating a new item, the special UPDATE SQL keyword can be used. The following
code updates an existing item:

db_execute ("

UPDATE “plugin cbEnhancedInfo dataTable”
Set

hostId=$s_dataHostId,
longitude='$s_datalLongitude',
latitude='s$s dataLatitude',
contactAddress="'$s_dataContactAddress',

additionalInformation="'$s_dataAdditionalInformation'
WHERE

Id="'s$dataId’
") ;
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As with the creation of a new item, this code is also missing from the file. You can enter it
after the comment in the following section:

if ( (isset ($_POST['contactAddress'])) &&
(isset ($_POST['update component import']) ) ) ({
/* Add Update statements here */

}

Let's look how the db_execute command will look with real data. Open a MySQL CLI and

execute the following statement. You may have to change the 1d to match your database
data from the SELECT * statement in the previous section:

mysgl> UPDATE “plugin cbEnhancedInfo dataTable~
Set

hostId=1,

longitude="'New Longitude',
latitude='New Latitude',
contactAddress='New Contact Address',

additionalInformation='not available'
WHERE

Id=3;
You will see the following output:

Query OK, 1 row affected (0.01 sec)
Rows matched: 1 Changed: 1 Warnings: 0

Let's look at the database table again to see the changes:
mysgl> SELECT * FROM plugin cbEnhancedInfo dataTable;

An output similar to the following will be displayed:

=== e eI e e ==
| Id | hostlId | longitude | latitude | contacthiddress
H————f———————— e o ]
| 3 1 | New Longitude | Mew Latitude | Mew Contact bLddress
| 1| 1 | Longitude Sample | Latitude Sample | Contact Sample
H————f———————— e o ]
E rows in set (0.00 =sec)

As you can see, the item has been updated accordingly.
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What just happened?

You just created the update section which takes care of updating existing items. As you can
see, there's only a small difference between the two preceding sections. The only difference
between them are the SQL statements used.

You have now created all of the relevant parts of the plugin.

You can install this plugin using the default methods. You have created all relevant parts
which are needed for the plugin management to install and enable the plugin within Cacti.

Publishing
If you created a cool new plugin which you wanted everyone to know about, you could

publish it on the cacti.net website.

Simply go to http://docs.cacti.net/plugins.guidelines and follow the guidelines
published there or ask in the Cacti forums for help.

Pop Quiz - a few questions ahout Chapter 9

1. When adding new fields to a host, which plugin hook do you need to register?
a. Theapi device save hook
b. The config arrays hook

c. Theconfig settings hook

2. How do you add new tables to the database using the Plugin Architecture?
a. Usingapi plugin db_table create
b. Usingapi plugin db table modify
€. Usingapi plugin db_ table add

3. What can you use the tree_after hook for?
a. You can execute some functions after you create a new Cacti tree
b. You can display additional information at the end of the graph tree view page

c. You can display additional fields on the Cacti tree creation page
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During this chapter you have learned quite a lot about creating your own plugin.
Specifically, you have covered:

Installing and using the superlinks plugin
Creating a concept for a plugin

How to create the main setup.php file
How to present data

Adding a new web page for viewing a list of enhanced information items

* 6 ¢ 6 o o

Creating a web page for adding new enhanced information items

You should now be able to create your own personal Cacti plugins. In the next chapter, you're
going to install and configure a threshold monitoring plugin to further enhance Cacti.
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Threshold Monitoring with Thold

Now that you've installed several plugins and know how to create your own,
let's look at how one of the more complex plugins can help you monitor your
devices and send out alerts based on thresholds.

In this chapter, we are going to:

Provide an overview of the Thold plugin
Describe the different threshold types available

Create a threshold

* 6 o o

Create a threshold template and assign it to a data source

Let's start with some basics!

Threshold monitoring

With the addition of a threshold monitoring plugin, Cacti becomes more and more of
a performance management tool. Setting thresholds on the gathered performance data
for alerting allows you to:

¢ Repair hardware problems before users are impacted

¢ ldentify performance issues before there are real problems

¢ Identify virus outbreaks

With thresholds set, you do not have to look at all your graphs every day to identify
these items.



Threshold Monitoring with Thold

Thold

Thold is a threshold monitoring and alerting plugin for Cacti which dates back as far as
December 2004, but has since been replaced by the currently available plugin. Thresholds can
be created per host and data source but Thold also supports threshold template creation.

Installing Thold

Let's start with installing the Thold plugin.

Downloading and installing Thold

Thold is not published on the cacti.net website, but is, however, freely available from the
cactiusers.org website.

Time for action - installing Thold

1. Goto http://cactiusers.org/, right-click on the Thold link, and save the
target location.

2. Logon to the shell of your Cacti server.

3. Change to the Cacti plugins directory:
cd /var/www/html/cacti/plugins

4. Download the Thold plugin:
wget http://cactiusers.org/downloads/thold.tar.gz

5. Extract the file:
tar -xzvf thold-0.4.3.tar.gz

6. Login to Cacti, install, and enable the plugin which appears in the Plugins page.

Actions Name Descrption®* Status Author Web Page Version

tbEnhancedInfo chEnhancedInfa General Active Thomas Urban nfa

Setlings Global Plugin Settings Systern Active Jimmy Conner hittp:ffcactiuzers.org

Ntop MTap Viewer Ganeral Adtive Jdirarmy Conner httpiifcactiuzers.arg

hitp /fwotsit. thingy. corndh ail cacti
superlinks-plugin, bhtrol

Supedinks SuperLinks Old PIA Active Howard Jones

Thold Thresholds General Active Jirmmy Conner http:ffcactiuzers.arg

NOTE: Please sort by 'Load Order' to change plugin lead ordering.
NOTE: SYSTEM plugins can not be ardered,
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What just happened?

You installed the Thold plugin, thereby enabling you to set thresholds on the values of the
RRD data and send out alerts if your thresholds are breached.

Configuring Thold

As with most complex plugins, Thold comes with its own configuration tab on the Cacti
settings page. Let's look at the various options for Thold.

The General settings area contains some very basic options. The following image shows their
default values:

Disable all thresholds

Checking this bax will disable alerting on all threshalds, This can
be used when it iz neceszary to perform maintenance on your
netwark,

pase IRL L hitp://192.168.178.47/cacti/

I:l Dizable all threshalds

Thresholds per page a0
Nurmber of thresholds to display per page

Log Threshold Breaches

Ernable logging of all Threshald failures to the Cacti Log D Log Threshold Breaches

Log Threshold thanges

Enable logging of all Threshold changes to the Cachi Log I:l Log Threshold Changes

Most of these settings are self explanatory, but you may be wondering what the Base URL
option is used for. By default, it should be pointing to the URL of your Cacti installation,
based on what Thold thinks it is. This value will be used when a threshold alert is sent

out as a link to the graph. You should check this URL to make sure it's accurate.
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Default Alerting Options

The Default Alerting Options area lets you define syslog reporting as well as some
exemptions and triggers. Look at the following screenshot showing the default values:

Default Alerting Options

Weekend exemptions

If thiz iz checked, thald will not run on weekends, I:‘ Weekend exemptions

Default Trigger Count
Murnber of consecutive tirmes the data source must be in breach ]
of the threshald for an alett to be raized

Re-Alerting
Repeat alert after specified number of cycles.

12

Syslogging

These messages will be sent to your local syslag. If you would
like these sent ta a remote box, you must setup your lacal
syslog to do so

D Swzlagging

Syslog Level -

This is the priority level that your syslag messages will be sent Warmng -
as,

Syslog Facility

This is the facility level that vour svslog messages will be sent Daemon hd

Default Emailing Options

The default Emailing Options section lets you define the appearance of alert emails as well
as the generic content of these emails. Look at the following image for the default values:

Emailing Dptions

Dead Hosts Motifications

Enable Dead/Recovering host notification

Dead Host Motifications Email

Thiz iz the ermail address that the dead host notifications will be
sent to.

Dead Hosts Motifications

Down Host Subject
This is the email subject that will be used for Down Hast
Meszages,

Hast Errar: <DESCRIFTION> (<HOSTHAME

Recovering Host Subject

This is the ernail subject that will be used for Recovering Host Host Motice: <DESCRIFTIOMN> ((HOSTNAM

Meszages,
Down Host Message Host: <DEICRIPTICH: (<HOITHNAME:)
This is the message that will be displayed as the message body <br>3tatus: <DOWN/UP><br:MNessage:

of all UP / Down Host Messages (255 Char MaAX), HTML iz allowed,

but will be removed for text anly emails. There are several <HESSAGE><br><br>Uptime: <UPTINE>

descriptars that rnay be used,

“HOSTHAME> <DESCRIPTIOMN> <UPTIME> <UPTIMETEXT=
=DOWNTIME> <MESSAGE> <SUBJECT= <DOW NP>
=SMMP_HOSTHAME> <SHMP_LOCATION> <SMMP_CONTACT=
=SMMP_SYSTEM= =LAST_FAIL> <AVAILABILITY> <CUR_TIME=
=AVG_TIME> <MOTES>=

From Email Address
This is the email address that the threshold will appear fram,

From Name
This is the actual narme that the threshaold will appear from.

Threshold Alert Message

Thiz is the message that will be displayed at the top of all
threshald alerts (255 Char MaX), HTML is allowed, but will be
rernoved for text only ernails, There are several descriptars that
rmay be used.

=DESCRIPTION® <=HOSTMAME> <TIME> <URL> <GRAPHID=
=CURRENTWALUE= <THRESHCLDMAME= <DSNAME® <SUBJECT>
=GRAPH=

5end alerts as text

If chacked, this will cause all alerts to be sent az plain text emails
with no graph., The default is HTML emails with the graph
_e-mbedded in the e-mail.

[<UPTIMETEXT>) <br>Availishility:
<AVAILABILITY><br»Response: <CUR_TIME:>
ms<br>Down Jince: <LAST FAIL><br>NOTE:
<NOTES >

Alers@killermaschin.dyndns.org
Cacti Alerts

<html><hbody>in alert has been issued that
requires your attention. <brx<hbr:
<strongrHost</strong>: <DESCRIPTICN:
[<HOSTNAME:>) <brr<strong>URL</strong>:
<URLr<hrr<strongrMessage</strong>:
<SUBJECT><brs><br><GRAPH></bhody></html>

[T] send alerts as text
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There are two fields that need some special explanation; Dead Hosts Notifications and Dead
Host Notifications Email. By default, Cacti doesn't immediately mark a host as being down if
it was unreachable. If you look at the Poller tab and scroll down to the bottom of that page,
you will see the following settings:

Host Up/ Down Settings

Failure Count
The number of polling intervals a hest must be down 2
before logging an error and reporting host as down.

Recovery Count
The number of polling intervals a host must remain up 3
before returning host to an up status and issuing a notice.

This means that Cacti will try to poll the host twice before marking it as down, while waiting
3 polling cycles before marking the host as being recovered. Based on the default poller
interval of 5 minutes, the total time these values represent are 10 and 15 minutes respectively.

As Thold uses the internal Cacti mechanism, a dead host notification will also be sent out
after 2 polling cycles.

You've also seen that Thold accepts an e-mail address that should receive the dead host
notification message. As there's no such field on an individual device basis, then the e-mail
address entered here will receive dead host notification messages for all devices configured
in Cacti. In a multi-tenant environment, this may not be what you want, so make sure you
understand the options.

Default Baseline Options

Thold has the ability to trigger alerts by doing some baseline analysis. The default baseline
options define the time ranges and triggers to take into account when calculating a threshold
breach. The default values can be seen in the following screenshot:

Baseline notifications

Enable sending alert for baseline notifications Baseline notifications

Default Baseline Trigger Count

Number of consecutive times the data source must be in 2
breach of the calculated baseline threshold for an alert

to be raised

Baseline reference in the past default
This is the default value used in creating thresholds or 86400
templates.

Baseline time range default
This is the default value used in creating thresholds or 10800
templates.

Baseline deviation percentage
This is the default value used in creating thresholds or 15
templates.
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Using Thold

Now that you have installed and configured the Thold plugin, let's move on and assign Thold
permissions to a user and create some thresholds.

First, you'll have to assign permission for Thold to a user. For alerting to work properly,
you should also define an e-mail address for the user.

Time for action - give permission to a user

1. Logonto Cacti as a user with administrative rights.
2. Click on the Console tab and go to Utilities | User Management.
3. Click on the user to whom you want to provide access, to the plugin.

4. Add an e-mail address for the user in the new Email Address field:

User Management [edit: admin]

User Name

The login name for this user. admin

Full Name —
A more descriptive name for this user, that can include spaces or Administrator
special characters.

WN”JN | |

Authe cation dealm

Only used if you have LDAP or Web Basic Authentication enabled. Local -
Changing this to an non-enabled realm vill effectively disable the

user,

Email Address user@mydomain.com

5. 0On the Realm Permissions tab, tick the checkbox next to Configure Threshold
Templates, Configure Thresholds and View Thresholds as seen in the
following screenshot:

Realm Permissions | Graph Permissions | Graph Settings |

Realm permissions control which sections of Cacti this user will have access to.

Realm Permissions

Consaole Acgass Send Test Ernail

Update Data Templates Configure Threshold Templates
Update Host Ternplates Configure Threshalds

Data Queries “iew Threshalds

Feturn Sawve

6. Click on the Save button.
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What just happened?

You just gave a user permission to create threshold templates, individual thresholds, and
to view the thresholds within Cacti.

Thresholds can be set on a per data source basis, but this can be tedious in large
environments so, thankfully, the plugin provides an easy way of creating thresholds
using a shortcut icon on the graph view pages.

Time for action - creating your first threshold - Part 1

1. Logon to Cacti as the user you changed in the previous step.
2. Click on the Graphs tab and go to a host or graph.

3. Onthe right of the graphs, there are a number of small icons. Click on the one showing
a small document with a checkmark in it, as seen in the following screenshot:

- Localhost - Load Average Q
2 ©
5 0.3 .
- all
p o.2
: 0.1 ©
u
8 oo :
= 19:50 20:00 20:10 20:20 20:30 20:40
= From 2010/11/16 19:48:04 To 2010/11/16 20:48:04

O 1 Minute Average Current: 0.06

O 5 Minute Average Current: 0.11

B 15 Minute Average Current: 0.09

4. On the next page, select Create a new Threshold from the drop-down box and click
on the go button as shown in the following screenshot:

Create Threshold from Template

There are no Threshold Templates associated with the following Graph

Localhost - Load Average

Create a new Threshold
Create a Threshold Template
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5. Onthe next page, the Host and Graph drop-down boxes should already be filled
in. Now select load_15min as the Data Source for which you want to create a
threshold. The next image displays the information for the Localhost — Load
Average graph:

Threshold Creation Wizard

Please select a Data Source

Host: Localhost (127.0.0.1) -

Graph: Localhost- Load Average -
load_Tmin
load_5min

6. Click on the Create button.

7. You'll now see a page where you can define the threshold for the specific data
source you've selected. Let's stop here for a moment and look at this page in
more detail.

The threshold creation page

The threshold creation page can be divided into three main parts:

¢ Basic and mandatory settings
¢ Threshold setup
¢ Alert setup

Depending on the number of data source items that make up the graph, you will also see
a tab at the top for alternating between them.

In the Basic and Mandatory Settings section you can define some functionality for Thold.
If this threshold is based on a threshold template, which we are going to go over a bit later,
then you can enable or disable the propagation of settings from the parent template here.
Look at the following screenshot for the definition of each field:
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Data Source Item [load_15min] - Current value: [0.0701]

Template settings
Template Propagation Enabled

Whether or not these settings will be propagates from the Template Propagation Enabled
threshold template.

Mandatory settings

Threshold Name -
Provide the THeld a meaningful name Localhost- Load Average [load_15min]

Threshold Enabled

Whether or not this thresheld will be checked and alerted Threshald Enabled
upon.

Weekend Exemption [l .
If this is checked, this Threshald will not alert on weekends. Weekend Exemption

Disable Restoration Email
If this is checkad, Thald will not send an alert when the 7] pisable Restoration Email
threshold has returned to normal status.

Threshold Type
The type of Threshold that will be monitored.

High [ Low Values ~

In this section, you can also change the Threshold Type which can be one of the following:

¢ High / Low Values: The threshold is breached if the value is above or below
these numbers.

¢ Baseline: A time range from the past is used to calculate acceptable minimum and
maximum values. The threshold is breached if the values deviate by this amount,
in percent.

¢ Time Based: Similar to the high/low threshold, a time-based threshold is defined
by setting high and low numbers. In order to trigger the threshold, it must be
breached x number of times within the last y minutes (for example, 2 times within
the last 30 minutes).

The type of threshold you choose here changes the content of the following section.

Threshold setup section

This section provides fields for setting up the actual threshold. Depending on the
Threshold Type you chose earlier, this section changes.

The following screenshot displays the section seen when you choose the High / Low
Values type:

High Threshold
If set and data scurce value goes above this number,
alert will be triggered

Low Threshold
If s=t and dats source value goes below this number,
alert will be triggered

Breach Duration
The amount of time the dats source must be in breach  MNever -
of the threshold for an alert to be raised.
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As mentioned earlier, High / Low Values thresholds are the simplest type. A value has to be
at fault for a consecutive number of times (Breach Duration) for an alert to be issued.

The Baseline threshold type provides more fields for you to fill in, as shown in the
following screenshot:

Baseline Settings

Baseline monitoring

When enabled, baseline monitoring checks the current

data source value against a value in the past. The

available range of values is retrieved and a minimum Baseline monitoring
and maximum values are taken as a respective

baseline reference. The precedence however is on the

"hard" thresholds above.

Reference in the past

Specifies the relative point in the past that will be used
as a reference. The value represents seconds, so for a
day you would specify 86400, for a week 604800, atc.

Time range
Specifies the time range of values in seconds to be
taken from the reference in the past

Baseline deviation UP
Specifies allowed deviation in percentage for the upper
bound thresheld. If not set, upper bound threshold will
not be checkead at all.

Baseline deviation DOWN

Specifies allowed deviation in percentage for the lower
bound thresheld. If not set, lower bound thresheld will
not be checkead at all.

Baseline Trigger Count

Number of consecutive times the data source must be
in breach of the baseline threshold for an alert to be
raised.

Leave empty to use default value (Default: cycles)

As not all data sources can be defined with a fixed threshold limit, the Baseline threshold
provides an automated way of creating a threshold for these kinds of data sources.

Let's assume that you have a system with an average load of 5% at working hours from
Monday to Friday and, due to backups and/or heavy reporting functions running at night,
it goes up to 15%. If you now set a high threshold of 15%, then you would probably not
notice an unusual load during working hours, when a virus outbreak increases the average
load to 10%.

This is where the Baseline threshold will come in handy. By setting the reference point for
the threshold to the value from a week ago and choosing a decent, but not too large time
range, you can define a dynamic threshold by using the Baseline deviation UP and Baseline
deviation DOWN fields. The Baseline threshold will then alert you when the average load
increases to, for example, 10% during work hours but will also alert you during the night
when the average load increases beyond 15%.

You can take care of smaller usage spikes by also defining a Baseline Trigger Count.
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The last threshold type available is the Time Based threshold so let's look at its settings:

High Threshold

If set and data scurce value goes above this number,
alert will be triggered

Low Threshold
If set and data source value goes below this number,
alert vill be triggered

Breach Count
The number of times the data source must be in
breach of the threshold.

Breach Window
The amount of time in the past to check for threshold EMinutes -
breaches.

As described earlier, Time Based thresholds have fixed high and low threshold values but in
contrast to the simple High / Low Values type, this one is able to check for the number of
threshold breaches within a specific time range.

When would you use this? Let's assume you are counting the number of failed logins of the
root user to your system. As it sometimes happens, you type in the wrong password, and you
do not want to be alerted for every single failed login, so you set the High Threshold to 2. If
someone tries to login to your system twice within the last 5 minutes, then you will get an
alert. However, if someone tries to login to your system 288 times in the last 24 hours, or

on average once every 5 minutes, then you will never get an alert.

Time Based thresholds will allow you to define a case which would cause the threshold

to alert if the value is breached 2 times (Breach Count) during the last 60 minutes (Breach
Window). In the example with the failed logins you will now get an alert telling you that
someone tried to logon 7 times during the last 60 minutes.

The alert section allows you to define the recipients of the alert. As you have already set up
an e-mail address for a user, it should appear in the Notify accounts list.

The Re-Alert Cycle field allows you to enable e-mail alerts to be sent out regularly as long
as a threshold is breached. This will remind those responsible that there is an ongoing issue
to be resolved.

In case you have external users in need of this information, or have systems that create
tickets or take action on an alert, you can define some extra e-mail addresses in the
Extra Alert Emails box.
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The following screenshot shows the alert section and a description of the fields:

‘Other setting

Re-Alert Cycle
Repeat alert after this amount of time has pasted Mever -
since the last alert.

Notify accounts

This is a listing of accounts that will be notified when — =
this threshold is breached. Administrator - Email 2

Extra Alert Emails
You may specify here extra e-mails to receive alerts for
this data source (comma separated)

Now let's get back to work and continue with the definition of the threshold.

What just happened?

You just walked through the first steps of creating a threshold. You selected the host and
graph for which you're going to create a threshold as well as the data source which will be
monitored for threshold breaches.

Time for action — creating your first threshold - Part 2

1. You are now going to define a High / Low Values threshold, so select High / Low
Values as the Threshold Type.

2. Look at the sample graph at the top of the page and set a good High Threshold
which is relatively near or just below the maximum limit of your graph. This will
allow you to check the functionality of the alerting later on. In the following
graph example the High Threshold value should be set to 0.3:

Localhost - Load Average

T

3

er h

=

a

c 0.3

£

- 0.2

=

'” 0.1

A

a

n 0.0 .
u 12:00 14:00 16:00 18:00 20:00
=

3. Select 5 minutes as the Breach Duration.
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4. Leave the Data Type to Exact Value.
5. Select the account that shows up in the Notify accounts field.

6. Click on the Save button.

What just happened?

You've finished creating your first threshold. By selecting a high threshold value that's near
your normal average load, you should receive an alert e-mail when there's a high load on
your system.

As you may have noticed, you skipped the Data Type field, leaving it to the default value.
What's the purpose of this field? Depending on the data source type you can use different
methods for extracting a value from the data source. Remember when you created the
graph templates? You sometimes had to use a CDEF to turn bits into bytes or make numbers
negative. This same principle applies here. The values returned from the data source are not
always the same values you displayed on the graph and, for some of these data sources, you
had to use a CDEF to make them appear as you want.

You can also choose to convert values to a percentage compared to another data source. An
example of this would be memory calculations, where you may want to set a threshold of
the free memory available as a percentage of the total system memory. You can, of course,
use a fixed low value with the minimum free memory, but this threshold will only be valid for
a limited number of systems. Defining these thresholds as a percentage will be much better
when defining threshold templates which will apply to a large set of dissimilar systems with
different memory footprints.

Testing the threshold

Now that you have defined a threshold, how can you test if everything is working? On Linux
systems you can use a stress test application. Let's look into how to install and use the stress
tool from freshmeat .net (http://freshmeat.net/projects/stress/).

Time for action - installing the stress tool

1. Logon to your CentOS Linux system as the root user.

2. Change to the tmp directory:
cd /tmp

3. Download the stress tool:

wget http://packages.sw.be/stress/stress-1.0.2-1.el5.rf.i386.rpm
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4. |nstall the package with the rpm command:
rpm -Uvh stress-1.0.2-1.el5.rf.i386.rpm

5. Run a stress test for 60 seconds:

stress --cpu 8 --io 4 --vm 2 --vm-bytes 128M --timeout 60s

6. Go back to Cacti and look at the average load graph. It should show a much higher
average load than when you setup the threshold:

Localhost - Load Average

15

10

21:30 21:40 21:50 22:00 22:10 22:20
From 2010/11/16 21:26:42 To 2010/11/16 22:26:42

processes in the rum gueue

O 1 Minute Average Current: 0.62
O 5 Minute Average Current: 1.43
W 15 Minute Average Current: 0.89

7. Check your e-mail account for the threshold alert.

8. In case you did not receive an e-mail, check the configuration of the settings plugin.
There may be a misconfiguration or missing entry there.

As you have already created your first threshold, and forced it to breach by using the stress
tool, let's now look how you can view these breached thresholds.

Time for action - viewing breached thresholds

1. Logon to Cacti as a user with View Thresholds permissions.

2. You should be presented with a page listing all threshold breaches like the one
shown in the following screenshot:
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console graphs

Console -* Thresholds

'Thresholds | | Host Status
Threshold Status
Templata: All v Status: Triggered v Rows: 30 + Search:

<< Previous Showing Rows 1to 1 of 1 [1]
Actions Name** ID Type High Current
offr

<< Previous Showing Rows 1to 1 of 1 [1]

Time: 0.05 seconds, User: 0.01 seconds, System: 0.02 seconds, Swaps: 0 swaps,Pages: 0 pages

3. Click on the second button with the red background and the white circle in it
to disable the threshold:

Elofr

4. Click on the green button to enable it again:

| [/]EJ 1 Localhost - Load Average [load_15min] 1 High/Low 0.3 1.01 Dlsahledl

5. You can edit the threshold by clicking on the first icon, or view the graph for the
threshold by clicking on the last icon.

What just happened?

You just looked at the threshold page which is available to all users with View Thresholds
permissions. Depending on the other permissions you have, not all icons will appear.

Now that you have created a single threshold, let's look into creating a threshold template
with baseline support for the average load threshold.

Time for action - creating your first threshold template

1. Logon to Cacti as a user with administrative rights.

2. Go to the Console tab and click on Threshold Templates under the
Templates section.
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3. You should see an empty table as seen in the following screenshot:

Threshold Templates Add

Name Data Template DS Name Type High Low Trigger Duration Repeat [l

Ne Data Templates

L’ Choose an action: Delete -

4. Click on the Add link to the top right.
5. Select Unix — Load Average from the Data Template drop-down box.

6. Select 10min (10 Minute Average) from the Data Source box as seen in the
following screenshot:

Threshold Template Creation Wizard ‘

Please press "Create” to create your Threshold Template

Data Template: Unix-Load Average -

Data Sowrce:  10min (10 Minute Average)

create

7. Click on the create button.
8. On the next screen, change the Threshold Type to Baseline.

9. Inthe Baseline monitoring section, enable Baseline monitoring by ticking
the checkbox.

10. Add 10 for the Baseline deviation UP.

11. Add 10 for the Baseline deviation DOWN.
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12. Leave everything else in this section to the default values as shown in the
following screenshot:

Baseline monitoring

When enabled, baseline monitering checks the current

data scurce value against a value in the past. The

available range of values is retrieved and a minimum Baseline monitering
and maximum values are taken as a respective baseline

reference. The precedence however is on the "hard"

thresholds above.

Reference in the past

Specifies the relative point in the past that will be used 26400
as a reference. The value represents seconds, so for a

day you would specify 86400, for a week 604800, atc.

Time range
Specifies the time range of values in seconds to be 10800
taken from the reference in the past

Baseline deviation UP

Specifies allowed deviation in percentage for the upper 10
bound threshold. If not set, upper bound threshaold will

not be checked at all.

Baseline deviation DOWN

Specifies allowed deviation in percentage for the lower 10
bound threshold. If not set, lower bound threshold will

not be checked at all.

Baseline Trigger Count

Number of consecutive times the data source must be in 2
a breached condition for an alert to be raised.

Leave empty to use default value (Default: 2 cycles)

13. Change the Re-Alert Cycle and Notify accounts to suit your needs.
14. cClick on the Save button to save your template.

15. Go back to the Template Thresholds page under the Template section and check the
table for the existence of your new template:

Unix - Load Average [load_15min] Unix - Load Average load_15min Baseline 1 Every 5 Minutes D

L Choose an actien: Delete -~

What just happened?

You just created your first baseline based threshold template. As you may have noticed,

the data source you selected was the 10min average data source, but the DS Name on the
table shows load_15min as the name. This is because the data template for the Unix — Load
Average assigns the 10min — 10 Minute Average output field to the load_15min internal
Data Source Name.
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Assigning threshold templates

Now that you have created a template for the Load Average threshold, you can assign this
template to the previously created load average threshold for your localhost device.

Time for action - assigning a threshold template

1. Logon to Cacti as a user with administrative rights.
2. Go to the Console tab and click on Thresholds under the Management section.

3. Youshould see a table with all your currently defined thresholds as shown in the
following screenshot:

Threshold Management

+ Template: Any v sState: Triggered v | clear

<< Previous Showing Rows 1to 1 of 1 [1] Next >>

[ ET TS Type High Low Trigger Duration Repeat Current Triggered** Enabled [l

<< Previous Showing Rows 1to 1 of 1 [1]

Ok Disabled

L’ Choose an action: Delete  «

4. Check the checkbox to the right of the Load Average threshold.

5. Choose Delete from the drop-down box at the bottom and click on the Go
button. This will make sure that this threshold does not exist any more, as
existing thresholds cannot be migrated to ones based on a template.

6. Click on the graphs tab and select the host where you created the Load Average
threshold earlier.

7. Click on the Create Threshold icon next to the Load Average graph.

8. From the following screen, select the Unix — Load Average [load_15min] template
as seen in the following screenshot:

Create Threshold from Template

Are you sure you wish to create Thresholds for this Graph?
Localhost - Load Average

Available Threshold Templates

Select a Threshold Template Unix - Load Average [load_15min] -
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9. Click on yes to save your selection.
10. Go to the Console tab an click on Thresholds under the Management section.
11. Change the State to Any at the top of the page.

12. Click on Localhost - Load Average [load_15min] to open the threshold
definition page.

13. The Template Propagation Enabled checkbox should be checked and all other
fields disabled as seen in the following image:

Data Source Item [load_15min] - Current value: [0.1099]

Template settings

T | Pr ion El |

Whether or not these settings will be propagates from the Template Propagation Enabled
threshold template.

Mandatory settings

U= bt s Localhost- Load Average [load_15min]

Provide the THold a meaningful name

Baseline monitoring

Baseline monitoring

When enabled, baseline monitoring checks the current data
source value against a value in the past. The available range
of values is retrieved and a minimum and maximum values
are taken as a respective baseline reference. The precedence
however is on the "hard" thresholds above.

Raferance in the past

Specifies the relative point in the past that will be used as a 86400
reference. The value represents seconds, so for a day you e
would specify 86400, for a week 604800, etc.

Time range

Specifies the time range of values in seconds to be taken 10800
from the reference in the past

Baseline deviation UP

Specifies allowed deviation in percentage for the upper bound 10
threshold. If not set, upper bound threshold will not be

checked at all. III
l . A s, ) * = -
Notify accounts = b
This is a listing of accounts that will be notified when this s =
threshold is breached. Administrator - Email |§8

Extra Alert Emails
You may specify here extra a-mails to receive alerts for this
data source (comma separated)

What just happened?

You just assigned your first threshold template to a data source. Every time you change the
base threshold template, the changes will propagate to the assigned thresholds. Please note
that the notification e-mail recipients are also stored in the template, so for different alert
recipients, you will need to create different templates.
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Pop Quiz- Afew gquestions ahout Chapter 10

1. When are baseline thresholds best used?

a. When performance values stay the same
b. When performance values vary between different days

c. Toidentify performance issues

2. Where do you define the alert e-mail addresses?
a. Inthe user management screen
b. Inthe alert setup screen

c. Inboth screens
3. What happens if you change the notification e-mail address in a threshold template?
a. Nothing happens

b. The notification e-mail address gets propagated to the actual thresholds

c. A confirmation e-mail is sent out to that address

You have learned quite a lot about thresholds, baselines, and other parts of the Thold plugin.
Specifically, you have covered:

Installing and configuring the Thold plugin
Creating a threshold via the graph view page
The differences between the three threshold types

Creating a baseline based threshold template

* 6 6 o o

How to assign this template to a data source

You should now be able to create a set of thresholds and templates to monitor your

network and receive alerts when performance issues occur. In the next chapter, you're going
to learn how to create reports containing specific Cacti graphs and how to send them to your
customers using scheduled e-mail.

[2401



11

You have created a solid base of graphs, so it's now time to see how you can
create reports and send them to your users. This chapter is going to show you
how to define reports with the free Nectar and the commercially supported
CereusReporting plugins.

In this chapter we are going to:

Provide an overview of Nectar and CereusReporting
Describe the process of creating a report
Schedule reports to be sent via e-mail

* 6 o o

Describe the advanced reporting features of CereusReporting

It's time for reporting!

Overview of Nectar and CereusReporting

Why do you need a reporting solution in the first place? Although Cacti is capable of
exporting graphs to an FTP server, it does not provide the ability to create on-demand
reports or to send out a collection of graphs using an e-mail system. This missing feature is
fulfilled by the Nectar and CereusReporting plugins. Let's look at these plugins in more detail.

Nectar

Nectar is the "true" descendant of the "reports" plugin which, in the early days of Cacti, had
the ability to e-mail graphs and text on a scheduled basis. As support and development of
the "reports" plugin was abandoned some time ago, one of the Cacti developers created

a new plugin called Nectar. Nectar is capable of creating reports containing the Cacti graphs
and some text and sending these graphs as inline images within e-mails.
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Nectar supports:

¢ Scheduling report generation
¢ Basic formatting of the reports using HTML and CSS code
¢ Sending of reports based on Cacti graphs via e-mail

Nectar is based on the GPL License. At the time of writing Nectar's latest published version
is 0.30.

The CereusReporting plugin is a complete new development for the 0.8.7 version of
Cacti. It is a commercial product which offers a free Express Edition for on-demand
report generation.

CereusReporting allows the creation of PDF and HTML based reports and supports report
scheduling and mail delivery of these reports.

CereusReporting offers the following features:

On-demand PDF report generation for users

Reports containing text, titles, chapters, and HTML code
Support for Report Templates for customer-specific reports
Support for Availability/SLA reports

Support for the DSSTATS plugin

Support for Smokeping graphs

® 6 6 6 6 o o

Commercial support

There is a lot more functionality available, such as the integration of Zenoss reports,
depending on the edition.

At the time of writing, there are two editions available, a free Express Edition and
a Corporate Edition. The latest published Version is 1.51.

Let's look into Nectar, and how to create and schedule reports using this plugin.
You can get the latest version of Nectar from the plugin documentation page here:
http://docs.cacti.net/plugin:nectar. This example is going to use version 0.30.
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Time for action - installing Nectar

1. Logon to your Cacti installation as root.

2. Change to the plugins directory of your Cacti installation:
cd /var/www/html/cacti/plugins

3. You can download the latest version:

wget -O nectar-v0.30.tgz http://docs.cacti.net/ media/plugin:
nectar-v0.30.tgz

4. Extract the plugin using the tar command:

tar -xzvf nectar-v0.30.tgz

5. Now you can login to your Cacti web interface and install/enable the plugin from the
Plugin Management page.

6. You should now be able to see the nectar tab at the top as shown in the
following screenshot:

Showing &ll 6 R

Load

Actions Name Order

Descripton®* Type Status Author Web Page Version

http:/fdacs, cacti.net
fplugininectar

6@ Nectar Send Graphs via EMail General Active Reinhard Scheck

Showing all & Rows

NOTE: Fleaze sort by 'Load Order' to change plugin load ordering.
NOTE: S¥STEM plugins can not be ordered,

What just happened?

You have just installed and enabled the Nectar plugin for your system. You can now go
on and create and schedule reports once you have set the correct realm permissions for
your user.

Now that you have installed the Nectar plugin, let's look into how to create your first report.
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Time for action — create your first Nectar report

1. Logon to your Cacti web interface.

Click on the nectar tab.

You should see an empty table. Click on the Add link to the top right.

AN W N

You will see a new page where you can define your nectar report. Enter My New
Report as the Report Name and check the Enable Report checkbox.

5. within the Email Frequency section, check the Next Timestamp for sending Mail
Report field and choose the date/time when you want your first report to be
sent out.

6. Select Day(s) as the Report Interval so your report will be sent out daily at the same
time at which you scheduled your first report, as seen in the following screenshot:

Email Frequency

Next Timestamp for sending Mail Report
Start tirne for [fiest|next] mail to take place. all future mailing tirmes will be bazed (2070017724 21:30:00
upan this start time. A good example would be Z:00AM.

Report Interval
Defines a schedule pattern, relative to given start tirme, e.g. "Day" or "Month". Day(s) w
2., "Week" for reporting interval with a weekly repeat cycle

Number of Intervals
Defines a the number of intarvals (see above] to pass until next schedule, 1
e.g. "2" for a two week reporting interval

Report Offset [seconds]
The Offset in Seconds with respect to the [interval, count) base, a
e.g. "43200" far a report that will be offzet half a day on each schedule

7. Go to the Email Sender/Receiver Details section and fill in your e-mail details.

8. Once you are done, click on the Create button.

What just happened?

You have just created your first report. This report is still empty as you have yet to add report
items to it.

M Important note:

Check the regional settings for your MySQL database. Some
instances actually use "-" as the date separator, and not "/."
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Time

1.

Type

Host

Itemn Type to be added.

Host Template
Select a Host Template to use.

Select a Host to specify a Graph
Graph Template

Select a Graph Template for the host
Graph Name

The Graph to use for this report iterm.

Graph Timespan
Graph End Time is always set to the Mectar's schedule, LastDay i
Graph Start Time equals Graph End Time rminus given timespan

for action - adding report items

You should now see several new tabs as seen in the following screenshot:

Report Saved

Details Items | | Preview | | Events |

Report Details [edit: My Report]

Click on the Items tab.

A new page opens with an empty table. Click on the Add link to the top right of
the table.

As seen in the following screenshot, the new page offers several drop-down boxes
to choose from. Select Graph as the Type and select one of your existing graphs
to be added to the report:

Report Item [r eport Item: ]

Graph b

Local Linux Machine v
Mv-Device (127.0.010) v
IJnix - Ping Latency %

tv-Dewvice - Fing Latency %

Al t
Alilg::::t of the Item Left ¥
Sequence :
Sequence of Item,
5. Once you select an item from each drop-down box, you will see the graph being

displayed underneath. Click on the Save button to continue.
The table should now list your previously added graph.
Click on the Preview tab to see a preview of your report.

On the Events tab you can see the next dates and times when your report will be
generated and sent out.
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9. Inorder to test your report, click on the Send Report link to the far right of the tabs.
An e-mail similar to the one shown in the following screenshot will be sent to you:

My New Report  1nbox | x I
Cacti Report Mailer to me show details 10:51
My New Report

MY -Device - Ping Latency
600 m
500 m
400 m
300 m
200 m
100 m

milliseconds

"vied 00:00 Wed 86:00 Wed 12:00 Wed 18:00
From 2010/11/23 22:51:37 To 2010/11/24 22:51:37

Current: 31.41 m Average: 64.65 m Maximum: 549.48 m

®Reply *Replytoal =*Forward

What just happened?

You just added a graph item to your report and scheduled it to be sent via e-mail on
a regular basis. The e-mail contains the Cacti graphs as inline images and can be forwarded
to other people.

CereusReporting is the new name of the nmidCreatePDF plugin. It was introduced with
version 1.0 and refers to the name of a Cacti species, underlining the close relationship
to the Cacti performance monitoring tool.

CereusReporting allows the creation of PDF reports and comes as a free Express Edition as
well as a commercial Corporate Edition. Commercially available modules with additional
functionality can be enabled for the Express Edition. These modules include report
scheduling and mailing as well as other more advanced features.

The Express Edition also supports the nmidSmokeping plugin for adding Smokeping graphs
to the PDF report.

The Express and Corporate Edition share the same code, so let's install the Express Edition
now. This installation assumes that you are using Cacti 0.8.7g with PIA 2.9 installed.
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You can get the latest version from the CereusReporting project page here:

http://redmine.nmid-plugins.de/projects/nmidcreatepdf/files. This
example is going to be based on the v1.50.86 version.

Time for action - installing CereusReporting

1. Logon to your Cacti installation as root.

2. Change to the plugins directory of your Cacti installation:
cd /var/www/html/cacti/plugins

3. Download the latest version:

wget http://www.network-outsourcing.de/uploads/CereusReporting
v1.50.86_ionCube full.tgz

4. Extract the plugin using the tar command:

tar -xzvf CereusReporting v1.50.86 ionCube full.tgz

5. Change into the newly created directory, nmidCreatePDF:

cd nmidCreatePDF

6. Change the ownership of the files to your webserver and Cacti:

chown -R apache.cactiuser *

7. CereusReporting uses a threaded approach for creating the graphs. Therefore you
are now going to download the extension responsible for it:

wget http://redmine.nmid-plugins.de/attachments/download/231/
parallelGraphRetriever linux32bit.zip

unzip parallelGraphRetriever linux32bit.zip
chown apache.cactiuser parallelGraphRetriever

chmod +x parallelGraphRetriever

8. In case you do not yet have the php-gd and php-mbstring modules installed,
do it now:

yum install php-gd php-mbstring
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9. The CereusReporting plugin is encrypted with the lonCube software. In order to load
the plugin, you need to install the PHP loader. For PHP Version 5.1, the following
commands will install the required module:
cd /tmp
wget http://downloads2.ioncube.com/loader downloads/ioncube
loaders lin x86.tar.gz
tar -xzvf ioncube loaders lin x86.tar.gz
cp ioncube/ioncube loader lin 5.1.so /usr/lib/php/modules/

10. You now have to tell PHP to load this module:
echo "zend extension=/usr/lib/php/modules/ioncube loader lin
5.1.s0 " > /etc/php.d/aaa_ioncube.ini

11. Restart the webserver so it loads the new module:

/etc/init.d/httpd restart

12. Now logon to your Cacti web interface and enable the plugin.

13. You should now be able to see the Cereus tab at the top as shown in the
following screenshot:

' console ‘nectar || Cereus |
What just happened?

You have just installed and enabled the CereusReporting Express Edition along with the basic
requirements. This edition allows you to create simple on-demand reports as well as creating
pre-defined reports. Do not forget to give the appropriate realm permissions to your users.

Before creating your first report, you will need to configure the CereusReporting plugin.
There are several basic settings which are essential for the plugin to work properly. Let's
set up the plugin now.

Time for action — configure CereusReporting
1.
2.
3.

Go to Configuration | Settings.
Select the NMID tab.

Enter Cacti Report as the Report Title.
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4. Enter provided by your IT department in the Report Subtitle field.

5. Enter images/urban-software logo.png as your Report Logo. The logo needs
to be readable and writeable by your webserver and the Cacti user.

6. Check the Print Header/Footer to PDF box.
7. Enter the URL of your Cacti web interface to the Cacti Host/Server URL field.

8. Enter /usr/bin/php for your PHP binary path. On a Linux system, you can check
where your PHP binary is by issuing the following command on the CLI:

which php
9. Enter archive as the Archive Directory.

10. You can leave the rest of the settings as they are. Your settings should now look as
shown in the following screenshot:

Cacti Settings (NMID)

NMID - CereusReporting - General - EXPRESS Edition - License Expiry Date : never

Report Title -
The title of the report. This will only be displayed if the selected tree Cacti Repol"t
itern is not a header.

Report Subtitle

The default sub-title of the report. Eg. 'Provided by your Support Team' pfOVIdEd by your IT department

Report Footer
The default footer of the report.

Print Header/Footer to PDF
Enables/Disabled the printing of the Header and Footer. Should be Print Header/Faotar ta POF
disabled when using a CoverPage/Templata.

Report Logo 5
The company logo you want to be displayed on the POF report. The imagesfurban-software_logo.png
default logo is images/default_logo.png. Meeds to be a PNG file.

Use 'HOSTNAME(IP) in host only reports
Displays 'Report for host hostname(a.b.c.d)' instead of the default Use 'HOSTNAME(IP)' in host only reports
report title

Graphs link back to cacti

A click on a graph in the PDF Report links back to the cacti page for that Graphs link back to cacti
graph

Cacti Host/Server URL . -
The Cacti Host/Server URL to be used in the graph links http://152.168.178 4 7[cacti/
WebService URL

for nmidSmokeping graphs only. Url to the webservice: http://path
[to/plugins/nmidWebService/websearvice.php?wsd|

PHP binary path -
Path to the php binary. To use the default php installation in the fusr/bin/php
systemn path, just enter 'php' here.

Archive Directory

Archive directory for storing the PDF Reports. archive

GZip binary path

Path to the GZip binary. Archived reports will be gziped if this is set.
Scheduler being used

The poller is fine for small reports, but it is still recommended to use Poller =
lgon or wirn:lo\-ﬁ schedulin&.

[bin/gzip

11. Click on the Save button.
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What just happened?

You just defined the basic settings for the CereusReporting plugin.

The CereusReporting plugin is able to create instant PDF reports from the graph tree view
page as well as creating a pre-defined report collection.

On-demand reports can be enabled for every user to create instant PDF reports while
viewing the Cacti graph tree view pages.

Time for action - creating an on-temand report

Logon to your Cacti web interface.

1. Click on the graphs tab. You should notice the new toolbar:

Include

~ ¥ __Add to Report 10 - | A4 + | Portrait + | Default v |Sub-Leafs

@

2. Non-admin users will not see the Add to Report button and the drop-down box next
to it.

3. Select a host for which you want to generate a report.

4. Click on the PDF icon to the far right. After a short time you should be presented
with a download dialog. Please note the filename displayed there:

Opening Report_for_host_Localhost{127.0.0.1).pdf &J

You have chosen to open
2| Report_for_host_Localhost(127.0.0.1).pdf

which is a: Adobe Acrobat Document
I from: hitp://192.168.178.47 II

What should Firefox do with this file?

Adobe Reader 9.4 (default) - |

Save File

[ Ok ]| Cancel |
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5. When you select a host, the report name will always have the same format as shown
in the previous picture. If you click on a sub-tree item and hit the Include Sub-Leafs
box, the report name will have the name you entered on the settings page.

What just happened?

You just created your first instant PDF report using the CereusReporting plugin. The graphs
included within the report show the exact timeframe which you selected in the Cacti tree
view page. You are able to select single graphs by clicking on the small checkbox next to each
graph, or create a report of a whole subtree by enabling the checkbox next to the PDF icon.

Let's now look at how you can create a pre-defined report.

Pre-defined reports are a collection of graphs from one or more hosts which can also come
from different Cacti trees. This allows you to add graphs from a specific type (for example,
hard disk space on servers) to one report.

Time for action - creating a pre-defined report
1.

2
3.
4
5

N &

Go to the console tab.

Click on NMID | Manage Reports.

An empty table will be shown. Click on the Add link at the top right of that table.
On the new page, enter Interface Report as the Report Name.

Enter a short Report Description of the report. This description will be shown at the
beginning of the final PDF report.

Select 1 Day as the Default Report Timespan.
Keep the rest to their default entries.

Click on the Save button. You will be redirected back to the report overview table
as shown in the following screenshot:

CereusReporting - Reports

This is an interface report containing only Graph .
interface statistics. Report i By D

Interface Report

Choose an action: Delete -
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9. Click on the graphs tab.
10. select a host entry from your Cacti tree.

11. select the checkbox next to each interface graph as seen in the
following screenshot:

OREEFOL

Thu 00:00

12. Select the Interface Report from the drop-down box at the toolbar:

|
\Interface Report : ~ |9 Add fo Report |

13. click on the Add to Report button.
14. Now click on the Cereus tab at the top.

15. You will see a list of pre-defined reports as seen in the following screenshot:

|CereusRep0r‘tTng - Report Generation

Reports Add
Reportld Name Description Report Type :‘:I:'t Quick Action

This is an interface report containing only interface  Graph 1 Day Generate

1 Interface Report statistics. Report Report

16. Click on the Generate Report link next to your Interface Report.

17. You will see some information about your report and be able to select a start
and end time for your report data. The start and end time is always based on the
Default Report Timespan which you defined for that particular report as seen in
the following screenshot:
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CereusReporting - Generate Report

Report Name
The name of the report.

Report Description
The detailed describtion of this report. This will be alsc be displayed in the
report.

Report Type
Report includes sub leafs
The report can include sub leafs. This is enly valid for non graph reports.

Default Report Timespan
The default report timespane of this report.

Report Timespan
Timespan for this report to use

Select if this is = normal repert, a ar=ph report or a special DSSTATs report.

Interface Report
This is an interface report containing only interface statistics.
Graph Report
false

1 Day

From: 2010-11-2401:00 [

To: 2010-11-2501:00 [H

[Goncer ) ceae |

18. Click on the Create button to create your report. The report will contain all the
graphs which you added previously as well as the report description you defined.
The following screenshot shows part of the first page of such a report:

_ Interface Report

provided by your IT depart rent

Thi & an interface report containing only interface statistics.

Localhost - Traffic - etho

Localhost - Traffic - etho
180 k
e
5 B8Ok
o
460k
i a0k
£ 2k le ﬂ :
- 0+ =
vied DE:DO Wed 12:80 Wed 18:00 Thu B0 :00
From 2016/11/24 01:00:00 To 2010/11/25 01:00:00
@ Inbound Current: 1.42 k Average: 4.12 k  Maximum: 162.94 k
Total In: 9.74 MB

What just happened?

You just created your first pre-defined PDF report. You can use this kind of report to group
similar graphs into one report for easier comparison.

Let's look into how you can schedule a report to be sent out via e-mail. For this, you will have
to request a trial license for the scheduling module.
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Time for action - scheduling a pre-defined report

Logon to your Cacti web interface.

1. Goto NMID | Manage Report Schedule.

2. Onthe empty table, click on the Add link which is at the top right. A new page

will appear.
3. Enter Daily Interface Report as the Schedule Name.
4. Select the previously defined Interface Report as the Report to be scheduled.
5. Enter This is a daily interface report for the Report Schedule Description.
6. Select daily as the Recurring frequency.
7. Set the Report Schedule to 00:00 hours of the next day.
8. Enter your e-mail address in the Report Recipients list.

9. Enable all checkboxes on this Report Schedule as seen in the following screenshot:

CereusReporting - Add Report Schedule

Schedule Name
The name of this report schedule.

Daily Interface Report

Report
The name of the report to schedula. Interface REpOI"t M
Thiz iz a daily interface report.

Report Schedule Description
The detailed describtion of this report. This will be
also be displayed in the report.

Report Schedule is Recurring 7 o )
This report will be scheduled on a recurring basis. This is a recurring report schedule

Recurring frequence
This is the recurring frequence the report will ba

created. dally e

This is enly valid for recurring schedules.

Report Schedule R ¥
Date/Time the report will be scheduled 2010-11-25 00:00 m

ThomasUrban@urban-software.de

Report Recipients
The email address(s) of the report recipients.
Separate the emails with a Semi-Colon (;].

Report Schedule Status 7 . . .
Report schedules can be disablad. This report schedule is active

Save
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10. Click on the Save button.

11. You will be redirected to the Report Schedules table. Here you should see your new
report schedule, as seen in the following screenshot:

CereusReporting - Report Schedules

Report Schedules

Is

Id Name e Repeating Date
= . 2010-11-26 1970-01-01 This is 2 daily
1 Daily Interface Report true daily 00100 01:00 TR et D
L Cheoose an action: Delete -
-
What just happened?

You just scheduled your first report. You will receive the report once the initial date/time
has passed.

Once you create large reports, you may want to create a backup for them. The Express
Edition of CereusReporting already includes a Backup and Restore feature, which creates
XML-based backup files of your reports.

Time for action — Backup and Restore a pre-tiefined report

Logon to your Cacti web interface.

1. Goto NMID | Backup/Restore.

2. Check on the checkbox next to the Interface Report as seen in the
following screenshot:

CereusReporting - Report Backup

Report Backup

Reportld Name

This is an interface
1l Interface Report report containing only
interface statistics.

L Choose an action: Backup - I

3. Click on the Go button at the top to create a backup file.
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4. Anew table will be displayed at the bottom of the page as seen in the

following screenshot:

Report Restore

File

Interface_Report.xml| Interface Report

Report Schedule [
Type Type

This is an

intarface

report Graph

containing Report = I:‘
only interface

statistics.

L

Choose an action: Restore -

5. Check on the checkbox next to the Interface_Report.xml file.

6. Click on the Go button at the bottom to restore the report. The CereusReporting

plugin never overwrites existing reports,

but will create a new report with the

same data as the original one, as seen in the following screenshot:

Report Backup

Reportld Name

This is an interface

it Graph
1 Interface Report report containing only 1 Day
interface statistics. = pas I:‘
This is an interface G h
k] Interface Report report containing only Rrap rt 1 Day I:‘
interface statistics. epal
What just happened?

You just created a backup of your Interface Report and also restored it. The XML backup file
contains all the necessary information to fully restore the report, including:

¢ General Report settings
¢ Defined Report Items
¢ Defined Report Schedules

Moving the report to another system will not be possible as the report items refer to
the item IDs within the local Cacti database. Normally these IDs will be different on

other systems.
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Report scheduling and polling performance

The report generation requires some performance. Depending on the report type, size, and
report generation settings, the scheduled report generation can have a negative impact on
the polling time when being run by the poller.

Using the poller mode is fine for relatively small reports, but should be avoided when
running large reports.

In order to reduce the performance impact of report generation, the CereusReporting plugin
provides the ability to run the report generation as a cron job.

Let's look at how you can enable such a cron-based report generation.

Time for action - setup of a cron-hased report generation

1. Logon to your Cacti server.

2. Createanewfilein /etc/cron.d for running the report generation:

vi /etc/cron.d/reportScheduler

3. Add the following one line to this file:

*/1 * * * * cactiuser /usr/bin/php /var/www/html/cacti/plugins/
nmidCreatePDF/cron pdf scheduler.php > /dev/null 2>&l

4. Ssave the file by hitting ESC and entering x.
5. Now logon to your Cacti web interface.
6. Go to Configuration | Settings.
7. Click on the NMID tab.
8. Select Cron as the Scheduler being used.
9. Click on the Save button.

What just happened?

You just changed your scheduler from the poller-based version to a cron-based one. This will
allow the Cacti poller to concentrate on polling performance data while the operating system
deals with the report generation.
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CereusReporting has some advanced reporting features such as the ability to create Top10
like charts using the DSStats plugin or creating availability reports for devices. This section
provides you with an overview of these advanced features.

The mPDF Report Engine is an advanced reporting engine capable of adding bookmarks
or Unicode support to PDF files. In order to use more advanced features like the report
template support, you will have to install and select the mPDF report engine.

DSSTATS Reports

The DSSTATS Reports feature allows the creation of graphical charts for the raw data
provided by the DSSTATS plugin. The DSSTATS or Cacti Data Source Statistics Plugin tracks
the peak and average values for all data sources. It does not store all the data from the RRD
files, but you will be able to retrieve the values for hourly, daily, weekly, monthly, and yearly
time periods.

The DSSTATS Reports are using simple SQL queries to generate pie, bar, or simple line charts
which can be added to a PDF report.

A simple example of such a DSSTATS chart is shown in the following screenshot:

Top 10 Protocols
[ Used
Free
17 MBytes
.ocalhost - Free Space — fdevimapper ol S MBytes 12 MBytes
t T T T 1
0 MBytes 5 MBytes 10 MBytes 15 MBytes 20 MBytes

A new feature introduced with the release of the 1.0 version is the ability to create
Availability reports. Device availability is calculated using the Cacti internal polling statistics.
The following functionality is provided with this feature:
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& Ability to define a global or host-based SLA time frame (for example, 8h x 5 days
SLA report)

& Global and/or per host definable SLA

An example for the availability chart with a 8x5 defined SLA time frame can be seen in the
following screenshot:

Availability Report

Availability Report - Locathost [ 127.0.0.1 |

=]
=1

Availability (%)
& = @
2. T .2

15
=

01.00 1300 0500 0700 110 13:00 15:00
Nov 24

Total Polls Failed Polls Availability Global SLA
248 ‘ 0 100.00% 95.00%

CereusReporting allows the integration of Smokeping graphs by utilizing the free
nmidSmokeping plugin.

google. de - Smokeping Graph

Mavigator Graph

12 mt
1 m

BEm
6m |

Seconds

4m
Im
]
a0: 0s az: 060 a4 : 00 06: 00 02 : a0 1a: ao 12: @0 14: 00 16:00 12: 00 20: 98 22:80

median rtt: 6.8 ms avg 7.3 ns max 6.5 ms min 7.2 ms now 0.2 ms sd  37.5  am/s

packet loss: ©.00 % avg 0,00 % max 0.00 % min  0.00 % now

loss color: OO0 @1/20 MW 2/20 MW3/20 MW4/20 H16/20 M 19/20

probe: 20 ICMP Echo Pings (56 Bytes) every 300s end: ¥ed Nov 24 22:00:00 2010

Using the BlackBerry client for Cacti, it is also possible to add graphs to pre-defined reports
through the BlackBerry mobile device. You can therefore change reports while
not being in the office or having access to a computer.
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You can create your own report templates by using your favorite word processor and
exporting your corporate or customer-specific report design to a PDF file. The PDF file can
be used to create the look and feel of the PDF reports as seen in the following screenshot:

Test

Provided by Metwork- Outsourcing. de

Larern ipsum dolor sit amet, consetetur sadipscing elitr, sed diam nonurny eirmod ternpor invidunt ut labore et dolore magna
aliquyam erat, sed diam voluptua. Al vero eos et accusam et justo duo dolores et ea rebum. Stet clita kasd gubergren, no sea
takimata sanctus est Lorem ipsum dolor sit amet. Larem ipsurm dolor st amet, consetetur sadipscing elitr, sed diam nonurmy
eirmod tempor invidunt ut labore et dolore magna aliquyam erat, sed diam voluptua. At vero eos et accusam et justo duo
dolores et ea rebum. Stet clita kasd gubergren, no gea takimata sanctus est Lorem ipsum dolor sit amet.

Localhost - Memory Usage

Localhast - Memory Usage

2.0M

1.0M

kilobytes

From 2018,/87/08 23:00:00 To 2010/07/08 23:00:00

W Free Current: 14.22Z k Average: 14.22 k  Maximum: 14.22 k
O Swap  Current: 2,13 M Average: 2,13 M Maximum: M

Localhost - Load Average

o
3 Localhost - Load Average
5 0.5
= 0.4
E 0.3
S 0.2
o Bl
FERCRE
E From 2010/07/08 23:08:08 To 2016/07/08 23:00:00
O 1 Minute Average Current: @.11
@ 5 Minute Average Current: 0.24
W 15 Minute Average Current: 0.13
Thu Jul 823:00:00 CEST 2010 -» Thu Jul 8 23:00.00 CEST 2010 Page 13
MNetwork-Outsourcing.de @ 2010 SmileTemplates.com
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Pop Quiz - a few questions about Chapter 11

1.

What type of reports can you generate using Nectar?
a. An HTML report

b. ACSVreport

¢. An HTML e-mail containing the report

d. All of the above types

How can you disable the report in Nectar?
a. By going to the nectar tab

b. By editing the report

c. By disabling the nectar plugin

What plugins and extensions does the CereusReporting plugin support?
a. The Smokeping tool

b. The DSSTATS plugin

c. Availability reports

d. All of the above

In this chapter, you have learned how to create HTML and PDF based reports to send out
to your colleagues, management, or customers. You have seen two different plugins capable
of creating, scheduling, and mailing reports.

Specifically, you have covered:

*
L 4

* 6 6 o o

Installing the Nectar plugin

Installing the CereusReporting plugin

Creating a custom report with Nectar

Scheduling a report using Nectar

Creating an instant PDF report with the CereusReporting plugin
Creating pre-defined reports using the CereusReporting plugin
Creating a report schedule with the CereusReporting plugin

Performance considerations when creating large reports
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You should now be able to define new reports and schedule these reports to be sent out
to a list of e-mail recipients. Now, you not only have a performance monitoring solution,
but a performance reporting solution as well! In the next chapter, you're going to learn
how to use the Cacti CLI and the autom8 plugin to automate your Cacti instance.
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In a NOC environment, adding users and managing devices and graphs can
become a time consuming job. With the availability of the Cacti CLI, most of
these manual tasks can be automated, but selecting and creating meaningful
graphs for devices still involves quite some effort. This chapter will show you
how to use the CLI to automate device management and how to create rules for
adding graphs to a device using the new Autom8 plugin.

In this chapter we are going to:
¢ Provide an overview of Cacti automation
& Describe the process of using the CLI to add permissions, devices, and trees
¢ Install and use Autom8

Let's automate Cacti!

Overview of Gacti automation

The automation of the many administrative Cacti tasks can be done using either the Cacti
CLI, Automs, or both. Let's look into the different functionalities which the Cacti CLI and
Autom8 have to offer.

The Cacti CLI

The Cacti CLI was the first tool to automate the different Cacti tasks. As its name suggests,
it is a CLI-based set of PHP files which interact with the Cacti core functions and database.
The Cacti CLI can be used to create scripts for integrating external tools such as an

asset management tool into Cacti. NOC environments usually have a central inventory
management system holding detailed device information, and the Cacti CLI will help you
import devices into Cacti using this information. What else does the Cacti CLI offer you?
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Cacti users can be created using the CLI by copying an existing user with a new userID. You've
already done this in Chapter 4 when you imported a list of users into Cacti.

When you create a user, the user has the same realm permissions as the template user had
during the copy or import process. If you want to give additional permissions to a user, you
can use the Cacti CLI to do so. Unfortunately, only the adding of permissions is supported,
as the Cacti CLI does not allow the removal of permissions.

Trees

A special CLI script exists for managing the Cacti tree. You can add a new tree, or add
different items to an existing tree, using the Cacti CLI.

Devices

As already mentioned, you can use the Cacti CLI to add new devices to Cacti. This is
especially useful if you want to import a lot of devices.

As you can add devices to Cacti using the CLI, it also provides an interface for adding graphs
to a device.

Autom8 allows you to automate tree items and graph creations based on device and graph
details. The automation can be defined as rules which are triggered when a new device or
graph is created. Let's look at the different aspects of this automation.

Trees

Automa8 doesn't create trees itself, but can create tree items, such as headings, or add
host items to an existing tree. This function lets you automatically organize newly created
devices and graphs without manual interaction. The Automs8 rules can also be applied to
existing devices.

Graph rules automate the addition of graph templates to devices. They are applied whenever
a device is added or when the index information (for example, for SNMP interfaces) is
re-indexed. Graph rules can be created based on any of the graph data query fields, such

as the operating status of an interface (ifOperStatus).
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Using the Cacti CLI

Let's look at how you can use the Cacti CLI to manage user permissions and examine some
of the basic administrative tasks.

Adding permissions

When copying a user, the user permissions of the original user are copied to the new user. If
you want to add further permissions to the new user, you can use a special script from the
Cacti CLI.

Time for action — adding permissions to a user

1. Logon to your Cacti system.

2. Change to the Cacti CLI directory:
cd /var/www/html/cacti/cli

3. Execute the following command:

php add perms.php

4. You'll see a short overview of the available options for this command:

# php add perms.php
Lddd Permissions Script 1.0, Copyright 2004-2010 - The Cacti Group

L siwple command line ucility to add perwissions to tree items in Cacti

usage: add perms.php [ --user-id=[ID] ]
——item-type=[graph|tree|host|graph template]
——itew-id [--guiet]

There item-id is the id of the object of type item—type
List Options:

—-list-users

——list-trees

——list-graph-templates

—=list-graphs --host-id=[ID]

Al

5. Asyou can see, this tool requires the user-id so let's get a list of all available users:

php add perms.php --list-users
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6. You'll see displayed a list of all users together with their user IDs:

id

W -1 oo bW

[ury
]

LA

# php add perms.php --list-users
Enown Users:

username
admin Administrator

guest Guest Account

thurban Thomas Urhan

Test User

Custowerd user Tewplate User for Customer L

full name

userl User Namel
users User Namel
users User Namel3
userd User Named

7. Now let's assume you want to give access to a specific tree. The command for this is:

php add perms.php --user-id=[ID]

id=[TREEID]

8. You already have the ID for the user so let's get the TREEID with the
following command:

php add perms.php --list-trees

9. As with the users list, you will see a list of the Cacti trees available together with

their IDs:

# php add perms.php --list-trees
Enown Trees:

id
1
z

#

sort method
Manual Ordering
Manual COrdering

nate
Default Tree
Customer L

(Mo Sorting)
(Mo Sorting)

10. Now you are able to give access to a user. Let's give access of the Customer A tree

to userl:

php add perms.php --user-id=7 --item-type=tree --item-id=2
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11. When executed, you will not get any confirmation back:

# php add perms.php --user-id=7 --itewm-type=tree --item-id=2
#

12. You can check the User Management page of that user for the result:

Tree Permissions

Default Policy

The default allow/'deny graph policy for this DEH‘}' hd

useaer.

1) Customer A x
What just happened?

You just added permissions to an existing user to allow the viewing of a specific Cacti tree.
In combination with an access request system where users can request access or additional
permissions to a system, this script can be used to automate the process for adding the
requested permission to Cacti. By using this script Cacti administrators are able to reduce
their workload by automating the task of adding permissions to an existing user.

Adding a Cacti tree

Although manually adding a Cacti tree does not involve a lot of work, managing the items
underneath, however, does.

Time for action - adding a Cacti tree

1. Logon to your Cacti system.
2. Change to the Cacti CLI directory:

cd /var/www/html/cacti/cli

3. Execute the following command:

php add tree.php
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4.

You will see the different options for this command:

# php add tree.php

usage: add_tree.php --type=[tree|node]

Tree options:
——nawe=[Tree Name]

Node options:
——node-type=[header | host | graph]
——tree—-id=[ID]

Header node options:
——natne=[Name]

Host node options:
——host-1id=[ID]
[--host-group-style=[1]|2]]
{host group styles:

1 = Graph Template,
2 = Data Query Index)

Graph node options:
——graph-id=[1ID]
[--rra-id=[ID]]

List Options:

—--li=st-haosts

--list-trees

--list-nodes --trese-id=[ID]
--list-rras

-—list-graphs —--host-id=[IDl]

A

add Tree Script 1.0, Copyright 2004-2010 - The Cacti Group
L simple commwand line utility to add ochjects to a tree in Cacti

[type-options]

——zort-method=[manual | alpha| natural | numeric]

[-—parent-node=[ID] [MNode Type Options]]

As you can see you can add trees, hosts, or even single graphs to a tree or sub-tree.
Let's add the 1ocalhost device to a tree. Use the following command to retrieve

a list of hosts:

php add tree.php --list-hosts

Use the following command to get a list of existing trees:

php add tree.php --list-trees

Now get a list of the nodes from a tree:

php add tree.php --tree-id=2 --list-nodes
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8. You will see a list of the existing nodes for that tree as shown in the
following screenshot:

# php add_tree.php --list-trees
Enown Trees:

id zort mwethod nEneE
Manual Ordering (Mo Jorting) Default Tree
2 Marnual Ordering (No Sorting) Customer L

# php add tree.php --tree-id=2 --list-nodes
FEnown Tree Nodes:

Cype id parentid title attribs

Header 8 MNSL Country A Manual Ordering (No Sorting)
Header 9 =] F3ite A Manual Ordering (Mo Sorting)

Host 10 =] 192.1658.178.40 Graph Template

A

9. Now let's add the Localhost device to Site A:

php add tree.php --type=node --node-type=host --tree-id=2 --
parent-node=9 --host-id=1

10. This will add the 1ocalhost device (- -host-id=1) to the Site A node
( --parent-node=9) under the Customer A tree (--tree-id=2).

11. You will see a confirmation once the item has been added as shown in the
following screenshot:

# php add tree.php --type=node
ALdded MNode node-id: (11
#

What just happened?

You just added a device to a sub-tree within Cacti. This can be used to automatically add new
devices to the correct sub-trees. You will later see how this can be achieved easily using the
Autom8 plugin.

Let's look into how you can use the Cacti CLI to automatically import a bunch of devices, but
first let's look at the CLI commands which you will need for the import process.
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Time for action — adding a single device to GCacti

1. Logon to your Cacti system.

2. Change to the Cacti CLI directory:
cd /var/www/html/cacti/cli

3. Execute the following command:

php add device.php

4. You will see a list of all available options. Here you can see a short summary
of these:

# php add_device.php
Add Dewvice Script 1.0, Copyright 2004-2010 - The Cacti Group

L zimple command line utility to add a device in Cacti

usage: add device.php --description=[description] --ip=[IP] --template=[ID] [--notes="[]"] [--disable]}
[--avail=[ping]] --ping method=[iecwp] --ping port=[N/L, 1-65534] --ping retries=[2Z]
[-—wersion=[1|2|3]] [--commnhity=] [--port=161] [--timeout=500]
[-—username= --password=] [--authproto=] [--privpass= --privproto=] [--context=]
[--fquiet]

5. Let's assume that you are using a global SNMP community which you have defined
in the General section on the Cacti settings page. Then you can add a device using
the following syntax:

php add device.php --ip="192.168.178.53" --description="myCLIDevic
e" --template=1

6. Thiswilladd a "Generic SNMP-enabled host" to Cacti as seen in the
following image:

# php add_device.php --ip="192.168.175.53" --description="myCLIDevice” --template=1
Ldding myCLIDewvice (192.168.178.53) as "Generic SNMP-enabled Host"™ using SNMP vl with community "public'™
Success — new device-id: (4)

LA

What just happened?

You just added a new device using the Cacti CLI. You can now build an import script for
adding a list of devices into Cacti.
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Let's now look at the import script. The following code is parsing a special import file

containing the device description, IP, SNMP version, community, and host template:

$import file = $ SERVER["argv"] [1];
$dir = dirname( FILE );

print "Cacti Device Import Utility\n";
print "Import File: ". $import file . "\n";

/* Check if the import file exists */

if

}

else {
die ("Error: Import file [$import file] does not exist!\n\n");

( file exists( $Simport file ) ) {

print "\nImporting Devices...\n";

// read in the import file

$lines = file( $import file );

foreach ($lines as $line)

{

// cycle through the file

$line = rtrim (Sline); // remove the line ending character

$data = preg split("/;/",sline); // split at the ";"
$device description = $datal[0];

$device ip = $datall];

$device snmp version = $datal[2];

$device_snmp community = $datal3];

$device template = $datal4];

// Check if the device template is a number

// and if not, set the template to a generic device template

if ( preg_match("/"\d+$/",$device template) == 0 ) ({
$device template = 1; // Generic SNMP-enabled device

}

// Build the command

$command = "php $dir/add_device.php ".
"--ip=\"sdevice ip\" ".
"--description=\"$device description\" ".
"--version=$device_snmp_version ".
"--community=$device snmp community ".
"--template=$device template";

$return code = “$command”;

print S$return code;
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As you can see, this import script is using the existing add_device.php tool for actually
adding the device to Cacti. The import script only wraps the system call to this
tool within a foreach loop, which cycles through every entry of the import file.

So instead of adding every single device into Cacti, you can use a single text file containing
the basic information about your devices. Let's have a look at this import file:

myDevice;192.168.0.11;2;public;1
myOtherDevice;192.168.0.12;2;public;

Each line of this import file contains the following data:
description;ip;SNMP version;SNMP community;host template

The available host templates can be displayed with the following command:

php add device.php --list-host-templates

You can import a device list saved as devicelist.txt with the following line:

php import devices.php devicelist.txt

You will see the following output on the command line:

E php import_dewvices.php devieelist.txt
Cacti Device Import Utility
Import File: devicelist.txt

Importing Devices...
Ldding mylevice (192.168.0.11) as "Generic SNMP-enabled Host™ using SNMP w2 with compunity "public™

Success - new device-id: (7))

Ldding myOtherDevice (192.163.0.12) as "Generic SNMP-enabled Host™ using SNMP w2 with community "public'
Success - new device-id: (8)

A

As you can see, by using the Cacti CLI and some additional scripting, you can integrate
external inventory databases with Cacti.

Although adding a graph to a device is also possible using the CLI, it is recommended to use
the Automa8 plugin for this task.

Autom8 - true Cacti automation

Using the capabilities of the CLI to add devices to Cacti, you can use Autom8 to automatically
create graphs for that device and add it to a Cacti tree.
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The installation of Autom8 is divided into 2 sections, the basic plugin installation and the
patching of some of the Cacti files. Let's start with the basic plugin installation.

Time for action - installing the Autom8 plugin

1. Logon to your Cacti installation as the root user.

2. Change to the plugins directory of your Cacti installation:
cd /var/www/html/cacti/plugins

3. Download the Automs8 plugin. You can find the download link at http: //docs.
cacti.net/plugin:autom8. Unfortunately v0.33 is not compatible with Cacti

0.8.7g so we have to use a beta version available from the Autom8 thread in the
Cacti forums (http://forums.cacti.net/viewtopic.php?f=19&t=36493):

wget -0 autom8-v0.35b6.tgz http://forums.cacti.net/download/file.
php?id=21363

4. Extract the plugin:
tar -xzvf autom8-v0.35b6.tgz

5. Do not yet install and enable the plugin.

What just happened?

You just finished the first part of the Autom8 installation. As the Autom8 plugin also needs
some additional functionality for some of the core Cacti files, you will now need to follow the
next step of patching these core Cacti files.

Patching the Gactifiles

Now that you have extracted the plugin, you can continue with adding the required functions
to the core Cacti files by applying the patches provided.

Time for action — patching the Cacti files

1. Change into the main Cacti directory:
cd /var/www/html/cacti

2. Do adry-run to check the provided patch file. As you have PIA 2.9 installed you will
see several errors. PIA 2.9 contains most of the patches already:

patch -p0 -N --dry-run < plugins/autom8/patches-087g/cacti087g
autom8.patch
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3. Now apply the patch with the following command:
patch -p0 -N < plugins/autom8/patches-087g/cacti087g autom8.patch

4. Check the .rej files for any errors. As already mentioned, most of these files
complain about the patch already being applied as seen in the following console
output of the patch command:

£P 192.168.178.53 - KiTTY E=E=)

What just happened?

You just added the required functions to the core Cacti files. As you already have PIA 2.9
installed, most of these functions were already added when you installed PIA 2.9. Therefore,
the patching process complains about previously applied patches.
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Autom8 uses rules which are triggered by special events such as:

¢ Adding a new device to Cacti

¢ Re-Indexing the device

Rules are based on any item of the hosts table, so you can even use the new fields which
have been added with the CbEnhancedInfo plugin you created earlier!

Tree rules

Let's have a look at creating a tree rule using some of the fields of the cbEnhancedInfo plugin.

Time for action - adding a new Tree Rule

1. Logon to the Cacti web interface with administrator privileges.
2. Go to Templates | Tree Rules.

3. You will see the following table with some default entries:

Tree Rules Add
Search: Status: Any + Rows per Page: 30 - clear
<< Previous Showing Rows 1to 2 of 2 [1]

Rule Title** Id Hookinto Tree  atSubtree this Type uwsing Grouping using Round Robin Archive

New Device 1 Default Tree Graph Template Disabled |:|
New Graph 2 Default Tree Daily (5 Minute Average] Disabled D
<< Previous Showing Rows 1 to 2 of 2 [1]

L Choose an actien: Duplicate
4. Click on the Add link to the top right of that page.

N

You should now see the new Tree Rule Selection.

o

Enter Country A as the Name.

N

Select Customer A as the Tree.

Select Host as the Leaf Item Type.

© ®

Select Graph Template as the Graph Grouping Style.
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10. The form should look like the following screenshot:

Tree Rule Selection [new] I
Name
A useful name for this Rule. CountryA

REQUIRED: Tree

Choose a Tree for the new Tree Items. Customer A ~

REQUIRED: Leaf Item Type
The Item Type that shall be dynamically Host -
added to the tree.

Graph Grouping Style
Choose how graphs are grouped when drawn GI'EIph Template -
for this particular host on the trea.

Round Robin Archive
Choose a round robin archive to control how Hourly I:1 Minute ,"-\'JEI'EIQE:I
this graph is displayed. -

[ Cancel ” Create ]

11. click on Create.

12. Some additional tables and fields should now appear, as shown in the
following screenshot:

on the tree.

Round Robin Archive
Choose a round robin archive to control how this graph is displayed.

Optional: Sub-Tree Item

Hourly (1 Minute Average)

Choose a Sub-Tree Item to hook in. [root] -
Make sure, that it is still there when this rule is executed!
Enable Rule

[C] Enable Rule

Check this box to enable this rule.

Rule Items => Eligible Objects

Item Seguence
Ne Rule Items

Rule Items => Create Tree Add

Item Sequence Field Name Sorting Type Propagate Changes Search Pattern Replace Pattern

No Rule Ttems

Cancel Save I

13. Click on the Add link of the Rule Items => Eligible Object table.
14. You can now create a new Rule Item.

15. Select HOST: ebEnhancedinfo_country as the Field Name.
16. Select contains as the Operator.

17. Enter Country A as the Matching Pattern. This can also be a regular expression
depending on the Operator being used.
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18. Your new Rule Items should now look like the following screenshot:

Rule Item [new rule item for Host Match Rule: Country A]

Dperation
Logical operation to combine rules.

Field N -
T:'lee Fiealgnlsame that shall be used for this Rule Item. HOST: E!bEI"IhEIﬂCE!d“"IfO_COUI"ItFy 'VEI[ChEIf(‘IDE“-] h

-

Operator
Cperator.

Matching Pattern
The Pattern to be matched against.

contains -

Country A

Sequence )
Sequence.

Cancel Save

19. Click on the Save button.

20. Now you should define the action part, so click on the Add link to the top right of
the Rule Items => Create Tree table.

21. On this new Rule Item, select Alphabetic Ordering as the Sorting Type.
22. Select HOST: ebEnhancedinfo_country as the Header Type.

23. Enter .* as the Matching Pattern so your new rule appears as shown in the
following screenshot:

Rule Item [new rule item for Create Tree Rule (Host): Country Al

Header Type . _

e el el (il & aep S e HOST: ebEnhancedInfo_country - varchar(1024) -
Sorting Type - -

Choose how items in this tree will be sorted. Alphabetlc Orderlng h

Propagate Changes
Propagate all options on this form (except for Title') to all I:‘ Propagate Changes
child 'Header' items.

Matching Pattern
The String Pattern (Regular Expression) to match against.
Enclasing /' must NOT be provided!

Replacement Pattern
The Replacement String Pattern for use as a Tree Header.
Refer to a Match by e.g. ${1} for the first match!

Seguence
1
Sequence.

Cancel Save

24. Click on the Save button.

25. On the main Tree Rule Selection, you will need to change some of the items now.
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26. Select Country A as the Sub-Tree Item.
27. Check the checkbox next to Enable Rule.

28. Click on the Save button. Your Tree Rule should look identical to the
following screenshot:

*Show Eligible Objects.

Tree Rule Selection [edit: Country A]

Name Country A

A useful name for this Rule.

REQUIRED: Tree

Choose a Tree for the new Tree Items.
REQUIRED: Leaf Item Type

The Item Type that shall be dynamically added Host

to the tree.

Graph Grouping Style

Choose how graphs are grouped when drawn for Graph Temp|ate -

this particular host on the tree.

Round Robin Archive -

Choose a round robin archive to control how this | Hourly (1 Minute Average)
graph is displayed.

Optional: Sub-Tree Item

Customer A~

Choose a Sub-Tree Item to hook in.

Make sure, that it is still there when this rule is COU”WA -
axacutad!

Enable Rule

Check this box to enable this rule. Enable Rule

Rule Items => Eligible Objects

Item Sequence Operation Operator Pattern
Item#1 1 host.ebEnhancedInfo_country contains Country A i x

Rule Ttems => Create Tree

s Field N. Search Replace

L= = Pattern Pattern

Item#1 1 host.ebEnhancedInfo_country Alphabetn: No R : x
Ordering

29. If you have defined the country field in a host to match Country A, you will see that
host when you click on the Show Eligible Objects link at the top of that page:

Eligible Hosts
« Status: Aﬂ‘y’

Rows per Page:

<< Previous Showing Rows 1to 1 of 1 [1] Next >3
Description™®* Hostname ID Graphs Data Sources
Localhost 127.0.0.1 WebSearver - Apache i 14 i

<< Previous Showing Rows 1to 1 of 1 [1] Next >3
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What just happened?

You just created your first Tree Rule. Now every time you add a new device or re-index a
device that contains Country A in the country field, that host will be added to the Country
A Cacti tree.

Let's look at how you can manually apply this new rule to existing devices.

Time for action — applying an Autom3 rule to devices

1. GotoManagement | Devices.
2. Select the devices to which you want to apply the new Automs rule.

3. Select Apply Autom8 Rules to Device(s) from the action drop-down box as seen in
the following sceenshot:

<< Previous Showing Rows 1to 7 of 7 [1]

Description** Status f:“"::: frooe—e

cacti.network-outsourcing.de gic‘g;”uerz‘l’n'“gﬂ_"‘;e

Localhost 127.0.0.1

MY-Device 127.0.0.10

myCLIDevice 192.168.178.53

myDaeavice 192.168.0.11

my0OtherDevice 192.168.0.12

Windows Host 192.168.178.40

<< Previous Showing Rows 1to 7 of 7 [1]

L Choose an action: Apply Autom8 Rules to Device(s)
4. Click on the Go button.
5. 0On the following confirmation dialog press the Continue button.
6. Now go to Management | Graph Trees.
7. Click on the Customer A tree.
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8. You should see your device appearing under the Country A item as seen in the
following screenshot:

Graph Trees [edit: Customer A]

Name

A useful name for this graph tree. Customer A

Sorting Type . -
Choose how items in this tree will be sorted. Manual Orderlng (NO SOI’TIFIQ] h

Tree Items

| Expand All || Collapse Al |

Item
B Country A [£dd) Heading W & x
Site A [(Add) Heading W & x
Host: Localhost (127.0.0.1) (Edit host) Hast W & x

What just happened?

You just applied your new tree rule to a device. Autom8 then created a new tree item for
that host under the Country A sub-tree, as defined in the rule.

Let's have a look at how you can use AutomS8 to create an In/Out Bits (64-bit Counters)
graph for interfaces which are ifOperStatus up.

Time for action - adding a Graph Rule

1. Go to Templates | Graph Rules.

2. Click on the Add link to the top right of the table.
3. Enter IfOperStatus - UP - 64bit as the Name.
4

. Select SNMP — Interface Statistics as the Data Query as seen in the
following screenshot:

Rule Selection [new]

Name R
A useful name faor this Rule. IfOperStatus - UP - 64bit

REQUIRED: Data Query —

Choose a Data Query to apply to SMMP - Interface Statistics -
this rule.

Cancel H Create
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5. Click on the Create button.

6. Select In/Out Bits (64-bit Counters) as the Graph Type.

7. Check on the checkbox next to Enable Rule.

8. Add some Rule Items => Eligible Hosts, so your rules look as shown in the

following screenshot:

Rule Items => Eligible Hosts

Item Sequence Operation Field Pattern
Item#1 1 host.snmp_version is greater than or equal 2 T4 X
Item#2 2 AND host.status contains 3 T4 X

9. Now click on the Add link on the Rule Items => Create Graph table.
10. select ifOperStatus — Status as the Field Name.

11. Select contains as the Operator.

12. Enter up as the Matching Pattern.

13. click on the Save button.

14. Your new graph rule should now look like the following screenshot:

Rule Selection [edit: IfOperStatus - UP - 64bit]

Name f0perStatus - UP - 64bit

A useful name for this Rule.

REQUIRED: Data Query —
Choose a Data Query to apply te SMMP - Interface Statistics -
this rule.

REQUIRED: Graph Type
Choose any of the available Graph  In/Out Bits (64-bit Counters) -
Types to apply to this rule.

Enable Rule
Check this box to enable this rule. Enable Rule

Rule Ttems => Eligible Hosts

Item Sequence Operation Field
Item#1 1 host.snmp_wversion is greater than or equal 2 i X
Item#2 2 AND host.status contains 2 h X

Rule Items => Create Graph

Item Seguence Operation Operator Pattern

Item#1 1 ifOperStatus contains up i »

[ Cancel H Save ]

2811




Cacti Automation for NOC

What just happened?

You just created a new graph rule for adding traffic graphs with 64-bit counters to any
interface that is up. You can use the links at the top right of the graph rule screen to check
which hosts and interfaces match your selection.

You can now apply this rule by going back to the device management screen and applying
the Automs8 rule as you did with the tree rule you created earlier.

Further information

This chapter only provides a very short overview of the possibilities of Autom8. If you look
into the plugins directory of Autom8, you will notice a PDF file there. This is the manual for
Autom8 which contains further information, as well as other examples for creating rules. Of
course, you're also encouraged to go to the Cacti forum for further information or help.

Pop Quiz - Let's test your knowledge about Chanter 12

1. What file and which parameters do you need to call to add a new Cacti tree?

a. php add tree.php --function=new --type=tree --name="New
Cacti Tree"

b. php add tree.php --type=tree --name="New Cacti Tree"

C. php create tree.php --type=tree --name="New Cacti Tree"

2. What is the number for the up status of a device?
a. 1
b. 2
c. 3
3. What rule do you need to create to have all Cisco devices within a sub-tree?
a. You can use the SNMP description
b. You can use the host template name

c. You can use both of the above
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In this final chapter you have learned how to automate parts of Cacti.
Specifically, you have covered:

Using the CLI to add realm permissions to a user
Importing devices using the CLI and some custom code
Installing the Autom8 plugin

Creating a tree rule for automatically putting devices into the correct Cacti tree

* & 6 o o

Creating a graph rule for adding 64-bit counter traffic graphs to all interfaces which
are up and are using SNMP version 2

You should now be able to automate most of the common Cacti tasks by using the Cacti CLI
and the Autom8 plugin.

The information you've learned throughout this book allows you to install and manage your
own Cacti instance. You've read how to extend Cacti with readily available plugins and how

to create your own plugins. With the reporting and automation functionality added, you're

able to offer a full set of automated services to your customers.

In the following appendices, you will see that extending Cacti is not limited to the local
installation, but that you're also able to access and use Cacti with mobile devices.
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Mobile Access / Administration

With the popularity of Smartphones and BlackBerry devices increasing daily,
mobile administration and access has become more and more important. There
are several options available ranging from a mobile enhanced web page to
pure mobile clients.

In this appendix, you're going to:

Get an overview of mobile solutions for Cacti
Take a quick look at the iPhone client—iCacti
Install the nmidWebService plugin to add a SOAP interface to Cacti

Install, configure, and use the BlackBerry client—BBCacti

* 6 & o o

Familiarize yourself with the mobile web interface—the mobile client

Let's get mobile with Cacti!

Overview of mohile solutions for Cacti

There are several mobile clients and solutions available for Cacti.

iCacti—the iPhone/iPad client

The iCacti client is a pure iPhone and iPad client which allows end users to view the Cacti
graphs on a remote server using their iPhone or iPad device. The current version 2.1 doesn't
provide additional plugin support.

The iCacti client is available from the iTunes store.
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BBCac