BCRAN

Building Cisco
Remote Access
Networks

Version 2.1

Student Guide



Copyright © 2004, Cisco Systems, Inc. All rights reserved.

Cisco Systems has more than 200 offices in the following countries and regions. Addresses, phone numbers, and fax

numbers are listed on the Cisco Web site at www.cisco.com/go/offices.

Argentina ¢ Australia « Austria * Belgium ¢ Brazil « Bulgaria * Canada * Chile * China PRC * Colombia « Costa Rica
Croatia * Czech Republic * Denmark * Dubai, UAE « Finland « France *« Germany * Greece * Hong Kong SAR *
Hungary « India  Indonesia « Ireland « Israel « Italy « Japan « Korea * Luxembourg » Malaysia * Mexico * The
Netherlands « New Zealand « Norway ¢ Peru « Philippines * Poland « Portugal « Puerto Rico * Romania * Russia ¢
Saudi Arabia * Scotland * Singapore * Slovakia * Slovenia * South Africa  Spain « Sweden * Switzerland » Taiwan
Thailand * Turkey ¢ Ukraine ¢ United Kingdom * United States * Venezuela * Vietnam ¢ Zimbabwe

Copyright 1 2004 Cisco Systems, Inc. All rights reserved. CCIP, CCSP, the Cisco Powered Network mark,
ﬂ Cisco Unity, Follow Me Browsing, FormShare, and StackWise are trademarks of Cisco Systems, Inc.;
Changing the Way We Work, Live, Play, and Learn, and iQuick Study are service marks of Cisco Systems, Inc.; and
Aironet, ASIST, BPX, Catalyst, CCDA, CCDP, CCIE, CCNA, CCNP, Cisco, the Cisco Certified Internetwork
Expert logo, Cisco 10S, the Cisco 10S logo, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems
logo, Empowering the Internet Generation, Enterprise/Solver, EtherChannel, EtherSwitch, Fast Step, GigaStack,
Internet Quotient, 10S, IP/TV, iQ Expertise, the iQ logo, iQ Net Readiness Scorecard, LightStream, MGX, MICA,
the Networkers logo, Networking Academy, Network Registrar, Packet, PIX, Post-Routing, Pre-Routing,
RateMUX, Registrar, ScriptShare, SlideCast, SMARTnet, StrataView Plus, Stratm, SwitchProbe, TeleRouter, The
Fastest Way to Increase Your Internet Quotient, TransPath, and VCO are registered trademarks of Cisco Systems,
Inc. and/or its affiliates in the United States and certain other countries.

All other trademarks mentioned in this document or Website are the property of their respective owners. The use of
the word partner does not imply a partnership relationship between Cisco and any other company. (0401R)


http://www.cisco.com/go/offices

Table of Contents

Volume 1
Course Introduction 1
Overview 1
Outline 1
Course Obijectives 2
Course Activities 4
Cisco Certifications 5
Learner Skills and Knowledge 6
Learner Responsibilities 7
General Administration 8
Course Flow Diagram 9
Icons and Symbols 10
Learner Introductions 11
WAN Technologies and Components 1-1
Overview 1-1
Objectives 1-1
Outline 1-1
Defining WAN Connection Types 1-3
Overview 1-3
Relevance 1-3
Objectives 1-3
Learner Skills and Knowledge 1-3
Outline 1-4
WAN Connection Characteristics 1-5
Common WAN Connection Types 1-7
Dedicated Circuit-Switched Connections 1-8
On-Demand Circuit-Switched Connections 1-10
ISDN Connections 1-12
Packet-Switched Virtual Connections 1-13
Broadband Access 1-15
Summary 1-16
Quiz 1-17
Quiz Answer Key 1-19
Defining WAN Encapsulation Protocols 1-21
Overview 1-21
Relevance 1-21
Objectives 1-21
Learner Skills and Knowledge 1-21
Outline 1-22
WAN Encapsulation Protocols 1-23
PPP Encapsulation 1-25
Frame Relay Encapsulations 1-27
Summary 1-28
Quiz 1-29
Quiz Answer Key 1-30
Determining the WAN Type to Use 1-31
Overview 1-31
Relevance 1-31
Objectives 1-31
Learner Skills and Knowledge 1-32
Outline 1-32
WAN Connection Types 1-33



WAN Connection Speed Comparison 1-35
WAN Connection Summary 1-36
Site Requirements 1-37
Central Site Considerations 1-39
Central Site Router Equipment 1-41
Branch Office Considerations 1-42
Branch Office Router Equipment 1-44
SOHO Site Considerations 1-45
SOHO Site Router Equipment 1-46
Summary 1-47
Quiz 1-48
Quiz Answer Key 1-50
Selecting Cisco Products for Remote Connections 1-51
Overview 1-51
Relevance 1-51
Objectives 1-51
Learner Skills and Knowledge 1-51
Outline 1-52
Cisco Remote Access Solutions 1-53
Interfaces: Fixed Interface 1-55
Interfaces: Modular Interface 1-56
Network Cabling and Assembly 1-57
Verification of Network Installation 1-59
Verification of Branch Office Installation 1-61
Verification of SOHO Installation 1-63
Products with Cisco Product Selection Tools 1-65
Summary 1-66
Next Steps 1-66
Quiz 1-67
Quiz Answer Key 1-69
Supporting Asynchronous Modems 2-1
Overview 2-1
Objectives 2-1
Outline 2-1
Connecting and Operating Modems 2-3
Overview 2-3
Relevance 2-3
Objectives 2-3
Learner Skills and Knowledge 2-3
Outline 2-4
Modem Connections and Operation 2-5
The DTE-DCE Interface 2-6
Modem Signaling—Data 2-7
Modem Signaling—Control 2-8
Modem Control Example 2-9
Modem Operation 2-10
DTE-to-DTE Wiring 2-11
RJ-45 Wiring and Cables 2-12
Working Connections 2-13
Error Control and Data Compression Standards 2-15
Modem Modulation and Standards 2-16
Modem Speed and Compression 2-18
Theoretical Speeds 2-19

ii Building Cisco Remote Access Networks (BCRAN) v2.1 Copyright © 2004, Cisco Systems, Inc.



Summary 2-20

Quiz 2-21
Quiz Answer Key 2-24
Configuring Modems 2-25
Overview 2-25
Relevance 2-25
Objectives 2-25
Learner Skills and Knowledge 2-25
Outline 2-26
Modem Connections 2-27
EXEC Connection Commands 2-29
Sample Output for the show line Command 2-31
Line Types and Numbering 2-33
Interface Asynchronous and Line Configuration 2-34
Basic Modem Configuration 2-35
Standard Modem Commands 2-37
Nonstandard Modem Commands 2-38
Modem Initialization Strings 2-39
Summary 2-40
Quiz 2-41
Quiz Answer Key 2-43
Autoconfiguring Modems 2-45
Overview 2-45
Relevance 2-45
Objectives 2-45
Learner Skills and Knowledge 2-45
Outline 2-46
Modem Autoconfiguration 2-47
Automatic Modem Configuration 2-48
Modem Autodiscovery 2-49
Modem Autoconfiguration: Configuring 2-51
Modem Autodiscovery: Configuring 2-52
Known Modem Initialization String 2-53
Modemcap Database 2-54
Modemcap Database Management 2-55
Modemcap Entries: Viewing 2-56
Custom Modemcap Entry: Creating and Editing 2-57
Custom Modemcap Entry: Viewing 2-58
Summary 2-59
Quiz 2-60
Quiz Answer Key 2-62
Verifying and Debugging Modem Autoconfiguration 2-63
Overview 2-63
Relevance 2-63
Objectives 2-63
Learner Skills and Knowledge 2-63
Outline 2-64
Verification of Modem Autoconfiguration Operation 2-65
Modem Autoconfiguration Troubleshooting 2-66
Chat Scripts for Asynchronous Lines 2-67
Summary 2-69
Next Steps 2-69
Quiz 2-70
Quiz Answer Key 2-71

Copyright % 2004, Cisco Systems, Inc. Building Cisco Remote Access Networks (BCRAN) v2.1 iii



Configuring PPP Features 3-1
Overview 3-1
Objectives 3-1
Outline 3-1
Describing PPP Features 3-3
Overview 3-3
Relevance 3-3
Objectives 3-3
Learner Skills and Knowledge 3-3
Outline 3-4
Remote Node Connections 3-5
PPP Architecture 3-7
HDLC and PPP Frames 3-9
Summary 3-10
Quiz 3-11
Quiz Answer Key 3-12
Configuring Basic PPP 3-13
Overview 3-13
Relevance 3-13
Objectives 3-13
Learner Skills and Knowledge 3-13
Outline 3-14
PPP: Enabling 3-15
PPP Session and EXEC Session 3-16
PPP and Asynchronous Interface: Enabling Commands 3-17
Autoselect 3-18
Asynchronous Interface Commands for Addressing 3-20
Summary 3-23
Quiz 3-24
Quiz Answer Key 3-25
Configuring LCP Options: Authentication with PAP and CHAP 3-27
Overview 3-27
Relevance 3-27
Objectives 3-27
Learner Skills and Knowledge 3-27
Outline 3-28
PPP Authentication 3-29
PPP Using PAP Authentication 3-30
PAP Configuration Example 3-31
PPP Using CHAP Authentication 3-32
CHAP Configuration Example 3-37
CHAP and PAP Configuration Authentication 3-38
Summary 3-39
Quiz 3-40
Quiz Answer Key 3-42
Configuring LCP Options: Callback and Compression 3-43
Overview 3-43
Relevance 3-43
Objectives 3-43
Learner Skills and Knowledge 3-43
Outline 3-44
PPP Callback Overview 3-45
Asynchronous Callback Operation Flowchart 3-47

iv Building Cisco Remote Access Networks (BCRAN) v2.1

Copyright © 2004, Cisco Systems, Inc.



PPP Callback Operation 3-48

Asynchronous Callback Line and Interface Commands 3-50
PPP Callback Client Configuration 3-51
PPP Callback Server Configuration 3-52
Compression and PPP 3-53
Compression Configuration 3-55
Compression Verification 3-56
Uncompressed Bytes 3-56
Throughput Ratio 3-56
Buffer Allocation 3-56
Bytes Transmitted 3-57
Bytes Received 3-57
Interpreting the show compress Command Output 3-57
Summary 3-58
Quiz 3-59
Quiz Answer Key 3-61
Configuring LCP Options: Multilink PPP 3-63
Overview 3-63
Relevance 3-63
Objectives 3-63
Learner Skills and Knowledge 3-63
Outline 3-64
Multilink PPP Overview 3-65
Multilink PPP Operation and Configuration 3-66
Multilink PPP Example 3-67
Summary 3-68
Quiz 3-69
Quiz Answer Key 3-70
Verifying and Debugging PPP 3-71
Overview 3-71
Relevance 3-71
Objectives 3-71
Learner Skills and Knowledge 3-71
Outline 3-72
PPP Verification 3-73
show dialer Command Example 3-74
PPP Debugging 3-75
Multilink Verification 3-76
Summary 3-78
Next Steps 3-78
Quiz 3-79
Quiz Answer Key 3-80
Accessing Broadband 4-1
Overview 4-1
Objectives 4-1
Outline 4-1
Identifying Broadband Features 4-3
Overview 4-3
Relevance 4-3
Objectives 4-3
Learner Skills and Knowledge 4-3
Outline 4-4
Broadband Uses 4-5
Cable Options 4-6

Copyright % 2004, Cisco Systems, Inc. Building Cisco Remote Access Networks (BCRAN) v2.1 v



DSL Options 4-7

Satellite Options 4-8
Wireless Options 4-9
Summary 4-11
Quiz 4-12
Quiz Answer Key 4-14
Addressing Broadband with NAT 4-15
Overview 4-15
Relevance 4-15
Objectives 4-15
Learner Skills and Knowledge 4-15
Outline 4-16
NAT Overview 4-17
NAT Concepts and Terminology 4-18
NAT Operation 4-20
Inside Source Address Translation 4-21
Inside Global Address Overload 4-23
Dynamic NAT Configuration 4-24
Inside Global Address Overload Configuration 4-26
NAT Verification and Troubleshooting 4-27
NAT Troubleshooting 4-29
NAT Entry Clearing 4-31
Summary 4-32
Quiz 4-33
Quiz Answer Key 4-35
Describing Cable Technology 4-37
Overview 4-37
Relevance 4-37
Objectives 4-37
Learner Skills and Knowledge 4-37
Outline 4-38
Cable Features 4-39
Data over Cable 4-40
Cable System Functionality 4-41
Cable System Components 4-43
Hybrid Fiber-Coaxial Architecture 4-44
Digital Signals over RF Channels 4-45
Cable Technology Terms 4-48
Cable Technology: Putting It All Together 4-52
Process for Provisioning a Cable Modem 4-53
Configuration of a Router with a Cable Modem 4-54
Summary 4-56
Quiz 4-57
Quiz Answer Key 4-59
Defining DSL Technology 4-61
Overview 4-61
Relevance 4-61
Objectives 4-61
Learner Skills and Knowledge 4-61
Outline 4-62
DSL Features 4-63
DSL Types 4-64
DSL Limitations 4-66
ADSL 4-67

Building Cisco Remote Access Networks (BCRAN) v2.1 Copyright © 2004, Cisco Systems, Inc.



ADSL and POTS Coexistence 4-68

ADSL Channels and Encoding 4-69
Data over ADSL: Bridging 4-71
Data over ADSL: PPPoE 4-73
Data over ADSL: PPPoA 4-77
Summary 4-78
Quiz 4-79
Quiz Answer Key 4-82
Configuring the CPE as the PPPoE Client 4-83
Overview 4-83
Relevance 4-83
Objectives 4-83
Learner Skills and Knowledge 4-84
Outline 4-84
Configuration of a Cisco 827 Router as the PPPoE Client 4-85
Configuration of PPPoE in a VPDN Group 4-86
Configuration of a PPPoE Client 4-87
Configuration of the PPPoE DSL Dialer Interface 4-88
Configuration of PAT 4-89
PAT Configuration Example 4-90
DHCP to Scale DSL 4-91
Configuration of a DHCP Server 4-92
Configuration of a Static Default Route 4-93
PPPoE Sample Configuration 4-94
Summary 4-95
Quiz 4-96
Quiz Answer Key 4-97
Configuring DSL with PPPoA 4-99
Overview 4-99
Relevance 4-99
Objectives 4-99
Learner Skills and Knowledge 4-99
Outline 4-100
Configuration of a PPPoA DSL Connection 4-101
DSL Modulation Configuration 4-102
Configuration of the DSL ATM Interface 4-103
Configuration of the DSL Dialer Interface 4-104
Configuration of PAT 4-105
PAT Configuration Example 4-106
DHCP to Scale DSL 4-107
Configuration of a Static Default Route 4-108
PPPoA Sample Configuration 4-109
Summary 4-110
Quiz 4-111
Quiz Answer Key 4-112
Troubleshooting DSL 4-113
Overview 4-113
Relevance 4-113
Objectives 4-113
Learner Skills and Knowledge 4-113
Outline 4-114
Layer Troubleshooting 4-115
Layer 1 Issues 4-116
Administratively Down State for an ATM Interface 4-118
Correct Power Supply 4-119

Copyright % 2004, Cisco Systems, Inc. Building Cisco Remote Access Networks (BCRAN) v2.1 vii



Correct DSL Operating Mode 4-120

Layer 2 Issues 4-121
Data Received from the ISP 4-122
Proper PPP Negotiation 4-123
Summary 4-124

Next Steps 4-124
Quiz 4-125

Quiz Answer Key 4-126

viii Building Cisco Remote Access Networks (BCRAN) v2.1 Copyright © 2004, Cisco Systems, Inc.



Table of Contents

Volume 2
Virtual Private Networks 5-1
Overview 5-1
Objectives 5-1
Outline 5-1
Identifying VPN Features 5-3
Overview 5-3
Relevance 5-3
Objectives 5-3
Learner Skills and Knowledge 5-3
Outline 5-4
VPN Features and Advantages 5-5
Tunneling and Encryption 5-8
VPN Usage Scenarios 5-9
VPN Technologies 5-14
VPN Protocols 5-16
L2TP 5-16
GRE 5-17
IPSec 5-17
Selecting a VPN Technology 5-18
VPN and IPSec Terms 5-19
Summary 5-22
References 5-23
Quiz 5-24
Quiz Answer Key 5-26
Identifying Cisco 10S Cryptosystem Features 5-27
Overview 5-27
Relevance 5-27
Objectives 5-27
Learner Skills and Knowledge 5-27
Outline 5-28
Cryptosystem Overview 5-29
Symmetric Encryption 5-30
Asymmetric Encryption 5-32
Key Exchange—Diffie-Hellman 5-33
Hashing 5-34
Summary 5-35
Quiz 5-36
Quiz Answer Key 5-37
Identifying IPSec Technologies 5-39
Overview 5-39
Relevance 5-39
Objectives 5-39
Learner Skills and Knowledge 5-40
Outline 5-40
IPSec 5-41
Tunnel vs. Transport Mode 5-43
Security Associations 5-44
Five Steps to IPSec 5-46
IPSec and IKE Relationship 5-47
IKE and IPSec Flowchart 5-49
Tasks to Configure IPSec 5-50
Summary 5-52



Quiz 5-53

Quiz Answer Key 5-55
Task 1: Preparing for IKE and IPSec 5-57
Overview 5-57
Relevance 5-57
Objectives 5-57
Learner Skills and Knowledge 5-58
Outline 5-58
IKE Creation and IPSec Security Policy 5-59
Step 1: Determine IKE (IKE Phase 1) Policy 5-60
IKE Phase 1 Policy Parameters 5-62
Step 2: Determine IPSec (IKE Phase 2) Policy 5-64
IPSec Transforms Supported in Cisco I0S Software 5-65
IPSec Policy Example 5-67
IPSec Peers 5-68
Step 3: Check Current Configuration 5-69
Step 4: Ensure That the Network Works 5-71
Step 5: Ensure That Access Lists Are Compatible with IPSec 5-72
Summary 5-74
Quiz 5-75
Quiz Answer Key 5-77
Task 2: Confiquring IKE 5-79
Overview 5-79
Relevance 5-79
Objectives 5-79
Learner Skills and Knowledge 5-79
Outline 5-80
IKE Configuration 5-81
Step 1: Enable or Disable IKE 5-82
Step 2: Create IKE Policies 5-83
IKE Policy Creation with the crypto isakmp Command 5-84
IKE Policy Negotiation 5-86
Step 3: Configure ISAKMP Identity 5-87
Step 4: Configure Preshared Keys 5-89
Step 5: Verify IKE Configuration 5-91
Summary 5-92
Quiz 5-93
Quiz Answer Key 5-95
Task 3: Confiquring IPSec 5-97
Overview 5-97
Relevance 5-97
Objectives 5-97
Learner Skills and Knowledge 5-98
Outline 5-98
IPSec Configuration 5-99
Step 1: Configure Transform Set Suites 5-100
Edit Transform Sets 5-101
Set Negotiation Transformation 5-102
Step 2: Configure Global IPSec Security Association Lifetimes 5-103
Crypto Access Lists Functionality 5-104
Step 3: Create Crypto ACLs Using Extended Access Lists 5-105
Symmetric Peer Crypto Access Lists Configuration 5-107
Crypto Maps Functionality 5-108
Crypto Map Parameters 5-109

Building Cisco Remote Access Networks (BCRAN) v2.1 Copyright © 2004, Cisco Systems, Inc.



Step 4: Configure IPSec Crypto Maps 5-110

Crypto Map Commands Example 5-112
Step 5: Apply Crypto Maps to Interfaces 5-114
IPSec Configuration Examples 5-115
Summary 5-117
Quiz 5-118
Quiz Answer Key 5-120
Task 4: Testing and Verifying IPSec 5-121
Overview 5-121
Relevance 5-121
Objectives 5-121
Learner Skills and Knowledge 5-121
Outline 5-122
Task 4: Test and Verify IPSec 5-123
The show crypto isakmp policy Command 5-124
The show crypto ipsec transform-set Command 5-125
The show crypto ipsec sa Command 5-126
The show crypto map Command 5-127
The clear Commands 5-128
The debug crypto Commands 5-129
Crypto System Error Messages for ISAKMP 5-133
Summary 5-134
Next Steps 5-134
Quiz 5-135
Quiz Answer Key 5-137
Using ISDN and DDR to Enhance Remote Connectivity 6-1
Overview 6-1
Objectives 6-1
Outline 6-1
Configuring ISDN BRI 6-3
Overview 6-3
Relevance 6-3
Objectives 6-3
Learner Skills and Knowledge 6-3
Outline 6-4
ISDN Services 6-5
ISDN Protocols 6-6
ISDN Protocol Layers 6-8
ISDN Configuration Tasks 6-9
ISDN Configuration Commands 6-10
ISDN Switch Types 6-11
Interface Protocol Settings 6-13
SPID Setting If Necessary 6-14
Caller Identification Screening 6-16
Configuration of Caller ID Screening 6-17
Called-Party Number Verification 6-18
Rate Adaption 6-20
Summary 6-21
Quiz 6-22
Quiz Answer Key 6-24

Copyright % 2004, Cisco Systems, Inc. Building Cisco Remote Access Networks (BCRAN) v2.1 iii



Confiquring ISDN PRI 6-25

Overview 6-25
Relevance 6-25
Objectives 6-25
Learner Skills and Knowledge 6-25
Outline 6-26

ISDN Services 6-27

PRI Reference Points 6-29

Configuration Tasks for PRI 6-30

ISDN PRI Configuration 6-31

T1 and E1 Controller Parameters 6-33

Additional ISDN PRI Configuration Parameters 6-35

PRI Configuration Example 6-37

Summary 6-38

Quiz 6-39
Quiz Answer Key 6-40

Confiquring DDR 6-41

Overview 6-41
Relevance 6-41
Objectives 6-41
Learner Skills and Knowledge 6-41
Outline 6-42

DDR Operation 6-43

DDR and ISDN Usage 6-44

DDR Configuration Tasks 6-46

Interesting Traffic for DDR 6-48

Access Lists for DDR 6-50

Destination Parameters for DDR 6-51

Configuration of a Simple ISDN Call 6-53

Configuration Example: RouterA 6-54

Configuration Example: RouterB 6-56

Access List for DDR Example 6-58

Summary 6-61

Quiz 6-62
Quiz Answer Key 6-64

Verifying ISDN and DDR Configurations 6-65

Overview 6-65
Relevance 6-65
Objectives 6-65
Learner Skills and Knowledge 6-65
Outline 6-66

ISDN BRI Monitoring 6-67

ISDN Layer 2 debug Commands 6-69

ISDN Layer 3 debug Commands 6-70

ISDN BRI D Channel Monitoring 6-71

ISDN BRI B Channel Monitoring 6-73

PPP on BRI Monitoring 6-74

DDR Configuration Test 6-75

Summary 6-77
Next Steps 6-77

Quiz 6-78
Quiz Answer Key 6-80

Building Cisco Remote Access Networks (BCRAN) v2.1 Copyright © 2004, Cisco Systems, Inc.



Using DDR Enhancements 7-1
Overview 7-1
Objectives 7-1
Outline 7-1
Describing the Dialer Profile 7-3
Overview 7-3
Relevance 7-3
Objectives 7-3
Learner Skills and Knowledge 7-3
Outline 7-4
Dialer Profile 7-5
Dialer Profile Features 7-7
Dialer Profile Elements 7-9
Dialer Map Classes 7-10
Summary 7-11
Quiz 7-12
Quiz Answer Key 7-13
Configuring Dialer Profiles 7-15
Overview 7-15
Relevance 7-15
Objectives 7-15
Learner Skills and Knowledge 7-15
Outline 7-16
Dialer Profile Configuration Concepts and Commands 7-17
Typical Dialer Profile Application 7-18
Configuration of Dialer Interfaces 7-19
Configuration of Physical Interfaces 7-22
Dialer Profiles Configuration Example 7-24
Summary 7-25
Quiz 7-26
Quiz Answer Key 7-27
Verifying and Troubleshooting a Dialer Profile Configuration 7-29
Overview 7-29
Relevance 7-29
Objectives 7-29
Learner Skills and Knowledge 7-29
Outline 7-30
Verification of Dialer Profiles 7-31
Outbound Dialing Issues 7-33
Outbound Binding Issues 7-34
Examples 7-36
Inbound Call Issues 7-38
Disconnect Issues 7-40
Summary 7-42
Next Steps 7-42
Quiz 7-43
Quiz Answer Key 7-45

Copyright % 2004, Cisco Systems, Inc. Building Cisco Remote Access Networks (BCRAN) v2.1



Table of Contents

Volume 3

Configuring Frame Relay with Traffic Shaping 8-1
Overview 8-1
Objectives 8-1

Outline 8-

Reviewing Frame Relay 8-

Overview _

Relevance -

Objectives -

Learner Skills and Knowledge -

Outline -

Frame Relay Overview

Frame Relay Operation
Data-Link Connection Identifier
DLCI-to-Address Mappings

Frame Relay Signaling
Local Management Interface

@ G0 0 0 Q0 @ 0 o 0o .
OWONNOONPWWWWI|W =

Summary 8-1
Quiz 8-11
Quiz Answer Key 8-12
Configuring Frame Relay 8-13
Overview 8-13
Relevance 8-13
Objectives 8-13
Learner Skills and Knowledge 8-13
Outline 8-14
Configuration of Basic Frame Relay 8-15
Dynamic Address Mapping 8-16
Configuration of Static Address Mapping 8-17
Different DLCIs at the Remote Routers 8-19
Hub-and-Spoke Topology 8-20
Spoke Router 8-22
Summary 8-23
Quiz 8-24
Quiz Answer Key 8-25
Verifying Frame Relay Configuration 8-27
Overview 8-27
Relevance 8-27
Objectives 8-27
Learner Skills and Knowledge 8-27
Outline 8-27
Verification of Frame Relay Operation 8-28
Summary 8-34
Quiz 8-35
Quiz Answer Key 8-36
Configuring Frame Relay Subinterfaces 8-37
Overview 8-37
Relevance 8-37
Objectives 8-37
Learner Skills and Knowledge 8-38
Outline 8-38
Reachability Issues with Routing Updates 8-39
Resolution of Reachability Issues 8-40



Subinterface Usages

8-41

Point-to-Point Subinterfaces 8-42
Multipoint Subinterfaces 8-43
Configuration of Subinterfaces 8-44
Subinterface Configuration Example 8-46
Summary 8-48
Quiz 8-49
Quiz Answer Key 8-50
Identifying Frame Relay Traffic Shaping Features 8-51
Overview 8-51
Relevance 8-51
Objectives 8-51
Learner Skills and Knowledge 8-51
Outline 8-52
Frame Relay Traffic Flow Terminology 8-53
Traffic Shaping Over Frame Relay 8-55
Summary 8-57
Quiz 8-58
Quiz Answer Key 8-59
Configuring Frame Relay Traffic Shaping 8-61
Overview 8-61
Relevance 8-61
Objectives 8-61
Learner Skills and Knowledge 8-61
Outline 8-62
Step 1: Configuration of FRTS 8-63
Step 2: Configuration of FRTS 8-64
Steps 3-5: Configuration of FRTS 8-67
Traffic-Shaping Rate Enforcement 8-68
Traffic-Shaping Rate Enforcement Configuration Example 8-69
Traffic-Shaping BECN Support Example 8-71
Traffic-Shaping BECN Support Configuration Example 8-72
Traffic-Shaping Example 8-74
Verification of FRTS 8-75
show traffic-shape Command 8-76
show traffic-shape statistics Command 8-77
Summary 8-78
Next Steps 8-78
Quiz 8-79
Quiz Answer Key 8-81
Implementing DDR Backup 9-1
Overview 9-1
Objectives 9-1
Outline 9-1
Configuring Dial Backup 9-3
Overview 9-3
Relevance 9-3
Objectives 9-3
Learner Skills and Knowledge 9-4
Outline 9-4
Dial Backup Overview 9-5
Dial Backup for High Primary Line Usage 9-6
Activation of Backup Interfaces for Primary Line Failures 9-7

Building Cisco Remote Access Networks (BCRAN) v2.1

Copyright © 2004, Cisco Systems, Inc.



Activation of Dial Backup 9-9

Dial Backup Activation Example 9-10
Configuration of Dial Backup for Excessive Traffic Load 9-11
Configuration Example of Dial Backup for Excessive Traffic Load 9-13
Backup Limitations with Physical Interfaces 9-14
Dial Backup with Dialer Profile 9-15
Configuration of a Backup Dialer Profile 9-16
Dialer Profile Backup Example 9-19
Summary 9-20
Quiz 9-21
Quiz Answer Key 9-24
Routing with the Load Backup Feature 9-25
Overview 9-25
Relevance 9-25
Objectives 9-25
Learner Skills and Knowledge 9-26
Outline 9-26
Load Sharing with OSPF and EIGRP 9-27
Verification of Dial Backup Configuration 9-30
Configuration of Floating Static Routes as Backup 9-31
Dialer Watch as Backup 9-33
Configuration of Dialer Watch 9-35
Summary 9-37
Next Steps 9-37
Quiz 9-38
Quiz Answer Key 9-40
Using QoS in Wide-Area Networks 10-1
Overview 10-1
Objectives 10-1
Outline 10-2
Identifying Quality of Service Models and Tools 10-3
Overview 10-3
Relevance 10-3
Objectives 10-3
Learner Skills and Knowledge 10-3
Outline 10-4
Quality of Service Defined 10-5
Converged Networks: Quality Issues 10-6
QoS Considerations 10-8
QoS Application Requirements 10-9
QoS Models 10-10
QoS Mechanisms 10-11
QoS Mechanisms and Remote Access 10-12
Congestion Avoidance: Random Early Detection 10-13
Congestion Avoidance: Weighted Random Early Detection 10-14
Effective Use of Traffic Prioritization 10-16
Queuing Overview 10-17
Establishing a Queuing Policy 10-18
Cisco 10S Queuing Options 10-20
Link Efficiency Usage 10-22
Summary 10-23
Quiz 10-24
Quiz Answer Key 10-26

Copyright % 2004, Cisco Systems, Inc. Building Cisco Remote Access Networks (BCRAN) v2.1 iii



Configuring Congestion Management 10-27

Overview 10-27
Relevance 10-27
Objectives 10-27
Learner Skills and Knowledge 10-28
Outline 10-28

WFQ Operation 10-29

Configuring WFQ 10-33

WFQ Example 10-34

CBWFQ Operation 10-35

CBWEFQ vs. Flow-Based WFQ 10-36

Step 1: Configuring CBWFQ 10-37

Step 2a: Configuring CBWFQ with Tail Drop 10-39

Step 2b: Configuring CBWFQ with WRED 10-40

Step 2c¢: Configuring CBWFQ Default Class (Optional) 10-42

Step 3: Configuring CBWFQ 10-43

CBWFQ Example 10-44

LLQ Operation 10-46

Configuring LLQ 10-47

Summary 10-49

Quiz 10-50
Quiz Answer Key 10-52

Verifying Congestion Management 10-53

Overview 10-53
Relevance 10-53
Objectives 10-53
Learner Skills and Knowledge 10-53
Outline 10-54

Verification of Queuing Operation 10-55

Queuing Comparison Summary 10-58

Summary 10-59

Quiz 10-60
Quiz Answer Key 10-61

Implementing Link Efficiency 10-63

Overview 10-63
Relevance 10-63
Objectives 10-63
Learner Skills and Knowledge 10-63
Outline 10-64

Compression Overview 10-65

Link Compression over a Point-to-Point Connection 10-66

Payload Compression Implementation 10-67

TCP/IP Header Compression 10-68

Microsoft Point-to-Point Compression 10-69

Other Compression Considerations 10-70

Data Compression 10-71

Summary 10-72
Next Steps 10-72

Quiz 10-73
Quiz Answer Key 10-75

Building Cisco Remote Access Networks (BCRAN) v2.1 Copyright © 2004, Cisco Systems, Inc.



Using AAA to Scale Access Control 11-1

Overview 11-1
Objectives 111
Outline 111

Identifying Cisco Access Control Solutions 11-3

Overview 11-3
Relevance 11-3
Objectives 11-3
Learner Skills and Knowledge 11-3
Outline 11-4

Cisco Access Control Solutions Overview 11-5

Basic Security Devices and Router Security 11-6

Cisco Security Options Overview 11-8

Cisco Secure ACS Overview 11-9

Cisco Secure ACS Components 11-10

Cisco Secure ACS Administrator GUI Client 11-11

Summary 11-12

Quiz 11-13
Quiz Answer Key 11-14

Defining and Configuring AAA 11-15

Overview 11-15
Relevance 11-15
Objectives 11-15
Learner Skills and Knowledge 11-15
Outline 11-16

AAA Definitions 11-17

AAA Overview and Configuration 11-18

Router Access Modes 11-19

AAA Protocols 11-20

AAA and the Cisco Secure ACS 11-21

AAA Authentication Commands 11-23

Character Mode Login Example 11-24

AAA Authorization Commands 11-25

Character Mode with Authorization 11-26

Packet Mode Example 11-27

AAA Accounting Commands 11-28

AAA Accounting Example 11-29

Summary 11-30
Next Steps 11-30

Quiz 11-31
Quiz Answer Key 11-33

Course Glossary 1

Copyright % 2004, Cisco Systems, Inc. Building Cisco Remote Access Networks (BCRAN) v2.1 v



BCRAN

Course Introduction

Overview

Outline

Building Cisco Remote Access Networks (BCRAN) v2.1 is an instructor-led course presented
by Cisco Systems training partners to end-user customers. This five-day course focuses on how
to use one or more of the available permanent or dialup WAN technologies to connect company
sites. In addition, network security and general security components are presented.

The Course Introduction includes these topics:
m  Course Objectives

m  Course Activities

m  (Cisco Certifications

m  [earner Skills and Knowledge

m  [earner Responsibilities

m  General Administration

m  Course Flow Diagram

m  [cons and Symbols

® Learner Introductions



Course Objectives

This topic lists the course objectives.

Course Objectives

Upon completing this course, you will be
able to:

* Interconnect network devices used for WANs

* Build a functional configuration to support
network requirements

* Verify the functionality of the network

* Determine network device operational status and
performance

Course Objectives (Cont.)

Upon completing this course, you will be
able to:

* Manage device configuration files
» Configure access lists to meet requirements

* Use show commands to display network
operational performance

* Use debug commands to detect processes and
anomalies
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Upon completing this course, you will be able to meet these objectives:

Interconnect network devices as specified by a design and installation plan

Build a functional configuration to support specified network operational requirements
Verify the functionality of a network to ensure that it operates as specified

Verify network connectivity to non-Cisco devices

Accurately determine network device operational status and network performance using the
command-line interface

Manage device configuration files to reduce device downtime according to best practices
using Cisco IOS commands

Configure access lists to meet specified operational requirements using the command-line
interface

Display network operational parameters using the appropriate show commands so that you
can detect anomalies

Monitor network operational parameters using the appropriate debug commands so that
you can detect anomalies
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Course Activities

This topic discusses the enterprise WAN network that you will build in this course.

BCRAN Activity Network Topolo
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“ul‘_ Packet-Swi tched,

Analag, ISDN, and
Internet Services
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Asynehronous
Modem Branch
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During the lab exercises in this course, you will build the network depicted in the figure. To
accomplish this task, you will practice the following:

®  Assembling and cabling WAN components

m  Supporting asynchronous modems

m  Configuring PPP features

m  Accessing broadband

m  Using Virtual Private Networks (VPNs) with IP Security (IPSec)

m  Using ISDN and dial-on-demand routing (DDR) to enhance remote connectivity
m  Using DDR enhancements

m  Configuring a Frame Relay connection with traffic shaping

®  Implementing DDR backup

m  Using quality of service (QoS) in WANs

®m  Using authentication, authorization, and accounting (AAA) to scale access control
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Cisco Certifications

This topic discusses Cisco career certifications and paths.

Cisco Certifications

Cigcn Certifications

www.cisco.com/go/certifications

©2004 Cisco Systems, Inc. Al rights reserved. BCRAN v21—6

Cisco provides three levels of general career certifications for IT professionals with several
different tracks to meet individual needs. Cisco also provides focused Cisco Qualified
Specialist (CQS) certifications for designated areas such as cable communications, voice, and
security.

There are many paths to Cisco certification, but only one requirement—passing one or more
exams demonstrating knowledge and skill. For details, go to

http://www cisco.com/go/certifications.
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Learner Skills and Knowledge

This topic lists the course prerequisites.

Prerequisite Learner Skills
and Knowledge

I eng D anrerde b
Genoral router oparation and configuration
Configuring 150N BRI and legacy DR

Configuring PPP over ssrial links

o Interfaces and

Verifying configuration with wvailabko tools B show and
oy

commands
Gom‘gumg standard and extendad ACCeLE RIS

Configuring reuted protocals such as IP, OSPF, and EIGRP

Configuring rouling protocols like RIP, IGRP, and 2o an

©2004 Cisco Systems, Inc. Al rights reserved.
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Before attending the BCRAN course, you must have basic knowledge of data networking
equivalent to the information in the Introduction to Cisco Networking Technologies INTRO)
course and the Interconnecting Cisco Network Devices (ICND) course. Experience working in

a network environment is recommended.

6 Building Cisco Remote Access Networks (BCRAN) v2.1

Copyright © 2004, Cisco Systems, Inc.



Learner Responsibilities

This topic discusses the responsibilities of the learners.

Learner Responsibilities
ﬂ

* Complete
prerequisites

* Introduce
yourself

* Ask questions

© 2004 Cisco Systems, Inc. All rights reserved. BCRAN v2.1—8

To take full advantage of the information presented in this course, you must have completed the
prerequisite requirements.

In class, you are expected to participate in all lesson exercises and assessments.
In addition, you are encouraged to ask any questions relevant to the course materials.
If you have pertinent information or questions concerning future Cisco product releases and

product features, please discuss these topics during breaks or after class. The instructor will
answer your questions or direct you to an appropriate information source.
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General Administration

This topic lists the administrative issues for the course.

General Administration
ﬂ

Class-Related Facilities-Related
* Sign-in sheet * Break and lunch room
- Length and times locations

. Course materials - Site emergency procedures

- Attire * Rest rooms
* Telephones/faxes

ms, Inc. Al rights reserved BCRAN v2.1—9

The instructor will discuss these administrative issues:

®  Sign-in process

m  Starting and anticipated ending times of each class day
m  (Class breaks and lunch facilities

m  Appropriate attire during class

m  Materials that you can expect to receive during class

m  What to do in the event of an emergency

m  Location of the rest rooms

m  How to send and receive telephone and fax messages
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Course Flow Diagram

This topic covers the suggested flow of the course materials.

Course Flow Diagram

ﬂ

Course e
Introduction Module 3: Module 5: Virtual Module 7: Using Module 10: Using
Configuring PPP Private Networks DDR Enhantcements QoS in Wide-Area
Module 1: WAN Features (cont.) (cont.) (cont) Networks
A Technologies and
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Module 2: . Module 6: Using . )
Supporting Module 4: ISDN and DDR Relay with Traffic
Asynchronous Br%caedstf:r‘\% to Enhance Remote ping
Modems Connectivity
Lunch
Module 8:
Module 2: Module 4: Module 6: Using Configuring Frame Module 11: Using
Supporting Accessing ISDN and DDR Relay with Traffic AAA to Scale
Asynchronous Broadband to Enhance Remote Shaping (cont.) Access Control
P Modems (cont.) Connectivity
(cont.)
M Module 9:
Implementing DDR Super Lab
. Backu
Conodule 3. Module 5: Virtual Module 7: Using P
Fgaturgs Private Networks DDR Enhancements
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The schedule reflects the recommended structure for this course. This structure allows enough
time for the instructor to present the course information and for you to work through the lab
exercises. The exact timing of the subject materials and labs depends on the pace of your
specific class.
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Icons and Symbols

This topic shows the Cisco icons and symbols used in this course.

©2004 Cisco Systems, Inc. All rights reserved.
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Learner Introductions

This is the point in the course where you introduce yourself.

Learner Introductions

* Your name

* Your
company

- Skills and
knowledge

* Brief history
* Objective

© 2004 Cisco Systems, Inc. All rights reserved
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Prepare to share the following information:

Your name

Your company

If you have most or all of the prerequisite skills
A profile of your experience

What you would like to learn from this course

Copyright © 2004, Cisco Systems, Inc.
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Module 1 *

WAN Technologies and
Components

Overview

This module discusses various remote access technologies and considerations for an enterprise
that is building its corporate network. This module also addresses Cisco Systems product
selection information.

Objectives

Upon completing this module, you will be able to:

Outline

Explain the advantages and disadvantages of a variety of WAN connection types
Select the appropriate WAN connection types
Select Cisco equipment that will suit the specific needs of each site

Use Cisco tools to select the proper equipment

The module contains these lessons:

Defining WAN Connection Types
Defining WAN Encapsulation Protocols
Determining the WAN Type to Use

Selecting Cisco Products for Remote Connections
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Defining WAN Connection
Types

Overview

This lesson provides an overview of WAN connection types and explains some advantages and
disadvantages of each.

Relevance

It is important to understand how to select the appropriate WAN connection type that best
meets the needs and budget of the customer.

Objectives
Upon completing this lesson, you will be able to:
m  Describe the characteristics of WAN connections
m  [dentify the types of WAN connections
m  Describe dedicated circuit-switched WAN connections
m  Describe on-demand circuit-switched WAN connections
m  ]dentify packet-switched WAN connections
m  Describe selected broadband access connections
m  Describe various DSL connections

® Describe cable connections

Learner Skills and Knowledge

To benefit fully from this lesson, you must have these prerequisite skills and knowledge:

m  All knowledge presented in the Introduction to Cisco Networking Technologies (INTRO)
course

m  All knowledge presented in the Interconnecting Cisco Network Devices (ICND) course



Outline

This lesson includes these topics:

Overview

WAN Connection Characteristics
Common WAN Connection Types
Dedicated Circuit-Switched Connections
On-Demand Circuit-Switched Connections
ISDN Connections

Packet-Switched Virtual Connections
Broadband Access

Summary

Quiz

1-4
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WAN Connection Characteristics

This topic describes various WAN connection types.

WAN Connection Characteristics
ﬂ

Connection Duration Dadicated On Demand
Switching Circuit Facket
Synchronization External Embedded
Data Rate Mamrowhand Broadband
Termination End-to-End Transport network
Media Copper Fiber

— Twisted Pair - Multimade

- Coaxial - SingleMode |
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Many significant WAN connection characteristics can be grouped into these categories:
m  Connection duration
—  Dedicated
m  Always on
m  Cost typically related to bandwidth and distance
—  Ondemand
m  Connected on demand
m  Cost related to time of usage, bandwidth, and distance
m  Switching
—  Circuit-switched
m  End-to-end bandwidth allocation and control
®  Provisioned permanently or on demand
—  Packet-switched
®  Asynchronous transport network
m  Statistical bandwidth allocation in transport network

m  Cost typically related to bandwidth guarantee and other quality of service (QoS)
parameters

Copyright © 2004, Cisco Systems, Inc. WAN Technologies and Components 1-5



m  Synchronization mechanism
— External
m  Clocking determined by separate conductor in the media
m  Thicker cable with more conductors per connection
—  Embedded
m  (Clocking determined by bit times within the data stream
m  Fewer conductors per connection
m  Data rate
—  Narrowband
m  Rates up to and including 128 kbps.
—  Broadband

m  Data rates greater than narrowband rate. Exact dividing line is more marketing
than technology. Greater than ISDN BRI and equal to or less than T1.

m  Termination
— End-to-end circuits

®m  Bit synchronization and data-link termination managed at ends of circuit.
Appearance of increased control. Service provider transparent.

—  Transport network

® Intermediate network terminates bit synchronization, content carried
asynchronously across transport network. Includes packet switching (Frame
Relay and ATM) and broadband access technologies.

®  Transmission media
—  Copper: Cheaper for lower data rates and shorter distances
m  Twisted pair
m  (Coaxial cable
—  Fiber: More expensive for high data rates and longer distances
®  Multimode

®  Single-mode
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Common WAN Connection Types

This topic describes the more common types of WAN connections.

Common WAN Connection Tyges

* Dedicated Circuit-Switched

* On-Demand Circuit-Switched

* Packet-Switched Virtual Circuit
* Broadband Access

ms, Inc. Al rights reserved BCRAN v21—13

For the purposes of this discussion, WAN connections have been grouped into four general
categories that reflect generally available WAN services:

® Dedicated circuit-switched
®m  On-demand circuit-switched
m  Packet-switched virtual circuit

® Broadband access
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Dedicated Circuit-Switched Connections

This topic describes dedicated circuit-switched WAN connections.

Dedicated Circuit-Switched Connections

‘ _:‘!' ._‘;l' Leased Lines
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-
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Leased-line serial connections typically connect to a transport service provider through a DCE
device, which provides clocking and transforms the signal to the channelized format that is
used in the service provider network. These point-to-point dedicated links provide a single,
preestablished WAN communications path from the customer circuit-switched premises,
through a carrier network, to a remote network. Dedicated lines through T3/E3 rates are
frequently described as leased lines. The established path is permanent and fixed for each
remote network that is reached through the carrier facilities. The service provider reserves the
full-time private use of the customer circuits through the transport network.

Synchronization of timing and data-link control is preserved end to end. These dedicated
connections are made using the synchronous serial ports on the router with bandwidth of up to
34 Mbps over a service provider E3 transport link and 45 Mbps over T3. Different
encapsulation methods at the data-link layer provide flexibility and reliability for user traffic.
Typical connections on a dedicated network WAN connection employ 56-kbps, 64-kbps, T1,
El, T3, and E3 data rates.

These synchronous serial standards are supported on Cisco routers through serial interfaces:
m  EIA/TIA-232
m  EIA/TIA-449

m V35
= EJA/TIA-530
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In North America, the connecting device is called a CSU/DSU. The CSU connects to the
service provider network, while the DSU connects to the network device serial interface. The
CSU/DSU is a device (or sometimes two separate digital devices) that adapts the media format
from a serial DTE device, such as a router, to the media format of the service provider
equipment, such as a WAN switch, in a switched carrier network. The CSU/DSU also provides
signal clocking for synchronization between these devices. The figure shows the placement of
the CSU/DSU.

It is increasingly common to have direct connections to the carrier transport network using
fractional or complete T1/E1 circuits. In this case, a CSU provides demarcation and logical
termination between the service provider network and the customer network. Direct T3/E3 and
Synchronous Digital Hierarchy/SONET (SDH/SONET) connectivity may also be available for
organizations requiring higher data rates.

The private nature of a dedicated connection allows better control over the WAN connection.
Dedicated connections also offer high speeds beyond T3/E3 levels using SDH/SONET.
Dedicated connections are ideal for high-volume environments with steady-rate traffic patterns
or high-peak demands of critical traffic. However, because the line is not shared, dedicated
connections tend to be more costly.

As a general rule, dedicated connections are most cost-effective in these situations:

m  [ong connect times

m  Short distances

m  (ritical traffic requirements that must be guaranteed

Copyright © 2004, Cisco Systems, Inc. WAN Technologies and Components 1-9



On-Demand Circuit-Switched Connections

This topic describes various switched connections.

On-Demand Circuit-Switched
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* Usually provided by telephone carrier
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On-demand circuit switching is a WAN transport method in which a dedicated physical circuit
is established, maintained, and terminated through a public switched telephone network (PSTN)
for each communication session. Initial signaling at the setup stage determines the endpoints
and the connection between the two endpoints.

Typical circuit-switched connections are:
m  Asynchronous modem

m ISDN BRI and ISDN PRI

Advantages of on-demand connection types include dynamic selection of the circuit endpoint
and the accumulation of charges for transport only while connections are active. Costs are
directly related to connection time and distance for each plain old telephone service (POTS)
line or ISDN bearer (B) channel. As traffic between endpoints increases in volume, the duration
of the connection increases.

Asynchronous modem connections require minimal equipment cost and use the existing
telephone network. Users can easily access a central site from any location that has a telephone
connection into a telephone network.

The nature of asynchronous connections allows you to configure the connection to be
enabled—only when you need the service—by using dial-on-demand routing (DDR) through
the modem using an asynchronous serial interface. DDR is ideal when you need short-term
access only.

1-10
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You should enable DDR on your asynchronous interface when:

m  Traffic volume is low or traffic is periodic: Calls are placed and connections are
established when only the router detects traffic marked as “interesting.” Periodic
broadcasts, such as routing protocol updates, should be prevented from triggering a call.

B You need a backup connection for redundancy or load sharing: DDR can be used to
provide backup load sharing and interface failure backup.

A router acts as an access server, which is a concentration point for dial-in and dial-out calls.
Mobile users, for example, can call into an access server at a central site to access their e-mail
messages.

Asynchronous connections are useful in these situations:
® A backup connection required

m  Small site

m  Short-term on-demand access

®  Periods of lower network traffic and fewer users

Asynchronous connections through the PSTN require modems at each end of the connection to
convert digital data signals to analog signals that can be transported over the telephone
network. Modem speeds typically vary from 19.2 kbps to 56 kbps, depending on line quality.
The slower bandwidth speeds limit the amount of traffic you may want to send over an
asynchronous line. To place or receive an asynchronous serial call, equip a Cisco router with an
asynchronous serial interface. The serial standard to attach to an external modem is the
EIA/TIA-232 standard. The interface to the telephone company varies by country. Within the
United States, a standard RJ-11 adapter connects the modem to the telephone outlet.
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ISDN Connections

This topic describes ISDN circuit-switched connections.

ISDN Connections

e ERI 2B + D
ﬁ < NTH "—'

E'IE.T.‘.PM
ervice
_% j Provider
T12Z3B+D
E130B+D

inc. Al rights reserved. BCRAN v2.1—16

ISDN connections are typically switched connections that, like asynchronous connections,
provide WAN access when needed rather than through a dedicated link. ISDN offers increased
bandwidth over a typical dialup connection, faster setup, and is intended to carry data, voice,
and other traffic across a telephone network.

To place an ISDN BRI call, you should equip your router with a BRI interface. You may also
need an ISDN terminal adapter, which is a device that is used to connect ISDN BRI
connections to other interfaces, such as EIA/TIA-232. A terminal adapter is essentially an
ISDN modem. You should also consult your telephone company for information specific to
your connection.

Note Generally, in Europe, the service provider supplies the Network Termination 1 (NT-1). In
North America, the customer supplies the NT-1.

ISDN PRI is configured over connections such as T1 and E1 technologies. To place an ISDN
call, equip your router with the proper connection. T1 is used in the United States, and E1 is
common in other countries.

As with asynchronous connections, you can also configure DDR to control access for specific
periods of time.
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Packet-Switched Virtual Connections

This topic describes packet-switched virtual connections.

Packet-Switched Connections

& =

¢ Virtual circuits are established.

* Packet-switched networks generally share
bandwidth statistically.
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Packet switching is a method in which a network device uses a single point-to-point link to a
service provider to transport packets intended for one or more destinations across a carrier
network. Packet switching is a networking technology that is based on the transmission of data
in packets. Dividing a continuous stream of data into small units (packets) enables data from
one or more sources to one or more destinations to share the communication channels within
the transport network.

Packet-switched networks use virtual circuits that provide end-to-end connectivity. Statically
programmed switching devices accomplish physical connections. Packet headers identify the
circuit and may change on each network link that is traversed. Packet switching requires the use
of precise switching information throughout the transport network.

Packet-switched networks can be either privately or publicly managed. The underlying
switching fabric is transparent to the network user, and the switches are responsible for the
internal delivery of data across the packet-switched network only. Packet switching is
implemented at the data-link layer of the Open System Interconnection (OSI) reference model.

Packet-switched networks offer an administrator less control than a point-to-point connection,
and the bandwidth is shared statistically. However, the cost is generally less than for a leased
line. With WAN speeds comparable to those of leased lines, packet-switched networks are
generally suitable for links between two large sites that require high-link utilization or present
high peaks of critical traffic.

Copyright © 2004, Cisco Systems, Inc. WAN Technologies and Components 1-13



As a general rule, packet-switched connections are most cost-effective in networks with these
characteristics:

®  [ong connect times
m Large geographic distances
m  High-link utilization

m  High peaks of critical traffic
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Broadband Access

This topic describes two broadband access technologies.

Broadband Access

Cable/DSL —
Modems
o Service Provider
Network =i : S
Connection Etharnat
Sorvrs \_.....‘—+—;_l; 2
p—mr i

* Use existing infrastructure
* Provide broadband access

» Terminate at service provider POP
Internet transport
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Internet access is moving from dialup modems and slow connections to broadband access,
using a variety of technologies. The technology takes advantage of existing telephone and cable
television distribution infrastructures to provide broadband access to the Internet. While there is
no universal definition of broadband, the Federal Communications Commission (FCC)
considers advanced telecom or high speed to be defined as 200 kbps or greater. Generally, a
speed of 128 kbps is adequate for most users. Broadband can allow remote office staff and
small office, home office (SOHO) users to connect to the central site at higher data rates than
are available with traditional on-demand technologies.

High-speed broadband access to the Internet through a broadband point of presence (POP) and
then to corporate networks using secure Virtual Private Networks (VPNs) is a reality for many
users in the networked world today. This broadband access has the potential to directly improve
employee productivity and to provide a foundation for new voice and video business services
over the Internet.

Many corporations and educational institutions have instituted broadband solutions for access
by suppliers, customers, and staff. The use of the Internet for secure site-to-site connectivity
using VPNs is increasing, especially for less critical traffic.

Broadband access options, in addition to the legacy dedicated circuit-switching and packet-
switching technologies, include digital subscriber line (DSL) and cable modems. The most
common problem in offering these broadband services to remote users is the lack of coverage
because of infrastructure deficiencies.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

* WAN connection types are dedicated, circuit-
switched, packet-switched, and broadband.

+ A WAN can be characterized by connection
duration, type of switching, form of
synchronization, data rate, termination, and
media type.

- Dedicated serial connections are continuously
available, typically using a CSU/DSU to connect to
service provider TDM network.

+ Asynchronous circuit-switched connections use a
process like DDR when there is a backup
connection needed.

Summary (Cont.)

 Circuit-switched ISDN connections use Link
Access Procedure on the D channel for BRI
signaling and use T1/E1 facilities for PRI
connections.

* Packet-switched connections establish virtual
circuits using packet headers to identify network
destinations.

* Broadband allows increased bandwidth and new
services such as VPN while using existing
infrastructure via DSL or cable modem.
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Quiz

Use the practice items here to review what you learned in this lesson. The correct answers are
found in the Quiz Answer Key.

QD

Q2)

Q3)

Q4)

Q5)

Which major WAN connection characteristic includes consideration of the elapsed
connection time?

A) data rate

B) termination

O) transmission media

D) connection duration

Dedicated lines are also knownas  ?
A) honor lines

B) committed lines

O) leased lines

D) agreed lines

Which type of router interface port is used to make dedicated permanent connections?
A) Ethernet ports

B) synchronous serial ports

0) console ports

D) ISDN BRI B channels

Which of the following conditions is appropriate for asynchronous serial connections?

A) Your network would use them as its primary WAN connections for sending
huge amounts of data traffic.

B) Your network needs a very reliable high-speed connection.

0 Your network is a small remote site and does not require a high-speed WAN
connection.

D) Your network has five users and they send large files to a central site that is

located more than 35 miles away.

Which of the following is considered an on-demand connection?
A) 100-Mbps LAN connection

B) broadband connection

O) T1 synchronous serial connection

D) ISDN BRI connection
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Q6)  What physical connection is used for high-speed ISDN access in the United States?
A) a 23B + 1D channelized T1 line
B) a 2B + 1D channelized BRI
O) a 30B + 1D channelized E1 line
D) an ISDN network terminal adapter

Q7)  What form does the transmission of data take in packet switching?
A) indices
B) time slices
O bit streams
D) small units

Q8)  What is the most common problem a remote user typically encounters in obtaining
broadband access service?

A) lack of area coverage by broadband providers

B) large initial connection fee charged by broadband providers

O high cost of connections compared to other dedicated WAN services
D) reduced bandwidth compared to on-demand WAN services
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Quiz Answer Key

Q) D

Relates to: WAN Connection Characteristics
Q) ¢

Relates to: Dedicated Circuit-Switched Connections
Q) B

Relates to: Dedicated Circuit-Switched Connections
Q4 ¢

Relates to: On-Demand Circuit-Switched Connections
Q5) D

Relates to: ISDN Connections
Q6) A

Relates to: ISDN Connections
Q7)) D

Relates to: Packet-Switched Virtual Connections
Q]) A

Relates to: Broadband Access
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Defining WAN Encapsulation
Protocols

Overview

This lesson describes the various WAN encapsulations and explains the advantages and
disadvantages of each.

Relevance

It is important to understand how to select the appropriate WAN encapsulation type to provide
the correct access and security level for the customer.

Objectives
Upon completing this lesson, you will be able to:
m  Explain the various WAN encapsulation types that are available
m  Describe the advantages of PPP encapsulation

m  Describe the advantages of Frame Relay encapsulation

Learner Skills and Knowledge

To benefit fully from this lesson, you must have these prerequisite skills and knowledge:

m  All knowledge presented in the Introduction to Cisco Networking Technologies (INTRO)
course

m  All knowledge presented in the Interconnecting Cisco Network Devices (ICND) course



Outline

This lesson includes these topics:

Overview

WAN Encapsulation Protocols
PPP Encapsulation

Frame Relay Encapsulations

Summary

Quiz
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WAN Encapsulation Protocols

This topic describes various WAN encapsulation protocols.

Typical WAN Protocols

PPP, HOLC
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Packet-Switched % - m
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Each WAN connection uses an encapsulation protocol to encapsulate traffic while it is crossing
the WAN link. To ensure that you use the correct encapsulation protocol, you must configure
the Layer 2 encapsulation type to use. The choice of encapsulation protocol depends on the
WAN technology and the communicating equipment. Typical WAN protocols include:

m  PPP: PPP originally emerged as an encapsulation protocol for transporting IP traffic over
point-to-point links. PPP also established a standard for the assignment and management of
IP addresses, asynchronous (start/stop) and bit-oriented synchronous encapsulation,
network protocol multiplexing, link configuration, link quality testing, and error detection.
In addition, PPP established option negotiation for such capabilities as network-layer
address negotiation and data-compression negotiation. PPP supports these functions by
providing an extensible link control protocol (LCP) and a family of Network Control
Protocols (NCPs) to negotiate optional configuration parameters and facilities. The
broadband connection type that is used will determine the use of Point-to-Point Protocol
over Ethernet (PPPoE) or Point-to-Point Protocol over ATM (PPPoA).

m  High-Level Data Link Control (HDLC): HDLC is the default encapsulation type for
Cisco routers on point-to-point dedicated links. It is a bit-oriented synchronous data-link
layer protocol. HDLC specifies a data encapsulation method on synchronous serial links
using frame characters and checksums. HDLC is a standard that is open for interpretation.
As a result, there are different versions of HDLC. If you are communicating with a device
from another vendor, synchronous PPP is a more viable option.

®  Frame Relay: Frame Relay is a high-performance packet-switched WAN protocol that
operates at the physical and data-link layers of the OSI reference model. Frame Relay was
originally designed for use across ISDN interfaces. Today, it is used over a variety of other
network interfaces and typically operates over WAN facilities that offer more reliable
connection services and a higher degree of reliability.
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m  ATM: ATM is the international standard for cell relay in which multiple service types
(such as voice, video, or data) are conveyed in fixed-length (53-byte) cells. Fixed-length
cells allow processing to occur in hardware, thereby reducing transit delays. ATM is
designed to take advantage of high-speed transmission media such as E3, SONET, and T3.
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PPP Encapsulation

This topic describes PPP encapsulation.

PPP Encapsulation

I i Multiple Protocol
P Encapsulations Using NCPs

7 in PPP

IPX l

coP

Link Setup and Control
Using LCP in PPP

0
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PPP is an international standard encapsulation that is used for these types of connections:

®  Asynchronous serial

= [SDN

m  Synchronous serial

m  Broadband

PPP (RFC 1331) provides a standard method of encapsulating higher-layer protocols across

point-to-point connections. PPP extends the HDLC packet structure with a 16-bit protocol
identifier that contains information on the content of the packet.

Because it is standardized, PPP supports vendor interoperability. PPP uses its NCP component
to encapsulate multiple protocols.

PPP uses another of its major components, the LCP, to negotiate and set up control options on
the WAN data link. Some of the PPP LCP features covered in this course are:

m  Authentication

m  Compression

m  Multilink

PPPoE provides the ability to connect a network of hosts to an access concentrator over a
simple bridging access device. With this model, a host uses its own PPP stack, and the user is

presented with a familiar user interface. Access control, billing, and type of service can be done
on a per-user, rather than a per-site, basis.
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PPPoA was primarily implemented as part of asymmetric DSL (ADSL) technology. It relies on
RFC 1483 (now RFC 2686), operating in either logical link control/Subnetwork Access
Protocol (LLC/SNAP) or virtual circuit multiplexing (VC mux) mode. Customer premises
equipment (CPE) will encapsulate a PPP session based on this RFC for transport across the
ADSL loop and the digital subscriber line access multiplexer (DSLAM).

In these architectures, IP address allocation is based on IP Control Protocol (IPCP) negotiation,
which follows the same principle as PPP in dial mode.

In PPPOE, the source of IP address allocation depends on the type of service to which the
subscriber has subscribed and where the PPP sessions are terminated. PPPoE makes use of the
dial-up networking feature of Microsoft Windows, and the IP address assigned is reflected
within the PPP adapter. PPPoE can be used on existing CPE (that cannot be upgraded to PPP or
that cannot run PPPoA), extending the PPP session over the bridged Ethernet LAN to the PC.
PPPoE can also be configured on the CPE to terminate the PPP session and use Network
Address Translation (NAT) for workstation access to the Internet.

Although PPPoA does not require host-based software, it does require that each CPE device
have a username and password for authentication to a central site. The PPP sessions initiated by
the subscriber are terminated at the service provider that authenticates users via a local database
on the router or through a RADIUS server. The PPPoA session authentication is based on
Password Authentication Protocol (PAP) or Challenge Handshake Authentication Protocol
(CHAP). The service provider must assign only one IP address for the CPE, and the CPE can
be configured for NAT.
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Frame Relay Encapsulations

This topic describes Frame Relay encapsulations.

Frame Relay Encapsulations

& Framerely 23
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Frame Relay is an industry-standard data-link layer protocol that is commonly used in packet-
switched networks. Frame Relay supports technological advances such as fiber-optic cabling
and digital transmission. Frame Relay can eliminate time-consuming processes (such as error
correction and flow control) that are necessary when using older, less reliable WAN media and
protocols.

When purchasing bandwidth, customers buy a committed information rate (CIR) from the
carrier to ensure that their minimum bandwidth requirements will be met. Adding an additional
channel or data-link connection identifier (DLCI) will provision a new virtual circuit and set of
connection characteristics. Adding more channels to an existing DLCI, where the physical
facilities support it, adds bandwidth. Channels can be added easily in this manner to meet
growth requirements.

Because a public network is being used, a service provider must be consulted to obtain
information specific to a link.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

« Each WAN connection uses an encapsulation
protocol to encapsulate traffic while it is crossing
the WAN link.

* PPP is an international standard encapsulation
used for asynchronous serial, ISDN, synchronous
serial, and broadband connections.

* Frame Relay is an industry-standard data-link layer
protocol commonly used in packet-switched
networks.

ms, Inc. Al rights reserved BCRAN v21—15
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Quiz

Use the practice items here to review what you learned in this lesson. The correct answers are
found in the Quiz Answer Key.

Q1)  Whatis the fixed length of an ATM cell?

Q2)  Which component does PPP use to negotiate and set up control options on the WAN

A) 128 bytes
B) 56 bytes
0 53 bytes
D) 64 bytes
data link?

A) NCP

B) LCP

0 FTP

D) TFTP

Q3) In Frame Relay, what is a DLCI?

A)
B)
0
D)

data-link control identifier
data-level control identifier
data-link connection identifier

data-level connection identifier

Copyright © 2004, Cisco Systems, Inc.
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Quiz Answer Key

Q) ¢

Relates to: WAN Encapsulation Protocols
Q2) B

Relates to: PPP Encapsulation
Q) ¢

Relates to: Frame Relay Encapsulations
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Determining the WAN Type to
Use

Overview

This lesson describes how to select the appropriate WAN connection for a given situation.

Relevance

When you design internetworks, you must make several key decisions concerning connectivity
among different users or groups in your WAN environment.

Objectives

Upon completing this lesson, you will be able to:

m  Describe the various aspects of selecting the correct WAN connection

m  Distinguish among various WAN connections by speed and cost

m  Describe the requirements of a central site

m  Describe the requirements of a branch office site

m  Describe the requirements of a SOHO site

m  Select the appropriate WAN equipment for a CO site

m  Select the appropriate WAN equipment for a branch office site

m  Select the appropriate WAN equipment for a SOHO site

m  [dentify the appropriate interfaces that will support your WAN connection

m  Verify that the router components are installed and functioning properly



Learner Skills and Knowledge

To benefit fully from this lesson, you must have these prerequisite skills and knowledge:

= All knowledge presented in the Introduction to Cisco Networking Technologies INTRO)
course

m  All knowledge presented in the Interconnecting Cisco Network Devices (ICND) course

Outline

This lesson includes these topics:

m  Overview

®  WAN Connection Types

m WAN Connection Speed Comparison
®  WAN Connection Summary

m  Site Requirements

m  Central Site Considerations

m  Central Site Router Equipment

m  Branch Office Considerations

®  Branch Office Router Equipment
m  SOHO Site Considerations

= SOHO Site Router Equipment

B Summary

®  Quiz

1-32  Building Cisco Remote Access Networks (BCRAN) v2.1 Copyright #2004, Cisco Systems, Inc.



WAN Connection Types

This topic describes how to select a WAN connection.

ﬂ

Connection Selection Considerations

+ Availability

* Bandwidth

+ Cost

- Ease of management
» Application traffic

* QoS and reliability

* Access control

Inc. Al rights reserved BCRAN v21—12

When you design internetworks, you must make several key decisions concerning connectivity
among different users or groups of users in your WAN environment.

When selecting a WAN connection, you should consider these factors:

Availability: Each method of connectivity has limits to its availability that is inherent in its
design, usage, and implementation. For example, Frame Relay is not available in all
geographic regions.

Bandwidth: WAN bandwidth is expensive, and organizations do not want to pay for more
bandwidth than they need. Determining usage over the WAN is a necessary step in
evaluating the most cost-effective WAN services for your needs.

Cost: WAN usage costs are typically 80 percent of the entire information services budget.
Cost is a major consideration when different WAN services and different service providers
are being evaluated. If, for example, you use the line for only 1 hour a day, you may want

to select a DDR connection such as an asynchronous or ISDN connection.

Ease of management: Network designers are often concerned about the degree of
difficulty associated with managing connections. Connection management refers to both
the initial configuration at startup and the ongoing configuration tasks of normal operation.
Traffic management is the ability of the connection to adjust to different rates of traffic,
regardless of whether the traffic is steady or bursty in nature. Dedicated lines are often
easier to manage than shared lines.

Application traffic: The application traffic may be many small packets, such as a terminal
session, or very large packets, such as a file transfer.
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m  Quality of service (QoS) and reliability: How critical is the traffic that is intended to
travel over the link? A backup connection may be necessary.

B Access control: A dedicated connection may help control access, but electronic commerce
cannot occur on a wide scale unless consumers can access some portion of your network.
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WAN Connection Speed Comparison

This topic describes various WAN speeds.

WAN Connection Speed Comﬁarison

Leased line, Frame Relay

Cable

DsL

ISDN—ERI

WAN Connection

Asynchronous
Dialup

56/64 kbps 128 kbps E1T1 E3T3

Theoretical Maximum WAN Speeds
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The figure illustrates the WAN speeds for typical technologies. Network administrators must
select a WAN option based on the required bandwidth.

The speeds, costs, and availability of WANs vary internationally. For example, in North
America, high-bandwidth speeds such as T1 are easily available at reasonable prices. Europe
offers comparable speeds, such as E1, but prices tend to be higher. Other parts of the world
offer limited WAN services with lower speeds, typically up to 64 kbps, and the costs are
higher.

Broadband options include DSL and high-speed cable modems.

Broadband is generally defined as any sustained speed above 128 kbps. However, that
definition may soon change. Broadband access can allow remote office staff and small office,
home office (SOHO) users to connect to the central office LAN at high speeds.

A cable modem can provide up to 90 times the speed (4 Mbps) for remote access.
DSL is a technology that operates over unused bandwidth on a regular telephone line to deliver

fast digital data transmission up to 25 times the speed (approximately 1 Mbps) without
affecting the analog telephone service that is used.
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WAN Connection Summary

This topic discusses a summary of WAN connections.

WAN Connection Summary

Connection Adtributes
Type

Leased Line High control, full bandwidih, high-cost enterprise

networks, and Iazt-mile access

Broadband Cable - A very fast connecban shared through a
local area natwork 1o the Internet, Low cost. bul
performance can vary

DEL - Comvearts e::sliﬂg tEIEphr.'lﬂE limes ifla acsess
pathe for multimedia and high-speed data
transfers. Most high-parfomanca DSL
connectons have distance imitabons

Creates a digital loop.  Higher hancwidth than

typical dial-up, often with signficantly higher cost.

Analog Slow setup and transmissan speeds. Location
flexibility
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The figure compares the attributes of various types of WAN connections. Each WAN
connection has advantages and disadvantages. For example, setting up a dialup asynchronous
connection will offer limited bandwidth only. However, a user can call into the office from
anywhere over the existing telephone network.
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Site Requirements

This topic describes the factors that a network administrator must evaluate for central site,
branch office, and SOHO WAN connections.

Company Site
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A company with multiple sites that vary in size will need a remote network to connect the
various locations. Typical locations include these sites:

m  Central site: The central site is a large site that is often the corporate headquarters or a
major office. Regional offices and SOHOs may need to connect to this site for data and
information. Because users may access this site via multiple WAN technologies, it is
important that the central site accommodate many types of WAN connections from remote
locations. The central site is often referred to as headquarters, the enterprise, or corporate.

m  Remote site: The remote site is a smaller office that generally accommodates employees
who have a compelling reason to be located away from the central site, such as a regional
salesperson. Remote site users must be able to connect to the central site to access company
information. Remote sites are sometimes called branch offices, remote offices, or sales
offices. Small and medium-size businesses can benefit from high-speed Internet access,
VPN connectivity to corporate intranets, telecommuting capabilities for work-at-home
employees, interactive television, and economical PSTN-quality voice and fax calls over
the managed IP networks. Employees of large and small businesses who work from their
homes need secure high-speed remote access to the corporate intranet and need access to
the Internet for e-mail communication with customers and suppliers.
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m  SOHO site: This SOHO site is a small office with one to several employees or the home
office of a telecommuter. Telecommuters may also be mobile users, that is, users who need
access while traveling or who do not work at a fixed company site. Depending on the
amount of use and the WAN services available, telecommuters working from home tend to
use dialup and broadband services. Mobile users tend to access the company network via
an asynchronous dialup connection through the telephone company or may access the
corporate intranet using VPN client software on their laptops. Telecommuters working
from home may also use a VPN tunnel gateway router for encrypted data and voice traffic
from the company intranet. These solutions provide simple and safe access for branch
offices or SOHOs to the corporate network site, according to the needs of the users at the
sites.
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Central Site Considerations

This topic describes central site considerations.

Central Site Considerations
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The central site WAN connection is a critical focal point for a company. Because many other

sites and users access this site in a variety of ways, it is important that your central site solution

have a modular design that can accommodate many types of WAN connections from remote

locations.

The architecture of a WAN that is used to connect company campuses must optimize
bandwidth, minimize costs, and maximize the effective service to end users. Considerations to

keep in mind for a central site WAN include:

m  Multiple access connections: Users will connect to the central site using various media.

Central site WANs must allow for multiple media options and simultaneous access by
multiple users.

Cost: Keep costs low while maintaining a satisfactory level of service. For example, some
WAN charges are based on usage, such as ISDN. Features such as DDR and compression
ensure that WAN costs are kept to a minimum. As another example, leased lines are
generally charged at a fixed rate, so you may want to consider this service only if the line
will sustain high use. Broadband connections such as cable and DSL offer a low-cost, high-
speed solution.

Access control: Company information must be restricted, allowing users access only to the
areas in the network for which they are authorized. Access lists can prevent unauthorized
data flow between offices. For PPP network links, PAP or the superior CHAP can identify
the remote entity to prevent unauthorized network connection. SOHO and branch office
users can gain access to secure sites through the use of VPN technologies.

QoS: It is important to set priorities for traffic over the link and manage traffic flow so that
bursty traffic does not slow mission-critical traffic.
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m  Redundancy and backup: Because a link may fail or usage may be high at certain peak
times during the day, the connection to the central office should be backed up. Avoid
backing up links using the same service provider.

m  Scalability: The network must be able to grow with the company.
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Central Site Router Equipment

This topic introduces Cisco central site router equipment.

Central Site Router Equipment
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Choose the router that supports the WAN protocols that you will use. As illustrated in the

figure, the router and network modules will support the interfaces in the network topology that

are used in this course.

These routers are typical Cisco Systems equipment for a central site:

m  Cisco 2600 Series
m  Cisco 3600 Series
m  Cisco 3700 Series
m  Cisco 7200/7500 Series
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Branch Office Considerations

This topic describes branch office considerations.

Branch Office Considerations
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A remote site or branch office typically has fewer users than the central site, and therefore

needs a smaller WAN connection.

Remote sites connect to the central site and to some other remote sites. Telecommuters may
also require access to the remote site. A remote site can use the same or different media.

Remote site traffic can vary, but is typically sporadic. The network designer must determine
whether it is more cost-effective to offer a permanent or dialup solution.

The remote site must have a variety of equipment, but does not require as much as the central
site. Typical WAN technologies connecting a remote site to the central site include:

m  Jeased line
®  Frame Relay
= [SDN

m  Broadband services (cable or DSL)
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Typical considerations for setting up a remote site WAN connection are:

Multiple access connections: Users will connect to the branch site using various media.
Branch site WANSs must allow for multiple media options and simultaneous access by
multiple users. It must also have the connectivity to the Central or SOHO site.

Cost: Sometimes called path cost, cost is an arbitrary value that is typically based on hop
count, media bandwidth, or other measures. Cost is assigned by a network administrator to
compare various paths through an internetwork environment. Cost values are used by
routing protocols to determine the most favorable path to a particular destination; the lower
the cost, the better the path.

Access control: To prevent unauthorized traffic, routers and firewalls use a set of rules that
permit or deny certain traffic. Access control is commonly applied to router interfaces and
can be configured to control which data sessions can pass and which can fail. Users can
gain secure access by using VPN solutions to connect to corporate intranets.

Redundancy: In internetworking, duplicate devices, services, or connections can perform
the work of original devices, services, or connections in the event of a failure.

Authentication: The remote site must be able to authenticate itself to the central site.

Availability: Service providers may not offer certain WAN services in some regions. This
consideration generally becomes more critical as sites are set up in more remote locations.
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Branch Office Router Equipment

This topic introduces Cisco branch office router equipment.
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Choose a router that supports the WAN protocols and interfaces that you will use. The Cisco
1700 Series router and the WAN interface cards shown in the figure will support the interfaces
that are required for a branch office in the network topology used in this course.

The following routers are typical Cisco equipment for a branch office:

m  Cisco 1600 Series
m  Cisco 1700 Series
m  Cisco 2500 Series
B Cisco 2600 Series
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SOHO Site Considerations

This topic describes telecommuter site considerations.

SOHO Site Considerations
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Improvements in WAN technologies allow many employees to do their jobs almost anywhere.
The growth in the number of SOHO and small company sites has exploded. As with central and
remote sites, WANSs for SOHO sites must balance cost and bandwidth requirements.

An asynchronous dialup solution using the existing telephony network and an analog modem is
often the solution for SOHOs because it is easy to set up and the telephone facilities are already
installed. As usage and bandwidth requirements increase, other remote access technologies
should be considered.

The needs of mobile users make an asynchronous dialup connection a good remote solution.
Employees on the road can use their PCs with modems and the existing telephone network to
connect to the company.

The typical WAN connections employed at SOHO sites are:

m  Asynchronous dialup

m  [SDN BRI

®  Broadband

m  Frame Relay

The typical considerations for a remote site WAN connection are:
m  Cost
m  Authentication

= Availability
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SOHO Site Router Equipment

This topic describes Cisco SOHO site router equipment.

SOHO Site Router Equipment
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Choose the router that supports the WAN protocols and interfaces that you will use. As
illustrated in the figure, the Cisco 800 Series router is an example of a SOHO site router that
will support the interfaces required in the network topology that is used in this course.

The following routers are typical Cisco Systems equipment for a SOHO site:

Cisco 800 Series
®  Cisco 1700 Series
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

- Selecting a WAN connection involves considering
such things as availability, bandwidth, cost, and
management ease.

+ Each WAN connection has advantages and
disadvantages.

* The central site should be designed to
accommodate many different types of WAN
connections from remote locations.

* The type of equipment used will depend upon the
needs of a particular site.

ms, Inc. Al rights reserved BCRAN v21—1-12
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Quiz

Use the practice items here to review what you learned in this lesson. The correct answers are
found in the Quiz Answer Key.

QD

Q2)

Q3)

Q4)

Q5)

Qo)

What percentage of the information services budget do WAN costs typically
constitute?

A) 10 percent
B) 25 percent
0 50 percent
D) 80 percent

Which of the following is an advantage of using an asynchronous dialup connection?
A) its high speed

B) the ability to connect to the WAN from any active telephone line

0 its always-on state

D) the ability to use the telephone connection for voice calls at the same time
Which of the following sites will most users connect to for data and information?
A) branch site
B) SOHO site

O) central site

Which of the following technologies would be used by SOHO and branch office users
to gain access to a very secure central site?

A) VPN technologies

B) standard password authentication protection technologies
0 unsecured high-speed broadband connection technologies
D) slower-speed asynchronous dialup technologies

Which of the following is most typically used to permit or deny traffic on a network?

A) access control lists

B) password authentication

0 accounting software

D) record management software

Which Cisco Systems router would be typical for a central site?
A) Cisco 1700 Series
B) Cisco 1600 Series
O Cisco 2600 Series
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Q7)  Which of these technologies can be used at a remote site to connect to the central site?

A)
B)
0
D)
E)

leased line

Frame Relay

ISDN

broadband services (cable or DSL)

all of the above

Q8)  Which Cisco routers are typically used for a branch office?

A)
B)
0
D)

Cisco 7000 Series
Cisco 4000 Series
Cisco 3600 Series
Cisco 2600 Series

Q9)  Which is the most typical WAN connection type for a SOHO user who will require

connectivity from a different site to a central site every day?

A)
B)
0
D)

dedicated serial connection
circuit-switched connection
broadband connection

asynchronous dialup connection

Q10) Which Cisco routers are typical for a SOHO site?

A)
B)
0
D)

Cisco 7000 Series
Cisco 4000 Series
Cisco 2600 Series
Cisco 800 Series
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Quiz Answer Key

Ql) D

Relates to: WAN Connection Types
Q2) B

Relates to: WAN Connection Speed Comparison
Q3 ¢

Relates to: WAN Connection Summary
Q4) A

Relates to: Site Requirements
Q5) A

Relates to: Central Site Considerations
Q6) ¢

Relates to: Central Site Router Equipment
Q7) E

Relates to: Branch Office Considerations
Q8 D

Relates to: Branch Office Router Equipment
Q9 D

Relates to: SOHO Site Considerations
Q10) D

Relates to: SOHO Site Router Equipment
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Selecting Cisco Products for
Remote Connections

Overview

Cisco offers many different routing platforms, interface modules, and cables to provide remote
access. This lesson introduces the Cisco WAN solutions that are used to connect various
company sites.

Relevance

Selecting appropriate equipment is critical to creating an internetwork.

Objectives
Upon completing this lesson, you will be able to
m  Select appropriate equipment
m  Select appropriate fixed and modular interfaces
m  Select appropriate cables to build an internetwork

®m  Interpret the meaning of various LED indicators on a Cisco router

Learner Skills and Knowledge

To benefit fully from this lesson, you must have these prerequisite skills and knowledge:

m  All knowledge presented in the Introduction to Cisco Networking Technologies (INTRO)
course

m  All knowledge presented in the Interconnecting Cisco Network Devices (ICND) course



Outline

This lesson includes these topics:

Overview

Cisco Remote Access Solutions

Interfaces: Fixed Interface

Interfaces: Modular Interface

Network Cabling and Assembly
Verification of Network Installation
Verification of Branch Office Installation
Verification of SOHO Installation

Products with Cisco Product Selection Tools

Summary

Quiz

1-52

Building Cisco Remote Access Networks (BCRAN) v2.1

Copyright #2004, Cisco Systems, Inc.



Cisco Remote Access Solutions

This topic describes Cisco devices and their possible use.

Cisco Remote Access Solutions

Access www.cisco.com for the latest Chcks 1208

product information. Cisga 3700

Cisco 2600
Series m

Cantral Site Solutions

Cisco 1700
Serias

Cisco 1600
Series

Cisco 800 ﬁ
Saries

Small Office Salutions

EBranch Office Solutions

Rasidential Telecommuter Site Sclutions
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Cisco Systems offers access servers, routers, and other equipment that allows connection to the
WAN service. The figure highlights some of the products that are best suited for various
company sites.

The Cisco 800 Series routers are the lowest-priced Cisco routers, using a nonmodular fixed
configuration, but based on Cisco 10S software. The Cisco 800 Series access routers provide
big-business networking benefits to small offices and corporate telecommuters. The Cisco 800
Series offers secure, manageable, high-performance solutions for Internet and corporate LAN
access.

The Cisco 1600 Series routers have a slot that accepts a WAN interface card (WIC). These
cards are shared with the Cisco 1700, 2600, and 3600 Series routers and will be shared in future
modular branch office products.

The Cisco 1700 Series access routers deliver optimized security, integration, and flexibility in a
desktop form factor for small and medium-size businesses and small branch offices that want to
deploy Internet/intranet access or VPNs. The Cisco 1721 access router features two modular
WAN slots that support WICs (as is common in other 1600, 2600, and 3600 Series access
routers) and an autosensing 10/100-Mbps Fast Ethernet LAN port to provide investment
protection and flexibility for growth.

The Cisco 2600 Series routers feature single or dual fixed LAN interfaces. A network module
slot and two WIC slots are available for WAN connections.
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The Cisco 3700 Series multiservice access routers also offer an integrated solution for dialup
and permanent connectivity over asynchronous, synchronous, and ISDN lines. Up to four
network module slots are available for LAN and WAN requirements.

The Cisco 7200 Series routers are also very high-performance, modular, central-site routers that
support a variety of LAN and WAN technologies. The Cisco 7200 Series is targeted at large

regional offices that require high-density solutions.

The table highlights some of the features and WAN options for each series of routers.

Cisco Features
Routers
800 Series ISDN BRI, serial connections, basic telephone service ports, broadband port, entry-

level Cisco 10S software

1600 Series ISDN BRI, one WIC slot

1700 Series Two WIC slots

2600 Series Various fixed LAN interface configurations, one network module slot, two WIC slots

3700 Series Two slots (the 3725) or four slots (the 3745)

AS5000 Access server with multiple T1/E1 ISDN PRI and modem capabilities
Series

7200 Series Supports a wide range of WAN services, with the high port density necessary for a
scalable enterprise WAN

Note A “power branch” is a branch office that offers enhanced capabilities, such as those included
in the Cisco 3700 Series routers. Because of their expandability, the Cisco 3700 Series
routers are common today in branch offices. Refer to Cisco.com for the most up-to-date
information on Cisco equipment.
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Interfaces: Fixed Interface

This topic describes various fixed WAN connection types. When selecting interfaces to support
a WAN, you can choose between fixed interfaces and modular interfaces.

Determining the Appropriate Interfaces—
Fixed Interfaces

Fixed-Caonfiguration Router
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The router that you select for your WAN connection must offer the interfaces that will support
your WAN connection.

Typical interfaces that are found on a Cisco router (along with the typical WAN connections)
support the following:

Fixed-configuration routers are available with predetermined fixed LAN and WAN interface
options. Fixed-configuration routers do not require additional WICs or network modules.

Asynchronous serial: Used with a modem, supports asynchronous dialup connections

Synchronous serial: Supports connections such as leased lines and Frame Relay

Ethernet: Supports Broadband connections

BRI: Supports ISDN BRI connections

Channelized T1 or E1: Supports connections such as leased lines, dialup, ISDN PRI, and

Frame Relay

However, after they are purchased, the interfaces available are limited to only those that were
factory installed.
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Interfaces: Modular Interface

This topic describes various modular WAN connection types. When selecting interfaces to
support a WAN, you can choose between fixed interfaces and modular interfaces.

Determining Appropriate Modular

Interfaces
Serial WIS
2-Ethernet 2-WIC Module l Madular

s

B8-Port AJS Serial Module
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o

o e
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If you select a fixed-configuration router, you receive the router with the interfaces already
installed on the box. However, you cannot add or change interfaces on a fixed-configuration
router.

Modular routers and access servers such as the Cisco 3600 Series are built with one or more
slots that allow you to customize the box. You can determine the types of interfaces on the
router by selecting various feature cards, network modules, or WICs to install. Although
modular routers require adding equipment to the physical router, they are more scalable as your
network grows and your needs change.
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Network Cabling and Assembly

This topic describes the cables that are used to connect the network components.

Assembling the Network
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The figure illustrates the cable connections that are available for various WAN types. These
include:

1. Asynchronous connections: Asynchronous connections require RJ-11 cables attached
from the modem line port to the telephone company jack. If you are using an external
modem attached to a Cisco router, you must also use a Cisco EIA/TIA-232 cable to attach
the modem to the serial interface of the router. The DB-60 end of the cable connects to the
router. The DB-25 end attaches to the modem.

2. ISDN BRI: ISDN BRI connection interfaces require RJ-45 cables to connect the BRI
interface to the ISDN network. The BRI modules and BRI WICs are available with either
an S or T interface that requires an external NT-1 or a U interface with a built-in NT-1.

3. ISDN PRI (North America): Channelized T1 (CT1)/PRI modules are available with or
without a built-in CSU. If you use an external CSU, attach a female DB-15 cable to the
interface of the router. The other end of the straight-through cable will attach to the CSU,
which in turn attaches to the ISDN network. Routers with internal CSU modules attach
directly to the ISDN network with a standard RJ-48 connector.

4. ISDN PRI (Europe): Channelized E1 (CE1)/PRI modules are available with balanced and
unbalanced interfaces. CE1/PRI-balanced modules provide a 120-ohm E1 interface for
network connections. The unbalanced modules provide a 75-ohm E1 interface for network
connections. Four serial cables are available from Cisco for the CE1/PRI module. All four
cables have DB-15 connectors on the router end and DNC, DB-15, twinaxial, or RJ-45
connectors on the network end.
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5. Frame Relay: If you establish a Frame Relay serial connection, Cisco routers support the
following signaling standards: EIA/TIA-232, EIA/TIA-449, V.35, X.21, and EIA-530.
Cisco supplies a DB-60 shielded serial transition cable with the appropriate connector for
the standard that you specify. The router end of the shielded serial transition cable has a
DB-60 connector, which connects to the DB-60 port on the serial interface of the router.
The other end of the serial transition cable varies according to the standard that you

specify.

6. Broadband: Broadband connections will generally require an Ethernet interface port and
service provider equipment. Data service is generally provided through equipment from the
provider and converted to RJ-45 by the customer.

Note You can use the RJ-48 and DB-15 cables for Frame Relay connections. They can be
plugged into a T1 carrier interface. After a channel group is configured, Frame Relay
encapsulation can be run over the connection.
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Verification of Network Installation

This topic demonstrates how to use the LEDs on your Cisco equipment to verify proper
installation.

Verifying Central Site Installation
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Each central site router has LED displays that allow you to verify that the router components
are installed and functioning properly.

Note For LED information specific to your router, refer to the installation and configuration guide
that accompanied your router.

On the Cisco 3600 Series router, the LEDs on the front of the router enable you to determine
router performance and operation. The READY LED indicates that a functional module has
been installed in the indicated slot. If the LED is off, the slot is empty or the module is not
functional. The ACTIVE LED blinks to indicate network activity on the module that is
installed in the indicated slot.

All network modules have an ENABLE (EN) LED. The ENABLE LED indicates that the
module has passed its self-tests and is available to the router.

Each Ethernet port has two LEDs. The ACTIVITY (ACT) LED indicates that the router is
sending or receiving Ethernet transmissions. The LINK LED indicates that the Ethernet port is
receiving the link integrity signal from the hub (10BASE-T only).

Copyright © 2004, Cisco Systems, Inc. WAN Technologies and Components 1-59



Each PRI network module has four LEDs in addition to the enable LED. These LEDs are:

REMOTE ALARM: Designates a remote alarm condition
LOCAL ALARM: Designates a local alarm condition
LOOPBACK: Designates a loopback condition

CARRIER DETECT: Specifies that you received the carrier on the telephone company
link

Digital modem modules have five LEDs in addition to the ENABLE LED, one for each Modem
ISDN channel aggregation (MICA) technologies module bank. The LEDs blink during
initialization. After the ENABLE LED comes on, the MICA module LEDs indicate that the
corresponding MICA module is functioning. If a MICA module fails its diagnostics, or if no
MICA module is installed in a position, its LED remains off-

Each port on the serial network module has additional LEDs. These LEDs are:

CN/LP: Connect when green, loopback when yellow
RXC: Receive clock

RXD: Receive activity

TXC: Transmit clock

TXD: Transmit activity
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Verification of Branch Office Installation

This topic discusses the meaning of various LEDs on a Cisco router. Indicator LEDs on a router
enable you to verify that the components are installed and functioning correctly.

Verifying Branch Office Site Installation
ﬂ
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The system POWER and OK LEDs indicate the
router is on and has successfully booted
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Each branch office and telecommuter router has LED displays that allow you to verify that the
router components are installed and functioning properly.

Note For LED information specific to your router, refer to the installation and configuration guide
that accompanied your router.

On Cisco 1721 routers, you can use the LEDs on the front of the router to determine router
performance and operation. The LEDs are as follows:

m  PWR: The green system POWER LED indicates the router is turned on and DC power is
being supplied.

m  System OK: The green system OK LED indicates the router has successfully booted. This
LED blinks while in the boot cycle.

m  ETH ACT: The green LAN ACTIVITY LED indicates that data is being sent to or
received from the local Ethernet LAN.

m  ETH COL: A flashing yellow LAN COLLISION LED indicates frame collisions on the

local Ethernet LAN.

m WIC0 ACT/CHO: The green WIC CONNECTION LED indicates an active connection on
this WIC port.

®m  WICO0 ACT/CH1: The green WIC CONNECTION LED indicates an active connection on
this WIC port.
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m WIC1 ACT/CHO: The green WIC CONNECTION LED indicates an active connection on
this WIC port.

®  WIC1 ACT/CH1: The green WIC CONNECTION LED indicates an active connection on
this WIC port.

The serial WIC has several LEDs that indicate data is being sent over the WIC serial ports.

The ISDN BRI U interface card has several LEDs that indicate data is being sent over the
WAN ISDN port.
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Verification of SOHO Installation

This topic discusses the meaning of various lights on Cisco 800 Series routers. Indicator LEDs
on a router enable you to verify that the components are installed and functioning correctly.

Verifying SOHO Site Installation
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Each SOHO router has LED displays that allow you to verify that the router components are
installed and functioning properly.

Note For LED information specific to your router, refer to the installation and configuration guide

that accompanied your router.
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On the Cisco 800 Series routers, you can use the LEDs on the back of the router to determine
router performance and operation. The LEDs are shown in the table.

LED Function of 800 Series Router

LED Color Function

OK Green On when power is supplied to the router and when the router completes
the self-test procedure and begins operating.

NT-1 Green Not applicable for Cisco 801 and 803 routers.
On when the internal NT-1 and the ISDN switch are synchronized.
Blinks when the internal NT-1 and the ISDN switch are attempting to
synchronize.

LINE Green On when the ISDN interface and the ISDN terminal device are
synchronized.

LAN Green On when packets are sent to or received from an Ethernet port.

LAN RXD Green Blinks when an Ethernet port receives a packet.

LAN TXD Green Blinks when an Ethernet port sends a packet.

LKJ, LK1, Green Cisco 803 and 804 routers only.

LK2, LK3 On when the Ethernet device is connected.
Off when the Ethernet device is not connected.
Blinks when the connection has a problem.

ETHERNET | Green Cisco 804 IDSL routers only.

1,2,3,4 On when the Ethernet device is connected.
Off when the Ethernet device is not connected.
Blinks when the connection has a problem.

CH1 Orange Blinks when placing or receiving a call on the first ISDN B channel.
On when a call is connected on the first ISDN B channel.
For IDSL routers, see the note following this table.

CH1 RXD Orange Blinks when packets are received from the first ISDN B channel.

CH1 TXD Orange Blinks when packets are sent from the first ISDN B channel.

CH2 Orange Blinks when placing or receiving a call on the second ISDN B channel.
On when a call is connected on the second ISDN B channel.
For IDSL routers, see the note following this table.

CH2 RXD Orange Blinks when packets are received from the second ISDN B channel.

CH2 TXD Orange Blinks when packets are sent from the second ISDN B channel.

PH1, PH2 Green Cisco 803 and 804 routers only.
On when basic telephone service is in use.

LINK Green On back panel of the Cisco 801, 802, and 802 IDSL routers only.
On when Ethernet device is connected.
Blinks when the connection has a problem.

Note On Cisco 802 IDSL and Cisco 804 IDSL routers, either CH1 or CH2 is on if the router has an

active data connection and the line speed is 64 kbps. CH1 and CH2 are both on if the router
has an active data connection and the line speed is 128 or 144 kbps.
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Products with Cisco Product Selection Tools

This topic discusses the Cisco tools for use in selecting Cisco products.

Selecting Products with Cisco Product

Selection Tools
ﬂ
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For up-to-date information, use the online tools at
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To assist you with product selection, Cisco has extensive documentation and product

specifications on its website at http://www cisco.com/en/US/products/hw/routers/index . html.

You will also find product selection and configuration tools on the site. These tools are
designed to help you determine the router that best meets your requirements and how to

configure it.

Because technology and product offerings change frequently, access this website for the most
up-to-date product information.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

* The type of Cisco Systems router used will vary
depending on where it will be used.

» Select the appropriate fixed and modular
interfaces.

» Select the appropriate cables to build an
internetwork.

- Each router has LED displays that allow you to
verify that the router components are installed and
functioning properly.

ms, Inc. Al rights reserved BCRAN v21—1-10

Next Steps
For the associated lab exercise, refer to the following section of the course Lab Guide:

m  [ab 1-1: Using the BCRAN Lab Equipment
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Quiz

Use the practice items here to review what you learned in this lesson. The correct answers are
found in the Quiz Answer Key.

QD

Q2)

Q3)

Q4)

Q5)

Qo)

Which of these Cisco routers can offer the highest port density?
A) Cisco 1700 Series
B) Cisco 7200 Series
0 Cisco 2600 Series
D) Cisco 3600 Series

Which of these router interfaces support the Frame Relay connection?

A) synchronous serial
B) Ethernet

0 BRI

D) asynchronous serial

What is an advantage of a fixed-configuration router?

A) You can purchase additional interfaces to expand this router.

B) You receive the router with the interfaces you requested.

0 You will be able to change the configuration in the future when your needs
change.

D) Your fixed-configuration router can easily be upgraded in the future.

Asynchronous modem connections require which of these cables?
A) RJ-11 cable

B) RJ-45 cable

0 DB-15 cable

D) fiber-optic cable

How many indicator LEDs does each Ethernet port typically have?

A1
B) 2
c) 3
D) 4

Which indicator LED on a router typically indicates that the router is turned on?
A) The green system POWER LED

B) The green LAN ACTIVITY LED

O) The green system OK LED

D) A flashing yellow LAN COLLISION LED
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Q7)  What does it typically mean when the CH1 RXD indicator LED is orange and
blinking?
A) the connection has a problem
B) packets are being received from the first ISDN B channel
O) packets are being received from the second ISDN B channel
D) packets are being received from the third ISDN B channel
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Quiz Answer Key

QD

Q2)

Q3)

Q4)

Q5)

Qo)

Q7)

B

Relates to:

A

Relates to:

B

Relates to:

A

Relates to:

B

Relates to:

A

Relates to:

B

Relates to:

Cisco Remote Access Solutions

Interfaces: Fixed Interface

Interfaces: Modular Interface

Network Cabling and Assembly

Verification of Network Installation

Verification of Branch Office Installation

Verification of SOHO Installation
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Module 2

Supporting Asynchronous
Modems

Overview

On completion of this module, you will have configured remote connections via asynchronous
modems.

Objectives

Upon completing this module, you will be able to

Outline

Configure an access server for modem connectivity
Configure a modem manually for basic asynchronous operations via a reverse Telnet
Configure a router to discover the modem type automatically and configure it

Configure the router auxiliary port and modem to support remote privileged EXEC access
for configuration and remote diagnostics

The module contains these lessons:

Connecting and Operating Modems
Configuring Modems
Autoconfiguring Modems

Verifying and Debugging Modem Autoconfiguration
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Connecting and Operating
Modems

Overview

Modem connections can provide dialup connectivity to a router for out-of-band administration
and troubleshooting. This feature allows for a remote connection to a router in the event of
primary connection failure. This connection can also be used for dial-out networking and for
site-to-site communication. This lesson provides an overview of modem connections and their
operation.

Relevance

Using modems is an excellent option for out-of-band management of Cisco Systems routers or
dial-in connectivity. You should understand modem operation before you configure these
services.

Objectives
Upon completing this lesson, you will be able to:
m  Describe the modulation and demodulation process of transmitting and sending data
m  Select the appropriate cable for DTE and DCE connections
m  List and describe modem modulation standards both proprietary and public

®  Troubleshoot speed mismatch in modem communication

Learner Skills and Knowledge

To benefit fully from this lesson, you must have these prerequisite skills and knowledge:

m  All knowledge presented in the Introduction to Cisco Networking Technologies (INTRO)
course

m  All knowledge presented in the Interconnecting Cisco Network Devices (ICND) course



Outline

This lesson includes these topics:

Overview

Modem Connections and Operation
The DTE-DCE Interface

Modem Signaling—Data

Modem Signaling—Control
Modem Control Example

Modem Operation

DTE-to-DTE Wiring

RJ-45 Wiring and Cables

Working Connections

Error Control and Data Compression Standards
Modem Modulation and Standards
Modem Speed and Compression
Theoretical Speeds

Summary

Quiz
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Modem Connections and Operation

This topic describes modulation and demodulation.

A Typical Modem Connection
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A modem converts (modulates) outgoing digital signals from a computer to analog signals for a
conventional copper twisted-pair telephone line. When the signal reaches its destination, the
destination modem reconverts (demodulates) the incoming analog signal to a digital signal.

The outgoing analog signal generated by the modem is propagated over telephone lines until it
reaches a switch at the telco office. A device called a codec converts (codes) the analog signal
into a digital format called pulse code modulation (PCM). This signal is then routed over the
digital networks of the telco until the signal reaches the destination telco switch, where another
codec reconverts (decodes) the digital signal to analog.

The advantage of using analog lines is that no special lines or equipment are required.
However, the public switched telephone network (PSTN) local loops are all analog and are
prone to line noise and lower data rates.

Each analog-to-digital conversion introduces noise into the signal. Amplifying the signal over
long distances would also amplify any noise in the signal. Amplifying digital signals simply
means recreating the on or off state of the signal, which drastically reduces line noise. For this
reason, telco providers choose to carry data in a digital format. In telecommunications
terminology, a digital amplifier is called a regenerative repeater or simply a repeater.

Maximum data rate is usually limited to between 28.8 and 56 kbps. However, the maximum 56
kbps rate is never achieved because of current regulations and analog links.

Note In North America, current regulations limit modem speeds to 53 kbps.
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The DTE-DCE Interface

This topic describes DTE and DCE.

The DTE-DCE Interface

ﬂ

i /f,’ "

I I
EIA/TIA-232 : : EIATIA-232
DTE DCE DCE DTE
DTE = Data Terminal Equipment

DCE

Data Communications Equipment i
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End devices, such as PCs, workstations, mainframe computers, and routers, are referred to as
data terminal equipment. DTEs communicate with each other through data communications
equipment such as modems, CSUs, and DSUs. (The EIA defines DCE as data communications
equipment. The International Telecommunication Union-Telecommunication Standardization
Sector [ITU-T, formerly known as CCITT] defines DCE as data circuit-terminating equipment.)

The EIA/TIA-232 standard defines the interface between DTE and DCE.

The end-to-end communication path between two DTEs consists of three segments (refer to the
figure shown): DTE-DCE, DCE-DCE, and DCE-DTE. You must administer a set of cabling
and configuration elements for each segment.

Note The EIA/TIA-232-C (formerly known as RS-232-C) standard is the most commonly used
asynchronous interface for data communications in North America. The RS-232 standard
was first issued in 1962, and its third revision, RS-232-C, was issued in August 1969.
Although the ubiquitous D-shaped 25-pin connector (DB-25) has become the market
standard for EIA/TIA-232-C interfaces, it was not specified in the original RS-232-C
standard. Many EIA/TIA-232-C devices use other connectors, such as the DB-9 or
RJ-11/RJ-45 modular connectors. X.21 is a European standard that defines the DCE-DTE
interface. For more information on these and other standards, refer to Cisco.com or any
reliable data communications reference text.
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Modem Signaling—Data

This topic describes modem signaling to transmit data.

Modem Signaling—Data

DTE DCE

Data  TxD ||2 » 12| Tx0
'Lranaf:r |RxD || 3| < RxD
oune lero||7 | < ~ GRD

DB-25 Pins
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Although a DB-25 serial connector has 25 pins, only 8 pins are actually used for connecting an
access server (DTE) to a modem (DCE). The other 17 signals are not interesting, and are

ignored. You can group the eight interesting signals into three categories according to their
functionality:

m Data transfer
m  Hardware flow control

m  Modem control

The figure shows the data transfer group:
m  TxD: Transmit data. The DTE transmits data to the DCE.
m  RxD: Receive data. The DTE receives data from the DCE.

m  GRD: Ground (pin 7). This pin provides the ground reference for voltage measurements.

Note The signals and pins shown are for the EIA/TIA -232 specifications.
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Modem Signaling—Control

This topic discusses the modem signaling control group.

Modem Signaling—Control

DTE DCE
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Modem control consists of several signals between the DTE and DCE that are used to initiate,
terminate, and monitor the status of the connection.

The figure shows the remaining two groups of interesting signals between a DTE device and a
DCE device:
m  Hardware flow control

—  RTS: Request To Send. The DTE has buffers that are available to receive from the
DCE.

— CTS: Clear To Send. The DCE has buffers that are available to take data from the
DTE.

m  Modem control

—  DTR: Data terminal ready. The DTE indicates to the DCE that it can accept an
incoming call.

—  CD: Carrier Detect (also referred to as data carrier detect [DCD]). The DCE has
established a carrier signal with the remote DCE.

—  DSR: Data set ready (pin 6). The DCE is ready for use. This pin is not used on
modem connections.

2-8 Building Cisco Remote Access Networks (BCRAN) v2.1 Copyright #2004, Cisco Systems, Inc.



Modem Control Example

This topic describes how to terminate a modem connection.

Terminating a Modem Connection

DTE-Initiated —

* Router drops DTR.

* Modem must be programmed to terminate
connection on loss of DTR and restore to saved
settings. ; ;

DCE-Initiated

* Router detects Carrier Detect (CD) low and
terminates connection.

* Modem must be programmed so that CD reflects
the state of the carrier.
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The figure highlights the modem control function for terminating a connection. Either the DTE
device or the DCE device may signal for the connection to be terminated. The signals that are
used for this function are DTR from the DTE or the modem recognizing the loss of the CD
signal.

When modem control is not configured properly, the following symptoms may occur:

m  “The modem will not hang up when I quit my session.” DTR is not dropped or recognized.

m  “I end up in a session belonging to someone else.” CD is not dropped or recognized.
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Modem Operation

This topic describes basic modem operations.

Modem Operation

e i
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Modems perform their basic operations in one direction:

®  QOutgoing data from an originating DTE comes into the sending modem via the TxD pin.

m  If the sending the modem buffer is nearly full, the modem can control flow (via hardware)
by lowering the CTS signal, thereby instructing the DTE not to use TxD.

m  The data is compressed using a proper algorithm (Microcom Networking Protocol-5
[MNP-5] or V.42bis), which was mutually agreed upon between the two communicating
modems when they connected initially.

®  The data is then packetized, where windowing, checksum, error control (using MNP-4 or
Link Access Procedure for Modems [LAPM]), and retransmission are performed.

Note In this context, the term packetized does not refer to an IP packet or Layer 3 protocol data

unit (PDU). Packetization and compression are options.

®  The digital data is modulated into analog signals and sent out through the telephone
network.

m  When the data reaches the receiving modem, it goes through the same steps in reverse

order. The signal is demodulated, and the data is depacketized, decompressed, and
delivered to the destination DTE. The DTE can use RTS to indicate that it is unable to
receive data on the RxD pin.
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DTE-to-DTE Wiring

This topic describes the pinout of a null modem cable.

DTE-to-DTE Wiring

TxD (2] 2] | T«D
Data ><

GND 7 +——+ |T||GND
Flow Control | ore . \><‘ M | ors
Moden DTR 20 >< 20| DTR
Control DSR| |6 6| |DSR

Null Modem Cable
(with DB-25 Connectors)

When two DTE devices, such as an access server and a terminal, are near each other, connect
them directly without going through a telephone network and two modems. An ordinary
EIA/TIA-232 cable will not work in this case, because both DTE devices transmit on the TxD
lead (pin 2), and both expect input on the RxD lead (pin 3). A null modem cable is required for
the DTE-to-DTE connection.

Null modems crisscross DB-25 pins 2 and 3 and other corresponding pins (as shown in the
figure) so that the two DTE devices can communicate. You can configure some devices to
operate either as a DTE or a DCE. Configuring a device as a DCE usually means that it
receives data on pin 2 and transmits data on pin 3. For example, many serial printers are
configured as DCE devices so that you can connect them directly to a DTE (a PC or a terminal
server) with an ordinary EIA/TIA-232 cable. This practice eliminates the need for a null
modem connection.
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RJ-45 Wiring and Cables

This topic describes the Cisco implementation of using RJ-45 ports for various connections.

RJ-45 Wiring and Cables
ﬂ
“WiodSwf® | DevicliAwn  DTEDevce
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Cisco uses RJ-45 ports and connectors for console, auxiliary, and asynchronous port
connections. The specific pinouts to be used on an RJ-45 interface for EIA-232 are not defined
by any standards. Cisco defines the RJ-45 pinouts (shown in the figure) as DTE.

Cabling from the access server port (RJ-45) to an external device, such as a modem or terminal,
requires the use of two cabling components:

m  RJ-45-t0-RJ-45 cable: Can be either a rollover cable (reverse pins 1-8, 2-7, 3-6, 4-5) or a
straight-through cable (1-1, 2-2, and so forth). To check whether a cable is straight-through
or rolled, hold the two connectors (the two ends of the cable) side by side. With the keys at
the back and the pins up, compare them by inspecting the color-coded wires inside the
connector. If the wires use the same colors on the same pins, it is a straight-through cable.
If the wires are a mirror image of each other, it is a rolled cable. The octal cable that is used
to connect to the asynchronous ports is the equivalent of a rolled cable.

m  RJ-45-to-DB-25 adapter: Also straight-through or rolled.
—  Male DTE (MDTE) or female DTE (FDTE) adapter. Straight-through.
—  Male DCE (MDCE) or female DCE (FDCE) adapter. Rolled.

—  MMOD (male modem-style) adapter. Rolled. This adapter supports only modems
that are modified from MDCE connectors by wiring DB-25 pin 8 to DSR, instead of
pin 6.
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Working Connections

This topic describes how to connect devices to a Cisco router.

Working Connections

Rolled + straight = rolled overall
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This figure displays the working connections between an access server and various types of end
devices.

The auxiliary and console ports are configured as DTE devices on Cisco access servers.
Terminals are also DTE devices. As noted earlier, two DTE devices cannot be directly
connected unless the signals are rolled exactly one time. You must, therefore, roll the pins in
either the cable or the DB-25 adapters, but not both. The “formula for success” is as follows:

m  DTE + rolled RJ-45 cable + straight DB-25 adapter + DTE = OK

m  DTE + straight RJ-45 cable + rolled DB-25 adapter + DTE = OK

When connecting a DTE to a DCE, however, you should have either no rolls or two rolls in the
cable and the connector. The “formula for success” is as follows:

m  DTE + rolled RJ-45 cable + rolled DB-25 adapter + DCE = OK

m  DTE + straight RJ-45 cable + straight DB-25 adapter + DCE = OK

The part number for the rolled RJ-45-to-RJ-45 cable is CAB-500RJ.

When you order access servers with asynchronous ports, you must order the corresponding
cable accessories. Order one CAB-OCTAL-KIT (an 8-lead octal cable and eight male DB-25
modem connectors) for each 68-pin asynchronous connector on the access server. If the modem
uses an RJ-45 connector, order one CAB-OCTAL-ASYNC (a rolled 8-lead octal cable with RJ-
45 connectors). Special adapters might be required.

Note Connecting a modem to the console port of a router is a security risk because it initially has
no protection or security features enabled.
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Cisco routers typically ship with a console and auxiliary port cabling kit that may include the

following components:

m  RJ-45-to RJ-45 rollover cable

m  RJ-45-t0-DB-9 FDTE adapter (labeled TERMINAL)—primarily used to connect to a PC

being used as a console terminal

m  RJ-45-t0-DB-25 FDTE adapter (labeled TERMINAL)—can be used to connect a computer
terminal or an older computer to the console or auxiliary port

m  RJ-45-t0-DB-25 MDCE adapter (labeled MODEM)—used to connect the auxiliary port to

a modem.

The table presents the port types for console and auxiliary ports on Cisco routers.

DB-25 RJ-45
Console port DCE DTE*
Auxiliary port DTE DTE

*DCE in the Cisco 1700 Series
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Error Control and Data Compression Standards

This topic describes error control and data compression.

Error Control and Data Compression
Standards
gl i'-i' Eﬁ'
Error Detection/Correction Data Compression
* Microcom Networking « MNP-5:  2:1 ratio
Protocol (MNP) - V.42bis: 4:1 ratio
— MNP 2—4 in public domain . V.44: 6:1 ratio
— MNP 10 for cellular
- CCITT V.42
— LAPM
— MNP 4

Error detection and correction methods have been developed to ensure data integrity at any
speed. Some widely used methods include MNP and LAPM.

Compression algorithms typically require error-correction algorithms. So compression under
V.42bis and MNP-5 is usually run over LAPM or MNP-4. V.42 and V.42bis are not limited to
V.32 and V.34 modems. They can also be implemented in lower-speed equipment. The 4:1
compression ratio provided by V.42bis is theoretical and rarely achieved.

V.44 is the newest compression standard that is designed to be used by V.90. V.44 offers up to
a 6:1 compression ratio, compared to the 4:1 maximum compression from V.42bis. This 20-to-
60 percent increase in throughput is due to a new compression algorithm that is optimized for
typical web content.

The modern data compression technique is analogous to the video-compression or disk-packing
algorithms that are used in computers. The compression efficiency is highly dependent on data
content. Some data (such as ASCII files) compresses readily; other data compresses very little.

Some application software supports data compression. However, it is usually better to let the
modem compress transmitted data. Data compression algorithms that operate in modem
hardware are faster than those performed by host software. If two modems have agreed on
V.42bis compression, you must disable the compression capability of the application. This
modem-provided compression means transferring data at a higher speed on the interface
between the DTE and the DCE.
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Modem Modulation and Standards

This topic describes modem modulation standards.

Modem Modulation Standards

DCE 5--—--- .- " _-I.uo"l DCE
ITU standards: Proprietary methods:
* V.22: 1200 bps * V.32 terbo: 19.2 kbps
» V.22bis: 2400 bps » V.fast: 28.8 kbps
+ V.32: 9600 bps » V.FC: 28.8 kbps
* V.32bis: 14.4 kbps » K56Flex: 56 kbps
* V.34: 28.8 kbps * X2: 56 kbps

* V.34: annex 1201H: 33.6 kbps
* V.90: 56 kbps downstream, 33.6 kbps upstream

* V.92: 56 kbps downstream, 48 kbps upstream

Inc. Al rights reserved BCRAN v21—2-12

The function of a modem is to convert digital signals (DTE to DCE) into analog signals (DCE
to DCE), and vice versa. The ITU-T has defined and introduced several modem modulation
standards over the years. However, various modem manufacturers have also marketed their
own proprietary versions of modems. Interoperability among various types of modems can be a
challenge, sometimes even for modems from the same vendor.

Some of the more commonly used standards are:

The V.32bis standard supports 14.4-kbps transmit (downstream) and receive (upstream)
connections. It was finalized in July 1991.

The V.34 standard supports 28.8-kbps transmit and receive connections. It was finalized in
June 1994.

The V.34 annex 12 standard supports 33.6-kbps transmit and receive operation. If
compression is used, up to 133.8 kbps is possible if the DTE-to-DCE connection can
support this speed.

The V.90 standard support connections with 56-kbps transmit and up to 33.6-kbps receive.
Most modem manufacturers have a V.90 product, even though the actual maximum data
rate allowed by government regulating bodies is usually 53 kbps.

The V.92 standard support connections with 56-kbps transmit and up to 48-kbps receive. It
offers improved features such as Quick Connect, which dramatically improves the speed at
which users can connect with an Internet service provider (ISP), and Modem on Hold,
which enables users to suspend and reactivate their dialup modem connection to either
receive or initiate a telephone call. V.92 and its companion compression standard, V.44,
were officially adopted by the ITU in July 2000.
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With proper configuration, V.90 modems can intelligently adapt to line conditions during a
transition. Two communicating modems will initially attempt to set up a call at 56.6 kbps. If
line conditions do not allow a transmission at this speed, the modems fall back to the next-
highest speed in steps of 2.4 kbps (possibly down to 2.4 kbps if necessary). Alternatively, if
line conditions improve, the modems can increase the speed.

If you are using two V.90 modems between two routers, the maximum speed will be no greater
than 33.6 kbps. Modems operating at 33.6 kbps function under the assumption that the
connection between the user and the ISP is totally analog. Modems operating at 56 kbps treat
the telephone network as a partially digital connection. In fact, the connection between the
PSTN and the ISP must be digital to support a data transfer rate greater than 33.6 kbps.

The codec located at the PSTN converts analog signals into digital pulses and vice versa. These
digital pulses, or PCM, are transmitted at a rate of 64 kbps. A 56-kbps modem transmits and
receives data asymmetrically. The upstream is limited to 33.6 kbps. The downstream is limited
to 53333 bps in the United States by the U.S. Federal Communications Commission (FCC).
Downstream data flow is the advantage of 56 kbps and PCM. The conversion from digital to
analog causes less complication for a PCM modem (a 56-kbps modem) than the conversion
from analog to digital. A 56-kbps modem cannot establish a transfer rate greater than 33.6 kbps
downstream if more than one conversion exists on the telephone network between the ISP and
user.

Older modems negotiate a fixed transmission rate during handshaking, but after that,
communications continue at the same speed. If line quality deteriorates below a certain
threshold, the connection is lost. Older modems cannot take advantage of any increased
bandwidth later, when the line quality improves.

The access server is unaware of modulations because it is directly involved with only DTE-to-
DCE communication. However, the access server-to-modem speed must account for
modulation speed and compression ratio for optimal end-to-end performance.
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Modem Speed and Compression

This topic describes how to calculate true modem speed with compression.

Modem Speeds and Compression

31 31
Comprassion Compression —
' Ratio Ratio '
ﬁ_#lllllf T IiIH '_#:"
DTE DCE DCE DTE
— 33.6kbps o e
115.2 kbps 1152kbps -

The speeds and compression rations shown
assume ideal conditions.
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The difference between the DCE-to-DCE modulation speed and DTE-to-DCE speed is often a
source of confusion. The former represents how fast the modems communicate with each other
across the telephone network. The latter represents how fast your computer communicates with
the attached modem.

In an ideal situation, to gain full benefits from compression, the DTE (for example, a PC) must
send to the DCE (a modem) at speeds matching the potential compression ratio. However, the
EIA/TIA-232 serial interface commonly found on PCs and some Macintosh computers (the
COM port) might operate considerably more slowly than the full potential speed of V.34. The
problem is that some PCs and Macs use the EIA/TTA-232 serial interface with a combination of
Universal Asynchronous Receiver/Transmitters (UARTS) and character-oriented
communications software packages, which are not reliable at higher data rates. In a PC, DTE
should be set to clock the modem at its fastest rate to take advantage of compression.

An improperly configured modem might automatically adjust DTE-to-DCE speeds to match the
established DCE-to-DCE speeds. This state is often called speed mismatch. To avoid speed
mismatch, you must lock the DTE-to-DCE speed so that it remains constant, as originally
configured. This speed-locking mechanism is called speed conversion (also known as port-rate
adjustment or buffered mode).
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Theoretical Speeds

This topic describes various theoretical modem speeds.

Theoretical Speeds
ﬂ

Maxirmum Speed with 4:1
V.42bis Compression

22400

Bits Per Second
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This figure displays the maximum theoretical speeds possible for selected modem modulation
standards. Also displayed are the possible speeds if V.42bis compression is used with the same
standards.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

* Modem connections can provide dialup
connectivity to a router for out-of-band
administration and troubleshooting.

* Modems convert outgoing digital signals to
analog, and convert incoming analog signals back
to digital.

» Cisco uses RJ-45 ports and connectors for
console, auxiliary, and asynchronous port
connections.

* Various modem standards are used, such as V.34
and V.90.

Inc. Al rights reserved BCRAN v21—2-15
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Quiz

Use the practice items here to review what you learned in this lesson. The correct answers are

found in the Quiz Answer Key.

QD

Q2)

Q3)

Q4)

Q5)

The process of converting an analog signal into a digital format is known as

A)
B)
0
D)

codec
PCM
modulation

amplification

Which device is an example of data terminal equipment?

A)
B)
0
D)

switch
PC
TSU

modem

Which pin provides the ground reference for modem communication?

A)
B)
0
D)

1

2
3
7

Which DTE pin indicates to the DCE that it can accept an incoming call?

A)
B)
0
D)

4
6
8
20

If you dial into an access server and end up in a session initiated by someone else, what

is the most likely cause?

A)
B)
0
D)

DTR not being dropped
CD not implemented
DST not being raised

ground fault occurring in the circuit
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Qo)

Q7)

Q8)

Q9)

Q10)

Q1

If the sending modem buffer is nearly full, the modem can control flow by lowering

which signal?

A)
B)
9
D)

RTS
CD
CTS
Rx

Which type of cable is used to connect two DTE devices?

A) null modem

B) rolled

0 straight-through

D) modem

If you are going to connect a PC to a router auxiliary port, which type of cable should
you use?

A) null modem

B) straight-through

O) modem

D) rolled

Which type of cable is used to connect a modem to the auxiliary port of a Cisco router?

A)
B)
0
D)

null modem
straight-through
modem

rolled

Which type of file achieves the greatest modem compression?

A) JPEG

B) MP3

O) text

D) Z1P

Which ITU modem standard can successfully negotiate a lower speed if line conditions
deteriorate?

A) V.92

B) X2

0 56Flex

D) V.94
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Q12) What DTE speed must you set to take advantage of compression?

A) four times the modem speed

B) the modem speed

0 half of the modem speed

D) the highest possible speed that the DTE will support

Q13) What is the maximum possible speed with the V.90 standard and V.42bis compression?

A) 224000
B) 115200
C) 56000
D) 38400
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Quiz Answer Key

Q1) C

Relates to: Modem Connections and Operation
Q2) B

Relates to: The DTE-DCE Interface
Q3) D

Relates to: Modem Signaling—Data
Q4) D

Relates to: Modem Signaling—Control
Q5) B

Relates to: Modem Control Example
Q6) ¢

Relates to: Modem Operation
Q7)) A

Relates to: DTE-to-DTE Wiring
Q8) D

Relates to: Working Connections
Q) B

Relates to: RJ-45 Wiring and Cables
Q10) c¢

Relates to: Error Control and Data Compression Standards
Ql1) A

Relates to: Modem Modulation and Standards
Q12) D

Relates to: Modem Speed and Compression
Q13) c¢

Relates to: Theoretical Speeds
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Configuring Modems

Overview

This lesson contains descriptions of modem configuration methods and commands.

Relevance

Modem configuration is considered to be complex and error prone. If you use modems for dial-
in, or out-of-band access, this lesson will show you the basics of how to configure your Cisco
device and modem for that purpose.

Objectives
Upon completing this lesson, you will be able to:
m  Connect to a modem from a router using reverse Telnet
m  Utilize commands to determine line numbering on a Cisco router
m  Configure a modem using standard initialization strings

m  Configure a modem using nonstandard initialization strings

Learner Skills and Knowledge

To benefit fully from this lesson, you must have these prerequisite skills and knowledge:

m  All knowledge presented in the Introduction to Cisco Networking Technologies (INTRO)
course

m  All knowledge presented in the Interconnecting Cisco Network Devices (ICND) course



Outline

This lesson includes these topics:

Overview

Modem Connections

EXEC Connection Commands

Sample Output for the show line Command
Line Types and Numbering

Interface Asynchronous and Line Configuration
Basic Modem Configuration

Standard Modem Commands

Nonstandard Modem Commands

Modem Initialization Strings

Summary

Quiz
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Modem Connections

This topic describes how to connect from a router to a modem.

Connecting to the Modem

Forward connection to a router to lagin

Basic . I
Illlli’ T ) Tﬂlﬁphﬂnﬁ' = T means o
. = Service

Reverse Telnet connection -““'—%—“_'f
to a modem to configure it T

2004 Cisco Systems, Inc. Al rights reserved. BCRAN v2.1—22

Cisco routers support both incoming asynchronous line connections (forward connections) and
outgoing asynchronous line connections (reverse connections). For example, a remote terminal
user dialing into the router through an asynchronous line makes a forward connection. In a
reverse connection, a user connects through a router to an attached modem to configure the
modem.

A host can make reverse Telnet connections to various types of devices that are attached to a
Cisco router. Different port numbers (20xx, 40xx, and 60xx) are used because different data
type and protocol negotiations will take place for different types of devices that are attached to
the router.

The remote host must specify a particular TCP port on the router to connect with individual
lines or to a rotary group. In the lower part of the figure, the remote host makes a reverse Telnet
connection to the modem using port address 2007. Note that TCP port number 2007 specifies a
Telnet protocol connection (TCP port 2000) to line 7. The individual line number is added to
the end of the port number type.
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The table displays services provided and TCP port numbers for individual lines and rotary

groups.

TCP Port Services

Services Provided

Base TCP Port for

Base TCP Port for

Individual Lines Rotary Groups
Telnet protocol 2000 3000
Raw TCP protocol (no Telnet) 4000 5000
Telnet protocol, binary mode 6000 7000
XRemote protocol 9000 10000

Use the transport input command to specify which protocol to allow for connections. For
example, the transport input all command allows all of the following protocols to be used for

the connection:

lat | mop | nasi | none | pad | rlogin | telnet | v120

Each of these command options can also be specified individually.
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EXEC Connection Commands

This topic illustrates an example of the commands that are needed to make a reverse Telnet
connection from a router to a modem.

EXEC Connection Commands
ﬂ

Router>#telnet [host] [port]

* Makes a connection with the Telnet protocol

Router>disconnect [session-number]

» Disconnects the specified session or all sessions

Router>ctrl-shift-6 x

* Suspends a session

2004 Cisco Systems, Inc. Al rights reserved BCRAN v21—23

Use the EXEC commands shown in the figure and the table to initiate and control a reverse
Telnet terminal session to a modem.

Telnet-Related Commands

Command Description

telnet [hosft] [porf] | Makes a Telnet connection to a host (and optionally to a certain port). You can
[/debug] specify the target host either by a host name or an IP address. The optional
debug switch provides useful information about the connection by displaying the
informational level of logging messages. Additionally, you can simply type the
name of the host to which you wish to make the connection, and by default, an
attempt to establish a Telnet session is started. The interface through which the
connection is made provides the source IP address for that connection.

disconnect Disconnects the specified connection or the most recent connection if not
[session-number] | specified.

Ctrl-Shift-6 x To suspend the current session, simultaneously press the Ctrl, Shift, and 6
keys, followed by the x key.
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Some additional commands that are useful for controlling and using remote connections
include those shown in this table.

Additional Telnet-Related EXEC Commands

Command Description

show session Displays the current connections (sessions) for this user. The older version of this
command was the where command.

show users Displays all current users and their ports.

clear line Resets a line/port to an idle state and disconnects any sessions associated with

[number] that line.
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Sample Output for the show line Command

This topic describes the appropriate commands to use to determine line numbering on various
Cisco routers.

Sample Output for show line
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You can use the show line command to display all types of lines and the status of each line.
The command also provides useful information about modem control and asynchronous port
configuration. The show line line-number command displays detailed information on the
specified line, which includes some useful data such as baud rate, modem state, and modem
hardware state.
The columns in the display are interpreted as follows:
m  Line state:

— A: Active.

— I: Inactive.

—  *: Line is currently in use.

m  TTY: Line number. In this case, 17.

m  Typ: Type of line. In this case, VTY indicates a vty that is active, in asynchronous mode,
denoted by the preceding A. Other possible values are CTY (console), AUX (auxiliary
port), TTY (asynchronous terminal port), and LPT (parallel printer).

®m  Tx/Rx: Transmit rate/receive rate of the line.

m  A: Indicates whether autobaud is configured for the line. A value of F indicates that
autobaud is configured; a hyphen indicates that it is not configured.

m  Modem: Type of modem signal that has been configured for the line. Possible values
include: callin, callout, cts-req, DTR-Act, inout, and RIisCD.
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m  Roty: Rotary group configured for the line.

B AccO, Accl: Output or input access list number configured for the line.

m  Uses: Number of connections established to or from the line since the system was restarted.
m  Noise: Number of times noise has been detected on the line since the system was restarted.

®  Overruns: Hardware (UART) overruns or software buffer overflows, both defined as the
number of overruns or overflows that have occurred on the specified line since the system
was restarted. Hardware overruns are buffer overruns indicating that the UART chip has
received bits from the software faster than it can process them. A software overflow occurs
when the software has received bits from the hardware faster than it can process them.
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Line Types and Numbering

This topic describes the concept of line numbering for reverse Telnet among various router
platforms.

Line Types and Numbering

con line=0

tty n line=n

aux line = last tty +1

viy m line = last tty+2+m |

inc. Al rights reserved. BCRAN v2.1—25

Line numbering varies among router platforms. TTY lines correspond to asynchronous
interfaces on a one-to-one basis; vty lines are virtual lines that are dynamically assigned to the
synchronous interfaces. Usually, vty lines are associated with incoming Telnet sessions.

In the figure shown, m refers to the number of the vty lines. For example, the vty 0 line
corresponds to line 10 on a router with eight TTY ports (con = line 0, tty = lines 1 through 8,
aux = line 9, vty = lines 10 through 14).

Connections to an individual line are most useful when a dial-out modem, parallel printer, or
serial printer is attached to that router line. To connect to an individual line, the remote host or
terminal must specify a particular TCP port on the router. If the Telnet protocol is used, that
port is 2000 plus the line number. For example:

telnet 131.108.30.40 2001

This command initiates a Telnet connection to line 1 (2000 + 7).

The following line types are used:
m  CON: Console port (available on all Cisco routers)
m  TTY: Asynchronous port.

m  AUX: Auxiliary port (available on most Cisco routers except the Cisco 600, 700, 800,
1000, and 1600 platforms).

®  VTY: Virtual terminal (for incoming Telnet, local-area transport [LAT], or X.25 packet
assembler/disassembler [PAD] connections).
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Interface Asynchronous and Line Configuration

This topic describes line configuration and asynchronous interface configuration.

Interface Asynchronous and Line
Configuration

Logical Configuration
Rooter{oonfig)finterfaocos asynoo 6

Fonter {config-if} #=ncapeulation ppp

Ronter {(monfig=if} #zavno dynamio addross
Rounter(config-if) lpeer defaunlt ip address 10.3.3.4

Rouvter (config-—if} H’nnync moda intaractive
Foutar {(config—if) #ppp authantication chap

Physical Configuration

Tounter (configiWline B
Fouter{oconfig-linc) #login looal
Fouter (conllg—Lina) fmodam inout

Fouter {config-line) #speed 115200
Fonter {monfig=line) #£ lowoontrol hardwars
Fonter {onfig=line) #actoseleat pep
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There is often confusion about the difference between the interface async and line commands.
The major difference is that the interface async command lets you configure the protocol
(logical) aspects of an asynchronous port, while the line command lets you configure the
physical aspects of the same port. The async commands are internal, while the line commands
configure external characteristics of the configuration.

For example, you configure the basic modem-related parameters on a router using the line
command. However, you configure the protocol encapsulation and authentication schemes with
the interface async command.
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Basic Modem Configuration

This topic describes the basic modem configuration on a Cisco router.

Basic Modem Configuration

On the modem

On the router

ol

Use modem commands to:
= Set up hardware flow:
contral
- Lack DTE speed
* Hang up on DTR low
« Enable CD to reflect
carrier status

(config) #1line x
lconfig-lina)flogin
(eenfig=-1line) fpassdard =xxxs
[eonfig=1line) #lovcontrol hacdware
{config-linea) ¥epeed 115200
|eenfig-lina) #transport input all
{config-line)¥stopbits 1
config-lina)fmoden inout

or
jconfig=-1line)#noden dialin

BCRAN v21—27

To make a successful asynchronous connection, you must configure the modem and the router
properly.

A modem must be configured to do the following:

Perform hardware flow control.

Lock DTE speed to ensure that the modem will always communicate with the router at the

specified speed (in this case, 115.2 kbps). The router speed command sets both transmit

and receive speeds.

Hang up when you quit a session.

Have the CD signal reflect the carrier state truthfully.
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On the router, use the commands in the table to configure the line to which the modem is

attached.

Line Commands

Command Description

exec Allows the EXEC process on this line.

login Sets a login password on this line. Without the password, no connection is
allowed.

password Sets the password to be used when logging in to this line.

flowcontrol Uses RTS/CTS for flow control.

hardware

speed 115200

Sets the maximum speed (in bits per second) between the modem and the router.
The speed command sets both the transmit and receive speed.

transport input all

Allows all protocols to be passed to the router through this line.

stopbits

Sets the number of stop bits transmitted per byte.

modem inout

Uses the modem for both incoming and outgoing calls.

modem dialin

Uses the modem for incoming calls only (the default).

Note Software flow control (xon and xoff characters) is not recommended with modems and Cisco

routers.
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Standard Modem Commands

This topic describes how to configure the most common modem commands.

Standard Modem Commands
ﬂ

Action intended Command
Loads factory default settings ATE&F
Auto answer ATS0=n
CD truly reflects line state ATECH
Hangs up at DTR low AT&DZ
Ignore “+++" (in-band signaling) ATS2=266
Echo off ATED
Turn off speaker ATMO

inc. Al rights reserved. BCRAN v21—28

Saving the configuration AT&EW

Attention commands for the modem have an AT prefix. In general, each modem vendor has its
own modem command set that differs from other vendor command sets.

However, some modem commands are common among most vendors, as described in the table.

Common Modem Commands

Command Description

AT&F Loads the factory default settings (read only).

ATS0=1 Sets the modem to answer all incoming calls automatically on the first ring
(recommended to be set to 2 for lines with caller ID).

AT&C1&D3 Sets up modem control (CD and DTR).

ATS2=255 Ignore the +++ command. The +++ characters set the modem to command mode. You
may need to configure the far-end modem to ignore +++ because the +++ command
issued to the near-end modem will be transmitted to the far-end modem. The far-end
modem may interpret it and cause the connection to hang. This is a bug in the far-end
modem. Many modems are affected.

ATEO When echo off is set, the modem will not echo keystrokes.

ATMO Turns off the external audio output from the modem.

AT&W Saves the modem configuration into nonvolatile memory.
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Nonstandard Modem Commands

This topic describes the nonstandard modem commands for proper modem operation.

ﬂ

Nonstandard Modem Commands

_____‘ Microcom  Hayes USR
Hardware flow control ATVQ3 AT&K3 AT&H1&R2
Lock DTE speed ATWJO ATEOB ATEBA1
Error correction ATWNG ATEQS ATEM4
Compression AT%C1 AT&Q9 ATEK1
Show configuration AT\S1 AT&V ATl4
Getting help AT&H ATEH ATE
Saving the configuration ATEW ATEW ATEWW

ms, Inc. Al rights reserved BCRAN v2.1—29

Many modem commands are not standardized and vary from one vendor to another. The
following modem configurations and commands are essential for modems that are attached to
Cisco routers:

Hardware flow control: Use CTS and RTS.

Lock DTE speed: Sets the serial port of the modem to a fixed data transfer rate. Locking
the speed between the modem and DTE device prevents the speed from being negotiated
down during the initial call setup.

Error correction: Sets error control.

Compression: Uses the best compression algorithm that can be negotiated between the two
communicating modems.

Show configuration: Shows current modem settings.
Getting help: Shows all of the AT commands for your specific modem.

Saving the configuration: Saves the configuration you just entered in the NVRAM of the
modem.

For nonstandard modem commands, refer to the vendor user manual that comes with each
modem you have purchased.
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Modem Initialization Strings

This topic describes modem initialization strings for proper modem operation.

Modem Initialization Strings
ﬂ

U.S. Robotics (USR) Courier
at&fs0=1&c1&d3&h1&r2&b1&m48&k1&w

Hayes Optima/Accura
at&fs0=1&c1&d2&k3&q9&w

Microcom QX4232 series
at&fs0=18&c1&d2\q3\j0\n6%c1&w

inc. Al rights reserved BCRAN v2.1—2-10

Initialization strings are used to send commands to modems before they dial out. The figure
displays some examples of modem initialization strings.

Command strings differ from vendor to vendor, model to model, and even from one firmware
version to another. Always refer to the user manual from your modem vendor for the proper
modem commands to use.

Note A good exercise is to decode the initialization strings in the figure to see exactly what is and
what is not turned on, and to see how the command strings differ from vendor to vendor.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

+ Configuring a modem is complex task.

« Several commands can be used to determine line
numbering on a Cisco router.

* Initialization strings can differ from vendor to
vendor and model to model.

2004 Cisco Systems, Inc. Al rights reserved. BCRAN v2.1—2-11
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Quiz
Use the practice items here to review what you learned in this lesson. The correct answers are
found in the Quiz Answer Key.

Q1)  Which type of connection does a remote terminal user make when dialing into the
router through an asynchronous line?

A) forward connection
B) reverse connection
0 moving connection
D) stopped connection

Q2)  Which command displays all current users and their ports?
A) show people
B) show session
O) show users

D) show staples

Q3)  Which command displays more detailed information on the specified line?
A) show line detailed
B) show line line-number
O) show line information detailed
D) show detailed line
Q4)  Whatis a vty line?
A) virtual line dynamically assigned to the synchronous interface
B) permanent connection between two switches

0 very tight yellow line used for RJ-45 cables
D) a high-speed broadband connection cable

Q5)  Which command lets you configure the protocol (logical) aspects of an asynchronous

port?

A) line

B) enable password
0 enable secret port
D) interface async

Copyright © 2004, Cisco Systems, Inc. Supporting Asynchronous Modems 2-41



Q6)  When in (config-line)# mode, what does the router speed command set?
A) the boot time of the router
B) the data speed of the Ethernet port
C) transmit and receive speeds

D) the amount of bandwidth that you are requesting from your service provider at
peak usage periods

Q7)  What does AT stand for in modem commands?

A) at time commands

B) async T1 commands

O) autotransmit commands
D) attention commands

Q8)  Which command signals are involved in hardware flow control?
A) DTE and DCE
B) VTP and FTP
O) CTS and RTS
D) OPP and POP

Q9)  What do modem initialization strings do?

A) send commands to modems before they dial out

B) send e-mail attachments to modems before they dial out

O) send printer requests to the video monitor so that the modem will process them
first

D) secure a modem to the back of a computer properly
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Quiz Answer Key

Q1) A
Relates to: Modem Connections
Q) ¢
Relates to: EXEC Connection Commands
Q3 B
Relates to: Sample Output for the show line Command
Q4) A
Relates to: Line Types and Numbering
Q5 D
Relates to: Interface Asynchronous and Line Configuration
Q6) ¢
Relates to: Basic Modem Configuration
Q7)
Relates to: Standard Modem Commands
Qg) ¢
Relates to: Nonstandard Modem Commands
Q9 A

Relates to: Modem Initialization Strings
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Autoconfiguring Modems

Overview

Modem autoconfiguration simplifies the process of adding a modem for out-of-band
management or remote dial-in connectivity. This lesson contains descriptions of modem
autoconfiguration methods and commands to reduce the complexity of modem initialization.

Relevance

This lesson describes the process of modem autoconfiguration. Modem autoconfiguration
eliminates the process of manually issuing the initialization strings on a modem.

Objectives
Upon completing this lesson, you will be able to:
m  Configure modem autoconfiguration with a generic modem type
m  Configure modem autoconfiguration with a specified modem type
m  Verify the modemcap database

m  Configure the modemcap database with a custom modemcap

Learner Skills and Knowledge

To benefit fully from this lesson, you must have these prerequisite skills and knowledge:

m  All knowledge presented in the Introduction to Cisco Networking Technologies (INTRO)
course

m  All knowledge presented in the Cisco Interconnecting Cisco Network Devices (ICND)
course



Outline

This lesson includes these topics:

= Overview

B Modem Autoconfiguration

®  Automatic Modem Configuration

B Modem Autodiscovery

®  Modem Autoconfiguration: Configuring
m  Modem Autodiscovery: Configuring

®  Known Modem Initialization String

®  Modemcap Database

B Modemcap Database Management

®m  Modemcap Entries: Viewing

®  Custom Modemcap Entry: Creating and Editing
m  Custom Modemcap Entry: Viewing

= Summary

B Quiz
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Modem Autoconfiguration

This topic describes modem autoconfiguration.

Using Modem Autoconfiguration
ﬂ

Autoconfiguration is used to:

+ Configure modems without using modem
configuration commands

* Autodiscover modems
Operational areas:

* Automatic modem configuration

* Modem autodiscovery

* Modemcap database management

Inc. Al rights reserved BCRAN v21—22

Modem autoconfiguration facilitates the configuration of modems on routers. To set up a
modem using modem autoconfiguration, connect the phone line and power cable to the modem,
and use the modem autoconfigure command on the line with the modem. No other setup
function is required for most modems.

You can use the modem autoconfiguration feature when you want to:

m  Configure a modem without sending modem configuration commands directly to the
modem

m  Use the asynchronous interface to autodiscover the modem type

To better understand modem autoconfiguration, consider its properties and characteristics:

m  Automatic modem configuration: You can configure a line to use a specified modem
type.

m  Modem autodiscovery: You can configure a line to automatically attempt to discover the
type of modem on the line and to use that modem configuration.

B Modem capability database (modemcap file in Cisco 10S software): A modemcap is a
database of modems and their modem configuration command strings.

Copyright © 2004, Cisco Systems, Inc. Supporting Asynchronous Modems 2-47



Automatic Modem Configuration

This topic describes the process of modem autoconfiguration.

Automatic Modem Configuration
ﬂ

With modem autoconfiguration,
modems:

* Are reconfigured each time the line is reset
(AT commands are sent)

+ Can use a customized line configuration
 Are configured to match current line settings

ms, Inc. Al rights reserved BCRAN v21—23

With automatic modem configuration, each time a modem is reset, a chat script is executed that
sends a string of modem configuration commands (AT commands) to the modem. This modem
configuration command string is generated automatically whenever the modem is recycled.

For example, an IP dial-in modem configured with flow control would receive this command
sequence:

m  Return to factory defaults

m  Use hardware flow control

m  Other modem configuration commands

In addition, the line configuration may be changed if the speed specified for the modem DTE
differs from the current configuration on the line.
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Modem Autodiscovery

This topic discusses modem autodiscovery in determining a specific modem model.

Modem Autodiscovery

II':|1-c:w'.r yDu.-..:: i Yas! \'|
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You can configure a line to expect a specific modem mode. If no modem is specified, the router
attempts to autodiscover the type of modem to which it is attached. The router determines the
type of modem by sending AT commands to the modem and evaluating the response. The
router includes a modemcap database with information on the following modems:

m  Codex 3260: codex 3260

m  U.S. Robotics Courier: usr_courier

m  U.S. Robotics Sportster: usr_sportster

m  Hayes Optima: hayes optima

m  Global Village: global village

B Viva: viva

m  Telebit t3000: telebit t3000

m  Microcom: microcom_hdms, microcom_server
m  NEC: nec v34,nec vll, nec piafs

m  Cisco Systems: mica, cisco_v110

The specific modemcap entries found on a particular system will be determined by the
hardware and Cisco 10S software version that is installed.
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Note Whenever possible, configure the modem to eliminate the overhead of modem
autodiscovery.

Any modems that are not currently supported in the list can be manually added to the list to be
autodiscovered in future communication.

Here is a sample debug of how a router establishes synchronization with a modem:

RTA#

6d19%h:
6d19%h:
6d19%h:
6d19h:
6d19%h:
6d19h:
6d19h:
6d19h:
6d19h:
6d19h:
6d19h:
6d19h:
6d19h:
6d19h:
6d19%h:
6d19h:
6d19h:

TTY1:
TTY1:
TTY1:
TTY1:
TTY1:
TTY1:
TTY1:
TTY1:
TTY1:
ttyl:
TTY1:
TTY1:
TTY1:
TTY1:
TTY1:
TTY1:
TTY1:

Line reset by "Virtual Exec"

Modem: IDLE->HANGUP

destroy timer
destroy timer
destroy timer
destroy timer
destroy timer
dropping DTR,
Set DTR to 0

Modem: HANGUP->IDLE

restoring DTR

Set DIR to 1

type
type
type
type
type

hanging up

0
1
3
4

2

autoconfigure probe started

Modem command:

--AT&F&C1&D2S0=1H0--

Modem configuration succeeded

Detected modem speed 38400

Done with modem configuration
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Modem Autoconfiguration: Configuring

This topic describes the process of configuring modem autoconfiguration.

Configuring Modem
Autoconfiguration

Configuration may include:
» Configuring modem autodiscovery

7]

B

or
- Specifying a specific modem type
* Managing the modemcap database

inc. Al rights reserved. BCRAN v21—25

Modem autoconfiguration includes the following tasks:

m  Configuring modem autodiscovery: You can configure the line to detect the type of
modem connected to the line.

m  Specifying a modem to be used on the line: Whenever the line resets, the line
automatically sends the correct initialization command string to the modem.

m  Managing the modemcap database, including:
—  Viewing the types of modems that are in the modemcap database.
—  Displaying and modifying modemcap entry command strings.
—  Creating and viewing a variant modemcap entry.

—  Use the show modemcap command to view the types of modems that are in the
modemcap file. The show modemcap modem-type command allows you to view
the initialization string for the specific modem type entered.
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Modem Autodiscovery: Configuring

This topic describes the commands that are used to implement modem autodiscovery.

Configuring Modem
Autodiscovery

_—. P2

Routerfconfigure terminal
Bouter {config)#line 1 16
Router (config-line) #modam aunteconfigure discovery
Fouter {config-line) #and I
Routerffoopy running-config startup-config n
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As shown in the figure, the modem autoconfigure discovery command configures modem

autodiscovery.

This command instructs the router to do the following on lines 1 through 16:

m  Send the AT string at various baud rates until it receives an OK

m  Send a variety of AT commands, attempting to receive a complete identification of the
modem identified in the router modemcap

The default modem entry is used if the router cannot determine the modem type.

If you know that your modem can be configured using an initialization string from one of these
scripts, you can issue the modem autoconfigure type type command, where #ype is one of the
strings in the modemecap list. Initialization proceeds more quickly if you list a specific modem
type.

Note To eliminate the overhead of modem autodiscovery and to avoid modem configuration
ambiguity that is caused by modem autodiscovery, configure the modem type using the
autoconfigure type command whenever possible.

It may be necessary to manually configure the modem or change the modemcap database if
none of the strings properly initialize the modem.
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Known Modem Initialization String

This topic describes the commands that are used to configure modem autodiscovery with a
specified modem model.

Specifying a Known Modem
Initialization String

Routerdconfigure terminal

Router {config)#line 1

Bouter {config-line) fmodam autoconfigure type usr_sportster
Router (config-line) fend

Bouterf#copy running-oconfig stacrtup-oonfig

isco Systems, Inc. All rights reserved BCRAN v2.1—27

In the figure shown, the router is configured to send an initialization string for a U.S. Robotics
Sportster modem on line 1.
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Modemcap Database

This topic describes the purpose of a modemcap database on a Cisco router.

Modemcap Database

["-I" % 4 Modemcap Database
defaull AT siring

a cotex_J280 AT string

0 usr_courkr AT string

O

usr_spartster AT string
hayes_aptima AT string

L\ LsheLd_1000 AT siring

LI

You can:
* View the modemcap database
» Add entries to the modemcap database

BCRAN v21—28

The modemcap is a list of modems with a known set of AT configuration commands for setting
the attributes for each modem type. For example, many modems use the string AT&F to reset
the modem to its factory default attributes.

Modem attributes have a full name and a two- or three-letter abbreviation. Factory default, for
example, is also referred to as FD. For normal operation, you do not need to know these
abbreviations. If you are familiar with the modem abbreviations, you can add entries to the
modemcap database.
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Modemcap Database Management

This topic describes the commands for managing the modemcap database.

Managing the Modemcap Database

Routar # show modamcap
dafaunlt

codex_ 3260

USE COUriax

usY sportater ﬁi- uu'
hayes optima
global willages
wriiTe

talabit t2000
microoem hdms
microccm Server

nec vi4
noo w1l
neo piafe

cizco vllo

fica i
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The modemcap database contains entries for supported modems. Complete these tasks to
manage a modemcap database entry:

B View modem entries in the modemcap database with the show modemcap command, as
shown in the figure.

m  View the contents of a modem modemcap entry.
m  Modify a modem modemcap entry.

m  Create a modem database entry.
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Modemcap Entries: Viewing

This topic describes the concepts and commands for viewing modemcap entries.

Viewing Modemcap Modem Entries
ﬂ

Fountarffanow modamoap codan F3IED
Modamaagp valuas For oodax 3260
Factory Defaults (FDO)}: &F
Autcanswer (RA): SCml

Carrier deteckt (Ch): &C1

Drop with DTR (DTR): SDZ
Hardware Flowoontrol (HFL): *FL3
Lock DTE speed [(3FD): *3C1
East BErxar Cantral [(BER) @ *3M3
East Comprassion (ECE) @ *DCL
N Errcr Control (HER) @ +8dL
Mo Compression [(HOE) : *DC0

No Echc (MEC): EQ

Ho Besult Codes (MRE) : Q1
Eoftware Flowcontrol (EBFL): [not sek]
Caller IR (CID) @ &E1
Miscellaneous (M3C)}: [not set]
Tenplate entry (TFL): default

* AT commands for a specific modem

2004 Cisco Systems, Inc. Al rights r BCRAN v2.1—2-10

The show modemcap command displays the modems in the modemcap database. In addition,
with the modem type specified, the command shows a complete list of the specified modem
modemecap entry that includes these fields:

®  Command description
m  Command abbreviation (with colon separator)
m  Command string

The figure shows the AT command string attributes and their values for the Codex 3260
modem.

The default modem type has modemcap values for a few of the most common attributes. It does
not contain strings for attributes that vary widely by modem type, such as locking speeds,
setting hardware flow control, or dealing with compression and error correction.

You can use the modemcap entry modem-name command or the show modemcap modem-
name command to see the contents of a modem modemcap entry. The modemcap entry
modem-name command displays modemcap values in a truncated form.

You can also create variant modemcap entries to add new modems or extend the functionality
of a modem in the modemcap database. How these entries are created is discussed in
subsequent topics in this lesson.
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Custom Modemcap Entry: Creating and Editing

This topic describes the commands that are necessary to create and edit a modemcap entry.

--------------------Illlllllllﬁﬂ!:ﬁﬂlllll

Creating and Editing a Custom Modemcap
Entry

Ronterfconfig terminal
Router# (config)imodemcap edit usr new caller-id *Tl

Routar# (config)modaemcap edit usr_nav spasd 4Bl
Router# (config)modencap edit usr new template usr courier

Fouterffishow modemcap
ocodex 3260
uar_cﬂurlar

usr sportster
hayas optima
global village

— Mew Entry —*| usr_new
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Use the modemcap edit new-modem-name command to complete these tasks:

Add a new entry to the modemcap database. Note that in performing this task, you must
specify an attribute for the new modem entry; otherwise, use modemcap entry new-
modem-name without attributes.

Add new attributes to an existing modem entry in the modemcap database.

The figure displays the following uses of the modemcap edit usr_new command:

1.

This command creates the usr_new entry in the modemcap database and sets the caller-id
for the usr new modem to *U1.

This command locks the DTE speed on this modem.

This command points to another modemcap entry to be used as a template. As a result, any
value not found in the current modemcap entry is set by the template modemcap entry. In
this example, the usr_courier modemcap entry is the template. You can have up to four
layers of templates.

You can use these additional commands when creating variant modem cap entries:

Use the modemcap edit command to edit user-created modemcap entries only.
Use the show modemcap command to verify the new router modemcap entry.

Use the no modemcap entry modem-name command to remove the specified modem
from the modemcap database.

Use the no modemcap entry modem-name attribute command to remove a modem
attribute from a modem modemcap entry.
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Custom Modemcap Entry: Viewing

This topic contains concepts and commands for viewing a modemcap entry.

Viewing a Custom Modemcap Entﬁ

Foutar#show ol A USE maw
Modamcap valuas for usrc new
Factory Defaults (FD): &F

Autcanswer (AA): S0=1

Carrier datact (CD): &C1

Drop with DTR (DTR): &ED2
Hardware Flowcontrel (HFL): &Hl&RZ
0| Lask DTE epoad (SPD): LE1

Bast Errcr Control (BER): &3
Basxt Compression {(BCE) : &¥K1

Ho Error Control ([(HER): &MD

He Compression (HCP): &R0

Ho Echo (HEC) : EO

Ho Result Codas (HRE): Q1
Software Flowcontrol (SFL): [not set]
e Callar ID {(CID): v B
Miscellanacus (M3C) : [not set]

e Template entry (TPL): wusr courier
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After configuring a modemcap entry with the modemcap edit command, use the show
modemcap modem-name command to verify the new modemcap attribute values.

The figure shows the output for the new modemcap created in the previous topic. The numbers
in the figure correspond to the numbers that are used in the previous topic with each
modemcap edit command.

Specifically, the usr_new modemcap shown in the figure is identical to the usr_courier entry
with the following exceptions:

m  The DTE speed lock

B The caller ID field

®  The template

If you used the show running-config command, the usr_new information for the configuration
on the previous page would appear as a line in the configuration:

modemcap entry usr_new SPD=&B1:CID=*Ul:TPL=usr_courier
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

* Modem autoconfiguration simplifies the process of
adding a modem for out-of-band management or
remote dial-in connectivity.

+ Automatic modem configuration executes a chat
script that sends a string of configuration
commands to the modem.

* The modem capability database is a list of modems
with a known set of configuration commands for
setting each modem type attribute.

ms, Inc. Al rights reserved BCRAN v21—2-13
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Quiz
Use the practice items here to review what you learned in this lesson. The correct answers are
found in the Quiz Answer Key.

Q1)  Whatis a modem chat script?

A) instructions for a modem to self-destruct

B) a string of text that defines the handshaking that occurs between two DTE
devices

0 a set of commands that enable any modem to achieve a doubling of its

maximum bandwidth speed
D) a session involving the video monitor, keyboard, and printer
Q2)  What is a database of modems and their modem configuration command strings called
in Cisco 10S software?
A) modeminfo
B) modemcap
0 modemdata

D) modemconfigs

Q3)  How does the router determine the type of modem used?

A) The router sends AT commands to the modem and evaluates the response.
B) The router detects the specific modem cable used.

O) The router does not need to know the modem type.

D) The phone number dialed has a special code for the modem.

Q4)  Which command is used to view the types of modems that are in the modemcap file?
A) show modem all
B) show modem types
0 show modemcap
D) show modemfile
Q5)  Which command do you issue if you know that your modem can be configured using
an initialization string from one of the modemcap scripts?
A) modem autoconfigure type fype
B) modem configure
O modem configureauto

D) modem type auto
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Qo)

Q7)

Q8)

Q9)

Q10)

Q1

Which router configuration mode is used in configuring a modem?

A) router#

B) router(config)#

0 router(config-line)#

D) router(config-if)#

Which modem string is typically used to reset the modem to its factory default
attributes?

A) AT&D

B) AT&K

0 AT&H

D) AT&F

What does the modemcap database contain?

A)
B)
0
D)

entries for supported printers
entries for supported modems
entries for supported switches

entries for supported video monitors

How do you add new modems or extend the functionality of a modem in the

modemcap database?

A)
B)
0
D)

by purchasing older slower modems for your network
by creating variant modemcap entries
by using different modem cables

by using a printer cable for a modem cable

Which command is used to add a new entry to the modemcap database?

A)
B)
0
D)

router# show modemcap
router# config line modemcap
router# line modemcap

router# modemcap entry usr_new

After configuring a modemcap entry with the modemcap edit command, which of the

following commands should be used to verify the new modemcap attribute values?

A)
B)
0
D)

show modembase modem-name
show modemcap modem-name
show modemdata modem-name

show modeminfo modem-name

Copyright © 2004, Cisco Systems, Inc. Supporting Asynchronous Modems 2-61



Quiz Answer Key

Ql) B

Relates to: Modem Autoconfiguration
Q2) B

Relates to: Automatic Modem Configuration
Q3) A

Relates to: Modem Autodiscovery
Q4 ¢

Relates to: Modem Autoconfiguration: Configuring
Q5) A

Relates to: Modem Autodiscovery: Configuring
Q6) ¢

Relates to: Known Modem Initialization String
Q7) D

Relates to: Modemcap Database
Q¢ B

Relates to: Modemcap Database Management
Q9 B

Relates to: Modemcap Entries: Viewing
Q10) D

Relates to: Custom Modemcap Entry: Creating and Editing
Ql1) B

Relates to: Custom Modemcap Entry: Viewing
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Verifying and Debugging
Modem Autoconfiguration

Overview

After you connect the modem hardware, you may experience issues with modem
autoconfiguration. This lesson explains how to verify and debug modem autoconfiguration.

Relevance

After you configure modem autoconfiguration, it is helpful to know how to troubleshoot and
verify the proper operation in the context of dial-in and dial-out services.

Objectives

Upon completing this lesson, you will be able to:
®  Jssue commands to debug modem autoconfiguration
m  Troubleshoot modem autoconfiguration

m  (Create a chat script for modem initialization

Learner Skills and Knowledge

To benefit fully from this lesson, you must have these prerequisite skills and knowledge:

m  All knowledge presented in the Introduction to Cisco Networking Technologies (INTRO)
course

m  All knowledge presented in the Interconnecting Cisco Network Devices (ICND) course



Outline

This lesson includes these topics:

Overview

Verification of Modem Autoconfiguration Operation
Modem Autoconfiguration Troubleshooting

Chat Scripts for Asynchronous Lines

Summary

Quiz
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Verification of Modem Autoconfiguration
Operation

This topic describes the commands that are used to debug modem autoconfiguration.

Verifying Modem
Autoconfiguration Operation

RoubLar#debug sonfmodsm

Y7 : Modem oommand: o B, e

TTYEe7: Modem monfiguration sunoeedesd
TTYY7: Detoctad moden speasd 115200
TTYS27: Done with modem configuration

TMYEe7: Modern monfiguration sumoeeded

TTYS7: Dongs with modem configuration

TTYR7: daetaction aspesd {(115200) raaponse —--0H---

TTY¥87: detection spead (115200} responss —--CH---
TTYS7: Modor ocommand: ——ATEFLCIED 2 EHIAR2EMALX1 SR180=1H0——

TTY97: detection speaed [115200) rasponse ---0F---

BCRAN v21—22

The debug confmodem command displays the modem configuration process. For example, the
figure shows a router modem configuration process on line 97 with a U.S. Robotics Sportster

modem attached.

You can also use these commands to verify operation:

m  The show line command shows the type of modem configured on a line.

m  The clear line command returns a line to its idle state. Normally this command returns the

line to its conventional function as a terminal line, with the interface left in a down state.
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Modem Autoconfiguration Troubleshooting

This topic describes the commands that are used to troubleshoot modem autoconfiguration.

Troubleshooting Modem
Autoconfiguration

G %

Common problems with modem autoconfiguration:
* The modem does not respond.

* The modem is not recognized by modem
autodiscovery.

* There is an original modemcap entry problem.

Inc. Al rights reserved BCRAN v21—23

To troubleshoot modem autoconfiguration, consider the following conditions and solutions:
®  Modem not responding
—  Is the modem power supply connected and turned on?
—  Is the power-up configuration set to factory default?
— Can you connect using reverse Telnet?
— Do you have dial tone at the phone jack?
B Modem not recognized by modem autoconfigure discovery
—  Use the show line command to verify the modem configuration that the line is using.
—  Check to see if the Cisco router recognizes the modem.

—  Use the modem autoconfigure type modem-name command.

Note Use the show modemcap command to verify modemcap support for this modem.

®  Original modemcap entry problem

—  Ifyou configured your own modemcap entry, and reconfiguration appears to
function, verify that the DTR attribute is not set to &D3.

Remember that you can also check the manual supplied by the modem manufacturer.
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Chat Scripts for Asynchronous Lines

This topic describes the concepts and commands that are needed to create a chat script.

Chat Scripts for Async Lines

& « <)

| Router (config) #chat-script script-name expect-string send-string

* Modem configuration
+ Dialing and remote login commands
* Failure detection

Router (config) #chat-script Central ABORT ERROR ABORT BUSY
w7 “WATZ” OK “ATDT \T” TIMEOUT 30 CONNECT \c

- Sample chat script

2004 Cisco Systems, Inc. Al rights reserved BCRAN v21—24

The Cisco IOS software autoconfigure feature is sufficient for most modem connections.
Occasionally, however, custom chat scripts may have to be written to perform certain tasks.

A chat script provides a way to customize how the DTE interacts with the DCE. It is a string of
text that defines the handshaking that occurs between two DTE devices or between a DTE and
its directly attached DCE. The chat script consists of expect-send pairs that define the string the
local DTE system expects to see from the remote DCE device and that specify which reply the
local system should send.

For example, you can configure chat scripts for these tasks:

m [Initializing the directly attached modem

®  Instructing the modem to dial out

m [ ogging in to a remote system
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The sample chat script command in the figure is described in the table.

Chat Script Commands
Command Description
Central Defines the name of this chat script as Central.

ABORT ERROR Stops the chat script if an error is encountered.

ABORT BUSY Stops the chat script if a busy signal is encountered.

o Expects a null string. Therefore, expect no input string.

“ATZ” Without expecting an input string, sends the AT command to reset the modem to its
stored profile.

OK “ATDT \T” When the input string OK is seen, sends the AT command to instruct the modem to
dial the telephone number in the dialer string or start-chat command.

TIMEOUT 30 Waits up to 30 seconds for the input string CONNECT.

CONNECT

\c Indicates the end of the chat script.

You can use the start-chat command to manually test a chat script on any asynchronous line
that is not currently active.

Chat scripts can also be activated by any of the following five events, each corresponding to a
different version of the script command:

m  Line activation: Starts a chat script on a line when the line is activated (every time a
command EXEC is started on the line).

®  Connection: Starts a chat script on a line when a network connection is made to the line:
triggered by outgoing traffic (reverse Telnet).

m  Startup: Triggered when the system starts up.

m  Dialer: Triggered by dial-on-demand routing (DDR).

®  Line reset: Triggered by asynchronous line reset.

Refer to Cisco.com for more information on chat scripts and the script command.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

* The debug confmodem command displays the
modem configuration process.

* Use the show line command to verify the modem
configuration that the line is using.

* A chat script provides a way to customize how the
DTE interacts with the DCE.

ms, Inc. Al rights reserved BCRAN v21—25

Next Steps

For the associated lab exercise, refer to the following section of the course Lab Guide:

m  [ab Exercise 2-1: Configuring Asynchronous Connections with Modems
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Quiz
Use the practice items here to review what you learned in this lesson. The correct answers are
found in the Quiz Answer Key.
Q1)  Which of the following commands displays the modem configuration process?
A) show line
B) clear line
O) show modem process

D) debug confmodem

Q2)  What can a network administrator do as a last resort when troubleshooting modem

autoconfiguration?
A) check the manual supplied by the router manufacturer
B) check the manual supplied by the modem manufacturer

0 check the manual supplied by the hub manufacturer

D) check the manual supplied by the switch manufacturer

Q3) A chat script provides a way to customize how the
A) DTE interacts with the DTE
B) DTE interacts with the DCE
O) DCE interacts with the DTE
D) DCE interacts with the DCE
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Quiz Answer Key

Q) b

Relates to: Verification of Modem Autoconfiguration Operation
Q2) B

Relates to: Modem Autoconfiguration Troubleshooting
Q3) B

Relates to: Chat Scripts for Asynchronous Lines
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Module 3

Configuring PPP Features

Overview

This module reviews PPP and provides additional information on link control protocol (LCP)
options of authentication, callback, compression, and Multilink PPP (MLP).

Objectives

Upon completing this module, you will be able to:

m  Configure PPP features at a central site and a branch office to allow exchange of data
between the sites

m  Configure PAP or CHAP authentication to allow access to a secure site
m  Configure and verify callback and compression
m  Configure and verify MLP

m  Verify and troubleshoot an incorrect configuration so data travels as intended across the
PPP link

Outline

The module contains these lessons:

m  Describing PPP Features

m  Configuring Basic PPP

m  Configuring LCP Options: Authentication with PAP and CHAP
m  Configuring LCP Options: Callback and Compression

m  Configuring LCP Options: Multilink PPP

m  Verifying and Debugging PPP
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Describing PPP Features

Overview

PPP is an RFC standard that provides interoperability among WAN devices of multiple
vendors. This WAN protocol operates at the physical and data-link layers of the Open System
Interconnection (OSI) model. This lesson describes PPP operation.

Relevance

PPP is a key WAN protocol implemented at many sites. You should understand how PPP
operates before you configure its services.

Objectives
Upon completing this lesson, you will be able to:
m  Describe how remote nodes can connect using PPP
m  Describe the properties of PPP
m  Compare and contrast HDLC and PPP

Learner Skills and Knowledge

To benefit fully from this lesson, you must have these prerequisite skills and knowledge:

m  All knowledge presented in the Introduction to Cisco Networking Technologies (INTRO)
course

m  All knowledge presented in the Interconnecting Cisco Network Devices (ICND) course



Outline

This lesson includes these topics:

Overview

Remote Node Connections
PPP Architecture

HDLC and PPP Frames

Summary

Quiz
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Remote Node Connections

This topic describes how remote node connections can be made using PPP.

Remote Node Connections

el 2
s =~ TN ]

Router B Modem PPP .
’ _; Modem  Router & |
£ ___]— E-Mail
[y E5E Server
¢ Maodem

inc. Al rights reserved. BCRAN v2.1—32

Remote access is an integral part of the corporate mission. Traveling salespeople, executives,
remote office staff, and small office, home office (SOHO) users all need to communicate by
connecting to the central office LAN. The proliferation of laptops in the workplace has
increased the need to remotely access electronic information.

To support remote connections, remote node users will use network application software (FTP,
Telnet), protocol stacks (TCP/IP), and link-layer drivers (PPP) installed on their own remote
devices. The higher-layer protocols are encapsulated in the link-layer protocols (such as PPP)
when transmitted across the dialup line.

Point-to-point links between LANS, hosts, terminals, and routers can provide sufficient physical
connectivity in many application environments. Many regional and commercial network
services provide access to the Internet and point-to-point links, which provide an efficient way
to access the service provider locally.

The Internet community has adopted schemes for the transmission of IP datagrams over serial
point-to-point lines. One of the schemes, PPP, is a modern transmission method that provides
router-to-router and host-to-network connections over synchronous and asynchronous circuits.

Although PPP was designed with IP in mind, you can use PPP for other network-layer
protocols such as Internetwork Packet Exchange (IPX) and AppleTalk. Moreover, PPP supports
essential features such as dynamic address allocation, Password Authentication Protocol (PAP)
authentication, Challenge Handshake Authentication Protocol (CHAP) authentication, and
Multilink PPP (MLP).
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Note The AppleTalk Remote Access Protocol (ARA Protocol) and Serial Line Internet Protocol
(SLIP) are not used very frequently in current network configurations, and, as such, they are
not covered in this course. For additional configuration information, refer to the Cisco
Documentation CD-ROM or Cisco.com.

High-Level Data Link Control (HDLC) is the default encapsulation for ISDN and serial
interfaces on a Cisco Systems router. Although HDLC is a default encapsulation, Cisco HDLC
is not necessarily compatible with the HDLC implementations of other vendors because it
contains a network-layer protocol identifier field. PPP implementations follow open standards
and should always be compatible. Therefore, PPP is the protocol of choice when configuring
serial links in a multivendor environment.

It is important to note that PPP actually uses HDLC as a basis for encapsulating datagrams.
However, PPP is more robust than HDLC because it adds extensions (features) to the link layer.

3-6 Building Cisco Remote Access Networks (BCRAN) v2.1 Copyright #2004, Cisco Systems, Inc.



PPP Architecture

This topic describes the PPP architecture at Layer 2 of the OSI model. PPP is an RFC standard
protocol.

PPP Architecture
ﬂ

OS1 Layear

Upper-Layer Protocols

|
> (such as IP, IPX, AppleTalk) |
! Network Link
! Control Control
z | Protocol (NCP) Protocol
i (LCP)
| (specific to each
| network-layer protocal)
1 : Physical Layer !
1
1

(such as EIAITIA-232, V.24, V.35, ISDN) :_J
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PPP is a nonproprietary protocol that is defined by a series of open Internet standards called
RFC standards. For this reason, PPP is referred to as a standards-based protocol.

PPP also describes mechanisms for the following features:
m  Network-protocol multiplexing

m  Link configuration

m  Link-quality testing

m  Authentication

m  Header compression

m  Error detection

= ink-option negotiation
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PPP also includes these functional components:

m  Method for encapsulating datagrams over serial links, based on the International
Organization for Standardization (ISO) HDLC protocol (not Cisco HDLC)

®  Link control protocol (LCP) for establishing, configuring, and testing the data-link
connection

m  PPP IP Control Protocol (IPCP), for managing TCP header compression and IP address
negotiation

m  Authentication

m  Network Control Protocols (NCPs) for establishing and configuring various network-layer
protocols such as IP, IPX, and AppleTalk (for example, IPCP is the NCP for IP)

Note Authentication level for access control is optional.

The following is a partial list of RFCs of interest for access products:

m  RFC 1220: “Point-to-Point Protocol Extensions for Bridging”

m  RFC 1332: “PPP IP Control Protocol (IPCP)”

m  RFC 1378: “PPP AppleTalk Control Protocol (ATCP)”

B RFC 1492: “Access Control Protocol or TACACS+”

m  RFC 1549: “PPP in HDLC Framing”

m  RFC 1552: “The PPP Internetwork Packet Exchange Control Protocol (IPXCP)”
m  RFC 1570: “PPP LCP Extensions”

m  RFC 1661: “The Point-to-Point Protocol (PPP)”

m  RFC 1990: (Replaces RFC 1717): “The PPP Multilink Protocol (MP)”
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HDLC and PPP Frames

This topic describes the similarities and differences between HDLC and PPP frames.

Comparing HDLC and PPP Frames
ﬂ

HDLC IS0 Frame

Flag Address | Contrel :_Data (Payload) | FC5 Flag
1byte | 1byte 1or2 byes| 1500 bytes | 2 (or 4) bytes| 1 byte

PPP Frame

Flag Address | Control | Pratocol LCP FCE Flag

1byte | 1byte Thyte | 1or2byles | Up lo 1500 bytes | 2(ord) byfes | 1byte |/

2004 Cisco Systems, Inc. Al rights reserved. BCRAN v2.1—34

As mentioned earlier, the PPP frame format is based on the HDLC frame format put forth by
the ISO. But unlike the ISO HDLC frame, the PPP frame defines two additional fields. The
protocol and LCP fields are the keys to the features of PPP.

PPP can negotiate link options dynamically and can support multiple Layer 3 protocols, such as
IP, IPX, and AppleTalk. PPP accomplishes these two tasks by encapsulating Layer 3 datagrams
with a specialized frame.

The protocol field is used to identify various Layer 3 protocols, such as IP or IPX. The LCP
field allows for such features as authentication, callback, compression, and MLP. The address
field consists of a broadcast address (all ones), because there is no station address in PPP.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

* Point-to-point links between LANs, hosts,
terminals, and routers can provide sufficient
connectivity in many application environments.

* PPP is a nonproprietary protocol that is defined by
a series of open Internet standards.

* PPP can negotiate link options dynamically and
can support multiple Layer 3 protocols.

ms, Inc. Al rights reserved BCRAN v21—3-5
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Quiz
Use the practice items here to review what you learned in this lesson. The correct answers are
found in the Quiz Answer Key.
Q1)  Which upper-level protocols are supported by PPP?
A) Ip
B) IPX
0 AppleTalk
D) all of the above

Q2)  Which of the following protocols is referred to as a “standards-based protocol”?

A) HDLC

B) SLIP

O) ARA Protocol
D) PPP

Q3)  Which field of the PPP frame identifies various Layer 3 protocols?

A) flag
B) address
0 control

D) protocol
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Quiz Answer Key

Ql) D

Relates to: Remote Node Connections
Q2) D

Relates to: PPP Architecture
Q3) D

Relates to: HDLC and PPP Frames
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Configuring Basic PPP

Overview

You can use PPP to connect your LAN to the WAN of your service provider. This lesson
describes how to use this protocol to encapsulate both data-link layer and network layer
information over serial links and how to configure PPP.

Relevance

You may have PPP connections within your network or between your network and a service
provider. You should know how to configure the serial ports for PPP encapsulation.

Objectives

Upon completing this lesson, you will be able to:

m  Use the Cisco IOS software commands to configure serial interfaces using PPP
encapsulation for leased-line connections

m  Enable autoselection of PPP encapsulation on an asynchronous interface
m  Configure Layer 3 addressing on a serial interface

m  Describe the various LCP options for PPP

Learner Skills and Knowledge

To benefit fully from this lesson, you must have these prerequisite skills and knowledge:

m  All knowledge presented in the Introduction to Cisco Networking Technologies (INTRO)
course

m  All knowledge presented in the Interconnecting Cisco Network Devices (ICND) course



Outline

This lesson includes these topics:

Overview

PPP: Enabling

PPP Session and EXEC Session

PPP and Asynchronous Interface: Enabling Commands
Autoselect

Asynchronous Interface Commands for Addressing

Summary

Quiz
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PPP: Enabling

This topic describes the commands to enable PPP encapsulation.

Enabling PPP
ﬂ

| Router (config-if)# encapsulation ppp |

- Defines encapsulation type

BCRAN v21—32

PPP can be enabled on various types of interfaces, including synchronous, asynchronous, serial,
ISDN BRI, and ISDN PRI interfaces. The syntax to enable PPP is the same, regardless of
interface.

An example of configuring PPP on a synchronous interface would be:

Router (config)# interface serial 0

Router (config-if)# encapsulation ppp
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PPP Session and EXEC Session

This topic describes the concepts of initiating PPP via an in-band PPP session and an out-of
band EXEC session.

PPP Session and EXEC Session

PPP Session .'}.'."l"f,.i' et
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You can use asynchronous connections as either an in-band PPP session or an out-of-band
EXEC session.

An in-band PPP session is the most common type of connection because it provides users
access to network resources such as web servers and mail servers. You can configure PPP in-
band as a dedicated session (dedicated mode) or an interactive session (interactive mode). In
dedicated mode, an interface is automatically configured for PPP connections. In interactive
mode, the user can choose between an in-band and an out-of-band session.

Generally, you will want to restrict the ability of remote users to start EXEC sessions with your
router. Typical end users do not require access to the router interface. Instead, they need a
Layer 3 protocol (IP and so on) connection to the corporate network or the Internet. In most
cases, you should force the asynchronous interface to use PPP and not allow an EXEC
connection.

To ensure that the dial-in user must run PPP on the specified line, use the async mode
dedicated command:

Router (config-if)# async mode dedicated

An out-of-band EXEC session is typically configured to allow administrators and power users

to access the router command-line interface (CLI). This feature allows remote users to log in to
the router and issue commands as if the user were connected to the console port. IP addressing
or PPP encapsulation is not necessary for this type of connection. Data is sent as asynchronous
characters.
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PPP and Asynchronous Interface: Enabling
Commands

This topic describes the steps that are necessary to correctly enable PPP on an asynchronous
interface.

Enabling PPP and Async

Interface Commands
ﬂ

|Router(config-if)# encapsulation ppp |

+ Defines encapsulation type

|Router(config-if)# async mode dedicated |

* Places the line in dedicated PPP mode
OR

|Router(config-if)# async mode interactive

* Places the interface in interactive mode
(allows an EXEC process)

inc. Al rights reserved BCRAN v21—34

To provide some flexibility to the dial-in user to start either a PPP session or an EXEC session,
use the async mode interactive command:

Router (config-if)# async mode interactive

The async mode interactive command configures the router so that it will allow the remote
host to choose either a PPP session or an EXEC session.

Enabling this feature requires two steps:
Step 1 You must configure the interface with the async mode interactive command.

Step 2 Y ou must configure the corresponding terminal line with the autoselect command.
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Autoselect

This topic describes autoselection when using multiple session types on an interface.
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After configuring the async mode interactive command, the second step is to configure the
corresponding terminal line or lines with the autoselect ppp command:

Router (config)# line 1

Router (config-line)# autoselect ppp during-login

The PPP autoselect feature configures an access server terminal line to provide either a PPP
session or an EXEC session, based on input from the remote host. Essentially, this feature
allows the remote host to determine the session type. The access server automatically detects
which type of session is being requested, and responds accordingly.

The autoselect command permits the access server to allow an appropriate process to start
automatically when a starting character is received:

m  [fthe start character is a Return character, then the access server starts an EXEC session.
Therefore, users who want to begin an EXEC session typically must press the Return key

after establishing a dialup connection.

m  If the access server recognizes the start character as PPP, it will begin a session for
whichever protocol it detects. Therefore, if an end user is using a program that sends a PPP
frame, the access server will automatically start a PPP session.

Note
01111110 in binary) format.

PPP frames always start with a flag character having the value 7E in hexadecimal (or
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The during-login optional parameter of the autoselect command causes the username and
password prompt to display in the remote host terminal window without the user having to
press the Return key.

After a host has established an EXEC session, the remote user can switch to a PPP session at
any time by issuing the ppp command from privileged EXEC mode router prompt.

Note With synchronous connections, there is no differentiation between an EXEC session and a
PPP session. Normally, the user would use the synchronous PPP connection the same as
an asynchronous PPP session. A user who needed to start an EXEC session on the router
would use Telnet to access the router CLI.
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Asynchronous Interface Commands for
Addressing

This topic describes how to configure Layer 3 addressing on an asynchronous interface.

Asynchronous Interface Commands for

Addressing
ﬂ

Router (config-if)#interface async 1
Router (config-if) #ip address ip-address mask

 Assigns an IP address to a network interface

Router (config-if) #ip unnumbered type number

» Configures the asynchronous interface to be
unnumbered

inc. Al rights reserved BCRAN v2.1—36

Most dialup PPP sessions are established for the purpose of sending and receiving TCP/IP
packets. Asynchronous PPP connections allow remote users to dial up and access the corporate
IP network or the Internet.

However, to participate in a TCP/IP network, the router interface must have an IP address. The
remote nodes must also be assigned an IP address.

To assign an IP address to an access server asynchronous interface, use the standard ip address
command. The following example configures the IP address of interface async 1:

Router (config)# interface async 1

Router (config-if)# ip address 10.1.1.1 255.255.255.0

Access servers can have literally hundreds of asynchronous interfaces. It is also unlikely that all
interfaces will be in use at the same time. For this reason, the IP unnumbered feature may be
used to help conserve IP addresses. Multiple asynchronous interfaces on the same router can
share the same IP address, including an address assigned by the ip unnumbered command.

When a serial or asynchronous interface is configured with the ip unnumbered command, it
does not have an IP address. Packets generated by that interface “borrow” the address of
another interface and use that as the source address. You can use the IP unnumbered feature
with point-to-point configurations only. The syntax for the ip unnumbered command is:

Router (config-if)# ip unnumbered type number
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With this command, the type and number of the interface to borrow the IP address from
(ethernet 0, loopback 0, and so on) must be specified. A loopback interface is the ideal line to
use as the reference to the ip unnumbered command, because it is a virtual interface that never
goes down.

The following commands illustrate how to configure an asynchronous interface for IP
unnumbered using a loopback interface:

Router (config)# interface loopback 0

Router (config-if)# ip address 10.1.1.1 255.255.255.0
Router (config-if)# exit

Router (config)# interface async 1

Router (config-if)# ip unnumbered loopback 0
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Asynchronous Interface Commands for
Addressing (Cont.)

Router (config-if)# peer default ip address
{address | pool pool-name | dhcp}

+ Assigns an IP address to a remote node

Router (config-if)# async dymamic addressl

- Allows a remote user to specify the IP address

inc. Al rights reserved BCRAN v21—37

After the router interface is assigned a valid IP address, remote dial-in users must also be
assigned a valid IP address. Fortunately, PPP allows for the automatic assignment of IP
addresses using a specific address, a pool of addresses, or Dynamic Host Configuration
Protocol (DHCP). Alternatively, the access server can be configured to allow the remote host to
choose an address.

To assign a default (predefined) IP address to the remote dial-in host, use the peer default ip
address command. Additionally, the pool and dhcp arguments allow address allocation from a
local pool of addresses or a DHCP server. This example shows how to configure an
asynchronous interface to assign a specific IP address to the dial-in host:

Router (config)# interface async 1

Router (config-if)# peer default ip address 10.1.1.2

In contrast, the next example displays how to configure a group of asynchronous interfaces
(rotary group) to assign IP addresses from a locally defined pool:

Router (config)# ip local pool DIAL-IN 10.1.1.2 10.1.1.254
Router (config)# interface group-async 1

Router (config-if)# peer default ip address pool DIAL-IN

Note The pool and dhcp options to the peer default ip address command require a global
command to create the pool of addresses. For example, ip local pool pool-name starting-
address end-address.

Note A dialer rotary group eases configuration by allowing one logical interface configuration to
apply to multiple physical interfaces. Dialer rotary groups are not covered in this course.

3-22

Building Cisco Remote Access Networks (BCRAN) v2.1 Copyright #2004, Cisco Systems, Inc.



Dynamic addressing allows a user to specify the address at the EXEC level when making the
connection. If you specify dynamic addressing, the router must be configured with the async
mode interactive mode. The user will enter the address at the EXEC level.

For example, after the remote user enters the ppp EXEC command, the access server will
prompt the user for an [P address or logical host name.

To enable this dynamic addressing feature, use the async dynamic address command in
interface configuration mode:

Router (config-if)# async dynamic address
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

» Cisco 10S software commands can be used to
configure serial interfaces using PPP
encapsulation for leased-line connections.

* Asynchronous connections can be used as either
an in-band PPP session or an out-of-band EXEC
session.

* The autoselect command permits the access
server to allow an appropriate process to start
automatically when a starting character is
received.

2004 Cisco Systems, Inc. Al rights reserved BCRAN v21—38
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Quiz
Use the practice items here to review what you learned in this lesson. The correct answers are

found in the Quiz Answer Key.

Q1)  Which of the following commands will enable PPP encapsulation on a serial interface
of a Cisco router?

A) router(config)# encapsulation ppp
B) router(config-if)# encapsulation ppp
0 router(config-line)# encapsulation ppp
D) router# encapsulation ppp
Q2)  Which of the following command modes is used to ensure that the dial-in user runs
PPP on the specified line?
A) router(config-if)# async mode dedicated
B) router(config-if)# sync mode dedicated
O) router(config-if)# dedicated mode sync
D) router(config-if)# ppp mode dedicated
Q3)  Which of the following router command modes allows remote users to log into the
router and issue commands as if the user were connected to the console port?
A) router(config-line)# interface async 1
B) router(config-if)# encapsulation ppp
0 router(config-if)# async mode interactive
D) router(config-if)# interface async 1
Q4)  When you are configuring PPP, which command permits the access server router to

allow an appropriate process to start automatically as soon as a starting character is
received?

A) autoselect
B) autoconfig
O) selectauto

D) configauto
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Quiz Answer Key

Ql) B
Relates to: PPP: Enabling
Q2) A
Relates to: PPP Session and EXEC Session
Q3 ¢
Relates to: PPP and Asynchronous Interface: Enabling Commands
Q4) A

Relates to: Autoselect
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Configuring LCP Options:
Authentication with PAP and
CHAP

Overview

To enhance network security, two password protocols are available with PPP. This topic covers
the concepts and configuration commands for optional PAP and CHAP authentication with
PPP.

Relevance

You can select PAP or CHAP when configuring PPP authentication. In general, CHAP is the
preferred protocol. You should know how to enable these two protocols for added network
security.

Objectives
Upon completing this lesson, you will be able to:
m  Describe the PPP authentication process
m  Enable PAP authentication with PPP
m  Enable CHAP authentication with PPP
m  Enable both CHAP and PAP authentication with PPP

Learner Skills and Knowledge

To benefit fully from this lesson, you must have these prerequisite skills and knowledge:

m  All knowledge presented in the Introduction to Cisco Networking Technologies (INTRO)
course

m  All knowledge presented in the Interconnecting Cisco Network Devices (ICND) course



Outline

This lesson includes these topics:

Overview

PPP Authentication

PPP Using PAP Authentication

PAP Configuration Example

PPP Using CHAP Authentication

CHAP Configuration Example

CHAP and PAP Configuration Authentication

Summary

Quiz
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PPP Authentication

This topic describes the PPP authentication process.

PPP Authentication

Incoming PPP [Continun with tha
Misgpotistion L | atian
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This flowchart in the figure displays the PPP authentication process with PAP or CHAP
security as follows:

1. When a user enters the ppp command, the system determines the type of authentication
configured. If no authentication is configured, the PPP process starts immediately.

2. Ifthe system determines the authentication method to be used, it does one of the following:

— It checks the local database (established with the username and password
commands) to determine if the given username and password pair matches the pair
in the local database (CHAP or PAP).

— It sends an authentication request to the security server (TACACS+ or RADIUS).

3. The system checks the authentication response sent back from the security server or local
database. If the response is positive, the PPP process is started. If it is negative, the user is
rejected immediately.
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PPP Using PAP Authentication

This topic describes the PAP authentication process. PAP authentication sends passwords in
plaintext.

PPP Negotiating PAP Authentication
ﬂ
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If you have decided to use an authentication protocol, it will likely be PAP or CHAP. PAP is a
one-way authentication between a host and a router or a two-way authentication between
routers. With PAP, this process provides an insecure authentication method.

When using PAP, the remote host is in control of the frequency and timing of login requests.
This situation is undesirable because the router or access server must respond to all login
requests, even the repeated attempts of a hacker to guess a username and password
combination. (This is known as a brute force attack.) PAP also sends passwords as cleartext
over the media, which means that a strategically placed packet sniffer could capture and easily
decode the password.

For more secure access control, use CHAP instead of PAP as the authentication method. You
should use PAP only when you find that hosts running legacy software may not support CHAP.
In this case, PAP is your only authentication option.

Always configure asynchronous lines to require authentication. PPP gives you the option of
requiring that callers authenticate using one of two authentication protocols, PAP or CHAP.
However, if you are using PPP over a point-to-point leased line, authentication is unnecessary
and should not be configured.

Note Most Internet service providers (ISPs) use PAP and CHAP because of the relative
management ease and the reduced number of support calls.
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PAP Configuration Example

This topic describes how to configure PAP authentication on a Cisco router.

PAP Configuration Example
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In the figure shown, two routers, RouterA and RouterB, are connected across a network.

Perform the following steps to configure PAP authentication:

Step 1
Step 2
Step 3

Step 4

Step 5
Step 6

On each of the interfaces, specify encapsulation ppp.
Enable the use of PAP authentication with the ppp authentication pap command.

Configure the router with a local username and password database, using the global
configuration command username username password password, or point it to a
network host that has that information (such as a TACACS+ server). The username
and password must match the username and password in the remote router ppp pap
sent-username command.

Configure the router with the ppp pap sent-username command, which must match
the username username password password statement on the remote host or router.
Note that in the RouterA configuration, the ppp pap sent-username command is
used to specify the username and password information to send in the event that it
dials RouterB and is asked to authenticate. RouterB is also configured to send a
username and password for PAP, if challenged. The name included with the
username and dialer map commands is case sensitive. If the remote host name is
RouterA and you create a username entry for rta instead, authentication will fail.

Configure IP addresses on the interfaces.

To ensure that both systems can communicate properly, configure the dialer-map
command lines for each router. If each router is configured with a dialer-map
command, each system will know what to do with authentication issues because the
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systems will have prior knowledge of each other. The dialer-map command also
contains the telephone number to dial to reach the specified router.
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PPP Using CHAP Authentication

This topic describes the CHAP authentication process. CHAP authentication does not send

passwords in plaintext.

PPP Using CHAP Authentication
ﬂ

One-Way CHAP

Remote User Cisco Router
John Run PPP _
Local User
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Name: jdoe Request for Challenge | \gomame jdoe
Password: . password itsasecret
itsasec rat Challenge
Response
Accept or Reject
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When using CHAP, the router sends a challenge message to the remote node after the PPP link

is established. The remote node responds with a value calculated by using a one-way hash

function, typically message digest algorithm 5 (MDS5). The router checks the response against
its own calculation of the expected hash value. If the values match, the authentication is
acknowledged. Otherwise, the connection is immediately terminated. Thus, the actual username
and password are not sent over the media.

CHAP provides protection against a playback attack through the use of a variable challenge

value that is unique and unpredictable. The use of repeated challenges every 2 minutes during

any CHAP session is intended to limit the time of exposure to any single attack. The router (or
authentication server, such as TACACS+) controls the frequency and timing of the challenges.
A major advantage of the constantly changing challenge string is that the line cannot be sniffed
and played back later to gain unauthorized access to the network.
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CHAP in Action—Challenge
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This figure illustrates the following steps in the CHAP authentication process between the two
routers:

1. The call arrives on an interface configured for the ppp authentication chap command.
Therefore, a CHAP challenge from RouterA to the calling router RouterB is required on
this call.

2. A CHAP challenge packet is built with the following characteristics:

—  “01” = challenge packet type identifier

—  “id” = sequential number that identifies the challenge
—  “random” = a reasonably random number

—  “RouterA” = the authentication name of the challenger

3. The “id” and “random” values are kept on the access server.
4. The challenge packet is sent to the caller.

5. A list of outstanding challenges is maintained.
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CHAP in Action—Response
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This figure illustrates the receipt and MD5 processing of the challenge packet from the server.

The calling router processes the CHAP challenge packet in the following manner:

1. The “id” value and “random” value are fed into the MDS5 hash generator.
2. The name “RouterA” is used to look up the password.

3. The password is fed into the MD5 hash generator.

The one-way hash result is then used to form a response packet containing the following:
m  “02” = CHAP response packet type identifier
m  “id” = number copied from the challenge packet

m  “hash” = the output from the MD5 hash generator (the hashed information from the
challenge packet)

®  “RouterB” = the authentication name of this caller

The result is a one-way MD5-hashed CHAP challenge that will be sent back in the CHAP
response.
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CHAP in Action—Verification
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This figure shows the response packet processing that occurs on the challenger.

The CHAP response packet is processed in the following manner:

1. The “id” value is used to find the original challenge packet.

2. The “id” value is fed into the MD5 hash generator.

3. The original challenge “random” value is fed into the MDS5 hash generator.

4. The name “RouterB” is used to look up the password (this name can be used to identify this
session) from the local database, TACACS server, or RADIUS server.

5. The password is fed into the MDS5 hash generator.

6. The hash value received in the response packet is then compared to the calculated MD5

hash value.

CHAP authentication succeeds if the calculated and the received hash values are equal.
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CHAP in Action—Result
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The figure illustrates the success message being sent to the calling router.

If authentication is successful, a CHAP success packet is built from the following components:

m  “03” = CHAP success message type

m  “id” = number copied from the response packet

B “Welcome in” is simply a text message of some kind, meant to be a user-readable
explanation

If authentication fails, a CHAP failure packet is built from the following components:

m  “04” = CHAP failure message type

m  “id” = number copied from the response packet

m  “Authentication failure” or some such text message, meant to be a

user-readable explanation

The success or failure packet is then sent to the caller.
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CHAP Configuration Example

This topic describes how to configure CHAP authentication on a Cisco router.

Configuring CHAP Example
ﬂ

e
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FFF aathontication SR F#P authossimbion GERF
ip mcdresa LD 0001 255 255 555.0 i mddrans L0.0.0.7 $55.255.255.0
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Configuring CHAP is straightforward. As with the PAP example, RouterA and RouterB are
connected across a network. Use the following steps as a guide to configuring CHAP
authentication:

Step 1 On each of the interfaces, specify the encapsulation ppp command.

Step 2 Enable the use of CHAP authentication with the ppp authentication chap
command.

Step 3 You must also configure the usernames and passwords. Use the command username
username password password, where username is the hostname of the peer.

The passwords must be identical at both ends.
The router name and password are case sensitive.
Router (config) # username username password password

Step 4 Configure the router with a local username/password database, using the global
configuration command username username password password, or point it to a
network host that has that information (such as a TACACS+ server). By default, the
router uses its hostname to identify itself to the peer. Therefore, the username must
match the remote host hostname.

However, if you want the router to send a different username and password, you have the
option of specifying this username and password with the commands:
Router (config-if)# ppp chap hostname name

Router (config-if)# ppp chap password password

Step 5 Configure IP addresses on the interfaces.
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CHAP and PAP Configuration Authentication

This topic describes how to configure both CHAP and PAP authentication on a Cisco router.

Configuring CHAP and PAP Authentication

|Router(config-if)# pPPP authentication pap chapl

* Enables both CHAP and PAP, and performs PAP
authentication before CHAP

or

Router (config-if)# ppp authentication chap pap

* Enables both CHAP and PAP, and performs
CHAP authentication before PAP

BCRAN v2.1—3-11

Both PAP and CHAP authentication can be configured on an interface. The first method
specified is requested during link negotiation. If the peer suggests using the second method or
simply refuses the first method, then the second method will be tried. This command can be
useful because some remote devices support only CHAP and others only PAP.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

* PAP authentication sends password in plaintext.

* CHAP authentication sends passwords in
encrypted text.

- Both PAP and CHAP authentication can be
configured on an interface.

ms, Inc. Al rights reserved BCRAN v2.1—3-12
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Quiz
Use the practice items here to review what you learned in this lesson. The correct answers are
found in the Quiz Answer Key.

Q1)  During the PPP authentication process, and after the system checks the authentication
response sent back from the security server or local database, what happens if the
response is positive?

A) The user is rejected immediately.

B) Nothing occurs.

0 The PPP process is started.

D) The user is prompted for a credit card authorization code.

Q2)  Which authentication protocol would be used if you have decided to use an
authentication protocol on your router?

A)  POP
B)  CHAP
C)  TFTP
D)  ICMP

Q3)  Which command is used to enable the use of PAP authentication on a Cisco router?
A) pap authentication ppp
B) chap authentication ppp
0 ppp authentication chap
D) ppp authentication pap

Q4)  Which Cisco router authentication protocol provides protection against a playback
attack through the use of a variable challenge value that is unique and unpredictable?

A)  PAP
B)  TFTP
C)  CHAP
D)  ICMP

Q5)  Which two information items in the local database are essential in configuring the
CHAP authentication protocol?

A) username and user password

B) username and user phone number
0 username and user birthday

D) username and user hire date
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Q6)  Which of the following commands enables both PAP and CHAP authentication on an
interface, but performs CHAP authentication before PAP authentication?

A) router(config-if)# ppp authentication pap chap
B) router(config-if)# pap authentication chap ppp
0 router(config-if)# ppp authentication chap pap
D) router(config-if)# chap authentication pap ppp
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Quiz Answer Key

QD

Q2)

Q3)

Q4)

Q5)

Qo)

C

Relates to:

B

Relates to:

D

Relates to:

C

Relates to:

A

Relates to:

C

Relates to:

PPP Authentication

PPP Using PAP Authentication

PAP Configuration Example

PPP Using CHAP Authentication

CHAP Configuration Example

CHAP and PAP Configuration Authentication
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Configuring LCP Options:
Callback and Compression

Overview

When you can create PPP connections, you may want to take advantage of other PPP LCP
options. These options include PPP callback and several types of compression. This lesson
explains how to configure a PPP callback server and a PPP callback client, and how to enable
various types of compression.

Relevance

The callback feature can be useful to control access and toll costs between hosts because only
the two authenticated hosts will participate in the WAN connection. Compression is valuable
for maximizing limited capacity on a WAN link.

Objectives
Upon completing this lesson, you will be able to:
m  Describe how to implement and configure PPP callback
m  Configure a PPP callback server using Cisco IOS commands
m  Configure a PPP callback client using Cisco IOS commands
m  List and describe the various compression schemes supported by Cisco routers
m  Configure compression using Cisco IOS commands

m  ]dentify that compression is occurring use show commands

Learner Skills and Knowledge

To benefit fully from this lesson, you must have these prerequisite skills and knowledge:

m  All knowledge presented in the Introduction to Cisco Networking Technologies (INTRO)
course

m  All knowledge presented in the Interconnecting Cisco Network Devices (ICND) course



Outline

This lesson includes these topics:

Overview

PPP Callback Overview

Asynchronous Callback Operation Flowchart
PPP Callback Operation

Asynchronous Callback Line and Interface Commands
PPP Callback Client Configuration

PPP Callback Server Configuration
Compression and PPP

Compression Configuration

Compression Verification

Summary

Quiz
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PPP Callback Overview

This topic describes the PPP callback configuration.

PPP Callback Implementation

Considerations
ﬂ

:gllilhl Initiating Call . CallBack
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Callback Callback
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PPP callback is an LCP option used over dialup links. PPP callback provides a client/server
relationship between the endpoints of a point-to-point connection. PPP callback allows a dialup
client to request that a dialup server call back. The callback feature can be used to control
access and toll costs between hosts.

When PPP callback is configured on two routers, the calling router (the callback client) passes
authentication information to the remote router (the callback server), which uses the host name
and dial string authentication information to determine whether or not to place a return call. If
the authentication is successful, the callback server disconnects, and then places a return call.
The remote username of the return call is used to associate it with the initial call so that the
packets can be transmitted.

Both routers on a point-to-point link must be configured for PPP callback. One router must
function as a callback client; the other router must be configured as a callback server. The
callback client must be configured to initiate PPP callback requests. The callback server must
be configured to accept PPP callback requests and place return calls.

When the client router dials the initial call, the router hold-queue timer is started. Calls to this
destination will not be made again until the hold-queue timer expires. The timer is stopped if
PPP LCP negotiation is successful or if the call fails.

Note the following regarding rotary groups including ISDN:

m  If the enable time is too long and another user dials into the last interface before the enable
timer expires, the return call will never be made.

m  [f an interesting packet arrives at the server during the enable time, the dialer may use the
last interface for the interesting packet and the return call will never be made.

Copyright © 2004, Cisco Systems, Inc. Configuring PPP Features 3-47



When planning to implement PPP callback, consider the following:
m  Authentication is required for callback to be successful.

®  The dialer enable-timeout command specifies the time in seconds that the Cisco IOS
software waits before the next call can occur on the specific interface. This value must be
greater than the serial pulse interval for the interface that is set using the pulse-time
command. Acceptable values are positive, nonzero integers.

®  The dialer hold-queue timeout command determines how long to wait before the client
can make another call to the same destination. The server must make the return call before
the client hold-queue timer expires to prevent the client from trying again and possibly
preventing the return call from being connected.

The hold timer on the callback client should be approximately four times longer than the server
hold-queue timer.

Note The dialer redial command could also be used to customize the number of redial attempts
and the interval between redial attempts.
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Asynchronous Callback Operation Flowchart

This topic describes the general steps that occur during a typical PPP callback exchange.

Asynchronous Callback
Operation Flowchart

PPFP LCP
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Callback
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The asynchronous callback feature supports EXEC, PPP, and ARA Protocol sessions. The main
motivation for callback is telephone bill consolidation and dialup cost savings. Although
asynchronous callback is not positioned as a security feature, it enforces security by making
callbacks only to telephone numbers assigned in the authentication database. The incoming
calls go through the normal login process and must pass authentication before callback can

occur.

The callback feature employs a two-pass process:

m  On the first pass the callback engine determines which target line to use for callback to the
remote user and then hangs up on the incoming line. Then the callback engine dials back to
the remote user through the target line using the dial string provided.

®  On the second pass the callback engine proceeds normally as if there is no callback.

Note To make callback work properly, you must make sure that callback is configured for each
autoselect protocol (PPP, SLIP, or ARA Protocol) that is defined for any given remote user.
Otherwise, the remote dial-in autoselect process may work, but no callback will occur.
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PPP Callback Operation

This topic describes the steps that occur during a typical PPP callback exchange.

PPP Callback Operation
ﬂ

Caliback Client Callback Server

Initiating Call qiscunnanhd

g =

Call Initiation

e
La

Call Acknowledgment

User .ﬂl_:l'th entication

-
4

Server-To-Client Dial String ldentified

cleole

Authentication

] ®

Connectlion Proceeds

I‘J'Er::l Client Called
@
*u,

w

w

inc. Al rights reserved. BCRAN v2.1—34

PPP callback operation consists of the following steps:

Step 1

Step 2

Step 3

Step 4

Step 5

The callback client initiates the call. The client requests callback using the callback
option during the PPP LCP negotiation phase.

The callback server acknowledges the callback request and checks its configuration
to verify that callback is enabled.

The callback client and server authenticate using either CHAP or PAP
authentication. The username identifies the dial string for the return call.

After successful initial authentication, the callback server router identifies the
callback dial string. The callback server compares the username of the authentication
to the host name in a dialer map table. The dial string can be identified by a mapping
table or by the Callback Option Message field during PPP LCP negotiations. The
Callback Option Message field is defined in RFC 1570.

m  If the commands dialer callback-secure, ppp callback accept, and ppp
authenticate pap or ppp authenticate chap are enabled on an interface, all
calls answered on that interface are disconnected after authentication, and the
callback server proceeds with Steps 5 through 8.

m  [fthe dialer callback-secure command is not enabled, the callback server will
maintain the initial call if the authenticated username is not configured for
callback.

The callback server rejects the initiating call. Therefore, there is no cost to the
calling party.
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Step 6 The callback server uses the dial string to initiate the callback. If the return call fails,
no additional calls are attempted. Callback is not negotiated on the return call.

Step 7 If the return call succeeds, authentication occurs.

Step 8 The connection is established, and data is exchanged.
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Asynchronous Callback Line and Interface
Commands

This topic describes the commands that are used for enabling asynchronous PPP callback on

the callback server.

Asynchronous Callback

Line/Interface Commands
ﬂ

Router (config-if)# ppp callback accept

Router (config-if)# ppp callback initiate

Router (config)# line line-number
Router (config-line)# callback forced-wait seconds

Router (config-line)# script callback script-name

* On the callback server

BCRAN v21—3-5

The asynchronous line configurations or asynchronous interface commands for PPP callback
are shown in the table.

PPP Callback Commands

Command Description

ppp callback This interface command allows the specified interface to accept a callback request
accept initiated from a remote node (per RFC 1570).

ppp callback This interface command allows the router to initiate a callback to a remote node
initiate when the remote node is capable of putting itself in an answer mode for callback.

callback forced-
wait seconds

This line command allows an additional wait (in seconds) before the callback chat
script is applied to the outgoing target line. This option accommodates modems
that require a longer “resting” period before any input can be accepted again.

script callback
script-name

This line command specifies a chat script to issue AT commands to the modem
during a callback attempt made to the target asynchronous line. This command is
used for EXEC and PPP callbacks.
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PPP Callback Client Configuration

This topic describes the commands that enable PPP callback on the callback client.

PPP Callback Client Configuration
ﬂ

Callback Client Callback Server

ﬁ_mu--'inu"_ﬁ 10447
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Fouterh{config) finterface serialld

Foutezh (config-if) #ip address 10.1.1.8 255.255.0
Routerh (config=if) #encapsulation ppp

Routerh (config-if}#dialer map ip 10.1.1.7 name RouterB 5551334
Routarh (config-if}#dialar-group 1

Routerh(config-if} #ppp callback request
RouterA(config-if) #ppp authantication chap callin
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To configure client PPP callback so that all calls over this interface will request callback,
perform the following tasks:

Step 1 Configure PPP on the serial or ISDN interface.

Step 2 Set up a dialer map with the dialer map ip and dialer-group commands. Be sure
that the dialer map command has a name field with the correct name of the server.
In this example, the server is named RouterB.

Step 3 Configure the router interface as the callback client using the ppp callback request
command.

Step 4 Set the authentication to CHAP using the ppp authentication chap command.

Note You can use the optional dialer hold-queue timeout or dialer redial commands to specify
the number of seconds that the callback client waits for a return call from the callback server.

Copyright © 2004, Cisco Systems, Inc. Configuring PPP Features 3-53



PPP Callback Server Configuration

This topic describes the commands that are used to configure PPP callback on the callback

SCrver.

PPP Callback Server Configuration
ﬂ
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To configure PPP callback for a server, perform the following steps:

Step 1

Step 2

Step 3

Step 4
Step 5

Step 6

Configure IP on the dial-in line.

Use the dialer callback-secure command to disconnect calls that are not properly
configured for callback. If the username specified in the dialer map command is not
authorized for callback, the call will be disconnected. If the dialer callback-secure
command is not configured, it will allow both callback and noncallback clients.

Configure the dialer map including a map class “DialMeBack” to establish PPP
callback.

Use the ppp callback accept command to enable callback.
Define the PPP authentication method with the ppp authentication chap command.

Configure the dialer callback-server username command in a dialer map class to
identify the name used in the dialer map as a valid callback client.

When the callback client router dials in and is authenticated, the call will be disconnected. For
example, in the figure, a return call will be made to 555-5678 as configured by the dialer map
command. The dialer map command identifies the map class to be used for this connection.
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Compression and PPP

This topic describes the various compression schemes that are available on Cisco routers.

Supported Compression Algorithms

Compression Decompression
— - @ —
128 to 384 kbps Compressed 128 to 384 kbps
Data
* Predictor
= - Stacker
[l 4
21 to 3:1 * MPPC
Compression .
Ratios TCP header
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Cisco routers can also maximize performance using data compression, enabling higher data
throughput across the link, especially for low-speed links.

Cisco compression schemes are as follows:

m  Predictor: Determines if the data is already compressed. If the data is compressed, the data
is sent. No time is wasted trying to compress data that is already compressed.

m  Stacker: A Lempel-Ziv (LZ)-based compression algorithm looks at the data and sends
each data type only once. The data type includes information about where the type occurs
within the data stream. The receiving side uses this information to reassemble the data
stream.

m  MPPC: MPPC Protocol (RFC 2118) allows Cisco routers to exchange compressed data
with Microsoft clients. MPPC uses an LZ-based compression algorithm.

®  TCP header compression: This type of compression, also known as Van Jacobson
compression, is used to compress only the TCP headers.

Compression is an option that is negotiated by LCP. Therefore, if the remote party that is being
called is not configured for compression, no compression will take place.

The highest compression ratio is usually reached with highly compressible text files.
Compressed files such as Joint Photographic Experts Group (JPEG) graphics or Motion Picture
Experts Group (MPEG) files, or files that were compressed with software such as PKZIP or
Stufflt, will be compressed only 1:1 or less.
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If you frequently transfer already-compressed data, such as graphics and video, you must
consider global compression. Trying to further compress already-compressed data can take
longer than transferring the data without any compression at all. Ideally, you can attain 2:1 or
3:1 compression for information that has not already been compressed. Expect an average of
1.6:1 compression for mixed compressed and uncompressed source data.

Typically, you should configure compression only on low-speed links because the router
compresses data using software, which requires router CPU time and memory. Some
algorithms are more memory intensive, while others are more CPU intensive. For example:

m  More CPU intensive: Stacker, MPPC

®  More memory intensive: Predictor

Memory-intensive algorithms require an extra memory allowance. CPU-intensive algorithms
require more CPU cycles. In either case, the ability of the router to route packets is impaired by
the drain on its resources.

You should take memory and CPU usage into consideration when you are implementing
compression on a specific router. Some routers with slow CPUs or inadequate memory can be
overloaded when configured to compress traffic. If you are using a Cisco 2500 Series or faster
processor router, either of these methods should be acceptable if you have sufficient memory in
the router. Use caution with smaller systems that have less memory and slower CPUs, and
ensure that you are not overloading the router.

Cisco recommends that you disable compression if the CPU load exceeds 65 percent. To
display the CPU load, use the show process cpu command.

Predictor compression is recommended when a bottleneck is caused by a high load on the
router. Stacker compression is recommended when the bottleneck is caused by bandwidth
limitations on a line.
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Compression Configuration

This topic discusses the commands that enable compression on a Cisco router.

Compression Configuration
ﬂ

Router (config)# int serial2
Router (config-if)# compress {predictor | stac | mppc}

Interface Compression Algorithms

Router (config)# int asymc 2
Router (config-int)# ip tcp header-compression

Router (config)# int async 2
Router (config-int)# ip tcp header-compression passive

 TCP Header

inc. Al rights reserved BCRAN v21—39

Configuring for compression is simple. From the interface, issue the compress predictor,
compress stac, compress mppc, or ip tcp header-compression command on both sides of the
link.

TCP header compression is an option negotiated by LCP. The TCP header compression
technique is described in RFC 1144.

TCP header compression is supported on serial lines that use HDLC, PPP, or SLIP
encapsulation. You must enable TCP header compression on both ends of the connections for it
to work. Only TCP headers are compressed. User Datagram Protocol (UDP) headers are not
affected. Header compression is useful on networks with a large percentage of small packets,
such as those supporting many Telnet connections.

Configure TCP header compression by using the ip tcp header-compression command. The
optional ip tcp header-compression passive command specifies that TCP header compression
is not required but will be used if the router receives compressed headers from its link partner.

Note Cisco 10S software includes the PPP commands ppp compression predictor and ppp
compression stacker. Using these commands has exactly the same effect as using the
compress predictor and compress stac commands, respectively. For example, if you
enter the ppp compression stacker command, it will appear as compress stac in the
configuration file.
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Compression Verification

This topic describes the commands that are used to verify compression activity.

Using the show compress Command

ﬂ

Foutarl®# show Ccomprass
Scriald

uncompresssd bvtes xmt/rov BE1981/BS50]
1 mip avyg rabio xebfrov 0.TES/0. 837
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10 man avg ratio :xmtlooy O FESS0. BT
no bufs omt O o bofs rov O

reastazts 0
Prdditional Stacker EBEtaks:

Transmit bytes: Tnoompressed = 2804% Conpressed = 65745

Enooived bytos: Comprasscd = 747341 Tnoomprossed =0
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Verify compression by using the show compress command in privileged EXEC mode to view
compression statistics. This example shows report statistics for an interface that is configured

with Stacker compression. The report includes the number of compressed bytes that are
received and transmitted by the interface.

Uncompressed Bytes

This line provides an uncompressed byte count of compressed data. It does not include packets
that cannot be compressed.

uncompressed bytes xmt/rcv 81951/85500

Throughput Ratio

The next section of output is a ratio of the data throughput gained or lost in the compression
routine. Any number less than one (1) indicates that the compression is actually slowing down
the data throughput. It does not reflect the data compressibility.

1 min avg ratio xmt/rcv 0.789/0.837
5 min avg ratio xmt/rcv 0.789/0.837

10 min avg ratio xmt/rcv 0.789/0.837
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Buffer Allocation

This line indicates the number of times the compression routine was not able to allocate a
buffer to compress or decompress a packet:

no bufs xmt 0 no bufs rcv 0

Bytes Transmitted

The uncompressed value is the amount of data that could not be compressed and that the router
sent in an uncompressed format. The compressed value is the byte count of the data after
compression. The sum of these two values represents the actual number of bytes that are
transmitted on the interface, minus the Layer 2 encapsulation overhead.

Transmit bytes: Uncompressed = 28049 Compressed= 65745

Bytes Received

The compressed value is the byte count of the compressed data received. The uncompressed
value is the amount of data received in uncompressed format. The sum of these two values
represents the actual byte count received on the interface, minus the Layer 2 encapsulation
overhead.

Received bytes: Compressed = 74738 Uncompressed= 0

Interpreting the show compress Command Output

From this output, the following calculations can be made:

m  Total amount of data to be transmitted before applying the compression routine: 81,951 +
28,049 = 110,000

m  Total amount of data to be transmitted after compression: 28,049 + 65,745 = 93,794
m  Overall data compression: 110,000/ 93,794 =1.17
m  Compression ratio of the compressed packets: 81,951 /28,049 =2.92
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

* The callback feature can be used to control access
and toll costs between hosts.

* PPP callback is an LCP option used over dialup
links.

» The asynchronous callback feature supports EXEC
and PPP.

+ Cisco routers can also maximize performance
using data compression, which enables higher
data throughput across the link.

» To verify compression, use the show compress
command in privileged EXEC mode.
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Quiz

Use the practice items here to review what you learned in this lesson. The correct answers are
found in the Quiz Answer Key.

QD

Q2)

Q3)

Q4)

Q5)

Which LCP option feature does a Cisco router use over dialup links?
A) PAP callback

B) NCP callback

O) PPP callback

D) LCP callback

Which of the following session types is supported by the asynchronous callback
feature?

A) EXEC, PPP, and ARA Protocol

B) TTT, IPC, and OPX

0) ASC, CB, and FS

D) AUX, CON, and TTP

Which party initiates the call in the PPP callback process?

A) callback server

B) callback client

O) caller ID

D) three-way calling service

Which interface command allows the router to initiate a callback to a remote node
when the remote node is capable of putting itself in an answer mode for callback?
A) callback forced-wait seconds

B) ppp callback initiate

O) ppp callback accept

D) script callback script-name

Which command configures the router interface as the PPP callback client?
A) ppp authentication pap

B) ppp dialer map id

O) ppp callback request

D) ppp authentication chap
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Q6)  Which command is used to disconnect calls that are not properly configured for PPP
callback?

A) dialer map

B) dialer callback-secure
0 dialer group

D) dialer hold

Q7)  Which of the Cisco compression algorithms determines whether the data is already
compressed before sending the compressed data?

A) MPPC
B) Predictor
O) Stacker

D) TCP header compression
Q8)  When TCP header compression is enabled on both sides of the router, which headers
are compressed?
A) UDP headers
B) TCP headers
0 PPC headers
D) STA headers
Q9)  Which command is used in privileged EXEC mode to view compression statistics to
verify compression?
A) show stacker
B) show predictor
O) show MPPC

D) show compress
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Quiz Answer Key

Q) ¢
Relates to: PPP Callback Overview
Q2) A
Relates to: Asynchronous Callback Operation Flowchart
Q3) B
Relates to: PPP Callback Operation
Q4) B
Relates to: Asynchronous Callback Line and Interface Commands
Q5 ¢
Relates to: PPP Callback Client Configuration
Q6) B
Relates to: PPP Callback Server Configuration
Q7) B
Relates to: Compression and PPP
Q8 B
Relates to: Compression Configuration
Q9 D

Relates to: Compression Verification
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Configuring LCP Options:
Multilink PPP

Overview

Multilink PPP (MLP) allows two or more connections to be bundled into a single virtual
connection. These bundles can be established through both circuit-switched and leased-line
topologies. This topic describes the use and operation of MLP.

Relevance

You should know how to configure MLP for situations when additional bandwidth is desired,
such as during periods of high utilization.

Objectives
Upon completing this lesson, you will be able to:
m  Describe MLP operation and concepts

m  Configure MLP

Learner Skills and Knowledge

To benefit fully from this lesson, you must have these prerequisite skills and knowledge:

m  All knowledge presented in the Introduction to Cisco Networking Technologies (INTRO)
course

m  All knowledge presented in the Interconnecting Cisco Network Devices (ICND) course



Outline

This lesson includes these topics:

Overview

Multilink PPP Overview

Multilink PPP Operation and Configuration
Multilink PPP Example

Summary

Quiz
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Multilink PPP Overview

This topic describes MLP over parallel circuits.

Why Use MLP?

Mot Cisco | I

Burnlle o —

inc. Al rights reserved BCRAN v2.1—32

MLP is an LCP option that permits a system to signal that it is capable of combining multiple
links into a bundle. MLP can improve throughput and reduce latency between systems by
splitting Layer 3 packets and sending the fragments over parallel circuits. It is important to
remember that MLP works by splitting packets into fragments, not by load-balancing complete
packets to a destination.

Prior to the adoption of MLP (described first in RFC 1717), there was no standardized way to
use both of the ISDN B channels of a BRI and also ensure proper sequencing. MLP is
interoperable between Cisco routers running Cisco IOS software and most routers that comply
with the most recent MLP standard, RFC 1990.

Typically, you should use MLP with applications, in which bandwidth requirements are
dynamic, such as remote LAN access applications for SOHO environments. When user traffic
exceeds a predefined threshold, an additional physical link (such as a B channel) can be
brought up to handle the burst of traffic.

MLP solves several problems related to load balancing across multiple WAN links, including
the following:

m  Multivendor interoperability, as specified by RFC 1990, which replaces RFC 1717

m  Packet fragmentation, improving the latency of each packet (supports RFC 1990
fragmentation and packet-sequencing specifications)

m  Packet-sequence and load calculation

This feature negotiates the Maximum Receive Reconstructed Unit (MRRU) option during the
PPP LCP negotiation to indicate to its peer that it can combine multiple physical links into a
bundle.
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Multilink PPP Operation and Configuration

This topic demonstrates how to configure an MLP connection on two parallel circuits.

MLP Operation and Configuration

Rotary Group
ﬁ:::@z—:--- o
s il

| Router (config-if) #ppp multilink
+ Enables MLP on an interface

Router (config-if)#dialer load-threshold load
[outbound | inbound | either]

 Defines the threshold to bring up another link
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The ppp multilink interface configuration command enables MLP on an interface. The
interface must use PPP encapsulation. The maximum number of links in a bundle is the number
of interfaces in the dialer or ISDN interface. To limit the number of links in a multilink bundle,
include the ppp multilink links maximum /inks command on the MLP interface.

The dialer load-threshold command enables a dialer rotary group to bring up links and add the
links to a multilink bundle. The load threshold is expressed as a ratio of x/255, with a value of
128, meaning 50 percent bandwidth utilization. This command allows threshold determination
for the following:

m  QOutbound traffic only (default)
®  Inbound traffic only

®  The maximum of either inbound or outbound traffic
It is necessary to configure only one end of a link for load threshold.

To ensure proper load calculation, be sure to set the correct interface bandwidth using the
bandwidth command.

Note Standard dial-on-demand routing (DDR) configuration should be in place before you
configure MLP.
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Multilink PPP Example

This topic discusses the steps that are necessary in configuring an MLP connection.

MLP Example
ﬂ

Bouteoh loconfigh fantecfaoe BRIO

Fouterh (config-it) fap address 1%, 169,123,250, 800,200,240
Roubarh (oonfig=10) # cncapsulation ppg
Routerh (config-if) #f dieler mep ip 1%2 16E.1:.1 neme ROUTERL 5354321

Roubarh (config-if) # dialar-group 1

Boubassh {config—if) # pepp avthanbicabicn chap
Routazh (eonfig-if) bppp multilink

'Fl:_nut-arh{l_:u'r:f'ig—'if} Fdialpr load=thrashold 1 aither
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Only two commands must be added to this interface configuration to make MLP possible. The
router at the other end of the call must be similarly configured. These two commands are:

®  The ppp multilink command

m  The dialer load-threshold load [outbound | inbound | either] command

The ppp multilink command activates the interface for MLP operation and allows negotiation
of the protocol at connect time, thus establishing a single-channel MLP bundle. However, this
command is not sufficient to take advantage of the fragmentation, load-balancing, or
bandwidth-on-demand features of the protocol.

The dialer load-threshold load command sets the point at which additional B channels will be
added to the MLP bundle. When the total load of all up B channels is greater than the load
threshold, the dialer interface (in this case, the BRI or PRI) adds an extra channel to the
multilink bundle. In a similar way, if the total load for all the up B channels, minus one (n — 1)
is at or below the threshold, channels will be taken down.

The load argument is the average load for the interface. It is a value from 1 (unloaded) to 255
(fully loaded).

The outbound argument sets the load calculation to be made on outbound traffic only. The
inbound argument sets the load calculation to be made on inbound traffic only. The either
argument sets the load as the larger of the outbound and inbound loads.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

* MLP allows several connections to be bundled into
a single virtual connection.

* MLP is controlled by adding a 2- or 4-byte
sequencing header in the PPP frame that indicates
sequencing for the fragments.
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Quiz
Use the practice items here to review what you learned in this lesson. The correct answers are
found in the Quiz Answer Key.
Q1)  Why use MLP?

A) MLP can improve throughput and reduce latency between systems by splitting
Layer 3 packets and sending the fragments over parallel circuits.

B) MLP can reduce throughput and improve latency between systems by splitting
Layer 3 packets and sending the fragments over parallel circuits.

0 MLP can improve throughput and increase latency between systems by
splitting Layer 3 packets and sending the fragments over parallel circuits.

D) MLP can reduce throughput and reduce latency between systems by splitting
Layer 3 packets and sending the fragments over parallel circuits.
Q2)  Which command enables a dialer rotary group to bring up additional links to form a
multilink bundle?
A) ppp multilink
B) dialer threshold
O) dialer load-threshold
D) bandwidth
Q3)  Two commands must be added to the interface configuration to make MLP possible.

The router at the other end of the call must be similarly configured. What are these two
commands?

A) ppp multilink and dialer group
B) ppp multilink and dialer load-threshold load [outbound | inbound | either]|
0 ppp multilink and dialer map

D) ppp multilink and dialer encapsulation

Copyright © 2004, Cisco Systems, Inc. Configuring PPP Features 3-71



Quiz Answer Key

Q1) A

Relates to: Multilink PPP Overview
Q) ¢

Relates to: Multilink PPP Operation and Configuration
Q3 B

Relates to: Multilink PPP Example
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Verifying and Debugging PPP

Overview

After you have configured PPP, you may need to troubleshoot an incorrect configuration for
intended data travel on the PPP link. This topic describes how to verify and debug a PPP
connection.

Relevance

Verification and debugging commands help troubleshoot nonworking PPP connections.

Objectives
Upon completing this lesson, you will be able to:
m  Verify proper PPP configurations using show commands
m  Verify proper dialer configurations using show commands

m  Identify the anomalies in PPP configurations using debug commands

Learner Skills and Knowledge

To benefit fully from this lesson, you must have these prerequisite skills and knowledge:

m  All knowledge presented in the Introduction to Cisco Networking Technologies (INTRO)
course

m  All knowledge presented in the Interconnecting Cisco Network Devices (ICND) course



Outline

This lesson includes these topics:

Overview

PPP Verification

show dialer Command Example
PPP Debugging

Multilink Verification

Summary

Quiz
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PPP Verification

This topic identifies the commands that verify PPP and link control protocol (LCP) options on
a Cisco router.

show interface Command Examﬁle
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Encapesulalico PPP, loopback ool pel, Roewpal oo ool sel
log: = SPEN mulhbilink = S2EH
ipup = SFEH
Last npat 0_05.51, cubpot ©.0%.5%, cubpuobt hang neva:
Last clearing of "show lnbertace" counters never
Inpulk gueus: 007500 imiresm/maz/cropsl @ Tobtml oogpub dzape: U
GUTRUT quods s SO/ D [si@os Throsholds dyops
Conversmmtionms 01 (mobtive/mms sotiuvel
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The show interface command is the best way to verify that a PPP connection has been
established. Command output indicates this by showing the status IP in IPCP as OPEN.

The show interface bri command also displays multilink status. The multilink field for the
individual B channel shows the LCP multilink status as OPEN if the multilink is active. If it is
enabled, but not active, the status is CLOSED.
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show dialer Command Example

This topic demonstrates the show dialer command to verify proper PPP operation.

show dialer Command Example
ﬂ

poubacdt alhow dialar
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5351234 21 C C0:0D:31 succssinl
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2 inzomang callis] =mejacted for callback.

RIS = demlec Eype = TSCH

Tdle timoe (€0 acasy . Fast “dAle bimser (20 soos)
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Use the show dialer, or the show user, and show line commands to determine if PAP or
CHAP authentication was passed. The show dialer command can be used for ISDN
connections.

If show dialer displays the name of the remote router, PAP or CHAP authentication has
passed. You can check the show dialer command output on both routers to verify that the name
of the other router is displayed. If it is, then you know that PAP or CHAP authentication
worked. The show dialer command output will also indicate if a line is a member of an MLP
bundle.

Use the show user command to view the progress of asynchronous dialup connections.
Authentication has passed if a name is displayed with the line number in the show user output.
Use the line number in a show line command for details about the asynchronous connection.
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PPP Debugging

This topic describes how to debug during the PPP negotiation process.

debug ppp negotiation Command Examgle
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The debug ppp negotiation command is an excellent tool for troubleshooting the PPP LCP
negotiation parameters, such as authentication, compression, and MLP. When the LCP is in an
open state, the NCP negotiation takes place. For PPP to work, LCP options must be negotiated

before any NCP activities take place. The debug ppp negotiation command allows you to
observe the following:

m  Authentication (CHAP or PAP)
m  Compression Control Protocol (CCP)
m  NCP protocols such as IPCP, IPXCP, and ATCP

When debugging CHAP or PAP authentication specifically, the debug ppp authentication
command can be used in place of the debug ppp negotiation command. The debug ppp

authentication output is similar to the debug ppp negotiation output, but limited to CHAP
and PAP authentication events.

The CPU process assigns a high priority to the debugging output that can render the system
unusable. For this reason, use debug commands with caution and only to troubleshoot specific
problems.
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Multilink Verification

This topic identifies the command to verify MLP.

MLP Verification
ﬂ

Foctarfshow prop ralitilink
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2004 Cisco Systems, Inc. Al rights reserved. BCRAN v2.1—35

The show ppp multilink command displays bundle information on a rotary group in the packet
multiplexing section, including the number of members in a bundle and the bundle to which a
link belongs.

The figure displays an example output when two active bundles are on a system.
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MLP Troubleshooting

Do

Bundle d

+ CHAP/PAPI/caller ID on answering router?
+ Dialer load threshold on one router?
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Use the following problems and solutions to troubleshoot your MLP configuration:

m  Problem 1: MLP is open, but no data is passing through.
Solution: Check dialer map statements and verify that routing is on.

m  Problem 2: The last link of a bundle dials but never connects.
Solution: Check debug isdn q931, debug modem, or debug chat command output for
asynchronous application operation. You can also use the debug ppp multilink events
command for help. MLP might not be enabled.

®  Problem 3: Data throughput is low.
Solution: Verify that fair queuing is not enabled.

The debug ppp multilink command displays packet sequence numbers. The command is
useful only as a last resort because it will not help troubleshoot why connections are not being
bundled.

The debug ppp negotiation command displays the Maximum Receive Reconstructed Unit
(MRRU) option negotiation.

The debug ppp authentication command is useful for displaying the steps in the PPP
authentication process.

The debug isdn events command also displays information useful for monitoring and
troubleshooting MLP.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

» The show interface command is the best way to
verify that PPP connection has been established.

» The show dialer command is the easiest way to
determine if PAP or CHAP authentication was
passed.

» The debug ppp negotiation command is an excellent
tool for troubleshooting the PPP LCP activities.

ms, Inc. Al rights reserved BCRAN v21—37

Next Steps

For the associated lab exercise, refer to the following section of the course Lab Guide:

m  [ab Exercise 3-1: Configuring and Verifying PPP Operations
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Quiz
Use the practice items here to review what you learned in this lesson. The correct answers are
found in the Quiz Answer Key.
Q1)  Which command is the best way to verify that PPP connection has been established?
A) show interface
A) show dialer
B) show stacker
O) show predictor
Q2)  Which command is the easiest way to determine if the PAP or CHAP authentication
was passed?
A) show dialer
B) show interface
0 show pap
D) show authentication
Q3)  Which command is an excellent tool for troubleshooting the PPP LCP activities, such
as authentication compression and MLP?
A) debug ppp negotiation
B) debug ppp negotiation tcp
0 debug remote negotiation

D) debug the negotiation
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Quiz Answer Key

Ql) A

Relates to: PPP Verification
Q2) A

Relates to: show dialer Command Example
Q3) A

Relates to: PPP Debugging

3-82 Building Cisco Remote Access Networks (BCRAN) v2.1 Copyright #2004, Cisco Systems, Inc.



Module 4

Accessing Broadband

Overview

This module reviews the use of broadband for remote access to a central site using Network
Address Translation (NAT). The four types of broadband covered are digital subscriber line
(DSL), cable technology, wireless, and satellite links.

Objectives

Upon completing this module, you will be able to:

Outline

Describe various broadband options

Configure NAT so you can reuse a limited number of available registered IP addresses for
your private network

Describe RF concepts and the physical infrastructure of a cable link
Distinguish key attributes for different types of DSL

Perform a simulated install procedure

Configure a Cisco 827 router for NAT with PPPoA

Verify proper operation of DSL and NAT with available Cisco verification commands

The module contains these lessons:

Identifying Broadband Features
Addressing Broadband with NAT
Describing Cable Technology

Defining DSL Technology

Configuring the CPE as the PPPoE Client
Configuring DSL with PPPoA
Troubleshooting DSL



4-2 Building Cisco Remote Access Networks (BCRAN) v2.1 Copyright © 2004, Cisco Systems, Inc.



ldentifying Broadband
Features

Overview

This lesson describes the needs that drive development of broadband and the challenges to its
widespread deployment.

Relevance

Broadband can allow remote office staff and small office, home office (SOHO) users to connect
to the central office (CO) LAN at high speeds for remote access.

Objectives

Upon completing this lesson, you will be able to:

Describe broadband options as a viable choice for remote access to a central site
Describe cable options for remote access

Describe DSL options for remote access

Describe satellite options for remote access

Describe wireless options for remote access

Learner Skills and Knowledge

To benefit fully from this lesson, you must have these prerequisite skills and knowledge:

m  All knowledge presented in the Introduction to Cisco Networking Technologies (INTRO)

course

m  All knowledge presented in the Interconnecting Cisco Network Devices (ICND) course



Outline

This lesson includes these topics:

Overview
Broadband Uses
Cable Options
DSL Options
Satellite Options
Wireless Options
Summary

Quiz
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Broadband Uses

This topic describes broadband options as a viable choice for remote access to a central site.

Why Broadband?
ﬂ

* High-speed access
* Rich voice and video services
* Always on

inc. Al rights reserved. BCRAN v2.1—4-2

The Internet is moving from dialup modems and slow connections to a world of high-speed
broadband using a variety of technologies. Broadband access can allow remote office staff and
SOHO staff to connect to the CO LAN at high speeds (generally defined as any sustained speed
above 128 kbps). Broadband access improves employee productivity and provides a foundation
for rich new voice and video services. Unlike standard dialup connections, broadband is always
on.

Broadband options include DSL, fast downstream data connections from direct broadcast
satellite (DBS), fixed wireless providers, and high-speed cable modems.
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Cable Options

This topic describes cable options for remote access.

Cable Options

Coax serving area

il
i ’I . _I; ;

— Fiber = '
Headend Node l

* High speed asymmetric access

» Constant connectivity without tying up telephone
service

» Cable bandwidth shared by users in coaxial
serving area
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Currently, the most common remote access broadband service is a cable modem. Cable modem
users connect to the Internet through a digital cable TV connection. One benefit of cable is its
high speed. Cable modems also offer the benefit of constant connectivity. Because there is no
need to dial in to the Internet, a user does not have to worry about receiving busy signals.
Additionally, going online does not tie up a telephone line. Many cable operators offer
telephone services over cable, such as Voice over IP (VoIP) over Cable and Voice over Cable.

The primary disadvantage of cable is that the bandwidth is shared among all of the data users in
a given area. Connection speed could drop during busy periods if the cable operator has not
placed proper bandwidth quality of service (QoS) mechanisms in place. If there is not enough
bandwidth available, then customers might not get the minimum committed information rate
(CIR) that they have purchased. However, in practice, end users tend to experience a much
higher data rate than the level they have purchased.
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DSL Options

This topic describes DSL options for remote access.

DSL Options
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» Family of transmission technologies that move data over copper pairs
- Different types of xDSL (Asymmetric/Symmetric)

« All types of DSL are Layer 1 technologies

ATU-R = ADSL Transmission Unit - Remote

ATU-C = ADSL Transmission Unit - Central
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DSL is a group of technologies that use the unused bandwidth on a regular copper telephone
line to deliver fast digital data transmission. DSL connections are as easy to obtain as dial
access. Like leased lines, DSL connections can be always on if the DSL modem of the
customer connects to a CO DSL termination. Occasionally, the DSL modem may need to place
a telephone call if the provider has oversubscribed the service.

There are two disadvantages to DSL.:

1. DSL has a maximum distance requirement from the PSTN CO of 18,000 feet.

2. Not all PSTN central offices have been built-out to support DSL. As a result, you may live
in a neighborhood that is not serviced by a DSL-capable CO while a neighborhood down
the street may have access to DSL service.
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Satellite Options

This topic describes satellite options for remote access.

Satellite Options
ﬂ

» First came the original (bigger) C-band backyard satellite dish
in the 1980s

* Followed by direct broadcast satellite (DBS) in the 1990s
- DBS uses smaller-size dishes to receive the satellite signals
* The satellite orbits the earth 22,300 miles above the equator

inc. Al rights reserved. BCRAN v21—4-5

The main issue that satellite access resolves is getting high-bandwidth remote access to places
without a high-bandwidth infrastructure. The only way to receive broadband communications
in many rural or low-population areas is via a two-way satellite.

Satellite services deliver downstream data in bursts up to 400 kbps, with upstream speeds as
much as 125 kbps. A computer connected to the satellite network does not require time-
consuming dialup protocols to log in. However, because of the asymmetric nature of satellite
communication, certain applications such as VoIP do not perform very well over satellite. Also,
heavy activity on the network can affect satellite speeds.

The typical satellite system requires a small, 1.2-meter or less satellite dish, two standard
coaxial cables to connect the satellite dish to a satellite modem, and a satellite modem that
connects to a PC through an Ethernet or Universal Serial Bus (USB) port. The latest satellite
systems allow subscribers to send and receive information using a satellite dish and still receive
television programming.

Satellite networks include geostationary orbit (GSO) satellites and nongeostationary orbit
(NGSO) satellites. The latter includes low-earth orbit (LEO) satellites. Latency is higher for
GSO satellites than for LEO satellites because the GSO is much higher. Most broadband
satellite options use a satellite in orbit approximately 22,300 miles above the equator.

4-8

Building Cisco Remote Access Networks (BCRAN) v2.1 Copyright #2004, Cisco Systems, Inc.



Wireless Options

This topic describes wireless options for remote access.

Wireless Options
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Wireless technology provides line-of-sight bridging at 2-Mbps throughput at distances of up to
25 miles (40.2 km) in U.S. Federal Communications Commission (FCC)-regulated countries or
6.5 miles (10.5 km) in Europe. This technology can provide up to 11-Mbps connectivity from
one site to another or from the main site to many remote sites. You need only a bridge and an
antenna for each site, which can connect to either a wired or wireless network within those
sites. Wireless technology also enables multiple buildings to share a single high-speed
connection to the Internet without cabling or dedicated lines. However, you must have line of
sight.

Fixed-wireless systems have a long history. Point-to-point microwave connections have long
been used for voice and data communications. As technology has continued to advance, higher
frequencies have been employed. Thus, smaller antennas can be used, resulting in lower costs
and easier-to-deploy systems for private use. The reduction in cost has resulted in a whole
generation of carriers that are planning to use wireless access as their last mile of
communication.
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Wireless Options (Cont.)
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The fixed wireless broadband market consists of four segments: Local Multipoint Distribution
Service (LMDS), Multichannel Multipoint Distribution Service (MMDS), license-free fixed
wireless services in the Industrial, Scientific, and Medical (ISM) bands, and the Unlicensed
National Information Infrastructure (U-NII) bands.

LMDS, with a 3-mile range and slightly higher throughput than T3 fiber lines, is best suited to
large and medium-size enterprises in urban areas. MMDS, with about a 35-mile range and
throughput comparable to DSL and cable, is targeted at small businesses and residential
customers, particularly those in multitenant dwellings. License-free services, with a 3-to-25-
mile range and throughput from 128 kbps to 53 Mbps, vary according to the type of equipment
used and number of subscribers.
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Summary

This topic summarizes the key points described in this lesson.

Summary
ﬂ

* A cable modem can provide up to 90 times the
speed of a dial-up connection.

* DSL uses the unused bandwidth on a telephone
line to deliver fast digital data transmission.

- Satellite delivers downstream data in bursts up to
400 kbps, with upstream speeds of up to 125 kbps.

* Wireless provides bridging at 2 Mbps throughput
at distances of up to 25 miles.
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Quiz

Use the practice items here to review what you have learned in this lesson. The correct answers
follow in the Quiz Answer Key.

QD

Q2)

Q3)

Q4)

Q5)

Broadband is generally defined as any sustained speed above
A) 28,800 bps

B) 56,000 bps

0) 96,000 bps

D) 128,000 bps

A cable modem could provide up to times the transmission speed (9 Mbps) for
remote access in the upstream compared to other technologies.

A) 40
B) 70
C) 150
D) 128

Like leased lines, DSL connections are

A) inexpensive
B) always on
0 easy to install

D) all of the above

Most broadband satellite options use a satellite in orbit approximately  above the
equator.

A) 22,300 miles

B) 23,300 miles

0O 32,300 miles

D) 28,300 miles

Wireless technology provides line-of-sight bridging at ~ throughput at distances of
up to 25 miles, but you must have line of sight.

A) 1-Mbps

B) 2-Mbps

O) 3-Mbps

D) 4-Mbps
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Q6)  LMDS has a slightly higher throughput than fiber lines.

A) T1
B) T3
0) ISDN
D) cable
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Quiz Answer Key

QD

Q2)

Q3)

Q4)

Q5)

Qo)

D

Relates to:

C

Relates to:

B

Relates to:

A

Relates to:

B

Relates to:

B

Relates to:

Broadband Uses

Cable Options

DSL Options

Satellite Options

Wireless Options

Wireless Options
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Addressing Broadband with
NAT

Overview

This lesson provides an overview of NAT for remote access networks and describes why NAT
should be implemented in a broadband environment.

Relevance

The two most compelling problems facing the Internet include IP address depletion and scaling
in routing. There are many solutions being developed to solve these problems, but as they are
being more fully adopted, a short-term solution is provided by NAT.
Objectives
Upon completing this lesson, you will be able to:
m  Describe the process of NAT and explain why you enable it
m  Explain the Cisco use of NAT terminology
m  Describe the process of translating inside source addresses
m  Describe the process of overloading inside global addresses
m  Configure NAT to provide dynamic translation
m  Configure NAT to provide global address overloading
m  Verify correct operation of NAT using the show commands
m  ]dentify specific operations in NAT using the debug commands

m  Remove specific or all NAT entries using the clear commands

Learner Skills and Knowledge

To benefit fully from this lesson, you must have these prerequisite skills and knowledge:

m  All knowledge presented in the Introduction to Cisco Networking Technologies (INTRO)
course

m  All knowledge presented in the Interconnecting Cisco Network Devices (ICND) course



Outline

This lesson includes these topics:

Overview

NAT Overview

NAT Concepts and Terminology

NAT Operation

Inside Source Address Translation
Inside Global Address Overload
Dynamic NAT Configuration

Inside Global Address Overload Configuration
NAT Verification and Troubleshooting
NAT Troubleshooting

NAT Entry Clearing

Summary

Quiz

4-16

Building Cisco Remote Access Networks (BCRAN) v2.1

Copyright #2004, Cisco Systems, Inc.



NAT Overview

This topic describes why NAT is used.

NAT Overview

T
_ -
" Subscriber - _

~7 End User =

Raer
F Ethermsl e At Broadhand Internet
%%  Inside Qutside

Lacal Gilahal .
Address Address i

+ Conserves public Internet addresses
* Increases network privacy by hiding internal IP addresses
+ Allows an unregistered address to connect to the Internet

- Allows translations of many inside addresses to one outside
address

inc. Al rights reserved. BCRAN v21—4-2

IP address depletion is a key problem facing the public network. To maximize the use of
registered IP addresses, Cisco 10S software implements NAT. This feature, which is the Cisco
implementation of RFC 1631, provides a way to use the same IP addresses in multiple internal
subnetworks, thereby reducing the need for registered IP addresses.

NAT allows privately addressed networks to connect to public networks such as the Internet.
The privately addressed “inside” network sends a packet through the NAT router, and the
addresses are converted to legal, registered IP addresses, enabling the packets to be passed to
the public network.

NAT can be used when an internal address scheme must be altered due to a change in service
providers. It can also be used when merging two intranets, such as when two companies merge.
NAT can change addresses incrementally, without changes to hosts or routers other than those
bordering stub domains, thereby eliminating duplicate address ranges without readdressing host
computers.

The translation performed using NAT can be either static or dynamic:

m  Static translation occurs when addresses in a lookup table are manually configured. A
specific inside address maps into a prespecified outside address. The inside and outside
addresses are statically mapped one-for-one.

®  Dynamic mapping occurs when the NAT border router is configured to understand which
inside addresses must be translated and which pool of addresses may be used for the
outside addresses. There can be multiple pools of outside addresses.

Multiple internal hosts can also share a single outside IP address, which conserves address
space. Address sharing is accomplished by port multiplexing, or changing the source port on
the outbound packet so that replies can be directed back to the appropriate host. This option is
commonly referred to as Port Address Translation (PAT), or overloading.
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NAT Concepts and Terminology

This topic describes NAT concepts and terminology.

NAT Concepts
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As discussed, NAT technology enables private IP networks that use nonregistered IP addresses
to connect to the public network such as the Internet. NAT is usually configured on border
routers between a stub domain (inside network) and a public network (outside network). To
properly understand the concepts and configuration of NAT, you must understand the terms
that Cisco uses to describe NAT components.

Using the NAT device as the reference point, all IP addresses can be classified as either inside
or outside and as either local or global:

m  Inside or Qutside: Specifies the physical location of an IP host in relation to the NAT
device

m  Local or Global: Specifies the location of the user, or the user point of view, in relation to
the NAT device

For example, an inside global address is the address of an IP host located on the inside network
from the perspective of a user located on the global network; it is the address that a global user
would use to communicate with a host on the inside network.

Inside and local reference the same side of a NAT device; this side is commonly referred to as
the internal or private network. Outside and global also reference the same side of a NAT
device; this other side is commonly referred to as the external or public network. The key
difference is that inside/outside refers to host location whereas local/global refers to the user
perspective.

Note The designations of inside/outside and local/global are relative to where NAT occurs. The
NAT process can occur anywhere and at multiple points between two hosts.
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NAT Terminology
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NAT translates the internal local addresses into globally unique IP addresses before sending
packets to the outside network. NAT takes advantage of the fact that relatively few hosts in a
stub domain communicate outside of the domain at any given time. Therefore, only a subset of
the IP addresses in a stub domain must be translated into globally unique IP addresses for
outside communication. The table details various terms that are used to define NAT functions.

NAT terminology

Term

Definition

Inside local IP
address (A, in figure)

The IP address assigned to a host on the inside network. The address can be
globally unique but obsolete, allocated from RFC 1918 (Address Allocation for
Private Internet Space), or randomly picked.

Inside global IP
address (B, in figure)

A legitimate IP address (assigned by the NIC or service provider) that
represents one or more inside local IP addresses to the outside world. The
address is allocated from a globally unique address space, typically provided by
the ISP.

Outside global IP
address (C, in figure)

The IP address that was assigned to a host on the outside network by its
owner. The address is allocated from a globally routable address space.

Outside local IP
address

The IP address of an outside host as it appears to the inside network. The
address can be allocated from address space routable on the inside, for
example, from RFC 1918.

Simple translation (D,
in figure)

A translation entry that maps one IP address to another.

Extended translation

A translation entry that maps one IP address and port pair to another address
and port pair.

Note The NAT examples in this course use an alternative private address range to represent legal
registered IP addresses. This is a policy decision to avoid the unauthorized use of public

addresses.
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NAT Operation

This topic identifies the various NAT functions.

NAT Operation
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NAT can be used to perform these functions to support a broadband subscriber:

m  Translating inside source addresses: Establishes a mapping between inside local and
inside global addresses.

m  Overloading inside global addresses: You can conserve addresses in the inside global
address pool by allowing source ports in TCP connections or UDP conversations to be
translated. When different inside local addresses map to the same inside global address, the
TCP or UDP port numbers of each inside host are used to distinguish between the hosts.
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Inside Source Address Translation

This topic describes the process of translating inside source addresses.
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The figure illustrates NAT operation when it is used to translate source addresses from inside a
network to destinations outside the network. These steps include:

Step 1
Step 2

User at host 10.1.1.1 opens a connection to outside Host B.

The first packet that the border router receives from host 10.1.1.1 causes the router
to check its NAT table, because the packet is going from an inside interface to an
outside interface.

Note

If a translation is found because it has been statically configured, the router continues to
Step 3. If no translation is found and dynamic translation is configured, the router determines
that address 10.1.1.1 must be translated to an address available from an address pool. The
router dynamically allocates a new address and sets up a translation of the inside local
address 10.1.1.1 to a legal inside global address from the dynamic address pool. This type
of translation entry is referred to as a simple entry.

Step 3

Step 4

Step 5

The border router replaces the inside local IP address of 10.1.1.1 with the selected
inside global address, 192.168.2.2, and forwards the packet.

Host B receives the packet and responds to that node using the inside global IP
address 192.168.2.2.

When the border router receives the packet with the inside global IP address, the
router performs a NAT table lookup using the inside global address as the reference.
The router then translates the address back to 10.1.1.1, the inside local address, and
forwards the packet to 10.1.1.1. Host 10.1.1.1 receives the packet and continues the
conversation.

For each packet, the router performs Steps 2 through 5.
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Note With static translations, you can initiate connections from either inside or outside. This is
because the translation will always be in the translation table. With dynamic translations,
however, connections must be initiated inside-to-outside or outside-to-inside, depending on
your configuration.

When configuring inside-to-outside dynamic NAT using the ip nat inside source list
command, connections must be initiated from inside. Likewise, when using ip nat outside
source list for outside-to-inside dynamic translations, connections must be initiated from the
outside.
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Inside Global Address Overload

This topic describes the process of overloading inside global addresses, also known as PAT.
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The figure illustrates NAT operation when a single inside global address is used to represent
multiple inside local addresses simultaneously. In this example, an extended translation entry
table is used, in which the combination of address and port makes each global IP address
unique. The use of ports to make an address unique is called PAT, a subset of NAT. This
operation consists of these steps:

Step 1

Step 2

The first packet the router receives from 10.1.1.1 causes the router to check its NAT
table because the packet is going from inside to outside.

User at host 10.1.1.1 opens a connection to Host B.

Note

If no translation is found, the router determines whether address 10.1.1.1 should be
translated based on the configuration. The router allocates a new address and sets up a
translation of the inside local address 10.1.1.1 to a legal global address if configured to do
so. If overloading is enabled and another translation is active, the router will reuse the global
address from that translation and save the unique port information to be able to distinguish it
from the other translation entry. This type of entry is called an extended entry.

Step 3

Step 4

Step 5

The router replaces the inside local IP address of 10.1.1.1 with the selected inside
global address, 192.168.2.2, and forwards the packet.

Outside Host B receives the packet and responds to that node using the inside global
IP address 192.168.2.2 and TCP port 1024.

When the router receives the packet with the inside global IP address, the router
performs a NAT table lookup using the inside global address and port number, and
the outside address and port number as the references. The router then translates the
address back to the inside local address of 10.1.1.1 and forwards the packet to
10.1.1.1. Host 10.1.1.1 receives the packet and continues the conversation.

For each packet, the router performs Steps 2 through 5.
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Dynamic NAT Configuration

This topic describes a sample configuration of dynamic NAT

Dynamic NAT Configuration

_[: ip nat pocl dyn-nat 152 .168.2.1 152.1686.2.254
netmask Z255.255.255.0

ip nat inside source list 1 pool dyn-nat

1
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ip nat inside - connected to the

] imside network,

interface Scorial?
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aceggg-ligt 1 permait 10.1.1.0 0.0.0.255
t

Map inside hosts on the 10.1.1.0/24 netwaork toa pool of globally
unigue addresses in the 192, 168.2.0024 network,
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To enable dynamic inside source IP address translation, perform these steps:
Step 1 Configure IP routing and appropriate IP addresses on the router.

Step 2 Define a standard IP access list for the inside network using the access-list access-
list-number {permit | deny} source source-wildcard command.

Note NAT does not always have to occur with directly connected networks. The access list can
match any inside local addresses or networks that are present on the inside internetwork.

Step 3 Define an IP NAT pool of global addresses using the ip nat pool pool-name start-ip
end-ip {netmask netmask | prefix-length prefix-length} [type rotary] command.

ip nat pool pool-name start-ip end-ip {netmask netmask |
prefix-length prefix-length} [type rotary] Command
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Command Description

pool-name Name of the pool.

start-ip Starting IP address that defines the range of addresses in the global
address pool.

end-ip Ending IP address that defines the range of addresses in the global address
pool.

netmask netmask | Network mask that indicates which address bits belong to the network and
subnetwork fields, and which bits belong to the host field. Specify the
netmask of the network to which the address pool belongs.

prefix-length Number that indicates how many bits of the netmask are 1s. Specify the
prefix-length netmask of the network to which the pool addresses belong.
type rotary (Optional) Indicates that the range of addresses in the address pool

identifies real, inside hosts among which TCP load distribution will occur.

Step 4 Map the access list to the IP NAT pool using the ip nat inside source list access-
list-number pool pool-name command.

Step 5 Enable NAT on at least one inside and one outside interface with the ip nat {inside |
outside} command. Only packets traveling between inside and outside interfaces
can be translated. For example, if a packet is received on an inside interface but is
not destined for an outside interface, it will not be translated.

Note The steps for enabling dynamic outside source IP address translation are similar to those
listed above, except that the ip nat outside source list access-list-number pool pool-name
command is used instead. This command maps the access list for outside global addresses
to the IP NAT pool of available outside local addresses.
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Inside Global Address Overload Configuration

This topic describes how to configure global address overloading.

Inside Global Address Overload
Configuration

ip nat pool ovrcld-nat 192 168.2.1 19z2.168.2.2
netmask 255 .2Z55.2Z55.0
ip nat inside source list 1 pool eovrld-nat overload

interface Ethernetl/0

ip addres=s 10.1.1.140 255_255.255.Q
1 nabt insida

1

interface Seriall/0

ip address 172 .16.2.1 255,255,265.0
ip nat cutsida

1

acoass—list 1 permit 10.1.1.0 0.0.0.285

Translate all inside hosts on network 10.1.1.0024 to address
19216821 or192.168.2.2
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To configure inside global address overloading, perform these steps:
Step 1 Configure IP routing and appropriate IP addresses on the router.
Step 2 Configure dynamic address translation for inside source addresses.

Step 3 When you define the mapping between the access list and the IP NAT pool using the
ip nat inside source list access-list-number pool pool-name command, add the
overload keyword to the command.

Step 4 Enable NAT on the appropriate interfaces using the ip nat {inside | outside}
command.
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NAT Verification and Troubleshooting

This topic describes the commands that are used to verify and troubleshoot NAT.

Verifying NAT Translations

Basic IP address translation
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The commands in the table here can be used to verify NAT operation.

Commands to Verify NAT Operation

Command Description

show ip nat translations [verbose]

Shows active translations

show ip nat statistics

Shows translation statistics
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Verifying NAT Statistics
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The show ip nat statistics command displays the number and type of active translations in the
system. This number is incremented each time a translation is created and is decremented each
time a translation is cleared or times out. The number of expired translations is also provided.
Other information displayed by this command includes:

m  Interfaces that are NAT-enabled using the ip nat {inside | outside} command.

m  Hits and misses: Number of times a translation table lookup is performed and an entry is
either found (hit) or an entry is not found and a new entry must be created (miss).

®  Dynamic translation configuration and statistics. These are described in the table here.

Output Field Description

Inside Source The information that follows is about an inside source translation.
access-list Access list number being used for the translation.

pool Name of the pool (in this case, dyn-nat).

refcount Number of translations using this pool.

netmask IP network mask being used in the pool.

start / end Starting / ending IP address in the pool range.

type Type of pool. Possible types are generic or rotary.
total Number of addresses in the pool available for translation.
addresses

allocated Number of addresses being used.

misses Number of failed allocations from the pool.
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NAT Troubleshooting

This topic describes how to troubleshoot NAT.

NAT Troubleshooting
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If you must use a trace on a NAT operation, use the debug ip nat [list | detailed] command in

this table.

debug ip nat [list | detailed] Command

Command

Description

debug ip nat [list | detailed]

Displays a line of output for each packet that gets translated

As shown in the figure, the debug output includes these key points:

m  The asterisk next to NAT indicates that the translation is occurring in the fast path. The first
packet in a conversation will always go through the slow path (being process-switched).
The remaining packets will go through the fast path if a cache entry exists.

m  s=10.1.1.1 is the source address and is being translated to 192.168.2.1.
m  d=172.16.2.2 is the destination address.

m  The value in brackets is the IP identification number. This information may be useful for
debugging because, for example, it can enable you to correlate with other packet traces
from sniffers.
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NAT Troubleshooting (Cont.)

rootmcfodebug ip nat destai led
IF HAT dotallod dobuegring ic on
ootery
DE:E0:06: HAT: i: top [10.1.1.1, 1045) =r |172.16.2.3, 23) [43Z]4=——
06:20:958: MAT: A=10.1.1.1-2182.168.2.1, 4d=172.16.2.Z [{32]
06:20:06: WAT: o: tep (L72.16.2.2, 23] -» 1292.168.2.1, 1045) [0]Hg=rm
06:20:06: HAT: 2=l172.16.2 2, d4=192 168.2 1-310.1.1.1 [0]

0 2005 HAT*: i: teop (10.1L.1.1. 1LD45) —= {1l72.16.2.2, 231 [580]
Q2000 FMART®: m=I10,1.1.1=> T%I 1HEO.Z.1, 172 14.Z,3 [2O6G08]

QE;20;38: MAT": o bsp (172,16,.2.2, £3F == (1#2.160.2,1. 10451 [3)
Qg :20:06: HAT*: =172 16.2_ 2, 4= 132_168.2.1 -»10.1.1.1 [1]
Of 2008 MATH: 4 kep (10 1,11, 1048) -» (172 145 3 20 [%4)
CE:20:06: MAT*: &=10.1.1.1=> 15Z.168.5.1, d=1T72.16.2.2 [§d]
06 20;08: FAT®: @ tep (172.16.2.2, 23 —» (1P2.160.2.1, L0451 [2)

Inside interface, protocol TCP, source port 1045, destination port 23
Qutside interface, protocel TCP, source port 23, destination port 1045
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The debug ip nat [detailed] command generates a description of each packet that is being
considered for translation. This command also outputs information about certain errors or
exceptional conditions, such as the failure to allocate a global address. In addition to the
information provided by the basic debug ip nat command, the detailed option reports the
protocol and the source and destination port numbers for inbound and outbound translations.

As shown in the figure, the debug output includes these key points:
®  “i:” indicates a packet arriving on the inside interface requiring address translation.
m  “0:” indicates a packet arriving on the outside interface requiring address translation.

m “tcp” refers to the protocol of the packet.

The value following the IP address represents the port number.
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NAT Entry Clearing

This topic describes how to clear NAT entries.

Clearing NAT Entries
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top 152.,168.2,1:10:57 I, L. 1. 11067 L72.16.2,3:23 172.15,2.5:23
Rroutecfoleas ip nat trans ¢

| routarkshow ip nat trans

All entries are cleared.

rogmerhsn Ap nat trane

Ero Innida glokal Inaida laoomal Cmtnaida local faknida glakal
udps 192 LBH.E . 2 14Xl L.l .L.2:1120 P R P R R B L - R
top 193 \168.2.1:11003 10.1.1.1:22003 L172.16.2.2:23 172.16.3.2:23
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1L 6N X132 5% 1YL OAS.X LIS 53

couterken 1p nDat trans

Fro Insick global Insicke local Dutsude Lozal takszda glokal

| L 12 1688.2 1:17008%  10.1.7 107503 B T e 172,168,221 .

| L 192 168.2 11087 19.1.1.1:1087 e | e 192 16,2 508 |
E

tacps trmacdm 19X 1EH-Z.2 10.2.1.2 1220

192.168.2.2 is clearad.
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If you must clear a dynamic translation entry, use the commands in the table here.

Commands for Clearing NAT Entries

Command

Description

clear ip nat translation *

Clears all translation entries

clear ip nat translation inside
global-ip local-ip [outside local-ip
global-ip]

Clears a simple translation entry containing an inside
translation, or both an inside and outside translation

clear ip nat translation outside
local-ip global-ip

Clears a simple translation entry containing an outside
translation

clear ip nat translation protocol
{inside global-ip global-port local-ip
local-port | outside /ocal-ip local-
port global-ip global-port}

Clears an extended entry (in its various forms)
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

* NAT technology enables private IP networks that use
nonregistered IP addresses to connect to a public
network.

* NAT can be used for translating inside source addresses.

* NAT can be used for overloading inside global
addresses.

» Configure Dynamic NAT configuration and enable
overloading of global addresses.

- Use show commands to verify correct operation of NAT.

+ Use debug commands to identify specific operations
in NAT.

» Use clear commands to remove specific or all NAT
entries.

Inc. Al rights reserved BCRAN v21—4-15
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Quiz

Use the practice items here to review what you learned in this lesson. The correct answers are
found in the Quiz Answer Key.

QD

Q2)

Q3)

Q4)

Q5)

How does NAT help solve the limited IP address problem?

A) NAT allows the use of restricted IP addresses on the public Internet.

B) NAT translates 32-bit IP addresses to 48-bit [P addresses.

0 NAT has you renumber all your existing addresses to restricted IP addresses.
D) NAT translates inside private addresses to legal outside addresses.

Which is a legitimate public IP address that represents one or more inside local IP
addresses to the outside world?

A) inside local IP address

B) inside global IP address

0 outside global IP address

D) outside local IP address

What is the process of using unique TCP and UDP port numbers to distinguish
translations for traffic sourced from the same IP address?

A) overloading inside global addresses

B) translating inside source addresses

0) handling overlapping networks

D) translating inside global addresses

When translating inside source addresses, the inside local IP address is translated to the

A) inside IP address of the NAT router

B) outside global IP address of the source host device

C) inside global IP address of the source host device

D) outside global IP address of the destination host device

Here is the output of a show ip nat translations command:

Pro | Inside Global Inside Local Outside Local Outside Global

tep | 192.168.2.1:11003 | 10.1.1.1:11003 | 172.16.2.2:23 | 172.16.2.2:23

tep | 192.168.2.1:1067 10.1.1.2:1067 172.16.2.3:23 | 172.16.2.3:23

Which type of NAT function do these lines indicate is occurring?

A) dynamic translation of outside local addresses

B) static translation of inside local addresses

O) overloading inside global addresses

D) this is an error display; no NAT function is occurring
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Q6)  When translating inside source IP addresses, you use the ip nat pool command to
provide a pool of
A) static inside global IP addresses
B) static outside local IP addresses
C) dynamic inside local IP addresses
D) dynamic inside global IP addresses

Q7)  Which best describes the overloading of inside global addresses using NAT?
A) translating multiple inside addresses to a single global IP address
B) translating multiple inside addresses to multiple outside IP addresses
C) combining two networks that have the same IP addresses
D) translating a single inside address to multiple outside [P addresses

Q8)  Which command can you use to verify NAT is operating?
A) show ip nat status
B) show ip nat pool
O show ip nat translations

D) show ip route

Q9)  What does the detailed option for the debug ip nat command display?

A) packet switched from cache entry
B) inside-to-outside NAT IP address and port translations
O inside-to-outside NAT IP address translations

D) NAT translations timers

Q10) Which command clears an extended IP NAT translation?

A) clear ip nat translation

B) clear ip nat translation inside

0 clear ip nat translation outside

D) clear ip nat translation protocol inside
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Quiz Answer Key

QD

Q2)

Q3)

Q4)

Q5)

Qo)

Q7)

Q8)

Q9)

Q10)

D

Relates to:

B

Relates to:

A

Relates to:

C

Relates to:

C

Relates to:

D

Relates to:

A

Relates to:

C

Relates to:

A

Relates to:

D

Relates to:

NAT Overview

NAT Concepts and Terminology

NAT Operation

Inside Source Address Translation

Inside Global Address Overload

Dynamic NAT Configuration

Inside Global Address Overload Configuration

NAT Verification and Troubleshooting

NAT Troubleshooting

NAT Entry Clearing
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Describing Cable Technology

Overview

This lesson covers cable technology concepts and the physical infrastructure of a cable link.

Relevance

Cable technology can provide a reliable high-speed alternative for remote access to a central

site.

Objectives

Upon completing this lesson, you will be able to:

Describe a traditional hybrid fiber-coaxial architecture
Describe how data services can be delivered over a cable network
Describe how data signals are transmitted over RF channels

Describe current trends in digital cable systems

Learner Skills and Knowledge

To benefit fully from this lesson, you must have these prerequisite skills and knowledge:

m  All knowledge presented in the Introduction to Cisco Networking Technologies (INTRO)

course

m  All knowledge presented in the Interconnecting Cisco Network Devices (ICND) course



Outline

This lesson includes these topics:

Overview

Cable Features

Data over Cable

Cable System Functionality

Cable System Components

Hybrid Fiber-Coaxial Architecture

Digital Signals over RF Channels

Cable Technology Terms

Cable Technology: Putting It All Together
Process for Provisioning a Cable Modem
Configuration of a Router with a Cable Modem

Summary

Quiz
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Cable Features

This topic describes the features of cable technology.

What Is Cable?

Déstributicn Cakile
Subeu:rlbrr
f Trunk Calble U'ﬂéﬂ )/ i
' ' .ﬂ.m;]lllnzr _L l

He adend

+ Cable refers to use of coaxial cable for signal transmission.
+ CATV: originally meant “community antenna television.”

- Cost-effective “broadcast” architecture cascaded to users.
+ Can offer voice and data as well as analog and digital video.

2004 Cisco Systems, Inc. Al rights reserved. BCRAN v2.1—4-2

CATV, commonly called cable TV, was invented to solve the problem of poor TV reception.
To ensure that consumers could obtain cable service with the same TV sets that they use to
receive over-the-air broadcast TV signals, cable operators recreate a portion of the over-the-air
radio frequency (RF) spectrum within a sealed coaxial cable line.

Since the introduction of high-speed data and telephony and other such services, it has become
more common for the larger cable operators to have telephone switches and the cable modem
termination system (CMTS). These cable operators also maintain other equipment in the same
facility, taking care of both telephony and data services, in addition to analog and digital video
services.

Small and medium-size businesses can gain the following benefits from high-speed cable
Internet access:

m  Virtual Private Network (VPN) connectivity to corporate intranets

m  SOHO capabilities for work-at-home employees

m Interactive television

m  PSTN-quality voice and fax calls over the managed IP networks

Businesses large and small have employees who work from their homes. To stay in touch,

employees need secure high-speed remote access to the corporate intranet and access to the
Internet for e-mail communication with customers and suppliers.
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Data over Cable

This topic describes how data services can be delivered over a cable network using fiber cable
technology.

Why Fiber?

- Small size
* Lightweight
* Easy to handle

* Immune to external
interference

© 2004 Cisco Systems, Inc. All rights reserved BCRAN v21—4-3

Fiber is used to replace cable amplifiers throughout the cable plant. Amplifiers are placed
approximately every 2000 feet to ensure that all RF signals will be delivered to the home of the
user with enough power and clarity to receive all channels within the spectrum (50 to 860
MHz) for analog TV, digital TV, and digital data cable modem services.

In a 20-mile plant, approximately 52 amplifiers would be used to reach the last house 20 miles
away. Fiber allows the cable operator to run longer distances, with less noise, and to remove
amplifiers from the link.

The downstream traffic emanates from the headend and is injected into a trunk cable, at signal
strength above 50 dB. Feeder cables emanate from the trunk cables. Passive devices called
splitters divide the traffic at branching points to provide geographical coverage.
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Cable System Functionality

This topic describes how data services can be delivered over a cable network.

How a Cable System Works

Déstributicn Cakile
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He adend

Headend:

- Somewhat analogous to a telephone company CO

+ A facility where signals are received, processed,
formatted, and combined

» Cable signals transmitted on the distribution network

inc. Al rights reserved. BCRAN v21—44

The headend and its connected coaxial cables and subscribers constitute a cable system. In most
cases, a cable system is a local operation in a given community that includes:

B A business office

m A variety of technical facilities, including the cable network itself

m A warehouse where materials and spare parts are kept

m A storage lot where vehicles are parked and some materials are stored

The headend is where the cable operator puts the various channels on the frequencies that are
compatible with the cable network.

Larger cable systems will be much more complex and may serve several communities in a
geographical area. Big companies that operate multiple systems are called multiple service
operators (MSOs).
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How a Cable System Works (Cont.;
Py r ‘ ;—-—W |
= : l RF — RF =i )

Distribution network

 In a hybrid fiber-coaxial (HFC) architecture, optical fiber
replaces trunk portion of the distribution network.

- Small service areas, each with from as few as 100 to as many
as 2,000 homes passed.

» Fiber connects between the headend (or hub) and an optical
node, where light is converted to RF.

* From the node, RF signals are distributed throughout the
serving area via coaxial cable.

inc. Al rights reserved. BCRAN v2.1—45

The distribution network is made up of fiber and coaxial cabling, which carry television signals
toward the subscriber. The last part, and also one of the most infamous parts of the cable
network, is the subscriber drop. The subscriber drop includes the following:

m  Everything from the connection to the feeder out of the utility pole
= Set-top box

®  Grounding and attachment hardware

m  Cable

m  All the bits and pieces that make that final connection work
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Cable System Components

This topic describes the components of a cable system delivering data services.

Cable System Components

Cable Company
| # Antenna Site

o 1| [ Headend  Transmission Network

. Py
Wy 2 2
Subscriber Drops
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The major components of a cable system include:
B Antenna site: The location of main receiving antennas for broadcast and satellite reception.

m  Headend: Somewhat analogous to a CO of a telephone company. A facility where signals
are received, processed, formatted, and combined for transmission on the distribution
network.

= Transportation network: Used where necessary to link a remote antenna site to a headend
or a remote headend to the distribution network. Also used to link microwave, fiber, or
coaxial supertrunk.

m Distribution network: In a classic tree-and-branch cable system, trunk and feeder cables
constitute the distribution network. The trunk is the backbone. The trunk distributes signals
throughout the community that is being served and typically uses 0.750-inch (19 mm)
diameter coaxial cable. The feeder branches off the trunk and passes all of the homes in the
service area, typically using 0.500-inch (13 mm) diameter coaxial cable.

m  Subscriber drop: Connection between the feeder portion of distribution network and the
subscriber terminal (TV set, VCR, and so forth). Includes coaxial (typically 59-series or
6-series coaxial cable), hardware, passive devices, and set-top box.

This topology minimizes the amount of wiring that is required and is a natural topology for
broadcasting. The fundamental technical problem encountered by cable TV engineers is that
broadcast analog signal strength attenuates (weakens) as it moves through conducting material.

Outside noise, weather, and temperature changes affect signal strength through coaxial cable.
To combat these problems, cable operators use fiber-optic cable in place of coaxial cable
trunks.
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Hybrid Fiber-Coaxial Architecture

This topic describes current trends in digital cable systems.

Hybrid Fiber-Coaxial Architecture

<y

i} ]
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Headend
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+ Segments network into smaller serving areas

Use of fiber minimizes cascaded devices

Improved quality and reliability

Reduced operating costs

inc. Al rights reserved. BCRAN v21—4-7

To offer high-speed Internet services, a cable operator creates a data network that operates over
the HFC system. To deliver data services over a cable network, one 6-MHz television channel
(in the 50-to-750 MHz range) is typically allocated for downstream traffic to homes, and
another 6-MHz channel (in the 5-to-42 MHz band) is used to carry upstream signals.

A headend CMTS communicates through these channels with cable modems that are located in
subscriber homes to create a virtual LAN connection.

This upstream and downstream bandwidth is shared by the active data subscribers that are
connected to a given cable network segment, typically 500 to 2,000 homes on a modern HFC
network. The tree-and-branch network architecture for HFC can be a fiber backbone, cable area
network, superdistribution, Fiber to the Feeder, or a ring.

An individual cable modem subscriber may experience access speeds from 500 kbps to
2.5 Mbps, depending on the network architecture and traffic load.

If high usage does begin to cause congestion, cable operators have the flexibility to add more
bandwidth for data services. A cable operator can simply allocate an additional 6-MHz video
channel for high-speed data, doubling the downstream bandwidth that is available to users.

Another option for adding bandwidth is to subdivide the physical cable network by running
fiber-optic lines deeper into the neighborhoods. This practice reduces the number of homes that
are served by each network segment and increases the amount of bandwidth that is available to
customers.
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Digital Signals over RF Channels

This topic describes the current RF used in digital cable systems.

Digital Signals over RF Channels
ﬂ
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« Cable uses radio frequency (RF) electromagnetic energy.
* Frequencies from a few hundred kilohertz to just below infrared.
* RF Spectrum usage in sub-split cable networks has two paths:

— Headend-to-subscriber is downstream path:
50 MHz to 860 MHz—this is 810 MHz to RF bandwidth

— Subscriber-to-headend is upstream path:
5 MHz to 42 MHz—this is 37 MHz of RF bandwidth

inc. Al rights reserved. BCRAN v2.1—4-8

When you tune your FM radio across the spectrum to find different radio stations, you are
tuning that radio to different electromagnetic frequencies across the spectrum. Cable works the
same way.

The cable TV industry uses the portion of the electromagnetic spectrum between approximately
5 MHz and 1 GHz. This band is in a portion of the electromagnetic spectrum known as radio
waves and is commonly as RF.

Cable carries TV channels or data carriers at different frequencies. The equipment in the
subscriber home is able to tune to those frequencies and allow the customer to view the
channel, either on the TV or through a cable modem, and route that information to a computer.

Cable networks can transmit signals in both directions simultaneously on the same cable.
Outgoing frequencies to the customer are in the 50-to-860 MHz range, while the incoming
frequencies are in the 5-to-42 MHz range.

The downstream path is divided into 6 MHz (or 7 MHz or 8 MHz channels) as defined by a
frequency plan.

The cable TV spectrum has been defined by the cable industry as:
Very high frequency (VHF) low band (TV channels 2 through 6)
VHF midband (TV channels 98, 99, and 14 through 22)

VHF high band (TV channels 7 through 13)

VHF superband (TV channels 23 through 36)

VHF hyperband (TV channels 37 and higher)
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The upstream or the reverse path is the frequency that is used to transmit signals from the
customer back to the cable company. The reverse path operates in the 5-to-42 MHz span.

The upstream path has no frequency plan. It is up to the cable operator to monitor the frequency
band of the upstream and place the data signals into clean areas where there is no interference
from noise and other signals. Usually, the area between 5 and 15 MHz is noisy and is unusable.
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Digital Signals over RF Channels ‘Cont.!

Data-over-Cable Service Interface Specification (DOCSIS):

* RF interface specification of minimum recommended technical
performance requirements for data

- Cable modem termination system (CMTS) and cable modem
(CM) vendors must pass certification

- CableLabs tests and grants (or withholds) DOCSIS “Certified” or
“Qualified” status

- Cable operators purchase certified/qualified equipment to
ensure interoperability with vendors

— Reference:

+ A variation is Euro-DOCSIS standards that use 7 MHz and 8 MHz
for cable plants

ms, Inc. Al rights reservec BCRAN v2.1—4-9

Data-over-Cable Service Interface Specifications (DOCSIS) defines specific bandwidths for
data signals (200 kHz, 400 kHz, 800 kHz, 1.6 MHz, and 3.2 MHz) that the cable operator can
use.

The cable TV industry assigns the available spectrum to serve two purposes. Under the
National Television Standards Committee (NTSC) standard, the North American TV standard,
each country can determine its own splits and frequency assignments. DOCSIS specifications
are based on NTSC TV channel plans. Euro-DOCSIS specifications are written for Phase
Alternating Line (PAL) based deployments.

There are three DOCSIS standards currently used:

m  DOCSIS 1.0 was the first standard.

m  DOCSIS 1.1 was the standard needed to deploy VoIP packet cable with end-to-end quality.

m  DOCSIS 2.0, a standard in progress, will be able to provide 30 Mbps in the upstream path.

For more information, refer to the following:

- | Ficati ficati ) htm]
- | Ficati ficati him]
- | Ficati fications20 himl

There is a separate set of standards for Euro-DOCSIS. This standards variation defines the
physical layers as they fit into 7-MHz and 8-MHz plants around the world. Euro-DOCSIS
standards specify 108 to 810 MHz for the downstream. These Euro-DOCSIS standards are:

m  SP-RFI-C01-01119 for DOCSIS 1.0, now ANSI/SCTE 22-1 2002
m  SP-RFIv1.1-108-020301 for DOCSIS 1.1, now ANSI/SCTE 23-1 2002

Copyright © 2004, Cisco Systems, Inc. Accessing Broadband 4-47


http://www.cablemodem.com/specifications
http://www.cablemodem.com/specifications/specifications10.html
http://www.cablemodem.com/specifications/specifications11.html
http://www.cablemodem.com/specifications/specifications20.html

Cable Technology Terms

This topic summarizes basic terms, standards organizations, and RF signaling terms.

Identifying Cable Technology Terms

Basic Cable Terms

* Broadband

+ CATV: Originally community antenna television
+ Coaxial cable

* Headend

* Downstream (DS)

* Upstream (US)

ms, Inc. Al rights reserved BCRAN v2.1—4-10

The following key terms are commonly used to describe cable technology basics:

Broadband: Refers to the ability to frequency-division multiplex (FDM) many signals in a
wide RF bandwidth over an HFC network and the ability to handle vast amounts of
information.

Coaxial cable: The principal physical medium with which cable TV systems are built.
Coaxial cable is used to transport RF signals. Coaxial cable signal loss (attenuation) is a
function of the diameter of the cable, dielectric construction, ambient temperature, and
operating frequency (f).

Headend: The location where the cable company aggregates, combines, mixes, and
modulates all signals to send them downstream. Upstream signals usually are received in
the headend.

Downstream: RF signal flow from headend toward subscribers. Also called forward path.

Upstream: RF signal flow from the subscribers to the headend. Also called the return or
reverse path.
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Identifying Cable Technology Terms ‘Cont.z

* NTSC: National Television System Committee
* PAL: Phase Alternating Line
+ SECAM: Sequential Couleur avec Mémoire

ms, Inc. Al rights reservec BCRAN v2.1—4-11

The following are commonly used standards:

m  National Television System Committee (NTSC): This North American TV technical
standard is named after the organization that created it in 1941. Uses a 6-MHz modulated
signal.

m  Phase Alternating Line (PAL): This TV system is used in most of Europe, Asia, Africa,
Australia, Brazil, and Argentina. The color difference signals an alternate phase at the
horizontal line rate. Uses a 6-MHz, 7-MHz, or 8-MHz modulated signal, depending on
PAL version.

m  Sequential Couleur avec Mémoire (SECAM): This TV system is used in France and
other eastern European countries. Uses an 8-MHz modulated signal.

Copyright © 2004, Cisco Systems, Inc. Accessing Broadband 4-49



Identifying Cable Technology Terms ‘Cont.z

* Carrier or RF carrier

» Spectrum reuse

* FDM: Frequency-division multiplexing

- QPSK—Quadrature phase shift keying

* QAM—AQuadrature amplitude modulation
« Carrier-to-noise: C/N (also CNR)

- Signal-to-noise: S/N (also SNR)

* Ingress noise

* FEC: Forward error correction

Inc. Al rights reserved BCRAN v2.1—4-12

The following are important cable technology terms about RF signal handling:

Carrier: Also RF carrier. An electromagnetic signal on which another, lower-frequency
signal (usually baseband, such as analog audio, analog video, or digital data) is modulated
to transport the lower-frequency signal to another location.

Spectrum reuse: The most fundamental concept of cable TV is spectrum reuse.
Historically, the over-the-air spectrum has been assigned to many uses: two-way radio,
broadcasting, cellular phones, and pagers. Much of the spectrum is therefore not available
for the carriage of just TV. The result is an inadequate supply of spectrum to serve viewer
needs. Cable operators can reuse spectrum that is “sealed” in the coaxial cables of their
networks.

Frequency-division multiplexing (FDM): An RF transmission method in which a number
of transmitters share a transmission medium. Each transmitter occupies a different
frequency.

Quadrature phase shift keying (QPSK): A digital modulation method in which the phase
of the RF carrier is varied to transmit data. There are 2 bits per symbol.

Quadrature amplitude modulation (QAM): A digital modulation method in which the
phase and amplitude of an RF carrier are varied to transmit data. Typical QAM types are
16-QAM (4 bits per symbol), 64-QAM (6 bits per symbol), and 256-QAM (8 bits per
symbol).

Carrier-to-noise (C/N): Also carrier-to-noise ratio (CNR). The difference in amplitude
between the desired RF carrier and the noise in a defined bandwidth.

Signal-to-noise (S/N): Also signal-to-noise ratio (SNR). Similar to C/N but relates to a
baseband signal.

Ingress noise: Over-the-air (OTA) signals that are coupled into the nominally-closed
coaxial cable distribution system, generally via damaged cable, other network components,
or poorly shielded TVs and VCRs. Difficult to track down and intermittent in nature.
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m  Forward error correction (FEC): In data transmission, a process by which data is added
that is derived from the payload by an assigned algorithm. It allows the receiver to
determine if certain classes of errors have occurred in transmission and, in some cases,
allows other classes of errors to be corrected.
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Cable Technology: Putting It All Together

This topic describes the use of the various cable components and the issues surrounding the
technologies that are described in this module.

Putting Cable Technology All Together

+ Components
— Router and HFC interface (DS/US ports)
— Bi-directional amplifiers

— Cable modem Cabils )_/f'-' ) HFC
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In the figure shown, the various cable technologies are combined to show how they work
together. In the downstream path, entertainment signals come in on the left through satellite
dishes, antennas, and analog and digital video servers.

The signals are combined onto a coaxial cable in the headend, and then are presented to a fiber
transmitter. The fiber transmitter converts the signals into light and sends to a fiber node
somewhere in town.

Farther down the distribution network, the light is converted back to an RF signal and
distributed through an amplifier network by the use of taps and drops.

The cable modem receives RF signals, tunes the RF signal, demodulates the data signal back
into digital data, and then presents it to the PC.

In the upstream path, the cable modem takes the response from the PC, modulates it to an RF
signal, and transmits it at a specific frequency and power level. The transmission specifics are
determined by the CMTS back into the drop, tap, distribution network, fiber, and eventually to
the CMTS.

The CMTS tunes the RF signal, demodulates the data signal back to digital, and routes it to the
Internet.

4-52

Building Cisco Remote Access Networks (BCRAN) v2.1 Copyright #2004, Cisco Systems, Inc.



Process for Provisioning a Cable Modem

This topic describes the steps that provision a cable modem to work in a SOHO of a subscriber
that uses TCP/IP.

Process for Provisioning a Cable Modem

s T Internet

The cable modem:
» Scans and locks on the RF data channel in the downstream

* Gets info on how to communicate in the upstream path

- Establishes terminations for Layer 1 and 2 communications
* Requests an IP address from a DHCP server

* Requests a DOCSIS configuration file from a TFTP server

- Registers any QoS

- Enables the PC-based network initialization
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There are several steps for provisioning a cable modem to operate with a host system for
Internet services to provide Cisco Architecture for Voice, Video and Integrated Data (Cisco
AVVID) content.

Cable modems are designed and coded to perform these specific DOCSIS-defined steps in the
initialization and registration sequence:

Step 1 The cable modem powering up must scan and lock on the RF data channel in the
downstream path.

Step 2 The modem must read specific maintenance messages in the downstream path that
inform it how, where, and when to communicate in the upstream path.

Step 3 The modem communicates with the CMTS to establish Layer 1 and 2
communications.

Step 4 The cable modem then requests an IP address and core configuration information
from a Dynamic Host Configuration Protocol (DHCP) server. DHCP servers must
support RFC 2131 to provide IP addresses to the cable modem.

Step 5 The modem requests a DOCSIS configuration file from a TFTP server. DOCSIS
configuration files are ASCII files created by special DOCSIS editors. To handle the
request of the modem, the TFTP server must support RFC 1350.

Step 6 The cable modem registers with the CMTS, negotiating and ensuring any QoS.

Step 7 After the cable modem initiation has completed, the PC downstream from the cable
modem can request its own IP address from a DHCP server.

Copyright © 2004, Cisco Systems, Inc. Accessing Broadband 4-53



Configuration of a Router with a Cable Modem

This topic provides a sample configuration of a Cisco 806 router with an external cable modem.
hostname KENSROUTER
!
logging rate-limit console 10 except errors
enable secret andrewisgood
!
ip subnet-zero
ip dhcp excluded-address 10.10.10.1
!
ip dhcp pool CLIENT
import all
network 10.10.10.0 255.255.255.0
default-router 10.10.10.1
!
no ip dhcp-client network-discovery
lcp max-session-starts 0
!
!
!
interface Etherneto0
ip address 10.10.10.1 255.255.255.0
ip nat inside
no cdp enable
hold-queue 32 in
no shut
!
interface Ethernetl
ip address dhcp
ip nat outside
no cdp enable
no shut
!
ip nat inside source list 102 interface Ethernetl overload
ip classless
!
access-list 102 permit ip 10.10.10.0 0.0.0.255 any
!
line con 0

exec-timeout 120 0
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stopbits 1

line vty 0 4

exec-timeout 0 0

password kenisgood

login

!

scheduler max-task-time 5000

end
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

- Cable networks can offer voice and integrated data as well as
analog and digital video.

+ Cisco high-speed cable Internet equipment use the HFC
system.

* On a cable network:

— One 810-MHz channel carries downstream traffic from the
headend to subscribers.

— Another 37-MHz channel carries upstream signals from the
subscriber toward the headend.

- DOCSIS is the cable service interface standard for data carried
across RF interfaces.

The DOCSIS CMTS communicates through channels with
cable modems located in subscriber homes.
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Quiz

Use the practice items here to review what you have learned in this lesson. The correct answers
follow in the Quiz Answer Key.

QD

Q2)

Q3)

Q4)

Q5)

Qo)

CATV, commonly called cable TV, was invented to solve what consumer problem?

A) no data communications
B) cost-effectiveness
O poor TV reception

D) not enough channels

The downstream video traffic emanates from the headend and is injected into a trunk

cable at signal strength above

A) 25dB

B) 50dB

0 75 dB

D) 100 dB

The  is the beginning of the cable distribution network.
A) headend

B) MSO

O) cable system
D) CSp

The subscriber drop includes

A) the set-top box

B) the TV set

0 every thing up to the utility pole feeder
D) the backyard pedestal

Which of the following does not affect signal strength through coaxial cable?
A) weather

B) outside noise

0 temperature changes

D) topology

An individual cable modem subscriber may experience access speeds from

A) 128 kbps to 2.5 Mbps
B) 250 kbps to 2.5 Mbps
O 500 kbps to 2.5 Mbps
D) 800 kbps to 2.5 Mbps
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Q7)  The upstream frequencies coming from the customer are in the range of
A) 5to 42 kHz
B) 5to 42 MHz
0 5to42 GHz
D) all of the above
Q3) defines specific bandwidths for data signals (200 kHz, 400 kHz, 800 kHz,
1.6 MHz, and 3.2 MHz) that the cable operator can use.
A) Euro-DOCSIS

B)  DOCSIS
C)  NTSC
D)  PAL

Q9)  The location where the cable company aggregates, combines, mixes, and modulates all
signals to send them downstream is called

A) headend
B) DOCSIS
0) NTSC
D) PAL
Q10) is the TV system used in most of Europe.

A) Euro-DOCSIS

B)  DOCSIS
C)  NTSC
D)  PAL

Q11) In what path are signals demodulated back to digital?

A) upstream
B) downstream
0 CMTS

D) RF

Q12) Where does a PC receive an IP address in a CMTS?
A) from headend
B) from DHCP server
O) from TFTP server
D) from DOCSIS
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Quiz Answer Key

QD

Q2)

Q3)

Q4)

Q5)

Qo)

Q7)

Q8)

Q9)

Q10)

Q1

Ql12)

C

Relates to:

B

Relates to:

A

Relates to:

A

Relates to:

D

Relates to:

C

Relates to:

B

Relates to:

B

Relates to:

A

Relates to:

D

Relates to:

B

Relates to:

B

Relates to:

Cable Features

Data over Cable

Data over Cable

Cable System Functionality

Cable System Components

Hybrid Fiber-Coaxial Architecture

Digital Signals over RF Channels

Digital Signals over RF Channels

Cable Technology Terms

Cable Technology Terms

Cable Technology: Putting It All Together

Process for Provisioning a Cable Modem
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Defining DSL Technology

Overview

This lesson distinguishes among the variations of DSL and explains the various encapsulation
methods, including Point-to-Point Protocol over ATM (PPPoA), Point-to-Point Protocol over
Ethernet (PPPoE), and RFC 1483 Bridged.

Relevance

DSL technology can provide a reliable high-speed alternative for remote access to a central site.

Objectives

Upon completing this lesson, you will be able to perform the following tasks:

Describe DSL fundamentals

Describe the various types of DSL
Describe the distance limitations of DSL
Describe the fundamentals of ADSL
Describe how ADSL and POTS coexist
Describe encapsulation types for ADSL
Describe bridging functionality
Describe PPPoE functionality

Describe PPPoA functionality

Learner Skills and Knowledge

To benefit fully from this lesson, you must have these prerequisite skills and knowledge:

All knowledge presented in the Introduction to Cisco Networking Technologies INTRO)
course

All knowledge presented in the Interconnecting Cisco Network Devices (ICND) course



Outline

This lesson includes these topics:

Overview

DSL Features

DSL Types

DSL Limitations

ADSL

ADSL and POTS Coexistence
ADSL Channels and Encoding
Data over ADSL: Bridging
Data over ADSL: PPPoE

Data over ADSL: PPPoA

Summary

Quiz
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DSL Features

This topic describes the features of DSL.

What Is DSL?
ﬂ

DSL is a family of access technologies
that utilize high transmission frequencies
(up to 1MHz) to deliver high bandwidth
over conventional copper wiring at limited
distances.

IDSL SDSL

aQ 4dkHz BOkH=z 1 MHz.

e A B

©2004 Cisco Systems, Inc. All rights reserved. BCRAN v2.1—42

DSL, although considered an end-to-end solution, really occurs only in the local loop between
the customer premises equipment (CPE) and the digital subscriber line access multiplexer
(DSLAM). A DSLAM is the device in the CO that is used to terminate many Layer 1 DSL
connections. Like dial, cable, wireless, and T1, DSL by itself is a Layer 1 transmission
technology, not a complete end-to-end solution.

DSL uses the high-frequency range of up to approximately 1 MHz. For example, asymmetric
digital subscriber line (ADSL) uses the frequency range of approximately 20 kHz to 1 MHz.
ADSL does not overlap the plain old telephone service (POTS) voice frequency range.
Therefore, POTS and ADSL service can coexist over the same wire. Other DSL variants, such
as single-line digital subscriber line (SDSL), use a frequency range that overlaps the POTS
voice frequency range. Therefore, POTS and SDSL services cannot coexist over the same wire.
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DSL Types

This topic describes the various types of DSL.

DSL Variants Examples
ﬂ

+ Asymmetric DSL (ADSL)

— Key feature: Slow travel upstream (from subscriber to CO), fast travel
downstream (from CO to subscriber)

+ Single-Line DSL (SDSL)
— Key feature: Upstream and downstream speeds are the same
G.SHDSL

— Key feature: G.SHDSL is a new standard that was developed by the
International Telecommunications Union (ITU) that addresses the
worldwide SDSL market.

 Integrated Services Digital Network DSL (IDSL)

— Key feature: No call setup
» Very-High-Data-Rate DSL (VDSL)

— Key feature: Very high speed with shorter reach
+ High-Data-Rate DSL (HDSL)

— Key feature: Used to replace T1 or E1 service

2004 Cisco Systems, Inc. Al rights reserved BCRAN v21—4-3

DSL variants include the following:

m  ADSL: With ADSL, the connection speed for downloading data is faster than the
connection speed for uploading data. This type of DSL service is geared more toward a
residential application, where the typical end user is not concerned with being able to send
large amounts of data to the Internet. ADSL is perfect for common residential high-speed
requirements, such as downloading music or movies, playing online games, surfing the
Internet, or receiving large e-mail messages. ADSL provides slow upstream speed for
uploading (sending) low-data-rate requests and fast downstream speed for downloading
bursts of rich graphics and multimedia content

m  SDSL: With SDSL, the connection speed for downloading data is exactly the same as the
connection speed for uploading data. This type of DSL service is ideal for a commercial
application where the end user must send large amounts of data over the Internet. SDSL is
perfect for applications such as sending large e-mail messages with attachments to
customers, uploading information to a company or corporate server, or updating web pages.

®  G.SHDSL: A new standard, G.SHDSL, is a symmetric high-data-rate digital subscriber
line, was developed by the International Telecommunication Union (ITU) that addresses
the worldwide SDSL market. G.SHDSL is multirate, multiservice, extended reach, and
repeatable. Supporting data rates from 192 kbps to 2.3 Mbps, G.SHDSL delivers
approximately 30 percent greater reach than currently deployed DSL technologies and is
expected to rapidly replace the proprietary SDSL implementations of today.
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m  ISDN DSL (IDSL): IDSL is a cross between ISDN and DSL. Like ISDN, it uses a single
wire pair to transmit full-duplex data up to 144 kbps. IDSL also uses a 2B1Q line code to
enable transparent operation through the ISDN U interface. IDSL is essentially a leased-
line ISDN BRI, or an ISDN BRI that is not switched and does not contain signaling (a data
[D] channel). The line can be configured for a speed of 64 kbps, 128 kbps, or 144 kbps.
IDSL carries only data, but is ideal for remote users because the signals can be repeated, as
with ISDN, and because it is billed at a flat rate, thus avoiding per-call fees.

®  Very-high-data-rate digital subscriber line (VDSL): VDSL delivers 13 to 52 Mbps
downstream and 1.5 to 2.3 Mbps upstream over a single-twisted copper pair. The operating
range of VDSL is limited to 1,000 to 4,500 feet (304.8 to 1,372 meters). The Cisco Long
Reach Ethernet (LRE) solution is based on Ethernet over VDSL.

m  High-data-rate digital subscriber line (HDSL): HDSL is commonly used as a T1 or E1
replacement. Because HDSL provides T1 or E1 speed, telephone companies have been
using HDSL to provision local access to T1 or E1 services whenever possible. The
operating range of HDSL is limited to 12,000 feet (3658.5 meters), so signal repeaters are
installed to extend the reach.
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DSL Limitations

This topic describes the distance limitations of DSL.

DSL Distance Limitations
ﬂ

DSL Technalogy m':‘:fiu:ﬂmkgﬂ?m] wrﬁ'r'?ﬁ-ﬁh Ky Abwritates
vosL [SVReeniiTie MR [l
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IDSL 1d44kiops f 144kbps 12,000 (5.6 [wircpratars) Msﬁt-éﬂmylﬂcm
SDSL 1163Kbps  1163kbps 12,000 {3851 hi!;‘g;;irla
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* The tradeoff between different DSL variants is reach vs. speed.
* Maximum Reach numbers are best-case assuming “clean” copper.
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The trade-off among various DSL types is reach versus speed. The longer the local loop, the
lower the maximum speed the DSL connection can support.

For example, VDSL supports the highest speed but it has the shortest distance limitation.

For ADSL, the maximum distance is typically about 18,000 feet (5,460 meters). To support the
maximum ADSL download speed of 8 Mbps, the CPE must be very close to the CO, within
several thousand feet.

The maximum speed listed in the figure assumes that there are minimal local loop impairments.
Here are some of the many local loop impairments that will influence the maximum speed of
the DSL connections and the ability to obtain DSL service in an area:

m  Loading coils in the local loop: Loading coils will cut off (block) the DSL frequency.
Loading coils are used to improve POTS quality on long local loops. They are effectively
low-frequency band pass filters. Loading coils must be removed from the local loop to
support DSL.

= Distance from CO to the DSL CPE: The longer the distance, the lower the speed.
B Gauge of wire used in the local loop: Thicker wire supports higher speeds.

®  Wire gauge change: Changes in wire gauge cause an impedance mismatch that can reduce
speed.

®  Bridge taps: Bridge taps in the local loop cause reflections that can reduce speed.

m  Crosstalk: Crosstalk between different wires in the same bundle can cause interference
that can reduce speed.

®m  AM radio: AM radio interference can also reduce speed.
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ADSL

This topic describes ADSL fundamental concepts.

ADSL
ﬂ

- ADSL is designed to coexist with POTS, unlike most
other DSL types.

+ ADSL provides slow upstream speed for uploading
(sending) low-data-rate requests.

- ADSL provides fast downstream speed for downloading
bursts of rich graphics and multimedia content.

- ADSL features three basic modulation techniques:

— Carrierless Amplitude and Phase
(CAP) modulation

— Discrete MultiTone (DMT)
— Consumer/Mass-Market DMT (G.lite)

NOTE: The type of modulation must match the provider.

ms, Inc. Al rights reserved BCRAN v21—4-5

ADSL features three basic modulation techniques:

m  Carrierless Amplitude and Phase (CAP) modulation

m  Discrete Multitone (DMT) modulation

m  Consumer/mass-market DMT (G.lite). This technique is the most popular.

DMT is a line code that is implemented in ITU 992.1 (G.dmt), ITU 992.2 (G.lite), and ANSI

T1.413 Issue 2. DMT divides the 1-MHz spectrum offered by a telephone line into multiple
4-kHz subchannels. Each subchannel is optimized based on the local loop characteristics.

In contrast, CAP relies on a single channel for upstream and another single channel for
downstream.

An installer must check with the service provider to determine which modulation technique is
being used. The modulation method used must correspond with the ADSL CPE and the ADSL
modems on the DSLAM.
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ADSL and POTS Coexistence

This topic describes how ADSL and POTS coexist.

ADSL and POTS Coexistence

| A key feature of ADSL is coexistence with POTS. |

ETAMDARD
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Customer Pramises Central Office

+ ADSL permits transmission of voice and data signals on the samewire pair.
» Offloads data circuits from the voice switch.
+ POTS splitter at the CO separates analog POTS from data.

« Microfilters at customer premises percent off-hook interference between
analog voice signal and ADSL signal.
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ADSL is designed to coexist with POTS voice service because ADSL does not overlap the
POTS frequency range. ADSL and POTS can be carried over the same wire (local loop) to the
CO.

A POTS splitter at the CO splits up the POTS (voice) and ADSL (data) traffic. The POTS
traffic goes to the voice switch in the CO, and the ADSL traffic goes to the DSLAM in the CO.
The POTS splitter is a passive device. In the event of a power failure, the voice traffic will still
be carried to the voice switch in the CO.

ADSL offloads the data (modem) traffic from the voice switch and keeps analog POTS separate
from data. Separating voice and data traffic provides fail-safe 911 emergency-call services for
POTS operation in the United States.

At the customer premises, a POTS splitter can be installed at the network interface device
(NID) by the service provider technician. However, this process will require a trunk roll
(having a technician go out to the customer site to install the POTS splitter) to set up the ADSL
service. Instead of installing a POTS splitter at the NID, most installations today use
microfilters. Microfilters can be installed by the customer and prevent off-hook interference
between the analog voice signal and ADSL signal. A microfilter is a passive low-pass filter
with two ends. One end connects to the telephone, and the other end connects to the telephone
wall jack.
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ADSL Channels and Encoding

This topic describes the encapsulation types for ADSL.

ADSL Channels and Encoding
ﬂ

CAP
1.1 MHz

Downstream data

250 kH=

20 kHz
Up to 4 kHz
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There are two competing and incompatible standards for ADSL. The official American
National Standards Institute (ANSI) and ITU standard for ADSL is DMT. Most of the ADSL
equipment installed today uses DMT. An earlier and more easily implemented modulation
method was the CAP system, which was used on many of the early installations of ADSL.
Unlike DMT, CAP is proprietary.

CAP operates by dividing the signals on the telephone line into three distinct bands. Voice
conversations are carried in the 0-to-4 kHz band, because they are in all POTS circuits. The
upstream channel is carried in a band between 25 and 160 kHz. The downstream channel
begins at 240 kHz and goes up to a point that varies, depending on a number of conditions (line
length, line noise, or number of users in a particular telephone company switch) but has a
maximum of about 1.5 MHz. This system, with the three channels widely separated, minimizes
the possibility of interference between the channels on one line or between the signals on
different lines.
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ADSL Basics—CAP vs DMT
Modulation

ﬂ

DMT
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DMT also divides signals into separate channels, but does not use two fairly broad channels for
upstream and downstream data. Instead, DMT divides the data into 250 separate channels, each
4 kHz. Each channel is monitored and, if the quality is too impaired, the signal is shifted to
another channel. This system constantly shifts signals among different channels, searching for
the best channels for transmission and reception. Because DMT uses 250 channels, it is more
complex to implement than CAP, but it gives more flexibility on lines of differing quality.

G lite is a less complex version of the DMT standard. Also known as half-rate DMT, G.lite uses
only half as many subchannels as DMT and supports a lower maximum downstream speed of
1.5 Mbps and a maximum upstream speed of 640 kbps.
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Data over ADSL: Bridging

This topic describes bridging functionality.

Data over ADSL: Bridging
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» Subscriber Ethernet traffic is bridged over ATM using ATM Adaptation Layer 5 (AALS5).
» All subscribers are in the same broadcast domain (this is bridging).

- Bridged traffic can be routed via the BVI interface at the aggregation router.

« The BVI IP address is the end user’s PCs default gateway.

+ Bridging does not scale well.
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DSL is a high-speed Layer 1 transmission technology that works over copper wires. ATM is
used as the data-link layer protocol over DSL.

A DSLAM is basically an ATM switch containing DSL interface cards. The DSL Layer 1
connection from the CPE is terminated at the DSLAM. The DSLAM terminates the ADSL
connections, then switches the traffic over an ATM network to an aggregation router. For
example, the Cisco 6160 DSLAM has an OC-3 ATM uplink and can terminate up to 256 DSL
subscriber lines.

There are three major approaches to encapsulating an IP packet over an ATM/DSL connection:
m  RFC 1483/2684 Bridged

m  PPPoE

m  PPPoA

RFC 1483/2684 describes two methods for carrying the traffic over an ATM network. These
methods are routed and bridged protocol data units (PDUs). This topic examines only the
bridged method.

Using RFC 1483 Bridging, the ADSL CPE is bridging the Ethernet frame from the PC of the
end user to the aggregation router (this process will be similar in PPPoE).

At the aggregation router, integrated routing and bridging (IRB) can be used to provide the
ability to route between a bridge group and a routed interface using a concept called Bridge-
Group Virtual Interface (BVI). The BVI, a virtual interface within the router, acts like a normal
routed interface that does not support bridging, but represents the corresponding bridge group
to routed interfaces within the router.
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Some of the advantages of bridging are as follows:

Bridging is simple to understand and to implement because there are no complex issues of
routing, authentication requirements for users, and so forth.

The CPE in bridge mode acts as a dumb device and does not require any routing
functionalities.

Troubleshooting is minimal because whatever comes in from the Ethernet side passes
(bridged) over to the ATM WAN side.

Bridging architecture is easy to install because of its simple nature.

Bridging is ideal for single-user Internet access, because the CPE acts as a set-top box.
There is no complex troubleshooting required for upper-layer protocols and there is no
requirement for additional client software installation on the end-user PCs.

Some of the disadvantages of bridging are as follows:

Bridging depends heavily on broadcasts to establish connectivity.

Bridging broadcasts to thousands of users and is inherently unscalable. It consumes
bandwidth across the xDSL loop of users and requires resources at the headend router to
replicate packets for the broadcast over a point-to-point (ATM permanent virtual circuit
[PVC]) medium.

Bridging is inherently insecure and requires a trusted environment because Address
Resolution Protocol (ARP) replies can be spoofed and a network address can be hijacked.

Broadcast attacks can be initiated on the local subnet, which will deny service to all
members of the local subnet.

IP address hijacking is possible in a bridge environment.

In a bridged environment, a DHCP server located at the service provider traditionally
allocates IP addresses to the end-user PC. The BVI IP address is the end-user PCs default
gateway.

Certain Internet service providers (ISPs) have used an approach of providing illegal IP
addresses to their subscribers and then performing Network Address Translation (NAT) at the
service provider aggregation router. However, this approach does not scale very well as the
number of subscribers increases because the large number of address translations tax the
processing power and memory requirements of the router.

RFC 1483 Bridging is more suitable for smaller ISPs or corporate access, where scalability
does not become an issue. RFC1483 Bridging has become the choice of many smaller ISPs
because it is very simple to understand and implement. However, security and scalability issues
are causing bridging architecture to lose its popularity.

ISPs are now opting for PPPoA or PPPoE, which are more scalable and much more secure than
bridging, but are more complex and not very easy to implement.
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Data over ADSL: PPPoE

This topic describes PPPoE functionality.

Data over ADSL: PPPoE
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PPPOE is also a bridged solution, similar to RFC 1483/2684 Bridging. As with RFC 1483/2684
Bridging, the CPE is bridging the Ethernet frames from the PC of the end user to an
aggregation router over ATM. But in this case, the Ethernet frame is carrying a PPP frame
inside it. The PPP session is established between the end-user PC (the PPPoE client) and the
aggregation router.

In the PPPoE architecture, the PC of the end user runs the PPPoE client software to connect to
the ADSL service. The PPPoE client software first encapsulates the end-user data into a PPP
frame, and then the PPP frame is further encapsulated inside an Ethernet frame. The IP address
allocation for the PPPOE client is based on the same principle as PPP in dial mode, which is via
IP Control Protocol (IPCP) negotiation, with Password Authentication Protocol (PAP) or
Challenge Handshake Authentication Protocol (CHAP) authentication. The aggregation router
that authenticates the users can use either a local database on the aggregation router or a
RADIUS (authentication, authorization, and accounting [AAA]) server.

PPPoE provides the ability to connect a network of hosts over a simple bridging CPE to an
aggregation router. With this model, a host uses its own PPP stack and the user is presented
with a familiar user interface (using the PPPoE client software) similar to establishing a dialup
connection. Unlike PPPoA, access control, billing, and type of service can be controlled on a
per-user, rather than a per-site, basis.
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Note If supporting end-user PPPoE client software is undesirable, then CPE such as the Cisco
827 router can be configured as the PPPoE client. In this case, the Cisco 827 router acts as
a router rather than as a simple bridge. It can also act as the DHCP server and use
NAT/Port Address Translation (PAT) to allow multiple users behind the router to connect to
the service providers using a single ADSL connection and a single PPP username and
password.

Note If an external ADSL modem is used, a Cisco 806 router can be used behind the ADSL
modem, and the Cisco 806 router can be configured as the PPPoE client. The Cisco 806
router can also act as the DHCP server and use NAT/PAT to allow multiple users behind the
router to connect to the service providers using a single ADSL connection and a single PPP
username and password.
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Data over ADSL: PPPoE (Cont.‘

« PPP session is from the end user PC to the aggregation router.
« Subscriber PC IP address assigned by the aggregation router via IPCP.
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PPP normally works over a point-to-point connection only. Additional enhancements to PPP
were needed to support PPP over an Ethernet multiaccess environment.

As specified in RFC 2516, PPPoE has two distinct stages, a discovery stage and a PPP session
stage.

When the discovery stage is complete, both PPPoE peers know the PPPoE session ID and the
other Ethernet address of the peer, which together uniquely define the PPPoE session. There are
four steps to the discovery stage:

Step 1 The PPPOE client (end-user PC) broadcasts a PPPoE Active Discovery Initiation
(PADI) packet.

Step 2 The PPPOE server (aggregation router) sends a PPPoE Active Discovery Offer
(PADO) packet.

Step 3 The PPPoE client sends a unicast PPPoE Active Discovery Request (PADR) packet
to the PPPoE server.

Step 4 The PPPOE server sends a PPPoE Active Discovery Session-Confirmation (PADS)
packet.

PPP then goes through the normal link control protocol (LCP) and Network Control Protocol
(NCP)-(IPCP) process.

When a host initiates a PPPoE session, it must first perform discovery to identify which PPPoE
server can meet the client request. Then, the host must identify the Ethernet MAC address of
the peer and establish a PPPoE session ID. Although PPP defines a peer-to-peer relationship,
discovery is inherently a client-server relationship. In the discovery process, a host (the PPPoE
client) discovers an aggregation router (the PPPoE server).
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There may be more than one PPPoE server that the host (the PPPoE client) can communicate
with, based on the network topology. The discovery stage allows the host to discover all PPPoE
servers and then select one.

When discovery has been completed successfully, both the host and the selected PPPoE server
have the information they will use to build their point-to-point connection over the Ethernet.
After the PPPoE session begins, PPP goes through the normal LCP and NCP (IPCP) process.

A PPPoE Active Discovery Terminate (PADT) packet may be sent anytime after a session has
been established to indicate that a PPPoE session has been terminated. Either the host or the

PPPOE server may send it.

For more information on the PPPoE specification, refer to RFC 2516.

Note As per RFC 2516, the maximum-receive-unit (MRU) option must not be negotiated to a size
larger than 1492 bytes, because Ethernet has a maximum payload size of 1500 octets. The
PPPoE header is 6 octets and the PPP protocol ID is 2 octets, so the PPP MTU must not be
greater than (1500 — 8) 1492 bytes.
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Data over ADSL: PPPoOA

This topic describes PPPoA functionality.

Data over ADSL: PPPoA
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« PPP session is from the CPE to the aggregation router.
« CPE receives an IP address via IPCP like the dial model.

inc. Al rights reserved. BCRAN v2.1—4-12

PPPoA is a routed solution, unlike RFC 1483 Bridged and PPPoE, where the CPE is setup as a
bridge. With PPPoA, the CPE is routing the packets from the PC of the end user over ATM to
an aggregation router. The PPP session is established between the CPE and the aggregation
router. Unlike PPPoE, PPPoA does not require a host-based software.

The CPE device must have a PPP username and password configured for authentication to the
aggregation router that terminates the PPP session from the CPE. The aggregation router that
authenticates the users can either use a local database on the aggregation router or a RADIUS
(AAA) Server. The PPPoA session authentication can be based on PAP or CHAP. After the
PPP username and password have been authenticated, IPCP negotiation takes place and the IP
address is assigned to the CPE. After the IP address has been assigned, a host route is
established both on the CPE and the aggregation router. The aggregation router must assign
only one IP address to the CPE, and the CPE can be configured as a DHCP server and use
NAT/PAT to support multiple hosts connected via Ethernet behind the CPE.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

+ ADSL provides faster downloading speed than
uploading speed.

- SDSL provides exactly the same downloading and
uploading speeds.

* ADSL is designed to co-exist with POTS because
there is a POTS splitter at the CO.

* The trade-off between different DSL types is reach
versus speed.

* The three common encapsulation methods are:
RFC1483/2684 Bridging, PPPoE, and PPPoA.
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Quiz

Use the practice items here to review what you learned in this lesson. The correct answers are
found in the Quiz Answer Key.

QD

Q2)

Q3)

Q4)

Q5)

DSL utilizes high transmission frequencies up to what limit?

A) 1 MHz
B) 2MHz
C) 3 MHz

Which of the following DSL variants offers symmetric speed up to 2.3 Mbps and is an
ITU standard?

A)  IDSL
B)  ADSL
C)  SDSL

D) G.SHDSL

Which DSL variant offers the highest speed but the shortest reach?

A)  VDSL
B)  ADSL
C)  IDSL

D)  SDSL

E) G.SHDSL

The typical maximum distance limit for ADSL serviceis
A) 18,000 feet

B) 22,000 feet

0 30,000 feet

D) 5,000 feet

Which three of the following are ADSL modulation methods? (Choose three.)

A)  CAP

B)  DMT
C)  Glite
D) 2BIQ
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Q6)  ADSL is designed to coexist with POTS because .
A) the ADSL CPE combines voice and data signals
B) the DSLAM can be configured to separate the voice and data traffic

O) separate sets of transmission wires are used to transmit the voice and data
traffic

D) a POTS splitter at the CO separates voice and data frequency

Q7)  Which ADSL modulation method uses 250 subchannels that are 4 kHz each?

A)  CAP

B)  DMT
C)  Glite
D) 2BIQ

Q8)  Which three of the following are among the advantages of bridging? (Choose three.)
A) The CPE in bridge mode acts as a dumb device.

B) IP address hijacking is possible in a bridge environment.

0 Bridging architecture is easy to install because of its simple nature.

D) Bridging is very simple to understand and implement because there are no
complex issues about routing, authentication requirement for users, and so
forth.

Q9)  With the PPPoE client software running on the end-user PC, the PPP session is
established between which two devices?

A) the end-user PC and the aggregation router
B) the ADSL CPE and the aggregation router
O) the end-user PC and the ADSL CPE

D) the ADSL CPE and the DSLAM

Q10) PPPoE is specifiedin .
A) RFC 2516
B) RFC 2545
0) RFC 2216
D) RFC 2534

QI11) When using PPPoE, the MTU should be set to what size?
A) 1492 bytes
B) 1500 bytes
O 1508 bytes
D) 1518 bytes
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Q12) PPP over ATM requires which two of the following: (Choose two.)
A) host-based software on the end-user PC
B) no host-based software on the end-user PC
O) the CPE to be set up as a bridge
D) the CPE to be set up as a router

Q13) With PPPoA, the PPP session is established between which two devices?
A) the end-user PC and the aggregation router
B) the ADSL CPE and the aggregation router
O) the end-user PC and the ADSL CPE
D) the ADSL CPE and the DSLAM
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Quiz Answer Key

QD

Q2)

Q3)

Q4)

Q5)

Qo)

Q7)

Q8)

Q9)

Q10)

Q1

Ql12)

Ql13)

A

Relates to:

D

Relates to:

A

Relates to:

A

Relates to:

A,B,C

Relates to:

D

Relates to:

B

Relates to:

A,C,D

Relates to:

A

Relates to:

A

Relates to:

A

Relates to:

B,D

Relates to:

B

Relates to:

DSL Features

DSL Types

DSL Limitations

DSL Limitations

ADSL

ADSL and POTS Coexistence

ADSL Channels

Data over ADSL

Data over ADSL

Data over ADSL

Data over ADSL

Data over ADSL

Data over ADSL

and Encoding

: Bridging

: PPPoE

: PPPoE

: PPPoE

: PPPoA

: PPPoA
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Configuring the CPE as the
PPPoE Client

Overview

PPPOE provides the ability to connect a network of hosts over a simple bridging access device
to an aggregation router. Normally, the end-user PC uses the PPPoE client software on the PC
to connect to the DSL service. However, instead of using the PPPoE client software on the end-
user PC, the CPE can be configured as the PPPoE client. This configuration will allow multiple
PCs behind the CPE to connect to the DSL service using a single DSL connection and PPP
username and password. In this case, the CPE would be configured for routing. This lesson
discusses how to configure the Cisco 827 router CPE as the PPPoE client.

Relevance

This lesson provides an overview of the configuration of a PPPoE client on the Cisco 827
router CPE.

Objectives

Upon completing this lesson, you will be able to:

List the tasks required to successfully configure a PPPoE client connection on a Cisco 827
router

List and explain the commands required to configure a PPPoE client on a Cisco 827 router

List and explain the commands required to enable a dynamic IP address to be assigned via
IPCP

List and explain the commands required to configure PAT to scale DSL operations

List and explain the commands required to configure DHCP to scale DSL operations



Learner Skills and Knowledge

To benefit fully from this lesson, you must have these prerequisite skills and knowledge:

= All knowledge presented in the Introduction to Cisco Networking Technologies INTRO)
course

m  All knowledge presented in the Interconnecting Cisco Network Devices (ICND) course

Outline

This lesson includes these topics:

m  Overview

m  Configuration of a Cisco 827 Router as the PPPoE Client
m  Configuration of PPPoE in a VPDN Group

m  Configuration of a PPPoE Client

m  Configuration of the PPPoE DSL Dialer Interface
m  Configuration of PAT

m  PAT Configuration Example

m  DHCP to Scale DSL

m  Configuration of a DHCP Server

m  Configuration of a Static Default Route

m  PPPoE Sample Configuration

B Summary

®  Quiz
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Configuration of a Cisco 827 Router as the
PPPoE Client

This topic describes the configuration tasks that are required to configure a Cisco 827 router as
the PPPoE client. Configuring DSL requires global and interface configuration commands.

Configuration Tasks:

Configuring the CPE as the PPPoE Client
ﬂ

» Configure a PPPoOE virtual private data network
(VPDN) group

+ Configure the ATM Interface

» Configure a Dialer Interface

» Configure Port Address Translation
» Configure DHCP Server

» Configure a Static Default Route

ms, Inc. Al rights reserved BCRAN v21—4-2

Use the PPPoE DSL configuration tasks listed here in addition to dial-on-demand routing
(DDR)-derived commands.

1. Configure a PPPoE virtual private dialup network (VPDN) group.

2. Configure the ATM interface (ADSL interface) of the Cisco 827 router with an ATM PVC
and encapsulation.

3. Create and configure the dialer interface of the Cisco 827 for PPPoE with a negotiated IP
address and an MTU size of 1492.

4. Configure PAT on the Cisco 827 router to allow sharing of the dynamic public IP address
of the dialer interface.

5. Configure the Cisco 827 router to allow it to be the DHCP server for the end-user PCs
behind it.

6. Configure a static default route on the Cisco 827 router.
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Configuration of PPPoE in a VPDN Group

This topic describes how to configure PPPoE in a VPDN group. VPDN is a Cisco standard that
enables a private network dial-in service to span remote access servers.

PPPoE VPDN Configuration
ﬂ

| Router (config) #vpdn enable |

* Enables VPDN on the router

| Router (config) #vpdn-group name

» Creates a VPDN group

Router (config-vpdn-req-in) #request-dialin
Router (config-vpdn-req-in) #protocol pppoe

* Creates a request-dialin VPDN subgroup and
enables the subgroup to establish PPPoE sessions

inc. Al rights reserved BCRAN v21—4-3

VPDN permits networks to extend beyond the physical central network while giving to remote
users the appearance and functionality of being directly connected to a central network.

To enable PPPoE in a VPDN, use the enable vpdn command in global configuration mode.
Next, use the vpdn-group name command in global configuration mode to create a VPDN

group. Use the commands in the table to configure the VPDN group parameters in config-vpdn
mode.

VPDN Commands

Command Description
request-dialin Creates a request-dial-in VPDN subgroup
protocol pppoe Enables the VPDN subgroup to establish PPPoE sessions
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Configuration of a PPPoE Client

This topic describes how to configure a PPPoE client. After the VPDN group has been defined,
the ATM interface must be configured.

PPPoE Client Configuration
ﬂ

| Router (config) #interface atm number |

+ Configure the ATM interface

| Router (config) #pve vpi/veci

+ Identify the VPI/VCI virtual circuits

|Router(config-if-atm-vc) #pppoe-client dial-pool-number number

* Bind a dialer profile to the ATM interface

inc. Al rights reserved BCRAN v21—44

Configure the ATM interface (ADSL interface) of the Cisco 827 router with an ATM PVC and
encapsulation.

To configure a PPPoE client on an ATM interface, use the interface atm number command in
global configuration mode to enter interface configuration mode.

Next, specify the virtual path identifier/virtual channel identifier (VPI/VCI). A virtual path is a
logical grouping of virtual circuits (VCs) that allows an ATM switch to perform operations on
groups of VCs. A virtual channel describes a logical connection between the two ends of an
ATM VC. A PPPoE deployment offers no easy way to dynamically discover the PVC
(VPI/VCI) values. The DSL service provider will provide the VPI/VCI value to use in the
Cisco 827 router.

To configure the VPI/VCI, use the pve vpivei command.

Note ATM cells consist of five bytes of header information and 48 bytes of payload data. The VPI
and VClI fields in the ATM header are used to route cells through ATM networks. The VPI
and VClI fields of the cell header identify the next network segment that a cell must transmit
on its way to its final destination.

Next, configure the PPPoE client encapsulation and specify which dialer interface to use. Use
the pppoe-client dial-pool-number rnumber command to bind the ATM interface to a dialer
interface to set the encapsulation to PPPoE client.

Finally, configure the ATM interface by default with the dsl operating-mode auto command.
This default value should not be altered because it allows the Cisco 827 router to automatically
detect the proper modulation method to use.
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Configuration of the PPPoE DSL Dialer Interface

This topic describes the commands that are required to configure a DSL dialer interface. After
the ATM interface has been configured, the dialer interface must be configured.

Configuring the PPPoE Dialer Interface
ﬂ

interface ATHMO/ 0
na ip address

dsl operating-mode auto

pvc 8/35

pppoe-client dial-pool-number 1
!

interface Dialex»0
ip addres=s negotiated

ancapsulaticn ppp
dialer pool 1

no cdp enable

ip mtu 14%2

prp chap hostname cisco
prp chap password cisco

2004 Cisco Systems, Inc. Al rights reserved. BCRAN v2.1—4-5

Use the commands in the table for PPPoE DSL dialer configuration.

Dialer Commands for DSL

Command Description

ip address negotiated | Enables a dynamic address from the service provider using IPCP. With
IPCP, DSL routers automatically negotiate a globally unique (registered or
public) IP address for the dialer interface from the service provider
aggregation router.

encapsulation ppp Specifies PPP encapsulation for the dialer interface.
dialer pool number Specifies to which pool the dialer interface is assigned.
no cdp enable Stops Cisco Discovery Protocol (CDP) advertisements from going out the

dialer interface.

ip mtu 1492 Reduces the maximum Ethernet payload size from 1500 to 1492. (PPPoE
header requires 8 bytes).

dialer-group number Configures the dialer group number that will correspond with a dialer list to
identify interesting traffic.

Note Unlike ISDN DDR configuration, DSL is always on. Therefore, a dialer list is not required to
identify interesting traffic.
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Configuration of PAT

This topic describes how to configure addressing translations using PAT.

Configure PAT
---------------------‘lllllllllﬁﬂﬁ:ﬁﬂlllll

Router (config) #ip nat inside source list 101 interface Dialer0
overload

* Enable dynamic translation of addresses using the
assigned IP address of the Dlaler0 interface

|Router(config)#access-list 101 permit ip 10.0.0.0 0.255.255.255 any |

+ Specify the addresses that may be translated

| Router (config-if) #ip nat inside |

| Router (config-if) #ip nat outside |

* Ethernet interface as inside and the Dialer interface
as outside

inc. Al rights reserved BCRAN v2.1—4-6

NAT overload, commonly referred to as PAT, and PPP/IPCP are popular techniques used to

scale limited addresses. Using NAT overload means that you can use one registered IP address

for the interface to access the Internet from all devices in the network.
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PAT Configuration Example

This topic describes an example of configuring PAT.

PAT Configuration Example
ﬂ

1
intarfacse EtherrrnastD

ip address 10.0.0.1 255.0.0.0
ip nat inside

interface Dialerd

ip address negotiated
ip nat cutaida
encapsulation ppp
dialar pocl 1

no cdp apable

rpp chap hostname ciasco

pppr chap password 7 15110Z1F07T25

1

ip net inside source list 101 interface Dialerl overload
accase-list 101 permit ip 10.0.0.30 0.235,.255.255 any

BCRAN v21—4-7

The figure illustrates a sample PAT configuration on the Cisco 827 router.
The access list will match any source address in the 10.0.0.0 network.

In this example, the Dialer0 interface is the outside interface, and the Ethernet0 interface is the
inside interface.

The 10.x.x.x source addresses will be translated using PAT to the Dialer0 IP address. The
Dialer0 interface receives its IP address from the service provider aggregation router using
IPCP.
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DHCP to Scale DSL

This topic describes how to scale DSL.

Configure a DHCP Server
ﬂ

|Router(config) #ip dhcp pool [pool name] |

* Enable a DHCP pool for use by hosts

| Router (dhcp-config) #import all |

* Import DNS and WINS information from IPCP

|Router(dhcp-config) #network [network address] [subnet mask] |

» Specify the network and subnet mask of the pool

| Router (dhcp-config) #default-router [host address] |

+ Specify the default router for the pool to use

inc. Al rights reserved BCRAN v2.1—4-8

The Cisco IOS DHCP Server feature is a full implementation that assigns and manages 1P
addresses from specified address pools within the router to DHCP clients. After a DHCP client
has booted, the client begins sending packets to its default router. The IP address of the default
router should be on the same subnet as the client.

The Cisco IOS DHCP Server was enhanced to allow configuration information to be updated
automatically. Network administrators can configure one or more centralized DHCP servers to
update specific DHCP options within the DHCP pools. The remote servers can request or
“import” these option parameters from the centralized servers.
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Configuration of a DHCP Server

This topic describes how to configure the Cisco 827 router as the DHCP server for the end-user
PCs behind the router Ethernet interface.

DHCP Server Configuration Example
ﬂ

hostname ds=lrouter
T

ip dhep pool teaml
import all

network 10.0.0.0 255.0.0.0

default—router 10.0.0.1
L

interface Ethernetl

ip address 10.0.0.1 255.0.0.0
ip nat inside

'

inc. Al rights reserved. BCRAN v2.1—4-9

To configure a DHCP address pool on a Cisco IOS DHCP Server and enter DHCP pool
configuration mode, use the ip dhep pool name global configuration command.

To import DHCP option parameters into the Cisco IOS DHCP Server database, use the
import all DHCP pool configuration command. This example uses PPP IPCP.

To configure the subnet number and mask for a DHCP address pool on a Cisco IOS DHCP
Server, use the network network-number [mask | prefix-length] DHCP pool configuration
command.

To specify the default router list for a DHCP client, use the default-router address
[address2...address8] DHCP pool configuration command. Note that the DHCP server excludes
this address from the pool of assignable addresses.

The commands in the table here allow individual configuration of which DHCP option
parameters are requested.

ppp ipcp Commands

Command Description

PPP ipcp dns request Requests the Domain Name System (DNS) server addresses
from the peer

PPP ipcp wins request Requests the Windows Internet Name Service (WINS) server
addresses from the peer

4-92 Building Cisco Remote Access Networks (BCRAN) v2.1 Copyright #2004, Cisco Systems, Inc.



Configuration of a Static Default Route

This topic describes how to configure a default static route.

Configuring a Static Default Route
ﬂ

|Router(config)#ip route 0.0.0.0 0.0.0.0 dialer0 |

* The CPE can use a static default route to reach all
remote destinations

Inc. Al rights reserved BCRAN v2.1—4-10

Configure a static default route on the Cisco 827 router to allow the router to reach all unknown
destinations toward the dialer interface. In most DSL installations, the CPE will not be running
a dynamic routing protocol to the aggregation router of the service provider. Therefore, a static
default route is required on the Cisco 827 router.

When the PPPoE session has been established between the Cisco 827 router and the
aggregation router of the service provider, the dialer interface IP address is assigned from the
service provider aggregation router via IPCP. The service provider aggregation route will
automatically build a host route to reach the Cisco 827 router-dialer interface.
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PPPoE Sample Configuration

This topic describes an example of a complete PPPoE configuration.

PPPoE Sample Configuration

s toomes dolzoutar
1

ip fhep peal tsaml
matwork 10.0.0.0 286.06.0.0
gofaul t=roubee 10.0.0.1
1
wpdn enzbkla
1
VAR —GTOUE FRERE
I'EQ’LJEISE‘-.".L&]-J.I.'L
pratoccl pppcs
1
anberFaos AT/ O
e LR acslass
bl cpesrmbEairey sescke moko

P BATS
Prpoa-el tant Sral-pooloreerkar A

1
interface Ethercat(

ip address 10.0.0.1 255.0.0.0
ip nab fpside

Systems, Inc. Al rights reserved.

ﬂ

dntaslace Dialaxd

1o address negotisbed

sncapsulatice rrp

dialer moal 1

1o mbto 1432

1z nat gukside

Fep aunkhenbimmtaen chas mallan

Eempr echias pasmswssd myssscowed

)

ip oab inside scurce List 101
anterlace Dlales) verlosd

eocags- list 100 pemit ap 10.0.0.0
0,225,825, 250 any

Ap moate 0000000 CU0L 00D paelecd
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The sample shows the commands for configuring DHCP services and the commands for setting

up static default routing.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

» Configuring DSL requires global and interface
configuration commands.

* In DSL, an ATM VCI/VPI pair must be configured to
match the service provider.

 After the ATM interface is configured, the dialer
interface must be configured.

* The Cisco 827 router performs PAT and serve as a
DHCP server for the end-user PCs.

* A static default routes is configured on the Cisco
827 router.
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Quiz
Use the practice items here to review what you learned in this lesson. The correct answers are

found in the Quiz Answer Key.

Q1)  When configuring a PPPoE client on the Cisco 827 router, on which interface is the
MTU size set to 14927

A) the Ethernet interface
B) the ATM interface
O) the serial interface

D) the dialer interface

Q2)  Which PPPoE configuration command is used to establish PPPoE sessions?
A) request-dialin
B) protocol pppoe
B) enable vpdn
O) vpdn enable
D) vpdn-group name
Q3)  Which ATM interface configuration command is used to set the VPI/VCI on a Cisco
router?
A) encapsulation pve 1/32
B) pve 1/32
O) interface-dlci 1/32
D) vpi/vei 1/32
Q4)  Which dialer interface command sets the maximum Ethernet payload size from 1500 to
14927
A) mtu 1492
B) ip mtu 1492
B) 1492 mtu

O) no such command
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Quiz Answer Key

Ql) D
Relates to: Configuration of a Cisco 827 Router as the PPPoE Client
Q2) B
Relates to: Configuration of PPPoE in a VPDN Group
Q3 B
Relates to: Configuration of a PPPoE Client
Q4) B

Relates to: Configuration of the PPPoE DSL Dialer Interface
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Configuring DSL with PPPoA

Overview

DSL is an ideal solution for high bandwidth remote access to a central site.

Relevance

This lesson provides an overview of the concepts and configuration of PPPoA on a Cisco 827
router CPE.

Objectives

Upon completing this lesson, you will be able to:

List the tasks required to successfully configure a Cisco 827 router for PPPoA DSL
connection

List and explain the commands required to configure an ATM interface for PPPoA

List and explain the commands required to configure a dialer interface for PPPoA
operations

List and explain the commands required to configure PAT to scale DSL operations

List and explain the commands required to configure a DHCP server to scale DSL
operations

Learner Skills and Knowledge

To benefit fully from this lesson, you must have these prerequisite skills and knowledge:

All knowledge presented in the Introduction to Cisco Networking Technologies INTRO)
course

All knowledge presented in the Interconnecting Cisco Network Devices (ICND) course



Outline

This lesson includes these topics:

Overview

Configuration of a PPPoA DSL Connection
DSL Modulation Configuration
Configuration of the DSL ATM Interface
Configuration of the DSL Dialer Interface
Configuration of PAT

PAT Configuration Example

DHCEP to Scale DSL

Configuration of a Static Default Route
PPPoA Sample Configuration

Summary

Quiz
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Configuration of a PPPoA DSL Connection

This topic provides a list of configuration tasks that are required to configure a PPPoA DSL
connection. Configuring DSL requires global and interface configuration commands.

Configuration Tasks for DSL
ﬂ

+ Configure the ATM Interface
» Configure a Dialer Interface
» Configure Port Address Translation

+ Configure DHCP
» Configure a Static Default Route

ms, Inc. Al rights reserved BCRAN v21—4-2

Use the tasks listed here in addition to DDR-derived commands to configure DSL:

1. Configure the ATM interface (ADSL interface) of the Cisco 827 router with an ATM PVC
and encapsulation. Specify the VCI/VPI that has been assigned by the service provider.
Assign the ATM interface to a dialer pool.

2. Configure a dialer interface. Use IPCP IP address negotiation and PPP CHAP or PAP
authentication.

3. Configure PAT.
4. Configure DHCP. The Cisco 827 router can be the DHCP server for the end-user PCs.

5. Configure a static default route.
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DSL Modulation Configuration

This topic describes the dsl operating-mode command. Selecting the correct DSL modulation
is crucial when configuring DSL.

DSL Modulation Configuration
ﬂ

Router (config) #interface atm 0
Router (config-if)#dsl operating-mode auto

* Permits the router to automatically determine the
service provider’s DSL modulation.
* This is the default setting on the Cisco router.

Inc. Al rights reserved BCRAN v21—4-3

Use the dsl operating-mode auto interface configuration command to specify that the router
will automatically detect the DSL modulation that the service provider is using and set the DSL
modulation to match.

An incompatible DSL modulation configuration can result in failure to establish a DSL
connection to the DSLAM of the service provider.
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Configuration of the DSL ATM Interface

This topic lists and explains the command required to configure the ATM interface on the
Cisco 827 ADSL router. In DSL, an ATM VC must be configured to communicate with the
service provider.

Configure the DSL ATM Interface
ﬂ

| Router (config-if) #pve 1/32 |

* Create an ATM PVC for the router.
NOTE: the PVC VPI/VCI must match the provider.

|Router(config-atm-vc) #encapsulation aal5mux ppp dialer

+ Use the encapsulation command to identify the
layer 2 encapsulation.

|Router(config-atm-vc) #dialer pool-member 1

- Specify a dialer pool-member.

NOTE: DSL only runs between the CPE and the DSLAM.

2004 Cisco Systems, Inc. Al rights reserved BCRAN v21—44

Use the pve interface configuration command with the VPI/VCI to set the VPI/VCI that is used
by the DSL service provider, as shown in the table here. Settings for the VPI/VCI value on the
Cisco 827 router must match the DSLAM of the service provider switch configuration. ATM
uses the VPI/VCI to identify an ATM VC.

pvc Commands

Command Description
vpi Virtual path identifier from service provider
vci Virtual circuit identifier from service provider

The encapsulation method must correspond with that configured on the aggregation router. The
table here shows encapsulation commands.

Use the dialer pool-member command to specify which dialer interfaces may use the ATM
physical interface on the Cisco router.

Encapsulation Commands

Command Description

encapsulation aalSmux ppp | Sets the encapsulation for PPPoA, which uses ATM adaptation layer
dialer 5 (AALS5) in the mux mode

dialer pool-member Links the ATM interface to a dialer interface
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Configuration of the DSL Dialer Interface

This topic lists and reviews the commands that are required for configuring the DSL dialer
interface After the ATM interface has been configured, the dialer interface must be configured.

Configuring the DSL Dialer Interface
ﬂ

t
interfacs ATH O
no ip address

pve B/35
ancapsulaticn aalSmux ppp disler
dialer paacl-membar 1

1

intarface dialerd
ip address negotiated
encapaulation ppp

dialer pool 1
no odp enable
ppp chap hostname clisco
PPPp chap password clsco

inc. Al rights reserved. BCRAN v2.1—45

Use the commands in the table for DSL dialer configuration.

Dialer Commands for DSL

Command Description

ip address negotiated | Enables a dynamic address from the service provider aggregation router
using IPCP. With IPCP, DSL routers automatically negotiate a globally
unique (registered or public) IP address for the dialer interface from the
aggregation router of the service provider.

encapsulation ppp Specifies PPP encapsulation for the dialer interface.

dialer pool 1 number Specifies to which pool the dialer interface is assigned. Links the dialer
interface to the ATM interface.

no cdp enable Stops CDP advertisements from going out the dialer interface.

ppp chap hostname Specifies the hostname for CHAP authentication.

ppp chap password Specifies the password for CHAP authentication.
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Configuration of PAT

This topic describes how to configure address translations using PAT.

Configure PAT
ﬂ

Router (config) #ip nat inside source list 101 interface
Dialer0 overload

* Enable dynamic translation of addresses using the
assigned IP address of the Dialer0 interface.

Router (config) #access-1ist 101 permit ip 10.0.0.0
0.255.255.255 any

- Specify the addresses that may be translated.

| Router (config-if) #ip nat inside |

| Router (config-if) #ip nat outside |

- Establish the Ethernet interface as inside and the
Dialer interface as outside.

inc. Al rights reserved BCRAN v2.1—4-6

NAT overload, commonly referred to as PAT, and PPP/IPCP are popular techniques that are
used to scale limited addresses. Using NAT overload means that you can use one registered IP
address for the interface to access the Internet from all devices in the network.
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PAT Configuration Example

This topic describes an example for configuring PAT.

PAT Configuration Example
ﬂ

1
interfacae Ethernatd
ip address 10.0.0.1 266.0.0.0
ip nat inside
1
:;.nl;n;urfai:-a Dimlarch
ip addoess negetiatsd
ip nat outside
gnoapsulaticn ppo
dialer pool 1
e oodpr anakbl e
ppp Chap hos bname alsoo
Pep chap password 7 15110Z1F0725
I
ip nat inside source list 101 interface Dialerd overload
acsass-list 101 parmit ip 10.0.0.0 0,255 255 255 any
1 b

BCRAN v21—4-7

The figure illustrates a sample PAT configuration on the Cisco 827 router.
The access list will match any source address in the 10.0.0.0 network.

In this example, the Dialer0 interface is the outside interface and the Ethernet0 interface is the
inside interface.

The 10.x.x.x source addresses will be translated using PAT to the Dialer0 IP address. The
Dialer0 interface receives its IP address from the service provider aggregation router using
IPCP.
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DHCP to Scale DSL

This topic describes how to scale DSL with DHCP.

Using DHCP to Scale DSL
ﬂ

|Router(config) #ip dhcp pool [pool name] |

* Enable a DHCP pool for use by hosts

| Router (dhcp-config) #import all |

* Import DNS and WINS information from IPCP

|Router(dhcp-config) #network [network address] [subnet mask] |

» Specify the network and subnet mask of the pool

| Router (dhcp-config) #default-router [host address] |

+ Specify the default router for the pool to use

inc. Al rights reserved BCRAN v2.1—4-8

The Cisco IOS DHCP Server feature is a full DHCP server implementation that assigns and
manages [P addresses from specified address pools within the router. After a DHCP client has
booted, the client begins sending packets to the default router. The IP address of the default
router should be on the same subnet as the client.

The Cisco IOS DHCP Server was enhanced to allow configuration information to be updated
automatically. Network administrators can configure one or more centralized DHCP servers to
update specific DHCP options within the DHCP pools. The remote servers can request, or
“import” these option parameters from the central servers.
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Configuration of a Static Default Route

This topic describes how to configure a static default route.

Configuring a Static Default Route
ﬂ

|Router(config)#ip route 0.0.0.0 0.0.0.0 dialer0 |

* The CPE can use a static default route to reach all
remote destinations

Inc. Al rights reserved BCRAN v21—4-9

Configuring a static default route on the Cisco 827 router allows the router to reach all
unknown destinations toward the dialer interface. In most DSL installations, the CPE will not
be running a dynamic routing protocol to the aggregation router of the service provider.
Therefore, a static default route is required on the Cisco 827 router.

When the PPP session has been established between the Cisco 827 router and the aggregation
router of the service provider, the dialer interface IP address is assigned from the aggregation
router of the service provider via IPCP. The aggregation router of the service provider will
automatically build a host route to reach the Cisco 827 router dialer interface.
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PPPoA Sample Configuration

This topic describes an example of a PPPoA configuration.

PPPoA Sample Configuration
ﬂ

inbasface Dialae:d
LR RLAEGEF negrilatad

hostnoams delrooctoe
v

ap dhcy poed beaml imomak oukside
netwsrx 10.0.0.0 255.0.0.0 cocapulalion ppp
dafaul t-renkar 10.0.0.1 dialec peal 1

im naT outslde

Fppe ohap hmetname Jisos

FEp chap pesawcsd ¢ OL0GDEOIAGRLR
'

r
dal aperabing-mads ans=a
'Ir'l.-.i-i-r'l"w AT S '
no ip addroos ip nat inside sseros lier M
pwo 1732 ineerfare Bialerd pverlasd
encapsulation aalimox zpp daalec access-Llist 101 pecdt ip 10.0.0.0
dialer pool-mambas 1 0,385 235 085 ary

I
ankbact moes Kb cowet D apr ek 00000 GL0.0.0 Doalersd

ip addipeams 10.0.0.10 255.0.0.0
L nal inesde
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2004 Cisco Systems, Inc. Al rights reserved.

The sample shows an example of the commands that are used for configuring PPPoA.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

» Configuring DSL requires global and interface
configuration commands.

* In DSL, an ATM VCI/VPI pair must be configured to
communicate with the service provider.

* Once the ATM interface is configured, the dialer
interface must be configured.

» The Cisco 827 router performs PAT and serves as
a DHCP server for the end-user PCs.

+ A static default routes is configured on the Cisco
827 router.

4-110 Building Cisco Remote Access Networks (BCRAN) v2.1 Copyright #2004, Cisco Systems, Inc.



Quiz
Use the practice items here to review what you have learned in this lesson. The correct answers
follow in the Quiz Answer Key.

Q1)  When configuring DSL on a Cisco router, where does the information for the correct
VCI/VPI come from?

A) the DSL service provider

B) the DSL modem manufacturer
O) the local electronics retail store
D) can be any number that is locally assigned by the customer

Q2)  Which Cisco router command is used to permit the DSL router to determine
modulation automatically?

A) dsl modulation auto
B) dsl operating-mode auto
B) dsl hub-type auto
O) dsl dmt-type auto
Q3)  Which ATM interface configuration command is used to set the encapsulation method
to PPPoA?
A) encapsulation aalSmux ppp dialer
B) encapsulation ppp
0 encapsulation pppoa
D) encapsulation aalS dialer pool-member 1
Q4)  Which dialer interface configuration command is used to stop CDP advertisements on a
Cisco router?
A) no cdp run
B) no cdp enable
O) no cdp adv
D) cdp disable
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Quiz Answer Key

Q) A
Relates to:
Q2) B
Relates to:
Q3) A
Relates to:
Q4) B
Relates to:

Configuration of a PPPoA DSL Connection

DSL Modulation Configuration

Configuration of the DSL ATM Interface

Configuration of the DSL Dialer Interface
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Troubleshooting DSL

Overview

The lesson presents some common reasons why the ADSL connection might fail to be
established and describes how to repair the connection if it fails.

Relevance

This lesson provides an overview of troubleshooting methods for Layer 1 and Layer 2.

Objectives
Upon completing this lesson, you will be able to:
m  List the tasks required to troubleshoot Layer 1 (physical) issues

m  List the tasks required to troubleshoot Layer 2 (data link) issues

Learner Skills and Knowledge
To benefit fully from this lesson, you must have these prerequisite skills and knowledge:

m  All knowledge presented in the Introduction to Cisco Networking Technologies (INTRO)
course

m  All knowledge presented in the Interconnecting Cisco Network Devices (ICND) course



Outline

This lesson includes these topics:

Overview

Layer Troubleshooting

Layer 1 Issues

Administratively Down State for an ATM Interface
Correct Power Supply

Correct DSL Operating Mode

Layer 2 Issues

Data Received from the ISP

Proper PPP Negotiation

Summary

Quiz
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Layer Troubleshooting

This topic describes the first troubleshooting step, determining which layer of the ADSL
service is failing. There could be many reasons why the DSL connection might not be

functioning properly.

Determining the Layer to Troubleshoot
ﬂ

827 -1ffshow del int atm 0

Madam Status:
DSL Mode:
ITU STD AUK:

Wersdor 10:
YWondor Spocific:
Vendar Gauntry:

Capacity Used:
Moise Margin:
Ourtput Foweer:
<guiput omitted>

Bpocad [kKips):
<autput amitted=

ATU-R (5]

Showtime (DWTDSL_SHOWTIME)

MU G.392.1 [G.DMT)
Dxin

“ALCE
L ELia il
LLEL i}

9T%
50 4B
A6 dBm

Interieawe

TE1E

Famst

ATULE [US)

1
GIPN
Ox0002
L]

100%
6.0de
12.0 dBm

bterleave Fast

E3H ]
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+ Showtime will appear after the DSL modem has trained.

BCRAN v21—4-2
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Failure can occur at Layer 1, Layer 2, or Layer 3. This topic focuses on Layer 1 and Layer 2.

To troubleshoot Layer 1 problems, you can use the show dsl interface atm 0 command to

verify that the Cisco 827 router is trained to the DSLAM. If the router is successfully trained to

the DSLAM, this command will also display the trained upstream and downstream speed in

kbps.

If training is successful, the problem could be a Layer 2 problem.

If training is not successful, as shown in the following sample output, you must continue
troubleshooting to isolate the Layer 1 problem.

827-1# sh dsl int atm 0

Line not activated: displaying cached data from last

activation

Log file of training sequence:

<output omitteds>
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Layer 1 Issues

This topic describes the steps that are used to determine whether Layer 1 is the cause of the
problem.

Layer 1 Issues
ﬂ

* Is the Carrier Detect (CD) light on the front panel of the
Cisco 827 on or off?

— If the CD light is on, go to the Layer 2 Issues section of this
document.

— If the CD light is off, continue with the next question.

* Is your service provider using a DSLAM that supports the
Alcatel DSL chipset? Does the modulation match with what the
DSLAM is using?

— Verify this information with your service provider.

* Is the DSL (ATM) port on the back of the Cisco 827 plugged into
the wall jack?

— If the DSL (ATM) port is not plugged into the wall jack,
connect the port to the wall with a 4-pin or 6-pin RJ-11cable.
This is a standard telephone cable.

inc. Al rights reserved BCRAN v21—4-3

If the ATM 0 interface status is down and down, the router is not seeing a carrier on the ADSL
line. To determine the ATM 0 interface status, issue the show interface atm 0 command from
enable mode of the router:

Router# show interface atm 0

ATMO is down, line protocol is down

This message generally indicates one of two issues:

1. The active pins on the DSL wall jack may be incorrect.

2. The service provider may not be providing DSL service on this wall jack.

Determine whether the cable pinout is correct.
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Cisco 827 Router xDSL Port Pinouts

Pin Description
3 XDSL_Tip
4 XDSL_Ring

The RJ-11 connector provides an xDSL connection to external media via a standard RJ-11
6-pin modular jack. If the ATM interface is down and down, not just administratively down,
check the pinout of the DSL wall jack. The Cisco 827 router uses a standard RJ-11 cable to
provide the ADSL connection to the wall jack. The center pair of pins on the RJ-11 cable is
used to carry the ADSL signal (pins 3 and 4 on a 6-pin cable, or pins 2 and 3 on a 4-pin cable).

If the correct pins on the wall jack are being used, and the ATM 0 interface is still down and
down, replace the RJ-11 cable between the DSL port and the wall jack.

If the interface is still down and down after you have replaced the RJ-11 cable, contact the
service provider to verify that ADSL service has been enabled on the wall jack that is being
used.
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Administratively Down State for an ATM Interface

This topic describes troubleshooting situations where the interface is down because of an
administrative action.

Is the ATM Interface in an Administratively

Down State?
ﬂ

Roubacfahicow inbasCaca
atm ¢ ATHI is administratively down, lino protocol is down

<...oubpub.omitbed ...

If the ATHMC interface statusz iz administracively down, issue the
no ghptdown command under the ATHD interfass.

Fouter#ocontig £

Enter configuration commands, one per line. End with CHTLSE.
Router (config) linterFace atm 0

Router (config-if) #no shut

Routar (config-1F) #end

Routecfoony run start |

inc. Al rights reserved. BCRAN v21—4-4

To determine if the ATM 0 interface is administratively down, issue the commands shown in
the figure in enabled mode.
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Correct Power Supply

This topic discusses checking for the correct power supply.

Is the Correct Power Supply Being Used?

* To determine the correct power supply, on the
back of the power adapter look for:

— Output +12V 0.1A, -12V 0.1A, +5V 3A, -24V 0.12A, and -71V 0.12A.
* If the power supply is missing the +12V and -12V

feeds, then it is for a different Cisco 800 series
router and will not work on the 827.

* Note that if using the wrong power supply, the
Cisco 827 will power up but will be unable to train
up (connect) to the ISP DSLAM.

ms, Inc. Al rights reservec BCRAN v21—4-5

If the DSL cable is good and the proper pinouts are being used, the next step is to make sure
that the correct power supply for the Cisco 827 router is being used.

Note The Cisco 827 router does not use the same power supply as other Cisco 800 Series
routers.

Copyright © 2004, Cisco Systems, Inc. Accessing Broadband 4-119



Correct DSL Operating Mode

This topic describes determining whether the DSL operating mode is correct.

Is the DSL Operating Mode Correct?

ﬂ

* The command to configure operating-mode
auto-detection is as follows:

Router#config ©
Enter configurabtion oommands, one per line, End
with CHTL/E.

Router (config) #interface atm 0
Router{cenfig-if) #dsl operating-mode autc
Router {config-if) bend

Routerdcopy run start

* The default operating mode for DSL is AUTO

BCRAN v2.1—4-6

If everything that was checked up to this point in the Layer 1 troubleshooting procedure is
correct, the next step is to make sure that the correct DSL operating mode is being used.

Cisco Systems recommends using the default dsl operating-mode auto command when the
DSL modulation being used by the service provider is unknown.
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Layer 2 Issues

This topic discusses Layer 2 troubleshooting issues.

Layer 2 Issues
ﬂ

B2 7TH#dabng atm ovants

2dl6h: Data Cell received on vpi = 2 voi
32 PPPocA MUK

2d16h: Data Cell received on vpi =2 voi
32 PPPoA MUX

2d16h: Data Call racaivwvad on vpi = 2 wel =
32 PPPocA MIX

]
i

* The debug atm events command shows the VPI/VCI
values that the DSLAM expects.

inc. Al rights reserved. BCRAN v21—4-7

Complete the following steps to determine whether the correct VPI/VCI values are configured
on the router.

Use the debug atm events command on the Cisco 827 router, and then go to a working Internet
connection and begin to ping the static IP address assigned by your ISP. It is important that the
ATM interface is up and up and that the IP address provided by the ISP is being pinged.
Contact the ISP for support if the ping test is not successful.

Verify the VPI/VCI values, and then make the necessary changes to the configuration. If there
is no output during 60 seconds of debugging, contact the ISP.

Note Use the Router# undebug all command to turn off the debug events.
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Data Received from the ISP

This topic describes determining whether data is being received from the ISP.

Is Data Being Received from the ISP?
ﬂ

Routearfehow inmk atmd
ARTHO zm um, lines mratoaool is up

Hardware is DELERE {with Alcatel ADEL Module)

2E5/285, twload 1,/285, ruload 1/255
Ensapaulakisn ATM, lospback not aet
Encapasulabion (s RALS, W moda

o idle disconneok Eime: 300 scoonds
Last =lsaring of "show interfaca’ counters never
Jueueing stratagy: f£ifs

5% minute input raks 5 hitsSmen, 0 paooeTes ses
5 mimabe cukzmuk raks T hiksfSmec, 0 packestef=mea

100 packets ioput, 583 hytes, & no boffor

250 packets osutput, 1400 bEytes, O undes-uns

MTT 4470 bykes, sub MTU 4470, BW 123 Ebhit, DLY 18000 uses, reliahility

24 mamimum active Vo, 256 WI2 per WE, 1 ocwurzent W0

Laask zoppuk O0:30:00, ouwkput G30:30:00, output bang nove:

Tukput cueus 0,540, 0 drops: input quewe 0775, 0 dreops

Resaived O Broadeases, O runta, 0 glanca, 0 theattles
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If the correct VPI/VCI values are being used, the next step is to verify that data is being sent
and received on the ATM interface. Issue the show int atm0 command and check the input and

output packet.

If the packet counters are incrementing in both directions, the router should be sending and

receiving packets from the ISP.

If packets are incrementing in both directions, continue with the troubleshooting steps in this

lesson.
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Proper PPP Negotiation

This topic describes determining whether PPP is negotiating successfully.

2004

Is PPP Negotiating Successfullx?

EoutorPdoDun pren oo Liaion
ror pooctooel opwgotietion dubaegginyg s o

Bouateard Zwld:r Wil FRF D Ho remcobs antEheanticasion far cmll-onst

dwdd. Wil FFF. Fhawse is ESTASLIIRIFG
2wdd: Wil LI O COMFREQ [Opem:] id 146 Zem 1D

Mw3d: vl Lo Mnolicfumber (eEOCEOELE (e840 83CCFIELE) 334 wil 1o

OONERCE [Opan) id 102 Lan 1%

Zwld: Wil LTP: AuthProts THAP (OxQ3dEct2 b

Fwiid. Wil Lo roegiofamCecs QubRdEAGD {0000 RS RAnIa
wid: Dal IRCE: Decowsa coubs =o 20,200,321

Fwld: Wil Lo T OOHFROE [Arestt] 1 145G Teem 10

Zwid: Wil LITZ. MaglicHamoer (xECCFOELE QxS BECCRIELE]
Zwddd: Wil LIF: flale ie Open
Zwdcd: Vil PP Flhaeso ic AUOTHEFTICATIFNG, Ly iw pwar

2wld: Vil CAMNF: I CHALLENSE id 79 Len 33 from “Eii-1-MRP-2°

M3 Wil CHAP: O RREMMEER Aid 7O Ten 28 fram Tohnt
Iwll: Wil CHAL: L SUCCESE id 79 Lem 4

Zwid: Vil FFF: Fhame iz UF

ooutput,  omitbed. >

Zwid: Wil IBCF: Btate is Spexn
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There are four main points of failure in a PPP negotiation:

1. No response from the remote device (ISP)

2. LCP not open

3. PAP or CHAP authentication failure

4. IPCP failure

If Layer 1 is up and if the correct VPI/VCI is being used, the next step is to make sure that PPP
is coming up properly. Run a series of debug commands on the Cisco 827 router and interpret
the output. The primary debug command to use is the debug ppp negotiation command. The
output shown in the figure is an example of a successful PPP negotiation.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

 First step in troubleshooting is to determine the Layer to
troubleshoot.

* For layer 1
— Is the ATM interface in an administratively down state?
— Is the correct power supply being used?
— Is the DSL operating mode correct?
* Layer 2 Issues
— Are data being received from the ISP?
— Are PPP negotiating successful?
— Are the PAP username and password correct?
— Are the CHAP username and password correct?
* Knowledge of troubleshooting show commands

Inc. Al rights reserved BCRAN v2.1—4-10

Next Steps
For the associated lab exercise, refer to the following section of the course Lab Guide:

m  [ab Exercise 4-1: E-Lab: Simulation for Configuring a Cisco 827 Router for NAT with
PPPoA

4-124 Building Cisco Remote Access Networks (BCRAN) v2.1 Copyright #2004, Cisco Systems, Inc.



Quiz

Use the practice items here to review what you learned in this lesson. The correct answers are
found in the Quiz Answer Key.

QD

Q2)

Q3)

Q4)

Q5)

Qo)

If the CD LED on the front panel of the Cisco 827 router is off, at which layer should
you being troubleshooting?

A) Layer 1
B) Layer 2
0) Layer 3
D) Layer 4

The Cisco 827 router uses which type of standard cable?

A) crossover

B) RJ-45

O RJ-11 (4-pin or 6-pin)
D) RJ-31x

Routers in the Cisco 800 Series all use the same power supply.

A) true

B) false

When configuring operating mode autodetection, the router should be in which mode?
A) #

B) (config)#

O) configure terminal

D) (config-if)#

Which command is used to determine the VPI/VCI that the DSLAM expects?
A) show interface

B) debug atm events

0 show vlan

Use the show int atm0 command to check which type of packets?
A) input and output

B) input only

O) output only
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Quiz Answer Key

QD

Q2)

Q3)

Q4)

Q5)

Qo)

A

Relates to:

C

Relates to:

B

Relates to:

D

Relates to:

B

Relates to:

A

Relates to:

Layer 1 Issues

Layer 1 Issues

Correct Power Supply

Correct DSL Operating Mode

Layer 2 Issues

Data Received from the ISP
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Module 5

Virtual Private Networks

Overview

This module is an introduction to Virtual Private Network (VPN) concepts, processes, and
procedures that are available on Cisco 1OS software-based router products.

The lessons in this module focus primarily on IPSec encryption and Internet Key Exchange
(IKE), although there is mention of other tunneling protocols and VPN alternatives. Procedures
and labs focus on router-based tasks. Other products such as the Cisco PIX Firewall, VPN
concentrator, and Unity VPN client are briefly mentioned.

Objectives

Upon completing this module, you will be able to:

m  Describe the fundamental concepts of VPNs and tunneling, and define commonly used
VPN terms

m  Describe the fundamental concepts and operations used in Cisco IOS cryptosystems for
encryption, authentication, and key management

m  [dentify the main IPSec technologies and the major tasks necessary to configure IPSec on
Cisco routers

m  Verify proper [PSec and IKE configuration with available Cisco IOS commands

Outline

The module contains these lessons:

m  Identifying VPN Features

m  [dentifying Cisco IOS Cryptosystem Features
m  Identifying [PSec Technologies

m  Task 1: Preparing for IKE and IPSec

m  Task 2: Configuring IKE

m  Task 3: Configuring IPSec

m  Task 4: Testing and Verifying IPSec
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ldentifying VPN Features

Overview

Virtual Private Networks (VPNs) provide the same secure site-to-site network connectivity for
remote users over the Internet as they would over a secure private network. Enabling this
secure connectivity requires policies and technologies for VPN cryptographic services to
support user authentication, data integrity, and encryption. This lesson provides a high-level,
conceptual overview of VPN alternatives, elements, and terms.

Relevance

This lesson helps the learner identify the various VPN alternatives, the network connectivity
supported by each, and the main terminology used. The lesson offers the learner a knowledge
baseline to use for understanding VPN and to set a foundation for more in-depth learning after
this lesson.

Objectives

Upon completing this lesson, you will be able to:

m  Define a VPN and describe its advantages over alternative WAN access technologies

m  Describe the functions performed by encryption and network tunnels

m  Describe the scenarios for using VPNs for remote access and site-to-site network traffic
m  Identify the main components, or attributes, of VPN implementations

m  Select the best VPN technology for providing network connectivity for VPN design
scenarios

m  Match key VPN terms with their definition or descriptions

Learner Skills and Knowledge

To benefit fully from this lesson, you must have these prerequisite skills and knowledge:

m  All knowledge presented in the Introduction to Cisco Networking Technologies (INTRO)
course

m  All knowledge presented in the Interconnecting Cisco Network Devices (ICND) course



Outline

This lesson includes these topics:

Overview

VPN Features and Advantages
Tunneling and Encryption
VPN Usage Scenarios

VPN Technologies

VPN Protocols

VPN and IPSec Terms

Summary

Quiz

5-4

Building Cisco Remote Access Networks (BCRAN) v2.1

Copyright #2004, Cisco Systems, Inc.



VPN Features and Advantages

This topic describes the basic functions and advantages of VPNs.

Virtual Private Networks

‘H_ q_j Internet o ’l ___f
® = e =
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A VPN carries private traffic over a public network using
advanced encryption and tunnels to protect:

+ Confidentiality of information
* Integrity of data
+ Authentication of users

inc. Al rights reserved. BCRAN v2.1—52

A VPN is defined as network connectivity deployed on a shared infrastructure with the same
policies and security as a private network.

A VPN is established between two end systems, or between two or more networks. A VPN can
be built using tunnels, encryption, or both, at essentially any layer of the OSI protocol stack. A
VPN is an alternative WAN infrastructure that replaces or augments existing private networks
that use leased-line or enterprise-owned Frame Relay ATM networks.

VPNs provide three critical functions:

m  Confidentiality (encryption): The sender can encrypt the packets before transmitting them
across a network, thereby prohibiting anyone from eavesdropping on the communication. If
intercepted, the communication cannot be read.

m  Data integrity: The receiver can verify that the data was transmitted through the Internet
without being changed or altered in any way.

®  Origin authentication: The receiver can authenticate the source of the packet,
guaranteeing and certifying the source of the information.
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Why Have VPNs?

Conventicnal With 8 VPN
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VPNs offer many advantages over traditional, leased-line networks. The primary benefits
include the following:

m  Lower cost than private networks: Total cost of ownership is reduced through lower-cost
transport bandwidth, backbone equipment, and operations. Costs of LAN-to-LAN
connectivity are typically reduced by 20 to 40 percent over domestic leased-line networks;
cost reduction for remote access is in the range of 60 to 80 percent.

m  Flexibility for enabling the Internet economy: VPNs are inherently more flexible and
scalable network architectures than classic WANS, thereby enabling enterprises to quickly
and cost-effectively extend connectivity. In this way, VPNs can facilitate connection or
disconnection of remote offices, international locations, telecommuters, roaming mobile
users, and external business partners as business requirements demand.

m  Simplified management burdens: Enterprises may outsource some or all of their WAN
functions to a service provider, enabling the enterprises to focus on core business objectives
instead of managing a WAN or dial-access network.

®  Tunneled network topologies, thus reducing management burdens: Using an [P
backbone eliminates static permanent virtual circuits (PVCs) associated with connection-
oriented protocols such as Frame Relay and ATM, thereby creating a fully-meshed network
topology while actually decreasing network complexity and cost.
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Virtual Private Networking
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VPNs provide the greatest benefits of a private network, that is, privacy and the use of multiple
protocols. VPNs enable these benefits over the larger shared IP infrastructure of the Internet.

A virtual network is created through the ability to tunnel multiple protocols over a standard IP
connection. Generic routing encapsulation (GRE) and Layer 2 Tunneling Protocol (L2TP) are
two methods of tunneling. Both tunneling methods are configurable on Cisco routers. A third

method, IPSec, is also configurable on Cisco routers and is the key focus of this VPN module.

A private network is one that ensures Confidentiality, Integrity, and Authentication (CIA).
Encrypting traffic and using the [IPSec protocol enables traffic to traverse the shared public
infrastructure with the same CIA as with a private network.
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Tunneling and Encryption

VPNs allow the creation of private networks across the Internet, enabling tunneling or
encryption of TCP/IP (and non-TCP/IP) protocols. This topic describes tunneling and
encryption.

VPN Tunnels and Encryption
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» A tunnel is a virtual point-to-point connection.

» The tunnel carries one protocol inside another protocol.

+ Encryption transforms content information into ciphertext.
- Decryption restores content information from ciphertext.
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The Internet has created new opportunities for companies to streamline business processes,
enter new markets, and work with partners and customers more effectively. At the same time, it
has also created a greater reliance on networks and a need to protect a