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Course Introduction

Overview

This lesson includes the following topics:

Course objectives

Course agenda

Participant responsibilities
General administration
Graphic symbols
Participant introductions

Lab topology overview



Course Objectives

This topic introduces the course and the course objectives.

Course Objectives

Upon completion of this course, you will be able to
perform the following tasks:

* Describe PIX Firewall technology and features.

» Describe PIX Firewall models, option cards, and
licenses.

+ Configure the PIX Firewall to statically and
dynamically translate IP addresses.

» Configure the PIX Firewall to control inbound and
outbound traffic.

» Configure object groups to simplify ACL
configuration.

Course Objectives (Cont.)

Cisco.oom

» Configure the PIX Firewall to send messages to a
Syslog server.

+ Explain the routing functionality of the PIX Firewall.
+ Configure content filtering on the PIX Firewall.
» Configure the PIX Firewall as a DHCP client.

+ Configure advanced protocol handling on the PIX
Firewall.

» Configure AAA on the PIX Firewall.

» Configure stateful failover on the PIX Firewall.

» Configure the PIX Firewall’s IDS feature set.

+ Configure a site-to-site VPN using the PIX Firewall.

ccccccccccccccccccccccccccccccccccccc —
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Course Objectives (Cont.)

» Configure a VPN Client-to-PIX Firewall VPN.

+ Configure PIX Firewall Easy VPN Remote.

* Perform password recovery on the PIX Firewall.
+ Upgrade PIX Firewall software images.

* Perform a PIX Firewall activation key upgrade.

» Configure command authorization.

» Configure the PIX Firewall to send traps to a SNMP
Network Management Station.

» Configure the PIX Firewall to permit SNMP traffic.

Course Objectives (Cont.)

» Configure a secure connection to the PIX Firewall
using SSH.

* Install the PIX Device Manager and use it to configure
the PIX Firewall.

* Use the PIX Device Manager to monitor the PIX
Firewall.

* Install the Firewall Management Center and use it to
configure the PIX Firewall.

Copyright "= 2004, Cisco Systems, Inc. Course Introduction 1-3



Course Agenda
[ T T T TR T T T AT AT T AT TR TRETT Cisco.com

Day 1

* Lesson 1—Course Introduction

* Lesson 2—Security Fundamentals

* Lesson 3—Cisco PIX Firewall Technology and Features

* Lunch

* Lesson 4—The Cisco PIX Firewall Family

* Lesson 5—Getting Started with the Cisco PIX Firewall
Day 2

* Lesson 6—Inside—Translations and Connections

* Lesson 7—Access Control Lists and Content Filtering

* Lunch

* Lesson 8—Object Grouping

* Lesson 9—Advanced Protocol Handling

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—17

Course Agenda (Cont.)

Day 3

* Lesson 10—Attack Guards, Intrusion Detection, and Shunning
* Lesson 11—Authentication, Authorization, and Accounting

* Lunch

* Lesson 12—Failover

* Lesson 13—Switching and Routing

Day 4

* Lesson 14—Virtual Private Networks

* Lesson 15—Configuring PIX Firewall Remote Access Using
Cisco Easy VPN

* Lunch
* Lesson 16—Easy VPN Remote—Small Office/Home Office
* Lesson 17—System Maintenance

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—1-8
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Course Agenda (Cont.)
.

Lisco.omm

Day 5

* Lesson 18—Cisco PIX Device Manager

* Lesson 19—Enterprise PIX Firewall Management Center
* Lunch

* Lesson 20—Enterprise PIX Firewall Auto Update Server
* Lesson 21—Firewall Services Module

©2004, Cisco Systems, Inc. Al rights reserved. CSPFA32—19
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Participant Responsibilities
4

Student responsibilities
« Complete prerequisites

- Participate in lab exercises
* Ask questions

* Provide feedback

©2004, Cisco Systems, Inc. All rights reserved. CSPFA3.2—1-10

Copyright "= 2004, Cisco Systems, Inc. Course Introduction 1-5



General Administration

—— CISCo.0om:
Class-related Facilities-related
* Sign-in sheet  Participant materials
* Length and times - Site emergency
* Break and lunch room procedures
locations * Restrooms
- Attire * Telephones/faxes

©2004, Cisco Systems, Inc. All rights reserved. CSPFA3.2—1-11
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Graphic Symbols
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Participant Introductions
I Cisco.gom

* Your nhame

* Your company

* Prerequisite skills
* Brief history

» Objective

©2004, Cisco Systems, Inc. Al rights reserved. CSPFA32—1-13

Cisco Security Career Certifications
4 Cisco com

Expand Your Professional Options —
and Advance Your Career

Cisco Certified Security Professional (CCSP) Certification

Professional-level recognition in designing
and implementing Cisco security solutions

Ex - Required Recommended Training through
P Exam Cisco Learning Partners
CCIE 642-501 ‘Securing Cisco I0S Networks
Professional] dmmmi o251 [ciscoSecure itualPrvate Networks
’ 642-531 ‘Cisco Secure Intrusion Detection System
{ 642-521 LCisco Secure PIX Firewall Advanced
642-541 Cisco SAFE Implementation

Network Security

www.cisco.com/gol/training

©2004, Cisco Systems, Inc. All rights reserved. CSPFA32—1-14
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Cisco Security Career Certifications

LISGR.Goim

Enhance Your Cisco Certifications —

Cisco Firewall, VPN, and IDS Specialists

and Validate Your Areas of Expertise

Cisco Firewall Specialist  Required  Recommended Training through

Exam Cisco Learning Partners
hn Pr isite: Valid CCNA certificati
642-501 Securing Cisco I0S Networks
642-521 Cisco Secure PIX Firewall Advanced

Exam Cisco Learning Partners
I Pri isite: Valid CCNA certificati

642501 Securing Cisco I0S Networks

Securing Cisco I0S Networks

Cisco VPN Specia| ist Required Recommended Training through

642-511 Cisco Secure Virtual Private Networks

Cisco IDS Specialist ‘Required  Recommended Training through

Exam Cisco Learning Partners
h" Pre-requisite: Valid CCNA certification
642-501

WWW.cisco.com/go/trainin

©2004, Cisco Systems, Inc. Al rights reserved.
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Lab Topology Overview

This topic explains the lab topology used in this course.

CSPFA Lab Visual Objective

Cisco.oorm

= “bastionhost”:

Web and FTP

¢35 and Cisco and Cisco

& Secure ACS Secure ACS
Student PC

Local: 10.0.P.11 —
Student PC

®2004, Cisco Systems, Inc. Al rights reserved.
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Web and FTP 172.16.P. o " Firewall F'rewa” v 172.16.Q.0
I 10.0.P.0 10.0.Q. °I .
I.100 | | 100l 10
Weband 1 RTS @. 1 \ @ RTS [0
Cisco < -
Secure ~— .
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Web, FTP, Web, FTP, D
Local: 10.0.Q.11

Web and
Cisco

Secure
ACS

CSPFA3.2—1-17

Each pair of students will be assigned a pod. In general, you will be setting up virtual private
networks (VPNs) between your pod (pod P) and your assigned peer pod (pod Q).

Note
number of your peer router.

The P in a command indicates your pod number. The Q in a command indicates the pod

Course Introduction

1-9
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CSPFA Failover Lab Visual Objective
= o

Secondary h . Primary Primary § i "
_PIX 172.16.P.0 PIX PIX 172.16.Q.0 PIX
Firewall 7l.7 1 Firewall Firewall .1 A Firewall
Failover Failover
172.17.P.0 10.0.P.0 10.0.Q.0 172.17.Q.0
i.100 .1000
Web and RTS@ RTS Web and
Cisco Cisco
Secure ACS Secure ACS
Web, FTP,  Web, FTP, E
Local: 10.0.P.11 and Cisco  and Cisco Local: 10.0.Q.11
oca Secure ACS Secure ACS — oca Q
Student PC Student PC
CSPFA3.2—1-18
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CSPFA Client-to-LAN
Lab Visual Objective

&

Local: 172.26.26.P
Student PC — 1
VPN Client RTS 192.168.P.0
2f
PIX Firewall
N |

Web and
Cisco Secure ACS
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Security Fundamentals

Overview

This lesson describes security fundamentals. It includes the following topics:
m  Objectives

m  Need for network security

m  Network security policy

®m  Primary network threats and attacks

m  Reconnaissance attacks and mitigation

B Access attacks and mitigation

m  Denial of service attacks and mitigation

m  Worm, virus, and Trojan horse attacks and mitigation

®  Management protocols and functions

®  Summary



Objectives

This topic lists the lesson’s objectives.

Objectives o

Upon completion of this chapter, you will be able
to perform the following tasks:

* Describe the need for network security.

* ldentify the components of a complete security policy.
* Explain security as an ongoing process.

- Describe the four types of security threats.

- Describe the four primary attack categories.

- Describe the types of attacks associated with each
primary attack category and their mitigation methods.

* Describe the configuration management and
management protocols and the recommendations for
securing them.

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—2:3
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Need for Network Security

Over the past few years, Internet-enabled business, or e-business, has drastically improved

companies’ efficiency and revenue growth. E-business applications such as e-commerce, supply-
chain management, and remote access enable companies to streamline processes, lower

operating costs, and increase customer satisfaction. Such applications require mission-critical

networks that accommodate voice, video, and data traffic, and these networks must be scalable to
support increasing numbers of users and the need for greater capacity and performance.

However, as networks enable more and more applications and are available to more and more

users, they become ever more vulnerable to a wider range of security threats. To combat those
threats and ensure that e-business transactions are not compromised, security technology must

play a major role in today’s networks.

The Closed Network

Closed network

SZ = oen
%—U line

b

I > \ o

© 2004, Cisco Systems,

inc. Al rights reserved.
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\ Remote site /~ Framerelay
‘. X25leased

line

Lisco.oorm
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The closed network typically consists of a network designed and implemented in a corporate

environment, and it provides connectivity only to known parties and sites without connecting to

public networks. Networks were designed this way in the past and thought to be reasonably

secure because there was no outside connectivity.
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The Network Today
. 4

Open network

Mobile
and
remote
users

Internet-based
intranet (VPN)

Internet-based
intranet (VPN)

Internet-based
extranet (VPN)

< 7 =<
Remote e 7 - : PR Rer_note
site site
mobile
and 7

1

s
remote P bl
users %%

©2004, Cisco Systems, Inc. Al rights reserved.

Partner

Lisco.omm

CSPFA3.2—2:6

The networks of today are designed with availability to the Internet and public networks, which
is a major requirement. Most of today’s networks have several access points to other networks
both public and private; therefore, securing these networks has become fundamentally important.
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Threat Capabilities—More Dangerous

and Easier to Use
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With the development of large open networks there has been a huge increase in security threats
in the past 20 years. Not only have hackers discovered more vulnerabilities, but the tools used to
hack a network have become simpler and the technical knowledge required has decreased. There
are downloadable applications available that require little or no hacking knowledge to
implement. There are also applications intended for troubleshooting a network that when used
improperly can pose severe threats.
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The Role of Security Is Changing
I Cisco.oom

As businesses become
more open to supporting
Internet-powered
initiatives such as
e-commerce, customer
care, supply-chain
management, and extranet
collaboration, network
security risks are also
increasing.
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Security has moved to the forefront of network management and implementation. It is necessary
for the survival of many businesses to allow open access to network resources and ensure that
the data and resources are as secure as possible.

Security is becoming more important because of the following:

m  Required for e-business—The importance of e-business and the need for private data to
traverse public networks has increased the need for network security.

m  Required for communicating and doing business safely in potentially unsafe environments—
Today’s business environment requires communication with many public networks and
systems, which produces the need for as much security as is possible.

m  Networks require development and implementation of a corporate-wide security policy—
Establishing a security policy should be the first step in migrating a network to a secure
infrastructure.
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The E-Business Challenge
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Security must be a fundamental component of any e-business strategy. As enterprise network
managers open their networks to more users and applications, they also expose these networks to
greater risk. The result has been an increase in business security requirements.

The Internet has radically shifted expectations of companies’ abilities to build stronger
relationships with customers, suppliers, partners, and employees. Driving companies to become
more agile and competitive, e-business is giving birth to exciting new applications for
e-commerce, supply-chain management, customer care, workforce optimization, and
e-learning—applications that streamline and improve processes, speed up turnaround times,
lower costs, and increase user satisfaction.

E-business requires mission-critical networks that accommodate ever-increasing constituencies
and demands for greater capacity and performance. These networks also need to handle voice,
video, and data traffic as networks converge into multiservice environments.
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Legal and Governmental Policy Issues

+ Many governments have
formed cross-border
task forces to deal with
privacy issues.

* The outcome of
international privacy
efforts is expected to
take several years to
develop.

+ National laws regarding
privacy are expected to
continue to evolve
worldwide.
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As concerns about privacy increase, many governments have formed cross-border task forces to
deal with privacy issues. International privacy efforts are expected to take several years to
develop and even longer to implement globally. National laws regarding privacy are expected to

continue to evolve worldwide.
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Network Security Is a Continuous
Process
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After setting appropriate policies, a company or organization must methodically consider
security as part of normal network operations. This process could be as simple as configuring
routers to not accept unauthorized addresses or services, or as complex as installing firewalls,
intrusion detection systems (IDSs), centralized authentication servers, and encrypted virtual
private networks (VPNs). Network security is a continuing process:

m  Secure—The following are methods used to secure a network:
—  Authentication
—  Encryption
—  Firewalls
—  Vulnerability patching

m  Monitor—To ensure that a network remains secure, it is important to monitor the state of
security preparation. Network vulnerability scanners can proactively identify areas of
weakness, and IDSs can monitor and respond to security events as they occur. Using security
monitoring solutions, organizations can obtain unprecedented visibility into both the
network data stream and the security posture of the network.

m  Test—Testing security is as important as monitoring. Without testing the security solutions
in place, it is impossible to know about existing or new attacks. The hacker community is an
ever-changing environment. You can perform this testing yourself or outsource it to a third
party such as the Cisco Security Posture Assessment (SPA) group.

m  Improve—Monitoring and testing provides the data necessary to improve network security.
Administrators and engineers should use the information from the monitor and test phases to
make improvements to the security implementation as well as to adjust the security policy as
vulnerabilities and risks are identified.
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Network Security Policy

A security policy can be as simple as an acceptable use policy for network resources or it can be
several hundred pages in length and detail every element of connectivity and associated policies.

What Is a Security Policy?

“A security policy is a formal statement of
the rules by which people who are given
access to an organization’s technology and
information assets must abide.”

— RFC 2196, Site Security Handbook
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According to the Site Security Handbook (RFC 2196), “A security policy is a formal statement
of the rules by which people who are given access to an organization’s technology and
information assets must abide.” It further states, “A security policy is essentially a document
summarizing how the corporation will use and protect its computing and network resources.”
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Why Create a Security Policy?

* To create a baseline of your current security posture
* To set the framework for security implementation

* To define allowed and not-allowed behaviors

* To help determine necessary tools and procedures

* To communicate consensus and define roles

* To define how to handle security incidents

* To inform users of their responsibilities

* To define assets and the way to use them

* To state the ramifications of misuse
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Security policies provide many benefits and are worth the time and effort needed to develop
them. Developing a security policy:

Provides a process for auditing existing network security.

Provides a general security framework for implementing network security.
Defines which behavior is and is not allowed.

Helps determine which tools and procedures are needed for the organization.

Helps communicate consensus among a group of key decision makers and define
responsibilities of users and administrators.

Defines a process for handling network security incidents.

Enables global security implementation and enforcement. Computer security is now an

enterprise-wide issue, and computing sites are expected to conform to the network security

policy.

Creates a basis for legal action if necessary.

Copyright "= 2004, Cisco Systems, Inc. Security Fundamentals
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What Should the Security Policy
Contain?

- Statement of authority and scope

* Acceptable use policy

* Identification and authentication policy
* Internet use policy

» Campus access policy

* Remote access policy

* Incident handling procedure
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The following are some of the key policy components:

m  Statement of authority and scope—This topic specifies who sponsors the security policy and
what areas the policy covers.

m  Acceptable use policy—This topic specifies what the company will and will not allow
regarding its information infrastructure.

m [dentification and authentication policy—This topic specifies what technologies, equipment,
or combination of the two the company will use to ensure that only authorized individuals
have access to its data.

m Internet access policy—This topic specifies what the company considers ethical and proper
use of its Internet access capabilities.

m  Campus access policy—This topic specifies how on-campus users will use the company’s
data infrastructure.

m  Remote access policy—This topic specifies how remote users will access the company’s
data infrastructure.

m  Incident handling procedure—This topic specifies how the company will create an incident
response team and the procedures it will use during and after an incident.
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Primary Network Threats and Attacks

This topic provides an overview of primary network threats and attacks.

Variety of Attacks
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Without proper protection, any part of any network can be susceptible to attacks or unauthorized
activity. Routers, switches, and hosts can all be violated by professional hackers, company
competitors, or even internal employees. In fact, according to several studies, more than half of
all network attacks are waged internally. The Computer Security Institute (CSI) in San
Francisco, California, estimates that between 60 and 80 percent of network misuse comes from
inside the enterprises where the misuse has taken place. To determine the best ways to protect
against attacks, IT managers should understand the many types of attacks that can be instigated
and the damage that these attacks can cause to e-business infrastructures.
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Network Security Threats

There are four general categories of
security threats to the network:

* Unstructured threats
« Structured threats

« External threats

* Internal threats
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There are four general threats to network security:

m  Unstructured threats—These threats primarily consist of random hackers using various
common tools, such as malicious shell scripts, password crackers, credit card number
generators, and dialer daemons. Although hackers in this category may have malicious
intent, many are more interested in the intellectual challenge of cracking safeguards than in

creating havoc.

m  Structured threats—These threats are created by hackers who are more highly motivated and
technically competent. Typically, such hackers act alone or in small groups to understand,
develop, and use sophisticated hacking techniques to penetrate unsuspecting businesses.
These groups are often involved in the major fraud and theft cases reported to law
enforcement agencies. Occasionally, such hackers are hired by organized crime, industry

competitors, or state-sponsored intelligence collection organizations.

m  External threats—These threats consist of structured and unstructured threats originating
from an external source. These threats may have malicious and destructive intent, or they

may simply be errors that generate a threat.

m Internal threats—These threats typically involve disgruntled former or current employees.
Although internal threats may seem more ominous than threats from external sources,
security measures are available for reducing vulnerabilities to internal threats and responding

when attacks occur.
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The Four Primary Attack Categories

All of the following can be used
to compromise your system:

* Reconnaissance attacks

» Access attacks

* Denial of service attacks

* Worms, viruses, and Trojan horses
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There are four types of network attacks:

m  Reconnaissance attacks—An intruder attempts to discover and map systems, services, and
vulnerabilities.

B Access attacks—An intruder attacks networks or systems to retrieve data, gain access, or
escalate access privileges.

m  Denial of service (DoS) attacks—An intruder attacks your network in a way that damages or
corrupts your computer system or denies you and others access to your networks, systems, or
services.

m  Worms, viruses, and Trojan horses—Malicious software is inserted onto a host in order to
damage a system, corrupt a system, replicate itself, or deny services or access to networks,
systems, Or services.
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Reconnaissance Attacks and Mitigation

This topic describes reconnaissance attacks and their mitigation.

Reconnaissance Attacks
aNiLe AlldbRS I

Reconnaissance refers
to the overall act of
learning information
about a target network
by using readily
available information
and applications.
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Reconnaissance is the unauthorized discovery and mapping of systems, services, or
vulnerabilities. It is also known as information gathering and, in most cases, precedes an actual
access or DoS attack. The malicious intruder typically conducts a ping sweep of the target
network first to determine which IP addresses are alive. After this has been accomplished, the
intruder determines which services or ports are active on the live IP addresses. From this
information, the intruder queries the ports to determine the application type and version as well
as the type and version of the operating system running on the target host.

Reconnaissance is somewhat analogous to a thief casing a neighborhood for vulnerable homes to
break into, such as an unoccupied residence, a house with an easy-to-open door or window, and
so on. In many cases the intruders go as far as “rattling the door handle,” not to go in
immediately if it is opened, but to discover vulnerable services that they can exploit later when
there is less likelihood that anyone is looking.

Reconnaissance attacks can consist of the following:

m  Packet sniffers

m  Port scans

m  Ping sweeps

m Internet information queries
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Packet Sniffers
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A packet sniffer is a software application that uses a network
adapter card in promiscuous mode to capture all network packets.
The following are the packet sniffer features:

» Packet sniffers exploit information passed in clear text. Protocols that
pass information in the clear include the following:

— Telnet
- FTP

» Packet sniffers must be on the same collision domain.

» Packet sniffers can be general purpose or can be designed specifically
for attack.
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A packet sniffer is a software application that uses a network adapter card in promiscuous mode
(a mode in which the network adapter card sends all packets received on the physical network
wire to an application for processing) to capture all network packets that are sent across a LAN.

Several network applications distribute network packets in clear text; that is, the information sent
across the network is not encrypted. Because the network packets are not encrypted, they can be
processed and understood by any application that can pick them up off the network and process
them.

A network protocol specifies how packets are identified and labeled, which enables a computer
to determine whether a packet is intended for it. Because the specifications for network
protocols, such as TCP/IP, are widely published, a third party can easily interpret the network
packets and develop a packet sniffer. (The real threat today results from the numerous freeware
and shareware packet sniffers that are available, which do not require the user to understand
anything about the underlying protocols.)
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Packet Sniffer Attack Mitigation
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The following techniques and tools can be used to mitigate sniffer
attacks:
+ Authentication—A first option for defense against packet sniffers is to
use strong authentication, such as one-time passwords.

» Switched infrastructure—Deploy a switched infrastructure to counter
the use of packet sniffers in your environment.

« Antisniffer tools—Use these tools to employ software and hardware
designed to detect the use of sniffers on a network.

» Cryptography—The most effective method for countering packet
sniffers does not prevent or detect packet sniffers, but rather renders
them irrelevant.
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The following techniques and tools can be used to mitigate packet sniffer attacks:

m  Authentication—Using strong authentication is a first option for defense against packet
sniffers. Strong authentication can be broadly defined as a method of authenticating users
that cannot easily be circumvented. A common example of strong authentication is one-time
passwords (OTPs).

An OTP is a type of two-factor authentication. Two-factor authentication involves using
something you have combined with something you know. Automated teller machines
(ATMs) use two-factor authentication. A customer needs both an ATM card and a personal
identification number (PIN) to make transactions. With OTPs you need a PIN and your
token card to authenticate to a device or software application. A token card is a hardware or
software device that generates new, seemingly random, passwords at specified intervals
(usually 60 seconds). A user combines that password with a PIN to create a unique password
that works only for one instance of authentication. If a hacker learns that password by using
a packet sniffer, the information is useless because the password has already expired. Note
that this mitigation technique is effective only against a sniffer implementation that is
designed to grab passwords. Sniffers deployed to learn sensitive information (such as e-mail
messages) will still be effective.

m  Switched infrastructure—This technique can be used to counter the use of packet sniffers in
your network environment. For example, if an entire organization deploys switched
Ethernet, hackers can gain access only to the traffic that flows on the specific port to which
they connect. A switched infrastructure obviously does not eliminate the threat of packet
sniffers, but it can greatly reduce their effectiveness.

®m  Antisniffer tools—Software and hardware designed to detect the use of sniffers on a network
can be employed. Such software and hardware does not completely eliminate the threat, but
like many network security tools, they are part of the overall system. These so-called
antisniffers detect changes in the response time of hosts to determine whether the hosts are
processing more traffic than their own. One such network security software tool, which is
available from Security Software Technologies, is called AntiSniff.
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m  Cryptography—Rendering packet sniffers irrelevant is the most effective method for
countering packet sniffers, even more effective than preventing or detecting packet sniffers.
If a communication channel is cryptographically secure, the only data a packet sniffer will
detect is cipher text (a seemingly random string of bits) and not the original message. The
Cisco deployment of network-level cryptography is based on IPSec, which is a standard
method for networking devices to communicate privately using IP. Other cryptographic
protocols for network management include Secure Shell Protocol (SSH) and Secure Sockets
Layer (SSL).
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Port Scans and Ping Sweeps

2

These attacks can attempt to:
* Identify all services on the network

* Identify all hosts and devices on the network
* Identify the operating systems on the network
* Identify vulnerabilities on the network
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Port scans and ping sweeps are typically applications built to run various tests against a host or
device in order to identify vulnerable services. The information is gathered by examining IP
addressing and port or banner data from both TCP and UDP ports.
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Port Scan and Ping Sweep Attack
Mitigation

[ Cisco.oom

* Port scans and ping sweeps cannot be
prevented entirely.

 IDSs at the network and host levels can usually
notify an administrator when a reconnaissance
attack such as a port scan or ping sweep is
under way.
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If ICMP echo and echo reply are turned off on edge routers, for example, ping sweeps can be
stopped, but at the expense of network diagnostic data. However, port scans can easily be run
without full ping sweeps; they simply take longer because they need to scan IP addresses that
might not be live. IDSs at the network and host levels can usually notify an administrator when a
reconnaissance attack is under way. This warning allows the administrator to better prepare for
the coming attack or to notify the Internet service provider (ISP) that is hosting the system
launching the reconnaissance probe.
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Internet Information Queries
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The figure demonstrates how existing Internet tools can be used for network reconnaissance (for
example, an IP address query or a Domain Name System [DNS] query).

DNS queries can reveal such information as who owns a particular domain and what addresses
have been assigned to that domain. Ping sweeps of the addresses revealed by the DNS queries
can present a picture of the live hosts in a particular environment. After such a list is generated,
port scanning tools can cycle through all well-known ports to provide a complete list of all
services running on the hosts discovered by the ping sweep. Finally, the hackers can examine the
characteristics of the applications that are running on the hosts. This step can lead to specific
information that is useful when the hacker attempts to compromise that service.

IP address queries can reveal information such as who owns a particular IP address or range of
addresses and what domain is associated with them.
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Access Attacks and Mitigation

This topic describes specific access attacks and their mitigation.

Access Attacks

In access attacks,

intruders typically
attack networks or
systems to:

* Retrieve data
» Gain access

- Escalate their access
privileges
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Access attacks exploit known vulnerabilities in authentication services, FTP services, and Web
services to gain entry to Web accounts, confidential databases, and other sensitive information.

Access attacks can consist of the following:

Password attacks
Trust exploitation
Port redirection

Man-in-the-middle attacks
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Password Attacks

Hackers can
implement password

attacks using ———
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several methods: s ——
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* Trojan horse
programs

* IP spoofing
* Packet sniffers
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Password attacks can be implemented using several methods, including brute-force attacks,
Trojan horse programs, IP spoofing, and packet sniffers. Although packet sniffers and IP
spoofing can yield user accounts and passwords, password attacks usually refer to repeated
attempts to identify a user account, password, or both. These repeated attempts are called
brute-force attacks.

Often a brute-force attack is performed using a program that runs across the network and
attempts to log in to a shared resource, such as a server. When an attacker gains access to a
resource, he or she has the same access rights as the user whose account has been compromised.
If this account has sufficient privileges, the attacker can create a back door for future access,
without concern for any status and password changes to the compromised user account.
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Password Attack Example
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Just as with packet sniffer and IP spoofing attacks, a brute-force password attack can provide
access to accounts that can be used to modify critical network files and services. An example that
compromises your network’s integrity is an attacker modifying the routing tables for your
network. By doing so, the attacker ensures that all network packets are routed to him or her
before they are transmitted to their final destination. In such a case, an attacker can monitor all
network traffic, effectively becoming a man in the middle.

The following are the two methods for computing passwords with LOphtCrack:

m  Dictionary cracking—The password hashes for all of the words in a dictionary file are
computed and compared against all of the password hashes for the users. This method is
extremely fast and finds very simple passwords.

m  Brute-force computation—This method uses a particular character set, such as A—Z or A—Z
plus 0—9, and computes the hash for every possible password made up of those characters. It
will always compute the password if that password is made up of the character set you have
selected to test. The downside is that time is required for completion of this type of attack.
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Password Attack Mitigation

The following are password attack
mitigation techniques:

* Do not allow users to use the same password on
multiple systems.

* Disable accounts after a certain number of
unsuccessful login attempts.

* Do not use plain text passwords. An OTP or a
cryptographic password is recommended.

* Use “strong” passwords. Strong passwords are
at least eight characters long and contain
uppercase letters, lowercase letters, numbers,
and special characters.
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The following are password attack mitigation techniques:

m Do not allow users to have the same password on multiple systems—Most users will use the
same password for each system they access, and often personal system passwords will be the

same as well.

m Disable accounts after a specific number of unsuccessful logins—This practice helps to

prevent continuous password attempts.

m Do not use plain-text passwords—Use of either an OTP or encrypted password is

recommended.

m  Use “strong” passwords—Many systems now provide strong password support and can
restrict a user to the use of strong passwords only. Strong passwords are at least eight
characters long and contain uppercase letters, lowercase letters, numbers, and special

characters.
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Trust Exploitation
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Although it is not an attack in itself, trust exploitation refers to an individual’s taking advantage
of a trust relationship within a network. The classic example is a perimeter network connection
from a corporation. These network segments often house DNS, Simple Mail Transfer Protocol
(SMTP), and HTTP servers. Because they all reside on the same segment, a compromise of one
system can lead to the compromise of other systems if those other systems in turn trust systems
attached to the same network. Another example is a system on the outside of a firewall that has a
trust relationship with a system on the inside of a firewall. When the outside system is
compromised, the attacker can leverage that trust relationship to attack the inside network.
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Trust Exploitation Attack Mitigation
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You can mitigate trust exploitation-based attacks through tight constraints on trust levels within
a network. Systems on the outside of a firewall should never be absolutely trusted by systems on
the inside of a firewall. Such trust should be limited to specific protocols and should be
authenticated by something other than an IP address where possible.
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Port redirection attacks are a type of trust exploitation attack that uses a compromised host to
pass traffic through a firewall that would otherwise be dropped. Consider a firewall with three
interfaces and a host on each interface. The host on the outside can reach the host on the public
services segment (commonly referred to as a Demilitarized Zone [DMZ]), but not the host on the
inside. The host on the public services segment can reach the host on both the outside and the
inside. If hackers were able to compromise the public services segment host, they could install
software to redirect traffic from the outside host directly to the inside host. Though neither
communication violates the rules implemented in the firewall, the outside host has now achieved
connectivity to the inside host through the port redirection process on the public services host.
An example of an application that can provide this type of access is netcat.

Port redirection can be mitigated primarily through the use of proper trust models, which are
network specific (as mentioned earlier). Assuming a system under attack, a host-based IDS can
help detect a hacker and prevent installation of such utilities on a host.
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Man-in-the-Middle Attacks

Cisco.pom
Host A Host B
Data in clear text
o WP S

Router A Router B

* A man-in-the-middle attack requires that the hacker have access to network
packets that come across a network.

+ A man-in-the-middle attack is implemented using the following:
— Network packet sniffers
— Routing and transport protocols

« Possible man-in-the-middle attack uses include the following:
— Theft of information

Hijacking of an ongoing session

— Traffic analysis

— DoS

— Corruption of transmitted data

— Introduction of new information into network sessions
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A man-in-the-middle attack requires that the attacker have access to network packets that come
across the network. Such attacks are often implemented using network packet sniffers and
routing and transport protocols. The possible uses of such attacks are theft of information,
hijacking of an ongoing session to gain access to your internal network resources, traffic analysis
to derive information about your network and its users, denial of service, corruption of
transmitted data, and introduction of new information into network sessions.

An example of a man-in-the-middle attack could be someone who is working for your ISP and
who can gain access to all network packets transferred between your network and any other
network.
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Man-in-the-Middle Attack Mitigation
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Man-in-the-middle attacks can be effectively

mitigated only through the use of cryptography
(encryption).
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Man-in-the-middle attack mitigation is achieved, as shown in the figure, by encrypting traffic in
an [PSec tunnel, which would allow the hacker to see only cipher text.
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Denial of Service Attacks and Mitigation

This topic describes specific DoS attacks and their mitigation.

Denial of Service Attacks

Denial of service attacks
occur when an intruder
attacks your network in
a way that damages or
corrupts your computer
system or denies you
and others access to
your networks, systems,
or services.
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Certainly the most publicized form of attack, DoS attacks are also among the most difficult to
completely eliminate. Even within the hacker community, DoS attacks are regarded as trivial and
considered bad form because they require so little effort to execute. Still, because of their ease of
implementation and potentially significant damage, DoS attacks deserve special attention from
security administrators. If you are interested in learning more about DoS attacks, researching the
methods employed by some of the better-known attacks can be useful. DoS attacks can consist of
the following:

m [P spoofing
m Distributed denial of service (DDoS)
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IP Spoofing

« |IP spoofing occurs when a hacker inside or outside a network
impersonates the conversations of a trusted computer.

« Two general techniques are used during IP spoofing:

— A hacker uses an IP address that is within the range of
trusted IP addresses.

— A hacker uses an authorized external IP address that is
trusted.

» Uses for IP spoofing include the following:

— IP spoofing is usually limited to the injection of malicious
data or commands into an existing stream of data.

— If a hacker changes the routing tables to point to the spoofed
IP address, then the hacker can receive all the network
packets that are addressed to the spoofed address and
reply, just as any trusted user can.
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An IP spoofing attack occurs when an attacker outside your network pretends to be a trusted
computer, either by using an [P address that is within the range of IP addresses for your network
or by using an authorized external IP address that you trust and to which you wish to provide
access to specified resources on your network.

Normally, an IP spoofing attack is limited to the injection of data or commands into an existing
stream of data passed between a client and server application or a peer-to-peer network
connection. To enable bidirectional communication, the attacker must change all routing tables
to point to the spoofed IP address. Another approach the attacker could take is simply not to
worry about receiving any response from the applications. For example, if an attacker is
attempting to get a system to mail him or her a sensitive file, application responses are
unimportant.

However, if an attacker manages to change the routing tables to point to the spoofed IP address,
he or she can receive all the network packets that are addressed to the spoofed address and reply
just as any trusted user can. Like packet sniffers, IP spoofing use is not restricted to people who
are external to the network.

Although this use is not as common, IP spoofing can also provide access to user accounts and
passwords, and it can also be used in other ways. For example, an attacker can emulate one of
your internal users in ways that prove embarrassing for your organization; the attacker could
send e-mail messages to business partners that appear to have originated from someone within
your organization. Such attacks are easier when an attacker has a user account and password, but
they are possible when simple spoofing attacks are combined with knowledge of messaging
protocols.
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IP Spoofing Attack Mitigation

The threat of IP spoofing can be reduced, but not eliminated,
through the following measures:

» Access control—The most common method for preventing IP
spoofing is to properly configure access control.

- RFC 2827 filtering—Prevent any outbound traffic on your
network that does not have a source address in your
organization’s own IP range.

- Require additional authentication that does not use
IP-based authentication—Examples of this technique include
the following:

— Cryptographic (recommended)
— Strong, two-factor, one-time passwords
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The threat of IP spoofing can be reduced, but not eliminated, through the following measures:

B Access control—The most common method for preventing IP spoofing is to properly
configure access control. To reduce the effectiveness of IP spoofing, configure access
control to deny any traffic from the external network that has a source address that should
reside on the internal network. Note that this helps prevent spoofing attacks only if the
internal addresses are the only trusted addresses. If some external addresses are trusted, this
method is not effective.

m  RFC 2827 filtering—You can prevent users of your network from spoofing other networks
(and be a good Internet citizen at the same time) by preventing any outbound traffic on your
network that does not have a source address in your organization's own IP range.

This filtering denies any traffic that does not have the source address that was expected on a
particular interface. For example, if an ISP is providing a connection to the IP address
15.1.1.0/24, the ISP could filter traffic so that only traffic sourced from address 15.1.1.0/24
can enter the ISP router from that interface. Note that unless all ISPs implement this type of
filtering, its effectiveness is significantly reduced.

m  Additional authentication—The most effective method for mitigating the threat of IP
spoofing is the same as the most effective method for mitigating the threat of packet sniffers:
namely, eliminating its effectiveness. IP spoofing can function correctly only when devices
use IP address-based authentication; therefore, if you use additional authentication methods,
IP spoofing attacks are irrelevant. Cryptographic authentication is the best form of additional
authentication, but when that is not possible, strong two-factor authentication using OTPs
can also be effective.
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DoS and DDoS Attacks

[ Cisco.oom

DoS attacks focus on making a service
unavailable for normal use. They have the
following characteristics:

+ Different from most other attacks because they
are generally not targeted at gaining access to
your network or the information on your network

* Require very little effort to execute
+ Among the most difficult to completely eliminate
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DoS attacks are different from most other attacks because they are not targeted at gaining access
to your network or the information on your network. These attacks focus on making a service
unavailable for normal use, which is typically accomplished by exhausting some resource
limitation on the network or within an operating system or application. These attacks require
little effort to execute because they typically take advantage of protocol weaknesses or because
the attacks are carried out using traffic that would normally be allowed into a network. DoS
attacks are among the most difficult to completely eliminate because of the way they use
protocol weaknesses and “native” traffic to attack a network.
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DDoS Example
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DDoS attacks are the “next generation” of DoS attacks on the Internet. This type of attack is not
new—UDP and TCP SYN flooding, Internet Control Message Protocol (ICMP) echo request
floods, and ICMP directed broadcasts (also known as smurf attacks) are similar—but the scope
certainly is new. Victims of DDoS attacks experience packet flooding from many different
sources, possibly spoofed IP source addresses, that bring their network connectivity to a grinding
halt. In the past, the typical DoS attack involved a single attacker’s attempt to flood a target host
with packets. With DDoS tools, an attacker can conduct the same attack using thousands of

systems.
In the figure, the hacker uses a terminal to scan for systems to hack. When the handler systems

are accessed, the hacker then installs software on them to scan for, compromise, and infect agent
systems. When the agent systems are accessed, the hacker then loads remote control attack

software to carry out the DoS attack.
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DoS and DDoS Attack Mitigation

[ Cisco.oom

The threat of DoS attacks can be reduced
through the following three methods:

» Antispoof features—Proper configuration of
antispoof features on routers and firewalls

* Anti-DoS features—Proper configuration of
anti-DoS features on routers and firewalls

* Traffic rate limiting—Implement traffic rate
limiting with the network’s ISP
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When they involve specific network server applications, such as an HTTP server or an FTP
server, these attacks can focus on acquiring and keeping open all the available connections
supported by that server, effectively locking out valid users of the server or service. DoS attacks
can also be implemented using common Internet protocols, such as TCP and ICMP. While most
DoS attacks exploit a weakness in the overall architecture of the system being attacked rather
than a software bug or security hole, some attacks compromise the performance of your network
by flooding the network with undesired, and often useless, network packets and by providing
false information about the status of network resources.

The threat of DoS attacks can be reduced through the following three methods:

®m  Antispoof features—Proper configuration of antispoof features on your routers and firewalls
can reduce your risk. This configuration includes RFC 2827 filtering at a minimum. If
hackers cannot mask their identities, they might not attack.

®  Anti-DoS features—Proper configuration of anti-DoS features on routers and firewalls can
help limit the effectiveness of an attack. These features often involve limits on the amount of
half-open connections that a system allows at any given time.

m  Traffic rate limiting—An organization can implement traffic rate limiting with its ISP. This
type of filtering limits the amount of nonessential traffic that crosses network segments at a
certain rate. A common example is to limit the amount of ICMP traffic allowed into a
network because it is used only for diagnostic purposes. ICMP-based DDoS attacks are
common.
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Worm, Virus, and Trojan Horse Attacks and
Mitigation

This topic describes worm, virus, and Trojan horse attacks and their mitigation.

Worm, Virus, and Trojan Horse
Attacks

The primary vulnerabilities for
end-user workstations are worm,
virus, and Trojan horse attacks.

+ A worm executes arbitrary code and
installs copies of itself in the infected
computer’s memory, which infects
other hosts.

» A virus is malicious software that is
attached to another program to
execute a particular unwanted function
on a user's workstation.

« A Trojan horse is different only in that
the entire application was written to
look like something else, when in fact it
is an attack tool.
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The primary vulnerabilities for end-user workstations are worm, virus, and Trojan horse attacks.

® A worm executes arbitrary code and installs copies of itself in the infected computer’s

memory, which infects other hosts.

®m A virus is malicious software that is attached to another program to execute a particular

unwanted function on a user's workstation.

m A Trojan horse is different only in that the entire application was written to look like

something else, when in fact it is an attack tool.

2-38

Cisco Secure PIX Firewall Advanced (CSPFA) v3.2

Copyright "= 2004, Cisco Systems, Inc.



Worm Attacks
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3. Payload >
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The anatomy of a worm attack is as follows:

m  The enabling vulnerability—A worm installs itself using an exploit vector on a vulnerable
system.

m  Propagation mechanism—After gaining access to devices, a worm replicates and selects new
targets.

m  Payload—Once the device is infected with a worm, the attacker has access to the host—
often as a privileged user. Attackers could use a local exploit to escalate their privilege level
to administrator.

Typically, worms are self-contained programs that attack a system and try to exploit a
vulnerability in the target. Upon successful exploitation of the vulnerability, the worm copies its
program from the attacking host to the newly exploited system to begin the cycle again. A virus
normally requires a vector to carry the virus code from one system to another. The vector can be
a word-processing document, an e-mail message, or an executable program. The key element
that distinguishes a computer worm from a computer virus is that human interaction is required
to facilitate the spread of a virus.
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Worm Attack Mitigation -

* Containment—Contain the spread of the worm
inside your network and within your network.
Compartmentize parts of your network that have
not been infected.

* Inoculation—Start patching all systems and, if
possible, scanning for vulnerable systems.

* Quarantine—Track down each infected machine
inside your network. Disconnect, remove, or
block infected machines from the network.

* Treatment—Clean and patch each infected
system. Some worms may require complete core
system reinstallations to clean the system.
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Worm attack mitigation requires diligence on the part of system and network administration
staff. Coordination between system administration, network engineering, and security operations
personnel is critical in responding effectively to a worm incident. The following are the
recommended steps for worm attack mitigation:

Containment
Inoculation
Quarantine

Treatment

Typical incident response methodologies can be subdivided into six major categories. The
following categories are based on the network service provider security (NSP-SEC) incident
response methodology:

Preparation—Acquire the resources to respond.
Identification—Identify the worm.
Classification—Classify the type of worm.
Traceback—Trace the worm back to its origin.
Reaction—Isolate and repair the affected systems.

Post mortem—Document and analyze the process used for the future.

2-40 Cisco Secure PIX Firewall Advanced (CSPFA) v3.2 Copyright "= 2004, Cisco Systems, Inc.



Virus and Trojan Horse Attacks

[ Cisco.oom

* Viruses are malicious software that is attached
to another program to execute a particular
unwanted function on a user’s workstation.
End-user workstations are the primary targets.

« A Trojan horse is different only in that the entire
application was written to look like something
else, when in fact it is an attack tool.
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The primary vulnerabilities for end-user workstations are viruses and Trojan horse attacks.
Viruses are malicious software that is attached to another program to execute a particular
unwanted function on a user’s workstation. An example of a virus is a program that is attached to
command.com (the primary interpreter for Windows systems) that deletes certain files and
infects any other versions of command.com that it can find.

A Trojan horse is different only in that the entire application was written to look like something
else, when in fact it is an attack tool. An example of a Trojan horse is a software application that
runs a simple game on the user’s workstation. While the user is occupied with the game, the
Trojan horse mails a copy of itself to every user in the user’s address book. The other users
receive the game and then play it, thus spreading the Trojan horse.
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Virus and Trojan Horse Attack
Mitigation

These kinds of applications can be
contained by:

- Effective use of antivirus software

- Keeping up-to-date with the latest developments
in these sorts of attacks

* Keeping up-to-date with the latest antivirus
software and application versions
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These kinds of applications can be contained through the effective use of antivirus software at
the user level and potentially at the network level. Antivirus software can detect most viruses and
many Trojan horse applications and prevent them from spreading in the network. Keeping up-to-
date with the latest developments in these sorts of attacks can also lead to a more effective
posture against these attacks. As new virus or Trojan applications are released, enterprises need

to keep up-to-date with the latest antivirus software and application versions.
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Application-Layer Attacks
I

Application-layer attacks have
the following characteristics:

- Exploit well-known weaknesses,
such as those in protocols, that
are intrinsic to an application or
system (for example, sendmail,
HTTP, and FTP)

» Often use ports that are allowed
through a firewall (for example,
TCP port 80 used in an attack
against a web server behind a
firewall)

« Can never be completely
eliminated, because new
vulnerabilities are always being
discovered
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Application-layer attacks can be implemented using several different methods:

®  One of the most common methods is exploiting well-known weaknesses in software
commonly found on servers, such as sendmail, PostScript, and FTP. By exploiting these
weaknesses, attackers can gain access to a computer with the permissions of the account
running the application, which is usually a privileged, system-level account.

m  Trojan horse program attacks are implemented using programs that an attacker substitutes
for common programs. These programs may provide all the functionality that the normal
program provides, but also include other features that are known to the attacker, such as
monitoring login attempts to capture user account and password information. These
programs can capture sensitive information and distribute it back to the attacker. They can
also modify application functionality, such as applying a blind carbon copy to all e-mail
messages so that the attacker can read all of your organization’s e-mail.

One of the oldest forms of application-layer attacks is a Trojan horse program that displays a
screen, banner, or prompt that the user believes is the valid login sequence. The program
then captures the information that the user enters and stores or e-mails it to the attacker.
Next, the program either forwards the information to the normal login process (normally
impossible on modern systems) or simply sends an expected error to the user (for example,
Bad Username/Password Combination), exits, and starts the normal login sequence. The
user, believing that he or she has incorrectly entered the password (a common mistake
experienced by everyone), re-enters the information and is allowed access.

®  One of the newest forms of application-layer attacks exploits the openness of several new
technologies: the HTML specification, web browser functionality, and HTTP. These attacks,
which include Java applets and ActiveX controls, involve passing harmful programs across
the network and loading them through a user’s browser.
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Application-Layer Attack Mitigation
Measures you can take to reduce your risks
include the following:

* Read operating system and network log files, or
have them analyzed by log analysis applications.

» Subscribe to mailing lists that publicize
vulnerabilities.

- Keep your operating system and applications
current with the latest patches.

* Use IDSs, which can scan for known attacks,
monitor and log attacks, and in some cases,
prevent attacks.
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The following are some measures you can take to reduce your risks for application-layer attacks:

m  Read operating system and network log files or have them analyzed—It is important to
review all logs and take action accordingly.

m  Subscribe to mailing lists that publicize vulnerabilitiecs—Most application and operating
system vulnerabilities are published on the Web by various sources.

m  Keep your operating system and applications current with the latest patches—Always test
patches and fixes in a nonproduction environment. This practice prevents downtime and
keeps errors from being generated unnecessarily.

m  Use IDSs to scan for known attacks, monitor and log attacks, and in some cases, prevent
attacks—The use of IDSs can be essential to identifying security threats and mitigating some
of those threats. In most cases, it can be done automatically.
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Management Protocols and Functions

The protocols used to manage your network can in themselves be a source of vulnerability. This
topic examines common management protocols and how they can be exploited.

Configuration Management

[ Cisco.oom

- Configuration management protocols include
SSH, SSL, and Telnet.

* Telnet issues include the following:

—The data within a Telnet session is sent as
clear text and may be intercepted by anyone
with a packet sniffer located along the data
path between the device and the management
server.

—The data may include sensitive information,
such as the configuration of the device itself,
passwords, and so on.
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If the managed device does not support any of the recommended protocols, such as SSH and
SSL, Telnet may have to be used (although this protocol is not highly recommended). The
network administrator should recognize that the data within a Telnet session is sent as clear text
and may be intercepted by anyone with a packet sniffer located along the data path between the
managed device and the management server. The clear text may include important information,
such as the configuration of the device itself, passwords, and other sensitive data.
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Configuration Management
Recommendations

I Cisco.oom

When possible, the following practices are
advised:

* Use IPSec, SSH, SSL, or any other encrypted and
authenticated transport.

* ACLs should be configured to allow only management
servers to connect to the device. All attempts from other
IP addresses should be denied and logged.

* RFC 2827 filtering at the perimeter router should be used
to mitigate the chance of an outside attacker spoofing the
addresses of the management hosts.
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Regardless of whether SSH, SSL, or Telnet is used for remote access to the managed device,
access control lists (ACLs) should be configured to allow only management servers to connect to
the device. All attempts from other IP addresses should be denied and logged. RFC 2827
filtering at the ingress router should also be implemented to reduce the chance of an attacker
from outside the network spoofing the addresses of the management hosts.
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Management Protocols
The following are management protocols
that that can be compromised:

* SNMP—The community string information for
simple authentication is sent in clear text.

- Syslog—Data is sent as clear text between the
managed device and the management host.

« TFTP—Data is sent as clear text between the
requesting host and the TFTP server.

* NTP—Many NTP servers on the Internet do not
require any authentication of peers.
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Simple Network Management Protocol (SNMP) is a network management protocol that can be
used to retrieve information from a network device (commonly referred to as read-only access)
or to remotely configure parameters on the device (commonly referred to as read-write access).
SNMP uses passwords, called community strings, within each message as a very simple form of
security. Unfortunately, most implementations of SNMP on networking devices today send the
community string in clear text along with the message. Therefore, SNMP messages may be
intercepted by anyone with a packet sniffer located along the data path between the device and
the management server, and the community string may be compromised.

Syslog, which is information generated by a device that has been configured for logging, is sent
as clear text between the managed device and the management host. Syslog has no packet-level

integrity checking to ensure that the packet contents have not been altered in transit. An attacker
may alter Syslog data in order to confuse a network administrator during an attack.

Trivial File Transfer Protocol (TFTP) is used for transferring configuration or system files across
the network. TFTP uses UDP for the data stream between the requesting host and the TFTP
server.

As with other management protocols that send data in clear text, the network administrator
should recognize that the data within a TFTP session might be intercepted by anyone with a
packet sniffer located along the data path between the device and the management server. Where
possible, TFTP traffic should be encrypted within an IPSec tunnel in order to reduce the chance
of its being intercepted.

Network Time Protocol (NTP) is used to synchronize the clocks of various devices across a
network. Synchronization of the clocks within a network is critical for digital certificates and for
correct interpretation of events within Syslog data.

A secure method of providing clocking for the network is for network administrators to
implement their own master clocks for private networks synchronized to Coordinated Universal
Time (UTC) via satellite or radio. However, clock sources are available for synchronization via
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the Internet, for network administrators who do not wish to implement their own master clocks
because of cost or other reasons.

An attacker could attempt a DoS attack on a network by sending bogus NTP data across the
Internet in an attempt to change the clocks on network devices in such a manner that digital
certificates are considered invalid. Further, an attacker could attempt to confuse a network
administrator during an attack by disrupting the clocks on network devices. This scenario would
make it difficult for the network administrator to determine the order of Syslog events on
multiple devices.
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Management Protocol
Recommendations

* SNMP recommendations:
— Configure SNMP with only read-only community strings.
— Set up access control on the device you wish to manage.
— Use SNMP Version 3 or above.
* Logging recommendations:
— Encrypt Syslog traffic within an IPSec tunnel.
— Implement RFC 2827 filtering.
— Set up access control on the firewall.
TFTP recommendations:
— Encrypt TFTP traffic within an IPSec tunnel.
* NTP recommendations:
— Implement your own master clock.
— Use NTP Version 3 or above.

— Set up access control that specifies which network devices
are allowed to synchronize with other network devices.
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The following are SNMP recommendations:

Configure SNMP with only read-only community strings.

Set up access control on the device you wish to manage via SNMP to allow access by only
the appropriate management hosts.

Use SNMP Version 3 or above.

When possible, the following practices are advised:

Encrypt Syslog traffic within an IPSec tunnel.

When allowing Syslog access from devices on the outside of a firewall, you should
implement RFC 2827 filtering at the perimeter router.

ACLs should also be implemented on the firewall in order to allow Syslog data from only
the managed devices themselves to reach the management hosts.

When possible, TFTP traffic should be encrypted within an IPSec tunnel in order to reduce
the chance of its being intercepted.

The following are NTP recommendations:

Implement your own master clock for private network synchronization.

Use NTP Version 3 or above because these versions support a cryptographic authentication
mechanism between peers.

Use ACLs that specify which network devices are allowed to synchronize with other
network devices.
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Summary

This topic summarizes what you learned in this lesson.

Summary

 The need for network security has increased as networks have
become more complex and interconnected.

. Thr1 following are the components of a complete security
policy:

— Statement of authority and scope

— Acceptable use policy

— ldentification and authentication policy
— Internet use policy

— Campus access policy

— Remote access policy

— Incident handling procedure

» The Security Wheel details the view that security is an ongoing
process.

» The Security Wheel comprises four phases: secure, monitor,
test, and improve.
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Summary (Cont.)

» The following are the four types of security threats:
— Structured
— Unstructured
— Internal
— External
« The following are the four primary attack categories:
— Reconnaissance attacks
— Access attacks
— Denial of service attacks
— Worms, viruses, and Trojan horses

« Configuration management and management protocols are an
important part of securing a network.
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Cisco PIX Firewall Technology
and Features

Overview

This lesson includes the following topics:
m  Objectives
m  Firewalls

m  PIX Firewall overview
®  Summary



Objectives

This topic lists the lesson’s objectives.

Objectives

Upon completion of this lesson, you will be
able to perform the following tasks:

- Describe firewall technologies.

 Define the three types of firewalls used to secure
today’s computer networks.

* Describe PIX Firewall technology and features.

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—3-3
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Firewalls

This topic provides an explanation of a firewall.

What Is a Firewall?

DMz
network

S— s Intj'nj)«et\x @
- Outside
network network

A firewall is a system or group of systems
that manages access between two
networks.
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By conventional definition, a firewall is a partition made of fireproof material designed to
prevent the spread of fire from one part of a building to another. It can also be used to isolate
one compartment from another.

When applying the term firewall to a computer network, a firewall is a system or group of
systems that enforces an access control policy between two or more networks.
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Firewall Technologies

are based on one of
three technologies:

Firewall operations l

-

* Packet filtering 1

* Proxy server

- Stateful packet
filtering
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Firewall operations are based on one of three technologies:

m  Packet filtering—Limits information into a network based on static packet header

information.

B Proxy server—Requests connections between a client on the inside of the firewall and the

Internet.

m  Stateful packet filtering—Combines the best of packet filtering and proxy server

technologies.
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Packet Filtering

Limits information into a network based on
the destination and source address

© 2004, Cisco Systems, Inc. Al rights reserved. CSPFA32—37

A firewall can use packet filtering to limit information entering a network, or information
moving from one segment of a network to another. Packet filtering uses access control lists
(ACLs), which allow a firewall to accept or deny access based on packet types and other

variables.

This method is effective when a protected network receives a packet from an unprotected

network. Any packet that is sent to the protected network and does not fit the criteria defined by
the ACLs is dropped.

However, there are problems with packet filtering:

Arbitrary packets can be sent that fit the ACL criteria and, therefore, pass through the filter.

Packets can pass through the filter by being fragmented.
Complex ACLs are difficult to implement and maintain correctly.

Some services cannot be filtered.

Copyright "= 2004, Cisco Systems, Inc.

Cisco PIX Firewall Technology and Features

3-5



Proxy Server

Proxy
server

L — ]
— . lnter\n/etJf — ]
o Outside Inside
network network

Requests connections between a client on
the inside of the firewall and the Internet
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A proxy server is a firewall device that examines packets at higher layers of the Open Systems
Interconnection (OSI) model. This device hides valuable data by requiring users to
communicate with a secure system by means of a proxy. Users gain access to the network by
going through a process that establishes session state, user authentication, and authorized
policy. This means that users connect to outside services via application programs (proxies)
running on the gateway connecting to the outside unprotected zone.

However, there are problems with the proxy server because it:

m  Creates a single point of failure, which means that if the entrance to the network is
compromised, then the entire network is compromised.

m [s difficult to add new services to the firewall.

m  Performs more slowly under stress.
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Stateful Packet Filtering
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Stateful packet filtering is the method used by the Cisco PIX Firewall. This technology
maintains complete session state. Each time a Transmission Control Protocol (TCP) or User
Datagram Protocol (UDP) connection is established for inbound or outbound connections, the
information is logged in a stateful session flow table.

The stateful session flow table contains the source and destination addresses, port numbers,
TCP sequencing information, and additional flags for each TCP or UDP connection associated
with that particular session. This information creates a connection object and, consequently, all
inbound and outbound packets are compared against session flows in the stateful session flow
table. Data is permitted through the firewall only if an appropriate connection exists to validate
its passage.

This method is effective because
m [t works on packets and connections.

m [t operates at a higher performance level than packet filtering or using a proxy server.

m [t records data in a table for every connection or connectionless transaction. This table
serves as a reference point to determine if packets belong to an existing connection or are
from an unauthorized source.
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PIX Firewall Overview

This topic discusses the basic concepts of the PIX Firewall.

. i Ciscoupom.

PIX Firewall—What Is it?

The Cisco PIX Firewall family delivers enterprise-
class security for small-to-medium business and
enterprise networks in a modular, purpose-built
appliance. Some of the PIX Firewall family product
highlights are as follows:

* Proprietary operating system

- Stateful inspection

* Protocol and application inspection

* User-based authentication

* Virtual private networking

* Web-based management solutions

- Stateful failover capabilities

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—3-11

The Private Internet Exchange (PIX) Firewall is a key element in the overall Cisco end-to-end
security solution. The world-leading Cisco PIX Firewall Series provides enterprise-class,
integrated network security services including stateful inspection firewalling, protocol and
application inspection, virtual private network (VPN), in-line intrusion protection, and rich
multimedia and voice security—in cost-effective, easy-to-deploy solutions. Ranging from
compact, “plug-and-play” desktop firewalls for small offices to carrier-class gigabit firewalls
for the most demanding enterprise and service-provider environments, Cisco PIX Firewalls
provide robust security, performance, and reliability for network environments of all sizes.

Some of the PIX Firewall product highlights are as follows:

Security, performance and reliability in purpose-built security appliances

State-of-the-art stateful inspection firewalling using patented Adaptive Security Algorithm
(ASA)

Integrated protocol and application inspection engines that examine packet streams at
Layers 4 through 7

User-based authentication of inbound and outbound connections
Robust VPN for secure site-to-site and remote access connections
Simple, web-based management with PIX Device Manager (PDM)
Stateful failover capabilities that ensure resilient network protection

Dynamic and static Network Address Translation (NAT) and Port Address Translation
(PAT)
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m Integrated Intrusion Protection guards against popular Internet threats such as denial-of-
service (DoS) attacks

m  Robust remote manageability using CiscoWorks Firewall Management Center,
Telnet/Secure Shell (SSH), Simple Network Management Protocol (SNMP) and Syslog
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Proprietary Operating System—
Finesse

Eliminates the risks associated with
general-purpose operating systems

©2004, Cisco Systems, Inc. Al rights reserved. CSPFA32—3-12

Finesse, a Cisco proprietary operating system, is a non-UNIX, non-Windows NT, Cisco 10S
software-like operating system. Use of Finesse eliminates the risks associated with the general-
purpose operating systems. It enables the PIX Firewall to deliver outstanding performance with
up to 500,000 simultaneous connections—dramatically greater than any UNIX-based firewall.

3-10 Cisco Secure PIX Firewall Advanced (CSPFA) v3.2 Copyright % 2004, Cisco Systems, Inc.



Stateful Inspection—ASA

[ Cisco.oom

+ ASA provides “stateful” connection security:

— It tracks source and destination ports and addresses,
TCP sequence numbers, and additional TCP flags.

— It randomizes initial TCP sequence numbers.

+ By default, ASA allows connections originating from
hosts on inside (higher security level) interfaces.

* By default, ASA drops connection attempts originating
from hosts on outside (lower security level) interfaces.

* ASA supports authentication, authorization, and
accounting.
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The heart of the PIX Firewall is the Adaptive Security Algorithm (ASA). The ASA maintains
the secure perimeters between the networks controlled by the firewall. The stateful, connection-
oriented ASA design creates session flows based on source and destinations addresses. It
randomizes TCP sequence numbers, port numbers, and additional TCP flags before completion
of the connection. This function is always in operation, monitoring return packets to ensure
they are valid, and allows one-way (inside to outside) connections without an explicit
configuration for each internal system and application. The randomizing of the TCP sequence
numbers is to minimize the risk of a TCP sequence number attack. Because of the ASA, the
PIX Firewall is less complex and more robust than a packet filtering-designed firewall.

Stateful packet filtering is a secure method of analyzing data packets that places extensive
information about a data packet into a table. Each time a TCP connection is established for
inbound or outbound connections through the PIX Firewall, the information about the
connection is logged in a stateful session flow table. For a session to be established,
information about the connection must match information stored in the table. With this
methodology, the stateful filters work on the connections and not the packets, making it a more
stringent security method with its sessions immune to hijacking.

Like a fingerprint, stateful packet filtering

m  Obtains the session identifying parameters, IP addresses, and ports for each TCP
connection.

m  Logs the data in a stateful session flow table and creates a session object.
m  Compares the inbound and outbound packets against session flows in the connection table.

m  Allows data packets to flow through the PIX Firewall only if an appropriate connection
exists to validate their passage.

m  Temporarily sets up a connection object until the connection is terminated.
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Cut-Through Proxy Operation
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KM Username and Password Required username and password. It then
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Enter usemame for CCO at www.com G RADIUS or TACACS+ server and
d checks the security policy.
User Name: | student IS resource

4. The PIX Firewall initiates
a connection from the L |
PIX Firewall to the —
destination IS resource.

5. The PIX Firewall directly connects the |

internal or external user to the IS
resource via ASA. Communication then
takes place at a lower level of the OSI model.

Password: | 123@456

__Gancal |
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Cut-through proxy is a method of transparently verifying the identity of the users at the
firewall, and permitting or denying access to any TCP- or UDP-based applications. This is also
known as user-based authentication of inbound or outbound connections. Unlike a proxy server
that analyzes every packet at the application layer of the OSI model, the PIX Firewall first
challenges a user at the application layer. After the user is authenticated and the policy is
checked, the PIX Firewall shifts the session flow to a lower layer of the OSI model for
dramatically faster performance. This allows security policies to be enforced on a per-user-
identification basis.

Connections must be authenticated with a user identification and password before they can be
established. The user identification and password is entered via an initial HTTP, HTTPS,
Telnet, or FTP connection. This method eliminates the price performance impact that UNIX
system-based firewalls impose in similar configurations, and allows a finer level of
administrative control over connections. The cut-through proxy method of the PIX Firewall
also leverages the authentication and authorization services of the Cisco Secure Access Control
Server (Cisco Secure ACS). The PIX Firewall is interoperable and scalable with IPSec, which
includes an umbrella of security and authentication protocols, such as Internet Key Exchange
(IKE) and Public Key Infrastructure (PKI). The PIX Firewall offers an [PSec-based VPN.
Remote clients can securely access corporate networks through their Internet service providers
(ISPs).
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A virtual private network (VPN) is a service offering secure, reliable connectivity over a
shared, public network infrastructure such as the Internet. Because the infrastructure is shared,
connectivity can be provided at lower cost than existing dedicated private networks. The PIX

Firewall enables VPNs for both site-to-site and remote access networks. PIX Firewall supports
the following configurations:

PIX Firewall to PIX Firewall secure VPN gateway—Two or more PIX Firewalls can
enable a VPN, which secures traffic from devices behind the PIX Firewalls. The secure
VPN gateway topology prevents the user from having to implement VPN devices or
software inside the network, making the secure gateway transparent to users.

PIX Firewall to Cisco IOS router secure VPN gateway The PIX Firewall and Cisco
router, running Cisco VPN software, can interoperate to create a secure VPN gateway
between networks.

Cisco VPN Client to PIX Firewall via dialup The PIX Firewall can become a VPN
endpoint for the VPN Client over a dialup network. The dialup network can consist of
ISDN, public switched telephone network (PSTN) (analog modem), or digital subscriber
line (DSL) communication channels.

Cisco VPN Client to PIX Firewall via network—The PIX Firewall can become a VPN
endpoint for the VPN Client over an IP network.

Other vendor products to PIX Firewall—Products from other vendors can connect to the
PIX Firewall if they conform to open VPN standards.

Copyright "= 2004, Cisco Systems, Inc. Cisco PIX Firewall Technology and Features
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“Application-Aware” Inspection
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* Protocols such as FTP, HTTP, H.323, and SQL*Net need to
negotiate connections to dynamically assigned source or
destination ports through the firewall.

» PIX Firewall inspects packets above the network layer.

« PIX Firewall securely opens and closes negotiated ports for
legitimate client-server connections through the firewall.
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Today many corporations use the Internet for business transactions. For the corporations to
keep their internal networks secure from potential threats from the Internet, they can implement
firewalls on their internal network. Even though these firewalls help protect a corporation’s
internal networks from external threats, firewalls have caused problems as well. For example,
some of the protocols and applications that the corporations use to communicate are not
allowed through the firewalls. Specifically, protocols need to negotiate FTP, HTTP, H.323, and
SQL*Net connections to dynamically assigned source or destination ports, or IP addresses,
through the firewall.

A good firewall has to inspect packets above the network layer and do the following as required
by the protocol or application:

m  Securely open and close negotiated ports or IP addresses for legitimate client-server
connections through the firewall.

m  Use NAT-relevant instances of an IP address inside a packet.

m  Use PAT-relevant instances of ports inside a packet.

m Inspect packets for signs of malicious application misuse.

You can configure the Cisco PIX Firewall to allow the required protocols or applications

through. This enables a corporation’s internal networks to remain secure while still being able
to continue day-to-day business over the Internet.
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PIX Device Firewall Management
Manager Center
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PIX Device Manager and Firewall Management Center are browser-based configuration tools
designed to help you set up, configure, and monitor your Cisco PIX Firewall graphically,
without requiring an extensive knowledge of the PIX Firewall command line interface (CLI).

PDM monitors and configures a single PIX Firewall. You can use PDM to create a new
configuration. You can use PDM to monitor and maintain current PIX Firewalls. You can point
your browser to more than one PIX Firewall and administer several PIX Firewalls from a single
workstation.

CiscoWorks 2000 Management Center for Firewalls (Firewall MC) is a web-based interface for
configuring and managing multiple Cisco PIX Firewalls. Firewall MC has a look and feel
similar to Cisco PIX Device Manager (PDM); however, with Firewall MC, you can configure
multiple firewalls instead of configuring only one at a time. Firewall MC centralizes and
accelerates the deployment and management of multiple PIX Firewalls.
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Failover
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* Failover protects the network should the primary PIX Firewall go offline.
- Stateful failover maintains operating state during failover.
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Failover provides a mechanism for the PIX Firewall to be redundant by allowing two identical

firewalls, hardware and software, to serve the same functionality. The active firewall performs

normal security functions, while the standby firewall monitors, ready to take control should the
active firewall fail.

The PIX Firewall can use a serial cable for short-distance failover or an Ethernet cable for long-
distance (LAN-based) failover. In both of these scenarios, the PIX Firewall can be configured
for stateful failover so that active connections remain when failover occurs. When failover
occurs, Syslog messages are generated indicating the cause of failure.

Note PIX Firewall models that support failover include legacy models 515 and 520, which are not
featured in this course, as well as current models 515E, 525, and 535.
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Summary

This topic summarizes what you learned in this lesson.

Summary

* There are three firewall technologies: packet
filtering, proxy server, and stateful packet
filtering.

* The PIX Firewall features include the following:
Finesse operating system, ASA, cut-through
proxy, stateful failover, VPN, Web-based
management, and stateful packet filtering.
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Cisco PIX Firewall Family

Overview

This lesson includes the following topics:
m  Objectives

m  PIX Firewall models

m  PIX Firewall licensing

m  Firewall Services Module

®  Summary



Objectives

This topic lists the lesson’s objectives:

Objectives

Upon completion of this lesson, you will be able to
perform the following tasks:
* Identify the PIX Firewall models.

- Describe the key features of the PIX 501, 506E, 515E, 525,
and 535 Firewall.

* Identify the PIX 501, 506E, 515E, 525, and 535 Firewall
controls, connectors, and LEDs.

- Identify the PIX 501, 506E, 515E, 525, and 535 Firewall
interfaces.

* ldentify the PIX Firewall expansion cards.
- Explain the PIX Firewall licensing options.

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—4-3
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Objectives (Cont)

* Describe the key features of the Firewall Services
Module for the Cisco Catalyst 6500 Series Switch
and the Cisco 7600 Series Internet Router.

* Identify the switch and router slots in which the
Firewall Services Module can be installed.

* Identify and describe LEDs that display the status of
the Firewall Services Module.
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PIX Firewall Models

This topic describes the PIX Firewall 500 models.

PIX Firewall Family
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The Cisco PIX Firewall 500 series scales to meet a range of requirements and network sizes,
and currently consists of five models: the PIX Firewall 501, S06E, 515E, 525, and 535. The
PIX Firewall 501 has an integrated 10/100BASE-T port (100BASE-T option available in
release 6.3) and an integrated four-port 10/100 switch. The PIX Firewall S06E has dual
integrated 10/100BASE-T ports (100BASE-T option available in release 6.3 for SO06E only).
The PIX Firewall 515E supports single-port or four-port 10/100 Ethernet cards. The PIX
Firewall 525 supports single-port or four-port 10/100 Fast Ethernet and Gigabit Ethernet. The
PIX Firewall 535 supports Fast Ethernet and Gigabit Ethernet. The PIX Firewall 515E, 525,
and 535 models come with an integrated virtual private network (VPN) Accelerator (VAC)
card.

The PIX Firewall is secure right out of the box. After a few installation procedures and an
initial configuration of six general commands, your PIX Firewall is operational and protecting
your network. These PIX Firewall commands enable connections from the inside interface
access to the outside interface, and block all connections from the outside interface to the inside
interface.

Note Prior to PIX Firewall Software Release 6.3, the PIX Firewall 501 outside interface and 506E
outside and inside interfaces operated at 10BASE-T. With the upgrade to software release
6.3, the PIX Firewall 501 outside interface and 506E outside and inside interfaces can
operate at 10/100BASE-T. To enable the speed change on the interface requires a software
upgrade only.
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PIX Firewall 501

— T

» Designed for small offices and
teleworkers

* 7500 concurrent connections
* 60-Mbps clear text throughput
* 16-Mbps SDRAM

* Supports one 10/100BASE-T*
Ethernet interface (outside) and
a 4-port 10/100 switch (inside)

* VPN throughput
— 3-Mbps 3DES
— 4.5-Mbps 128-bit AES

* 10 simultaneous VPN peers

*100BASE-T speed option is available in release 6.3.
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The PIX Firewall 501 measures only 1.0 x 6.25 x 5.5 inches and weighs only 0.75 pounds, yet
it delivers enterprise-class security for small offices and teleworkers. Ideal for securing high-
speed, “always on” broadband environments, the PIX Firewall 501 provides small office
networking features and powerful remote management capabilities in a compact, all-in-one
solution.

The PIX Firewall 501 provides a convenient way for multiple computers to share a single
broadband connection. In addition to its RS-232 (RJ-45) 9600 baud console port and its
integrated 10/100BASE-T port (100BASE-T option available in release 6.3) for the outside
interface, it features an integrated auto-sensing, auto-MDIX (medium-dependent interface
crossover) four-port 10/100 switch for the inside interface. Auto-MDIX support eliminates the
need to use crossover cables with devices connected to the switch.

The PIX Firewall 501 can also secure all network communications from remote offices to
corporate networks across the Internet using its standards-based Internet Key Exchange
(IKE)/IPSec VPN capabilities. Users can also enjoy plug-and-play networking by taking
advantage of the built-in Dynamic Host Configuration Protocol (DHCP) server within the PIX
Firewall, which automatically assigns network addresses to the computers when they are
powered on.

With PIX Firewall 501 Software Release 6.3, there are several product licensing options
available. Choose an appropriate user license. Each user license supports a maximum number
of concurrent source IP addresses from the internal network to traverse through the PIX
Firewall 501. One can choose between a 10-user, 50-user, or unlimited user license. For VPN
encryption, there are two options: Data Encryption Standard (DES), which supports 56-bit DES
encryption, or Triple-DES (3DES), which supports both 168-bit 3DES and up to 256-bit
Advanced Encryption Standard (AES) encryption. There is more on software licensing later in
this lesson.

The PIX Firewall 501 comes with an integrated security lock slot for improved physical
security and contains 8 MB of Flash memory.
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Note The cable lock for the security lock slot is not provided with the firewall.

Note The Cisco PIX Firewall 501 requires software version 6.1(1) or higher.

Note Prior to release 6.3, the outside interface was a half-duplex 10BASE-T Ethernet interface.
With release 6.3, the outside interface can be configured for half- or full-duplex and 10 or
100BASE-T. To enable this feature requires a software upgrade to release 6.3 only.
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PIX Firewall 501—Front Panel LEDs
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The following are the LEDs:
m  Power—When the light is green, the device is powered on.

m  Link/Act—When the light is flashing green, network activity (such as Internet access), is
present. When the light is green, the correct cable is in use and the connected equipment
has power and is operational. When the light is off, no link is established.

® VPN Tunnel—When the light is green, one or more IKE/IPSec VPN tunnels are
established. When the light is off, one or more IKE/IPSec VPN tunnels are disabled. If the
standard configuration has not been modified to support VPN tunnels, the LED does not
light up because it is disabled by default.

Note The VPN Tunnel LED does not light up when Point-to-Point Tunneling Protocol/Layer 2
Tunneling Protocol (PPTP/L2TP) tunnels are established.

m 100 MBPS—When the light is green, the interface is enabled at 100 Mbps
(autonegotiated). When the light is off, the interface is enabled at 10 Mbps.
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PIX Firewall 501—Back Panel
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This figure shows the back panels of the PIX Firewall 501. The following are the PIX Firewall
501 features:

m  10/100 switch ports—Ports in the autosensing, auto-MDIX switch used for the inside
interface. Connect your PC or other network devices to one of the four switched ports,
which are numbered 1 through 4.

m  10/100BASE-T port (100BASE-T option available in release 6.3)—Port 0, a half- or full-
duplex Ethernet port for the public network. The PIX Firewall 501 comes with a yellow
Ethernet cable (72-1482-01) and an orange Ethernet cable (72-3515-01). Use the yellow
cable to connect the device to a switch or hub. Use the orange cable to connect the device
to a DSL modem, cable modem, or router.

m  Console port—RS-232 (RJ-45) 9600-baud port used to connect a computer to the PIX
Firewall for console operations.

m  Power connector—Used to attach the power supply cable to the PIX Firewall. The PIX
Firewall 501 does not have a power switch.

m  Security lock slot—A slot that accepts standard desktop cable locks to provide physical
security for small portable equipment, such as laptop computers.

Note When installing the PIX Firewall 501, place the chassis on a flat, stable surface. The chassis
is not rack mountable.

Note Prior to release 6.3, the outside interface was a half-duplex 10BASE-T Ethernet interface.
With release 6.3, the outside interface can be configured for half- or full-duplex and 10 or
100BASE-T. To enable this feature requires a software upgrade to release 6.3 only.
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PIX Firewall 506E
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Designed for small and remote
offices

» 25,000 concurrent connections
* 100-Mbps clear text throughput
+ 32-MB RAM

» Supports two interfaces
(10/100BASE-T)*

* VPN throughput
— 17-Mbps 3DES
— 30-Mbps 128-bit AES

» 25 simultaneous VPN peers

*100BASE-T speed option is available in release 6.3 for 506E only.
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The PIX Firewall 506E is designed for companies that are leveraging the cost advantages of the
Internet and allowing employees to work remotely. It delivers full firewall protection, as well
as [IPSec VPN capabilities. The PIX Firewall 506E can connect with up to 25 VPN peers
simultaneously, and provides users with a complete implementation of IPSec standards. It
comes with 8 MB of Flash memory and 2 integrated 10/100BASE-T* ports, is compact in size
(8 x 12 x 1.7 inches), and uses TFTP for image download and upgrade. PIX Firewall S06E
license is provided in a single, unlimited user license. With PIX Firewall Software Release 6.3,
there are two VPN encryption options: DES which supports 56-bit DES encryption or 3DES
which supports both 168-bit 3DES and up to 256-bit AES encryption. There is more on
software licensing later in this lesson.

Note 100BASE-T port speed is available starting in software release 6.3. Prior to release 6.3, the
PIX 506E supported a port speed of 10BASE-T only. The 100BASE-T performance upgrade
is software based. There is no PIX Firewall hardware upgrade necessary.
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PIX Firewall 506E—Front Panel LEDs
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The following are the LEDs:
®m  POWER—When the PIX Firewall has power, the light shines.

B ACT—When the software image has been loaded on the PIX Firewall S506E, the light
shines.

m  NETWORK-—When at least one network interface is passing traffic, the light shines.
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PIX Firewall 506E—Back Panel
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On the PIX Firewall 506E, Ethernet 1 connects the inside network and Ethernet 0 is for the
outside network. Use the console port to connect a computer to enter configuration commands.
The USB port to the left of the console port is not used.

The power connection is directly beneath the power switch. The PIX Firewall S06E uses an
external AC to DC power supply.

The LEDs display the following transmission states:
m  ACT—Shows network activity.

m  LINK—Shows that data is passing on the network to which the connector is attached.

Note 100BASE-T port speed is available starting in software release 6.3. Prior to release 6.3, the
PIX 506E supported a port speed of 10BASE-T only. The 100BASE-T performance upgrade
is software based. There is no PIX Firewall hardware upgrade necessary.
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PIX Firewall 515E

I T

* Designed for small to medium
businesses

* 130,000 concurrent connections
* 188-Mbps clear text throughput
- 32/64-MB RAM
* Supports six interfaces
* Supports failover
* VPN throughput

— 140-Mbps 3DES (VAC+)

— 140-Mbps 256-bit AES (VAC+)
* 2,000 IPSec tunnels
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The PIX Firewall 515E is designed for small- and medium-sized businesses. It delivers full
firewall protection, as well as IPSec VPN capabilities with complete implementation of IPSec
standards. You can create and terminate VPN tunnels between two PIX Firewalls, between a
PIX Firewall and any Cisco VPN-enabled router, and between a PIX Firewall and the Cisco
(VPN) Client. The PIX Firewall 515E is also ideal for remote sites that require only two-way
communication with their corporate network.

The PIX Firewall 515E supports up to six 10/100 Ethernet ports. This allows for more robust
traffic configurations as well as establishing a protected DMZ for hosting a web site or
performing URL filtering and virus detection. With the restricted license, it supports three
interfaces; with the unrestricted license (UR), it supports six interfaces.

This model also features integrated hardware-based IPSec acceleration, delivering VPN
performance of up to 140 Mbps while freeing system resources for other mission-critical
security functions. IPSec acceleration is provided by an integrated PIX Firewall VPN
Accelerator Plus card (VAC+), or the PIX Firewall VAC. There is more information on the
VAC and VAC+ cards later in this lesson.

The PIX Firewall 515E is rack-mountable, comes with 16 MB of Flash memory, and uses
TFTP for image download and upgrade.

Note When a PIX Firewall 515E is ordered, the order automatically includes a VAC+ unless
specified otherwise.
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PIX Firewall 515E—Front Panel LEDs
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The following are the

LEDs:

m  Power—When the PIX Firewall has power, the light shines.

m  ACT—When the PIX Firewall is used in a standalone configuration, the light shines. When

the PIX Firewall is configured for failover operations, the light shines on the active PIX

Firewall.

m  Network—The light shines when at least one network interface is passing traffic.

Copyright "= 2004, Cisco Systems, Inc.
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PIX Firewall 515E—Back Panel
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Expansion slots

Fixed interfaces
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The PIX Firewall 515E back plane can be logically divided into two sections, fixed interfaces
and expansion slots. The fixed interfaces provide two 10/100BASE-TX Ethernet ports, a
console port and a failover connector. The expansion slots provide two 32-bit/33-MHz PCI
slots. These PCI slots support easy installation of additional network interfaces and VAC or
VAC+. There is more on the fixed interfaces and expansion slot option cards later in this
lesson.
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PIX Firewall 515E—Fixed Interface
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This figure shows the fixed interfaces of the PIX Firewall 515E. The following lists the PIX
Firewall 515E features:

m  Ethernet connections—With software versions 5.2 and higher, any port, whether fixed or a
PCI expansion port, and any interface type, can be assigned to be the inside or outside
network port.

m  Console port—Used to connect a computer to the PIX Firewall for console operations.
m  Failover connection—Used to attach a failover cable between two PIX Firewalls.

m 100 Mbps LED—100 Mbps, 100BASE-TX communication for the respective connector. If
the light is off, the PIX Firewall 515E uses 10 Mbps data exchange.

m  LINK LED—Indicates that data is passing on the network to which the connector is
attached.

m  FDX LED—Indicates that the connection uses full duplex data exchange (data can be
transmitted and received simultaneously). If the light is off, half duplex is in effect.

m  Power switch—Controls the power to the PIX Firewall.

Note The USB port to the left of the console port and the detachable plate above the Ethernet 1
connector are for future PIX Firewall enhancements.
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The two expansion slots support Fast Ethernet expansion option cards and Hardware VPN
Accelerator cards. The features of both cards are as follows:

m  Fast Ethernet expansion option cards—Support the easy installation of additional network

interfaces. The Fast Ethernet expansion option cards include single-port and four-port Fast
Internet cards. Four-port Fast Ethernet interface card delivers increased port density per
PCI slot. With the restricted license, the PIX Firewall 515E supports one additional
expansion network port. With the restricted license, the PIX Firewall 515E supports up to
four additional expansion network ports.

Hardware VPN Acceleration option cards—Deliver high performance VPN services via
support of VAC and VAC+. The hardware-based VAC and VAC+ cards handle the
voluminous mathematical functions required for IPSec. Offloading encryption functions to
the VAC and VAC+ cards improves [PSec encryption processing. The VAC card provides
56-bit DES and 168-bit 3DES encryption. The VAC card has a 32-bit, 33-MHz PCI
interface. The VAC+ card, in addition to supporting DES and 3DES, also provides 128-,
192-, and 256-bit AES encryption. The VAC+ card has a 64-bit, 66-MHz PCI interface.
The VAC+ card is supported in Cisco PIX Software Release 6.3(1) or later. VAC and
VAC+ cards are limited to one per 515E, 525, and 535 chassis.
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PIX Firewall 515E—FE Card Port
Numbering
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 PIX Firewall 515E option cards require the UR license.
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If your PIX Firewall has one or two single-port Ethernet cards installed in the auxiliary
assembly on the left of the PIX Firewall at the rear, the cards are numbered top to bottom so
that the top card is Ethernet 2 and the bottom card is Ethernet 3.

The quad port card is a four-port Ethernet card. When you connect the perimeter network
cables to this card, you begin with the far left connector and move to the right. For example,
Ethernet 2 will go in the far left connector, Ethernet 3 in the second connector from the left, and
so on.

Note The maximum number of interfaces allowed is six. Additional interfaces are not recognized.
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PIX Firewall 525
. Cisco.oom

Designed for enterprise

280,000 concurrent connections
* 330-Mbps clear text throughput
128/256-MB RAM

» Supports eight interfaces

* Supports failover
VPN throughput

+ 155-Mbps 3DES (VAC+)

* 170-Mbps 256-bit AES (VAC+)
2,000 IPSec tunnels
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The PIX Firewall 525 is intended for enterprise and service provider use. Ideal for protecting
the enterprise headquarters’ perimeter, the PIX Firewall 525 delivers full firewall protection, as
well as IPSec VPN capabilities.

The PIX Firewall 525 supports a broad range of network interface cards. Standard cards include
single-port or four-port 10/100 Fast Ethernet and Gigabit Ethernet (with UR license). With the
restricted license, it supports six interfaces; with the UR license, it supports eight interfaces.

The PIX Firewall 525 also offers multiple power supply options. You can choose between AC
and a 48 DC power supply. Either option can be paired with a second power supply for
redundancy and high availability.

Note Currently, a VAC+ card is included with every PIX Firewall 525 ordered unless otherwise
specified.
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PIX Firewall 525—Front Panel LEDs
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There are two LEDs on the front panel of the PIX Firewall 525. The LEDs function as follows:
m  POWER—On when the firewall has power.

m  ACT—On when the firewall is the active failover firewall. If failover is present, the light is
on when the firewall is the active firewall, and off when the firewall is in standby mode.
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PIX Firewall 525 Back Panel

Expansion slots

Fixed interfaces
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The PIX Firewall 525 back plane can be logically divided into two sections, fixed interfaces
and expansion slots. The fixed interfaces provide two 10/100BASE-TX Ethernet ports, a
console port and a failover connector. The expansion slots provide three 32-bit/33-MHz PCI
slots. These PCI slots support easy installation of additional network interfaces and VAC or
VAC+. There is more on the fixed interfaces and expansion slot option cards later in this

lesson.
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PIX Firewall 525—Fixed Interface
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On the back of the PIX Firewall 525, there are three LEDs for each RJ-45 interface port and
three types of fixed interface connectors. The LEDs display the following transmission states:

® 100 Mbps—100-Mbps, 100BASE-TX communication. If the light is off during network
activity, that port is using 10 Mbps data exchange.

m  ACT—Shows network activity.
m  LINK—Shows that data is passing through that interface.

The following are fixed connectors on the back of the PIX Firewall 525:

m  RJ-45—Network and console connectors.

m  DB-15—Failover cable connector.

m  USB—Not used at the present time.

The inside, outside, or perimeter network connections can be made to any available interface
port on the PIX Firewall 525. If you are only using the Ethernet 0 and Ethernet 1 ports, connect

the inside network cable to the interface connector marked Ethernet 0 or Ethernet 1. Connect
the outside network cable to the remaining Ethernet port.
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The PIX Firewall 525 supports easy installation of additional network interfaces via three PCI
expansion slots. It supports expansions cards including single-port Fast Ethernet card, four-port
Fast Ethernet card, single-port Gigabit Ethernet card and hardware VPN Accelerator cards,

VAC and VAC+ cards.

A maximum of six interfaces are supported with a Restricted license, and a maximum of eight
interfaces are possible with the Unrestricted license. Currently, a VAC+ card is included with

every PIX 525 ordered unless otherwise specified.

When connecting the network cables to the expansion interface ports,

use the following

guidelines: the first expansion port number, at the top left, is interface 2. Starting from that port
and going from left to right and top to bottom, the next port is interface 3, the next is interface

4, and so on.
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PIX Firewall 535

. Ciaco.oom

Designed for enterprise and service
providers

» 500,000 concurrent connections
* 1.7-Gbps clear text throughput
* 1-GHz Intel Pentium lll processor
* 512/1000-MB RAM
* Maximum of 10 interfaces
* Supports failover
* VPN throughput
— 440-Mbps 3DES (VAC+)
— 440-256-bit AES (VAC+)
» 2,000 IPSec tunnels
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The PIX Firewall 535 is intended for enterprise and service provider use. It has a throughput of
1.7 Gbps with the ability to handle up to 500,000 concurrent connections. Supporting both site-
to-site and remote access VPN applications via 56-bit DES, 168-bit 3DES, or AES, the PIX
Firewall 535 can deliver 440 Mbps of 3DES throughput with a VAC+ card and 2,000 IPSec
tunnels.

The PIX Firewall 535 supports both Fast Ethernet and Gigabit Ethernet interfaces, and comes
with an integrated VPN Accelerator card.

Note If, after configuring a PIX Firewall for Gigabit Ethernet cards, you replace the cards with
10/100 Ethernet cards, the order of the cards in the configuration changes from what you
originally configured. For example, if you configure ethernet0 for a Gigabit Ethernet card
assigned to the inside interface and replace this card with a 10/100 Ethernet card, the card
may no longer appear as ethernet0.

The PIX Firewall 535 comes with 16 MB of Flash memory and supports the PIX Firewall
software version 5.3 or later.

Note Currently, a VAC+ card is included with every PIX 535 ordered unless otherwise specified.
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PIX Firewall 535—Front Panel LEDs
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There are two LEDs on the front panel of the PIX Firewall 535. The LEDs function as follows:
m  Power—On when the PIX Firewall has power.

m  ACT—On when the PIX Firewall is the active failover firewall. If failover is present, the
light is on when the PIX Firewall is the active firewall and off when the PIX Firewall is in
standby mode.
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PIX Firewall 535—Back Panel
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There are three separate buses for the nine interface slots in the PIX Firewall 535. The figure is
a reference for the interface slot configuration on the PIX Firewall 535.

The slots and buses are configured as follows:

m  Slots 0 and 1—64-bit, 66-MHz bus 0

m  Slots 2 and 3—64-bit, 66-MHz bus 1

m  Slots 4 through 8—32-bit, 33-MHz bus 2

The PIX Firewall 535 expansion port function is dependent on three things: PIX Firewall

software license, expansion card PCI bus interface, and PIX Firewall 535 slot bus speed. A
description of each item is as follows:

m  Software license—A maximum of eight interfaces are supported with a Restricted license,
and a maximum of ten interfaces are possible with the Unrestricted license.

m  Expansion Card PCI bus interface—An expansion card ships with either a 32-bit, 33-MHz
or 64-bit, 66-MHz PCI interface. The 64-bit, 66-MHz PCI bus interface card delivers
potentially higher throughput. The 64-bit, 66-MHz PCI bus interface cards are backward
compatible with the PIX Firewall 32-bit, 33-MHz expansion slots.

m  Slot bus speed—A PIX Firewall 535 has two different bus configurations. Bus 0 and bus 1
are configured for 64-bit, 66-MHz. Bus 2 is configured for 32-bit, 33-MHz.
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There are three separate types of options cards available for the PIX Firewall 535, Gigabit
Ethernet (1GE), single- (1FE) and four-port (4FE) Fast Ethernet, and VPN Accelerator cards
(VAC and VAC+). Notice that for most card types, there is a 33-MHz and a 66-MHz version.
For example, the 1GE card has a 33-MHz PCI interface. The 1GE-66 card has a 66-MHz PCI
interface. There are also the nine interface slots and three buses in the PIX 535.

The slots and buses are configured as follows:

m  Slots 0 and 1-64-bit/66-MHz bus 0

m  Slots 2 and 3—64-bit/66-MHz bus 1

m  Slots 4 to 8-32-bit/33-MHz bus 2

For optimum performance and throughput for the interface circuit boards, use the following
guidelines:

m A total of eight interfaces are configurable on the PIX 535 with the restricted license, and a
total of ten are configurable with the unrestricted license.

m  For best performance, the 1GE-66, 4FE-66, and VAC+ (66 MHz) circuit boards should be
installed in a 64-bit/66-MHz card slot. Performance will be degraded if this
recommendation is not followed.

m  The 1GE, 1FE, 4FE, and VAC (33 MHz) circuit boards should be installed in the 32-bit/33-
MHz card slots.

Note The 1GE circuit board is not recommended for use in the PIX 535, because it can severely
degrade performance. It is capable of only half the throughput of the 1GE-66 circuit board. If
this circuit board is detected in the PIX 535, a warning about degraded performance will be
issued.
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m  The 4FE card (end of sale—July 2003) can be installed only in a 32-bit/33-MHz card slot
and must never be installed in a 64-bit/66-MHz card slot. Installation of this circuit board in
a 64-bit/66-MHz card slot can cause the system to hang at boot time.

m  The 1FE circuit board (33 MHz) can be installed in any bus or slot (32-bit/33-MHz or 64-
bit/66-MHz). Up to nine 1FE circuit boards or up to two 4FE circuit boards can be
installed. The 1FE circuit boards should be installed in the 32-bit/33-MHz card slots first.

m Do not mix the 1FE circuit boards with the 1GE-66 circuit boards on the same 64-bit/66-
MHz bus (Bus 0 or bus 1). The overall speed of the bus is reduced by the lower-speed
circuit board.

m [f stateful failover is enabled for 1GE-66 traffic, the failover link must be PIX-1GE-66. The
amount of stateful failover information is proportional to the amount of traffic flowing
through the PIX Firewall and, if it is not configured properly, loss of state information or
256-byte block depletion can occur.
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Depending upon the type of interface, there are four possible LEDs for each network interface
port. The LEDs for the network interface ports display the following transmission states:

m 100 Mbps—100-Mbps 100BASE-TX communication. If the light is off during network
activity, that port is using 10-Mbps data exchange.

m  ACT—Shows network activity.
m  LINK—Shows that data is passing through that interface.
m  FDX—Shows that the connection uses full-duplex data exchange where data can be

transmitted and received simultaneously. If this light is off, half-duplex is in effect.

When connecting the inside, outside, or perimeter network cables to the interface ports on the
PIX Firewall 535, starting from the right and moving left, the connectors are Ethernet 0,
Ethernet 1, Ethernet 2, and so forth.

Note The PIX Firewall 535 is equipped with hot-swappable power supplies. Should a power supply
fail, you can remove the power supply without powering off the PIX Firewall 535.
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PIX Firewall Licensing

This topic explains the licensing options for the PIX Firewall.

License Types

* Unrestricted—Allows installation and use of the
maximum number of interfaces and RAM
supported by the platform

* Restricted—Limits the number of interfaces
supported and the amount of RAM available
within the system

» Failover—Places the PIX Firewall in a failover
mode for use alongside another PIX Firewall
with an unrestricted license

Applies to PIX Firewall 515/515E, 525, and 535

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—4-30

Current Cisco PIX Firewall licensing is based on a “feature-based” license key system. The
PIX Firewall license determines the level of service it provides, its functions in a network, and
the maximum number of interfaces and memory it can support. For the PIX Firewall family, the
following licensing is available:

m PIX Firewall 501—Provided with a 10-user, 50-user, or unlimited user licenses in PIX
Firewall Software Release 6.3. Each license allows up to a specified number of concurrent
source [P addresses from your internal network to traverse the firewall. For instance, the
50-user license allows up to 50 concurrent source IP addresses from your internal network
to traverse the firewall. If a PIX Firewall 501 requires more concurrent users to traverse the
Firewall, the following upgrade user licenses are available: 10-user to 50-user, 10-user to
unlimited, and 50-user to unlimited licenses.

m PIX Firewall 506E—Provided in a single, unlimited-user license.

m  PIX Firewall 515E, 525, and 535 models—Available with the following basic license
types:

—  Unrestricted—PIX Firewall platforms in an UR license mode allow installation and
use of the maximum number of interfaces and RAM supported by the platform. The
Unrestricted license supports failover.

—  Restricted—PIX Firewall platforms in a restricted (R) license mode limit the number
of interfaces supported and the amount of RAM available within the system. A
restricted licensed firewall does not support a redundant system for failover
configurations.

—  Failover—The failover (FO) software license places the PIX Firewall in a failover
mode for use alongside another PIX Firewall with a UR license.
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Cisco supplies an activation key with a license. The activation key is based on the type of
license and the serial number of the PIX Firewall. To enable the license features, enter the
activation key into the PIX Firewall configuration and then reboot the PIX Firewall. Upon
reboot, the new license features should take effect.

Note An activation key is “tied” to a specific PIX Firewall, such as PIX Firewall-serial number
12345678. An activation key is not specific to a particular PIX Firewall software version.
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PIX Firewall 515E, 525, and 535—
License Comparison Table
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Model 515E 525 535
Restricted

Maximum physical 3 6 8

Maximum VLANs 3 4 6

Maximum 5 6 8

RAM 32 128 512
Unrestricted

Maximum physical 6 8 10

Maximum VLANs 8 10 22

Maximum 10 12 24

RAM 64 256 1,000

©2004, Cisco Systems, Inc. Al rights reserved.

Maximum accounts for the requirement of two physical interfaces and
maximum number of VLANSs in any PIX Firewall.
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The table in the figure compares the restricted and unrestricted licenses of the PIX Firewall

515E, 525, and 535 models. Across the top of the chart is the PIX Firewall model, 515E, 525,

and 535. Down the left side are the restricted and unrestricted features. Each PIX Firewall

column compares the listed features available with each license. For each license type, the table

provides the maximum number of physical interfaces, the maximum number of VLANS, the
maximum number of interfaces, and the RAM size.
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VPN Encryption License

LISCD. COfm

* DES license —Provides 56-bit DES
- 3DES/AES license
—Provides 168-bit 3DES
—Provides up to 256-bit AES

Applies to PIX Firewall Family

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—4-32

In addition to upgrading the PIX Firewall license, you may wish to add data encryption
services, or increase the level of data encryption your PIX Firewall can provide. You can fill
out an online form at the PIX Firewall Software page on Cisco.com to obtain a free 56-bit DES
key. There is a separate form to install or upgrade to 168-bit 3DES encryption. For failover
configurations, the UR and FO firewalls each require their own unique corresponding DES or
3DES license for failover functionality.

Adding cryptographic services and upgrading your PIX Firewall license both require obtaining
and installing an activation key. Log on to Cisco.com for current information on obtaining
activation keys.
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Firewall Services Module

This topic describes the Firewall Services Module (FWSM) for the Cisco Catalyst 6500 Switch
and Cisco 7600 Series Internet Router.

FWSM

Designed for high-end enterprise and
service providers

Runs in Cisco Catalyst 6500 Series
switches and 7600 Series routers

Based on PIX Firewall technology

PIX Firewall 6.0 feature set (some 6.2)
1 million simultaneous connections
Over 100,000 connections per second
5-Gbps throughput

1-GB DRAM

Supports 100 VLANs

Supports failover

© 2004, Cisco Systems, Inc. Al rights reserved.
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The Firewall Services Module (FWSM) is a multigigabit integrated firewall module for the

Cisco Catalyst 6500 Series switch and the Cisco 7600 Series Internet router. It is fabric-enabled
and capable of interacting with the bus and the switch fabric. Based on PIX Firewall

technology, FWSM provides stateful firewall functionality in these switches and routers.

The following are the key features of FWSM:

High-performance, 5-Gbps throughput, full-duplex firewall functionality

Includes entire PIX Firewall 6.0 software feature set and the following PIX Firewall

Software Release 6.2 features:

Command authorization

Object grouping

Internet Locator Service (ILS)/NetMeeting fix-up

URL filtering enhancement

3 million pps throughput
Support for 100 VLANs

1 million concurrent connections

LAN failover—Active or standby, and inter chassis or intra chassis

Dynamic routing with Open Shortest Path First (OSPF) and passive Routing Information
Protocol (RIP)

Supports multiple modules per chassis

Copyright "= 2004, Cisco Systems, Inc.
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The following table shows the major differences between the PIX Firewall and FWSM.

FWSM PIX Firewall
Interfaces supported 100 (via VLANS) 10
Failover license Not required Required
VPN functionality Not present Present

Routing

Supports dynamic routing via OSPF
and passive RIP

Supports static routing and
passive RIP

The FWSM comes with 128 MB of CompactFlash memory and 1 GB of DRAM memory.
Memory is not field upgradable.
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FWSM in the Catalyst 6500 Switch

[ | TH T T T e Cacpgem

Redundant supervisor
engine

Power
supply 2

supply 1 ESD ground

strap connector
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The figure shows the FWSM installed in slot 9 of a Catalyst 6500 9-slot chassis. Slot 1 is
reserved for the Supervisor Engine. The supervisor engine is the control module that defines
and drives all operational capabilities of the switch. Slot 2 can contain an additional redundant
Supervisor Engine in the event the supervisor engine in slot 1 fails. If a redundant Supervisor
Engine is not used, slot 2 is available for switching modules.

A Switch Fabric Module can be installed to work with the Supervisor Engine 2 to deliver an
increase in available system bandwidth. Using a Switch Fabric Module restricts the slot in
which the FWSM can be installed by taking up an available slot. If you install a Switch Fabric
Module, it must be installed in slot 5 of the Catalyst 6500 Switch. For redundancy, you can
install an additional Switch Fabric Module in slot 6. If you do not install a redundant Switch
Fabric Module, slot 6 is available for other supported modules, such as the FWSM. If you do
not install any Switch Fabric Modules, slot 5 and slot 6 are available for the FWSM.

Note Detailed instructions on installing a Catalyst 6500 Series switch are provided in Cisco
Advanced Catalyst 6500 Switched Networks (CACSN) v1.1. The course introduces the
details of the Cisco Catalyst 6500 Series switches, including a detailed overview of many of
the modules and components.
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FWSM in the Cisco 7609 Internet Router

T CIscE.oom
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The figure shows the FWSM installed in slot 9 of a Cisco 7609 Internet Router. As with the
Catalyst 6500 switch, the Supervisor Engine must be installed in slot 1. A redundant Supervisor
Engine can be installed in slot 2. If a redundant Supervisor Engine 2 module is not installed,
slot 2 is available for Optical Services Modules (OSMs) or other supported modules, such as
the FWSM.

A Switch Fabric Module can be installed to work with the Supervisor Engine 2 module to
deliver an increase in available system bandwidth The use of a Switch Fabric Module restricts
the slot in which the FWSM can be installed by taking up a slot. If a Switch Fabric Module is
installed, it must be installed in slot 5 of the Cisco 7606 or the 7609 Internet Router. For
redundancy, you can install an additional Switch Fabric Module in slot 6. If you do not use a
redundant Switch Fabric Module, slot 6 is available for OSMs or other supported modules,
such as the FWSM. If you do not install any Switch Fabric Modules, slot 5 and slot 6 are
available for OSMs or the FWSM.

Note The OSMs provide high-speed, high-density WAN connectivity. These modules allow service
providers to increase network bandwidth and performance while offering a wide range of IP
services.
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Summary

This topic summarizes what you learned in this lesson.

Summary

* There are currently five PIX Firewall models in the
500 series: 501, 506E, 515E, 525, and 535.

* The PIX Firewall models 501, 506E, 515E, 525, and
535 come equipped with Ethernet connections,
console connections, and intuitive LEDs.

* PIX Firewall models 515E, 525, and 535 support
failover.

* Your PIX Firewall license determines the PIX
Firewall’s level of service in your network and the
number of interfaces it supports.
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Summary (Cont.)

CI5C0. oM

* Restricted, unrestricted, and failover licenses are
available for PIX Firewall models 515E, 525, and
535.

- Based on PIX Firewall technology, the Firewall
Services Module for the Cisco Catalyst 6500
Switches and Cisco 7600 Series Internet Routers
provides an alternative to the PIX Firewall
appliance.

* FWSM supports the PIX Firewall Software Release
6.0 feature set as well as some of the 6.2 feature
set.

* FWSM delivers multigigabit throughput and 1
million concurrent connections.
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Getting Started with the Cisco
PIX Firewall

Overview

This lesson includes the following topics:
m  Objectives

m  User interface

m  Configuring the PIX Firewall

m  ASA security levels

m  Basic PIX Firewall configuration

m  Examining the PIX Firewall status

m  Time setting and NTP support

m  Syslog configuration

®  Summary

m  Lab exercise



Objectives

This topic lists the lesson’s objectives.

Objectives

Upon completion of this lesson, you will be able to perform
the following tasks:

- Describe the PIX Firewall access modes.

» Navigate the PIX Firewall’s user interface and examine the PIX
Firewall’s status.

- Describe the ASA security levels.
- Describe and execute the basic configuration commands.

« Configure the PIX Firewall to send Syslog messages to a
Syslog server.

« Configure the PIX Firewall as a DHCP client.

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—5-3
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User Interface

This topic references access modes and commands associated with the operation of the Cisco
PIX Firewall.

Access Modes

The PIX Firewall has four
administrative access

modes:
* Unprivileged mode > pixfirewall>
* Privileged mode > pixfirewall#
+ Configuration mode > pixfirewall<config>#
* Monitor mode > monitors
/

© 2004, Cisco Systems, Inc. Al rights reserved. CSPFA32—55

The PIX Firewall contains a command set based on the Cisco IOS, and provides four
administrative access modes:

m  Unprivileged mode—This mode is available when you first access the PIX Firewall. The >
prompt is displayed. This mode provides a restricted, limited, view of PIX Firewall
settings.

m  Privileged mode—This mode displays the # prompt and enables you to change the current
settings. Any unprivileged command also works in privileged mode.

m  Configuration mode—This mode displays the (config)# prompt and enables you to change
system configurations. All privileged, unprivileged, and configuration commands work in
this mode.

m  Monitor mode—This is a special mode that enables you to update the image over the
network or to perform password recovery. While in the monitor mode, you can enter
commands specifying the location of the TFTP server and the PIX Firewall software image
or password recovery binary file to download.

Within each access mode, you can abbreviate most commands down to the fewest unique
characters for a command. For example, you can enter write t to view the configuration
instead of entering the full command write terminal. You can enter en instead of enable to
start privileged mode, and con t instead of configuration terminal to start configuration
mode.

Help information is available from the PIX Firewall command line by entering help or ? to
list all commands. If you enter help or ? after a command (for example, route?), the
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command syntax is listed. The number of commands listed when you use the question mark or
help command differs by access mode so that unprivileged mode offers the least commands and
configuration mode offers the greatest number of commands. In addition, you can enter any
command by itself on the command line and then press Enter to view the command syntax.

Note You can create your configuration on a text editor and then cut and paste it into the
configuration. You can paste the configuration in a line at a time, or the entire configuration
at once. Always check your configuration after pasting large blocks of text to be sure
everything has been copied.
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Access Privilege Mode—enable and
enable password Commands

pixfirewall>

| enable [priv_levell

» Enables you to enter other access modes

pixfirewall(config)#

enable password pw [level priv levell
[encrypted]

» Used to control access to the privileged mode

pixfirewall> enable
password:
pixfirewall# enable password ciscol23

2004, Cisco Systems, Inc. Al rights reserved CSPFA3.2—5-6

Upon first accessing a PIX Firewall, the administrator is presented with pixfirewall> prompt.
This is the unprivileged mode. This mode enables one to view restricted settings. In a
previously configured PIX Firewall, pixfirewall > may be replaced with a network specific
hostname prompt such as Paris >, London >, etc. To get started with the PIX Firewall, the first
command you need to know is the enable command. It provides entrance to the privileged
access modes. After you enter enable, the PIX Firewall prompts you for your privileged mode
password. By default, a password is not required, so you can press Enter at the password
prompt, or you can create a password of your choice. After you are in privileged mode, notice
that the prompt has changed to #.

The enable password command sets the privileged mode password. The password is case-
sensitive and can be from 3 to 16 alphanumeric characters long. Any character can be used
except the question mark, space, and colon.

If you create a password, write it down and store it in a manner consistent with your site’s
security policy. After you create this password, you cannot view it again because it is stored as
an MDS5 hash. The show enable password command lists the encrypted form of the password.
After passwords are encrypted, they cannot be reversed back to plain text.

The syntax for the enable commands is as follows:

enable [priv_level]

enable password pw [level priv_level] [encrypted]

priv_level The privilege level, from 0 to 15.

pw Specifies a case-sensitive password of 3 to 16 alphanumeric
characters.

encrypted Specifies that the password you entered is already encrypted.
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Note An empty password is also changed into an encrypted string.
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Access Configuration Mode—
configure terminal Command

pixfirewall#

|configure terminal

» Used to start configuration mode to enter
configuration commands from a terminal

pixfirewall#

exit

» Used to exit from an access mode

pixfirewall# configure terminal
pixfirewall (config) # exit
pixfirewall# exit

pixfirewall>

2004, Cisco Systems, Inc. Al rights reserved CSPFA3.2—57

Use the configure terminal command to move from privileged mode to configuration mode.
As soon as you enter the command, the prompt changes to (config)#. Configuration mode
enables one to change system configurations. There is more on the PIX Firewall basic
commands later in this lesson. Use the exit or quit command to exit and return to the previous
mode.
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Changing the Hostname CLI Prompt
I

New_York
== e, ESewer
/~<:hicago
o &S &= ESewer
r’_ Dallas
= arTm S Server

pixfirewall(config)#

| hostname newname

» Changes the hostname in the PIX Firewall command line prompt

pixfirewall (config)# hostname chicago
chicago (config) #

©2004, Cisco Systems, Inc. Al rights reserved.
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In the example in the figure above, notice the PIX Firewall default hostname label is
pixfirewall. In a network of multiple PIX Firewalls, it may be advantageous to assign a unique
hostname label to each PIX Firewall. To accomplish this, use the hostname command. The
hostname command changes the hostname label on the prompts. The hostname can be up to 16
alphanumeric characters, and upper- and lower-case. The default hostname is pixfirewall.

The syntax for the hostname command is as follows:

hostname newname

newname

New hostname for the PIX Firewall prompt.

In the figure, the default hostname label of pixfirewall is changed to “chicago” using the

hostname command.
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Configuring the PIX Firewall

This topic explains some basic commands that are useful for configuring the PIX Firewall.

Default Setup Dialog

Pre-configure PIX Firewall now through interactive
prompts [yes]? <Enter>

Enable Password [<use current password>]: ciscol23
Clock (UTC)
Year [2002]: <Enter>
Month [Aug]l: <Enter>
Day [27]: 12
Time [22:47:37]: 14:22:00
Inside IP address: 10.0.0.1
Inside network mask: 255.255.255.0
Host name: chicago
Domain name: cisco.com
IP address of host running PIX Device Manager: 10.0.0.11
Use this configuration and write to flash? Y

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—5-10

When a non-configured PIX Firewall boots up, it prompts you to pre-configure it through
interactive prompts. If you press Enter to accept the default answer of yes, you are presented
with a series of prompts that lead you through the basic configuration steps. The figure shows
an example of how to respond to the prompts.

The setup dialog was designed to pre-configure the PIX Firewall to interact with the PIX
Device Manager (PDM). The PIX Firewall requires some pre-configuration before PDM can
connect to it. PDM is a GUI that can be used to configure and monitor the PIX Firewall. It is
discussed in another lesson.

The setup dialog can be also be accessed by entering the setup command. The following are the
prompts found in the setup dialog:

Enable Password—Specifies an enable password for this PIX Firewall.

Clock (UTC)—Sets the PIX Firewall clock to Universal Coordinated Time (also known as
Greenwich Mean Time).

Year—Specifies the current year, or defaults to the year stored in the host computer.
Month—Specifies the current month, or defaults to the month stored in the host computer.
Day—Specifies the current day, or defaults to the day stored in the host computer.

Time—Specifies the current time in hh:mm:ss format, or defaults to the time stored in the
host computer.

Inside IP address—Network interface IP address of the PIX Firewall.

Inside network mask—A network mask that applies to the inside IP address.
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m  Host name—The host name you want to display in the PIX Firewall CLI prompt.

m  Domain name—The DNS domain name of the network on which the PIX Firewall runs (for
example, example.com).

m [P address of host running PIX Device Manager—IP address on which PDM connects to
the PIX Firewall.

At the end of the setup dialog, you are asked if you want to write the configuration to Flash
memory. If you answer yes, the configuration you just entered is saved to Flash memory. If you
answer no, the setup dialog repeats using the values already entered as the defaults for the
questions.

Note You can escape the setup dialog by pressing Control-Z.
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console timeout Command

S TFTP server

=

Console
session

pixfirewall#

| console timeout number

* ldle time in minutes (0-60) after which the serial-cable console
session ends

|Pixfirewa11(config)# console timeout 20

© 2004, Cisco Systems, Inc. Al rights reserved. CSPFA3.2—5-11

By default, there is no timeout value for console session users. If a console user walks away

from an open session, the session remains open. For security reasons, it may be advantageous
to configure an idle timeout value in the PIX Firewall. If there is no activity for a pre-defined

time, the PIX Firewall will end the console session. The console timeout command sets the

timeout value for any authenticated, privileged mode, or configuration mode user session when
accessing the firewall console through a serial cable. The default value is zero, no timeout. This
may present a security risk. By setting the number to a non-zero number, the user is logged out
after the specified period of inactivity. This timeout does not alter the Telnet or SSH timeouts;

these access methods maintain their own timeout values.
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banner Command

The banner command

configures a banner to | | viostors wil be proseatted
dlsplay Type help or 2 for available

. exec chicago>

* login

* motd

4

L | 4

chicago (config)# banner exec Unauthorized access is
prohibited.

chicago (config)# banner exec Violators will be
prosecuted.

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—5-12

The banner command enables the administrator to define messages in the PIX Firewall. There
are three types of banner commands, exec, login, and message of the day (motd). The usage of
each banner type is as follows:

m  Exec—Configures the system to display a banner before displaying the privilege mode
prompt.

m  Login—Configures the system to display a banner before the password login prompt when
accessing the firewall using telnet.

m  Motd—Configures the system to display a message-of-the-day banner.

The banner command configures a banner to display for the option specified. The tex? string
consists of all characters following the first white space (space) until the end of the line
(carriage return or LF). Spaces in the text are preserved. However, tabs cannot be entered
through the CLI. Multiple lines in a banner are handled by entering a new banner command for
each line you wish to add. Each line is then appended to the end of the existing banner.

In the figure, the administrator wants to add a legal statement to the login process. The banner
command enables the administrator is preface all console sessions with the statement,
“Unauthorized access is not permitted. Violators will be prosecuted.”

To replace a banner, use the no banner command before adding the new lines. The no banner
{exec |login | motd} command removes all the lines for the banner option specified. The no
banner command does not selectively delete text strings, so any fext entered at the end of the
no banner command is ignored.

The clear banner command removes all the banners.

The show banner {motd | exec | login} command displays the specified banner option and all
the lines configured for it. If a banner option is not specified, then all the banners are displayed.
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Viewing and Saving Your

Configuration
The following To save configuration changes:
commands enable you write memory
to view or save your - p—
H : . " - Configuration
configuration: config config  |€@ o e
* show running-config (saved)

 show startup-config v

* write memory

2004, Cisco Systems, Inc. Al rights reserved CSPFA3.2—5-13

There are two configuration memories in the PIX, running-configuration and startup-
configuration. The show running-config command displays the current configuration in the
PIX Firewall’s RAM on the terminal. Any changes made to the PIX Firewall’s configuration
are written into the running-configuration. This is volatile RAM. If the PIX Firewall looses
power, or is re-booted, any changes to the running-configuration that were not previously saved
are lost. You can also display the current running-configuration with the write terminal
command.

The write memory command saves the current running-configuration to Flash memory,
startup-configuration. It is the same as answering yes to the setup dialog prompt that asks if you
wish to save the current configuration to Flash memory. When the configuration is written to
flash memory, you can view it with either the show startup-config or show configure
command.

Another useful command is show history, which displays previously entered commands. You
can examine commands individually with the up and down arrows or by entering Ctrl+p to
view previously entered lines or Ctrl+n to view the next line.
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Erasing Your Configuration

Set the startup-
configuration to its default settings:

write erase -
\ startup- running-
config config

(default)

pixfirewall(config)#

write erase

+ Clears the Flash memory configuration

chicago # write erase

Erase PIX configuration in Flash memory?
[confirm]

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—5-14

The write erase command clears the startup-configuration. When you issue this command, you
are prompted to confirm if you want to erase the startup configuration. If you enter yes, the
startup configuration is erased. At this point, one can power cycle, or re-boot the PIX Firewall.
The PIX Firewall reverts to the default configuration. Or, one can copy the running
configuration to flash by issuing the write memory command.
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Reload the Configuration—
reload Command

[ Cisco.oom

pixfirewall(config)#

reload [noconfirm]

* Reboots the PIX Firewall and reloads the
configuration

chicago # reload
Proceed with reload? [confirm] y

Rebooting...

PIX Bios V2.7..

2004, Cisco Systems, Inc. Al rights reserved CSPFA3.2—5-15

The reload command reboots the PIX Firewall and reloads the configuration from Flash
memory. You are prompted for confirmation before the reload process begins with the prompt
“Proceed with reload?”” Any response other than n causes the reboot to occur.

Configuration changes not written to Flash memory are lost after reload. Before re-booting,
store the current configuration in Flash memory with the write memory command.

The noconfirm option permits the PIX Firewall to reload without user confirmation. The PIX
Firewall does not accept abbreviations to the keyword noconfirm.

If you wish to return the PIX Firewall back to the factory default configuration, perform a write
erase and a reload. The write erase clears the startup configuration and reverts to the factory
default parameters. Reload command re-boots the PIX Firewall using the startup configuration,
in this case the factory default configuration.

An administrator can backup or restore a PIX Firewall configuration. The write net command
stores the current configuration into a file on a TFTP server elsewhere in the network. The
configure net command restores the configuration from the server to the PIX firewall. To
complete the backup or restore, the administrator must supply information about the TFTP
server such as the [P address and the file pathname. There is more information on configuring
the write net and configure net later in this lesson.
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Configuration Backup and Restore—
write net and configure net

write net
‘ ’ﬁ TFTP Server Configuration
NS o, | - IP Address —10.0.0.11
\_\‘,)—u - 10_0_0_11;| - Path - pixfirewall/config

- File - test_config

Lo i configure net
pixfirewall(config)#

write net [server ip]:[filename]

configure net [server ipl:[filename]

 Stores the current running configuration to a file on a
TFTP server

+ Downloads a configuration file from a TFTP server

pixfirewall (config)# write net 10.0.0.11:/
pixfirewall/config/test_config

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—5-16

The write net command enables you to store the current configuration to a file on a TFTP
server elsewhere in the network. The configure net command merges the current running
configuration with the TFTP configuration stored at the IP address you specify and from the
file you name. To use the configure net and write net commands, one must specify both the
server [P address and full path of the tftp-server.

If you have an existing PIX Firewall configuration on a TFTP server and store a shorter
configuration with the same filename on the TFTP server, some TFTP servers will leave some
of the original configuration after the first “end” mark. This does not affect the PIX Firewall
because the configure net command stops reading when it reaches the first “end” mark.
However, this may cause confusion if you view the configuration and see extra text at the end
of the configuration. This does not occur if you are using Cisco TFTP Server version 1.1 for
Windows NT.

The example in the figure specifies the TFTP server address as 10.0.0.11 and the path to the file
test_config as pixfirewall/config. Because the interface where the TFTP server resides is not
specified, the inside interface is assumed. The write net command tells the PIX Firewall to
store the configuration in the test config file.

The syntax for the write net and configure net commands is as follows:

write net [server_ip]:|filename]

configure net [server_ip]:|filename)
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TFTP Server Parameters—
tftp-server Command

[ Cisco.oom

TFTP Server Parameters
. TS e =7 - IP Address — 10.0.0.11
‘\/-)_ - 10.0.041_J - Path - Pixfirewall/config

- File - Test_config

pixfirewall(config)#
| tftp-server [if name] ip address path

» Specifies the IP address of a TFTP configuration server
» Specifies the path and filename

pixfirewall (config) # tftp-server 10.0.0.11
pixfirewall/config/test_config

pixfirewall (config) # write net

2004, Cisco Systems, Inc. Al rights reserved CSPFA3.2—5-17

Rather than write the full server IP address and file pathname every time the configuration is
backed-up or restored, the PIX enables the administrator to “split” the command into two
commands, the write net or config net commands and the tftp-server command. The write
net and config net commands backup the current configuration, and restores a configuration
from the tftp server, respectively. The tftp-server command defines the IP address and the file
path name of the tftp server. The write net and config net command relies on the server IP
address and file pathname specified in the tftp-server command. The information you specify
in the tftp-server is appended to the config net and write net commands. The more you
specify of a file and path name with the tftp-server command, the less you need to specify with
the config net and write net commands. If you specify the IP address and full path and
filename in the tftp-server command, the config net and write net commands can be
represented with a colon (:), write net : or config-net :.

The no tftp-server command disables access to the server, and the clear tftp-server command
removes the tftp-server command from your configuration. The show tftp-server command
lists the tftp-server command statements in the current configuration.

The syntax for the tftp-server command is as follows:

tftp-server [if_name] ip_address path

if_name Interface name on which the TFTP server resides. If not
specified, an internal interface is assumed. If you specify the
outside interface, a warning message informs you that the outside
interface is insecure.

ip_address The IP address or network of the TFTP server.

path The path and filename of the configuration file. The format for
path differs by the type of operating system on the server. The
contents of path are passed directly to the server without
interpretation or checking. The configuration file must exist on the
TFTP server. Many TFTP servers require the configuration file to
be world-writable to write to it and world-readable to read from it.
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Note The PIX Firewall supports only one TFTP server.

Note If you erase the configuration, you must re-enable and set an IP address on the interface
connected to the TFTP server before the PIX Firewall can read a new configuration from the
TFTP server.
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Host Name-to-IP Address Mapping—

name Command

“bastionhost”
172.16.0.2

2
172.16.0.0

A

- “insidehost”
. oyt p»_10.0.0.0 E
. f@—~1 .11_~ 10.0.0.11

pixfirewall(config)#

name ip address name

» Configures a list of name-to-IP address mappings on the
PIX Firewall

chicago(config) # names
chicago(config) # name 172.16.0.2 bastionhost
chicago(config) # name 10.0.0.11 insidehost
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The use of the name command enables you to configure a list of name-to-IP address mappings
on the PIX Firewall. This allows the use of names in the configuration instead of IP addresses.
In the figure above, the server and PC’s IP addresses are mapped to names, bastionhost, and
insidehost. Bastionhost and insidehost can be used in place of an IP address in any PIX
Firewall command reference, for instance the command ping insidehost.

The syntax for the name command is as follows:

name ip_address name

ip_address The IP address of the host being named.

name The name assigned to the IP address.

Allowable characters for the name are a to z, A to Z, 0 to 9, a dash (-), and an underscore ().
The name cannot start with a number. If the name is over 16 characters long, the name
command fails. After the name is defined, it can be used in any PIX Firewall command
reference in place of an [P address. The names command enables the use of the name
command. The clear names command clears the list of names from the PIX Firewall
configuration. The no names command disables the use of the text names, but does not remove
them from the configuration. The show names command lists the name command statements
in the configuration.

Note Most commands can be removed or disabled by placing the word no in front of the
command. For example, the no form of the names command shown previously disables the
use of names.
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ASA Security Levels

This topic discusses the Adaptive Security Algorithm (ASA) and the ASA security levels.

Functions of the ASA

. i Ciscoupom.

* Implements stateful connection control through the
PIX Firewall.

- Allows one-way (outbound) connections with a
minimum number of configuration changes. An
outbound connection is a connection originating
from a host on a more-protected interface and
destined for a host on a less-protected network.

* Monitors return packets to ensure that they are valid.

* Randomizes the first TCP sequence number to
minimize the risk of attack.
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The ASA is a stateful approach to security. Every inbound packet (the packet originating from
a host on a less-protected network and destined for a host on a more-protected network) is
checked against the ASA and against connection state information in the PIX Firewall’s
memory. Knowledge of the ASA is fundamental to implementing Internet access security
because it performs the following tasks:

m  Implements stateful connection control through the PIX Firewall.

m  Allows one-way (outbound) connections with a minimum number of configuration
changes. An outbound connection is a connection originating from a host on a more-
protected interface and destined for a host on a less-protected network.

m  Monitors return packets to ensure they are valid.

m  Randomizes the first TCP sequence number to minimize the risk of attack.

ASA maintains the secure perimeters between the networks controlled by the PIX Firewall. The
stateful connection-oriented ASA design creates session flows based on source destination
addresses as well as TCP and UDP port numbers. ASA randomizes TCP sequence numbers
before the completion of the connection. This function is always running, monitoring return
packets to ensure that they are valid.
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ASA Security Level Example

. Ciaco.oom

DMZ network

e2
« Security level
* Interface name = DMZ

Outside network Inside network
e0

el

« Security level
« Interface name = outside

« Security level
« Interface name = inside
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The security level designates whether an interface is trusted (and more protected) or untrusted
(and less protected) relative to another interface. An interface is considered trusted (and more
protected) in relation to another interface if its security level is higher than the other interface’s
security level, and is considered untrusted (and less protected) in relation to another interface if
its security level is lower than the other interface’s security level.

The primary rule for security levels is that an interface with a higher security level can access
an interface with a lower security level. Conversely, an interface with a lower security level
cannot access an interface with a higher security level without an access control list (ACL),
which is discussed later in the lesson. Security levels range from 0 to 100, and the following are
more specific rules for these security levels:

m  Security level 100—This is the highest security level for the inside interface of the PIX
Firewall. This is the default setting for the PIX Firewall and cannot be changed. Because
100 is the most trusted interface security level, your corporate network should be set up
behind it. This is so that no one else can access it unless they are specifically given
permission, and so that every device behind this interface can have access outside the
corporate network.

m  Security level 0—This is the lowest security level for the outside interface of the PIX
Firewall. This is the default setting for the PIX Firewall and cannot be changed. Because 0
is the least-trusted interface security level, you should set your most untrusted network
behind this interface so that it does not have access to other interfaces unless it is
specifically given permission. This interface is usually used for your Internet connection.

m  Security levels 1-99—These are the security levels that you can assign to the perimeter
interfaces connected to the PIX Firewall. You assign the security levels based on the type
of access you want each device to have.
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The following are examples of different interface connections between the PIX Firewall and

other perimeter devices:

m  More secure interface (the higher security level) to a less secure interface (the lower
security level)—Traffic originating from the inside interface of the PIX Firewall with a
security level of 100 to the outside interface of the PIX Firewall with a security level of 0
follows this rule: allow all IP-based traffic unless restricted by ACLs, authentication, or

authorization.

m  Less secure interface (lower security level) to a more secure interface (higher security
level)—Traffic originating from the outside interface of the PIX Firewall with a security
level of 0 to the inside interface of the PIX Firewall with a security level of 100 follows this
rule: drop all packets unless specifically allowed by an access list command. Further

restrict the traffic if authentication and authorization is used.

m  Same secure interface to a same secure interface—No traffic flows between two interfaces

with the same security level.

The following table explains the diagram in the previous figure:

Interface Pair

Relative Interface
Relationship for Ethernet 2
(DM2) Interface

Configuration Guidelines

Outside security 0 to DMZ
security 50

DMZ is considered trusted

Statics and ACLs must be
configured to enable sessions
originated from the outside
interface to the DMZ interface.

Inside security 100 to DMZ
security 50

DMZ is considered untrusted

Globals and NAT are configured
to enable sessions originated
from the inside interface to the
DMZ interface. Statics may be
configured for the DMZ interface
to ensure service hosts have the
same source address.

Note The PIX Firewall can support up to ten interfaces depending on the model and license.
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Basic PIX Firewall Configuration

This topic contains the basic commands needed to make the PIX Firewall operational.

* nameif
* interface

° nat

* global
* route

© 2004, Cisco Systems, Inc. Al rights reserv

PIX Firewall Basic Commands

* ip address
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The following are some of the primary configuration commands for the PIX Firewall.

®  nameif—Assigns a name to each perimeter interface and specifies its security level.

m interface—Configures the type and capability of each perimeter interface.

®m  ip address—Assigns an [P address to each interface.

m  nat—Shields IP addresses on the inside network from the outside network.

m global—Creates a pool of one or more IP addresses for use in NAT and PAT.

m  route—Defines a static or default route for an interface.
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Internet

Assign an Interface Name and
Security Level—nameif Command

LISGR.Goim

ethernet2
* Interface name = DMZ

« Security level = sec50

ethernet0

« Interface name = outside « Interface name = inside
« Security level = sec0 * Security level = sec100

pixfirewall(config)#

ethernet1

nameif hardware id if name security level

« Assigns a name to each perimeter interface on the PIX Firewall
and specifies its security level

chicago(config) # nameif ethernet2 dmz sec50
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The command nameif assigns a name to each interface on the PIX Firewall and specifies its
security level (except for the inside and outside PIX Firewall interfaces, which are named by
default). The first two interfaces have the default names inside and outside. The inside
interface has a default security level of 100; the outside interface has a default security level of
0. In the figure, interface Ethernet 2 was assigned a name of DMZ with a security level of 50.
The syntax for the nameif command is as follows:

nameif hardware_id if name security level

hardware_id

The hardware name for the network interface that specifies the
slot location of the interface on the PIX Firewall motherboard. For
more information on PIX Firewall hardware configuration, refer to
the Cisco PIX Firewall Hardware Installation Guide.

A logical choice for an Ethernet interface is ethernetn. These
names can also be abbreviated with any leading characters in the
name, for example, ether1 or e2.

if_name

Describes the perimeter interface. This name is assigned by you,
and must be used in all future configuration references to the
perimeter interface.

security_level

Indicates the security level for the perimeter interface. Enter a
security level of sec1—sec99.
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Host Name-to-IP Address Mapping—

name Command

pixfirewall(config)#

“bastionhost”
172.16.0.2

2
172.16.0.0

A

- “insidehost”
. oyt p»_10.0.0.0 E
. f@—~1 .11_~ 10.0.0.11

name ip address name

» Configures a list of name-to-IP address mappings on the
PIX Firewall

chicago(config) # names
chicago(config) # name 172.16.0.2 bastionhost
chicago(config) # name 10.0.0.11 insidehost
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The interface command identifies hardware, sets its hardware speed, and enables the interface.
The shutdown option disables an interface. When you first install the PIX Firewall, all
interfaces are shut down by default. You must explicitly enable them by entering the interface
command without the shutdown option. In the figure, interfaces Ethernet 0, Ethernet 1, and
Ethernet 2 are set for 100 Mbps full-duplex communications.

The syntax for the interface command is as follows:

interface hardware_id |hardware_speed| [shutdown]

hardware_id

Specifies an interface and its slot location on the PIX Firewall.
This is the same variable that was used during the nameif
command.

hardware_speed

Determines the connection speed. Possible Ethernet values are
as follow:

m 10baset—Set for 10 Mbps Ethernet half-duplex
communication.

m 10full—Set for 10 Mbps Ethernet full-duplex communication.

m 100basetx—Set for 100 Mbps Ethernet half-duplex
communication.

m  100full—Set for 100 Mbps Ethernet full-duplex
communication.

m  1000sxfull—Set for 1000 Mbps Gigabit Ethernet full-duplex
operation.

m 1000basesx—Set for 1000 Mbps Gigabit Ethernet half-duplex
operation.

m 1000auto—Set for 1000 Mbps Gigabit Ethernet to auto-
negotiate full- or half-duplex. It is recommended that you do
not use this option to maintain compatibility with switches and
other devices in your network.
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m aui—Set for 10 Mbps Ethernet
half-duplex communication with an AUI cable interface.

m auto—Set Ethernet speed automatically. The auto keyword
can only be used with the Intel 10/100 automatic speed
sensing network interface card.

m bnc—Set for 10 Mbps Ethernet
half-duplex communication with a BNC cable interface.

Possible Token Ring values are as follow:

m 4mbps—4 Mbps data transfer speed. You can specify this as
4.

m 16mbps—(Default.) 16 Mbps data transfer speed. You can
specify this as 16.

shutdown Administratively shuts down the interface.

Although the hardware speed is set to automatic speed sensing by default, it is recommended
that you specify the speed of the network interfaces. This enables the PIX Firewall to operate in
network environments that may include switches or other devices that do not handle auto
sensing correctly.
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Assign Interface IP Address—
ip address Command

ethernet2

*dmz
*172.16.0.1

172.16.0.1| e2

et =

pixfirewall(config)#

ip address if name ip address [netmask]

+ Assigns an IP address to each interface

255.255.255.0

chicago(config)# ip address dmz 172.16.0.1

©2004, Cisco Systems, Inc. Al rights reserved.
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Each interface on the PIX Firewall must be configured with an IP address. Use the ip address
command for this purpose. If you make a mistake while entering this command, re-enter it with

the correct information. The clear ip command resets all interface IP addresses to no IP
address. In the figure, the dmz interface is configured with an IP address of 172.16.0.1 and a

mask of 255.255.255.0.
The syntax for the ip address commands is as follows:

ip address if name ip_address [netmask]

show ip
clear ip
if_name Describes the interface. This name is assigned by you, and must
be used in all future configuration references to the interface.
ip_address Specifies the IP address of the interface.
netmask Specifies the network mask of IP address. If a network mask is
not specified, the default network mask is assumed.
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DHCP Assigned Address

DHCP

ethernet0
« outside
* DHCP Assigned

pixfirewall(config)#

ip address outside dhcp [setroute] [retry
retry cnt]

+ Enables the DHCP client feature on the outside interface

chicago(config)# ip address outside dhcp
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Instead of manually configuring an IP address on the PIX Firewall’s outside interface, you can
enable the PIX Firewall’s Dynamic Host Configuration Protocol (DHCP) client feature to have
the PIX Firewall dynamically retrieve an IP address from a DHCP server. With the PIX
Firewall configured as a DHCP client, a DHCP server can configure the PIX Firewall’s outside
interface with an IP address, subnet mask, and optionally a default route. Use the ip address
dhep command to enable this feature. In the figure, the PIX Firewall is configured to receive an
IP address on the outside interface via DHCP.

Use the show ip address dhep command to view current information about your DHCP lease.
Re-entering the ip address dhcp command with the ip address outside dhcp form enables you
to release and renew a DHCP lease from the PIX Firewall. The clear ip command can also be
used to release and renew the DHCP lease, but this clears the configuration of every PIX
Firewall interface. To delete the DHCP leased IP address from the outside interface only, use
the command clear ip address outside dhcp. The debug dhcpe packet | detail | error
command provides debugging tools for the DHCP client feature.

The syntax for the ip address commands is as follows:

ip address if name ip_address [netmask]

ip address outside dhcp [setroute] [retry retry cnt]

show ip address dhcp

clear ip

clear ip address outside dhcp [setroute] [retry retry cnt]

dhcp Specifies that the PIX Firewall will use DHCP to obtain an IP
address.
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if_name Describes the interface. This name is assigned by you, and must
be used in all future configuration references to the interface.

ip_address Specifies the IP address of the interface.

netmask Specifies the network mask of ip_address. If a network mask is
not specified, the default network mask is assumed.

outside Specifies the interface from which the PIX Firewall will poll for
information.

retry Enables the PIX Firewall to retry a poll for DHCP information.

retry_cnt Specifies the number of times the PIX Firewall will poll for DHCP

information. The values available are 4 to 16. If no value is
specified, the default is 4.

setroute Tells the PIX Firewall to set the default route using the default
gateway parameter the DHCP server returns.

Note The PIX Firewall DHCP client does not support failover configurations.
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Network Address Translation

I Cisco.oom
NAT
192.168.0.20 10.0.0.11
-y
[ | % } 10.0.0.11
200.200.200.11 A
:

Outside

lobal pool
Translation table g i 10.0.04

192.168.0.20 10.0.0.11
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Network Address Translation (NAT) enables you to keep your internal IP addresses—those
behind the PIX Firewall—unknown to external networks. NAT accomplishes this by translating
the internal IP addresses, which are not globally unique, into globally accepted IP addresses
before packets are forwarded to the external network. NAT is implemented in the PIX Firewall
with the nat and global commands.

When an outbound IP packet that is sent from a device on the inside network reaches a PIX
Firewall with NAT configured, the source address is extracted and compared to an internal
table of existing translations. If the device’s address is not already in the table, it is then
translated. A new entry is created for that device, and it is assigned an IP address from a pool of
global TP addresses. This global pool is configured with the global command. After this
translation occurs, the table is updated and the translated IP packet is forwarded. After a user-
configurable timeout period (or the default of three hours), during which there have been no
translated packets for that particular IP address, the entry is removed from the table, and the
global address is freed for use by another inside device.

In the figure, host 10.0.0.11 starts an outbound connection. The PIX Firewall translates the
source address to 192.168.0.20. Packets from host 10.0.0.11 are seen on the outside as having a
source address of 192.168.0.20.
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nat Command

—

o ‘ ‘I‘r:ternet - g 10.0.0.11
XXXX |
[

10.0.0.11

¢ |
NAT

pixfirewall(config)#

nat [(if name)] nat_id address
[netmask] [dns] [max conns] [emb limit]

* Enables IP address translation

chicago(config) # nat (inside) 1 0.0.0.0
0.0.0.0 0 O
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The first step in enabling NAT on a PIX Firewall is entering the nat command. The nat
command can specify translation for a single host or a range of hosts. The nat command has
two major components, nat_id and IP address or range of [P addresses. A nat_id is a number
from 1 to 2147483647 which specifies the hosts for dynamic address translation. The dynamic
addresses are chosen from a global address pool created with the global command. The nat
command nat_id number must match the nat_id number in the global command if you want to
use that specific global pool of IP addresses for the dynamic address translation.

For example, the nat (inside) 1 10.0.0.0 255.255.255.0 command means that all outbound
connections from a host within the specified network, 10.0.0.0, can pass through the PIX
Firewall (with address translation). The nat (inside) 1 10.0.0.11 255.255.255.255 command
means that only outbound connections originating from the inside host 10.0.0.11 are translated
as the packet passes through the PIX Firewall. One can use 0.0.0.0 to allow all hosts to be
translated. The 0.0.0.0 can be abbreviated as 0. As shown in the example, all inside hosts
making outbound connections with the nat (inside) 1 0.0.0.0 0.0.0.0 command are translated.
The nat_id identifies the global address pool the PIX Firewall will use for the dynamic address
translation. DNS, max-conns and emb-limit parameters are discussed in more depth in a later
lesson.

The syntax for the nat command is as follows:

nat [ (if_ name)] nat_id address [netmask] [dns])/max_conns] [emb_limit]

if_name The name of the interface attached to the network to be
translated.
nat_id A number greater than zero (0) that specifies the global address

pool you want to use for dynamic address translation.

address The IP address to be translated. You can use 0.0.0.0 to allow all
hosts to start outbound connections. The 0.0.0.0 can be
abbreviated as 0.
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netmask Network mask for the address. You can use 0.0.0.0 to allow all
outbound connections to translate with IP addresses from the
global pool.

dns Specifies to use the created translation to rewrite the DNS
address record.

max_conns The maximum number of simultaneous connections the local_ip
hosts are to allow. (Idle connections are closed after the idle
timeout specified by the timeout conn command.)

emb_limit The maximum number of embryonic connections per host. (An
embryonic connection is a connection request that has not
finished the necessary handshake between source and
destination.) Set a small value for slower systems, and a higher
value for faster systems. The default is 0, which allows unlimited
embryonic connections.
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global Command

. D oo
[ —— - g 10.0.0.11
= 192.168.0.20 | 10.0.0.11
< |
NAT [
pixfirewall(config)# 10.0.0.4

global[(if name)] nat id {global ipl-global ip]
[netmask global maskl]} | interface

» Works with the nat command to assign a registered or public IP
address to an internal host when accessing the outside network
through the firewall, e.g. 192.168.0.20-192.168.0.254

chicago(config) # nat (inside) 1 0.0.0.0 0.0.0.0

chicago(config) # global (outside) 1 192.168.0.20-
192.168.0.254
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When an outbound IP packet that is sent from any device on the inside network reaches a PIX
Firewall with NAT configured, the source address is extracted and compared to an internal
table of existing translations. If the device’s address is not already in the translation table, it is
then translated. It is assigned an IP address from a pool of global IP addresses. In a PIX
Firewall configuration, there may be more than one global pool configured. Each outbound
network address translation is associated with a nat id. Each global pool has a corresponding
nat id. The PIX uses the nat id of the outbound IP packet to identify which global pool of
addresses to select a translation IP address from. The nat id of the outbound packet must match
the nat id of the global pool. The PIX Firewall assigns addresses from the designated global
pool starting from the low end to the high end of the range specified in the global command.
The pool of global IP addresses is configured with the global command.

In the figure, host 10.0.0.11 starts an outbound connection. The nat id of the outbound packet is
1. In this instance, a global IP address pool of 192.168.0.20-254 is also identified with a nat id
of 1. The PIX assigns an IP address of 192.168.0.20. It is the lowest available IP address of the
range specified in the global command. Packets from host 10.0.0.11 are seen on the outside as
having a source address of 192.168.0.20.

The syntax for the global command is as follows:

global [(if name)| nat_id {global_ip |-global_ip] [netmask global_mask]} | interface

if_name Describes the external network interface name where you will use
the global addresses.

nat_id Identifies the global pool and matches it with its respective nat
command.

global_ip Single IP addresses or the beginning IP address for a range of

global IP addresses.

global_ip A range of global IP addresses.
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global_mask The network mask for the global_ip address. If subnetting is in
effect, use the subnet mask (for example, 255.255.255.128). If
you specify an address range that overlaps subnets with the
netmask command, this command will not use the broadcast or
network address in the pool of global addresses. For example, if
you use 255.255.255.128 and an address range of
192.150.50.20-192.150.50.140, the 192.150.50.127 broadcast
address and the 192.150.50.128 network address will not be
included in the pool of global addresses.

interface Specifies PAT using the IP address at the interface.

If the nat command is used, the companion command, global, must be configured to define the
pool of translated IP addresses.

Use the no global command to delete a global entry (for example, no global (outside) 1
192.168.1.20—-192.168.1.254 netmask 255.255.255.0).

Note The PIX Firewall uses the global addresses to assign a virtual IP address to an internal NAT
address. After adding, changing, or removing a global statement, use the clear xlate
command to make the IP addresses available in the translation table.

5-34 Cisco Secure PIX Firewall Advanced (CSPFA) v3.2 Copyright % 2004, Cisco Systems, Inc.



Configure a Static Route—
route Command

Lisco.oom

Default Route Static Route

‘ ‘Igte:rf)«\t\‘ @@1

192.168.0.1 10.0.0.102
—

pixfirewall(config)# 10.0.1.4

route if name ip address netmask gateway ip
[metricl

- Defines a static or default route for an interface

chicago(config) # route outside 0.0.0.0
0.0.0.0 192.168.0.1 1

chicago(config) # route inside 10.0.1.0
255.255.255.0 10.0.0.102 1
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Use the route command to enter a static route for an interface. To enter a default route, set
ip_address and netmask to 0.0.0.0, or the shortened form of 0. In the figure, a route command
with the IP address of 0.0.0.0 identifies the command as the default route. The PIX transmits all
destination packets not listed in its routing table out the outside interface to the router at IP
address 192.168.0.1.

Create static routes to access specific networks beyond the locally connected networks. The
effect of a static route is like stating “to send a packet to the specified network, give it to this
router.” For example, in the figure, PIX Firewall sends all packets destined to the 10.0.1.0
255.255.255.0 network out the inside interface to the router at IP address 10.0.0.102. This was
accomplished by using the following static route command: route inside 10.0.1.0
255.255.255.0 10.0.0.102 1. The router knows how to route the packet to the destination
network of 10.0.1.0.

The syntax for the route command is as follows:

route if name ip_address netmask gateway_ip [metric]

if_name Describes the internal or external network interface name.

ip_address Describes the internal or external network IP address. Use 0.0.0.0
to specify a default route. The 0.0.0.0 IP address can be
abbreviated as 0.

netmask Specifies a network mask to apply to ip_address. Use 0.0.0.0 to
specify a default route. The 0.0.0.0 netmask can be abbreviated
as 0.

gateway _ip Specifies the IP address of the gateway router (the next hop

address for this route).

metric Specifies the number of hops to gateway _ip. If you are not sure,
enter 1. Your WAN administrator can supply this information or
you can use a traceroute command to obtain the number of
hops. The default is 1 if a metric is not specified.
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All routes entered using the route command are stored in the configuration when it is saved.

You can use the IP address of one of the PIX Firewall’s interfaces as the gateway address. If
this is done, the PIX Firewall broadcasts an Address Resolution Protocol (ARP) request for the
MAC address of the destination IP address in the packet instead of broadcasting a request for
the MAC address of the gateway IP address.
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Configuration Example
I

« ethernet2 - 100full

* Interface name - dmz
« Security level - 50
172.16.6.0 « IP address - 172.16.6.1

A
192.168.6.0 10.0.6.0 10160 [
Internet — — - — - v

=

« ethernet0 - 100full
« interface name - outside

« ethernet1 - 100full
« Interface name - inside

« security level - 0
« IP address - 192.168.6.2

« Security level - 100
« IP address - 10.0.6.1

write terminal

interface ethernet0 100full

interface ethermetl 100full

interface ethermnet2 100full

nameif ethernet0 outside security0

nameif ethermetl inside securityl00

nameif ethernet2 dmz security50

ip address outside 192.168.6.2 255.255.255.0
ip address inside 10.0.6.1 255.255.255.0

ip address dmz 172.16.6.1 255.255.255.0

©2004, Cisco Systems, Inc. Al rights reserved. CSPFA32—5-32

In the figure is a basic PIX Firewall configuration. There are three basic configuration

commands in the example, interface, nameif, and ip address. Using the interface command,
each of the interfaces is set for 100 Mbps full-duplex communications. EthernetO and Ethernetl
are set for their default name configuration, e.g. nameif ethernet0 outside security(. Using the
nameif command, the additional interface, ethernet2, is configured as follows: nameif ethernet2
dmz security50. The last command is the ip address command. Each of the three interfaces is
assigned an IP address and subnet mask, e.g. ip address outside 192.168.6.2 255.255.255.0. The

configuration is continued on the next page.

Copyright "= 2004, Cisco Systems, Inc.
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Configuration Example (Cont.)

LISCD. COfm

“bastionhost”
172.16.6.2
Default Route 172.16.6.0 | .2 Static Route “iq:i?e;uo:t”
\ .1.6.
\ 1
192.168.6.0 10.0.6.0 10.1.6.0
Internet J U% ‘ J
< |
Global Pool 10.0.0.0

192.168.6.20 - 254

passwd 2KFQnbNIJdI.2KYOU encrypted

hostname chicago

names

name 172.16.6.2 bastionhost

name 10.1.6.11 insidehost

nat (inside) 1 0.0.0.0 0.0.0.0 0 O

global (outside) 1 192.168.6.20-192.168.6.254
route outside 0.0.0.0 0.0.0.0 192.168.6.1 1
route inside 10.1.6.0 255.255.255.0 10.0.6.102 1

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—5-33

In the previous configuration example, the interfaces are configured using the nameif, interface,
and IP address commands. In this figure, four features are configured, hostnames, names, NAT,
and routes. Hostname allows the administrator to define the PIX CLI prompt, Chicago for
example. The administrator can apply a name to any of the hosts, e.g. name 10.1.6.11
insidehost. Global and NAT commands enable the NAT feature in the PIX Firewall. In the
example, outbound packets from any inside host, 0.0.0.0 0.0.0.0, are translated to one of the
global pool IP addresses, 192.168.6.20 — 254. The last command is the route command. In the
example a default route to the router at IP address 192.168.6.1 is added. The hosts on the
10.1.6.0 network by default cannot be reached by the PIX Firewall. To access these devices, a
static route to the router at IP address 10.0.6.102 is defined. Any PIX packets bound for the
10.1.6.0 network are forwarded to the router at IP address 10.0.6.102.
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Examining PIX Firewall Status

This topic contains the basic show commands needed to examine the status of the PIX Firewall.

show memory Command

pixfirewall#

show memory

- Displays system memory usage information

chicago# show memory

Free memory: 49046552 bytes
Used memory: 18062312 bytes
Total memory: 67108864 bytes

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—5-35

The show command enables you to view command information. There are several show
commands that display system information. You can enter either show or ? to view the names
of the show commands and their descriptions.

The show memory command displays a summary of the maximum physical memory, current
used memory, and current free memory available to the PIX Firewall operating system. The
example in the figure shows sample output from the show memory command.
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show cpu usage Command

[ e

pixfirewall#

show cpu usage

+ Displays CPU use

chicago# show cpu usage

CPU utilization for 5 seconds = 0%; 1
minute: 0%; 5 minutes: 0%

© 2004, Cisco Systems, Inc. Al rights reserved. CSPFA32—5-36

The show cpu usage command displays CPU use. In the following example output for the
show cpu usage command, 0% is the percentage of CPU used for 5 seconds, 0% is the average
percentage of CPU use for one minute, and 0% is the average percentage utilization for five
minutes:

CPU utilization for 5 seconds: 0%; 1 minute: 0%; 5 minutes: 0%

The percentage of usage is shown as NA (not available) if the usage is not available for any of
the time intervals. This can happen if the user asks for CPU usage before the five-second, one-
minute, or five-minute time interval has elapsed.
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show version Command

[ Cisco.oom

pixfirewall#

| show version

- Displays the PIX Firewall’s software version, operating time since its
last reboot, processor type, Flash memory type, interface boards,
serial number (BIOS identification), and activation key value

chicago# show version

Cisco PIX Firewall Version 6.3 (1)

Compiled on Wed 23-Jul-03 11:49 by morlee

chicago up 17 hours 59 mins

Hardware: PIX-515, 64 MB RAM, CPU Pentium 200 MHz
Flash i28F640J5 @ 0x300, 16MB ...

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—5-37

Use the show version command to display the PIX Firewall’s software version, operating time
since the last reboot, processor type, Flash memory type, interface boards, serial number (BIOS
identification), and activation key value.

The serial number listed with the show version command in PIX Firewall software version 5.3
and higher is for the Flash memory BIOS. This number is different from the serial number on
the chassis. To obtain a software upgrade, you need the serial number that appears in the show
version command, not the chassis number.

For PIX Firewall software version 6.2 and higher, the show version output appears as follows:

chicago# sh version

Cisco PIX Firewall Version 6.3 (1)

Compiled on Wed 19-Mar-03 11:49 by morlee

chicago up 17 hours 59 mins

Hardware: PIX-515, 64 MB RAM, CPU Pentium 200 MHz
Flash i28F640J5 @ 0x300, 16MB

BIOS Flash AT29C257 @ 0xfffd8000, 32KB

ethernet0: address is 0050.54ff.653a, irg 10

ethernetl: address is 0050.54ff.653b, irqg 7
ethernet2: address is 00e0.b602.22c3, irqg 11

w N KB O

ethernet3: address is 00e0.b602.22c2, irqg 11
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4: ethernet4: address is 00e0.b602.22cl, irqg 11
5: ethernet5: address is 00e0.b602.22c0, irqg 11

Licensed Features:

Failover: Enabled
VPN-DES: Enabled
VPN-3DES-AES: Disabled

Maximum Interfaces: 6

Cut-through Proxy: Enabled

Guards: Enabled
URL-filtering: Enabled
Inside Hosts: Unlimited
Throughput: Unlimited
IKE peers: Unlimited

This PIX has an Unrestricted (UR) license.

Serial Number: 480350144 (0xlcal8fcO0)
Running Activation Key: 0x51312668 0xb54b73ee 0x2e88e731 0xdf5ellla

Configuration last modified by enable_ 15 at 05:31:41.411 UTC Tue May
20 2003

In the above example, notice the following important bolded parameters:

Hardware: PIX-515, 64 MB RAM
Flash: 16MB

Licensed Features:

Failover: Enabled
VPN-DES: Enabled
VPN-3DES-AES: Disabled

This PIX has an Unrestricted (UR) license.
Serial Number: 480350144
Running Activation Key: 0x51312668 0xb54b73ee 0x2e88e731 0xdf5ellla
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show ip address Command

ip
ip
ip
no
no
no
Current IP
ip
ip
ip
no
no
no

chicago# show ip address
System IP Addresses:

address outside 192.168.0.2 255.255.255.0
address inside 10.0.0.1 255.255.255.0
address dmz 172.16.0.1 255.255.255.0

ip address intf3

ip address intf4

ip address intf>5

Addresses:

address outside 192.168.0.2 255.255.255.0
address inside 10.0.0.1 255.255.255.0
address dmz 172.16.0.1 255.255.255.0

ip address intf3

ip address intf4

ip address intf>5

2004, Cisco Systems, Inc. All rights reserved
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The show ip address command enables you to view which IP addresses are assigned to the
network interfaces. The current IP addresses are the same as the system IP addresses on the

failover active firewall. When the active firewall fails, the current IP addresses become that of

the standby firewall. There is more on failover and failover IP addressing later in the course.
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show interfac_:e___Cpmmand_

chicago# show interface
interface ethernet0 "outside" is up, line protocol is up
Hardware is i82559 ethermet, address is 0050.54ff.653a
IP address 192.168.0.2, subnet mask 255.255.255.0
MTU 1500 bytes, BW 100000 Kbit full duplex
4 packets input, 282 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
20 packets output, 1242 bytes, 0 underruns
0 output errors, 0 collisions, 0 interface resets
0 babbles, 0 late collisions, 0 deferred
0 lost carrier, 0 no carrier
input queue (curr/max blocks): hardware (128/128) software (0
output queue (curr/max blocks): hardware (0/1) software (0/1)

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—5-39

The show interface command enables you to view network interface information. This is one
of the first commands you should use when trying to establish connectivity.

The following are explanations of the information that is displayed after entering the show
interface command:

Ethernet—Indicates that you have used the interface command to configure the interface.
The statement indicates whether the interface is inside or outside, and whether the interface
is available (“up”) or not available (“down”).

Line protocol up—A working cable is plugged into the network interface.

Line protocol down—Either the cable plugged into the network interface is incorrect, or it
is not plugged into the interface connector.

Network interface type—Identifies the network interface.

Interrupt vector—It is acceptable for interface cards to have the same interrupts because the
PIX Firewall uses interrupts to get Token Ring information, but polls Ethernet cards.

MAC address—Intel cards begin with “i” and 3Com cards begin with “3c¢”.

MTU (maximum transmission unit)}—The size in bytes that data can best be sent over the
network.

Packets input—Indicates that packets are being received in the PIX Firewall.
Packets output—Indicates that packets are being sent from the PIX Firewall.

Line duplex status—Indicates whether the PIX Firewall is running either full duplex
(simultaneous packet transmission) or half duplex (alternating packet transmission).

Line speed—10baseT is listed as 10000 Kbit. 100baseTX is listed as 100000 Kbit.
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The following are explanations of show interface command output that can indicate interface
problems:

No buffer—Indicates the PIX Firewall is out of memory or slowed down due to heavy
traffic and cannot keep up with the received data.

Runts—Packets with less information than expected.

Giants—Packets with more information than expected.

CRC (cyclic redundancy check)—Packets that contain corrupted data (checksum error).
Frame errors—Indicates framing errors.

Ignored and aborted errors—This information is provided for future use, but is not
currently checked; the PIX Firewall does not ignore or abort frames.

Underruns—Occurs when the PIX Firewall is overwhelmed and cannot get data fast
enough to the network interface card.

Overruns—Occurs when the network interface card is overwhelmed and cannot buffer
received information before more needs to be sent.

Unicast rpf drops—Occurs when packets sent to a single network destination using reverse
path forwarding are dropped.

Output errors—(Maximum collisions.) The number of frames not transmitted because the
configured maximum number of collisions was exceeded. This counter should only
increment during heavy network traffic.

Collisions—(Single and multiple collisions.) The number of messages retransmitted due to
an Ethernet collision. This usually occurs on an overextended LAN when the Ethernet or
transceiver cable is too long, there are more than two repeaters between stations, or there
are too many cascaded multiport transceivers. A packet that collides is counted only once
by the output packets.

Interface resets—The number of times an interface has been reset. If an interface is unable
to transmit for three seconds, the PIX Firewall resets the interface to restart transmission.
During this interval, the connection state is maintained. An interface reset can also happen
when an interface is looped back or shut down.

Babbles—The transmitter has been on the interface longer than the time taken to transmit
the largest frame. This counter is unused.

Late collisions—The number of frames that were not transmitted because a collision
occurred outside the normal collision window. A late collision is a collision that is detected
late in the transmission of the packet. Normally, these should never happen. When two
Ethernet hosts try to talk at once, they should collide early in the packet and both back off,
or the second host should see that the first one is talking and wait.

If you get a late collision, a device is jumping in and trying to send on the Ethernet while the
PIX Firewall is partly finished sending the packet. The PIX Firewall does not resend the packet,
because it may have freed the buffers that held the first part of the packet. This is not a real
problem because networking protocols are designed to cope with collisions by resending
packets. However, late collisions indicate a problem exists in your network. Common problems
are large repeated networks and Ethernet networks running beyond the specification.

Deferred—The number of frames that were deferred before transmission due to activity on
the link.

Lost carrie—The number of times the carrier signal was lost during transmission.
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m  No carrier—This counter is unused.

m  Input queue—This is the input (receive) hardware and software queue.

Hardware—(Current and maximum blocks.) The number of blocks currently present
on the input hardware queue, and the maximum number of blocks previously present
on that queue.

Software—(Current and maximum blocks.) The number of blocks currently present
on the input software queue, and the maximum number of blocks previously present
on that queue.

m  Output queue—This is the output (transmit) hardware and software queue.

Hardware—(Current and maximum blocks.) The number of blocks currently present
on the output hardware queue, and the maximum number of blocks previously
present on that queue.

Software—(Current and maximum blocks.) The number of blocks currently present
on the output software queue, and the maximum number of blocks previously
present on that queue.

Note The following counters are only valid for Ethernet interfaces: output errors, collisions,
interface resets, babbles, late collisions, deferred, lost carrier, and no carrier.
Note Starting with PIX Firewall software version 6.0(1), FDDI, PL2, and Token Ring interfaces are

not supported.
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show nameif Command

Internet

ethernet2
« Interface name = dmz

« Security level 50

ethernet0

* Interface name = outside
« Security level 0

ethernet1
* Interface name = inside
« Security level 100

chicago# show nameif
nameif ethernet0 outside security0

nameif ethernet2 dmz security50

nameif ethernet3 intf3 securityl5
nameif ethernet4 intf4 security20
nameif ethernet5 intf5 security25

nameif ethernetl inside securityl00

©2004, Cisco Systems, Inc. Al rights reserved.
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Use the show nameif command to view the named interfaces. In the figure, the first two

interfaces have the default names inside and outside. The inside interface has a default security

level of 100; the outside interface has a default security level of 0. Ethernet? is assigned a
name of dmz with a security level of 50. Ethernet3 through Ethernet5 are unnamed and are

assigned default security levels of 15, 20, and 25 respectively.
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show nat Command

1111111 T YT
Internét T aTe
[ | A “\/-) -— * 10.0.0.11
XXXX | 10.0.0.X
< i |
NAT
10.0.0.4
pixfirewall#
show nat |

- Displays a single host or range of hosts to be translated

chicago(config) # show nat
nat (inside) 1 10.0.0.0 255.255.255.0 0 0

©2004, Cisco Systems, Inc. Al rights reserved. CSPFA3.2—5-41

Use the show nat command to display a single host or range of hosts to be translated. In the
figure, all hosts on the 10.0.0.0 network will be translated when traversing the PIX Firewall.
The nat-id is 1.
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show global Command

Global Pool
192.168.0.20-192.168.0.254
pixfirewall#

show global |

- Displays the pool of global addresses

chicago(config) # show global
global (outside) 1 192.168.0.20-192.168.0.254
netmask 255.255.255.0

CSPFA3.2—5-42

© 2004, Cisco Systems, Inc. Al rights reserved.

Show global displays the global pool(s) of addresses configured in the PIX Firewall. In the
figure there is currently one pool configured. The pool is configured on the outside interface.
The pool has an IP address range of 192.168.0.20 to 192.168.0.254. The nat_id is 1.
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show xlate Command

CISG0.GOm
! Internet @ g
_192.168.0.20|
« I al
Outside Inside
global pool local
Xlate table —

192.168.0.20 10.0.0.11

pixfirewall#

show xlate

- Displays the contents of the translation slots

chicago(config) # show xlate
1 in use, 1 most used
Global 192.168.0.20 Local 10.0.0.11

©2004, Cisco Systems, Inc. Al rights reserved.
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Show xlate displays the contents of the translation slot. In the figure, the number of currently

used translations is 1 with a maximum count of 1. The current translation is a local IP address
0f 10.0.0.11 to a global IP address of 192.168.0.20.

5-50

Cisco Secure PIX Firewall Advanced (CSPFA) v3.2 Copyright % 2004, Cisco Systems, Inc.



ping Command

pixfirewall#

|ping host

- Determines whether other IP addresses are visible from
the PIX Firewall

chicago# ping 10.0.0.11

10.0.0.11 response received -- OMs
10.0.0.11 response received -- OMs
10.0.0.11 response received -- OMs

2004, Cisco Systems, Inc. Al rights reserved CSPFA3.2—5-44

The ping command determines if the PIX Firewall has connectivity, or if a host is available
(visible to the PIX Firewall) on the network. The command output shows if the ping was
received. If the ping was received, then the host exists on the network. If the ping was not
received, the command output displays “NO response received”. (At this time, one would use
the show interface command to ensure that the PIX Firewall is connected to the network and is
passing traffic.) By default, the ping command makes three attempts to reach an IP address.

If you want internal hosts to be able to ping external hosts, you must create an access-list for
echo reply. This is discussed in another lesson. If you are pinging through the PIX Firewall
between hosts or routers and the pings are not successful, use the debug icmp trace command
to monitor the success of the ping.

After your PIX Firewall is configured and operational, you will not be able to ping the inside
interface of the PIX Firewall from the outside network or from the outside interfaces of the PIX
Firewall. If you can ping the inside networks from the inside interface and if you can ping the
outside networks from the outside interface, the PIX Firewall is functioning normally and your
routes are correct.

The syntax for the ping command is as follows:

ping [if_ name] host

if_name The network interface name. The address of the specified
interface is used as the source address of the ping.

host The name or IP address of the host being pinged.
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Time Setting and NTP Support

This topic explains how to set the clock on the PIX Firewall and synchronize the times of
devices operating over an IP data network.

clockCommand
‘l“e'\",etj @ - 10.0.0.11
Wed 23-Jul-03
21:00
10.0.0.4

pixfirewall(config)#

|clock set hh:mm:ss {day month | month day} year |
» Sets the PIX Firewall clock

|chicago(config)# clock set 21:0:0 jul 23 2003 |

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—5-46

The clock command sets the PIX Firewall clock. It enables you to specify the time, month, day,
and year. The clock setting is retained in memory when the power is off by a battery on the PIX
Firewall’s motherboard. The PIX Firewall generates Syslog messages for system events and
can log these messages to a Syslog server. If you want the messages to contain a time stamp
value, you must enter the logging timestamp command. The logging timestamp command
requires that the clock set command be used to ensure that the correct time appears on the
Syslog messages. Syslog and its corresponding commands are explained in another lesson.

It is also important to ensure that the clock is correctly set if you use Public Key Infrastructure
(PKI), which uses digital certificates for authentication of Virtual Private Network (VPN)
peers. The Cisco PKI protocol uses the clock to make sure that a Certificate Revocation List
(CRL) is not expired. Otherwise, the Certificate Authority (CA) may reject or allow certificates
based on an incorrect timestamp. The lifetimes of certificates and CRLs are checked in
coordinated universal time (UTC). If you are using certificates with IPSec for VPN, set the
PIX Firewall clock to UTC timezone to ensure that CRL checking works correctly. VPNs are
discussed in another lesson.

You can view the time with the show clock command, which displays the time, time zone, day,
and full date. You can remove the clock set command with the clear clock command.
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The syntax for the clock set command is as follows:

clock set hh:mm:ss month day year

day The day of the month to start, from 1 to 31.

hh:mm:ss The hour: minutes: seconds expressed in
24-hour time (for example, 20:54:00 for 8:54 p.m.). Zeros can be
entered as a single digit; for example, 21:0:0.

month The month expressed as the first three characters of the month
(for example, apr for April).

year The year expressed as four digits (for example, 2000).
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Setting Daylight Savings Time and
Time Zones

pixfirewall(config)#

clock summer-time zone recurring [week weekday
month hh:mm week weekday month hh:mm] [offset]

- Displays summertime hours during the specified summertime
date range

pixfirewall(config)#

clock timezone zone hours [minutes]

- Sets the clock display to the time zone specified

chicago(config) # clock summer-time PDT recurring
1 Sunday April 2:00 last Sunday October 2:00

+ Specifies that summertime starts on the first Sunday in April at 2
a.m. and ends on the last Sunday in October at 2 a.m.

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—5-47

Although the PIX Firewall clock does not adjust itself for daylight savings time changes, you
can configure it to display daylight savings time by using the clock summer-time command.
The summer-time keyword causes the PIX Firewall to automatically switch to summertime
(for display purposes only). The recurring keyword indicates that summer time should start
and end on the days specified by the values that follow it. If no values are specified, the
summer time rules default to United States rules.

You can also specify the exact date and times with the date version of the clock summer-time
command. In the following example, daylight savings time (summer time) is configured to start
on April 7,2002 at 2 a.m. and end on October 27, 2002 at 2 a.m.

pixfirewall (config)# clock summer-time PDT date 7 April 2002 2:00
27 October 2002 2:00

Use the clock timezone command to set the time zone. The clock timezone command sets the
time zone for display purposes only. Internally, the time is kept in UTC. The no form of the
command is used to set the time zone to Coordinated Universal Time (UTC). The clear clock
command removes summer time settings and sets the time zone to UTC.

The syntax for the clock commands is as follows:

clock summer-time zone recurring [week weekday month hh:mm week weekday month hh:mm] [offset]

clock summer-time zone date {day month | month day} year hh:mm {day month | month day} year hh:mm [offset]

clock timezone zone hours [minutes)

show clock [detail]

summer-time The clock summer-time command displays summertime hours
during the specified summertime date range. This command
affects the clock display time only.
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zone The name of the time zone.

recurring Specifies the start and end dates for local summer "daylight
savings" time. The first date entered is the start date and the
second date entered is the end date. (The start date is relative to
UTC and the end date is relative to the specified summer time
zone.) If no dates are specified, United States Daylight Savings
Time is used. If the start date month is after the end date month,
the summer time zone is accepted and assumed to be in the
Southern Hemisphere.

week Specifies the week of the month. Enter 1, 2, 3, or 4 to specify the
first, second, third, or fourth week of the month. Use first or last to
specify a partial week at the beginning or end of a month. For
example, week 5 of any month is specified by using last.

weekday Specifies the day of the week. Enter Monday, Tuesday,
Wednesday, Thursday, Friday, Saturday, or Sunday.

month Specifies the month. Enter the first three characters of the month
(for example, apr for April).

hh:mm The hour and minutes expressed in 24-hour time (for example,
20:54 for 8:54 p.m.). Zeros can be entered as a single digit (for
example, 21:0).

offset The number of minutes to add during summertime. The default is
60 minutes.
date Used as an alternative to the recurring form of the clock

summer-time command. It specifies that summertime should
start on the first date entered and end on the second date
entered. If the start date month is after the end date month, the
summer time zone is accepted and assumed to be in the
Southern Hemisphere.

day The day of the month to start. Enter a number from 1 to 31.

year The year expressed as four digits (for example, 2000). The year
range supported for the clock command is 1993 to 2035.

timezone The clock timezone command sets the clock display to the time
zone specified. It does not change internal PIX Firewall time,
which remains UTC.

hours The hours of offset from UTC.
minutes The minutes of offset from UTC.
detail Displays the clock source and current summertime settings.
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ntpo Command

N
L nternet ) —
pixfirewall(config)# 10.0.0.12

ntp server ip address [key number] source if name
[prefer]

» Synchronizes the PIX Firewall with a network time server

chicago(config)# ntp authentication-key 1234 md5
ciscol23

chicago(config) # ntp trusted-key 1234

chicago(config) # ntp server 10.0.0.12 key 1234
source inside prefer

chicago(config) # ntp authenticate

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—5-48

The ntp server command synchronizes the PIX Firewall with the network timeserver you
specify. You can configure the PIX Firewall to require authentication before synchronizing
with the NTP server. To enable and support authentication, there are several forms of the ntp
command that work with the ntp server command. The following are the ntp command forms
and their uses:

m  ntp server—Specifies an NTP server. The PIX Firewall listens for NTP packets (port 123)
only on interfaces that have an NTP server configured. NTP packets that are not responses
from a request by the PIX Firewall are dropped.

®  ntp authenticate—Enables NTP authentication.

® ntp authentication-key—Defines the authentication keys for the ntp commands. If
authentication is used, the PIX Firewall and NTP server must be configured with the same
key.

®  ntp trusted-key—Defines one or more key numbers that the NTP server needs to provide
in its NTP packets for the PIX Firewall to accept synchronization with the NTP server. Use
this command if NTP authentication is enabled.

You can use the show ntp command to display the current NTP configuration and the show
ntp status command to display the NTP clock information. The clear ntp command removes
the NTP configuration, including disabling authentication and removing all authentication keys
and NTP server designations.
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The syntax for the ntp commands is as follows:

ntp authenticate

ntp authentication-key number mdS value

ntp server ip_address |key number| source if name [prefer]

ntp trusted-key number

authenticate

Enables NTP authentication. If enabled, the PIX Firewall requires
authentication before synchronizing with an NTP server.

authentication-key

Defines the authentication keys for use with other NTP
commands.

if_name Specifies the interface to use to send packets to the network
timeserver.

ip_address The IP address of the network timeserver with which to
synchronize.

key Specifies the authentication key.

md5 The authentication algorithm.

number The authentication key number (1 to 4294967295).

prefer Designates the network timeserver specified as the preferred
server with which to synchronize time.

server The network timeserver.

source Specifies the network time source.

trusted-key

Specifies the trusted key against which to authenticate.

value

The key value, an arbitrary string of up to 32 characters. The key
value is displayed as "***********" ywhen the configuration is viewed
by write terminal or show tech-support.
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Syslog Configuration

This topic explains how to configure the PIX Firewall to send Syslog messages to its buffer and
to a Syslog server.

Configure Syslog Output to a Syslog

Server
_________________ Cisco.pom
Internet % g
Syslog Syslog
Messages Server

e
e B e T ] e i e g e
sk U Y Y R INPY o il T el i i

= T
[ il
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The PIX Firewall generates Syslog messages for system events, such as alerts and resource
depletion. Syslog messages may be used to create log files, or displayed on the console of a
designated Syslog host. If you do not already have a Syslog server at your place of business,
you can download a copy of the software from the Cisco Connection Online (CCO) web site.

The PIX Firewall can send Syslog messages to any Syslog server. In the event that all Syslog
servers or hosts are offline, the PIX Firewall Syslog Server stores up to 100 messages in its
memory. Subsequent messages that arrive overwrite the buffer starting from the first line.
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Syslog Messages

The PIX Firewall sends Syslog messages to
document the following events:

» Security

* Resources
» System

» Accounting

2004, Cisco Systems, Inc. Al rights reserved CSPFA3.2—5-51

The PIX Firewall sends Syslog messages to document the following events:

Security—Dropped UDP packets and denied TCP connections.

Resources—Notification of connection and translation slot depletion.

System—Console and Telnet logins and logouts, and when the PIX Firewall reboot.

Accounting—Bytes transferred per connection.

Copyright "= 2004, Cisco Systems, Inc.
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Configure Message Output to the PIX

Firewall Buffer

pixfirewall(config)# pixfirewall(config)#

| logging omn | | clear logging
- Enables logging + Clears the internal buffer
pixfirewall(config)# pixfirewall(config)#
| logging buffered level | logging message syslog id
+ Sends Syslog messages to an level level
internal buffer

- Enables a specific Syslog message
+ Change a Syslog message level

pixfirewall# pixfirewall(config)#
show logging | | logging standby
+ Displays messages from the - Allows a standby unit to send
internal buffer Syslog messages

- Displays current logging settings

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—5-52

After enabling logging with the logging on command, use the logging buffered command to
specify what Syslog messages appear on the PIX Firewall console as each message occurs. The
level parameter of the logging buffered command enables you to limit the types of messages
that appear on the console.

Note It is recommended that you do not use logging console command in production mode
because its use degrades PIX Firewall performance.

Use the show logging command to list the current message buffer.

Use the clear logging command to clear the message buffer. New messages append to the end
of the buffer.

Use the logging message command to specify a message to be allowed. Use with the no
command to suppress a message. All Syslog messages are permitted unless explicitly
disallowed. The “PIX Startup begin” message cannot be blocked and neither can more than one
message per command statement. Specify a message number to disallow or allow. If a message
is listed in the Syslog as %PIX-1-101001, use “101001” as the syslog_id. Refer to the System
Log Messages for the Cisco Secure PIX Firewall Version 6.2 guide for message numbers.
Another logging message option is to change the level of a syslog message. To change the level
of a syslog message use the logging message <syslog id> level <level> form of the command.

Use the logging standby command to allow a failover standby PIX Firewall to send Syslog
messages. This option is disabled by default. Enabling it ensures that the standby PIX
Firewall’s Syslog messages stay synchronized if failover occurs; however, it doubles the
amount of traffic on the Syslog server. You can disable this feature with the no logging
standby command.
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The following table shows the commands used in configuring a Syslog server:

buffered

Sends Syslog messages to an internal buffer that can be viewed
with the show logging command.

show

Lists which logging options are enabled. If the logging buffered
command is in use, the show logging command lists the current
message buffer.

clear

Clears the buffer for use with the logging buffered command.

message

Specifies a message to be allowed. Use with the no command to
suppress a message. Use the clear logging disabled command
to reset the disallowed messages to the original set. Use the
show message disabled command to list the suppressed
messages you specified with the no logging message
command. All Syslog messages are permitted unless explicitly
disallowed. The “PIX Startup begin" message cannot be blocked
and neither can more than one message per command
statement.

syslog_id

Specifies a message number to disallow or allow. If a message is
listed in Syslog as %PI1X-1-101001, use "101001" as the
syslog_id. Refer to the System Log Messages for the Cisco
Secure PIX Firewall Version 6.3 guide for message numbers. PIX
Firewall documentation is available online:

www.cisco.com/univercd/cc/td/doc/product/iaabu/pix.

standby

Allows the failover standby PIX Firewall to send Syslog
messages. This option is disabled by default. You can enable it to
ensure that the standby PIX Firewall's Syslog messages stay
synchronized if failover occurs. However, this option causes twice
as much traffic on the Syslog server. This feature can be disabled
with the no logging standby command.
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Step 1

Step 2

Step 3

Configure Message Output
to a Syslog Server

LISCD. COfm

pixfirewall(config)#

| logging on

- Enables logging

pixfirewall(config)#

logging host [in if name] ip address
[protocol/port]

- Designates the Syslog host server

pixfirewall(config)#

logging trap level

+ Sets the logging level

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—5-53

Complete the following to send messages to a Syslog server:

Enable logging with the logging on command. Use the no logging on command to disable
sending messages.

Designate a host to receive the messages with the logging host command:
logging host [in_if name] ip_address |protocol | port]

Replace in_if name with the interface on which the server exists and ip_address with the IP
address of the host. If the Syslog server is receiving messages on a non-standard port, you can
replace a protocol with a UDP, and port with the new port value. The default protocol is UDP
with a default port of 514, and the allowable range for changing the value is 1025 through
65535. You can also specify TCP with a default of 1470, and the allowable range is 1025
through 65535.

Note Multiple logging host commands are allowed for the PIX Firewall to send Syslog messages
to multiple servers, but only one protocol, UDP or TCP, is permitted for a specific Syslog
server. A subsequent command statement overrides the previous one.

Note The PIX Firewall sends only TCP Syslog messages to the PIX Firewall Syslog server.

Specify the logging levels that will be forwarded to the Syslog server with the logging trap
command:

logging trap level
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Configure Message Output to a
Syslog Server (Cont.)

pixfirewall(config)#

logging facility facility

+ Sets the facility marked on all messages

pixfirewall(config)#

logging timestamp

- Starts and stops sending time stamped messages

2004, Cisco Systems, Inc. Al rights reserved CSPFA3.2—5-54

Step4  Specify the logging facility to which the PIX Firewall will assign the Syslog messages with the
logging facility command:

logging facility facility

Because network devices share the eight facilities, the logging facility command enables you to
set the facility marked on all messages.

Step5 If you want to send time-stamped messages to a Syslog server, use the logging timestamp
command to enable time stamping. Use the no logging timestamp command to disable time-
stamp logging.

The following table shows the commands used in configuring a Syslog server:

level Specifies the Syslog message level as a number or string. The
level you specify means that you want to use that level and those
less than the level. Possible number and string level values
follow:

0O—emergencies—System unusable messages
1-alerts—Take immediate action
2—critical—Critical condition

3—errors—Error message
4—warnings—Warning message
5-notifications—Normal but significant condition
6-informational—Information message

7-debugging—Debug messages and log FTP commands and
WWW URLs

syslog_id Specifies a message number to disallow or allow. If a message is
listed in Syslog as%PI1X-1-101001, use "101001" as the
syslog_id. Refer to Cisco PIX Firewall System Log Messages for
message numbers.

in_if_name Interface on which the Syslog server resides.

Copyright "= 2004, Cisco Systems, Inc. Getting Started with the Cisco PIX Firewall 5-63



ip_address Syslog server’s IP address.

protocol The protocol over which the Syslog message is sent; either TCP
or UDP. PIX Firewall only sends TCP Syslog messages to the
PIX Firewall Syslog server. You can only view the port and
protocol values you previously entered by using the write
terminal command and finding the command in the listing—the
TCP protocol is listed as 6 and the UDP protocol is listed as 17.

port The port from which the PIX Firewall sends either UDP or TCP
Syslog messages. This must be same port at which the Syslog
server listens. For the UDP port, the default is 514 and the
allowable range for changing the value is 1025 through 65535.
For the TCP port, the default is 1470, and the allowable range is
1025 through 65535. TCP ports only work with the PIX Firewall
Syslog server.

facility Specifies the Syslog facility. There are eight facilities: LOCALO
(16) through LOCAL?7 (23). The default is LOCAL4 (20). Hosts file
the messages based on the facility number in the message.
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Logging Device-ID
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pixfirewall(config)#

|1ogging device-id {hostname | ipaddress| string} |

- Displays a unique device ID in syslog messages

| pix6 (config)# logging device-id hostname |

©2004, Cisco Systems, Inc. Al rights reserved. CSPFA32—5-55

The logging device-id command displays a unique device ID in non-EMBLEM format syslog
messages that are sent to the syslog server. This command is available in PIX Firewall software
Version 6.2.2.115 and higher. If enabled, the PIX Firewall displays the device ID in all non-
EMBLEM-formatted syslog messages. The device ID part of the syslog message is viewed
through the syslog server only and not directly on the firewall.

If the ipaddress option is used, the device ID becomes the specified PIX Firewall interface IP
address, regardless of the interface from which the message is sent. This provides a single
consistent device ID for all messages sent from the device.

In the figure, logging device-id hostname command is configured. Notice the hostname, pix6,
appears in the syslog output directly after the date and timestamp.
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Logging Configuration Example
I

N u I
— ‘Internet % g —
messages E :er\::?

10.0.0.12

chicago(config) # logging host inside 10.0.0.12
chicago(config) # logging trap warnings
chicago(config) # logging timestamp

chicago(config) # logging on

©2004, Cisco Systems, Inc. Al rights reserved. CSPFA3.2—5-56

In the figure, the PIX Firewall is configured to send the logging messages to Syslog server
10.0.0.12. The messages sent will consist of warning messages and higher. Each message is
time stamped. Lastly, logging is turned on.
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Summary

This topic summarizes what you learned in this lesson.

Summary

* The PIX Firewall has four administrative access
modes: unprivileged, privileged, configuration, and
monitor.

* Interfaces with a higher security level can access
interfaces with a lower security level, while interfaces
with a lower security level cannot access interfaces
with a higher security level unless given permission.

+ Using the PIX Firewall general maintenance
commands help you to manage the PIX Firewall. The
commands include the following: enable, write, show,
and reload.

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—5-58
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Summary (Cont.)

LISCD. COfm

* The basic commands necessary to configure the PIX
Firewall are the following: nameif, interface, ip
address, nat, global, and route.

* The nat and global commands work together to
translate ip addresses.

* The PIX Firewall can send Syslog messages to a
Syslog server.

* The PIX Firewall can function as a DHCP client.

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—5-59
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Lab Exercise—Configure the PIX Firewall and
Execute General Maintenance Commands

Complete the following lab exercises to practice what you have learned in this lesson.

Objectives
In this lab exercise, you will complete the following tasks:
m  Execute general commands.
m  Configure PIX Firewall interfaces.
m  Configure global addresses, NAT, and routing for inside and outside interfaces.
m  Test the inside, outside, and DMZ interface connectivity.
m  Configure Syslog output.

m  Configure Syslog output to a Syslog server.
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Visual Objective

The following illustration displays the lab topology for your classroom environment.

Lab Visual Objective

[ Cisco.com
172.26.26.0
Pods 1-5 1 Pods 6-10
|192.168.P.0 RBB  192.168.Q.0 |
— 2 2
= —
Basti host”: 2 '19 PIX PIX 9'1 2 Bastion host”:
O Firewall i
Web or FTP 172.16.P.0 irewal Firewall 172.16.Q.0 \:I Web or FTP

100

Web or FTP,

Cisco Secure

ACS, and
Syslog

Web or FTP,
Cisco Secure
ACS, and
Syslog

Student PC
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Task 1—Execute General Commands

Step 1

Step 2

Step 3

Complete the steps in this task to familiarize yourself with the general maintenance commands.
Observe the output of the commands carefully. The instructor will provide you with the
procedures for access to the PIX Firewall console port, as this will vary according to your lab
connectivity. After you access the PIX Firewall console port, the PIX Firewall prompt appears.
If the prompt that appears is not the configuration mode prompt, enter configuration mode. Ask
your instructor for assistance if necessary.

pixfirewall (config)#
Erase the PIX Firewall’s default configuration. When prompted to confirm, press Enter.
pixfirewall (config)# write erase

Erase PIX configuration in flash memory? [confirm] <Enter>
Reboot the PIX Firewall. When prompted to confirm, press Enter.
pixfirewall (config)# reload

Proceed with reload?

[confirm} <Enter>

The PIX Firewall prompts you to bootstrap it through interactive prompts. Press Control>Z to
escape. The unprivileged mode prompt appears.

Pre-configure PIX Firewall through interactive prompts [yes]?
<Control+Zz>

pixfirewalls>

Lab 5-2 Cisco Secure PIX Firewall Advanced (CSPFA) v3.2

Copyright % 2004, Cisco Systems, Inc.



Step 4

Step 5

Step 6

Step 7

Display the list of help commands:

pixfirewall> ?

Enter the privileged mode of the PIX Firewall. When prompted for a password, press Enter.

pixfirewall> enable

password:

pixfirewall#

Display the list of help commands:

pixfirewall$# ?

Use the write terminal command to display the PIX Firewall configuration on the terminal

screen:

pixfirewall# write terminal

Building configuration

Saved

PIX Version 6.3 (1)

interface
interface
interface
interface
interface

interface

ethernet0
ethernetl
ethernet2
ethernet3
ethernet4

ethernet5

auto
auto
auto
auto
auto

auto

shutdown
shutdown
shutdown
shutdown
shutdown

shutdown

nameif
nameif
nameif
nameif
nameif

nameif

enable

passwd

ethernet0
ethernetl
ethernet2
ethernet3
ethernet4

ethernet5

outside

security0

inside securityl00

intf2
int£f3
intf4
intf5

security4
securityé

security8

securitylo

password 8Ry2YjIyt7RRXU24 encrypted

2KFQOnbNIAdI.2KYOU encrypted

hostname pixfirewall

fixup
fixup
fixup
fixup
fixup
fixup
fixup
fixup
fixup

fixup

protocol
protocol
protocol
protocol
protocol
protocol
protocol
protocol
protocol

protocol

ftp 21

h323 h225 1720
h323 ras 1718-1719
http 80

ils 389

rsh 514

rtsp 554

sip 5060

sip udp 5060
skinny 2000
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fixup protocol smtp 25

fixup protocol sglnet 1521

nam

es

pager lines 24

mtu
mtu
mtu
mtu
mtu
mtu
no
no
no
no
no
no
ip
ip
no

outside 1500

inside 1500

intf2 1500

intf3 1500

intf4 1500

intf5 1500

ip address

ip address

ip address

ip address

ip address

ip address

audit info

outside
inside
intf2
intf3
intf4
intf5

action alarm

audit attack action alarm

failover

failover timeout 0:00:00

failover poll 15

no
no
no
no
no
no
pdm
arp
tim
tim
1:0
tim

tim

aaa-server TACACS+ protocol tacacs+
aaa-server RADIUS protocol radius
aaa-server LOCAL protocol local

no snmp-server location

failover
failover
failover
failover
failover
failover

history

timeout

ip
ip
ip
ip
ip
ip
[Shat

14

address
address
address
address
address
address

able

400

eout xlate 3:00:00

outside
inside
intf2
int£f3
intf4
intf5

eout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc 0:10:00 h225

0:00

eout h323 0:05:00 mgcp 0:05:00 sip 0:30:00 sip_media 0:02:00
eout uauth 0:05:00 absolute

no snmp-server contact

snmp-server community public

no snmp-server enable traps

floodguard enable
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telnet timeout 5

ssh timeout 5

console timeout 0

terminal width 80
Cryptochecksum:d41d8cd98£00b204e9800998ecf8427e

end

[OK]

Step 8  Enter the show memory command:

pixfirewall$# show memory

Free memory:

Used memory:

Total memory:

49046552 bytes

18062312 bytes

67108864 bytes

Step9  Enter the show version command:

pixfirewall# show version

Cisco PIX Firewall Version 6.3 (1)

Compiled on Wed 19-Mar-03 11:49 by morlee

pixfirewall up 17 hours 59 mins

Hardware:

PIX-515,

Flash i28F640J5 @ 0x300,
BIOS Flash AT29C257 @ 0xfffdso000,

0
1
2
3:
4
5

ethernet0:
ethernetl:
ethernet2:
ethernet3:
ethernet4:

ethernet5:

address
address
address
address
address

address

Licensed Features:

Failover:

VPN-DES:

VPN-3DES-AES:

is
is
is
is
is

is

16MB

0050.
0050.
00e0.
00e0.
00e0.
00e0.

Enabled
Enabled
Disabled

Maximum Interfaces: 6

Cut-through Proxy:

Guards:

URL-filtering:

Inside Hosts:

Throughput:

IKE peers:

Enabled

Enabled
Enabled

Unlimited

Unlimited

Unlimited

54ff
54ff
b602
b602
b602
b602

64 MB RAM, CPU Pentium 200 MHz

32KB

.653a, irq 10
.653b, irq 7
.22¢3, irq 11
.22¢c2, irq 11
.22c¢l, irq 11
.22¢0, irq 11
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Step 10

Step 11

Step 12

Step 13

Step 14

Step 15

This PIX has an Unrestricted (UR) license.

Serial Number: 480350144 (0xlcal8fcO0)
Running Activation Key: 0x51312668 0xb54b73ee 0x2e88e731 0xdf5ellla

Configuration last modified by enable 15 at 05:31:41.411 UTC Tue May
20 2003

Enter the show history command:

pixfirewall# show history
enable

write terminal

sh memory

show version

show history
Enter the configuration mode and change the hostname to pixP using the hostname command:

pixfirewall# configure terminal
pixfirewall (config)#

pixfirewall (config)# hostname pixP

(where P = pod number)

Enable the use of names rather than IP addresses:
pixP(config) # names

Assign the name bastionhost to the server on your DMZ:
pixP(config)# name 172.16.P.2 bastionhost
(where P = pod number)

Assign the name insidehost to your student PC:
pixP(config)# name 10.0.P.11 insidehost
(where P = pod number)

Save your configuration to Flash memory:

pixP(config)# write memory

Building configuration.

Cryptochecksum: e€901c202 27a9dbl9 7e3c2878 0f£c0966b
[OK]
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Task 2—Configure PIX Firewall Interfaces

Complete the following steps to configure PIX Firewall Ethernet interfaces:

Step1  Assign the PIX Firewall DMZ interface a name (dmz) and security level (50):

pixP(config)# nameif e2 dmz security50
pixP(config)# show nameif

nameif ethernet0 outside security0
nameif ethernetl inside securityl00
nameif ethernet2 dmz security50

nameif ethernet3 intf3 securityé
nameif ethernet4 intf4 securitys8

nameif ethernet5 intf5 securitylo

Step2  Enable the Ethernet 0, Ethernet 1, and Ethernet 2 interfaces for 100 Mbps Ethernet full duplex
communication:

Note: By default the interfaces are disabled. You must enable all interfaces you intend to use.

pixP(config)# interface e0 100full
pixP(config)# interface el 100full
pixP(config)# interface e2 100full
pixP(config)# show interface
interface ethernet0 "outside" is up, line protocol is up
Hardware is i82558 ethernet, address is 0090.2724.fdof
MTU 1500 bytes, BW 100000 Kbit full duplex
6 packets input, 360 bytes, 0 no buffer
Received 6 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
0 packets output, 0 bytes, 0 underruns
0 output errors, 0 collisions, 0 interface resets
0 babbles, 0 late collisions, 0 deferred
0 lost carrier, 0 no carrier
input queue (curr/max blocks) :hardware (128/128)software (0/0)
output queue (curr/max blocks): hardware (0/0) software (0/0)
interface ethernetl "inside" is up, line protocol is up
Hardware is 182558 ethernet, address is 0090.2716.43dd
MTU 1500 bytes, BW 100000 Kbit full duplex
22811 packets input, 3365905 bytes, 0 no buffer
Received 22811 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
0 packets output, 0 bytes, 0 underruns
0 output errors, 0 collisions, 0 interface resets

0 babbles, 0 late collisions, 0 deferred
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0 lost carrier, 0 no carrier
input queue (curr/max blocks) :hardware (128/128)software (0/1)
output queue (curr/max blocks): hardware (0/0) software (0/0)
interface ethernet2 "dmz" is up, line protocol is up
Hardware is 182558 ethernet, address is 0090.2725.060d
MTU 1500 bytes, BW 100000 Kbit full duplex
20283 packets input, 3034748 bytes, 0 no buffer
Received 20283 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
0 packets output, 0 bytes, 0 underruns
0 output errors, 0 collisions, 0 interface resets
0 babbles, 0 late collisions, 0 deferred
0 lost carrier, 0 no carrier
input queue (curr/max blocks) :hardware (128/128)software (0/1)
output queue (curr/max blocks): hardware (0/0) software (0/0)
interface ethernet3 "intf3" is administratively down, line protocol is down
Hardware is 182558 ethernet, address is 0090.2716.43dc
MTU 1500 bytes, BW 100000 Kbit full duplex
184 packets input, 15043 bytes, 0 no buffer
Received 179 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
0 packets output, 0 bytes, 0 underruns
0 output errors, 0 collisions, 0 interface resets
0 babbles, 0 late collisions, 0 deferred
0 lost carrier, 0 no carrier
input queue (curr/max blocks) :hardware (128/128)software (0/1)
output queue (curr/max blocks): hardware (0/0) software (0/0)
interface ethernet4 "intf4" is administratively down, line protocol is down
Hardware is 182558 ethernet, address is 0090.2716.43db
MTU 1500 bytes, BW 100000 Kbit full duplex
184 packets input, 15043 bytes, 0 no buffer
Received 179 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
0 packets output, 0 bytes, 0 underruns
0 output errors, 0 collisions, 0 interface resets
0 babbles, 0 late collisions, 0 deferred
0 lost carrier, 0 no carrier
input queue (curr/max blocks) :hardware (128/128)software (0/1)
output queue (curr/max blocks): hardware (0/0) software (0/0)
interface ethernet5 "intf5" is administratively down, line protocol is down
Hardware is 182558 ethernet, address is 0090.2716.43da
MTU 1500 bytes, BW 100000 Kbit full duplex
184 packets input, 15043 bytes, 0 no buffer
Received 179 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
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0 packets output, 0 bytes, 0 underruns

0 output errors, 0 collisions, 0 interface resets

0 babbles, 0 late collisions, 0 deferred

0 lost carrier, 0 no carrier

input queue (curr/max blocks) :hardware (128/128)software (0/1)

output queue (curr/max blocks): hardware (0/0) software (0/0)

Step3  Assign [P addresses to the inside and DMZ network interface cards:

pixP(config)# ip address inside 10.0.P.1 255.255.255.0
pixP(config)# ip address dmz 172.16.P.1 255.255.255.0

(where P = pod number)

Step4  Configure the PIX Firewall to retrieve its outside IP address from a DHCP server. Wait until

you see the address appear before moving on to the next step:
pixP (config)# ip address outside dhcp

Step5 Ensure that the IP addresses are correctly configured and are associated with the proper
network interface:
pixP(config)# show ip address
System IP Addresses:
ip address outside 192.168.P.2 255.255.255.0
ip address inside 10.0.P.1 255.255.255.0
ip address dmz 172.16.P.1 255.255.255.0
no ip address intf3
no ip address intf4
no ip address intfs
Current IP Addresses:
ip address outside 192.168.P.2 255.255.255.0
ip address inside 10.0.P.1 255.255.255.0
ip address dmz 172.16.P.1 255.255.255.0
no ip address intf3
no ip address intf4

no ip address intfs
(where P = pod number)

Step6  Write the configuration to the Flash memory:

pixP(config) # write memory
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Task 3—Configure Global Addresses, NAT, and Routing for
Inside and Outside Interfaces

Complete the following steps to configure a global address pool, NAT, and routing:
Step1  Assign one pool of NIC-registered [P addresses for use by outbound connections:

pixP(config)# global (outside) 1 192.168.P.20-192.168.P.254 netmask
255.255.255.0

pixP(config)# show global
global (outside) 1 192.168.P.20-192.168.P.254 netmask 255.255.255.0

(where P = pod number)

Step2  Configure the PIX Firewall to allow inside hosts to use NAT for outbound access:
pixP(config)# nat (inside) 1 10.0.P.0 255.255.255.0
(where P = pod number)

Step3  Display the currently configured NAT:

pixP(config)# show nat

nat (inside) 1 10.0.P.0 255.255.255.0 0 0
(where P = pod number)
Step4  Create a static route to the 10.1.P.0 network:
pixP(config)# route inside 10.1.P.0 255.255.255.0 10.0.P.102
(where P = pod number)
Step5  Assign a default route:
pixP(config)# route outside 0 0 192.168.P.1
(where P = pod number)
Step 6  Display the currently configured routes:

pixP(config)# show route

outside 0.0.0.0 0.0.0.0 192.168.P.1 1 OTHER static

inside 10.0.P.0 255.255.255.0 10.0.P.1 1 CONNECT static
inside 10.1.P.0 255.255.255.0 10.0.P.102 1 OTHER static

dmz 172.16.P.0 255.255.255.0 172.16.P.1 1 CONNECT static
outside 192.168.P.0 255.255.255.0 192.168.P.2 1 CONNECT static

(where P = pod number)
Step7  Write the current configuration to Flash memory:

pixP(config)# write memory
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Step8 Display a list of the most recently entered commands:

Your history inputs should be similar to the following:

pixP(config)# show history

interface e0 100full

interface el 100full

interface e2 100full

show interface

ip address inside 10.0.P.1 255.255.255.0

ip address dmz 172.16.P.1 255.255.255.0

ip address outside dhcp

show ip address

write memory

global (outside) 1 192.168.P.20-192.168.P.254 netmask 255.255.255.0
show global

nat (inside) 1 10.0.P.0 255.255.255.0

show nat

route inside 10.1.P.0 255.255.255.0 10.0.P.102
route outside 0 0 192.168.P.1

show route

write memory

show history

(where P = pod number)

Note: You can use the up and down cursor keys on your keyboard to recall commands.

Step9  Write the current configuration to the terminal and verify that you have entered the previous

commands correctly:

pixP(config)# write terminal

PIX Version 6.3 (1)

interface
interface
interface
interface
interface

interface

etherneto0
ethernetl
ethernet2
ethernet3
ethernet4

ethernet5

100full
100full
100full

auto
auto

auto

shutdown
shutdown

shutdown

nameif ethernet0 outside security0

nameif ethernetl inside securityl00

nameif ethernet2 dmz security50

nameif ethernet3 intf3 securityl5s
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nameif ethernet4 intf4 security20
nameif ethernet5 intf5 security25
enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQnbNIdI.2KYOU encrypted
hostname pixé

fixup protocol ftp 21

fixup protocol h323 h225 1720
fixup protocol h323 ras 1718-1719
fixup protocol http 80

fixup protocol ils 389

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol smtp 25

fixup protocol sglnet 1521

names

name 172.16.P.2 bastionhost

name 10.0.P.11 insidehost

logging on

mtu outside 1500

mtu inside 1500

mtu dmz 1500

mtu intf3 1500

mtu intf4 1500

mtu intf5 1500

ip address outside 192.168.P.2 255.255.255.0
ip address inside 10.0.P.1 255.255.255.0
ip address dmz 172.16.P.1 255.255.255.0
no ip address intf3

no ip address intf4

no ip address intfs

ip audit info action alarm

ip audit attack action alarm

no failover

failover timeout 0:00:00

failover poll 15

no failover ip address outside

no failover ip address inside

no failover ip address dmz

no failover ip address intf3
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no failover ip address intf4

no failover ip address intf5

pdm history enable

arp timeout 14400

global (outside) 1 192.168.P.20-192.168.P.254 netmask 255.255.255.0
nat (inside) 1 10.0.P.0 255.255.255.0 0 0

route outside 0.0.0.0 0.0.0.0 192.168.P.1 1

route inside 10.1.P.0 255.255.255.0 10.0.P.102 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:0

timeout h323 0:05:00 mgcp 0:05:00 sip 0:30:00 sip 0:30:00 sip_media
0:02:00

timeout uauth 0:05:00 absolute

aaa-server TACACS+ protocol tacacs+

aaa-server RADIUS protocol radius

aaa-server LOCAL protocol local

no snmp-server location

no snmp-server contact

snmp-server community public

no snmp-server enable traps

floodguard enable

telnet timeout 5

ssh timeout 5

console timeout 0

terminal width 80

Cryptochecksum:00000000000000000000000000000000
end

[OK]
(where P = pod number)

Step 10 Test the operation of the globals and NAT statements you configured by originating
connections through the PIX Firewall by completing the following sub-steps:

1. Open a web browser on the Windows NT server.

2. Use the web browser to access the super server at I[P address 172.26.26.50 by entering
http://172.26.26.50.

Step 11  Observe the translation table:
pixP (config)# show xlate

Your display should appear similar to the following:

1 in use, 1 most used

Global 192.168.P.20 Local insidehost

(where P = pod number)
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http://172.26.26.50

A global address chosen from the low end of the global range has been mapped to your NT
laptop.

Task 4—Test the Inside, Outside, and DMZ Interface
Connectivity

Complete the following steps to test and troubleshoot interface connectivity using the PIX
Firewall ping command:

Step1  Ping the inside interface:

pixP(config)# ping 10.0.P.1

10.0.P.1 response received — 10ms
10.0.P.1 response received — 10ms
10.0.P.1 response received — 10ms

(where P = pod number)

Step2  Ping your inside host:

pixP(config)# ping insidehost

insidehost response received — 10ms
insidehost response received — 10ms
insidehost response received — 10ms

Step3  Ping the outside interface:

pixP(config)# ping 192.168.P.2

192.168.P.2 response received — 10ms
192.168.P.2 response received — 10ms
192.168.P.2 response received — 10ms

(where P = pod number)

Step4  Ping the backbone router:

pixP(config)# ping 192.168.P.1

192.168.P.1 response received — 10ms
192.168.P.1 response received — 10ms
192.168.P.1 response received — 10ms

(where P = pod number)

Step5 Ping the DMZ interface:

pixP(config)# ping 172.16.P.1

172.16.P.1 response received — 10ms
172.16.P.1 response received — 10ms
172.16.P.1 response received — 10ms

(where P = pod number)
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Step6  Ping bastionhost:

pixP (config)# ping bastionhost

bastionhost response received — 10ms
bastionhost response received — 10ms
bastionhost response received — 10ms

Task 5—Configure Syslog Output
Complete the following steps and enter the commands as directed to configure Syslog output:
Step1  Enable Syslog logging:
pixP(config)# logging on
Step2 Begin storing messages to the PIX Firewall message buffer and set the logging level to
debugging:
pixP(config)# logging buffered debugging
Step3  From your Windows command line, telnet to the backbone router:

C:\> telnet 192.168.P.1
(where P = pod number)

Step4  View the Syslog messages with the show logging command. New messages appear at the end
of the display:
pixP (config)# show logging
Syslog logging: enabled
Facility: 20
Timestamp logging: disabled
Standby logging: disabled
Console logging: disabled
Monitor logging: disabled
Buffer logging: level debugging, 2 messages logged
Trap logging: disabled
History logging: disabled
111008: User 'enable_15' executed cmd : logging buffered debugging

302013: Built outbound TCP connection 2 for outside:192.168.P.1/23
(192.168.P.1/23) to inside:10.0.P.11/1036 (192.168.P.20/1036)

Step5 Clear messages in the buffer and verify they are cleared:

pixP(config)# clear logging
pixP (config)# show logging

Step6  Set the logging buffered command back to a minimal level:

pixP(config)# logging buffered alerts
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Task 6—Configure Syslog Output to a Syslog Server

Step 1

Step 2

Step 3

Step 4

Step 5

The instructor will provide you with the procedures for access to a Syslog server or host. This
varies according to the type of Syslog server used for your classroom environment.

Note: Verify that the Syslog server or host is turned on and that the Syslog service is installed and
started.

Designate a host to receive the messages with the logging host command. For normal Syslog
operations to any Syslog server, use the default message protocol:

pixP(config)# logging host inside insidehost

Set the logging level to the Syslog server or host with the logging trap command. This
command is used to start sending messages to the Syslog server or host. For the level, refer to
the command reference table at the beginning of this exercise:

pixP(config)# logging trap debugging

Open the Kiwi Syslog Daemon on your desktop.

From your Windows command line, telnet the backbone router:

C:\> telnet 192.168.P.1

(where P = pod number)

Observe the messages logged to the Kiwi Syslog Daemon display screen:
$PIX-6-302013: Built outbound TCP connection 3 for
outside:192.168.P.1/23[192.168.P.1/23] to

inside:10.0.P.11/1037[192.168.P.20/1037]

(where P = pod number)
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Translations and Connections

Overview

This lesson includes the following topics:
m  Objectives

m  Transport protocols

m  Network Address Translation

m  Port Address Translation

m static command

m  Identity NAT command

m  Connections and translations

m  Configuring multiple interfaces

®  Summary

m  Lab exercise



Objectives

This topic lists the lesson’s objectives.

Objectives

Upon completion of this lesson, you will be
able to perform the following tasks:

* Describe how the TCP and UDP protocols
function within the PIX Firewall.

* Describe how static and dynamic translations
function.

» Configure the PIX Firewall to permit outbound
connections.

» Explain the PIX Firewall PAT feature.
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Transport Protocols

To gain a deeper understanding of how the Cisco PIX Firewall processes inbound and
outbound transmissions, a brief review of the two primary transport protocols is warranted.

Sessions in an IP World

[ Cisco.oom

In an IP world, a network session is a
transaction between two end systems.

It is carried out primarily over two transport
layer protocols:

- TCP
- UDP

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—6-5

It is important to understand the transport protocols Transmission Control Protocol (TCP) and
User Datagram Protocol (UDP) to understand how the PIX Firewall operates. This topic aids in
understanding the TCP and UDP protocols.

A network session is carried out over two transport layer protocols:

m  TCP, which is easy to inspect

m  UDP, which is difficult to inspect properly

Note: In the context of this training, the term outbound means connections from a more trusted
side of the PIX Firewall to a less trusted side of the PIX Firewall. The term inbound means
connections from a less trusted side of the PIX Firewall to a more trusted side of the PIX
Firewall.
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TCP

| ook

* TCP is a connection-oriented, reliable-delivery,
robust, and high performance transport layer
protocol.

* TCP features
—Sequencing and acknowledgement of data.

—A defined state machine (open connection,
data flow, retransmit, close connection).

—Congestion detection and avoidance
mechanisms.
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TCP is a connection-oriented protocol. When a session from a more secure host inside the PIX
Firewall is started, the PIX Firewall creates an entry in the session state filter. The PIX Firewall
is able to extract network sessions from the network flow and actively verify their validity in
real time. This stateful filter maintains the state of each network connection and checks
subsequent protocol units against its expectations. When a TCP session is initiated through a
PIX Firewall, the PIX Firewall records the network flow and looks for an acknowledgement
from the device with which the host is trying to initiate communications. The PIX Firewall then
allows traffic to flow between the hosts involved in the connection based on the three-way
handshake.
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TCP Initialization—Inside to Outside

L Ciaco.pom
Private network [ S 4/ | Public network
Source address a translation slot. If one is 192.168.0.20
not found, it creates one
Destination address | 172.30.0.50 ||RCT/ENVE TNV A ) EE T 172.30.0.50
s access control, and
ource port authentication or
Destination port authorization, if any. If OK,
a connection is created.
Initial sequence #
Ack
#1 . #2
10.0.0.11 Flag PIX Firewall 17230050
‘B' Start the embryonic Qﬁ
— No data connection counter =
#4 172.30.0.50 172.30.0.50 #3
192.168.0.20
The PIX Firewall follows the
Adaptive Security Algorithm:
« (source IP, source port,
destination IP, destination
"1 IP header port) check
[ TCP header - Sequence number check

2
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« Translation check
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When a TCP session is established over the PIX Firewall, the following happens:

Step 1

slot. The embedded TCP information is then used to create a connection slot in the PIX

Firewall.
Step 2

Step 3

The connection slot is marked as embryonic (not established yet).

The PIX Firewall randomizes the initial sequence number of the connection, stores the delta

value, and forwards the packet onto the outgoing interface.

The PIX Firewall now expects a synchronize/acknowledge (SYN/ACK) packet from the

The first Internet Protocol (IP) packet from an inside host causes the generation of a translation

destination host. Then the PIX Firewall matches the received packet against the connection slot,
computes the sequencing information, and forwards the return packet to the inside host.
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(Cont.)

Source address
Destination address
Source port

Destination port

Initial sequence #

Ack

#5 Flag
10.0.0.11

TCP Initialization—Inside to Outside

Private network

Public network

10.0.0.11

192.168.0.20

Reset the embryonic

172.30.0.50

counter for this client.. It || EzEINE]]

Data flows

[ IP header
[ TCP header
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then increases the
connection counter for
this host.

PIX Firewall

CISCo.GOm

#6

172.30.0.50

Strictly follows the
Adaptive Security

Algorithm

CSPFA3.2—6-8

Step 4

Step 5

The inside host completes the connection setup, the three-way handshake, with an ACK.

The connection slot on the PIX Firewall is marked as connected, or active-established, and data

is transmitted. The embryonic counter is then reset for this connection.
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UDP

« Connectionless protocol.
- Efficient protocol for some services.
- Resourceful but difficult to secure.

© 2004, Cisco Systems, Inc. Al rights reserved. CSPFA32—69

UDP is connectionless. The PIX Firewall must take other measures to ensure its security.
Applications using UDP are difficult to secure properly because there is no handshaking or
sequencing. It is difficult to determine the current state of a UDP transaction. It is also difficult
to maintain the state of a session, as it has no clear beginning, flow state, or end. However, the
PIX Firewall creates a UDP connection slot when a UDP packet is sent from a more secure to a
less secure interface. All subsequent returned UDP packets matching the connection slot are
forwarded to the inside network.
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UDP (Cont.)
i

CISCo.GOm

Private network [ N e ey 14| Public network

a translation slot. If one is
Source address not found, it creates one 192165020

Destination address [ 172.30.0.50 |[NGlG U ERCLEE 172.30.0.50

access control, and

Source port authentication or E

L authorization, if any. If OK,
Destination port a connection is created. m

#1 — PIX Firewall \ #2

10.0.0.11 U DE e 172.30.0.50

E from outside and within UDP E
3/ user-configurable timeout %

(default=2 minutes).

#4 #3
eI PR The PIX Firewall follows the 172.30.0.50

Adaptive Security Algorithm: 192.168.0.20

« (source IP, source port,
destination IP, destination 000
S Cozs ]

« Translation check

[ IP header

[ UDP header
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When the UDP connection slot is idle for more than the configured idle time, it is deleted from
the connection table. The following are some UDP characteristics:

m  UDP is an unreliable but efficient transport protocol.

m  Spoofing UDP packets is very easy because there is no handshaking or sequencing. As
there is no state machine, the initiator of the transaction or the current state usually cannot
be determined.

m  UDP has no delivery guarantees.
m  There is no connection setup and termination.

m  UDP has no congestion management or avoidance.

Services that use UDP can be generally divided into two categories:
B Request-reply, or ping-pong services, such as domain name system (DNS).

m  Flow services, such as video, voice over IP (VoIP), and Network File System (NFS).
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Network Address Translation

This topic describes the translation process in the PIX Firewall. There are two types of inside
translations: dynamic and static.

Addressing Scenarios

= |

NAT

N

N 192.168.6.1 10.0.0.11
R (—
Intomet G

~—

* NAT was created to overcome several 1004
addressing problems that occurred with the
expansion of the Internet:

—Mitigate global address depletion
—Use RFC 1918 addresses internally
—Conserve internal address plan

- Additionally, NAT increases security by hiding
the internal topology
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Invented in May 1994 by Paul Francis and Kjeld Borch Egevang, Network Address Translation
(NAT) became a popular technique to save official network addresses and to hide network
topology from the Internet. Paul Francis and Kjeld Borch Egevang have written several RFCs
about NAT, most importantly RFC 1631: “The IP Network Address Translator (NAT)”.

In the modern world, NAT is critical to mitigate global Internet address depletion. Very often,
private networks are assigned numbers from network blocks defined in RFC 1918. Because
these addresses are intended for local use only, NAT is required to connect to the Internet. NAT
is sometimes used to preserve the inside addresses of an enterprise, for example, when
changing the Internet service provider (ISP).

In the figure, the private network is using private IP addressing, 10.0.0.0/24. Before a packet
can be sent to the Internet, it must be translated into a public, routable address. In this example,
the PIX Firewall translates IP address 10.0.0.11 into routable IP address 192.168.6.1.
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Access Through the PIX Firewall

Less secure «<—— More secure
nat and global

(or static)
< & L]
_Internet u —
- e0 outside el inside
security level 0 security level 100

Less secure —> More secure

static and access list
(or static and conduit)

©2004, Cisco Systems, Inc. Al rights reserved. CSPFA32—6-13

When you are configuring multiple interfaces, remember that the security level designates
whether an interface is inside (trusted) or outside (untrusted) relative to another interface. An
interface is considered inside in relation to another interface if its security level is higher than
the security level of the other interface, and is considered outside in relation to another interface
if its security level is lower than the security level of the other interface.

The primary rule for security levels is that an interface with a higher security level can access
an interface with a lower security level. The nat and global commands work together to enable
your network to use any IP addressing scheme and to remain hidden from the external network.

An interface with a lower security level cannot access an interface with a higher security level
unless you specifically allow it by implementing static and access list command pairs, or static
and conduit. Outside static commands and access lists are covered later in the course.
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Inside Address Translations

level to a less secure interface:
* Dynamic translation
- Static translation

2004, Cisco Systems, Inc. Al rights reserved
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N 192.168.6.1 10.0.0.4 E
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\
b . Outside global \ |
¢ ynaln:!c IP address pool 10.0.0.4
ransiation”.. 192.168.6.20-254
S— I
_____________________ o L L L T
Outside global : Inside = www
Static IP address 1 IP address | Server

translation [ 192.168.6.10

Inside NAT—Translates addresses of hosts on higher security

10.0.0.11
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The PIX Firewall supports the following two main types of address translations:

®  Dynamic translation—Translates host addresses on more secure interfaces to a range or

pool of IP addresses on a less secure interface. This allows internal users to share registered
IP addresses and hides internal addresses from view on the public Internet.

m  Static translation—Provides a permanent, one-to-one mapping between an IP address on a

more secure interface and an IP address on a less secure interface. This allows an inside

host to access a less secure host, a server on the Internet, for instance, without exposing the
actual IP address. Examples of static translation are static NAT and identity NAT.
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Dynamic Inside NAT

I AL LA L I —— TCiscoooom
NAT
N 192.1m.0.11 E
_Internet ) @ g < ~

» Dynamic translations
pixfirewall (config) # nat(inside) 1 0.0.0.0 0.0.0.0

pixfirewall (config)# global (outside) 1
192.168.0.20-192.168.0.254 netmask 255.255.255.0

© 2004, Cisco Systems, Inc. Al rights reserved. CSPFA32—6-15

Dynamic inside translations are used for local hosts and their outbound connections, and hide
the host address from the Internet. With dynamic translations, you must first define which hosts
are eligible for translation with the nat command, and then define the address pool with the
global command. The pool for address allocation is chosen on the outgoing interface based on
the nat_id selected with the nat command.

In the figure shown, all hosts on the inside network are eligible for translation. The global pool
of addresses assigned by the global command is 192.168.0.20 through 192.168.0.254, enabling
up to 235 individual IP addresses.
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Two Interfaces with NAT

Global pool

192.168.0.17-30

Global pool : ,E,

192.168.0.3-14 ¢ frememrmsminnnnans o —

10.0.0.0/24

« A separate global pool is used for each internal network.

« All hosts on the inside networks can start outbound connections.

Lisco.omm

10.2.0.0 /24

bk

192.168.0.14 netmask 255.255.255.0

192.168.0.30 netmask 255.255.255.0

pixfirewall (config)# nat (inside) 1 10.0.0.0 255.255.255.0
pixfirewall (config)# nat (inside) 2 10.2.0.0 255.255.255.0
pixfirewall (config)# global (outside) 1 192.168.0.3-

pixfirewall (config)# global (outside) 2 192.168.0.17-

©2004, Cisco Systems, Inc. Al rights reserved.
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In the figure, the first nat command statement permits all hosts on the 10.0.0.0 network to start

outbound connections using the [P addresses from a global pool. The second nat command
statement permits all hosts on the 10.2.0.0 network to do the same. The nat id in the first nat
command statement tells the PIX Firewall to translate the 10.0.0.0 addresses to those in the
global pool containing the same nat _id. Likewise, the nat id in the second nat command
statement tells the PIX Firewall to translate addresses for hosts on network 10.2.0.0 to the

addresses in the global pool containing nat_id 2.
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E 172.16.0.20-254
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. 192.168.0.20-254
_ Internet 2 @ e
— 192.168.0.0 _ 10.0.0.0
Outside

Three Interfaces with NAT

» Inside users can start outbound connections to both the DMZ and the Internet.
« The nat (dmz) command gives DMZ services access to the Internet.

« The global (dmz) command gives inside users access to the DMZ web server.
pixfirewall (config)# nat (inside) 1 10.0.0.0 255.255.255.0
pixfirewall (config)# nat (dmz) 1 172.16.0.0 255.255.255.0

pixfirewall (config)# global (outside) 1 192.168.0.20-
192.168.0.254 netmask 255.255.255.0

pixfirewall (config)# global (dmz) 1 172.16.0.20-172.16.0.254
netmask 255.255.255.0

©2004, Cisco Systems, Inc. Al rights reserved. CSPFA3.2—6-17

In the figure, the first nat command statement enables hosts on the inside interface, which has a
security level of 100, to start connections to hosts on interfaces with lower security levels. In
this case, that includes hosts on the outside interface and hosts on the demilitarized zone
(DMZ). The second nat command statement enables hosts on the DMZ, which has a security
level of 50, to start connections to hosts on interfaces with lower security levels. In this case,
that includes only the outside interface.

Because both global pools and the nat (inside) command statement use a nat_id of 1, addresses
for hosts on the 10.0.0.0 network can be translated to those in either global pool. Therefore,
when users on the inside interface access hosts on the DMZ, their source addresses will be
translated to addresses in the 172.16.0.20—172.16.0.254 range from the global (dmz) command
statement. When they access hosts on the outside, their source addresses will be translated to
addresses in the 192.168.0.20—192.168.0.254 range from the global (outside) command
statement.

When users on the DMZ access hosts on the outside, their source addresses will always be
translated to addresses in the 192.168.0.20—192.168.0.254 range from the global (outside)
command statement.

6-14
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Port Address Translation

This topic describes how to configure a PIX Firewall to take advantage of Port Address
Translation (PAT).

Port Address Translation

* PAT is a combination of a IP address and a source
port number.

* Many different sessions can be multiplexed over a
single global IP address.

» Session distinction is made via different port

numbers.
PAT
192.168.0.20 1 10.0.0.11
C——
N Port 2000 !
_ Internet ¢
~ 192.168.0.20 1 10.0.0.4
C—— C——

Port 2001

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—6-19

Typically, an enterprise network receives only a small number of addresses from its ISP, while
the number of hosts is much larger. To resolve this situation, configure PAT, which is an
enhancement of NAT.

Using PAT, multiple connections originating from different hosts on the inside networks can be
multiplexed by a single global IP address. The multiplexing identifier is the source port
number. In the figure, the IP addresses of the two hosts on the inside network are translated to a
PAT IP address of 192.168.0.20 source ports 2000 and 2001.

Copyright "= 2004, Cisco Systems, Inc. Translations and Connections 6-15



PAT Example

| Cisco.oom
pixfirewall (config)# ip address inside 10.0.0.1
255.255.255.0
pixfirewall (config)# ip address outside 192.168.0.2
255.255.255.0
pixfirewall (config)# route (outside) 0.0.0.0 0.0.0.0
192.168.0.1
4 ?@ pixfirewall (config)# nat (inside) 1 10.0.0.0
] 255.255.0.0
Global address | 492 168.0.0 pixfirewall (config)# global (outside) 1 192.168.0.9
192.168.0.9 B netmask 255.255.255.255
2
1| F
L . -
1 1 + Outside IP addresses are typically
Ll I 10.0.0.0 registered with InterNIC.
é _____ N + Source addresses of hosts in network
L @ 10.0.0.0 are translated to 192.168.0.9 for
1] 10.0.1.0 1| 10020 outgoing access.
[T 1 ’ | « Assign a single IP address (192.168.0.9) to
[ B [ ] [ 1 [] global pool.
= = = == .
ineerin Sales « Source port changed to a unique number
9 9 greater than 1023.

© 2004, Cisco Systems, Inc. Al rights reserved. CSPFA32—6-20

The PIX Firewall PAT feature expands a company’s address pool:

®  One outside IP address is used for approximately 4,000 inside hosts (practical limit,
theoretical limit is greater than 64,000).

m  PAT maps TCP and UDP port numbers to a single [P address.

m  PAT provides security by hiding the inside source address by using a single IP address
from the PIX.

m  PAT can be used with NAT.

m A PAT address can be a virtual address, different from the outside address. Do not use PAT
when running multimedia applications through the PIX Firewall. Multimedia applications
need access to specific ports and can conflict with port mappings provided by PAT.

In this example of PAT, the XYZ Company has only three registered IP addresses. One address
is taken by the perimeter router, one by the PIX Firewall, and one by the global address.

The example configuration is as follows:

ip address inside 10.0.0.1 255.255.255.0

ip address outside 192.168.0.2 255.255.255.0
route outside 0.0.0.0 0.0.0.0 192.168.0.1

IP addresses are assigned to the internal and external interfaces. A single registered IP address
is put into the global pool and is shared by all outgoing access for network 10.0.0.0:

nat (inside) 1 10.0.0.0 255.255.0.0
global (outside) 1 192.168.0.9 netmask 255.255.255.255
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pixfirewall (config)# ip address inside 10.0.0.1
255.255.255.0

pixfirewall (config)# ip address outside dhcp

pixfirewall (config)# nat (inside) 1 10.0.0.0
r] 255.255.0.0
ixfi ig)# global (outside) 1 interface
) AT pixfirewall (config)
Iy ~1
Global address | 492 168.0.0
192.168.0.2
I 1
| ! =
1 : 1 « The interface option of the global
L I 10.0.00 command enables use of the outside
1 I _____ S I interface as the PAT address.
U @ * The source addresses of hosts in
1 l 10.0.1.0 1 l 10.0.2.0 network 10.0.0.0 are translated to
T 1 192.168.0.2 for outgoing access.
10 31 * The source port is changed to a unique
= = = = number greater than 1024.
Engineering Sales

©2004, Cisco Systems, Inc. Al rights reserved. CSPFA3.2—6-21

You can use the [P address of the outside interface as the PAT address by using the interface
option of the global command. This is important when using the PIX Firewall Dynamic Host
Configuration Protocol (DHCP) client feature. It allows the DHCP retrieved address to be used
for PAT. DHCP support is discussed later in this course.

In the figure, source addresses for hosts on network 10.0.0.0 are translated to 192.168.0.2 for
outgoing access, and the source port is changed to a unique number greater than 1023.

Note: When PAT is enabled on an interface, there should be no loss of TCP, UDP, and Internet
Control Message Protocol (ICMP) services. These services allow termination at outside
interface of the PIX Firewall unit.
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Mapping Subnets to PAT Addresses
=

pixfirewall (config)# nat (inside) 1 10.0.1.0
255.255.255.0
pixfirewall (config)# nat (inside) 2 10.0.2.0
255.255.255.0
rl pixfirewall (config)# global (outside) 1
@ 192.168.0.8 netmask 255.255.255.0

pixfirewall (config)# global (outside) 2
192.168.0.9 netmask 255.255.255.0

192 .168.0.

192 .168.0.

A
192.168.0.0
.2

g - Each internal subnet is mapped to a
different PAT address.

A
I 10.0.00 + Source addresses of hosts in
network 10.0.1.0 are translated to

@ @ 192.168.0.8 for outgoing access.

p- [ Y

- = == =P 0O

4
1
1
1
1
)

1 I 10.0.1.0 1]10.0.2.0 + Source addresses of hosts in
| | ' | network 10.0.2.0 are translated to
jENE} 11 192.168.0.9 for outgoing access.
— = S .
Engl Sales * The source port is changed to a
ngineering ales unique number greater than 1023.

CSPFA3.2—6-22
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With Cisco PIX Firewall Software Version 5.2 and higher, you can specify multiple PATs to
track use among different subnets. In the figure, network 10.0.1.0 and network 10.0.2.0 are
mapped to different PAT addresses. This is done by using a separate nat and global command
pair for each network. Outbound sessions from hosts on internal network 10.0.1.0 will appear
to originate from address 192.168.0.8, and outbound sessions from hosts on internal network
10.0.2.0 will appear to originate from address 192.168.0.9.
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Backing Up PAT Addresses by Using

Multiple PATs
I Cisco.oom

pixfirewall (config)# nat (inside) 1 10.0.0.0
255.255.0.0

pixfirewall (config)# global (outside) 1

r] 192.168.0.8 netmask 255.255.255.0
pixfirewall (config)# global (outside) 1
192 .168.0.?@ 192.168.0.9 netmask 255.255.255.0
A
192 .168.0.8 : 192.168.0.0
t 1 2
-
|
! 1 + Source addresses of hosts in network
! I 10.0.0.0 10.0.1.0 are translated to 192.168.0.8
1 I‘o. R —— I for outgoing access.
@ + Address 192.168.0.9 will be used only
1 l 10.0.1.0 1 l 10.0.2.0 when the port pool from 192.168.0.8 is
T ] at maximum capacity.
I Ny R Ry |
S — g
Engineering Sales

CSPFA3.2—6-23
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With PIX Firewall Software Version 5.2 and higher, you can also back up your PAT address by
configuring multiple globals with the same nat _id.

In the figure, address 192.168.0.9 will be used for all outbound connections from network
10.0.0.0/16 when the port pool from 192.168.0.8 is at maximum capacity.
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Augmenting a Global Pool with PAT
=

CISG0.COm
pixfirewall (config)# nat (inside) 1 10.0.0.0
255.255.0.0
pixfirewall (config)# global (outside) 1
192.168.0.20-192.168.0.253 netmask 255.255.255.0
rl pixfirewall (config)# global (outside) 1
NAT 192.168.0.254 netmask 255.255.255.0
192 .168.0.20
PAT A
192 .168.0.2;4: 192.168.0.0
1 : 2 * When hosts on the 10.0.0.0 network
1 1 g access the outside network through the
: 1 I-1 10.0.0.0 firewall, they are assigned public
I I‘\ I addresses from the 192.168.0.20—-
T T g 192.168.0.253 range.

{

=
o

10 | l 10.0.2.0 When the addresses from the global
o S pool are exhausted, PAT begins with IP

- J B address 192.168.0.254.
= —

Engineering Sales

o

-
o
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You can augment a pool of global addresses with PAT. When all IP addresses from the global
pool are in use, the PIX Firewall begins PAT using the single IP address shown in the second
global command.

In the figure, hosts on the 10.0.0.0/16 internal network are assigned addresses from the global
pool 192.168.0.20 through 192.168.0.253 as they initiate outbound connections. When the
addresses from the global pool are exhausted, packets from all hosts on network 10.0.0.0/16
appear to originate from 192.168.0.254.
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static Command

This topic describes how to configure a permanent mapping between two IP addresses through
a PIX Firewall.

static Command

Static
translation

/_\ Inside

Internet 2 SZ CID
) - Outside~

~

DNS server
5 10.0.0.11

* Used to create a permanent translation between an
inside IP address and a specific global IP address
- Recommended for internal service hosts

© 2004, Cisco Systems, Inc. Al rights reserved. CSPFA32—6-26

Use static translations when you want an inside host to always appear with a fixed address on
the PIX Firewall global network. Static translations are used to map an inside host address to an
outside, global address:

m  Use the static command for outbound connections to ensure that packets leaving an inside
host are always mapped to a specific global IP address (for example, an inside DNS or
Simple Mail Transfer Protocol [SMTP] host).

m  Use the static command for outbound connections that must be mapped to the same global
IP address.
The following information can help you determine when to use static translations in the PIX

Firewall:

m Do not create static translations with overlapping IP addresses. Each IP address should be
unique.

m  Static commands take precedence over nat and global command pairs.

m [f a global IP address will be used for PAT, do not use the same global IP address for a
static translation.
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static Command (Cont.)

Static
mapping
Outside 44, 165.0.10 10.0.0.11 Inside

N : 10.0.0.11
et 3 G 2%,

~—

pixfirewall(config)#

static [(prenat interface, postnat interface)]
{mapped address | interface} real address [netmask mask]

» Packet sent from 10.0.0.11 translated to 192.168.0.10
* Permanently maps a single IP address
- Recommended for internal service hosts

pixfirewall (config) # static (inside,outside)
192.168.0.10 10.0.0.11 netmask 255.255.255.255

© 2004, Cisco Systems, Inc. Al rights reserved. CSPFA3.2—6-27

The static command creates a permanent mapping (called a static translation slot or xlate)
between a local IP address and a global IP address. For outbound connections, use the static
command to specify a global address to which the actual IP address of a local host will be
translated. In the figure, when a packet from the client station 10.0.0.11 goes out through the
PIX Firewall, it will have the source IP address of 192.168.0.10.

The syntax for the static command is as follows:

static [(prenat_interface, postnat_interface)] mapped address | interface real address [netmask mask]

prenat_interface

The network interface name. Usually the higher security level
interface, in which case the translation is applied to the higher
security level address.

postnat_interface

The lower security level interface when prenat_interface is the
higher security level interface.

mapped_address

The address into which real_address is translated.

interface

Specifies to overload the global address from the interface.

real_address

The address to be mapped.

mask

The network mask that applies to both mapped_address and
real_address.

Statics take precedence over nat and global command pairs. Use the show static command to
view static statements in the configuration.
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Identity NAT Command

This topic describes how to configure a transparent mapping of a host address through a PIX
Firewall.

Identity NAT—nat 0 Command

DMZ Internet
server
/' 192.168.0.9
\ D “= 2215800 _ E 10.0.0.15
_ Internet ~® g =
Outside i Inside

* Identity NAT is used to create a transparent
mapping.

 IP addresses on the inside appear on the outside
without translation.

© 2004, Cisco Systems, Inc. Al rights reserved. CSPFA32—6-29

Another feature to control outbound connections is the ability to control which internal IP
addresses are visible on the outside. The nat 0 command lets you disable address translation so
that inside IP addresses are visible on the outside without address translation. Use this feature
when you have InterNIC-registered IP addresses on your inside network that you want to be
accessible on the outside network. Use of the nat 0 command depends on your security policy.
If your policy allows internal clients to have their IP addresses exposed to the Internet, then use
the nat 0 command to provide that service.
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Identity NAT—nat 0 Command (Cont.)

'. 1'.".' oim

DMZ == WWWw.cisco.com
192.168.0.9 | | Internet
! server

19216809 ./

. Intiﬁu—@ g @

Outside

Inside

* NAT 0 ensures that Internet server is not translated.

* ASA remains in effect with NAT 0.

pixfirewall (config)# nat (dmz) 0 192.168.0.9
255.255.255.255

©2004, Cisco Systems, Inc. Al rights reserved. CSPFA3.2—6-30

In the figure shown, the address 192.168.0.9 is not translated. When you enter nat (DMZ) 0
192.168.0.9 255.255.255.255, the PIX Firewall displays the following message: nat 0
192.168.0.9 will be non-translated. It is important to note that NAT 0 enables the Internet
server address to be visible on the outside interface. The administrator also needs to add a static
in combination with a access-list to allow users on the outside to connect with the Internet
server.
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Policy NAT

This topic describes how to configure a Policy NAT.

Policy NAT

g Q 10.0.0.15
r ——————

192.168.10.4

+ Identify local traffic for address translation by
specifying the source and destination addresses in
an access list.

* Apply access-list to nat or static command

®2004, Cisco Systems, Inc. Al rights reserved. CSPFA32—6-32

Policy NAT enables the administrator to identify local traffic for address translation by
specifying the source and destination addresses (and ports) in an access list. Regular NAT uses
source addresses (and optionally ports) only. With policy NAT, the administrator can specify
both the source and destination addresses (and optionally ports). In the example, if a host on the
10.0.0.0/24 network attempts to perform a telnet session with server 192.168.10.11, the PIX
Firewall will translate the host address to a global address of 192.168.0.9. If the same host
attempts a connection to web server 192.168.10.4, the pix will translate the source host address
to 192.168.0.21. With policy NAT, the PIX Firewall can assign a source translation address
based on the destination address.
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Policy NAT—nat plus ac/l command

CISGR.CO
Telnet
Server | Fy 19216809 |
192.168.10.11 Internet 9 @ g - ;Qﬁmoms
il e SRR SRR At ] A

192.168.10.4

pixl (config) # access-list NET1 permit tecp 10.0.0.0
255.255.255.0 host 192.168.10.11 eq 23

pixl (config) # nat (inside) 10 access-list netl

pixl (config) # global (outside) 10 192.168.0.9 255.255.255.255

pixl (config) # access-list NET2 permit tecp 10.0.0.0
255.255.255.0 host 192.168.10.4 eq 80

pixl (config) # nat (inside) 11 access-list net2

pixl (config) # global (outside) 11 192.168.0.21 255.255.255.255

©2004, Cisco Systems, Inc. Al rights reserved. CSPFA32—6-33

With policy NAT, you can create multiple NAT statements that identify the same local address
as long as the source/port and destination/port combination is unique for each statement. You
can then match different global addresses to each source/port and destination/port pair. In the
figure, a host on the 10.0.0.0/24 network is accessing two different servers. When the host
accesses the server at 192.168.10.11, the local address is translated to 192.168.0.9. When the
host accesses the server at 192.168.10.4, the local address is translated to 192.168.0.21. To
accomplish this, an access-list is configured. The access-list defines the source and destination
addresses and optional ports, access-list netl for example. The access-list is then applied to a
NAT statement, nat (inside) 10 access-list netl. When a packet traversing the PIX firewall
matches the NAT ACL statement, the PIX translates the source address according to the
corresponding global statement, global (outside) 10 192.168.0.9 255.255.255.255.
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Policy NAT—static plus acl command

192.168.10.11

Internet - -— g éD 10.0.0.15
Web T == -
Se:ler 4 —————— - 192.168.0.21 I‘
192.168.10.4

pixl (config) # access-list NET1 permit tep 10.0.0.0
255.255.255.0 host 192.168.10.11 eq 23

pixl (config) # static (inside,outside) 192.168.0.9 access-list
netl

pixl (config) # access-list NET2 permit tecp 10.0.0.0
255.255.255.0 host 192.168.10.4 eq 80

pixl (config) # static (inside,outside) 192.168.0.21 access-list
net2

©2004, Cisco Systems, Inc. Al rights reserved. CSPFA32—6-34

With policy NAT, an access list can also be applied to a static statement. The PIX Firewall
translates the source address of every packet which matches the ACL to the source address
defined in the static statement. In the figure, a host on the 10.0.0.0/24 network is accessing two
different servers. When the host accesses the server at 192.168.10.11, the local address is
translated to 192.168.0.9. When the host accesses the server at 192.168.10.4, the local address
is translated to 192.168.0.21. To accomplish this, an access-list is configured. The access-list
defines the source and destination addresses and optional ports, access-list netl for example.
The access-list is then applied to a static statement, static (inside,outside) 192.168.0.9 access-
list netl. When a packet traversing the PIX firewall matches the access list statement, the PIX
translates the source address according to the corresponding static statement, static
(inside,outside) 192.168.0.9 access-list netl.
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Connections and Translations

This topic describes the difference between connections and translations and how to verify

them in a PIX Firewall.

Connections vs. Translations

192.168.10.11

Telnet Connections

Translation

-

192.168.0.20 10.0.0.11

LISGR.Goim

Internet =

192.168.10.5

Outside Inside
global pool local

[of ALY (T W 192.168.10.11:23 | 10.0.0.11:1026

Connection 192.168.10.11:80 | 10.0.0.11:1027

« Connections (conns)—TCP or UDP sessions

©2004, Cisco Systems, Inc. Al rights reserved.

&

« Translations (xlates)—IP address to IP address translation

10.0.0.11

CSPFA3.2—6-36

Translations are at the IP layer, and connections are at the transport layer—TCP specifically.
Connections are subsets of translations. You can have many connections open under one

translation.
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pixfirewall#

show conn Command

Connection

\ A
oot )G —

show conn

» Enables you to view all active connections

pixfirewall#show conn
1l in use, 2 most used

TCP out 192.168.10.11:23 in 10.0.0.11:1026 idle
0:00:22 Bytes 1774 flags UIO

2004, Cisco Systems, Inc. Al rights reserved
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The show conn command displays the number of, and information about, active TCP

connections.

The syntax for the show conn command is as follows:

show conn [count] | [detail]|[protocol tcp | udp | protocol][{foreign | local} ip [-ip2]]
[netmask mask]] [{lport | fport} portl [-pore2]]

count Display only the number of used connections. The precision of
the displayed count may vary depending on traffic volume and the
type of traffic passing through the PIX Firewall unit.

detail If specified, displays translation type and interface information.

{foreign | local} ip [-ip2]
netmask mask

Display active connections by the foreign IP address or by local
IP address. Qualify foreign or local active connections by network
mask.

{lport | fport} port1[-port2]

Display foreign or local active connections by port. See “Ports” in
the lesson “Using PIX Firewall Commands” for a list of valid port
literal names.

protocol tcp | udp |protocol

Display active connections by protocol type. protocol is a
protocol specified by number. See “Protocols” in the lesson
“Using PIX Firewall Commands” for a list of valid protocol literal
names.
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show xlate Command

Translation

10.0.0.11

‘\ 192.168.0.20 .
E_  Internet %A:@
- — 10.0.0.11

192.168.10.11

pixfirewall#

show xlate |

+ Enables you to view translation slot information

pixfirewall#show xlate
1l in use, 2 most used
Global 192.168.0.20 Local 10.0.0.11

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—6-33

The xlate command enables you to show or clear the contents of the translation (xlate) slots.
Translation slots can remain indefinitely after key changes have been made. Always use clear
xlate or reload after adding, changing, or removing alias, access-list, global, nat, route, or
static commands in your configuration.

The syntax for the xlate command is as follows:

clear xlate [global_ip [local_ip]]

show xlate [global_ip [local_ip]]

global_ip The registered IP address to be used from the global pool.

local_ip The local IP address from the inside network.

The show timeout command displays the idle time for connection and translation slots. If the
slot has not been used for the idle time specified, the resource is returned to the free pool. TCP
connection slots are freed approximately 60 seconds after a normal connection close sequence.
The following is sample output from the show timeout command:

show timeout

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00
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PIX Firewall NAT Philosophy
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B j@ =

192.168.10.11 192.168.0.20 10.0.0.11

NAT

* With the PIX Firewall, translation rules are always
configured between pairs of interfaces.

» A packet cannot be switched across the PIX Firewall if
it does not match a translation slot in the xlate table.

* If there is no translation slot, the PIX Firewall will try to
create a translation slot from its translation rules.

+ Otherwise, the packet is dropped.

©2004, Cisco Systems, Inc. Al rights reserved. CSPFA3.2—6-39

Translations will be built for every source/destination interface pair. This permits the PIX

Firewall to translate the same internal host to different addresses depending on the destination.

A packet will not be forwarded by the PIX Firewall if the packet does not match any of the
existing translation entries or if a translation entry cannot be established according to the

translation rules. The exception to this is nat 0 which does not translate an address and does not

use a translation slot.

Copyright "= 2004, Cisco Systems, Inc.

Translations and Connections

6-31



PIX Firewall NAT Algorithm—
Outbound Packet Flow

+ A packet arrives at an inside interface:
- PIX Firewall consults the access rules first.
- PIX Firewall makes a routing decision to determine the
outbound interface.
* Source address is checked against the local addresses in
the xlate table:
- If found, SAis translated according to the xlate slot.
* Otherwise, PIX Firewall looks for a static translation rule
from this interface:
- If found, an xlate slot is created, and SA is translated.
» Otherwise, PIX Firewall looks for a dynamic translation rule
from this interface:
- If found, an xlate slot is created from the destination
interface address pool, and the SA is translated.
» Otherwise the packet is dropped.
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For outbound connections, the destination interface is evaluated according to the routing table;
it must be at a lower security level than the originating interface. The PIX Firewall then
compares the source address with the inside-local entries in the xlate table. If a match is found,
the translation is used. If no translation for this source/destination interface pair exists, a new
translation is created according to the translation rules. If no match for this new connection is
found, the packet is dropped.
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Configuring Multiple Interfaces

This topic describes how to configure multiple interfaces on the PIX Firewall.

» Supports up to eight
additional interfaces.

publicly available
services.

+ Easily interconnects
multiple extranets or
partner networks.

+ Easily configured with
standard PIX Firewall
commands.

© 2004, Cisco Systems, Inc. Al rights reserved.

* Increases the security of

Additional Interface Support

e7

el
e6

Outside

Inside

CSPFA 3.2—6-42

The PIX Firewall supports up to eight additional physical interfaces for platform extensibility
and security policy enforcement on publicly accessible services. The multiple physical
interfaces enable the PIX Firewall to protect publicly accessible web, mail, and DNS servers on
the DMZ. Web-based and traditional Electronic Data Interchange (EDI) applications that link

vendors and customers are also more secure and scalable when implemented using a physically

separate network. As the trend toward building these extranet and partnernet applications

accelerates, the PIX Firewall is already prepared to accommodate them.

Copyright "= 2004, Cisco Systems, Inc.
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Configuring Three Interfaces
I

LISCD a
A\
Internet
- pixfirewall (config)# namelf ethernet0 outside secO
pixfirewall (config)# nameif ethernetl inside secl00
@ pixfirewall (config)# nameif ethernet2 dmz sec50
192.168.0.20 192.168.0.11 pixfirewall (config)# ip address outside 192.168.0.2
255.255.255.0
172.16.0.2 pixfirewall (config)# ip address inside 10.0.0.1
.2 = 255.255.255.0
ae — | m pixfirewall (config)# ip address dmz 172.16.0.1
A - 255.255.255.0
A
| 172.16.0.20 pixfirewall (config)# nat (inside) 1 10.0.0.0
255.255.255.0
% 10.0.0.0/24 pixfirewall (config)# global (outside) 1
- 192.168.0.20-192.168.0.254 netmask 255.255.255.0
pixfirewall (config)# global (dmz) 1 172.16.0.20-
172.16.0.254 netmask 255.255.255.0
, , m pixfirewall (config)# static (dmz,outside)
—r — 192.168.0.11 172.16.0.2
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A third interface is configured as shown in the figure. When your PIX Firewall is equipped
with three or more interfaces, use the following guidelines to configure it while employing
NAT:

The outside interface cannot be renamed or given a different security level.

An interface is always outside with respect to another interface that has a higher security
level. Packets cannot flow between interfaces that have the same security level.

Use a single default route statement to the outside interface only. Set the default route with
the route command.

Use the nat command to let users on the respective interfaces start outbound connections.
Associate the nat_id with the nat_id in the global command statement. The valid
identification numbers can be any positive number up to two billion.

After you have completed a configuration in which you add, change, or remove a global
statement, save the configuration and enter the clear xlate command so that the IP
addresses will be updated in the translation table.

To permit access to servers on protected networks from a less secure interface, use the
static and access-list commands. The static and access-list commands are covered later in

the course.

In the figure, hosts on the inside network can access the outside network. The original
10.0.0.0/24 address is assigned an address from the global pool of 192.168.0.20-254. When an
inside host accesses the DMZ, the original address is assigned an address from the global pool
of 172.16.0.20-254. Last, the DMZ server is always translated to an outside address of
192.168.0.11.
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Configuring Four Interfaces

Cisci .""'I

pixfirewall (config) # namelf ethernetl outside secO
ternet pixfirewall(config) # nameif ethernetl inside secl00
pixfirewall(config) # nameif ethernet2 dmz sec50
pixfirewall(config) # nameif ethermet3 partnernet sec40

192.168.0.20 pixfirewall(config) # ip address outside 192.168.0.2

255.255.255.0
192 168.0.11 pixfirewall(config) # ip address inside 10.0.0.1

pum— 255.255.255.0
AE, 172.18.0.1 \172 16.0.2 pixfirewall(config) # ip address dmz 172.16.0.1

255.255.255.0
_1@1

) 172.16.0.2 pixfirewall(config) # nat (inside) 1 10.0.0.0

0
172.18.0.0/24 m 255.255.255.0
/

pixfirewall(config) # ip address partnernet 172.18.0.1
255.255.255.0

i

pixfirewall(config) # global (outside) 1 192.168.0.20-
192.168.0.254 netmask 255.255.255.0

10.0.0.0/24 I pixfirewall(config) # global (dmz) 1 172.16.0.20-
172.16.0.254 netmask 255.255.255.0
pixfirewall(config) # static (dmz,outside) 192.168.0.11

172.16.0.2
pixfirewall(config) # static (dmz,partnernet) 172.18.0.11

m 172.16.0.2
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In the figure shown, the PIX Firewall has four interfaces. Users on the inside have access to the
DMZ and the outside. The server 172.16.0.2 is visible on the outside as 192.168.0.11 and on
the partnernet as 172.18 0.11. Configuring four interfaces requires more attention to detail, but
they are configured with standard PIX Firewall commands. To enable users on a higher security
level interface to access hosts on a lower security interface, use the nat and global commands
(for example, when users on the inside interface have access to the web server on the DMZ
interface).

To let users on a lower security level interface, such as users on the partnernet interface, access
hosts on a higher security interface (DMZ), use the static and access-list commands. As seen in
the figure, the partnernet has a security level of 40 and the DMZ has a security level of 50. The
DMZ will use nat and global commands to speak with the partnernet and will use static
commands and access-list commands to receive traffic originating from the partnernet. Static
and access-list commands are covered later in this course.
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Summary

This topic summarizes what you learned in this lesson.

Summary

* The PIX Firewall manages the TCP and UDP protocols
through the use of a translation table (for NAT
sessions) and a connection table (for TCP and UDP
sessions).

* The static command creates a permanent translation.

* Mapping between local and global address pool is
done dynamically with the nat command.

* The nat and global commands work together to hide
internal IP addresses.

* The PIX Firewall supports PAT.

» Configuring multiple interfaces requires more
attention to detail but can be done with standard PIX
Firewall commands.
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Lab Exercise—Configuring Access Through the
PIX Firewall

Complete the following lab exercise to practice what you learned in this chapter.

Objectives
In this lab exercise, you will complete the following tasks:
m  Configure the PIX Firewall to allow users on the inside interface to access the bastion host.

m  Establish a Telnet connection to the backbone router.
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Visual Objective

The following figure displays the configuration you will complete in this lab exercise.

Pods 6-10

.2] = |
1 2 “bastionhost”:
Web
Firewall 17216.Q0 FTP

Local: 10.0.Q.11

Lab Visual Objective
Web
FTP
.50
172.26.26.0
Pods 1-5 _1
|192 168.P.0 RBB 192. 16800|
“bastionhost”: PIX PIX
Web Flrewall
FTP 172.16.P.0 1 1
I1o 0.P.0 10.0.Q. OI
I.100 |
RTS@ \ :
Web/FTP
Local: 10.0.P.11 ij pvulis CSACS
Student PC Student PC
© 2004, Cisco Systems, Inc. All rights reserved.
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- RTS
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Task 1—Configure the PIX Firewall to Allow Users on the Inside

Interface to Access the Bastion Host

Configure the PIX Firewall to allow access to the DMZ from the inside network.

Step 1

Assign one pool of IP addresses for hosts on the public DMZ:

pixP(config)# global (dmz) 1 172.16.P.20-172.16.P.254 netmask

255.255.255.0
(where P = pod number)
Step 2
pixP(config)# clear xlate
Step3  Write the current configuration to Flash memory:
pixP(config)# write memory
Step 4

1. Open a web browser on your PC.

Clear the translation table so that the global IP address will be updated in the table:

Test web access to your bastion host from your PC by completing the following sub-steps:

2. Use the web browser to access your bastion host by entering http://172.16.P.2.

(where P = pod number)

3. The home page of the bastion host should appear on your web browser.

Lab 6-2 Cisco Secure PIX Firewall Advanced (CSPFA) v3.2
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http://172.16.P.2

Step5 Use the show arp, show conn, and show xlate commands to observe the transaction:

pixP(config) # show arp

outside 192.168.P.1 00e0.1e41.8762
inside insidehost 00e0.b05a.d509
dmz bastionhost 00e0.lebl.78df
pixP(config)# show xlate

1 in use, 1 most used

Global 172.16.P.20 Local insidehost

Q1)  How many translations are in use in the translation table?

A)

List the translations table host entries below:

Global Local

pixP(config)# show conn
2 in use, 2 most used

TCP out bastionhost:80 in insidehost:1076 idle 0:00:07 Bytes 461 flags
UIO

TCP out bastionhost:80 in insidehost:1075 idle 0:00:07 Bytes 1441
flags UIO

(where P = pod number)

Q2)  How many connections are in use in the connection table?

A)

List the connections table host entries below:

TCP out (host) : (port) _ in (host) : (port)

TCP out (host) : (port) _ in (host) : (port)

Step6  Test FTP access to the bastion host from your PC by completing the following
sub-steps:

1. Establish an FTP session to the bastion host by choosing Start>Run>ftp 172.16.P.2. You
have reached the bastion host if you receive the message “Connected to 172.16.P.2.”
(where P = pod number)

2. Log in to the FTP session:

User (172.16.P.2(none)): anonymous
331 Anonymous access allowed, send identity (e-mail name) as password.

Password: Cisco

(where P = pod number)
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Step7  Use the show conn and show xlate commands to observe the FTP connection.

Q3)  How many translations are in use in the translation table?

A)

List the translations table host entries below:

Global Local

Q4)  How many connections are in use in the connection table?

A)

List the connections table host entries below:

TCP out (host) : (port) __ in (host) : (port)
TCP out (host) : (port) __ in (host) : (port)
TCP out (host) : (port) _ in (host) : (port)

Task 2—Establish a Telnet Connection to the Backbone Router

Establish a Telnet connection from the insidehost to the backbone router. View the translation
and the connection tables.

Step1  From your Windows command line, establish a Telnet session to the backbone router:

C:\> telnet 192.168.P.1
(where P = pod number)

Step2  Use the show conn and show xlate commands to observe the transaction.

Q1)  How many translations are in the translation table?

A)

Q2)  List the translations table host entries below:

Global Local

Global Local

Q3)  How many connections are in the connection table?

A)

List the connection host entries below:

TCP out (host) : (port) __ in (host) c(port)
TCP out (host) : (port) __ in (host) c(port)
TCP out (host) : (port) _ in (host) c(port)
TCP out (host) : (port) __ in (host) c(port)
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Step 3

Step 4

Step 5

Step 6

Step 7
Step 8

Step 9

Step 10

Clear the translation table.
pixP(config)# clear xlate
Show the translation table.

pixP (config)# show xlate

Q4)  How many translations are in use?

A)

Show the connection table.

pixP(config)# show conn

Q5)  How many connections are in use?

A)

Quit the FTP session if you were able to connect and log in:

ftp> quit
Close the Telnet command prompt window.
Close the web browser.

Save your configuration.

pixP(config) # write memory

Write the current configuration to the terminal and verify that you have entered the previous

commands correctly. Your configuration should appear similar to the following:

pixP(config)# write terminal
Building configuration...

Saved

PIX Version 6.3 (1)

nameif ethernet0 outside security0
nameif ethernetl inside securityl00
nameif ethernet2 dmz security50
nameif ethernet3 intf3 securityl5s
nameif ethernet4 intf4 security20
nameif ethernet5 intf5 security25
enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQnbNIAdI.2KYOU encrypted
hostname pixP

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719
fixup protocol ils 389

fixup protocol rsh 514

Copyright "= 2004, Cisco Systems, Inc.
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fixup prot
fixup prot
fixup prot
fixup prot
fixup prot

names

ocol rtsp
ocol smtp

ocol

554
25

sqglnet 1521

ocol sip 5060

ocol skinny 2000

name 172.16.P.2 bastionhost

name 10.1.P.11 insidehost

pager line

logging on

s 24

logging buffered debugging

logging trap debugging

logging host inside insidehost

interface
interface
interface
interface
interface

interface

ethernet0
ethernetl
ethernet2
ethernet3
ethernet4

ethernet5

100full
100full
100full
auto shutdown
auto shutdown

auto shutdown

mtu
mtu
mtu
mtu
mtu
mtu
ip
ip
ip
no
no
no
ip
ip
no
fai
fai
no
no
no
no
no

no

outside 1500

inside 1500

dmz 1500

intf3 1500

intf4 1500

intf5 1500
address outside dhcp
address inside 10.0.P.1 255.255.255.0
address dmz 172.16.P.1 255.255.255.0
ip address intf3

ip address intf4

ip address intf5

audit info action alarm
audit attack action alarm
failover

lover timeout 0:00:00

lover poll 15

failover ip address outside
failover ip address inside
failover ip address dmz
failover ip address intf3
failover ip address intf4

failover ip address intf5
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pdm history enable

arp timeout 14400

global (outside) 1 192.168.P.20-192.168.P.254 netmask 255.255.255.0
global (dmz) 1 172.16.P.20-172.16.P.254 netmask 255.255.255.0

nat (inside) 1 10.1.P.0 255.255.255.0 0 0

route outside 0.0.0.0 0.0.0.0 192.168.P.1 1

route inside 10.1.P.0 255.255.255.0 10.0.P.102 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc 0:10:00 h323
0:05:00 si

p 0:30:00 sip _media 0:02:00

timeout uauth 0:05:00 absolute
aaa-server TACACS+ protocol tacacs+
aaa-server RADIUS protocol radius
aaa-server LOCAL protocol local

no snmp-server location

no snmp-server contact

snmp-server community public

no snmp-server enable traps
floodguard enable

no sysopt route dnat

telnet timeout 5

ssh timeout 5

terminal width 80
Cryptochecksum:65677978£6b81613892109e0£68af9d6

end
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Access Control Lists and
Content Filtering

Overview

This lesson includes the following topics:
Objectives

ACLs

Using ACLs

Malicious active code filtering

URL filtering

Summary

Lab exercise



Objectives

This topic lists the lesson’s objectives.

Objectives

Upon completion of this lesson, you will be able to
perform the following tasks:

» Configure and explain the function of ACLs.
» Configure and explain the function of Turbo ACLs.
» Configure and explain the function of NAT 0 ACLs.

» Configure active code filtering (ActiveX and Java
applets).

+ Configure the PIX Firewall for URL filtering.
+ Configure the PIX Firewall for long URL filtering.

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—7-3
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ACLs

This topic discusses access control through the Cisco Secure PIX Firewall using an access
control list (ACL).

Security Levels Revisited

Outbound
Less secure <= \ore secure
: A\
Internet ) .@’ .0' Q_’
& \_/_) Outside Inside
security level 0 security level 100

Less secure — > More secure
Inbound

- Security levels tag a PIX Firewall interface with a number, 0 being the
least secure and 100 being the most secure.

» Security levels enable the PIX Firewall to identify whether a requested
session is inbound or outbound:

* Inbound ionis a ion from a less secure to a more secure
interface
* Outbound ionisa ion from a more secure to a less

secure interface

© 2004, Cisco Systems, Inc. Al rights reserved. CSPFA32—7-5

The configuration of every PIX defaults to an inside interface with a level of 100 and an
outside interface with a level of 0. There’s nothing more secure than the internal network, and
nothing less secure than the external network. By default, once address translation is
configured, all communications are permitted in an outbound direction, from a more secure to a
less secure level. By default, all communications are prohibited in an inbound direction, from a
less secure to a more secure level.
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PIX Firewall ACL Configuration

. i T TCIsco.oom
0 Outside Inside DI‘
[ = wls =
- <—
ACL for ACL for
inbound access outbound access
No ACL

- Outbound permitted by default
- Inbound denied by default

PIX Firewall configuration philosophy is interface based.
+ Interface ACL permits or denies the initial packet incoming on that
interface.
» ACL needs to describe only the initial packet of the application; no
need to think about return traffic.
» If no ACL is attached to an interface, the following ASA policy
applies:
- Outbound packet is permitted by default.
- Inbound packet is denied by default.

© 2004, Cisco Systems, Inc. Al rights reserved. CSPFA32—7-6

ASA check applies to every packet of a “conversation”. Access-lists (ACLs) are only evaluated
once per connection. ACLs can work in both directions. Once it is configured, it is activated
with an access-group command. If no ACL is attached to an interface, the following default
ASA policy applies:

®  Outbound permitted by default unless explicitly denied
m  Inbound denied by default unless explicitly permitted
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ACL Usage Guidelines

* Higher to lower security level:
—Use an ACL to restrict outbound traffic.

—The ACL source address is the actual
(untranslated) address of the host or network.

* Lower to higher security level:
—Use an ACL to enable inbound traffic.
—Use an ACL to restrict inbound protocols.

—The ACL destination address is the translated
global IP address.

2004, Cisco Systems, Inc. Al rights reserved CSPFA32—7-7

The access-list command is used to permit or deny traffic. The following are guidelines to use
when designing and implementing ACLs:

m  Higher to lower security:
— The ACL is used to restrict outbound traffic.

—  The source address argument of the ACL command is the actual address of the host
or network.

m  Lower to higher:
— The ACL is used to restrict inbound traffic.

—  The destination address argument of the ACL command is the translated global IP
address.

Note ACLs are ALWAYS checked BEFORE translation is performed on the PIX Firewall.
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Inbound HTTP Traffic to DMZ Web Server

“Cisgo.com

server

Inb d
noboun Inside

X~
\
1 192.168.0.0 ‘E.
_ Internet e =)
— a 2 10000 — —

Outside

By default, inbound access is denied — no ACL. To permit
inbound traffic, complete the following steps:

» Configure static translation for WWW server address.

» Configure inbound access control list.

* Apply access control list to outside interface.

©2004, Cisco Systems, Inc. Al rights reserved. CSPFA32—7-8

In the figure, a network administrator wants to grant access to their company’s public web
server. The web server is isolated on the PIX DMZ. By default, any inbound access to the web
server from the Internet is denied. To grant access to Internet users, the administrator must
complete the following steps:

m  Configure a static translation for the web server address. In this way, the web server
address is hidden from the Internet users.

m  Configure an inbound ACL that grants access to specific hosts and protocols.

m  Apply the ACL to an interface.

There is more information on each of these steps later in the lesson.
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Create a Static Translation for Web Server
I T TR TR AT TR T T T TR T T TR T T e Cisco.oom

server

192.168.0.9+ ~ Inside
A\
Internet 2 @ 192.168.0.0 L_Il:l
A pa——
\‘\‘,) A 2 10.0.0.0
Outside

pixfirewall (config)# static (DMZ,outside)
192.168.0.9 172.16.0.2 0 O
» Map an inside private address to an outside public address

©2004, Cisco Systems, Inc. Al rights reserved. CSPFA32—7-9

The first step is to map the IP address of the web server to a “fixed” outside address. This will

hide the true address of the web server. Internet hosts access the DMZ web server via the

outside IP address. The PIX will perform the necessary translations to send the packet from the

outside interface to the DMZ interface. To accomplish this, a static command is used. IP

address 192.168.0.9 on the outside interface is mapped to 172.16.0.2, on the DMZ.
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access-list Command

Permit
inbound
HTTP

—— 102 168.0.9 = -

172.16.0. Public web

server

Inside

s

_ Internet @l'l 192.168.0.0 @l TR
A .2~_

~— 10.0.0.0
Outside

pixfirewall(config)#

access-list acl ID line line-num {deny | permit}
protocol source addr source mask [operator
portlport]] destination addr destination mask
[operator port [port]l]

* Permit outside HTTP access to public web server

pixfirewall (config)# access-list aclout permit tcp any
host 192.168.0.9 eq www

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—7-10

The access-list command enables you to specify if an IP address is permitted or denied access
to a port or protocol. By default, all access in an access list is denied. You must explicitly
permit it.

When specifying the IP address of a host as a source or destination, use the host keyword
instead of the network mask 255.255.255.255. For example, use the following ACL entry to
permit HTTP traffic from any host to host 192.168.0.9:

access-list aclout permit tcp any host 192.168.0.9 eq www

The show access-list command lists the access-list command statements in the configuration.
The show access-list command also lists a hit count that indicates the number of times an
element has been matched during an access-list command search.

The clear access-list command removes all references to the deleted access list from the PIX
Firewall configuration. If the acl_id argument is specified, it clears only the corresponding
ACL. If the counters option is specified as well, it clears the hit count for the specified ACL.

The no access-list command removes an access-list command from the configuration. If you
remove all the access-list command statements in an ACL group, the no access-list command
also removes the corresponding access-group command from the configuration.

Note The access-list command uses the same syntax as the Cisco |I0S software access-list
command except that the subnet mask in the PIX Firewall access-list command is reversed
from the Cisco 10S software version of this command. For example, a wildcard mask
specified as 0.0.0.255 in the Cisco IOS access-list command would be specified as a
subnet mask of 255.255.255.0 in the PIX Firewall access-list command.
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The syntax for the access-list commands is as follows:

access-list acl_ID deny | permit protocol source_addr source_mask |operator port |port]] destination_addr

destination_mask operator port [port|

access-list acl_ID deny | permit icmp source_addr source_mask destination_addr destination_mask |icmp_type)

show access-list

clear access-list [ac/_ID] [counters]

acl_ID Name of an ACL. You can use either a name or number.

deny Does not allow a packet to travel through the PIX Firewall. By
default, the PIX Firewall denies all inbound packets unless you
specifically permit access.

permit Selects a packet to travel through the PIX Firewall.

protocol Name or number of an IP protocol. It can be one of the keywords

icmp, ip, tcp, or udp, or an integer in the range 1 to 254
representing an IP protocol number. To match any Internet
protocol, including ICMP, TCP, and UDP, use the keyword ip.

source_addr

Address of the network or host from which the packet is being
sent.

source_mask

Netmask bits (mask) to be applied to source_addr, if the source
address is for a network mask.

operator

A comparison operand that lets you specify a port or a port range.
Use without an operator and port to indicate all ports. Valid
operand keywords are It, gt, eq, neq, and range. Use range and a
port range to permit or deny access to only those ports named in
the range. For example, use range 10 1024 to permit or deny
access only to ports 10 through 1024.

port

Services you permit or to which you deny access. Specify
services by the port that handles it, such as smtp for port 25, www
for port 80, and so on. You can specify ports by either a literal
name or a number in the range of 0 to 65535.

destination_addr

IP address of the network or host to which the packet is being
sent.

destination_mask

Netmask bits (mask) to be applied to destination_addr, if the
destination address is a network mask.

icmp_type

Permit or deny access to ICMP message types. Omit this option
to mean all ICMP types. ICMP message types are not supported
for use with IPSec. When the access-list command is used in
conjunction with the crypto map command, the icmp_type is
ignored.

Note For inbound connections, destination_addr is the global address. For outbound connections,
source_addr is the address before NAT has been performed.

Copyright "= 2004, Cisco Systems, Inc.
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access-group Command
|

Apply access
control list
to interface

Public web
server

Inside

\ | \
{internet p—— Gy issor @ TR L
- A .2‘_ 10.0.0.0

Outside

pixfirewall(config)#
|access-group acl_ID in interface interface_name

* Apply ACL to outside interface

pixfirewall (config) # access-group aclout in
interface outside

©2004, Cisco Systems, Inc. Al rights reserved. CSPFA32—7-12

The access-group command binds an ACL to an interface. The ACL is applied to traffic
inbound to an interface. Only one ACL can be bound to an interface using the access-group
command. In the figure, the outside ACL is bound to the outside interface.

The no access-group command unbinds the acl ID from the interface interface name.
The show access-group command displays the current ACL bound to the interfaces.

The clear access-group command removes all entries from an ACL indexed by acl ID. If
acl_ID is not specified, all access-group command statements are removed from the
configuration.

The syntax for the access-group commands is as follows:

access-group acl_ID in interface interface_name

no access-group acl_ID in interface interface_name

show access-group acl_ID in interface interface_name

clear access-group

acl_ID The name associated with a given ACL.
in interface Filters inbound packets at the given interface.
interface_name The name of the network interface.

7-10
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show access-list Command

ICMPDMZ
' nternat L ACLOUT—> gr<ris, «— ACLIN
192.168.1.10 192.168.6.0 7%

chicago (config)# show access-list

accessg-list ACLOUT; 4 elements

accessg-list ACLOUT line 1 permit tcp 192.168.1.0 255.255.255.0 host
192.168.6.11 eq www (hitcnt=4)

access-list ACLOUT line 2 permit tcp host 192.168.1.10 host 192.168.6.11
eq ftp (hitent=1)

access-list ACLOUT line 3 permit tcp any host 192.168.6.10 eq www
(hitent=4)

accessg-list ACLOUT line 4 deny ip any any (hitcnt=0)

accesg-list ICMPDMZ; 1 elements

accesg-list ICMPDMZ line 1 permit icmp host bastionhost any echo-reply
(hitent=12)

accesg-list ACLIN; 1 elements

accesg-list ACLIN line 1 deny tcp any any eq www (hitcnt=0)

© 2004, Cisco Systems, Inc. Al rights reserved. CSPFA32—7-13

The show access-list command lists all the configured ACLs and the access control entries
(ACEs). In the figure, there are three ACLs, ACLOUT, ICMPDMZ, and ACLIN. Within each
ACL, there are one or more ACEs. Each ACE is denoted by a line number. In the figure,
ACLout has six ACEs. The ACEs are numbered from line 1 to line 6.
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ACL Line Number

. Emom o

pixfirewall (config)# show access-list

access-list aclout line 2 permit tcp any host
192.168.0.7 eq www (hitent=0)

access-list aclout line 3 permit tcp any host
192.168.0.8 eq www (hitent=0) <= Insert

access-list aclout line 4 permit tcp any host
192.168.0.10 eq www (hitcnt=0)

access-list aclout line 5 permit tcp any host
192.168.0.11 eq www (hitcnt=0)

access-list acl ID line line-num deny | permit
protocol source addr source mask [operator
portlport]] destination addr destination mask
operator port [port]

* Insert ACE into existing ACL

pixfirewall (config)# access-1list aclout line 4 permit
tcp any host 192.168.0.9 eq www

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—7-14

To view the configured ACLs, use the show access-list command. Notice that the access-list
commands are listed by ACL line number. The line number was not part of the original
command line, but was added by the operating system. Individual ACEs are given a single line
number. All ACEs pertaining to an object group are given the same line number. Object groups
are covered later in this course.

Line numbers give the administrator the ability to insert, or delete, ACEs within a list of
existing ACEs. Use the access-list id line line-num command to insert an access-list command
statement, and the no access-list id line line-num command to delete an access-list command
statement. Each ACE and remark has an associated line number. Line numbers can be used to
insert or delete elements at any position in an access list. These numbers are maintained
internally in increasing order, starting from 1 (for example, in a sequence suchas 1,2,3 ...). A
user can insert a new entry between two consecutive ACEs by choosing the line number of the
ACE with the higher line number. The line numbers are always maintained in increasing order,
with an individual line number for each ACE. However, all ACEs resulting from a single object
group access-list command statement have a single line number. Consequently, you cannot
insert an ACE in the middle of object group ACEs. Line numbers are displayed by the show
access-list command. However, they are not shown in your configuration.

In the figure, the administrator adds an ACE to the existing ACL. Entering “line 4” in the
access-list command line inserts this command into the fourth position in the ACL. This forces
the existing line 4 ACE down one position in the ACL. The line 4 access-list command line
becomes the new number 4 ACE. The current number 4 ACE becomes the new number 5 ACE.

7-12
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The syntax for the access-list line number commands is as follows:
access-list line number

access-list id [line line-num|

id Name of an ACL. You can use either a name or number.

line line-num The line number at which to insert a remark or an ACE.
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ACL Comments

pixfirewall (config)# show access-list
access-list aclout line 1 remark web server 1 http

access-list

access-list aclout line 2 permit tcp any host
192.168.0.8 eq www (hitent=0)

access-list aclout line 3 remark web server 2 http
access-list

access-list aclout line 4 permit tcp any host
192.168.0.11 eq www (hitcnt=0)

pixfirewall(config)#

access-list id [line line-num] remark text
* ACL remark

pixfirewall (config)# access-list outside line 1 remark
web server http access-list

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—7-15

The access-list remark command enables users to include comments (remarks) about entries in
any ACL. You can use remarks to make the ACL easier to scan and interpret. Each remark line
is limited to 100 characters. The ACL remark can be placed before or after an access-list
command statement, but it should be placed in a consistent position so that it is clear which
remark describes which access-list command. For example, it would be confusing to have some
remarks before the associated access-list commands and some remarks after the associated
access-list commands. In the figure, the administrator added remarks pertaining to line 3 and 5
ACE. The new remarks are line 2 and 4 ACE. To add a remark above an existing access-list
entry, type in the access-list remark using the existing ACE line number. The remark forces the
existing ACE down. To view existing access-list entries, use the show access-list command.

The syntax for the access-list remark commands is as follows:
access-list remark

access-list id [line /ine-num] remark text

id Name of an ACL. You can use either a name or number.

line line-num The line number at which to insert a remark or an ACE.

remark text The text of the remark to add before or after an access-list
command statement, up to 100 characters in length.
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ACL Logging

[ e — G =
\ ACL Syslog T Syslog
messages = server

pixfirewall(config)#

access-list acl ID line line-num {deny | permit}
protocol source addr source mask [operator
port[port]] destination addr destination mask
operator port [port] [log [[disable |default] |
[levelll]l [interval secsl]l]

* Log option enabled for inbound ICMP to 192.168.1.1

pixfirewall (config)# access-list outside-acl permit
icmp any host 192.168.1.1 log 7 interval 600

2004, Cisco Systems, Inc. Al rights reserved CSPFA3.2—7-16

When you specify the log option, it generates Syslog message 106100 for the ACE to which it
is applied. (Syslog message 106100 is generated for every matching permit or deny ACE flow
passing through the firewall.) The first-match flow is cached. Subsequent matches increment
the hit count displayed in the show access-list command (hitent) for the ACE, and new 106100
messages will be generated at the end of the interval defined by the interval secs argument if
the hit count for the flow is not zero.

The following example illustrates the use of ACL-based logging in an Internet Control Message
Protocol (ICMP) context:

1. An inbound ICMP echo request to 192.168.1.1 arrives on the outside interface.
2. An ACL called outside-acl is applied for the access check.
3. The packet is permitted by the first ACE of outside-acl, which has the log option enabled.

4. The log flow (ICMP, 192.168.10.12, 0, 192.168.1.1, 8) has not been cached, so the
following Syslog message is generated and the log flow is cached:

106100: access-list outside-acl permitted icmp

outside/192.168.10.12(0) -> inside/192.168.1.1(8) hit-cnt 1 (first

hit)

5. Twenty such packets arrive on the outside interface within the next 10 minutes (600
seconds). Because the log flow has been cached, the log flow is located and the hit count of
the log flow is incremented for each packet.

6. At the end of 10th minute, the following Syslog message is generated and the hit count of
the log flow is reset to 0:

106100: access-list outside-acl permitted icmp
outside/192.168.10.12(0) -> inside/192.168.1.1(8) hit-cnt 20 (600-
second interval)
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7. No such packets arrive on the outside interface within the next 10 minutes. The hit count of
the log flow remains 0.

8. At the end of 20th minute, the cached flow (ICMP, 192.168.10.12, 0, 192.168.1.1, 8) is
deleted because of the 0 hit count.

The syntax for the access-list log commands is as follows:
access-list log

access-list id [log [[disable |default] | /level]]] [interval secs]]

id Name of an ACL. You can use either a name or number.

log When the log option is specified, it generates Syslog message
106100 for the access list element (ACE) to which it is applied.
(Syslog message 106100 is generated for every matching permit
or deny ACE flow passing through the firewall.) The first-match
flow is cached. Subsequent matches increment the hit count
displayed in the show access-list command, hitcnt, for the
ACE, and new 106100 messages will be generated at the end of
the interval defined by interval secs if the hit count for the flow is

not zero.

log disable If the log disable option is specified, ACL logging is completely
disabled. No Syslog message, including message 106023, will be
generated.

log default The log default option restores the default ACL logging behavior.

interval secs The time interval in seconds, from 1 to 600, at which to generate

a 106100 Syslog message. The secs value is also used as the
timeout value for deleting an inactive flow.
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Inbound HTTP Access Solution
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172.16.0. Public WWW

; Server

Inbound , .
192.168.0.9~ -~ Inside
: A\
— A 2....’ 10.0.0.0
Outside

pixfirewall (config)# static (DMZ,outside) 192.168.0.9
172.16.0.2 0 O

pixfirewall (config)# access-list aclout permit tcp
any host 192.168.0.9 eq www

pixfirewall (config)# access-group aclout in interface
outside

* Permit outside HTTP access to public web server

©2004, Cisco Systems, Inc. Al rights reserved. CSPFA32—7-17

In the figure is a solution for HTTP access from the Internet to the public web server on the
DMZ for HTTP traffic. The static was configured to translate the web server IP address to an
outside IP address. An ACL was configured to enable Internet hosts to connect to the web
server with HTTP traffic.

Copyright "= 2004, Cisco Systems, Inc.
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Inbound HTTPS Access Solution

172.30.4. E-Banking

web server
Inbound
192.168.0.10= <

.

. Etiﬂf)\‘—@%mﬂum TR

.Outside Inside

172.30.4.2 0 O

pixfirewall (config)# access-list aclout permit
host 192.168.0.10 eq https

outside

pixfirewall (config)# static (DMZ,outside) 192.168.0.10

pixfirewall (config)# access-group aclout in interface

tcp any

» Permit outside HTTPs access to e-banking web server

©2004, Cisco Systems, Inc. Al rights reserved.

CSPFA3.2—7-18

In the figure, the company as an E-Banking solution located on the DMZ. The administrator
wants to establish secure communications between the Internet users and the E-Banking web
server. To establish and inbound HTTPS connection, the administrator configured a static, an

ACL, and applied the ACL to an interface.
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The NAT 0 access control list statement turns on identity NAT
only for connections that match a permit statement of a specified
access control list, such as branch office to corporate office.

©2004, Cisco Systems, Inc. Al rights reserved. CSPFA32—7-19

As explained in a previous lesson, the nat 0 command enables you to exempt a host or network
from NAT. The nat 0 access-list command takes this a step further by enabling you to exempt
from NAT any traffic that is matched by an access-list entry. Destination-sensitive nat 0
access-list is usually used in VPN scenarios.

In the figure, users in the corporate office wish to communicate with the branch site over a
VPN tunnel. To accomplish this, the administrator employs nat 0 access-list. The IP source
network, 10.0.0.0/24, and IP destination network, 10.200.0.0/24, are defined in the access-list.
The access-list is applied to the nat 0 command. Any VPN traffic originating at 10.0.0.0/24 and
destined for 10.200.0.0/24 is not translated by the PIX. Nat 0 access-list supports both inbound
and outbound connections with no restrictions.
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nat 0 access-list Command

— : (VPN) ' A1
(mE , | =
h— | 1 1

pixfirewall(config)#
|nat [(if_name)] 0 access-list acl name [outsidel |

« Exempt traffic that is matched by an access-list command
statement from NAT

pixfirewall (config)# access-list VPN-NO-NAT permit ip
10.0.0.0 255.255.255.0 10.200.0.0 255.255.255.0

pixfirewall (config)# nat (inside) 0 access-list VPN-NO-
NAT

©2004, Cisco Systems, Inc. Al rights reserved. CSPFA32—7-20

The nat 0 access-list command enables you to exempt from NAT any traffic that is matched by
an access-list entry. The example in the figure shows use of the nat 0 access-list command to
permit internal host 10.0.0.11 to bypass NAT when connecting to outside host 10.200.0.3.

The syntax of the nat 0 access-list command is as follows:

nat [(if_name)] 0 access-list acl_name [outside]

if_name The internal network interface name. If the interface is associated
with an ACL, the if_name is the higher security level interface
name.

access-list Associates an access-list command with the nat 0 command.

acl_name The name you use to identify the access-list command
statement.

outside Specifies that the nat command apply to the outside interface
address.
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Home Office—NAT 0 Access Control
List Scenario
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SOHO (config)# access-list VPN-NO-NAT permit ip
10.100.1.0 255.255.255.0 10.10.0.0 255.255.255.0

SOHO (config)# nat (inside) 0 access-list VPN-NO-NAT
SOHO (config) # nat (inside) 1 10.100.1.0 255.255.255.0
SOHO (config)# global (outside) 1 interface

2004, Cisco Systems, Inc. Al rights reserved CSPFA3.2—7-21

In the figure, the home office/small office worker wants to access the corporate network via
VPN without local translation, and the Internet with a translated address. To access the
corporate network, nat 0 access-list is configured. The access-list, VPN-NO-NAT, defines both
the source network of the traffic, 10.100.1.0, and the destination network, 10.10.0.0. Any traffic
that matches the access-list statement is not translated. Corporate traffic is not translated by the
PIX.

The second scenario is to translate any traffic bound for the Internet. The nat (inside) 1
statement defines the source network, 10.100.1.0. The global address is based on the IP address
of the outside interface. The nat 0 command takes precedence over the nat (inside) 1
command. Any packets that match the ACL are transmitted without translation. Any 10.100.1.0
network packets that do not match the VPN-NO-NAT access list are translated by the PIX.
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Turbo ACLs
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Turbo ACL processing
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+ ACLs compiled into sets of
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« Improved search time for large
ACLs
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memory
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which leads to performance
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An ACL typically consists of multiple ACL entries, organized internally by the PIX Firewall as
a linked list. When a packet is compared to the access list control, the PIX Firewall searches
this linked list linearly to find a matching element. The matching element is then examined to
determine if the packet is to be transmitted or dropped. With a linear search, the average search
time increases proportionally to the size of the ACL.

Turbo ACLs improve the average search time for ACLs containing a large number of entries by
causing the PIX Firewall to compile tables for ACLs. You can enable this feature globally and
then disable it for specific ACLs, or you can enable it only for specific ACLs. For short ACLs,
the Turbo ACL feature does not improve performance. A Turbo ACL search of an ACL of any
length requires about the same amount of time as a regular search of an ACL consisting of
approximately twelve to eighteen entries. For this reason, even when enabled, the Turbo ACL
feature is only applied to ACLs with nineteen or more entries.

The Turbo ACL feature requires significant amounts of memory and is most appropriate for
high-end PIX Firewall models, such as the PIX Firewall 525 or 535. The minimum memory
required for Turbo ACL support is 2.1 MB, and approximately 1 MB of memory is required for
every 2,000 ACL elements. The actual amount of memory required depends not only on the
number of ACL elements but also on the complexity of the entries. Furthermore, when you add
or delete an element from a turbo-enabled ACL, the internal data tables associated with the
ACL are regenerated. This produces an appreciable load on the PIX Firewall CPU.

Note Turbo ACLs are not supported in the PIX Firewall 501 model.

Cisco Secure PIX Firewall Advanced (CSPFA) v3.2
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Configuring Turbo ACLs

pixfirewall(config)#
|access-list compiled
- Enables the Turbo ACL feature on all
ACLs

* Turbo compiles all ACLs with 19 or
more entries

pixfirewall(config)#
|access-list acl ID compiled

* Enables the Turbo ACL feature for a
specific ACL

2004, Cisco Systems, Inc. Al rights reserved CSPFA3.2—7-23

Turbo ACLs can be configured globally or on a per-ACL basis. Use the access-list compiled
command to configure Turbo ACLs on all ACLs having 19 or more entries. This command
causes the Turbo ACL process to scan through all existing ACLs. During the scanning, it marks
every ACL to be turbo-configured, and compiles any ACL that has nineteen or more access
control entries and has not yet been compiled.

You can enable the Turbo ACL feature for individual ACLs with the access-list ac/_ID
compiled command. You can also use the no form of this command after you globally
configure Turbo ACLs to disable the Turbo ACL feature for specific ACLs.

The command no access-list compiled, which is the default, causes the PIX Firewall’s Turbo
ACL process to scan through all compiled ACLs and mark each one as non-turbo. It also
deletes all existing Turbo ACL structures.

To view your Turbo ACL configuration, use the show access-list command. When Turbo
ACLs are configured, this command displays the memory usage of each individually turbo-
compiled ACL and the shared memory usage for all the turbo-compiled ACLs. If no ACLs are
turbo-compiled, no turbo-statistics are displayed.

The syntax for the access-list compiled commands is as follows:

access-list compiled

access-list acl/_ID compiled

acl_ID The acl_ID of an existing ACL. The acl_ID is the name of an ACL,
which can be a name or a number.

Copyright "= 2004, Cisco Systems, Inc. Access Control Lists and Content Filtering 7-23



Using ACLs

This topic explains how to use access control lists (ACLs) in a variety of scenarios.

Deny Web Access to the Internet

10.0.0.0 Web

. Intin:D) 192.168.0.0 @I TIN5 e

pixfirewall# write terminal

access-list acl_inside deny tcp any any eq www
access-list acl_inside permit ip any any
access-group acl_inside in interface inside
nat (inside) 1 10.0.0.0 255.255.255.0

255.255.255.0

global (outside) 1 192.168.0.20-192.168.0.254 netmask

+ Denies web traffic on port 80 from the inside network to the Internet
+ Permits all other IP traffic from the inside network to the Internet

2004, Cisco Systems, Inc. Al rights reserved.
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In the figure, the ACL acl_inside is applied to the inside interface. The ACL acl_inside denies
HTTP connections from an internal network, but lets all other IP traffic through. Applying an
ACL to the inside interface restricts internal users establishing outside web connections.

Note The internal network addresses (10.0.0.0) are dynamically translated (192.168.0.20-254) to

allow outbound connections.
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Permit Web Access to the DMZ

172.16.0.2

interface outside

pixfirewall# write terminal

access-list acl outside permit
any host 192.168.0.11 eq www
access-group acl outside in

static (dmz,outside) 192.168.0.11

tep

from the Internet.

2004, Cisco Systems, Inc. Al rights reserved

+ The ACL acl_outside permits web traffic on port
80 from the Internet to the DMZ web server.

+ The ACL acl_outside denies all other IP traffic

_ Internet

p—

Inbound
Ua
192.168.0.11

i
HTTP onl
192.168.00| Y

[N
2 >172.16.0.2

el 2 oo
1 1 2 server

172.16.0.0

10.0.0.0/24
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In the figure, the IP address of the web server is translated to an outside IP address of

192.168.0.11. The ACL acl outside is applied to traffic inbound to the outside interface. The
ACL acl _outside permits Web connections from the Internet to a public Internet web server,

192.168.0.11. All other IP traffic is denied access to the DMZ or inside networks.

Copyright "= 2004, Cisco Systems, Inc.
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Partner Web Access to DMZ and DMZ
Access to Internal Mail

pixfirewall# write terminal

coo \
nameif ethernet2 dmz sec50 _ Internet
nameif ethernet3 partnernet sec40 —
static (dmz,partnernmet) 172.18.0.17

172.16.0.2
access-list acl partner permit tcp @
172.18.0.0 255.255.255.0 host
172.18.0.17 eq www
access-group acl_partner in interface m
partnernet 172.16.0.2
static (inside,dmz) 172.16.0.11 10.0.0.4 web only
access-list acl _dmz permit tcp host ﬁ—»172.18.0.17 -——=
172.16.0.4 host 172.16.0.11 eq smtp [r— —
access-group acl dmz in interface dmz 172.18.0.0/24
’ Client
* The ACL acl_partner permits web traffic 137“2."_1,6&1'1
from the partner subnet 172.18.0.0 to the 10.0.0.0/24| v

DMZ intranet web server.

* The ACL acl_dmz_in permits host
172.16.0.4 mail access to 10.0.0.4.

©2004, Cisco Systems, Inc. Al rights reserved. CSPFA32—7-27

In the figure, the web server is statically translated from 172.16.0.2 to 172.18.0.17. The ACL
acl_partner is applied to traffic inbound to the partnernet interface. The ACL acl_partner
permits Web connections from the hosts on network 172.18.0.0/24 to the DMZ web server via
its statically mapped address, 172.18.0.17. All other traffic from the Partner network is denied.

In the second scenario, the client on the DMZ is trying to connect to the mail server on the
inside network. The mail server IP address is statically translated to 172.16.0.11 by the PIX.
The ACL acl_dmz is applied to traffic inbound to the DMZ interface. The ACL acl_dmz
permits the host 172.16.0.4 mail access to the internal mail server on the inside interface via the
mail server’s statically mapped address, 172.16.0.11. All other traffic originating from the
DMZ network is denied.
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icmp Command

0 Outside Inside E
\ Intirnjt)’ — o=ty
= ICMP echo ——X
ICMP unreachable =)

pixfirewall(config)#

icmp {permit | deny} src addr src mask [icmp-typel
1f name
- Enables or disables pinging to an interface

« All ping requests denied at the outside interface, and all
unreachable messages permitted at the outside interface

pixfirewall (config)# icmp deny any echo outside

pixfirewall (config)# icmp permit any unreachable
outside

2004, Cisco Systems, Inc. Al rights reserved CSPFA3.2—7-28

You can enable or disable pinging to a PIX Firewall interface. With pinging disabled, the PIX
Firewall cannot be detected on the network. The icmp command implements this feature,
which is also referred to as configurable proxy pinging.

Note By default, pinging through the PIX Firewall to a PIX Firewall interface is not allowed. Pinging
an interface from a host on that interface is allowed.

To use the icmp command, configure an iecmp command statement that permits or denies ICMP
traffic that terminates at the PIX Firewall. If the first matched entry is a permit entry, the ICMP
packet continues to be processed. If the first matched entry is a deny entry or an entry is not
matched, the PIX Firewall discards the ICMP packet and generates the %PIX-3-313001 Syslog
message. An exception is when an iemp command statement is not configured, in which case,
permit is assumed.

Note Cisco recommends that you grant permission for the ICMP unreachable message type (type
3). Denying ICMP unreachable messages disables ICMP Path MTU discovery, which can
halt IPSec and PPTP traffic. See RFC 1195 and RFC 1435 for details about Path MTU
Discovery.

The clear icmp command removes icmp command statements from the configuration.
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The syntax for the icmp commands is as follows:

icmp {permit | deny} src_addr src_mask |icmp-type] if name

clear icmp
show icmp
permit | deny Permit or deny the ability to ping a PIX Firewall interface.
src_addr Address that is either permitted or denied ability to ping an
interface. Use host src_addr to specify a single host.
src_mask (Optional.) Network mask. Specify if a network address is
specified.
icmp-type (Optional.) ICMP message type as described in Table ICMP Type
Literals.
if_name Interface name that can be pinged.

The following table lists the ICMP Type Literals that can be used in the type argument of the
icmp command to designate which message types are permitted or denied:

ICMP Type Literal

0 echo-reply

3 unreachable

4 source-quench

5 redirect

6 alternate-address

8 echo

9 router-advertisement
10 router-solicitation
11 time-exceeded

12 parameter-problem
13 timestamp-reply

14 timestamp-request
15 information-request
16 information-reply
17 mask-request

18 mask-reply

31 conversion-error

32 mobile-redirect
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Malicious Active Code Filtering

The PIX Firewall can filter malicious active codes. Malicious active codes can be used in such
applications as Java and ActiveX.

Java Applet Filtering

» Java applet filtering enables an administrator to
prevent the downloading of Java applets by an
inside system.

* Java programs can provide a vehicle through
which an inside system can be invaded.

» Java applets are executable programs that are
banned within some security policies.

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—7-30

Java filtering enables an administrator to prevent Java applets from being downloaded by an
inside system. Java applets are executable programs that are banned by many site security
policies.

Java programs can provide a vehicle through which an inside system can be invaded or
compromised. Java applets may be downloaded when you permit access to port 80 (HTTP),
and some Java applets can contain hidden code that can destroy data on the internal network.

The PIX Firewall’s Java applet filter can stop Java applications on a per-client or per-IP address
basis. When Java filtering is enabled, the PIX Firewall searches for the programmed “cafe
babe” string and, if found, drops the Java applet. A sample Java class code snippet looks like
the following:

00000000: café babe 003 002d 0099 0900 8345 0098
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ActiveX Blocking

LISCD. COfm

* ActiveX controls are applets that can be inserted
in web pages or other applications.

 ActiveX controls can provide a way for someone
to attack servers.

* The PIX Firewall can be used to block ActiveX
controls.

2004, Cisco Systems, Inc. All rights reserved
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ActiveX controls, formerly known as Object Linking and Embedding (OLE) or Object Linking
and Embedding control (OCX), are applets that can be inserted in web pages—often used in
animations—or in other applications. ActiveX controls create a potential security problem
because they can provide a way for someone to attack servers. Because of this potential
security problem, you can use the PIX Firewall to block all ActiveX controls.
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filter activex | java Command

pixfirewall(config)#

filter {activex | java} port [-port]
local ip mask foreign ip mask

* Filters out ActiveX usage from outbound packets

« Filters out Java applets that return to the PIX Firewall
from an outbound connection

2004, Cisco Systems, Inc. Al rights reserved CSPFA3.2—7-32

The filter {activex | java} command filters out ActiveX or Java usage from outbound packets.
The syntax for the filter {activex | java} command is as follows:

filter {activex | java} port [-port] local_ip mask foreign_ip mask

activex Block outbound ActiveX and other HTML <object> tags from
outbound packets.

java Block Java applets returning from an outbound connection.

port The port(s) at which Internet traffic is received on the PIX
Firewall.

local_ip The IP address of the host from which access is sought.

mask Subnet mask.

foreign_ip The IP address of the host to which access is sought.

Note ActiveX blocking does not occur when users access an IP address referenced by the alias
command.
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ActiveX filter Command
s+ Ciscooom
pixfirewall (config)# filter AT
activex 80 0.0.0.0 0.0.0.0 | - memet
0.0.0.0 0.0.0.0
- Specifies that the ActiveX @
blocking applies to web
traffic on port 80 from any |
local host and for Block —
connections to any foreign ActiveX e L] DMZ
host [ ‘
i | i |
Engineering Marketing Executlve
10.0.11.0 % 10.0.12. o% 10.0. 14o~
0093 29 i al

The filter command enables or disables outbound URL or HTML filtering. In the figure above,
the command specifies that ActiveX is being filtered on port 80 from any internal host and for

connection to any external host.
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URL Filtering

This topic discusses how to configure the PIX Firewall for URL filtering.

HTTP URL Filtering

www.prohibited.com
14 web server
1, =7
1 7
: 1 ~|
1
- Websense and N2H2 HTTP 1! i
URL-filtering applications used |‘: Internet
to block specific URLs LI
responses ' :
» URL filtering can be configured 1 @
on PIX Firewall by Deny access 1 URL filteri
. . . -filtering
- Designate a URL-filtering *—g . 3 corver
server

- Enable filtering

1

1

1 Request access to
: www.prohibited.com

1
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URL-filtering applications provide URL filtering for the PIX Firewall, enabling network
administrators to effectively monitor and control network traffic. URL-filtering applications are
used to block specific URLs because the PIX Firewall cannot. The PIX Firewall can be enabled
to work with a Websense or N2H2 URL-filtering application. This is useful since between the
hours of 9 a.m. and 5 p.m.:

m 30 to 40 percent of Internet surfing is not business related.
m 70 percent of all Internet porn traffic occurs.

m  More than 60 percent of online purchases are made.

When the PIX Firewall receives a request to access a URL from users, it queries the URL-
filtering server to determine whether to return, or block, the requested web page. The URL-
filtering server checks its configurations to determine whether the URL should be blocked. If
the URL should be blocked, URL-filtering applications can display blocking messages or direct
the user requesting the URL to a specified web site.

Information about Websense, N2H2, and other Cisco Partners can be located on Cisco.com.
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Designate the URL -Filtering Server

+

L |1|'|'- o '-:|' E
URL-filtering
server

172.16.0.3

1
x' @n

A
1
1
1
1

TCP

pixfirewall(config)#

url-server [(if name)] [vendor websense]l host local ip
[timeout seconds] [protocol {TCP | UDP} version [1 | 4]]

- Designates a server that runs a Websense URL-filtering application

pixfirewall(config)#

url-server [(if name)] vendor n2h2 host local ip [port
number] [timeout seconds] [protocol {TCP | UDP}I]

- Designates a server that runs an N2H2 URL-filtering application

pixfirewall (config)# url-server (dmz) vendor n2h2
host 172.16.0.3 protocol TCP

2004, Cisco Systems, Inc. Al rights reserves
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Before you can begin URL filtering, you must designate at least one server on which a
Websense or N2H2 URL-filtering application will run. The limit is 16 URL servers. You can
use only one application at a time, either N2H2 or Websense. Additionally, changing your
configuration on the PIX Firewall does not update the configuration on the application server;

this must be done separately, according to the individual vendor's instructions.

Use the url-server command to designate the server on which it runs, and then enable the URL

filtering service with the filter url command.

The syntax for the url-server commands is as follows:

url-server [(if_name)] [vendor websense] host local_ip [timeout seconds] [protocol {TCP | UDP} version [1 | 4]]

if_name

The network interface where the authentication server resides. If
not specified, the default is inside.

vendor websense

Indicates that the URL filtering service vendor is Websense.

host local_ip

The server that runs the URL filtering application.

timeout seconds

The maximum idle time permitted before the PIX Firewall
switches to the next server you specified. The default is 5

seconds.

protocol The protocol can be configured using TCP or UDP keywords. The
default is TCP protocol, version 1.

version The version of the protocol can be configured using the keywords

1 or 4. The default is TCP protocol, version 1. TCP can be
configured using version 1 or version 4. UDP can be configured
using version 4 only.

7-34

Cisco Secure PIX Firewall Advanced (CSPFA) v3.2

Copyright % 2004, Cisco Systems, Inc.



url-server [(if_name)] vendor n2h2 host local_ip [port number| [timeout seconds] [protocol TCP | UDP]

if_name The network interface where the authentication server resides. If
not specified, the default is inside.

vendor n2h2 Indicates URL filtering service vendor is N2H2.

host local_ip The server that runs the URL filtering application.

port number The N2H2 server port. The PIX Firewall also listens for UDP
replies on this port. The default port number is 4005.

timeout seconds The maximum idle time permitted before the PIX Firewall
switches to the next server you specified. The default is 5
seconds.

protocol The protocol can be configured using TCP or UDP keywords. The

default is TCP.
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Enable HTTP URL Filtering
1A
X
Filter HTTP— — URLfiltering
all hosts server

pixfirewall(config)#
filter url [http | port[-portl] local ip local mask
foreign ip foreign mask [allow]

* Prevents outbound users from accessing URLs that are designated
with the URL-filtering application

pixfirewall (config)# filter url http 0 0 0 0 allow

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—7-37

After designating which server runs the URL-filtering application, use the filter url command
to tell the PIX Firewall to send URL requests to that server for filtering.

The example command in the figure above instructs the PIX Firewall to send all URL requests
to the URL-filtering server to be filtered. The allow option in the filter command is crucial to
the use of the PIX Firewall URL filtering feature. If you use the allow option and the URL-
filtering server goes offline, the PIX Firewall lets all URL requests continue without filtering. If
the allow option is not specified, all port 80 URL requests are stopped until the server is back
online.

The syntax for the filter url command is as follows:

filter url port [-port] | except local_ip local_mask foreign_ip foreign_mask [allow] [proxy-block]| [longurl-
truncate | longurl-deny] [cgi-truncate]

url Filters URLs from data moving through the PIX Firewall.

port The port that receives Internet traffic on the PIX Firewall.
Typically, this is port 80, but other values are accepted. The http
or url literal can be used for port 80.

except Creates an exception to a previous filter condition.

local_ip The IP address of the host from which access is sought.
local_mask Network mask of local_ip.

foreign_ip The IP address of the host to which access is sought.
foreign_mask Network mask of foreign_ip.

allow Enables outbound connections to pass through the PIX Firewall

without filtering when the URL-filtering server is unavailable.

proxy-block Prevents users from connecting to an HTTP proxy server.
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longurl-truncate Enables outbound URL traffic whether or not the URL buffer is
available.

longurl-deny Denies the URL request if the URL is over the URL buffer size
limit or the URL buffer is not available.

cgi-truncate Sends a CGl script as an URL.
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HTTPS and FTP Filtering
14 ’
*:U’
HTTPS and FTP
filtering !
(Websense only)

URL-filtering
server

pixfirewall(config)#

filter [ https | £tp 1 dest-port local ip local mask
foreign ip foreign mask [allow]

* Prevents outbound users from accessing HTTPS and FTP URLs that
are designated with the Websense-based URL-filtering application

pixfirewall (config)# filter https 0 0 0 0 allow

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—7-38

This feature extends Web-based URL filtering to HTTPS and FTP. The filter ftp and filter
https commands were added to the filter command in Cisco PIX Firewall Software Version
6.3. The filter ftp command enables FTP filtering. The filter https command enables HTTPS
filtering. The filter ftp and filter https commands are available with Websense URL filtering
only.

The example command in the figure instructs the PIX Firewall to send all URL requests to the
URL-filtering server to be filtered. The allow option in the filter command is crucial to the use
of the PIX Firewall URL-filtering feature. If you use the allow option and the URL-filtering
server goes offline, the PIX Firewall lets all FTP and HTTPS URL requests continue without
filtering. If the allow option is not specified, all FTP and HTTPS URL requests are stopped
until the server is back online.

The syntax for the filter ftp and filter https commands is as follows:

filter [https | ftp | dest-port local_ip local_mask foreign_ip foreign_mask [allow]

https | ftp Filters HTTPS or FTP URLs from data moving through the PIX
Firewall.

dest-port The destination port number.

local_ip The IP address of the host from which access is sought.

local_mask Network mask of local_ip.

foreign_ip The IP address of the host to which access is sought.

foreign_mask Network mask of foreign_ip.

allow Enables outbound connections to pass through the PIX Firewall
without filtering when the URL-filtering server is unavailable.
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]

URL Filtering Configuration Example

www.prohibited.com
t web server
1

1

1

1

1

\

Deny access

Cisco.gom

pixfirewall (config)# url-server (dmz)
vendor websense host 172.16.0.3 timeout
10 protocol TCP version 4

pixfirewall (config)# filter url http 0 0 0
0 allow

» Designate URL server
+ Enable filtering

1
1
1
1
1
1
1
1
1
1
1
1
i
X

ﬁ URL-filtering
server

ww

Request access to g 172.16.0.3
w.prohibited.com
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The commands in the figure instruct the PIX to send all URL requests to the Websense URL-

filtering server at 172.16.0.3. Additionally, if the URL-filtering server goes offline, the PIX

allows all URL requests to continue without filtering.
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Long URL Filtering

. — Emom o

pixfirewall(config)#

| url-block url-size long url size |

» Enables you to increase the maximum allowable length of a single URL

pixfirewall(config)#

| url-block url-mempool memory pool sgize |

» Enables you to configure the maximum memory available for
buffering long URLs and pending URLs

pixfirewall (config)# url-server (inside) vendor websense
host 10.0.0.30 timeout 5 protocol TCP version 1
pixfirewall (config)# filter url http 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 longurl-truncate cgi-truncate
pixfirewall (config)# url-block url-mempool 1500
pixfirewall (config)# url-block url-size 4
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PIX Firewall versions 6.1 and earlier do not support the filtering of URLs longer than 1159
bytes. PIX Firewall version 6.2 supports the filtering of URLs up to 6 KB for the Websense
filtering server. You can increase the maximum allowable length of a single URL (for
Websense only), by entering the url-block url-size command.

When a user issues a request for a long URL, the PIX Firewall breaks the long URL down into
multiple IP packets and copies it to buffer memory. The URL is then passed to TCP for sending
to the Websense server. You can use the url-block url-mempool command to configure the
maximum memory available for buffering long URLs. Both the url-block url-size and the url-
block url-mempool commands can be removed by using their no forms.

Note The PIX Firewall does not support long URLs for the Websense UDP Server.

If a URL still exceeds the maximum size or URL buffers are not available, new command
options in the filter url command enable you to control the behavior. These command options
are shown on the previous page. The longurl-truncate option causes the PIX Firewall to send
only the hostname or IP address portion of the URL for evaluation to the filtering server when
the URL is longer than the maximum length permitted. You can use the longurl-deny option to
deny outbound URL traffic if the URL is longer than the maximum permitted.

If the long URL request is a CGI request, the cgi-truncate option, another new filter url
command option, speeds up its processing. With the cgi-truncate option enabled, the PIX
Firewall passes only the CGI script name and location as the URL to the Websense server. The
PIX Firewall omits the parameter list, which can be quite long.

With PIX Firewall software version 6.2, you can also use the url-block block command to
enable the PIX Firewall to buffer the response from the web server until the filtering server
responds. This decreases the time the client must wait for an HTTP response. With PIX
Firewall software versions 6.1 and earlier, responses from web servers are dropped until the
PIX Firewall receives a response from the filtering server, so the client must wait for the web
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server to resend the response. The response buffering feature works with both the Websense
and N2H2 filtering applications. Use the no form of the url-block block command to disable
response buffering.

Note PIX Firewall version 6.2 supports a maximum URL length of 1159 bytes for the N2H2 filtering
server.

The syntax for the url-block commands is as follows:
url-block url-mempool memory pool_size
url-block url-size long_url_size

url-block block block_buffer_limit

memory_pool_size A value from 2 to 10000 for a maximum memory allocation of 2
KB to 10 MB.

long_url_size A value from 2 to 6 KB for a maximum allowable URL length.

block_buffer_limit The maximum number of blocks allowed in the HTTP response
buffer.
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Summary

This topic summarizes the information you learned in this lesson.

Summary

* ACLs enable you to determine which systems can
establish connections through your PIX Firewall.

* Turbo ACLs improve search time for large ACLs.

* With ICMP ACLs, you can disable pinging to a PIX
Firewall interface so that your PIX Firewall cannot
be detected on your network.

* The PIX Firewall can be configured to filter
malicious active code.

* The PIX Firewall can work with URL-filtering
software to control and monitor Internet activity.
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Lab Exercise—Configure ACLs in the PIX Firewall

Complete the following lab exercise to practice what you learned in this lesson.

Objectives

In this lab exercise, you will complete the following tasks:
m  Disable pinging to an interface.

m  Configure an inbound ACL.

m  Test and verify the inbound ACL.

m  Configure an outbound ACL.

m  Test and verify the outbound ACL.

m  Filter malicious active code.

m  Configure the PIX Firewall to work with a URL-filtering server.
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Visual Objective

The following figure displays the configuration you will complete in this lab exercise.

Lab Visual Objective

Web
FTP
Pods 1-5 ] 14
192.168.P.0
2
“bastionhost”: .2 A PIX
Web .
' Firewall
FTP ! 172.16.P.0 r frewa
|10.0.P.0
i .100 |

Web/FTP
CSACs

Student PC
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Task 1—Disable Pinging to an Interface

Complete the following steps to configure an ICMP ACL to prevent pinging to your PIX

Firewall interfaces:

TTL=253
TTL=253
TTL=253
TTL=253

Step1  From your inside host, ping the inside interface of your PIX Firewall:
C:\>ping 10.0.P.1
Pinging 10.0.P.1 with 32 bytes of data:
Reply from 10.0.P.1: bytes=32 time<l0ms
Reply from 10.0.P.1: bytes=32 time<l0ms
Reply from 10.0.P.1: bytes=32 time<l0ms
Reply from 10.0.P.1: bytes=32 time<l0ms
(where P = pod number)
Step 2

a PIX Firewall interface is not allowed:

C:\>ping 192.168.P.2
Pinging

Request timed out.

Request timed out.

Request timed out.

Request timed out.

From the inside host, ping the outside interface. By default, pinging through the PIX Firewall to

192.168.P.2 with 32 bytes of data:
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(where P =

pod number)

Step3  Use the iecmp command to prevent pinging the inside interface:

pixP(config)# icmp deny any echo inside

Step4 View your ICMP ACL:

pixP(config)# show icmp

icmp deny any echo inside

Step5 From your inside host, ping your inside PIX Firewall interface. The ICMP ACL causes the ping

to fail:

C:\>ping 10.0.P.1

Pinging
Request
Request
Request
Request

(where P =

10.0.P.1 with 32 bytes of data:
timed out.
timed out.
timed out.

timed out.

pod number)

Step 6 Enable pinging to your PIX Firewall’s inside interface:

pixP(config)# clear icmp

Step 7  Verify that you can again ping the inside interface of your PIX Firewall:

C:\>ping 10.0.P.1

Pinging

Reply from 10
Reply from 10
Reply from 10
Reply from 10

(where P =

10.0.P.1 with 32 bytes of data:
.0.P.1: bytes=32 time<1l0Oms TTL=253
.0.P.1: bytes=32 time<1lOms TTL=253
.0.P.1: bytes=32 time<1l0Oms TTL=253
.0.P.1: bytes=32 time<1l0Oms TTL=253

pod number)

Step8 Save your configuration:

pixP(config) # write memory

Task 2—Configure an Inbound ACL

Complete the following lab exercise steps to configure ACLs:

m  Allow inbound web traffic from a peer pod’s network to your bastion host.

m  Allow inbound ftp traffic from a peer pod’s internal host to your bastion host.

m  Allow inbound web traffic to your inside host.

m  Allow inbound pings to your inside host and bastion host.

m  Allow icmp echo-replies from hosts on the outside and dmz interfaces.

m  Deny all other inbound traffic.
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Step1  Configure the following statics for your bastion host and for your inside host:

pixP(config)# static (dmz,outside) 192.168.P.11 bastionhost netmask
255.255.255.255

pixP(config)# static (inside,outside) 192.168.P.10 insidehost netmask
255.255.255.255

(where P = pod number)

Step2 Test web access to the bastion hosts of peer pod groups by completing the following sub-steps.
You should be unable to access your peer’s bastion host via its static mapping:

1. Open a web browser on your student PC.

2. Use the web browser to access the bastion host of your peer pod group by entering:
http://192.168.Q.11.
(where Q = peer pod number)

3. Have a peer pod group attempt to access your bastion host in the same way.
Step3  Test web access to the inside host of your peer’s pod by completing the following sub-steps.
You should be unable to access your peer’s inside host via its static mapping:

1. Open a web browser on your student PC.

2. Use the web browser to access the inside host of your peer pod group by entering
http://192.168.Q.10.
(where Q = peer pod number)

3. Have a peer pod group attempt to access your inside host in the same way.

Step4  Test FTP access to the bastion hosts of peer pod groups by completing the following sub-steps.
You should be unable to access your peer’s bastion host via ftp:

1. On your FTP client, attempt to access the bastion hosts of another pod group:
Start>Run>ftp 192.168.Q.11.
(where Q = peer pod number)

2. Have a peer pod group use FTP to attempt to access your bastion host.

Step5 Create an ACL to permit inbound web and ftp access to the bastion host:

pixP(config)# access-list ACLIN permit tcp 192.168.Q.0 255.255.255.0
host 192.168.P.11 eq www

pixP(config)# access-list ACLIN permit tcp host 192.168.Q.10 host
192.168.P.11 eq ftp

(where P = pod number, Q = peer pod number)

Step6 Add commands to permit inbound web traffic to the inside host, permit inbound pings, permit
icmp echo replies to the inside host, and deny all other traffic from the Internet:

pixP(config)# access-list ACLIN permit tcp any host 192.168.P.10 eq
wWww

pixP(config)# access-list ACLIN permit icmp any any echo

pixP(config)# access-list ACLIN permit icmp any host 192.168.P.10
echo-reply

pixP(config)# access-list ACLIN deny ip any any
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(where P = pod number)

Step7 Bind the ACL to the outside interface:

pixP(config)# access-group ACLIN in interface outside

Step8 Create an access-list to allow icmp echo-replies from the bastion host:

pixP(config)# access-list ICMPDMZ permit icmp host bastionhost any

echo-reply

Step9 Bind the new ACL to the dmz interface:

pixP(config)# access-group ICMPDMZ in interface dmz

Step 10 Display the access list and observe the hit counts:

pixP(config)# show access-list

access-list

aclin; 6 elements

access-1list aclin line 1 permit tcp 192.168.1.0 255.255.255.0 host

192.168.6.11

eq www (hitcnt=0)

access-list

aclin line

192.168.6.11 eq ftp

(hitent=0)

access-list
(hitent=0)

access-list

access-list
(hitent=0)

access-list
access-list

access-list
(hitent=0)

aclin line

aclin line

aclin line

aclin line

icmpdmz; 1

6

permit tcp host 192.168.1.10 host

permit tcp any host 192.168.6.10 eq www

permit icmp any any echo (hitcnt=0)

permit icmp any host 192.168.6.10 echo-reply

deny ip any any (hitcnt=0)

elements

icmpdmz line 1 permit icmp host bastionhost any echo-reply

(where P = pod number, Q = peer pod number)

Task 3—Test and Verify the Inbound ACL

Complete the following steps to test your inbound ACL:

Step1  Have a peer inside host ping your inside host:

C:\>ping 192.168.Q.10
Pinging 192.168.Q.10 with 32 bytes of data:

Reply from 192
Reply from 192
Reply from 192
Reply from 192

(where Q = peer pod number)

.168.Q.10:
.168.Q.10:
.168.Q.10:
.168.Q.10:

bytes=32 time<l1lOms TTL=122
bytes=32 time<1lOms TTL=122
bytes=32 time<l1lOms TTL=122
bytes=32 time<1lOms TTL=122

Step2 Have a peer inside host ping your bastion host:

C:\>ping 192.168.Q.11
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Step 3

Pinging 192.168.Q.11

Reply from
Reply from
Reply from
Reply from

192.
192.
192.
192.

168.Q.
168.Q.
168.Q.
168.Q.

with 32 bytes of data:

11:
11:
11:
11:

(where Q = peer pod number)

bytes=32
bytes=32
bytes=32
bytes=32

time<1l0ms
time<1l0ms
time<1l0ms

time<1l0ms

From your student PC, ping your bastion host:

C:\>ping 172.16.P.2

Pinging 172.16.
172.
172.
172.
172.

Reply from
Reply from
Reply from
Reply from

(where P = pod number)

Step 4

C:\>ping 172.26.26.50
26.
26.
26.
26.
26.

Pinging 172.26.
172.
172.
172.
172.

Reply from
Reply from
Reply from
Reply from

Step 5

P.2 with 32 bytes of data:

l6.
l6.
l6.
l6.

P.2:

P.2:

P.2:

P.2:

50

26.
26.
26.
26.

bytes=32
bytes=32
bytes=32
bytes=32

time<1l0ms
time<1l0ms
time<1l0ms

time<1l0ms

From your student PC, ping the super server:

with 32 bytes of data:

50:
50:
50:
50:

bytes=32
bytes=32
bytes=32
bytes=32

time<1l0ms
time<1l0ms
time<1l0ms

time<1l0ms

TTL=125
TTL=125
TTL=125
TTL=125

TTL=126
TTL=126
TTL=126
TTL=126

TTL=125
TTL=125
TTL=125
TTL=125

Test web access to the bastion hosts of peer pod groups by completing the following sub-steps.

You should now be able to access your peer’s bastion host via its static mapping:

1. Open a web browser on your student PC.

2. Use the web browser to access the bastion host of your peer pod group by entering:
http://192.168.Q.11.

(where Q = peer pod number)

3. Have a peer pod group attempt to access your bastion host in the same way.

Step 6

Test web access to the inside hosts of peer pod groups by completing the following sub-steps.

You should now be able to access the [P address of the static mapped to the inside host of the

opposite pod group:

1. Open a web browser on the client PC.

2. Use the web browser to access the inside host of your peer pod group by entering:
http://192.168.Q.10.

(where Q = peer pod number)

3. Have a peer pod group attempt to access your inside host in the same way.
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Step 7

Step 8

Test FTP access to the bastion hosts of peer pod groups by completing the following sub-steps.
You should now be able to access your peer’s bastion host via ftp:

1. On your FTP client, attempt to access the bastion host of a peer pod group: Start>Run>ftp
192.168.Q.11.
(where Q = peer pod number)

2. Have a peer pod group use FTP to attempt to access your bastion host.

Display the access lists again and observe the hit counts:

pixP(config)# show access-list
access-list aclin; 6 elements

access-1list aclin line 1 permit tcp 192.168.1.0 255.255.255.0 host
192.168.6.11

eq www (hitcnt=2)

access-1list aclin line 2 permit tcp host 192.168.1.10 host
192.168.6.11 eq ftp

(hitent=0)

access-1list aclin line 3 permit tcp any host 192.168.6.10 eq www
(hitcnt=2)

access-1list aclin line 4 permit icmp any any echo (hitcnt=20)

ul

access-list aclin line
(hitcent=12)

permit icmp any host 192.168.6.10 echo-reply

access-1list aclin line 6 deny ip any any (hitcnt=0)

access-list icmpdmz; 1 elements

access-1list icmpdmz line 1 permit icmp host bastionhost any echo-reply
(hitcnt=12)

(where P = pod number, Q = peer pod number)

Task 4—Configure an Outbound ACL

Step 1

Step 2

Step 3

Complete the following lab exercise steps to configure ACLs:
m  Deny outbound web traffic.

m  Allow outbound ftp traffic from your internal network to 172.26.26.50.

Test web access to the Internet by completing the following sub-steps. You should be able to
access 172.26.26.50:

1. Open a web browser on your student PC.

2. Use the web browser to access Internet host 172.26.26.50 by entering: http://172.26.26.50.

Test FTP access to Internet host 172.26.26.50. You should be able to access host 172.26.26.50
via ftp. On your FTP client, attempt to access host 172.26.26.50: Start>Run>ftp 172.26.26.50.

Create an ACL that prevents users on the internal network from making outbound HTTP
connections:

pixP(config)# access-list ACLOUT deny tcp any any eq www

Note: This access list prevents all outbound connections.
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Step4  Enter the access-group command to create an access group that will bind the ACL to an
interface:

pixP(config)# access-group ACLOUT in interface inside
Step5 Display the access list you configured, and observe the hit count:

pixP(config)# show access-list
access-list ACLIN; 6 elements

access-1list ACLIN line 1 permit tcp 192.168.Q.0 255.255.255.0 host
192.168.P.11 eqg www

(hitcnt=4)

access-1list ACLIN line 2 permit tcp host 192.168.Q.10 host
192.168.P.11 eq ftp (hitcnt=

1)

access-1list ACLIN line 3 permit tcp any host 192.168.P.10 eq www
(hitcnt=4)

access-1list ACLIN line 4 permit icmp any any echo (hitcnt=20)

access-1list ACLIN line 5 permit icmp any host 192.168.P.10 echo-reply
(hitcnt=12)

access-1list ACLIN line 6 deny ip any any (hitcnt=0)
access-list ICMPDMZ; 1 elements

access-list ICMPDMZ line 1 permit icmp host bastionhost any echo-reply
(hitcnt=12)

access-list ACLOUT; 1 elements
access-1list ACLOUT line 1 deny tcp any any eq www (hitcnt=0)

(where P = pod number, Q = peer pod number)

Step6 Test web access to the Internet by completing the following sub-steps. You should be unable to
access the Internet host:

1. Open a web browser on your student PC.

2. Use the web browser to access the Internet by entering: http://172.26.26.50.

Step7  Test FTP access to an Internet host. The FTP connection should fail as well as the HTTP due to
the implicit deny:

On your FTP client, attempt to access host 172.26.26.50: Start>Run>ftp 172.26.26.50.

Step8  Display your access list again and note that the hit count has incremented:

pixP(config)# show access-list
access-list ACLIN; 6 elements

access-list ACLIN line 1 permit tcp 192.168.Q.0 255.255.255.0 host
192.168.P.11 eq www

(hitcnt=4)

access-list ACLIN line 2 permit tcp host 192.168.Q.10 host
192.168.P.11 eq ftp (hitcnt=

1)

access-list ACLIN line 3 permit tcp any host 192.168.P.10 eq www
(hitcnt=4)
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Step 9

Step 10

Step 11

access-list ACLIN line 4 permit icmp any any echo (hitcnt=20)

access-1list ACLIN line 5 permit icmp any host 192.168.P.10 echo-reply
(hitcnt=12)

access-1list ACLIN line 6 deny ip any any (hitcnt=0)
access-list ICMPDMZ; 1 elements

access-list ICMPDMZ line 1 permit icmp host bastionhost any echo-reply
(hitcnt=12)

access-list ACLOUT; 1 elements

access-1list ACLOUT line 1 deny tcp any any eq www (hitcnt=6)
(where P = pod number, Q = peer pod number)
Add an additional command to the ACL to permit outbound ftp access to host 172.26.26.50:

pixP(config)# access-list ACLOUT permit tcp 10.0.P.0 255.255.255.0
host 172.26.26.50 eq ftp

(where P = pod number)

Add another access-list command statement to deny other outbound IP traffic:

pixP(config)# access-list ACLOUT deny ip any any

Note: This access list statement is needed only to enable you to view the hit counts.

View your access list again:

pixP(config)# show access-list ACLOUT
access-list ACLOUT line 1 deny tcp any any eq www (hitcnt=2)

access-list ACLOUT line 2 permit tcp 10.0.P.0 255.255.255.0 host
172.26.26.50 eq ftp (hitcnt=0)

access-list ACLOUT line 3 deny ip any any (hitcnt=0)

(where P = pod number)

Task 5—Test and Verify the Outbound ACL

Step 1

Step 2

Step 3

Complete the following steps to test your outbound ACL:

Test web access to the Internet by completing the following sub-steps. You should be unable to
access the Internet host due to the deny ACL:

1. Open a web browser on your student PC.

2. Use the web browser to access the Internet by entering: http://172.26.26.50.

Test FTP access to an Internet host by doing the following on your FTP client. At this point,
you should be able to connect using FTP: Start>Run>ftp 172.26.26.50.

Test FTP access to a peer pod’s bastion host by attempting to access the peer pod’s bastion host
on your FTP client. You should be unable to connect using FTP: Start>Run>ftp
192.168.Q.11.

(where Q = peer pod number)
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Step4  View your outbound access list again and observe the hit counts:

pixP(config)# show access-list ACLOUT
access-1list ACLOUT deny tcp any any eq www (hitcnt=2)

access-1list ACLOUT permit tcp 10.0.P.0 255.255.255.0 host 172.26.26.50
eq ftp (hitcnt=1)

access-1list ACLOUT deny ip any any (hitcnt=3)

(where P = pod number)

Caution: Be sure to enter the following command exactly as shown. If you omit the ACL name, all
access list statements are removed.

Step5 Remove the outbound ACL:
pixP(config)# clear access-list ACLOUT
Step 6  Verify that the outbound ACL has been removed:

pixP(config)# show access-list
access-list ACLIN; 6 elements

access-list ACLIN line 1 permit tcp 192.168.Q.0 255.255.255.0 host
192.168.P.11 eq www (hitcnt=4)

access-list ACLIN line 2 permit tcp host 192.168.Q.10 host
192.168.P.11 eq ftp (hitcnt=1)

access-list ACLIN line 3 permit tcp any host 192.168.P.10 eq www
(hitcnt=4)

access-list ACLIN line 4 permit icmp any any echo (hitcnt=20)

access-list ACLIN line 5 permit icmp any host 192.168.P.10 echo-reply
(hitcnt=12)

access-list ACLIN line 6 deny ip any any (hitcnt=0)
access-list ICMPDMZ; 1 elements

access-list ICMPDMZ line 1 permit icmp host bastionhost any echo-reply
(hitcnt=12)

(where P = pod number, Q = peer pod number)

Step7  Save your configuration:

pixP(config)# write memory
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Task 6—Filter Malicious Active Code

Step 1

Step 2

Step 3

Complete the following steps to configure ActiveX and filter Java. You will not be able to test
this task.

Enter the filter activex command to block ActiveX from any local host and for connections to
any foreign host on port 80:

pixP(config)# filter activex 80 0 0 0 O
Enter the filter java command to block Java applets:
pixP(config)# filter java 80 0 0 0 O
Use the following command to show you the filters:

pixP(config)# show filter
filter activex 80 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
filter java 80 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

Task 7—Configure the PIX Firewall to Work with a URL-Filtering

Server

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Complete the following steps to configure the PIX Firewall to work with a URL-filtering
server:

Enter the url-server command to designate the URL-filtering server:

pixP(config)# url-server (inside) host insidehost timeout 5 protocol
TCP version 4

Show the designated url-server by entering the following command:

pixP(config)# show url-server

url-server (inside) vendor websense host insidehost timeout 5 protocol
TCP version 4

Enter the filter url http command to prevent outbound users from accessing WWW URLs that
are designated with the filtering application:

pixP(config)# filter url http 0 0 0 0 allow
Display the filter url http command by using the following command:

pixP(config)# show filter url

filter activex 80 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
filter java 80 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
filter url http 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 allow

Remove the url-server command:

pixP(config)# no url-server (inside) host insidehost
(where P = your pod number)

Remove the filter url command:

pixP(config)# no filter url http 0 0 0 0 allow

Copyright "= 2004, Cisco Systems, Inc. Access Control Lists and Content Filtering Lab 7-11



Step7  Save your configuration:

pixP(config)# write memory
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Object Grouping

Overview

This lesson includes the following topics:

Objectives

Overview of object grouping
Getting started with object groups
Configuring object groups
Nested object groups

Summary

Lab exercise



Objectives

This topic lists the lesson’s objectives.

Objectives

Upon completion of this lesson, you will be able to
perform the following tasks:

* Describe the object grouping feature of the PIX
Firewall and its advantages.

» Configure object groups.
» Configure nested object groups.
* Use object groups in ACLs.

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—8-3
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Overview of Object Grouping

This topic introduces the object grouping concepts.

Using Object Groups in ACLs

chicago (config)# show static

static(dmz,outside)192.168.0.
172.16.0.1 netmask 255.255.
static(dmz,outside)192.168.0.
172.16.0.2 netmask 255.255.

static(dmz,outside)192.168.0.
172.16.0.3 netmask 255.255.

10
255.255

11
255.255

12
255.255

2004, Cisco Systems, Inc. All rights reserved

. Internet

DMZ 192.1.:38.0.X
172.16.0.0 @
1 £

Web E — o
Web '3_9
MailE 4 ‘

chicago (config)# access-list acl out
tep any host 192.168.0.10 eqg http
chicago (config)# access-list acl out
tep any host 192.168.0.10 eqg https
chicago (config)# access-list acl out
tcp any host 192.168.0.10 eg ftp
chicago (config)# access-list acl out
tep any host 192.168.0.11 eqg http
chicago (config)# access-list acl out
tep any host 192.168.0.11 eqg https
chicago (config)# access-list acl out
tcp any host 192.168.0.11 eq ftp
chicago (config)# access-list acl out
tep any host 192.168.0.12 eqg http
chicago (config)# access-list acl out
tep any host 192.168.0.12 eqg https
chicago (config)# access-list acl out
tcp any host 192.168.0.12 eqg ftp

permit
permit
permit
permit
permit
permit
permit
permit

permit

CSPFA3.2—8-5

An access control list (ACL) can cause the PIX Firewall to allow a designated client to access a
particular server for a specific service. When there is only one client, one host, and one service,

only a minimum number of lines in an ACL are needed. However, as the number of clients,

servers, and services increases, the number of lines in an ACL required increase exponentially.

In the figure, the Internet hosts are granted HTTP, HTTPS, and FTP access to specific hosts on
the DMZ. An ACL is configured for each individual host and protocol combination. There are
three hosts, three protocols, and nine lines in the ACL.
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Grouping Objects

chicago (config)# show static

static(dmz,outside)192.168.0.10
172.16.0.1 netmask 255.255.255.255

static(dmz,outside)192.168.0.11
172.16.0.2 netmask 255.255.255.255

static(dmz,ocutside)192.168.0.12
172.16.0.3 netmask 255.255.255.255

\

[

DMZ 192.168.0.X

172.16.0.0
Web A I

(&F

~

o
» Group services supported, such as
DMZ-Services
- HTTP
- HTTPS
- FTP

* Group hosts/networks, such as
DMZ_Servers

- 192.168.0.10
- 192.168.0.11
- 192.168.0.12
+ Apply group names to ACL

Web q4 ,

! 3
Web

chicago (config)# access-list outside

permit tcp any object-group DMZ Servers
object-group DMZ_Services

—

Mail .

2004, Cisco Systems, Inc. All rights reserved
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You can group network objects such as hosts and services to simplify the task of creating and
applying ACLs. This reduces the number of access control entries (ACEs) required to
implement complex security policies. For example, a security policy that normally contains
3,300 ACEs within an ACL might require only several hundred ACEs within that ACL after
hosts and services are properly grouped.

Applying a PIX Firewall object group to a PIX Firewall command is the equivalent of applying
every element of the object group to the command. For example, the group DMZ_Servers
contains servers 192.168.0.10, 192.168.0.11, and 192.168.0.12. The group DMZ_Services
supports HTTP, HTTPS, and FTP protocols. Applying the group DMZ_Servers and

DMZ Services to an ACE is the same as applying all the individual hosts and protocols to the

ACE. Therefore, the command:

access-list outside permit tcp any object-group DMZ_ Servers object-

group DMZ_Services

is equivalent to the following:

chicago (config) # access-list
eq http

chicago (config) # access-list
eq https

chicago (config) # access-list
eq ftp

chicago (config) # access-list
eq http

chicago (config) # access-list
eq https

chicago (config) # access-list
eq ftp

outside permit tcp any host 192.168.0.10

outside permit tcp any host 192.168.0.10

outside permit tcp any host 192.168.0.10

outside permit tcp any host 192.168.0.11

outside permit tcp any host 192.168.0.11

outside permit tcp any host 192.168.0.11

8-4
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chicago (config) # access-list outside permit tcp any host 192.168.0.12
eq http

chicago (config) # access-list outside permit tcp any host 192.168.0.12
eq https

chicago (config) # access-list outside permit tcp any host 192.168.0.12
eq ftp
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CISco.oom

Grouping Objects of Similar Types
| i

* Protocols
- TCP
- UDP
* Networks/hosts
— Subnet 10.0.0.0/24
- 10.0.1.11
- 10.0.2.11
« Services

= -
= =
= -

+ INSIDE_PROTOCOLS

+ INSIDE_HOSTS

- DMZ_SERVICES
— HTTPS -

- FTP
+ ICMP
— Echo
— Echo-reply

Services/

ICMP

chicago(config)# access-list aclout permit tcp eq ftp
chicago(config)# access-list aclout permit icmp echo-reply

Protocols

©2004, Cisco Systems, Inc. Al rights reserved. CSPFA32—87

Object grouping provides a way to group objects of a similar type so that a single ACL can
apply to all the objects in the group. You can create the following types of object groups:

m  Network—Used to group client hosts, server hosts, or subnets.

m  Protocol—Used to group protocols. It can contain one of the keywords icmp, ip, tcp, or
udp, or an integer in the range 1 to 254 representing an IP protocol number. Use the
keyword ip to match any Internet protocol, including Internet Control Message Protocol
(ICMP), TCP, and UDP.

m  Service—Used to group TCP or UDP port numbers assigned to a different service.

m  [CMP-type—Used to group ICMP message types to which you permit or deny access.
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Getting Started with Object Groups

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

This topic explains the object-group command and its subcommand mode.

Configuring and Using Object Groups

Complete the following tasks to create object groups and
use them in your configuration:

» Task 1—Use the object-group command to enter the appropriate
subcommand mode for the type of group you want to
configure.

* Task 2—In subcommand mode, define the members of the
object group.

» Task 3—(Optional.) Use the description subcommand to
describe the object group.

» Task 4—Use the exit or quit command to return to configuration
mode.

« Task 5—(Optional.) Use the show object-group command to
verify that the object group has been configured successfully.

« Task 6—Apply the object group to the access-list command.

* Task 7—(Optional.) Use the show access-list command to
display the expanded ACL entries.

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—8.9

Complete the following steps to configure an object group and to use it for configuring ACLs:

Use the object-group command to enter the appropriate subcommand mode for the type of
group you want to configure. When you enter the object-group command, the system enters
the appropriate subcommand mode for the type of object you specify in the object-group
command. All subcommands entered from the subcommand prompt apply to the object group
identified by the object-group command.

In subcommand mode, define the members of the object group. In subcommand mode, you can
enter object grouping subcommands as well as all other PIX Firewall commands, including
show commands and clear commands. Enter a question mark (?) in the subcommand mode to
view the permitted subcommands.

(Optional.) Use the description subcommand to describe the object group.

Return to configuration mode by entering the exit command or the quit command. When you
enter any valid configuration command other than one designed for object grouping, the
subcommand mode is terminated.

(Optional.) Use the show object-group command to verify that the object group has been
configured successfully. This command displays a list of the currently configured object groups
of the specified type. Without a parameter, the command displays all object groups.

Apply the object group to the access-list command. Replace the parameters of the access-list
commands with the corresponding object group, as summarized by the following:

m  Replace the protocol parameter with one Protocol object group preceded by the keyword
object-group.
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m  Replace the source IP address and subnet mask with one Network object group preceded by
the keyword object-group.

m  Replace the destination IP address and subnet mask with one Network object group
preceded by the keyword object-group.

m  Replace the port parameter with one Service object group preceded by the keyword object-
group.

m  Replace the icmp-type parameter with one ICMP-Type object group preceded by the
keyword object-group.

For example, the following command permits access to the members of the Network object

group TrustedHosts:

access-list EXAMPLE permit tcp any object-group DMZHosts

Step7  (Optional.) Use the show access-list command to display the expanded ACEs.
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Configuring Object Groups

This topic explains how to configure Network, Service, Protocol, and ICMP-Type object

groups.

10.0.0.0 /24

t

h 192.168.0.0 B
et 3 — -

b

10.0.1.0/24

pixfirewall(config)#

== Inside_Eng
S

__ Inside_Mktg

object-group network grp id

» Assigns a name to the group and enables the Network
subcommand mode

pixfirewall (config)# object-group network Inside Eng

pixfirewall (config-network)# network-object host 10.0.0.1

pixfirewall (config-network)# network-object host 10.0.0.2

®2004, Cisco Systems, Inc. Al rights reserved.
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To configure a Network object group, first enter the object-group network command to name
the Network object and enable the Network object subcommand mode. Once inside the
subcommand mode, you can use the network-object command to add a single host or network

to the Network object group.
The syntax for the network-object command is as follows:
network-object host host_addr | host_name

network-object net_addr netmask

host Keyword used with the host_addr parameter to define a host
object.

host-addr The host IP address.

host_name The hostname (if the hostname is already defined using the name
command).

net_addr The network address. Used with netmask to define a subnet
object.

netmask The netmask. Used with net_addr to define a subnet object.

In the figure, the administrator wants to add specific 10.0.0.0/24 hosts to the Inside Eng object

group. The object group Inside Eng is defined first. In the subcommand mode, the individual

hosts are added to the group, hosts 10.0.0.1 and 10.0.0.2.
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Configuring Service Object Groups

LISCD i
Host_Services
-HTTP —
&= -H1TPS .
FTP =~ Inside_Eng
192.168.0.0 —
- Intinet)’ @ g __ 10.0.0.0/24
“— Inside_Mktg
—
DMZ —

pixfirewall(config)#

object-group service grp id {tcp | udp | tep-udp} |

« Assigns a name to a Service group and enables the Service subcommand
mode

pixfirewall (config)# object-group service Host_ Services tcp
pixfirewall (config-service)# port-object eq http

pixfirewall (config-service) # port-object eq https

pixfirewall (config-service)# port-object eq ftp

©2004, Cisco Systems, Inc. Al rights reserved. CSPFA3.2—8-11

To configure a Service object group, first enter the object-group service command to name the
Service object and enable the Service object subcommand mode. Using the tcp option specifies
that the Service object group contains ports that are used for TCP only. Using the udp option
specifies that the Service object group contains ports that are used for UDP only. Using the tcp-
udp option specifies that the Service object group contains ports that are used for both TCP and
UDP.

Once inside the subcommand mode, you can use the port-object command to add a TCP or
UDP port number to the Service object group. You can also add a range of TCP or UDP port
numbers to the Service object group.

The syntax for the port-object commands is as follows:

port-object eq service

port-object range begin_service end_service

eq Keyword indicating “equal to.”

service The decimal number or name of a TCP or UDP port for a
particular service object.

range Keyword indicating that the range parameters follow.

begin_service The decimal number or name of a TCP or UDP port that is the

beginning value for a range of services.

end_service The decimal number or name of a TCP or UDP port that is the
ending value for a range of services.

In the figure, the administrator wants each Inside Eng host to have outbound HTTP, HTTPS,
and FTP protocol capabilities. An object-group, Host_Services, is defined. Individual
protocols, HTTP, HTTPS, and FTP, are added in the subcommand mode.
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Note The protocol type of a service group object and the protocol type of the ACE to which it is
associated must match. For example, if the service group Host_Service is created for tcp
services, this object can only be associated with an ACE (permit or deny) that also refers to
tcp services: pixfirewall(config)# access-list inside permit tcp object-group Inside_Eng any
object-group Host_Services.
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Adding Object Groups to an AC
|

CISco.oom

Host_Services
* .
Inside_Eng — Inside Eng
; —. B
\ - [y —: =)
192.168.0.0 @ —
_ Internet e @ 9 . 10.0.0.0/24
- [ ]
—
1 — Inside_Mktg
L ]
—
DMZ 10.0.1.0/24

pixfirewall(config)#

access-list acl ID line line-num {deny | permit}
protocol source addr source mask [operator
portlport]] destination addr destination mask
[operator port [port]l]

» Permits outbound Engineering HTTP, HTTPS, and FTP traffic

pixfirewall (config)# access-list inside permit tcp
object-group Inside Eng any object-group Host Services

©2004, Cisco Systems, Inc. Al rights reserved.
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The last step is to add the object groups to an ACL. In the figure, Inside Eng and
Host_Services are defined within the ACL statement. Hosts within the Inside Eng group can
access outbound any host with the protocols defined within the Host _Services object group.
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Configuring Protocol Object Groups
.

=)
‘= Inside_Eng
o sz — | -
. Intifu_ 192.168.0.09 10./24
B =
ESP_Protocol — Inside_Mktg
g

10.0.1.0/24

pixfirewall(config)#

object-group protocol grp id

« Assigns a name to a Protocol group and enables the Protocol
subcommand mode

pixfirewall (config)# object-group protocol ESP Protocol

pixfirewall (config-protocol)# protocol-object 50

©2004, Cisco Systems, Inc. Al rights reserved. CSPFA32—8-13

To configure a Protocol object group, first enter the object-group protocol command to name
the Protocol object and enable the Protocol object subcommand mode. Once inside the
subcommand mode, you can use the protocol-object command to add a protocol to the current
protocol object group.

The syntax for the protocol-object command is as follows:

protocol-object protocol

protocol The numeric identifier of the specific IP protocol (1 to 254) or a
literal keyword identifier (icmp, tcp, or udp). If you wish to include
all IP protocols, use the keyword ip.
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Configuring ICMP-Type Object Groups
|

Inside_Eng
» S

192.168.0.0
_ Internet Je— @ g . 10.0.0.0/24
L b
PING =

- Echo - _!
- Echo-reply | pmz —

pixfirewall(config)#

Inside_Mktg

object-group icmp-type grp id

» Assigns a name to an ICMP-Type group and enables the ICMP-
Type subcommand mode

pixfirewall (config)# object-group icmp-type PING
pixfirewall (config-icmp-type)# icmp-object echo

pixfirewall (config-icmp-type)# icmp-object echo-reply
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To configure an ICMP-Type object group, first enter the object-group icmp-type command to
name the [CMP-Type object and enable the ICMP-Type subcommand mode. Once inside the
subcommand mode, you can use the icmp-object command to add an ICMP-Type to the object

group.
The syntax for the icmp-object command is as follows:

icmp-object icmp-type

icmp-type Numeric value or name of an ICMP message type.

The following are valid ICMP message types:
m  O0—echo-reply

m  3—destination-unreachable
m  4—source-quench

m  S5—redirect

m  6—alternate-address

m 8—echo

®  9—router-advertisement

m  10—router-solicitation

m  ]1—time-exceeded

B 12—parameter-problem

®  13—timestamp-request

®  14—timestamp-reply
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m 15—information-request

m  16—information-reply

m 17—address-mask-request
m  18—address-mask-reply

m  31—conversion-error

m  32—mobile-redirect
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Nested Object Groups

This topic explains how to configure and use nested object groups.

Nested Object Groups

e st

* Group objects; for example,
Inside_Eng, Inside_Mktg. E L]

* Nested groups; for ae
example, Inside_Networks. € B b

» Apply nested group to ACL. - \_

Elnside_Engl Inside_Mktg |
i 10000 1o.o.1.o%

Inside_Networks
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In the first topic of this lesson, you learned how to group objects to simplify the task of creating
and applying ACLs. It is also possible to group objects within a nested group. An object can be
a member of a group. For object groups to be nested, they must be of the same type, for
example, all networks/hosts, protocols, or services. In the figure, for example, the administrator
configured hosts from the 10.0.0.0/24 network to form the Inside Eng object group. The
administrator added hosts from the 10.0.1.0/24 network to form the Inside_Mktg object group.
For some ACLs, the administrator found it advantageous to combine the Inside Eng and
Inside_Mktg object groups to form the nested object group Inside Networks and apply the
nested object group, Inside Networks to selected ACLs. Hierarchical object grouping can
achieve greater flexibility and modularity for specifying access rules.

The group-object command enables you to construct hierarchical, or nested, object groups.
The difference in object groups and group objects is as follows:

B An object group is group consisting of objects.

B A group object is an object in a nested group and is itself a group.

Duplicated objects are allowed in an object group if it is due to the inclusion of group objects.
For example, if object 1 is in both group A and group B, you can define a group C which
includes both A and B. You cannot, however, include a group object, which causes the group
hierarchy to become circular. For example, you cannot have group A include group B and also
have group B include group A.
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Step 1

Step 2

Step 3

Step 4

Step 5

Configuring Nested Object Groups

Complete the following steps to configure nested
object groups:
- Step 1—Create an object group that you want to nest
within another object group, such as Inside_Eng.

- Step 2—Add the appropriate type of objects to the object
group, such as 10.0.1.0/24.

+ Step 3—Assign an identity to the object group within
which you want to nest other object groups, such as
Inside_Networks.

» Step 4—Add the first object group to the second object
group.

- Step 5—Add any other objects that are required to the
group, such as Inside_Mktg.
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Complete the following steps to configure nested object groups:

Assign a group identity to the object group that you want to nest within another object group:

pixfirewall (config)# object-group network Inside Eng
Add the appropriate type of objects to the object group:

pixfirewall (config-network)# network-object 10.0.1.0/24
pixfirewall (config-network)# network-object 10.0.2.0/24
pixfirewall (config-network)# network-object 10.0.3.0/24

Create the object group within which you want to nest another object group:
pixfirewall (config)# object-group network Inside Networks
Add the first object group to the group that will contain it:

pixfirewall (config-network)# group-object Inside_Eng

Add any other objects that are required to the group:

pixfirewall (config-network)# network-object 10.0.4.0/24

The resulting configuration of Inside Networks in this example is equivalent to the following:

pixfirewall (config-network)# network-object 10.0.1.0/24
pixfirewall (config-network)# network-object 10.0.2.0/24
pixfirewall (config-network)# network-object 10.0.3.0/24
pixfirewall (config-network)# network-object 10.0.4.0/24
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Nested Object Group Example—
Object Group Network

- Create a object group
- Inside_Eng
- Inside_Mktg
» Allow inside hosts
outbound
- HTTP
- HTTPS
- FTP

©2004, Cisco Systems, Inc. Al rights reserved.

172.16.0.0

CISco.oom

: Y
- Inthy

Inside_Mktg |
E 10010 %

Inside_Networks

CSPFA3.2—8-18

In the example in the figure, the administrator wants to enable selected hosts to establish HTTP,
HTTPS, and FTP outbound sessions. The administrator configures an object group for selected
Inside_Eng and Inside Mktg hosts. These two groups are nested inside another group,

Inside Networks. To ease configuration, the three protocols are grouped. The next pages

discuss the configuration.
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group-object Command

[ Cisco.oom

r
Inside_Eng 1

10.0.0.0 ! 10.0.1.0

pixfirewall(config-group-type)# gl
Inside_Networks

group-object object group id |

* Nests an object group within another object group

pixfirewall (config)# object-group network Inside Eng
pixfirewall (config-network) # network-object host 10.0.0.1
pixfirewall (config-network) # network-object host 10.0.0.2

pixfirewall (config-network) # exit

pixfirewall (config)# object-group network Inside Mktg
pixfirewall (config-network) # network-object host 10.0.1.1
pixfirewall (config-network) # network-object host 10.0.1.2
pixfirewall (config-network) # exit

pixfirewall (config)# object-group network Inside Networks
pixfirewall (config-network) # group-object Inside-Eng
pixfirewall (config-network) # group-object Inside-Mktg
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The group-object command is a subcommand of the object-group command and is used to

nest an object group within another object group. For object groups to be nested, they must be
of the same type. For example, you can group two or more Network object groups together, but

you cannot group a Protocol group and a Network group together.
The syntax for the group-object command is as follows:

group-object object_group id

object_group_id The group_id of an existing object group. The type of the object

groups, both child and parent, must be the same.

In the example in the figure, hosts 10.0.0.1 and 10.0.0.2 are grouped into the Inside Eng object
group. Hosts 10.0.1.1 and 10.0.1.2 are grouped into the Inside_Mktg object group. These two

object groups are combined into one nested group called Inside Networks.

Copyright "= 2004, Cisco Systems, Inc.
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Nested Object Group Example—
Object Group Services

CISco.oom

A
_ Internet

~

172.16.0.0 @ I

pixl (config)# object-group service E— .
Host_Services tcp B DMZ Host_Services
pixl (config-service)# port-object eq http L -HTTP
pixl (config-service)# port-object eq https . — - HTTPS
pixl (config-service)# port-object eq ftp E = ‘ -FTP
Inside_Eng | Inside_Mktg l
10.0.0.0 10.0.1.0 &9
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In the example in the figure, three protocols are combined into one Services object group. All

the hosts in Inside_Eng and Inside Mktg have the same protocol privileges. It is easier to group
the protocols than add them to ACLs individually.
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Apply Nested Object Group to ACL
I

Internet

* Allow all inside hosts outbound

-HTTP

_HTTPS 172.16.0.0 @

-FTP
pixfirewall (config)# access-list —— DMZ
aclin permit tcp object-group !
Inside Networks any object-group 9
Host Services E_

Pmm e e e e e
iInside_Eng | i Inside_Mktg |

10.0.0.0 G Ho 1001068

Inside_Networks
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You must use the keyword object-group before the object group name to use object groups in
your ACLs. An object group cannot be removed or emptied if it is currently being used in an
access list command. In the figure, all hosts in the Inside Networks nested group are permitted
to access any host via the services in the Host Services group.

When used with object grouping, the syntax for the access-list commands is as follows:

access-list ac/_ID {deny | permit} object-group protocol_obj grp_id object-group network_obj grp_id [object-
group service_obj_grp_id] object-group network_obj _grp_id [object-group service_obj grp_id]

access-list ac/_ID {deny | permit} icmp object-group network_obj _grp_id object-group network_obj grp id
licmp_type | object-group icmp_type_obj grp id]

acl_ID Name of an access list. You can use either a name or a number.

deny When used with the access-group command, the deny option
prohibits a packet from traversing the PIX Firewall.

permit When used with the access-group command, the permit option
selects a packet to traverse the PIX Firewall.

object-group Specifies an object group.

protocol_obj grp_id Name of an existing protocol object group.

network_obj grp_id Name of an existing network object group.

service_obj_grp_id Name of an existing service object group.

icmp Specifies that the access lists permits or denies icmp.

icmp_obj grp_id Name of an existing icmp-type object group.
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Multiple Object Groups in ACLs

I Cisco.oom
pixfirewall (config)# show static chicago (config)# show object-group
static(dmzl,outside)192.168.1.10 object-group network REMOTES

172.16.0.1 netmask 255.255.255.255 network-object host 172.30.0.50

network-object host 172.30.0.51
object-group network DMZ1

i i network-object host 192.168.1.10
static(dmz2,outside)192.168.2.10 network-object host 192.168.1.12
172.16.1.1 netmask 255.255.255.255

static(dmzl,ocutside)192.168.1.12
172.16.0.2 netmask 255.255.255.255

object-group network DMZ2
network-object host 192.168.2.10
object-group network ALL DMZ
group-object DMZ1
group-object DMZ2
object-group service BASIC
port-object eqg http
port-object eq smtp

DMZ1 ’192.168.0.0‘ DMZ2
EE D e 7
.2 A A2
&,
121600 S0 | pixfirewall (config)# access-list
aclout permit tcp object-group
10.0.0.0 REMOTES object-group ALL DMZ
e — object-group BASIC
0 0 0050
1 2 3 4 5
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In the figure, object groups are configured so that one ACL entry enables remote hosts
172.30.0.50 and 172.30.0.51 to initiate HTTP and SMTP connections to DMZ1 and DMZ2
hosts in the ALL._DMZ nested group. With object grouping, one ACL entry is required.
Without object grouping the following ACL entries would be required.

access-list outside permit tcp host 172.30.0.50 host 192.168.1.10 eq
http

access-list outside permit tcp host 172.30.0.50 host 192.168.1.10 eq
smtp

access-list outside permit tcp host 172.30.0.51 host 192.168.1.10 eq
http

access-list outside permit tcp host 172.30.0.51 host 192.168.1.10 eq
smtp

access-list outside permit tcp host 172.30.0.50 host 192.168.1.12 eq
http

access-list outside permit tcp host 172.30.0.50 host 192.168.1.12 eq
smtp

access-list outside permit tcp host 172.30.0.51 host 192.168.1.12 eq
http

access-list outside permit tcp host 172.30.0.51 host 192.168.1.12 eq
smtp

access-list outside permit tcp host 172.30.0.50 host 192.168.2.10 eq
http

access-list outside permit tcp host 172.30.0.50 host 192.168.2.10 eq
smtp

access-list outside permit tcp host 172.30.0.51 host 192.168.2.10 eq
http

access-list outside permit tcp host 172.30.0.51 host 192.168.2.10 eq
smtp
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Displaying Configured Object Groups

pixfirewall(config)#

show object-group [protocol | service | icmp-type |
network]

- Displays object groups in the configuration

pixfirewall# show object-group
object-group network DMZ1l
network-object host 192.168.1.10
network-object host 192.168.1.12
object-group network DMZ2
network-object host 192.168.2.10
object-group network ALL DMZ
group-object DMZ1l
group-object DMZ2
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Use the show object-group command to display a list of the currently configured object
groups. The PIX Firewall displays defined object groups by their grp_id when the show object-
group id grp_id command form is entered, and by group type when the show object-group
command is entered with the protocol, service, icmp-type, or network option. When you enter
show object-group without a parameter, all defined object groups are shown.

The syntax for the show object-group command is as follows:
show object-group [protocol | service | icmp-type | network]

show object-group id grp_id

protocol Instructs the PIX Firewall to display protocol object groups.
service Instructs the PIX Firewall to display service object groups.
icmp-type Instructs the PIX Firewall to display icmp-type object groups.
network Instructs the PIX Firewall to display network object groups.
id Instructs the PIX Firewall to display the object group specified by
object_grp_id.

grp_id The name of a previously defined object group.

Note The show config and write commands display ACLs as configured with the object group

names. However, the show access-list command displays the ACEs expanded into
individual statements within their object groupings.
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""""""""""""""""""""""""""""""""" e
pixfirewall(config)#
| no object-group service grp id tcp | udp | tep-udp |
+ Removes a specific service object group

pixfirewall(config)#

| no object-group protocol | network | icmp-type grp id |

- Removes a specific protocol, network, or icmp-type object group

pixfirewall(config)#

clear object-group [protocol | service | icmp-type |
network]

- Removes all object groups or all object groups of a specific type

pixfirewall (config)# no object-group network ALL DMZ

pixfirewall (config)# clear object-group protocol

©2004, Cisco Systems, Inc. Al rights reserved. CSPFA32—8-24

Any object group command can be removed with its no form. Use the no object-group
command to remove a specific object group.

The syntax for the no object-group commands is as follows:
no object-group service grp_id {tcp | udp | tcp-udp}

no object-group { protocol | network | icmp-type} grp id

service Instructs the PIX Firewall to remove service object groups.

grp_id The name of a previously defined object group that you want to
remove.

tcp Specifies that the service object group contains ports that are
used for TCP only.

udp Specifies that the service object group contains ports that are
used for UDP only.

tcp-udp Specifies that the service object group contains ports that are
used for both TCP and UDP.

protocol Instructs the PIX Firewall to remove protocol object groups.

network Instructs the PIX Firewall to remove network object groups.

icmp-type Instructs the PIX Firewall to remove icmp-type object groups.

The clear object-group command can be used to remove all object groups or all object groups
of a specific type. When entered without a parameter, the clear object-group command
removes all defined object groups that are not being used in a command. Using the protocol,
service, icmp-type, or network parameter removes all defined object groups that are not being
used in a command for that group type only. An object group cannot be removed if it is part of
an active ACL and its removal would result in the ACL becoming incomplete or invalid.
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The syntax for the clear object-group command is as follows:

clear object-group /grp_type]
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Summary

This topic summarizes what you have learned in this lesson.

Summary

* You can group network objects, services, protocols, and
ICMP message types to reduce the number of ACEs
required to implement your security policy.

* The main object grouping command, the
object-group command, names your object group and
enables a subcommand mode for the type of object you
specify.

- Members of an object group are defined in its
subcommand mode.

 Hierarchical object grouping enables greater flexibility
and modularity for specifying entries within ACLs.
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Lab Exercise—Configure Object Groups

Complete the following lab exercise to practice what you learned in this lesson.

Objectives

In this lab exercise you will complete the following tasks:
m  Configure a service object group.

m  Configure an ICMP-Type object group.

m  Configure a nested server object group.

m  Configure an inbound ACL with object groups.

m  Configure web and ICMP access to the inside host.

m  Test and verify the inbound ACL.
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Visual Objectives

The following figure displays the configuration you will complete in this lab exercise.

Lab Visual Objective

Web/FTP
CSACs

Web/FTP
CSACs

Local: 10.0.P.11 (—=1¥
Student PC

Student PC

©2004, Cisco Systems, Inc. All rights reserved.
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' F || ’
WebFTP | | 0 16P.0 ’ irewal Flrewall , 172.16.Q.0 Web/FTP
|10 0.P.0 10.0.Q.0|
i.100 | | .100 i
RTS G : : & RTS
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Task 1—Configure a Service Object Group

Complete the following steps to configure a service group containing HTTP and FTP:

Step 1
enables the service object subcommand mode:

Create a TCP service group named MYSERVICES. This step assigns a name to the group and

pixP(config)# object-group service MYSERVICES tcp

Step2 Add HTTP and FTP to the service object group:

pixP(config-service) # port-object eq http
pixP(config-service)# port-object eq ftp

Step3  Return to configuration mode:

pixP (config-network) # exit

Step4  Verify that the object group has been configured success

pixP (config) #ishow object-group
object-group service MYSERVICES tcp
port-object eq www

port-object eq ftp

fully:
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Task 2—Configure an ICMP-Type Object Group

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Complete the following steps to configure an ICMP-Type group:

Create an ICMP-Type object group named PING to assign a name to the group and enable the

ICMP-Type subcommand mode:
pixP(config)# object-group icmp-type PING
Add ICMP echo to the ICMP-Type object group:
pixP(config-icmp-type)# icmp-object echo
Add ICMP echo-reply to the ICMP-Type object group:
pixP(config-icmp-type)# icmp-object echo-reply
Add ICMP unreachable messages to the ICMP-Type object group:
pixP (config-icmp-type) # icmp-object unreachable
Return to configuration mode:
pixP(config-icmp-type) # exit
Verify that the object group has been configured successfully:
pixP(config)# show object-group
object-group service MYSERVICES tcp

port-object eq www

port-object eq ftp
object-group icmp-type PING

icmp-object echo

icmp-object echo-reply

icmp-object unreachable

Task 3—Configure a Nested Server Object Group

Step 1

Step 2

Step 3

Step 4

Step 5

Complete the following steps to nest an object group within another object group:
Create a network object group named FTPSERVERS:

pixP(config)# object-group network FTPSERVERS

Add your bastion host to the object group:

pixP (config-network) # network-object host 192.168.P.11
(where P = pod number)

Return to configuration mode:

pixP (config-network) # exit

Create a network object group named ALLSERVERS:

pixP(config)# object-group network ALLSERVERS

Nest the FTPSERVERS group within the ALLSERVERS group:

pixP (config-network) # group-object FTPSERVERS
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Step 6 Add the following servers to the ALLSERVERS group:
m 192.168.P.10
m 192.168.P.6
m 192.168.P.7
pixP (config-network) # network-object host 192.168.P.10
pixP (config-network) # network-object host 192.168.P.6
pixP (config-network) # network-object host 192.168.P.7

(where P = pod number)

Step 7  Verify that the object group has been configured successfully:

pixP (config-network) # show object-group
object-group service MYSERVICES tcp
port-object eq www
port-object eq ftp
object-group icmp-type PING
icmp-object echo
icmp-object echo-reply
icmp-object unreachable
object-group network FTPSERVERS
network-object host 192.168.P.11
object-group network ALLSERVERS
group-object FTPSERVERS
network-object host 192.168.P.10
network-object host 192.168.P.6
network-object host 192.168.P.7

(where P = pod number)

Task 4—Configure an Inbound ACL with Object Groups
Complete the following steps to configure an inbound ACL to do the following:
m  Allow inbound web traffic from a peer pod’s network to your bastion host.

m  Allow inbound fip traffic from a peer pod’s internal host to your bastion host.

Step1 Remove the ACLs you configured in the previous lab exercise. Notice that entering the clear
access-list command takes you back to configuration mode.

pixP (config-network) # clear access-list
Step2 Verify that all ACLs have been removed:
pixP(config)# show access-list

Step3  Test web access to your peer pod’s bastion host by completing the following sub-steps. You
should be unable to access your peer’s bastion host.

1. Open a web browser on your student PC.
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Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

2. Use the web browser to access the bastion host of your peer pod group by entering
http://192.168.Q.11.

(where Q = peer pod number)

Test web access to the inside host of your peer’s pod by completing the following sub-steps.
You should be unable to access your peer’s inside host.

1. Open a web browser on your student PC.

2. Use the web browser to access the inside host of your peer pod group by entering
http://192.168.Q.10.

(where Q = peer pod number)

From your FTP client, test FTP access to your peer pod’s bastion host. You should be unable to
access your peer’s bastion host via FTP.

Start>Run>ftp 192.168.Q.11
(where Q = peer pod number)

Use the MYSERVICES group to create an ACL permitting inbound web and FTP access to the
bastion host:

pixP(config)# access-list ACLIN permit tcp 192.168.Q.0 255.255.255.0
object-group FTPSERVERS object-group MYSERVICES

(where Q = peer pod number)

Bind the ACL to the outside interface:

pixP(config) # access-group ACLIN in interface outside
Have a peer ping your inside host. The ping should fail.

C:\>ping 192.168.Q.10

Pinging 192.168.Q.10 with 32 bytes of data:

Request timed out.

Request timed out.

Request timed out.

Request timed out.
(where Q = peer pod number)

Have a peer ping your bastion host. The ping should fail.

C:\>ping 192.168.Q.11

Pinging 192.168.Q.11 with 32 bytes of data:
Request timed out.

Request timed out.

Request timed out.

Request timed out.

(where Q = peer pod number)
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Step 10

Step 11

Step 12

Step 13

Test web access to your peer pod’s bastion host by completing the following sub-steps. You
should now be able to access your peer’s bastion host.

1. Open a web browser on your student PC.

2. Use the web browser to access the bastion host of your peer pod group by entering
http://192.168.Q.11.

(where Q = peer pod number)

Test web access to your peer pod’s inside host by completing the following sub-steps. You
should still be unable to access your peer pod’s inside host.

1. Open a web browser on the client PC.

2. Use the web browser to access the inside host of your peer pod group by entering
http://192.168.Q.10.

(where Q = peer pod number)

From your FTP client, test FTP access to your peer pod’s bastion host. You should now be able
to access your peer’s bastion host via FTP.

Start>Run>ftp 192.168.Q.11
(where Q = peer pod number)

From your FTP client, test FTP access to your peer pod’s inside hosts. You should still be
unable to access your peer’s inside host via FTP.

Start>Run>ftp 192.168.Q.10

(where Q = peer pod number)

Task 5—Configure Web and ICMP Access to the Inside Host

Step 1

Step 2

Step 3

Step 4

Complete the following steps to configure ACLIN to do the following:
m  Permit inbound web and ICMP traffic to all hosts behind the PIX Firewall.

m  Deny all other traffic from the Internet.

Use a network hosts group to add an ACL entry permitting web traffic to all hosts behind the
PIX Firewall:

pixP(config)# access-list ACLIN permit tcp any object-group ALLSERVERS
eq www

Permit ICMP traffic to all hosts behind the PIX Firewall:

pixP(config)# access-list ACLIN permit icmp any any object-group PING
Deny all other traffic from the Internet:

pixP(config)# access-list ACLIN deny ip any any

Bind the ACL to the outside interface:

pixP(config)# access-group ACLIN in interface outside
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Step 5

Step 6

Step 7

Create an ACL to permit echo replies to the inside host from your bastion host:

pixP(config)# access-list ACLDMZ permit icmp any any object-group PING
Bind the ACL to the DMZ interface:

pixP(config)# access-group ACLDMZ in interface dmz

Display the ACLs and observe the hit counts:

pixP(config)# show access-list

access-list

ACLIN;

10 elements

access-list ACLIN line 1 permit tcp 192.168.Q.0 255.255.255.0 object-
group FTPSERVERS object-group MYSERVICES

access-list ACLIN line 1 permit tcp 192.168.Q.0 255.255.255.0 host

192.168.P.11 eq www(hitcnt=2)

access-list ACLIN line 1 permit
192.168.P.11 eq ftp(hitent=1)

access-list

access-list
(hitent=0)

access-list
(hitent=0)

access-list
(hitent=0)

access-list
(hitent=0)

access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list

access-list

ACLIN
ACLIN

ACLIN

ACLIN

ACLIN

ACLIN
ACLIN
ACLIN
ACLIN
ACLIN
ACLDMZ
ACLDMZ
ACLDMZ
ACLDMZ
ACLDMZ

line 2 permit

line

line

line

line

line
line
line
line

line

2

permit

permit

permit

permit

permit
permit
permit

permit

deny ip any

; 3 elements

line
line
line

line

1 permit
1 permit
1 permit

1 permit

tep

tep
tep

tep

tep

tep

icmp
icmp
icmp

icmp

icmp
icmp
icmp

icmp

192

any

any

any

any

any

any
any
any
any

any

(where P=pod number, and Q = peer pod number)

any
any
any

any

.168.Q.0 255.255.255.0 host

object-group ALLSERVERS eq www

host 192.168

host 192.168

host 192.168

host 192.168

any
any
any
any
(hitent=0)
any object
any
any

any

Task 6—Test and Verify the Inbound ACL

Complete the following steps to test your inbound ACL:

Step 1

Have a peer inside host ping your inside host:

C:\>ping 192.168.Q.10
Pinging 192.168.Q.10 with 32 bytes of data:

Reply from 192.168.Q.10: bytes=32 time<lOms TTL=128

Reply from 192.168.Q.10: bytes=32 time<lOms TTL=128

Reply from 192.168.Q.10: bytes=32 time<lOms TTL=128

.P.11 eq www

.P.10 eq www

.P.6 eq www

.P.7 eq www

object-group PING
echo (hitcnt=0)

echo-reply (hitcnt=0)

-group PING
echo (hitcnt=0)

unreachable (hitcnt=0)

echo-reply (hitcnt=0)

unreachable (hitcnt=0)
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Step 2

Step 3

Reply from 192.168.Q.10: bytes=32 time<lOms TTL=128
(where Q = peer pod number)

Have a peer inside host ping your bastion host:

C:\>ping 192.168.Q.11
Pinging 192.168.Q.11 with 32 bytes of data:

Reply from 192.168.Q.11: time<1lO0ms TTL=128

192.168.Q.11:

bytes=32

Reply from bytes=32 time<1l0ms TTL=128

Reply from 192.168.Q.11: time<1lO0ms TTL=128

192.168.Q.11:

bytes=32

Reply from bytes=32 time<1lOms TTL=128

(where Q = peer pod number)

From your student PC, ping your bastion host:

C:\>ping 172.16.P.2
Pinging 172.16.P.2 with 32 bytes of data:

Reply from
Reply from
Reply from
Reply from

172.
172.
172.
172.

16
16
l6.
l6.

.P.2:
.P.2:

P.2:

P.2:

bytes=32
bytes=32
bytes=32

time<1l0ms
time<1l0ms
time<1l0ms

time<1l0ms

TTL=128
TTL=128
TTL=128
TTL=128

bytes=32
(where P = pod number)

Step4 From your student PC, ping the super server:

C:\>ping 172.26.26.50
Pinging 172.26.26.50 with 32 bytes of data:
172.26.26.50:
172.26.26.50:
172.26.26.50:
172.26.26.50:

Reply from bytes=32 time<1lOms TTL=128

Reply from bytes=32 time<1lOms TTL=128

Reply from bytes=32 time<1lOms TTL=128

Reply from bytes=32 time<1lOms TTL=128

Step5 Test web access to your peer pod’s bastion host by completing the following sub-steps. You

should be able to access your peer’s bastion host.
1. Open a web browser on your student PC.
2. Use the web browser to access the bastion host of your peer pod group by entering

http://192.168.Q.11.
(where Q = peer pod number)

Step6 Test web access to your peer pod’s inside host by completing the following sub-steps. You

should now be able to access your peer pod’s inside host.
1. Open a web browser on the client PC.

2. Use the web browser to access the inside host of your peer pod group by entering
http://192.168.Q.10.

(where Q = peer pod number)
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Step7 From your FTP client, test FTP access to your peer pod’s bastion host. You should be able to

access your peer’s bastion host via FTP.

Start>Run>ftp 192.168.Q.11
(where Q = peer pod number)

Step8 From your FTP client, test FTP access to your peer pod’s inside host. You should still be unable

to access your peer’s inside host via FTP.

Start>Run>ftp 192.168.Q.10
(where Q = peer pod number)

Step9 Display the ACLs again and observe the hit counts:

pixP(config) # show access-list
access-list ACLIN; 10 elements

access-1list ACLIN line 1 permit tcp 192.168.Q.0 255.255.255.0 object-
group FTPSERVERS object-group MYSERVICES

access-1list ACLIN line 1 permit
192.168.P.11 eq www (hitcnt=4)

tcp 192.168.Q.0 255.255.255.0 host

access-1list ACLIN line 1 permit 192.168.Q.0 255.255.255.0 host

192.168.P.11 eq ftp (hitcnt=2)
ACLIN
ACLIN

tep

access-list line 2 permit tcp object-group

168

any ALLSERVERS eqg www

access-list line host 192.

(hitcent=0)

2 permit tcp any .P.11 eq www

access-list ACLIN line host 192.168

(hitcent=2)

permit tcp any .P.10 eq www

access-list ACLIN line host 192.168

(hitent=0)

permit tcp any .P.6 eq www

access-list ACLIN line host 192.168

(hitent=0)

permit tcp any .P.7 eq www

ACLIN
ACLIN
ACLIN
ACLIN
ACLIN
ACLDMZ;

access-list line permit icmp any any object-group PING

access-list line permit icmp any any echo (hitcnt=12)

access-list line permit icmp any any echo-reply (hitcnt=4)

access-list line permit icmp any any unreachable (hitcnt=0)

access-list line deny ip any any (hitcnt=3)

access-list 3 elements

access-list
access-list
access-list

access-list

ACLDMZ line
ACLDMZ line
ACLDMZ line
ACLDMZ line

1 permit
1 permit
1 permit

1 permit

icmp
icmp
icmp

icmp

any
any
any

any

any
any
any

any

object-group PING
echo (hitent=0)
echo-reply (hitcnt=8)

unreachable (hitcnt=0)
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Advanced Protocol Handling

Overview

This lesson includes the following topics:
m  Objectives

Advanced protocols

Multimedia support

Summary

Lab exercise



Objectives

This topic lists the lesson’s objectives.

Objectives

Upon completion of this lesson, you will be able to perform
the following tasks:

- Describe the need for advanced protocol handling.
- Describe the fixup protocol command.

- Describe how the PIX Firewall handles FTP, RSH, and SQL*Net
traffic.

« Configure FTP, RSH, and SQL*Net fixup protocols.
» Describe the issues with multimedia applications.

* Describe how the PIX Firewall handles RTSP and H.323
multimedia protocols.

« Configure RTSP and H.323 fixup protocols.

- Describe how the PIX Firewall supports call handling sessions
and VolP call signaling.

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—9-3
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Advanced Protocols

This topic discusses the configuration and handling of the FTP, remote shell (RSH), and SQL
protocols.

Need for Advanced Protocol Handling

* Some popular protocols or applications behave as
follows:

— Negotiate connections to dynamically assigned source or
destination ports or to IP addresses.

— Embed source or destination port or IP address information
above the network layer.

* A good firewall has to inspect packets above the
network layer and do the following as required by
the protocol or application:

— Securely open and close negotiated ports or IP addresses
for legitimate client-server connections through the firewall.

— Use NAT-relevant instances of IP addresses inside a packet.
— Use PAT-relevant instances of ports inside a packet.
— Inspect packets for signs of malicious application misuse.

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—9-5

Today, corporations that use the Internet for business transactions want to keep their internal
networks secure from potential threats. These corporations usually implement firewalls as part
of their network defense strategy. Firewalls can help protect their networks; some firewalls may
cause problems as well. For example, applications such as FTP, HTTP, multimedia, and
SQL*Net require their communications protocols to dynamically negotiate source or
destination ports or IP addresses. Some firewalls cannot participate in these dynamic protocol
negotiations, resulting in either the complete blockage of these corporate services or the need to
preconfigure static “holes” in the firewall to allow these services.

A good firewall has to inspect packets above the network layer and do the following as required
by the protocol or application:

m  Securely open and close negotiated ports or IP addresses for legitimate client-server
connections through the firewall.

m  Use Network Address Translation (NAT)-relevant instances of an IP address inside a
packet.

m  Use Port Address Translation (PAT)-relevant instances of ports inside a packet.

m Inspect packets for signs of malicious application misuse.

You can configure the Cisco PIX Firewall to inspect the required protocols, or applications, and
permit them to traverse the PIX Firewall with dynamic, stateful adjustments to the firewall’s

security policy. This enables the corporation’s networks to remain secure while still being able
to continue conducting day-to-day business.
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fixup Command
TR T T T A - -I_|1_|'-;'- T
NO FTP protocol fixup : FTP protocol fixup
—————————————————— +—-----—---—————————
Server . ! Server .

_ Client ! _ Client
»EB—L]  Floa—_I0
L~ | S

TCP S/21- C/2008 : TCP S/21- C/2008
TCP S/20- ?2?2? 1 TCP S/20- C/2010
Data Control Control Data | Data Control Control Data
port port port port 1 port port port port
20 21 2008 2010 1 20 21 2008 2010
Port 2010 : Port 2010
Port 2010 OK : Port 2010 OK
Data X 1 Data A
: | 1
1
No return port for data PIX Firewall opens return port for data

The Adaptive Security Algorithm (ASA), used by the PIX Firewall for stateful application
inspection, ensures the secure use of applications and services. Some applications require
special handling by the PIX Firewall application inspection function. Applications that require
special application inspection functions are those that embed IP addressing information in the
user data packet or that open secondary channels on dynamically assigned ports.

The application inspection function works with NAT to help identify the location of embedded
addressing information. This allows NAT to translate these embedded addresses and to update
any checksum or other fields that are affected by the translation.

The application inspection function also monitors sessions to determine the port numbers for
secondary channels. Many protocols open secondary TCP or UDP ports. The initial session on
a well-known port is used to negotiate dynamically assigned port numbers. The application
inspection function monitors these sessions, identifies the dynamic port assignments, and
permits data exchange on these ports for the duration of the specific session. In the example in
the figure, the FTP client is shown in active mode opening a control channel between its port
2008 and the FTP server port 21. When data is to be exchanged, the FTP client alerts the FTP
server through the control channel that it expects the data to be delivered back from FTP server
port 20 to its port 2010. If FTP fixup is not enabled, the return data from FTP server port 20 to
FTP client port 2010 is blocked by the PIX Firewall. With FTP fixup enabled, however, the
PIX Firewall inspects the FTP control channel to recognize that the data channel will be
established to the new FTP client port 2010 and temporarily creates an opening for the data
channel traffic for the life of the session.

The fixup command enables you to enable or disable the use of a service or protocol
throughout the PIX Firewall. The ports that you specify are those that the PIX Firewall listens
on for each respective service. You can change the port value for each service except RSH.

For the most part, there is no reason to change these port numbers. But in special circumstances
you may have a service listening on a nonstandard port number. For example, you could have
an FTP server listening on port 5000. The PIX Firewall would not recognize that port 5000 is
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being used for FTP and will block the returned FTP data connection from the server. This
problem could be resolved by adding port 5000 to the fixup protocol command: fixup
protocol fip 5000. This command enables the PIX Firewall to recognize that connections to
port 5000 should be treated in the same manner as connections to port 20.

By default, the PIX Firewall is configured to fix up the following protocols: FTP, Simple Mail
Transfer Protocol (SMTP), HTTP, RSH, Real-Time Streaming Protocol (RTSP), SQL*Net,
H.323, Internet Locator Service (ILS), Skinny Client Control Protocol (SCCP), Session
Initiation Protocol (SIP), Computer Telephony Interface Quick Buffer Encoding (CTIQBE),
and Media Gateway Control Protocol (MGCP).
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DNS Fixup

. Emom o

DNS
server _ Client

—+

| ubp A1050-> Bi53 |

53 1050
Request

Response

Monitors all UDP transactions on port 53:
» Tracks DNS request ID and opens a connection slot
- Closes connection slot immediately after answer is received
- Optionally, performs translation of embedded IP addresses
- Prior to version 6.2 — alias command
- Version 6.2 or later — DNS record translation

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—9.7

The PIX Firewall knows that Domain Name System (DNS) queries are a one-request, one-
answer conversation, so the connection slot is released immediately after a DNS answer is
received. When the DNS A record is returned, the PIX Firewall applies address translation not
only to the destination address, but also to the embedded IP address of the web server. This
address is contained in the user data portion of the DNS reply packet. As a result, a web client
on the inside network gets the address it needs to connect to the web server on the inside
network. Prior to PIX Firewall release 6.2, the PIX Firewall translated the embedded IP address
with the help of the alias command. In PIX Firewall release 6.2, PIX Firewall has full support
for NAT of embedded IP addresses within a DNS response packet. There is more on DNS
doctoring later in this lesson.

9-6 Cisco Secure PIX Firewall Advanced (CSPFA) v3.2 Copyright % 2004, Cisco Systems, Inc.



Step 1

Step 2

Step 3

Step 4

Step 5

DNS Doctoring with the alias Command

DNS server cisco.com=192.168.0.17
- Source: 172.26.26.50
N Destination: 192.168.0.20
172.26.26.0
@ 192.168.0.20 = 10.0.0.5 (Host)

10.0.0.5 —> 192.168.0.20 A 192.168.0.177 — 10.0.0.10 (DNS)
Who is www.cisco.com? 192.168.0.0 I Source: 172.26.26.50
Source: 192.168.0.20 -2 Destination: 10.0.0.5

Destination: 172.26.26.50

S
] 1o.o.o.o| A Web server

:.5 oL www.cisco.com
:

pixl(config)# nat (inside) 1 10.0.0.0 255.255.255.0

pixl(config)# global (outside) 1 192.168.0.20-192.168.0.254 netmask
255.255.255.0

pixl(config)# static (inside,outside) 192.168.0.17 10.0.0.10
pixl (config)# access-list all permit tcp any host 192.168.0.17 eg www
pixl(config)# alias (inside) 10.0.0.10 192.168.0.17 255.255.255.255

2004, Cisco Systems, Inc. Al rights reserved CSPFA3.2—9-8

The alias command translates one IP address into another. One of the main uses of this
command is DNS doctoring, which is translating the IP address embedded in a DNS response.

The example in the figure reveals how DNS doctoring is helpful and shows how to use the alias
command for this purpose. The internal web server in the example in the figure, the web server
shown for www.cisco.com, has an IP address of 10.0.0.10. Hosts on the 10.0.0.0 network
seeking to access the web server by its domain name must resolve the name by using the DNS
server on the outside interface of the PIX Firewall. This presents a problem that can be solved
by using the alias command. To gain a better understanding of this problem and its solution,
follow this sequence of events as an inside host attempts to access the web server by its
hostname:

A user at host 10.0.0.5 attempts to access www.cisco.com via the user’s web browser.

The only way the IP address of www.cisco.com can be located is through the DNS server on
the outside of the PIX Firewall, so the host sends the packet to the PIX Firewall.

Because NAT is configured for the inside network, the PIX Firewall translates the source
address from 10.0.0.5 to 192.168.0.20 and forwards the message requesting the IP address of
www.cisco.com to the DNS server.

The DNS server locates its A record for www.cisco.com and sends its DNS reply to
192.168.0.20. The reply contains the response, www.cisco.com = 192.168.0.17.

When the PIX Firewall receives the DNS response, the NAT function translates 192.168.0.20
back to 10.0.0.5, and the alias function translates the DNS reply message address of
192.168.0.17 to 10.0.0.10, and then forwards the packet to the originating host. From the
doctored IP address with the DNS response, the originating host knows that the web server is
on its own network and that it can access it directly. If the alias command did not notify the
PIX Firewall to translate the address embedded in the response, the originating host would send
the next packet back through the PIX Firewall, thinking that www.cisco.com resides on the
outside.
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Step 1

Step 2

Step 3

The following steps were taken to provide this capability:

A static command was configured to map the web server’s internal address to 192.168.0.17, a
globally routable IP address. This is necessary because the DNS server has a static mapping of
www.cisco.com to 192.168.0.17. For the DNS server to resolve the name to the IP address, the
IP address must always be the same. Furthermore, for users on the Internet to access the web
server on the inside, a static and access control list (ACL) combination must be configured.

An ACL was configured to give anyone on the Internet access to the web server on port 80.

DNS doctoring was configured. This enables the PIX Firewall to watch for DNS replies that
contain 192.168.0.17, and then replace the 192.168.0.17 address with 10.0.0.10.

When used for DNS doctoring, the alias command reads similar to the following:

“If a DNS packet destined for foreign network address is returned to
the PIX Firewall, alter the DNS packet by changing the foreign network
address to the dnat_network address.”

Note There must be an A record in the DNS zone file for the foreign network address in the alias
command.
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DNS Record Translation

cisco.com=192.168.0.17
Source: 172.26.26.50
Destination: 192.168.0.20

DNS server

172.26.26.0

10.0.0.5 =—> 192.168.0.20
Who is cisco.com?
Source: 192.168.0.20
Destination: 172.26.26.50

192.168.0.20 — 10.0.0.5 (host)
192.168.0.17 === 10.0.0.10 (DNS)
Source: 172.26.26.50

Destination: 10.0.0.5

A
192.168.0.0 I
.2

10000 I A =
o S—
http://cisco.com 5 .10
. Web server
Web client .
cisco.com

pixl (config)# nat (inside) 1 10.0.0.0 255.255.255.0 dmns

pixl(config)# global (outside) 1 192.168.0.20-192.168.0.254 netmask
255.255.255.0

pixl(config)# static (inside,outside) 192.168.0.17 10.0.0.10 dns
pixl (config)# access-list all permit tcp any host 192.168.0.17 eg www

© 2004, Cisco Systems, Inc. Al rights reserved. CSPFA32—99

Cisco PIX Firewall Software Version 6.2 introduces full support for NAT of DNS messages
originating from either inside (more secure) or outside (less secure) interfaces.

This means that if a client on an inside network requests DNS resolution of an inside address
from a DNS server on an outside interface, the DNS A record is translated correctly. It is no
longer necessary to use the alias command to perform DNS doctoring. The PIX Firewall
translates the DNS A record on behalf of the alias command.

In the figure, the client on the inside network issues an HTTP request to server 10.0.0.10, using
its hostname cisco.com. The PIX Firewall translates the web client’s nonroutable source
address in the IP header and forwards the request to the DNS server on its outside interface.
When the DNS A record is returned, the PIX Firewall applies address translation not only to the
destination address, but also to the embedded IP address of the web server. This address is
contained in the user data portion of the DNS reply packet. As a result, the web client on the
inside network gets the address it needs to connect to the web server on the inside network.
NAT of DNS messages is implemented in both the nat and static commands:

nat [(interface)] id address |netmask |outside] [dns] [norandomseq] [timeout hh:mm:ss| [connection_limit
lem_limit]]]

static [(prenat-interface, postnat-interface)| {mapped_address| interface} real_address [dns]| [netmask mask]
[norandomseq] [connection_limit [em_limit]]
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Active Mode FTP
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2004, Cisco Systems, Inc. All rights reserved. I SPFA 3.2—9-10

Active mode FTP uses two channels for communications. When a client starts an FTP
connection, it opens a TCP channel from one of its high-order ports to port 21 on the server.
This is referred to as the command channel. When the client requests data from the server, it
tells the server to send the data to a given high-order port. The server acknowledges the request
and initiates a connection from its own port 20 to the high-order port that the client requested.
This is referred to as the data channel.

Because the server initiates the connection to the requested port on the client, it was difficult in
the past to have firewalls allow this data channel to the client without permanently opening port
20 connections from outside servers to inside clients for outbound FTP connections. This
created a potential vulnerability by exposing clients on the inside of the firewall. Protocol
fixups have resolved this problem.

For FTP traffic, the PIX Firewall behaves in the following manner:

®  Outbound connections—When the client requests data, the PIX Firewall opens a temporary
inbound opening for the data channel from the server. This opening is torn down after the
data is sent.

m  Inbound connections:

—  Ifan access control list (ACL) exists allowing inbound connections to an FTP
server, and if all outbound TCP traffic is implicitly allowed, no special handling is
required because the server initiates the data channel from the inside.

—  Ifan ACL exists allowing inbound connections to an FTP server, and if all outbound
TCP traffic is not implicitly allowed, the PIX Firewall opens a temporary opening
for the data channel from the server. This opening is torn down after the data is sent.
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Passive Mode FTP

* PFTP uses two channels:

— Client-initiated command
connection (TCP)

— Client-initiated data connection
(TCP)

* For outbound connections, the PIX
Firewall handles PFTP as follows:

— If outbound traffic is allowed, no
special handling is required.

— If outbound traffic is not allowed,
it opens an outbound port for the
data channel.

* For inbound connections if an FTP
ACL exists, the PIX Firewall opens an
inbound port for the data channel.

© 2004, Cisco Systems, Inc. Al rights reserved.
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Passive mode FTP (PFTP) also uses two channels for communications. The command channel
works the same as in a active mode FTP connection, but the data channel setup works
differently. When the client requests data from the server, it asks the server if it accepts PFTP

connections. If the server accepts PFTP connections, it sends the client a high-order port

number to use for the data channel. The client then initiates the data connection from its own

high-order port to the port that the server sent.

Because the client initiates both the command and data connections, early firewalls could easily
support outbound connections without exposing inside clients to attack. Inbound connections,
however, proved more of a challenge. The FTP protocol fixup resolved this issue.

For PFTP traffic, the PIX Firewall behaves in the following manner:

m  Outbound connections:

—  Ifall outbound TCP traffic is implicitly allowed, no special handling is required
because the client initiates both the command and data channels from the inside.

—  Ifall outbound TCP traffic is not implicitly allowed, the PIX Firewall opens a

temporary opening for the data channel from the client. This opening is torn down

after the data is sent.

m  Inbound connections—If an ACL exists allowing inbound connections to a PFTP server,
when the client requests data, the PIX Firewall opens a temporary inbound opening for the
data channel initiated by client. This opening is torn down after the data is sent.

Copyright "= 2004, Cisco Systems, Inc.
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FTP Fixup Configuration

o
i Client Server 1 Server
Active mode _ 1 Cllent
‘Ju , FPFTP Ju
2010 2008  Inbound o | 1490 21 Outbound 2008 2010
Pove® ! ﬂLl
1
Port 2010 OK 1 Passive OK port 1490
| >
P Data 1 Data
I | ) I

pixfirewall (config)#

fixup protocol ftp [strict] port [-port] |

« Use FTP fixup to change port numbers (default = 21).
* When FTP fixup is disabled:
— Outbound active mode FTP will not work.
— Inbound active mode FTP will work if ACL exists.
— Outbound PFTP will work if not explicitly disallowed.
— Inbound PFTP will not work.

pixfirewall (config)# fixup protocol ftp 2021

© 2004, Cisco Systems, Inc. Al rights reserved. CSPFA32—9-12

By default, the PIX Firewall inspects port 21 connections for FTP traffic. If you have FTP
servers using ports other than port 21, you need to use the fixup protocol ftp command to have
the PIX Firewall inspect these other ports for FTP traffic.

The fixup protocol ftp command causes the PIX Firewall to do the following for FTP traffic
on the indicated port:

m  Perform NAT or PAT in packet payload.

®  Dynamically create openings for FTP data connections.

m  Log FTP commands (when Syslog is enabled).

The strict option to the fixup protocol ftp command prevents web browsers from sending

embedded commands in FTP requests. Each FTP command must be acknowledged before a
new command is allowed. Connections sending embedded commands are dropped.

Use the no form of the command to disable the inspection of traffic on the indicated port for
FTP connections. If the fixup protocol ftp command is not enabled for a given port, then:
m  Outbound active mode FTP will not work properly on that port.

®  Outbound PFTP will work properly on that port as long as outbound traffic is not explicitly
disallowed.

m  Inbound active mode FTP will work properly on that port if an ACL to the inside server
exists.

m  Inbound PFTP will not work properly on that port.

Using the no fixup protocol ftp command without any arguments causes the PIX Firewall to
clear all previous fixup protocol ftp assignments and set port 21 back as the default.
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The syntax for the fixup protocol ftp command is as follows:
fixup protocol ftp [strict] port [-port]

no fixup protocol ftp [strict] [port [-port]]

strict Prevents web browsers from sending embedded commands in
FTP requests.

port [-porf] Single port or port range for which the PIX Firewall will inspect
FTP connections.
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Remote Shell

* RSH uses two channels:

— Client-initiated command
connection (TCP).

— Server-initiated standard error
connection (TCP).

* For outbound connections, the PIX
Firewall opens an inbound port for
standard error output.

* For inbound connections if an RSH
ACL exists, the PIX Firewall handles
RSH as follows:

— If outbound traffic is allowed, no
special handling is required.

— If outbound traffic is not
allowed, it opens the outbound
port for standard error output.

© 2004, Cisco Systems, Inc. Al rights reserved.
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Remote shell (RSH) uses two channels for communications. When a client first starts an RSH
connection, it opens a TCP channel from one of its high-order ports to port 514 on the server.
The server opens another channel for standard error output to the client.

For RSH traffic, the PIX Firewall behaves in the following manner:

®  Outbound connections—When standard error messages are sent from the server, the PIX
Firewall opens a temporary inbound opening for this channel. This opening is torn down

when no longer needed.

®  Inbound connections:

If an ACL exists allowing inbound connections to an RSH server, and if all
outbound TCP traffic is implicitly allowed, no special handling is required because
the server initiates the standard error channel from the inside.

If an ACL exists allowing inbound connections to an RSH server, and if all
outbound TCP traffic is not implicitly allowed, the PIX Firewall opens a temporary
opening for the standard error channel from the server. This opening is torn down
after the messages are sent.
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pixfirewall (config)#

fixup protocol rsh port [-port]

+ Defines ports for RSH connections (default = 514)—Dynamically opens a
port for RSH standard error connections.

+ If RSH fixup is disabled:
— Inbound RSH will work if ACL exists.
— Outbound RSH will not work.

pixfirewall (config)# fixup protocol rsh 1540

©2004, Cisco Systems, Inc. Al rights reserved. CSPFA32—9-14

By default, the PIX Firewall inspects port 514 connections for RSH traffic. If you have RSH
servers using ports other than port 514, you need to use the fixup protocol rsh command to
have the PIX Firewall inspect these other ports for RSH traffic.

The fixup protocol rsh command causes the PIX Firewall to dynamically create openings for
RSH standard error connections for RSH traffic on the indicated port.

Use the no form of the command to disable the inspection of traffic on the indicated port for
RSH connections. If the fixup protocol rsh command is not enabled for a given port, then:

®  Outbound RSH will not work properly on that port.
m  Inbound RSH will work properly on that port if an ACL to the inside server exists.

Using the no fixup protocol rsh command without any arguments causes the PIX Firewall to
clear all previous fixup protocol rsh assignments and set port 514 back as the default.

The syntax for the fixup protocol rsh command is as follows:
fixup protocol rsh port [-port]

no fixup protocol rsh [port [-port]]

port [-porf] Single port or range of ports for which the PIX Firewall inspects
RSH connections.
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SQL*Net

« Initially the client connects to a
well-known port on the server.

— Oracle uses port 1521.

— IANA-compliant applications
use port Gg. i

» The server may assign another port
or another host to serve the client.

» For outbound connections, the PIX
Firewall handles SQL*Net
connections as follows:

— If outbound traffic is allowed,
no special handling is required.
— If outbound traffic is not
allowed, it opens an outbound
port for a redirected channel.
» For inbound connections if an ACL
exists, the PIX Firewall opens an

inbound port for a redirected
channel.

© 2004, Cisco Systems, Inc. Al rights reserved.
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SQL*Net only uses one channel for communications but it could be redirected to a different
port, and even more commonly to a different secondary server altogether. When a client starts
an SQL*Net connection, it opens a standard TCP channel from one of its high-order ports to
port 1521 on the server. The server then proceeds to redirect the client to a different port or IP
address. The client tears down the initial connection and establishes the second connection.

For SQL*Net traffic, the PIX Firewall behaves in the following manner:

m  Outbound connections:

—  Ifall outbound TCP traffic is implicitly allowed, no special handling is required
because the client initiates all TCP connections from the inside.

— Ifall outbound TCP traffic is not implicitly allowed, the PIX Firewall opens an ACL
for the redirected channel between the server and the client.

m  Inbound connections—If an ACL exists allowing inbound connections to an SQL*Net
server, the PIX Firewall opens an inbound opening for the redirected channel.
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SQL"Net Fixup Configuration

Lisco.oom

Client - Server Server _ Client
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2008 Inbound 1521 1030 1030 1521 outbound 2008
TCP: Connection request _TCP: Connection request
__Redirect port = 1030 Redirect port = 1030 _
TCP: Tear down _ . TCP: Tear down -

TCP: Connection request TCP: Connection request

pixfirewall (config)#

fixup protocol sqlnet port [-port]

+ Defines ports for SQL*Net connections (default = 1521):

— Use the fixup command to change the port number

— Oracle uses port 1521—IANA-compliant applications use port 66.
+ If disabled:

— Outbound SQL*Net is allowed if not explicitly disallowed.

— Inbound SQL*Net is disallowed.

pixfirewall (config)# fixup protocol sglnet 66 |

©2004, Cisco Systems, Inc. Al rights reserved. CSPFA32—9-16

By default, the PIX Firewall inspects port 1521 connections for SQL*Net traffic. If you have
SQL*Net servers using ports other than port 1521, you must use the fixup protocol sqlnet
command to have the PIX Firewall inspect these other ports for SQL*Net traffic.

The fixup protocol sqlnet command causes the PIX Firewall to do the following for SQL*Net
traffic on the indicated port:

m  Perform NAT in packet payload.

m  Dynamically create openings for SQL*Net redirected connections.

Use the no form of the command to disable the inspection of traffic on the indicated port for

SQL*Net connections. If the fixup protocol sqlnet command is not enabled for a given port,
then:

®  Outbound SQL*Net will work properly on that port as long as outbound traffic is not
explicitly disallowed.

m  Inbound SQL*Net will not work properly on that port.

Using the no fixup protocol sqlnet command without any arguments causes the PIX Firewall
to clear all previous fixup protocol sqlnet assignments and set port 1521 back as the default.

The syntax for the fixup protocol sqlnet command is as follows:
fixup protocol sqlnet| port[-port]]

no fixup protocol sqlnet [port]-port]]

port[-porf] Single port or port range that the PIX Firewall inspects for
SQL*Net connections.
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Multimedia Support

This topic discusses multimedia: advantages and application supports, H.323 support, and
important multimedia configurations.

Why Multimedia Is an Issue

* Multimedia applications
behave in unique ways:
— Use dynamic ports = =

. . TCP or UDP
— Transmit request using request

TCP and get responses
in UDP or TCP ‘; T
- g

— Use same port for

source and destination
» The PIX Firewall:
— Dynamically opens and
closes ports for secure |:| |:| B
a b 57 additional

multimedia connections

— Supports multimedia UDP or TCP

with or without NAT high ports
may be opened.
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Multimedia applications may transmit requests on TCP, get responses on UDP or TCP, use
dynamic ports, use the same port for source and destination, and so on. Every application
behaves in a different way. Implementing support for all multimedia applications using a single
secure method is very difficult. Two examples of multimedia applications follow:

m  RealAudio—Sends the originating request to TCP port 7070. The RealAudio server replies
with multiple UDP streams anywhere from UDP port 6970 through 7170 on the client
machine.

m  CUseeMe client—Sends the originating request from TCP port 7649 to TCP port 7648.
The CUseeMe datagram is unique in that it includes the legitimate IP address in the header
as well as in the payload, and sends responses from UDP port 7648 to UDP port 7648.

The PIX Firewall dynamically opens and closes UDP ports for secure multimedia connections.
You do not need to open a large range of ports, which creates a security risk, or have to
reconfigure any application clients.

Also, the PIX Firewall supports multimedia with or without NAT. Many firewalls that cannot
support multimedia with NAT limit multimedia usage to only registered users, or require
exposure of inside IP addresses to the Internet. Lack of support for multimedia with NAT often
forces multimedia vendors to join proprietary alliances with firewall vendors to accomplish
compatibility for their applications.
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Real-Time Streaming Protocol

. Cisco.qoe
* Real-time audio and video * RTSP-TCP-only mode does not
delivery protocol uses one TCP require special handling by the
and two UDP channels. PIX Firewall.
* Transport options: » Supported applications:
— RTP — Cisco IPITV
- RDT — Apple QuickTime 4
» Sync or resend channel: — RealNetworks:
— RTCP * RealAudio
— UDP resend * RealPlayer

» RealServer

* RDT multicast not
supported
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Real-Time Streaming Protocol (RTSP) is a real-time audio and video delivery control protocol
used by many popular multimedia applications. It uses one TCP channel and multiple UDP
channels. The TCP channel is the control channel and is used to negotiate the UDP delivery
channels depending on the transport mode, Real-Time Transport Protocol (RTP) or Session
Description Protocol (SDP) that is configured on the client. RTSP applications use the well-
known port 554, usually TCP, and rarely UDP. The PIX Firewall supports only TCP.

The first UDP channel is the data connection and may use one of the following transport
modes:
m RTP
m  RealNetworks Real Data Transport (RDT)
The second UDP channel is a data connection feedback channel, and it may use one of the
following modes:
m RTCP
m  UDP Resend
RTSP supports a TCP-only mode. This mode contains only one TCP connection, which is used
as the control and data channels. Because this mode contains only one constant standard TCP
connection, no special handling by the PIX Firewall is required.
The following are RTSP applications supported by the PIX Firewall:
m  Cisco IP/TV
m  Apple QuickTime 4
m  RealNetworks
—  RealAudio
—  RealPlayer
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— RealServer

Note RealNetworks RDT multicast is not supported.
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Standard RTP Mode

- In standard RTP mode, RTP ser = Client
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In standard RTP mode, the following three channels are used by RTSP:
m  TCP control channel—Standard TCP connection initiated from the client to the server.

m  RTP data channel—Simplex (unidirectional) UDP session used for media delivery using
the RTP packet format from the server to the client. The client’s port is always an even
numbered port.

m  RTCP reports—Duplex (bidirectional) UDP session used to provide synchronization
information to the client and packet loss information to the server. The RTCP port is
always the next consecutive port from the RTP data port.

For standard RTP mode RTSP traffic, the PIX Firewall behaves in the following manner:

®  Outbound connections—After the client and the server negotiate the transport mode and the
ports to use for the sessions, the PIX Firewall opens temporary inbound dynamic openings
for the RTP data channel and RTCP report channel from the server.

m  Inbound connections:

—  Ifan ACL exists allowing inbound connections to an RTSP server, and if all
outbound UDP traffic is implicitly allowed, no special handling is required since the
server initiates the data and report channel from the inside.

—  Ifan ACL exists allowing inbound connections to an RTSP server, and if all
outbound TCP traffic is not implicitly allowed, the PIX Firewall opens temporary
dynamic openings for the data and report channels from the server.
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RealNetworks RDT Mode
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In RealNetworks RDT mode, the following three channels are used by RTSP:
m  TCP control channel—Standard TCP connection initiated from the client to the server.

m  UDP data channel—Simplex (unidirectional) UDP session used for media delivery using
the standard UDP packet format from the server to the client.

m  UDP resend—Simplex (unidirectional) UDP session used for the client to request that the
server resend lost data packets.

For RealNetworks RDT mode RTSP traffic, the PIX Firewall behaves in the following manner:
®  Outbound connections:

—  If outbound UDP traffic is implicitly allowed, and after the client and the server
negotiate the transport mode and the ports to use for the session, the PIX Firewall
opens temporary inbound openings for the UDP data channel from the server.

—  If outbound UDP traffic is not implicitly allowed, and after the client and the server
negotiate the transport mode and the ports to use for the session, the PIX Firewall
opens a temporary inbound opening for the UDP data channel from the server and a
temporary outbound opening for the UDP resend channel from the client.

m  Inbound connections:

—  Ifan ACL exists allowing inbound connections to an RTSP server, and if all
outbound UDP traffic is implicitly allowed, the PIX Firewall opens a temporary
inbound opening for the UDP resend from the client.

— If an ACL exists allowing inbound connections to an RTSP server, and if all
outbound TCP traffic is not implicitly allowed, the PIX Firewall opens temporary
opening for the UDP data and UDP resend channels from the server and client,
respectively.
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RTSP Fixup Conflguratlon

""""""""""""""""""""""""""""""""" — Ciscooom
CI ient Se:rver Server _ CI ient
2008 Inbound 554 Outbound 2008
TCP: Control ~ | TCP: Control
Setup Setup
transport= x-real-rdt/udp transport= x-real-rdt/ur{p
| upP:Data UDP: Data R
) UDP: Resend ~ I I P UDP: Resend -

pixfirewall (config)#

fixup protocol rtsp port [-port]

+ By default, the PIX Firewall inspects RTSP connections.
« RTSP dynamically opens UDP connections as required.
- If disabled:
— UDP transport modes are disallowed.
— TCP transport modes are allowed (TCP connection rules apply).

pixfirewall (config)# fixup protocol rtsp 554

©2004, Cisco Systems, Inc. Al rights reserved. CSPFA32—9-22

By default, the PIX Firewall inspects for RTSP connections. The fixup protocol rtsp command
causes the PIX Firewall to dynamically create dynamic openings for RTSP UDP channels for
RTSP traffic on the indicated port. Use the no form of the command to disable the inspection of
traffic on the indicated port for RTSP connections. If the fixup protocol rtsp command is not
enabled for a given port, then neither outbound nor inbound RTSP will work properly on that
port.

Using the no fixup protocol rtsp command without any arguments causes the PIX Firewall to
clear all previous fixup protocol rtsp assignments.

The syntax for the fixup protocol rtsp command is as follows:
fixup protocol rtsp port [-port]

no fixup protocol rtsp [port [-port]]

port [-porf] Port or port range for which the PIX Firewall inspects RTSP
connections.
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H.323 Fixup Configuration

I 1] 1] 1515i i “Ciscoooom
Gatekeeper _ Client

4

_ H.225—Call signal
| H.245—Capabilities, |
RTP sessions

1720 2008

RTCP session

pixfirewall (config)# "

fixup protocol h323 [h255 | ras] port [-port]

+ Defines ports for H.323 connections (default = 1720)
+ H.323:

— Uses signaling channel (H.225/Q.931)

— Negotiates endpoint capabilities (H.245)

— Opens dynamic media sessions (RTP/RTCP)
« If disabled, H.323 applications disallowed

pixfirewall (config)# fixup protocol h323 1720

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—9-23

H.323 is more complicated than other traditional protocols because it uses two TCP
connections and four to six UDP sessions for a single “call.” (Only one of the TCP connections
goes to a well-known port; all the other ports are negotiated and are temporary.) Furthermore,
the content of the streams is far more difficult for firewalls to understand than with many other
protocols because H.323 encodes packets using Abstract Syntax Notation, or ASN.1.

The call signaling function uses H.225 call signaling to establish a connection between two
H.323 endpoints. In systems that do not have a gatekeeper, the call signaling channel is opened
between the two endpoints involved in the call. In systems that contain a gatekeeper, the call
signaling channel is opened between the endpoints and the gatekeeper or between the endpoints
themselves as chosen by the gatekeeper. The PIX Firewall dynamically allocates the H.245
connection based on the inspection of the H.225 messages.

The H.245 control function uses the H.245 control channel to carry end-to-end control
messages governing operations of the H.323 entity, including capabilities exchange, opening
and closing logical channels that carry the audiovisual and data information, mode preferences,
and so on. The endpoint establishes one H.245 control channel for each call. The endpoints can
establish multiple multimedia logical channels using RTP and RTCP. Within each H.245
message, the H.323 endpoints exchange port numbers that are used for subsequent UDP media
streams. The H.323 fixup application inspects the H.245 messages to identify these ports and
dynamically creates connections for the media exchange. RTP uses the negotiated port number,
while RTCP uses the next-higher port number.

The H.323 control channel handles H.225, H.245, and H.323. H.323 inspection uses the
following ports.

m 1718—Gatekeeper discovery UDP port

B 1719—Registration, admission, and status (RAS) UDP port

m  1720—TCP control port
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The two major functions of H.323 inspection are as follows:

m  Perform NAT on the necessary embedded IP version 4 (IPv4) addresses in the H.225 and
H.245 messages. Because H.323 messages are encoded in packed encoding rules (PER)
format, the PIX Firewall uses an ASN.1 decoder to decode the H.323 messages.

m  Dynamically allocate the negotiated H.245 and RTP/RTCP connections.

The PIX Firewall administrator must open an ACL for the well-known H.323 port 1720 for the
H.225 call signaling.

The syntax for the fixup protocol h323 command is as follows:
fixup protocol h323 [h225 | ras] port [-port]

no fixup protocol h323 [h225 | ras| [port [-port]]

h225 Specifies the use of H.225, which is the ITU standard that
governs H.225.0 session establishment and packetization, with
H.323. H.225.0 actually describes several different protocols:
RAS, use of Q.931, and use of RTP.

ras Specifies the use of RAS with H.323 to enable dissimilar
communication devices to communicate with each other. H.323
defines a common set of codecs, call setup and negotiating
procedures, and basic data transport methods.

port{-porf] Single port or port range that the PIX Firewall inspects for H.323
connections.

By default, the PIX Firewall inspects port 1720 connections for H.323 traffic. Use the fixup
protocol h323 command to change the default port. Use the no fixup protocol h323 command
without any arguments to clear all fixup protocol 323 command assignments.
Supported H.323 applications are as follows:
m  Cisco Multimedia Conference Manager
m  Microsoft NetMeeting
m Intel Video Phone
m Intel InternetPhone
m  CUseeMe Networks:
—  MeetingPoint
—  CUseeMe Pro
m  VocalTec Communications:
—  Internet Phone
—  Gatekeeper
Cisco PIX Firewall Software Versions 5.2 and higher support H.323 version 2. H.323 supports

H.323 Voice over IP (VoIP) gateways and VoIP gatekeepers. H.323 version 2 adds the
following functionality to the PIX Firewall:

m  Fast Connect or Fast Start procedure for faster call setup. Fast Connect uses only one TCP
connection, and RAS uses a single UDP connection for registration, admissions, and status.
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m  H.245 tunneling for resource conservation, call synchronization, and reduced set up time.

Cisco PIX Firewall Software Version 6.3 supports H.323 versions 3 and 4.
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SIP Fixup Configuration
IP Phone _ IP Phone

d— < lad

5060 Outbound 2008
§ SIP
_ RTP N
_ RTCP _
pixfirewall (config)# L !

fixup protocol sip port [-port]

« Enables SIP
+ Default port = 5060

+ Enables PIX Firewall to support any SIP VolP gateways and VolP
proxies

— Signaling mechanism (SIP)
— Multimedia (RTP / RTCP)

pixfirewall (config)# fixup protocol sip 5060

©2004, Cisco Systems, Inc. Al rights reserved. CSPFA32—9-24

SIP is an application-layer control protocol used to set up and tear down multimedia sessions.
These multimedia sessions include Internet telephony and similar applications. SIP uses RTP
for media transport and RTCP for providing a Quality of Service (QoS) feedback loop. Using
SIP, the PIX Firewall can support any SIP VoIP gateways and VoIP proxy servers.

To support SIP calls through the PIX Firewall, signaling messages for the media connection
addresses, media ports, and embryonic connections for the media must be inspected, because
while the signaling is sent over a well-known destination port (UDP/TCP 5060), the media
streams are dynamically allocated. The fixup protocol sip command can be used to enable or
disable SIP support. SIP is a text-based protocol and contains IP addresses throughout the text.
With the SIP fixup enabled, the PIX Firewall inspects the packets, and both NAT and PAT are
supported.

SIP support is enabled by default on port 5060. The show conn state sip command can be used
to display all active SIP connections.

The timeout command with the sip media option modifies the duration for the SIP media
inactivity timer. When this time elapses, SIP connections with RTP/RTCP expire. The timeout
command with the sip option modifies the duration for the SIP inactivity timer. When this time
elapses, the port used by the SIP service closes.

Note The PIX Firewall also supports SIP proxies.

Copyright "= 2004, Cisco Systems, Inc. Advanced Protocol Handling 9-27



SCCP Fixup Configuration

i 1 i) 11151 st TGIscooom

SOHO Call M
H ! all Manager
i IPPhone  pix Firewall 501 | <=

— —

1 2000

Call Manager to phone
RTP

<

F‘-r;t_:me to Call Manager
‘ 6058
& RTCP >
<

pixfirewall (config)#

fixup protocol skinny port [-port]

» Supports SCCP protocol used by Cisco IP Phones

» Enables SCCP signaling and media packets to traverse the PIX
Firewall (default port 2000)

+ Dynamically opens negotiated ports for media sessions
» Can coexist in an H.323 environment

pixfirewall (config)# fixup protocol skinny 2000

© 2004, Cisco Systems, Inc. Al rights reserved. CSPFA32—9-25

In Cisco PIX Firewall Software Versions 6.0 and higher, the PIX Firewall application handling
supports SCCP, used by Cisco IP Phones for VoIP call signaling. SCCP defines the set of
messages that is needed for a Cisco IP Phone to communicate with the Cisco Call Manager for
call setup. The IP Phone uses a randomly selected TCP port to send and receive SCCP
messages. Call Manager listens for SCCP messages at TCP port 2000. SCCP uses RTP and
RTCP for media transmissions. The media ports are randomly selected by the IP Phones.

Skinny fixup enables the PIX Firewall to dynamically open negotiated ports for media sessions.
An application layer ensures that all SCCP signaling and media packets can traverse the PIX
Firewall and interoperate with H.323 terminals. SCCP support allows an IP Phone and Cisco
Call Manager to be placed on separate sides of the PIX Firewall.

Skinny fixup is enabled by default to listen for SCCP messages on port 2000. Use the fixup
protocol skinny command to change the default port. Use the no fixup protocol skinny
command without any arguments to clear all fixup protocol skinny assignments.

The syntax for the fixup protocol skinny command is as follows:

fixup protocol skinny port [- port]

no fixup protocol skinny [port [ -port]]

port [-port] Port or port range for which the PIX Firewall inspects SCCP
connections.
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CTIQBE Fixup Configuration

SOHO
! SoftPhone Call Manager

i = PIX Firewall 501 >

Phone to Call Manager

CISCo.nom

(

Call Manager to phone
RTP

RTCP

pixfirewall (config)#

fixup protocol ctigbe 2748
+ Supports CTIQBE protocol used by Cisco IP SoftPhones for
desktop or laptop PC applications, such as collaboration

» Enables signaling and media packets to traverse the PIX Firewall
(default port 274

- Dynamically opens negotiated ports for media sessions
+ Support disabled by default

pixfirewall (config)# fixup protocol ctigbe 2748

© 2004, Cisco Systems, Inc. All rights reserved. CSPFA3.2—9-26

The Telephony Application Programming Interface (TAPI) and Java Telephony Application
Programming Interface (JTAPI) are used by many Cisco VoIP applications. Cisco PIX Firewall
Software Version 6.3 introduces support for a specific protocol, Computer Telephony Interface
Quick Buffer Encoding (CTIQBE), which is used by Cisco TAPI Service Provider (TSP) to
communicate with Cisco Call Manager. Support for this protocol is disabled by default.

To enable support for this protocol, enter the following command:

fixup protocol ctigbe 2748
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MGCP Fixup Configuration

. Emom o

Call Agent Media gateway

o< §

Call Agent to gateway

i 2427
_ Gateway to Call Agent

RTP

2727

RTCP
pixfirewall (config)# *~ '

fixup protocol mgcp port [-portl]

- Inspect messages passing between Call Agents and media
gateways
- Port 2427 on which gateway receives commands
- Port 2727 on which Call Agent receives commands
- Dynamically opens negotiated ports for media sessions
- Disabled by default

pixfirewall (config)# fixup protocol mgcp 2427
pixfirewall (config)# fixup protocol mgcp 2727

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—9-27

Cisco PIX Firewall Software Version 6.3 introduces support for application inspection of the
Media Gateway Control Protocol (MGCP). MGCP is used for controlling media gateways from
external call control elements called media gateway controllers or call agents. A media gateway
is typically a network element that provides conversion between the audio signals carried on
telephone circuits and data packets carried over the Internet or over other packet networks.
Examples of media gateways are:

m  Trunking gateway—Provides an interface between the telephone network and a VoIP
network. Such gateways typically manage a large number of digital circuits.

m  Residential gateway—Provides a traditional analog (RJ-11) interface to a VolP network.
Examples of residential gateways include cable modem/cable set-top boxes, xDSL devices,
and broadband wireless devices.

m  Business gateway—Provides a traditional digital PBX interface or an integrated soft PBX
interface to a VoIP network. MGCP messages are transmitted over UDP.

Application inspection for MGCP is disabled by default. To use MGCP, you typically need to
configure at least two ports, one on which the gateway receives commands and one for the port
on which the call agent receives commands. Normally, a call agent will send commands to port
2427, while a gateway will send commands to port 2727. Audio packets are transmitted over an
IP network using RTP. MGCP fixup enables the PIX Firewall to securely open negotiated UDP
ports for legitimate media connections through the PIX Firewall. To enable MGCP application
inspection for call agents and gateways using the default ports, enter the following commands:

fixup protocol mgcp 2427
fixup protocol mgep 2727

Neither NAT nor PAT is supported by PIX Firewall Software Version 6.3 or lower.
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Summary

This topic summarizes what you learned in this lesson.

Summary

The fixup command enables you to view, change, enable, or
disable the use of a service or protocol.

The PIX Firewall uses special handling for some advanced
protocols: FTP, RSH, and SQL*Net.

The PIX Firewall handles multimedia protocols such as RTSP,
RTP, SCCP, SIP, MGCP, H.323, and so on.

The PIX Firewall SIP fixup supports call handling sessions.
The PIX Firewall SCCP fixup supports VolP call signaling.

You can change the port value for each protocol, including the
multimedia protocols; however, you should not change the port
values for RSH and SIP.

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—9-29
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Lab Exercise—Configure and Test Advanced
Protocol Handling on the Cisco PIX Firewall

Complete the following lab exercise to practice what you have learned in this lesson.

Objectives

In this lab exercise you will complete the following tasks:
m  Display the fixup protocol configurations.

m  Change the fixup protocol configurations.

m  Test the outbound FTP fixup protocol.

m  Test the inbound FTP fixup protocol.

m  Set the fixup protocols to the default settings.
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Visual Objectives

The following figure displays the configuration you will complete in this lab exercise.

Lab Visual Objective

Web/FTP

172.26.26.0

Pods 1-5 @ Pods 6-10
|192 A168.P.0 RBB 192. 16800‘
. i . 2 . i
F u
WeblFTP L 472160 i F"e‘"a" 17216.Q0 L) WeoFTP
|10 0.P.0 10.0.Q.0
i.100 |

Web/FTP Web/FTP
CSACS CSACS

Local: 10.0.P.11 (— =i

Student PC Student PC
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Task 1—Display the Fixup Protocol Configurations

Step 1

Complete the following step and enter the command as directed to see the current
configurations of your PIX Firewall:

List the fixup protocols that are running on your PIX Firewall:
pixP(config)# show fixup protocol

(where P = pod number)

Q1)  Complete the table with the ports assigned to the fixup protocols:

ftp

http

h323 h225

h323 ras

ils

rsh

rtsp

smtp

sqlnet

Lab 9-2 Cisco Secure PIX Firewall Advanced (CSPFA) v3.2
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sip

skinny

Task 2—Change the Fixup Protocol Configurations

Complete the following steps and enter the commands as directed to change some of the current
configurations of your PIX Firewall:

Step1  Disable the following fixup protocols:

pixP(config)# no fixup protocol
pixP(config)# no fixup protocol
pixP(config)# no fixup protocol

pixP(config)# no fixup protocol

(where P = pod number)

http 80

smtp 25

h323 h225 1720
sqlnet 1521

Step2 Define a range of ports for SQL*Net connections:

pixP(config)# fixup protocol sglnet 66-76

(where P = pod number)

Step 3  Verify the fixup protocol settings using the show fixup protocol command:

pixP(config)# show fixup protocol

fixup
fixup
fixup
fixup
fixup
fixup
fixup

fixup

protocol
protocol
protocol
protocol
protocol
protocol
protocol

protocol

ftp 21

h323 ras 1718-1719

ils 389

rsh 514

rtsp 554

sip 5060

sip udp 5060
skinny 2000

no fixup protocol http 80

no fixup protocol smtp 25

no fixup protocol h323 h225 1720
no fixup protocol sglnet 1521

fixup protocol sglnet 66-76

(where P = pod number)

Task 3—Test the Outbound FTP Fixup Protocol

Complete the following steps and enter the commands as directed to test the outbound FTP
fixup protocol:

Step1  Enable console logging on your PIX Firewall:

pixP(config)# logging console debug

(where P = pod number)
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Step2 FTP to the backbone server from your student PC using the Windows FTP client:

C:\> ftp 172.26.26.50
User (172.26.26.50: (none)) : anonymous

Password: user@
Step3 Do a directory listing at the FTP prompt:

ftp> dir

Q2)  What logging messages were generated on your PIX Firewall console?

A)

Step4  Quit your FTP session:
ftp> quit

Step5 Turn off the FTP fixup protocol on your PIX Firewall:
pixP(config)# no fixup protocol ftp
(where P = pod number)

Step 6  Again, ftp to the backbone server from your student PC using the Windows FTP client:

C:\> ftp 172.26.26.50
User (172.26.26.50: (none)) : anonymous

Password: user@

Q3)  Were you able to log into the server? Why or why not?
A)

Step7 Do a directory listing at the FTP prompt:

ftp> dir

Q4)  Were you able to see a file listing? Why or why not?
A)

Step8  Quit your FTP session:

ftp> quit

Note: If the FTP client is hung, press Ctrl+C until you break back to the C:\ prompt or close the
command prompt window.

Step9  Set the browser for passive ftp. Ftp to the backbone server from your student PC using your
web browser. To do this, enter the following in the URL field:

ftp://172.26.26.50

Q5)  Were you able to connect? Why or why not?
A)

Q6)  Were you able to see a file listing? Why or why not?
A)
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Step 10 Close your web browser.

Task 4—Test the Inbound FTP Fixup Protocol

Step 1

Step 2

Step 3

Step 4

Step 5

Complete the following steps and enter the commands as directed to test the inbound FTP fixup
protocol:

Re-enable the FTP fixup protocol on your PIX Firewall:
pixP(config)# fixup protocol ftp 21
(where P = pod number)

Ftp to a peer pod’s bastion host from your student PC using your web browser. To do this, enter
the following in the URL field:

ftp://192.168.Q.11

(where Q = peer pod number)

Note: The instructor assigns the peer pod number.

Q7)  What logging messages were generated on your PIX Firewall console?

A)

Close your web browser.

Turn off the FTP fixup protocol on your PIX Firewall:

pixP(config)# no fixup protocol ftp
(where P = pod number)

Ftp to a peer pod’s bastion host from your student PC using your web browser. To do this, enter
the following in the URL field:

ftp://192.168.Q.11

(where Q = peer pod number)

Note: The instructor assigns the peer pod number.

Q8)  Were you able to connect to the peer pod’s inside FTP server? Why or why not?
A)

Task 5—Set the Fixup Protocols to the Default Settings

Step 1

Complete the following steps and enter the commands as directed to set all fixups to the factory
default:

Set all fixup protocols to the factory defaults:

pixP(config)# clear fixup

(where P = pod number)
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Step2  Verify the fixup protocol settings:

pixP(config)# show fixup protocol

fixup
fixup
fixup
fixup
fixup
fixup
fixup
fixup
fixup
fixup
fixup

fixup

protocol
protocol
protocol
protocol
protocol
protocol
protocol
protocol
protocol
protocol
protocol

protocol

ftp 21

http 80

h323 h225 1720
h323 ras 1718-1719
ils 389

rsh 514

rtsp 554

smtp 25

sglnet 1521
sip 5060

sip udp 5060
skinny 2000

(where P = pod number)
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Answers

Q1) In the spaces provided, write the ports assigned to all the fixup protocols:
ftp 21
http 80
h323 h225 1720
h323 ras 1718-1719
ils 389
rsh 514
rtsp 554
smtp 25
sqlnet 1521
sip 5060
skinny 2000
Q2) What logging messages were generated on your PIX Firewall console?
A) 302013: Built outbound TCP connection 83 for outside:172.26.26.50/21 (172.26.26.50/21) to
inside:10.1.P.11/1063 (192.168.P.10/1063).
(where P = pod number)
B) 302013: Built outbound TCP connection 84 for outside:172.26.26.50/20 (172.26.26.50/20) to
inside:10.1.P.11/1064 (192.168.P.10/1064).
(where P = pod number)
O 302014: Teardown TCP connection 84 for outside:172.26.26.50/20 to inside:10.1.P.11/1064
duration 0:00:01 bytes 363 TCP FINs.
(where P = pod number)
Q3)  Were you able to log into the server? Why or why not?
A) Yes. Outbound connections are allowed, and only the command channel is set up at this point.
Q4) Were you able to see a file listing? Why or why not?
A) No. A dir command causes the FTP server to open a data connection back to the client. Without
the FTP fixup, the PIX Firewall does not allow this data connection from the outside.
Q5)  Were you able to connect? Why or why not?
A) Yes. Outbound connections are allowed.
Q6)  Were you able to see a file listing? Why or why not?
A) Yes. The web browser uses passive mode FTP, so the data channel is initiated from the inside
and therefore is allowed by the PIX default policy.
Q7) What logging messages were generated on your PIX Firewall console?

A) 302013: Built outbound TCP connection 62 for outside:192.168.Q.11/21 (192.168.Q.11/21) to
inside:10.1.P.11/1076 (192.168.P.10/1076).
(where P = pod number, and Q = peer pod number)
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B) 302013: Built outbound TCP connection 63 for outside:192.168.Q.11/2004 (192.168.Q.11/2004)
to inside:10.1.P.11/1077 (192.168.P.10/1077).
(where P = pod number, and Q = peer pod number)

C) 302014: Teardown TCP connection 63 for outside:192.168.Q.11/2004 to inside:10.1.P.11/1077
duration 0:00:01 bytes 363 TCP FINs.
(where P = pod number, and Q = peer pod number)

Q3) Were you able to connect to the peer pod’s inside FTP server? Why or why not?

A) No. Both the control and data channel are initiated from the outside.
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Attack Guards, Intrusion
Detection, and Shunning

Overview

This lesson includes the following topics:
m  Objectives

m  Attack guards

®m Intrusion detection

®  Shunning

®  Summary
m  Lab exercise



Objectives

This topic lists the lesson’s objectives.

Objectives

Upon completion of this lesson, you will be able to
perform the following tasks:

* Name, describe, and configure the attack guards in
the PIX Firewall.

* Define intrusion detection.
* Describe signatures.

* Name and identify signature classes supported by
the PIX Firewall.

+ Configure the PIX Firewall to use IDS signatures.
» Configure the PIX Firewall to shun.
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Attack Guards

This topic discusses the guards put in place to protect against attacks by e-mail; Domain Name
System (DNS); fragmentation; authentication, authorization, and accounting (AAA); and SYN
floods.

Mail Guard

SMTP Mail
___| gateway

L

RFC 821 commands only

pixfirewall (config)#

fixup protocol smtp port [-portl] |

+ Allows only seven minimum commands: HELO, MAIL, RCPT,
DATA, RSET, NOOP, and QUIT (RFC 821).

» Defines ports on which to activate Mail Guard (default = 25)

« If disabled, all SMTP commands are allowed through the firewall—
potential mail server vulnerabilities are exposed.

pixfirewall (config)# fixup protocol smtp 2525

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—105

Mail Guard provides a safe conduit for Simple Mail Transfer Protocol (SMTP) connections
from the outside to an inside e-mail server. Mail Guard enables a mail server to be deployed
within the internal network without it being exposed to known security problems with some
mail server implementations.

When configured, Mail Guard allows only seven SMTP commands as specified in RFC 821
section 4.5.1: HELO, MAIL, RCPT, DATA, RSET, NOOP, and QUIT. Other commands, such
as KILL, WIZ, and so forth, are intercepted by the PIX Firewall and are never sent to the mail
server inside the network. The PIX Firewall responds with an OK even to denied commands, so
that attackers will not know that their attempts are being thwarted.

By default, the Cisco Secure PIX Firewall inspects port 25 connections for SMTP traffic. If you
have SMTP servers using ports other than port 25, you must use the fixup protocol smtp
command to have the PIX Firewall inspect these other ports for SMTP traffic.

Use the no fixup protocol smtp command to disable the inspection of traffic on the indicated
port for SMTP connections. If the fixup protocol smtp command is not enabled for a given
port, then potential mail server vulnerabilities are exposed.

Using the no fixup protocol smtp command without any arguments causes the PIX Firewall to
clear all previous fixup protocol smtp assignments and set port 25 back as the default.
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The syntax for the fixup protocol smtp command is as follows:
fixup protocol smtp port[-port]

no fixup protocol smtp[port[-pori]]

port[-porf] Single port or port range that the PIX Firewall inspects for SMTP
connections.
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FragGuard and Virtual Reassembly

[ Cisco.oom

The FragGuard and Virtual Reassembly feature
has the following characteristics:

* Is on by defaulit.

* Verifies each fragment set for integrity and
completeness.

» Tags each fragment in a fragment set with the
transport header.

* Performs full reassembly of all ICMP error messages
and virtual reassembly of the remaining IP fragments
that are routed through the PIX Firewall.

* Uses Syslog to log fragment overlapping and smalli
fragment offset anomalies.

2004, Cisco Systems, Inc. Al rights reserved CSPFA3.2—107

FragGuard and Virtual Reassembly is a PIX Firewall feature that provides IP fragment
protection. Virtual reassembly is the process of gathering a set of IP fragments, verifying
integrity and completeness, tagging each fragment in the set with the transport header, and not
coalescing the fragments into a full IP packet. Virtual Reassembly provides the benefits of full
reassembly by verifying the integrity of each fragment set and tagging it with the transport
header. It also minimizes the buffer space that must be reserved for packet reassembly. Full
reassembly of packets is expensive in terms of buffer space that must be reserved for collecting
and coalescing the fragments. Since coalescing of fragments is not performed with virtual
reassembly, no preallocation of the buffer is needed.

FragGuard and Virtual Reassembly perform full reassembly of all ICMP error messages and
virtual reassembly of the remaining IP fragments that are routed through the PIX Firewall.
They use Syslog to log any fragment overlapping and small fragment offset anomalies,
especially those caused by a Teardrop.c attack.
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fragment Command

pixfirewall (config)#

|fragment size database-limit [interface]

« Sets the maximum number of packets in the fragment database.

pixfirewall (config)#

| fragment chain chain-limit [interface] |

+ Specifies the maximum number of packets into which a full IP packet can be
fragmented.

pixfirewall (config)#

|fragment timeout seconds [interface]

- Specifies the maximum number of seconds that the PIX Firewall waits before
discarding a packet that is waiting to be reassembled.

pixfirewall (config) # fragment size 1
pixfirewall (config)# fragment chain 1

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—108

The fragment command provides management of packet fragmentation and improves the PIX
Firewall’s compatibility with the Network File System (NFS), a client/server application that
enables a computer user to view and optionally store and update files on a remote computer as
though they were on the user’s own computer. In general, the default values of the fragment
command should be used. However, if a large percentage of the network traffic through the PIX
Firewall is NFS, additional tuning may be necessary to avoid database overflow. See system
log message 209003 for additional information.

You can use the fragment size command to set the maximum number of packets in the
fragment database. Use the fragment chain command to specify the maximum number of
packets into which a packet can be fragmented, and use the fragment timeout command to
specify the maximum number of seconds the PIX Firewall waits after the first fragment is
received before discarding a fragment waiting for reassembly. The example in the figure uses
the fragment size and fragment chain commands to disallow all fragments through the PIX
Firewall.

In an environment where the maximum transmission unit (MTU) between the NFS server and
client is small, such as a WAN interface, the chain option may require additional tuning. In this
case, NFS over TCP is highly recommended to improve efficiency.

Setting the database-limit of the size option to a large value can make the PIX Firewall more
vulnerable to a DoS attack by fragment flooding. Do not set the database-limit equal to or
greater than the total number of blocks in the PIX Firewall’s 1550 or 16384 memory pool. See
the show blocks command for more details.

The show fragment command displays the states of the fragment databases. If the interface
name is specified, only the database residing at the specified interface is displayed. The
following list explains the output of the show fragment command:

m  Chain—Maximum fragments for a single packet set by the chain option.

m  Timeout—Maximum seconds set by the timeout option.
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®  Queue—Number of packets currently awaiting reassembly.

m  Assemble—Number of packets successfully reassembled.

m  Fail—Number of packets that failed to be reassembled.

m  Overflow—Number of packets that overflowed the fragment database.

Use the clear fragment command to reset the fragment databases and defaults. This causes the
PIX Firewall to discard all fragments currently waiting for reassembly, and reset the size, chain,
and timeout options to their default values.

The syntax for the fragment commands is as follows:

fragment size database-limit [interface]

fragment chain chain-limit |interface)

fragment timeout seconds [interface)

size database-limit

Sets the maximum number of packets in the fragment database.
The default is 200. The maximum is 1,000,000 or the total
number of blocks.

interface

The PIX Firewall interface. If not specified, the command will
apply to all interfaces.

chain chain-limit

Specifies the maximum number of packets into which a full IP
packet can be fragmented. The default is 24. The maximum is
8200.

timeout seconds

Specifies the maximum number of seconds that a packet
fragment will wait to be reassembled after the first fragment is
received before being discarded. The default is five seconds. The
maximum is 30 seconds.
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AAA Flood Guard

pixfirewall (config)#

|floodguard {enable | disable} |

» Reclaims attacked or overused AAA resources to help prevent
DoS attacks on AAA services (default = enabled).

|pixfirewa11(config)# floodguard enable |

©2004, Cisco Systems, Inc. Al rights reserved.
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The floodguard command enables the PIX Firewall to reclaim resources if the user
authentication (uauth) subsystem runs out of resources. If an inbound or outbound uauth
connection is being attacked or overused, the PIX Firewall actively reclaims TCP resources.
When the resources are depleted, the PIX Firewall shows messages indicating that it is out of
resources or out of TCP users. If the PIX Firewall uauth subsystem is depleted, TCP user
resources in different states are reclaimed, depending on urgency, in the following order:

1. Timewait

2. FinWait
3. Embryonic
4. Idle

The floodguard command is enabled by default.

The syntax for the floodguard command is as follows:

floodguard {enable | disable}

enable

Enables AAA Flood Guard.

disable

Disables AAA Flood Guard.

10-8 Cisco Secure PIX Firewall Advanced (CSPFA) v3.2
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DoS Protection

[ Cisco.oom

PIX Firewall can mitigate TCP SYN flooding
attacks:

* Release 5.2 introduced TCP Intercept: proxying
of TCP sessions by the PIX Firewall

* Release 6.2 introduced TCP SYN cookies:
more CPU friendly

2004, Cisco Systems, Inc. Al rights reserved CSPFA3.2—10-10

Protection against various DoS attacks has increased through newer versions of PIX Firewall
operating systems. Beginning in version 5.2, TCP Intercept provided for proxy resets of
sessions without any knowledge or interference from the destination station. Version 6.2
introduced SYN cookies, which is another proxy verification tool that the PIX Firewall
operating system uses to validate a new session. There is more on TCP Intercept and SYN
cookies later in this lesson.
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TCP Three-Way Handshake
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SYN flood attacks, also known as TCP flood or half-open connections attacks, are common
DoS attacks perpetrated against IP servers. The attacker spoofs a nonexistent source IP address
and floods the target with SYN packets pretending to come from the spoofed host. SYN
packets to a host are the first step in the three-way handshake of a TCP-type connection;
therefore, the target responds as expected with SYN-ACK packets destined to the spoofed host
or hosts. Because these SYN-ACK packets are sent to hosts that do not exist, the target sits and
waits for the corresponding ACK packets that never show up. This causes the target to
overflow its port buffer with embryonic (half-open) connections and stop responding to
legitimate requests.
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TCP Intercept
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In PIX Firewall Software Version 5.2, the static command’s SYN Flood Guard feature offers
an improved mechanism for protecting systems reachable via a static access control list (ACL)
from TCP SYN attacks. Previously, if an embryonic connection limit was configured in a static
command statement, the PIX Firewall simply dropped new connection attempts once the
embryonic threshold was reached. This could allow even a modest attack to stop an
organization’s web traffic. For static command statements without an embryonic connection
limit, the PIX Firewall passes all traffic. If the target of an attack has no TCP SYN attack
protection or insufficient protection (like most operating systems), its embryonic connection
table overloads and all traffic stops.

With the new TCP Intercept feature in versions 5.2 and higher, once the optional embryonic
connection limit is reached, and until the embryonic connection count falls below this
threshold, every SYN bound for the affected server is intercepted. For each SYN, the PIX
Firewall responds on behalf of the server with an empty SYN/ACK segment. The PIX Firewall
retains pertinent state information, drops the packet, and waits for the client’s
acknowledgement. If the ACK is received, a copy of the client’s SYN segment is sent to the
server, and the TCP three-way handshake is performed between the PIX Firewall and the
server. Only if this three-way handshake completes will the connection be allowed to resume as
normal.

The TCP Intercept feature requires no special configuration. The embryonic connection limits
on both the static and nat commands include the new behavior.
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SYN Cookies

TCP
\ | SYN Intercept
orma E SYNIACK (cookie)
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PIX Firewall responds to the SYN itself, which includes a cookie in the
TCP header of the SYN/ACK. The PIX Firewall keeps no state
information.
» The cookie is a hash of parts of the TCP header and a secret key.
+ A legitimate client completes the handshake by sending the ACK
back with the cookie.
« If the cookie is authentic, the PIX Firewall proxies the TCP session.

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—10-13

In PIX Firewall Software Version 6.2, SYN cookies were introduced. The SYN cookies feature
represents a less CPU-intensive method of verifying incoming TCP sessions for validity. SYN
cookies are an implementation of TCP in which servers respond to a TCP SYN request with a
cookie. In the original TCP implementation, when a server received a SYN packet, it responded
with a SYN-ACK, and entered the half-open state to wait for the ACK that would complete the
handshake. Too many half-open connections can result in full buffers.

In the SYN cookies implementation of TCP, when the server receives a SYN packet, it
responds with a SYN-ACK packet where the ACK sequence number is calculated from the
source address, source port, source sequence number, destination address, destination port, and
a secret seed. Then the server releases all state. If an ACK returns from the client, the server can
recalculate it to determine if it is a response to a previous SYN-ACK. If so, the server can
directly enter the TCP_ESTABLISHED state and open the connection. In this way, the server
avoids managing a batch of potentially useless half-open connections.

The PIX Firewall, rather than the protected server, can respond using SYN cookies. This
feature replaces TCP Intercept. It is more scalable in terms of performance.

10-12
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pixfirewall (config)#

Embryonic Connection Limit

static [(internal if name, external if name)] {global ip |
interface} local_ ip [dns] [max conns] [emb limit]]

pixfirewall (config)#

nat (if-name) id address [max conns] [em limit]

are proxied.

« Setting the embryonic connections (em) limit enables TCP proxying
using either TCP Intercept or SYN cookies.

— Avalue of 0 disables protection (default).
— When embryonic connection limit is exceeded, all connections

172.16.0.2 0 100

pixfirewall (config)# nat (inside) 1 0 0 0 100
pixfirewall (config)# static (inside,outside) 192.168.0.11

2004, Cisco Systems, Inc. Al rights reserved
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Use the static command to limit the number of embryonic connections allowed to the server to
protect internal hosts against DoS attacks. Use the em_Ilimit argument to limit the number of
embryonic or half-open connections that the server or servers you are trying to protect can
handle. A value of zero disables protection. When the embryonic connection limit value is
exceeded, all connections are proxied.

The syntax used in the static command for enabling the SYN Flood Guard is as follows:

static [(internal_if name, external_if name)] {global_ip | interface} local_ip [dns][netmask mask][max_conns

|emb_limit]]

static [(prenat_interface, postnat_interface)| mapped_address | interface real_address [dns] [netmask mask]

[connection_limit [em_limit]]

prenat_interface

Usually the inside interface, in which case the translation is
applied to the inside address.

postnat_interface

The outside interface when prenat_interface is the inside
interface. However, if the outside interface is used for

prenat_interface, the translation is applied to the outside
address and the postnat_interface is the inside interface.

mapped_address

The address into which real_address is translated.

interface

Specifies that the IP address should be taken from the PIX
Firewall’s interface. This is useful in Dynamic Host
Configuration Protocol (DHCP) scenarios where the outside
interface address can change.

real_address

The address to be mapped.

dns

Specifies that DNS replies that match the xlate are translated.

Copyright "= 2004, Cisco Systems, Inc.
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mask

The network mask. The mask pertains to both mapped_address
and real_address. For host addresses, always use
255.255.255.255. For network addresses, use the appropriate
class mask or subnet mask (for example, for Class A networks,
use 255.0.0.0). An example subnet mask is 255.255.255.224.

connection_limit

The maximum connections permitted to the local_ip. The
default = 0 (unlimited).

em_limit

The maximum number of embryonic connections permitted to
the local_ip. The default = 0 (unlimited).

Use the nat command to protect external hosts against DoS attacks and to limit the number of
embryonic connections from the external host. Use the em_[limit argument to limit the number
of embryonic or half-open connections that the server or servers you are trying to protect can

handle.

The syntax used in the nat command for enabling the SYN Flood Guard is as follows:

nat [(if_name)] id address |netmask [dns] [timeout hh:mm:ss| [conn_limit |em_limit]]]

if_name The network interface name.

id A number used for matching with a corresponding global pool of
IP addresses. The matching global pool must use the same ID.

address The IP address of hosts or networks that will be translated to a
global pool of IP addresses.

netmask The network mask for the address.

dns Specifies that DNS replies that match the xlate are translated.

timeout hh:mm:ss

The timeout interval for the translation slot. Timeout occurs only
if no TCP or UDP connection is actively using the translation.

conn_limit The maximum TCP connections permitted from the host you
specify.
em_limit The embryonic connection limit. The default is 0, which means

unlimited connections. Set it lower for slower systems, higher
for faster systems.
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Intrusion Detection

This topic explains the intrusion detection capabilities of the PIX Firewall.

+ Ability to detect attacks
against networks

* Three types of network
attacks:

— Reconnaissance
— Access
— Denial of service

2004, Cisco Systems, Inc. All rights reserved
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PIX Firewall Software Versions 5.2 and higher have Cisco Intrusion Detection System (IDS)
capabilities. Intrusion detection is the ability to detect attacks against your network. There are

three types of network attacks:

m  Reconnaissance attacks—An intruder is attempting to discover and map systems, services,

or vulnerabilities.

B Access attacks—An intruder attacks networks or systems to retrieve data, gain access, or

escalate their access privilege.

m  Denial of service (DoS) attacks—An intruder attacks your network in such a way that

damages or corrupts your computer system, or denies you and others access to your

networks, systems, or services.

Copyright "= 2004, Cisco Systems, Inc.
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Signatures

A signature is a set of rules pertaining to typical
intrusion activity that, when matched, generates a
unique response. The following signature classes
are supported by the PIX Firewall:

* Informational—Triggers on normal network activity that in
itself is not considered to be malicious, but can be used
to determine the validity of an attack or for forensic
purposes.

* Attack—Triggers on an activity known to be, or that could
lead to, unauthorized data retrieval, system access, or
privilege escalation.

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—10-16

The PIX Firewall performs intrusion detection by using intrusion detection signatures. A
signature is a set of rules pertaining to typical intrusion activity. Highly skilled network
engineers research known attacks and vulnerabilities and can develop signatures to detect these
attacks and vulnerabilities.

With intrusion detection enabled, the PIX Firewall can detect signatures and generate a
response when a set of rules is matched to network activity. It can monitor packets for more
than 55 intrusion detection signatures and can be configured to send an alarm to a Syslog server
or a server running Cisco’s Security Monitor, drop the packet, or reset the TCP connection. The
signatures supported by the PIX Firewall are a subset of the signatures supported by the Cisco
IDS product family.

The PIX Firewall can detect two different types of signatures: informational signatures and
attack signatures. Information class signatures are signatures that are triggered by normal
network activity that in itself is not considered to be malicious, but can be used to determine the
validity of an attack or for forensics purposes. Attack class signatures are signatures that are
triggered by an activity known to be, or that could lead to, unauthorized data retrieval, system
access, or privileged escalation.

The table lists examples of the IDS signatures supported by the PIX Firewall.

Message # Signature ID Signature Title Signature Type
400000 1000 IP Options-Bad Option List Informational
400001 1001 IP Options-Record Packet Route Informational
400002 1002 IP Options-Timestamp Informational
400003 1003 IP Options-Security Informational
400007 1100 IP Fragment Attack Attack
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Message # Signature ID Signature Title Signature Type
400010 2000 ICMP Echo Reply Informational
400011 2001 ICMP Host Unreachable Informational
400013 2003 ICMP Redirect Informational
400014 2004 ICMP Echo Request Informational
400023 2150 Fragmented ICMP Traffic Attack
400024 2151 Large ICMP Traffic Attack
400025 2154 Ping of Death Attack Attack
400032 4051 UDP Snork Attack Attack
400035 6051 DNS Zone Transfer Attack
400041 6103 Proxied RPC Request Attack

IDS Syslog messages all start with %PIX-4-4000nn and have the following format: %PIX-4-
4000nn IDS: sig_num sig_msg from ip_addr to ip_addr on interface int name. For example,
%PIX-4-400013 IDS:2003 ICMP redirect from 10.4.1.2 to 10.2.1.1 on interface dmz, and
%PIX-4-400032 IDS:4051 UDP Snork attack from 10.1.1.1 to 192.168.1.1 on interface

outside.

Refer to System Log Messages for the Cisco Secure PIX Firewall Version 5.2 or System Log
Messages for the Cisco Secure PIX Firewall Version 5.3 for a list of all supported messages.
You can view these documents online at the following sites:

®  www.cisco.com/univercd/cc/td/doc/product/iaabu/pix/pix_v52/syslog/index.htm

®  www.cisco.com/univercd/cc/td/doc/product/iaabu/pix/pix_v53/syslog/index.htm
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Intrusion Detection in the PIX Firewall
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Intrusion detection, or auditing, is enabled on the PIX Firewall with the ip audit commands.
Using the ip audit commands, audit policies can be created to specify the traffic that is audited
or to designate actions to be taken when a signature is detected. After a policy is created, it can
be applied to any PIX Firewall interface.

Each interface can have two policies: one for informational signatures and one for attack
signatures. If you want them both to be active simultaneously, they should share the same
policy name. When a policy for a given signature class is created and applied to an interface, all
supported signatures of that class are monitored unless you disable them with the ip audit
signature disable command.

The PIX Firewall supports both inbound and outbound auditing. Auditing is performed by
looking at the IP packets as they arrive at an input interface. For example, if an attack policy is
applied to the outside interface, attack signatures are triggered when attack traffic arrives at the
outside interface in an inward direction, either as inbound traffic or as return traffic from an
outbound connection.

In the figure, the PIX Firewall has an attack policy, which contains the alarm and drop actions,
applied to its outside interface. Therefore, the following series of events takes place:

Step1  The intruder attempts to transfer a DNS zone from the DNS server on the DMZ.
Step2 The PIX Firewall detects an attack.
Step3  The PIX Firewall drops the connection and sends an IDS Syslog message to the Syslog server
at 10.0.0.3.
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Specify Default Actions for Signatures

pixfirewall(config)#

|ip audit attack [action [alarm] [drop] [resetl]]

+ Specifies the default actions for attack signatures.

pixfirewall(config)#
|ip audit info [action [alarm] [drop] [reset]] |

+ Specifies the default actions for informational signatures.

|pixfirewa11(config)# ip audit info action alarm drop|

+ When the PIX Firewall detects an info signature, it reports an
event to all configured Syslog servers and drops the offending
packet.

© 2004, Cisco Systems, Inc. Al rights reserved. CSPFA3.2—1020

The ip audit attack command specifies the default actions to be taken for attack signatures.
The no ip audit attack command resets the action to be taken for attack signatures to the
default action. The show ip audit attack command displays the default attack actions. The ip
audit info, no ip audit info, and show ip audit info commands perform the same functions for
signatures classified as informational. Specify the ip audit info command without an action
option to cancel event reactions.

The syntax for these ip audit commands is as follows:
ip audit attack [action [alarm] [drop] [reset]]

ip audit info [action [alarm] |drop] [reset]]

audit attack Specifies the default actions to be taken for attack signatures.

audit info Specifies the default actions to be taken for informational
signatures.

action actions The alarm option indicates that when a signature match is

detected in a packet, the PIX Firewall reports the event to all
configured Syslog servers. The drop option drops the offending
packet. The reset option drops the offending packet and closes
the connection if it is part of an active connection. The default is
alarm.
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Configure IDS

pixfirewall(config)#

|ip audit name audit name info [action [alarm] [dropl]l I[resetl]l] |

« Creates a policy for informational signatures.

pixfirewall(config)#

| ip audit name audit name attack [action [alarm] [dropl]l I[resetl]l] |

+ Creates a policy for attack signatures.

pixfirewall(config)#

| ip audit interface if name audit name |

« Applies a policy to an interface.

pixfirewall (config)# ip audit name ATTACKPOLICY attack action
alarm reset
pixfirewall (config)# ip audit interface outside ATTACKPOLICY

+ When the PIX Firewall detects an attack signature on its outside interface,
it reports an event to all configured Syslog servers, drops the offending
packet, and closes the connection if it is part of an active connection.

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—10-19

Use the ip audit command to override the IDS signature defaults. First create a policy with the
ip audit name command, and then apply the policy to an interface with the ip audit interface
command.

There are two variations of the ip audit name command: ip audit name info and ip audit
name attack. The ip audit name info command is used to create policies for signatures
classified as informational. All informational signatures, except those disabled or excluded by
the ip audit signature command, become part of the policy. The ip audit name attack
command performs the same function for signatures classified as attack signatures.

The ip audit name commands also allow you to specify actions to be taken when a signature is
triggered. If a policy is defined without actions, the default actions take effect. The default
action for both attack and info signatures is alarm.

The no ip audit name command can be used to remove an audit policy. The show ip audit
name command displays audit policies. Use the no ip audit interface command to remove a
policy from an interface. Use the show ip audit interface command to display the interface
configuration.

The syntax for these ip audit commands is as follows:

ip audit name audit_name info [action |alarm] |drop] [reset]]

ip audit name audit_name attack [action |alarm] |drop] |reset]]

ip audit interface if name audit_ name

audit_name Audits the policy name viewed with the show ip audit name
command.
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action actions The alarm option indicates that when a signature match is
detected in a packet, the PIX Firewall reports the event to all
configured Syslog servers. The drop option drops the offending
packet. The reset option drops the offending packet and closes
the connection if it is part of an active connection. The default is
alarm.

audit interface Applies an audit specification or policy (via the ip audit name
command) to an interface.

if_name The interface to which the policy is applied.
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Disable Intrusion Detection Signatures

pixfirewall(config)#

ip audit signature signature number disable
» Excludes a signature from auditing.

pixfirewall (config)# ip audit signature 6102
disable

» Disables signature 6102.

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—10-21

If you wish to exclude a signature from auditing, use the ip audit signature disable command.
The no ip audit signature command is used to re-enable a signature, and the show ip audit
signature command displays disabled signatures.

The syntax for the ip audit signature command is as follows:

ip audit signature signature_number disable

audit signature Specifies what messages to display, attaches a global policy to
a signature, and disables or excludes a signature from auditing.

signature_number Intrusion detection signature number.
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Shunning

This topic explains the PIX Firewall’s shunning capabilities.

shun Command
aneevn--_ S

pixfirewall(config)#

shun src ip [dst ip sport dport [protocol]]

« Applies a blocking function to an interface under attack.

pixfirewall (config) # shun 172.26.26.45
* No further traffic from 172.26.26.45 is allowed.
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The PIX Firewall’s shun feature allows a PIX Firewall, when combined with a Cisco IDS
Sensor, to dynamically respond to an attacking host by preventing new connections and
disallowing packets from any existing connection. A Cisco IDS device instructs the PIX
Firewall to shun sources of traffic when those sources of traffic are determined to be malicious.

The shun command, intended for use primarily by a Cisco IDS device, applies a blocking
function to an interface receiving an attack. The shun command is not interface specific.
Traffic from the specified source address is dropped no matter which interface it arrives on.
Packets containing the IP source address of the attacking host are dropped and logged until the
blocking function is removed manually or by the Cisco IDS master unit. No traffic from the IP
source address is allowed to traverse the PIX Firewall, and any remaining connections time out
as part of the normal architecture. The blocking function of the shun command is applied
whether or not a connection with the specified host address is currently active.

The offending host can be inside or outside of the PIX Firewall. If the shun command is used
only with the source IP address of the host, no further traffic from the offending host is
allowed.

The show shun command displays all shuns currently enabled in the exact format specified.
The no form of the shun command disables a shun based on src_ip.

Note PIX Firewall shunning is supported in Cisco IDS 3.0.

The show shun command displays all shuns currently enabled in the exact format specified.
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The syntax for the shun command is as follows:
shun src_ip [dst_ip sport dport [protocol]]
show shun src_ip

clear shun [statistics]

clear Disables all shuns currently enabled and clears shun statistics.
Specifying statistics only clears the counters for that interface.

dport The destination port of the connection causing the shun.

dst_ip The address of the of the target host.

protocol The optional IP protocol, such as UDP or TCP.

sport The source port of the connection causing the shun.

src_ip The address of the attacking host.

statistics Clears only interface counters.
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Shunning an Attacker

I Ciaco.oom
Attacker Target
172.26.26.45 =

\

\

_ Internet u‘”_
Port N Port
4000 3

SRC: 172.26.26.45:4000, DST: 192.168.0.10:53

SRC: 172.26.26.45:4000, DST: 192.168.0.10:53

pixfirewall (config)# shun 172.26.26.45
192.168.0.10 4000 53
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In the figure, host 172.26.26.45 has been attempting a DNS zone transfer from host
192.168.0.10 using a source port other than the well-known DNS port of TCP 53. The
offending host (172.26.26.45) has made a connection with the victim (192.168.0.10) with TCP.
The connection in the PIX Firewall connection table reads as follows:

172.26.26.45, 4000-> 10.0.0.11 PROT TCP

If the shun command is applied as shown in the figure, the PIX Firewall deletes the connection
from its connection table and prevents packets from 172.26.26.45 from reaching the inside host.

Note The PIX Firewall configuration contains a static mapping of host 10.0.0.11 to global address
192.168.0.10.
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Summary

This topic summarizes what you learned in this lesson.

Summary

* The PIX Firewall has the following attack guards
to help protect systems from malicious attacks:
Mail Guard, DNS Guard, FragGuard and Virtual
Reassembly, AAA Flood Guard, and SYN Flood
Guard.

» Cisco PIX Firewall Software Version 5.2 and
higher support intrusion detection.

* Intrusion detection is the ability to detect
attacks against a network, including
reconnaissance, access, and DoS attacks.

* The PIX Firewall supports signature-based
intrusion detection.
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Summary (Cont.)

+ Each signature can generate a unique alarm and
response.

* Informational signatures collect information to
help determine the validity of an attack, or for
forensics.

- Attack signatures trigger on an activity known
to be, or that could lead to, unauthorized data
retrieval, system access, or privileged
escalation.

* The PIX Firewall can be configured to shun
source address of attacking hosts.
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Lab Exercise—Configure Intrusion Detection

Complete the following lab exercises to practice what you have learned in this chapter.

Objectives

In this lab exercise you will complete the following tasks:

m  Configure the use of Cisco Intrusion Detection System (IDS) information signatures and
send Cisco IDS Syslog output to a Syslog server.

m  Configure the use of IDS attack signatures and send Cisco IDS Syslog output to a Syslog
server.
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Visual Objective

The following illustration displays the lab topology for your classroom environment.

Lab Visual Objective
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Task 1—Configure the Use of IDS Information Signatures and
Send Cisco IDS Syslog Output to a Syslog Server

Complete the following steps to configure the use of Cisco IDS signatures and to send Cisco
IDS Syslog output to a Syslog server:
Step1  Turn off console logging:
pixP(config)# no logging console debug
Step2 Verify that you can ping a peer pod’s internal host from your Windows command:

C:\>ping 192.168.Q.10
Pinging 192.168.Q.10 with 32 bytes of data:

Reply from
Reply from
Reply from
Reply from

192
192
192
192

.168.Q.10:
.168.Q.10:
.168.Q.10:
.168.Q.10:

bytes=32 time<1l0ms
bytes=32 time<1l0ms
bytes=32 time<1l0ms
bytes=32 time<1l0ms

TTL=125
TTL=125
TTL=125
TTL=125

(where Q = peer pod number)
Step3  Specify an information signature policy on your PIX Firewall:
pixP(config)# ip audit name INFOPOLICY info action alarm reset
Step4  Apply the information signature policy to the outside interface:

pixP(config)# ip audit interface outside INFOPOLICY
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Step 5

Step 6

Step 7

Step 8

Step 9

Step 10

Open and minimize the Kiwi Syslog Daemon on your desktop.

Return to your Windows command line and attempt to ping your peer pod’s internal host. The
ping should fail.

C:\>ping 192.168.Q.10

Pinging 192.168.Q.10 with 32 bytes of data:

Request timed out.
Request timed out.
Request timed out.

Request timed out.
(where Q = peer pod number)

Observe the messages that appear on the Kiwi Syslog Daemon display. The log should be
similar to the following:

%$PIX-4-400010: IDS:2000 ICMP echo request from 192.168.Q.10 to
192.168.P.10 on interface outside

%$PIX-4-400010: IDS:2000 ICMP echo request from 192.168.Q.10 to
192.168.P.10 on interface outside

%$PIX-4-400010: IDS:2000 ICMP echo request from 192.168.Q.10 to
192.168.P.10 on interface outside

%$PIX-4-400010: IDS:2000 ICMP echo request from 192.168.Q.10 to
192.168.P.10 on interface outside

(where P = pod number, and Q = peer pod number)

Remove the information signature policy from the outside interface:
pixP(config)# no ip audit interface outside INFOPOLICY
Remove the audit policy audit name:

pixP(config)# no ip audit name INFOPOLICY

Verify that the information signature policy has been removed from the outside interface, the
default informational actions have been restored, and the ip audit name has been removed:

pixP(config)# show ip audit interface
pixP(config)# show ip audit info
ip audit info action alarm

pixP(config)# show ip audit name

Task 2—Configure the Use of IDS Attack Signatures and Send
Cisco IDS Syslog Output to a Syslog Server

Step 1

Complete the following steps to configure the use of IDS attack signatures and send IDS Syslog
output to a Syslog server:

From your Windows NT command line, ping your bastion host with an ICMP packet size of
1000:

C:\>ping -1 1000 172.16.P.2
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Pinging 172.16.P.2 with 1000 bytes of data:

Reply from 172.16.P.2: bytes=1000 time<lOms TTL=128
Reply from 172.16.P.2: bytes=1000 time<lOms TTL=128
Reply from 172.16.P.2: bytes=1000 time<lOms TTL=128
Reply from 172.16.P.2: bytes=1000 time<lOms TTL=128

(where P = pod number)
Step2 Specify an attack policy:

pixP(config)# ip audit name ATTACKPOLICY attack action alarm reset
Step3  Apply the attack policy to the inside interface:

pixP(config)# ip audit interface inside ATTACKPOLICY

Step4 From your Windows NT command line, ping your bastion host with an ICMP packet size of
10000:
Cc:\>ping -1 10000 172.16.P.2
Pinging 172.16.P.2 with 10000 bytes of data:

Request timed out.
Request timed out.
Request timed out.

Request timed out.
(where P = pod number)

Step5 Observe the messages that appear on the Kiwi Syslog Daemon display. The log should be
similar to the following:

%PIX-4-400025: IDS:2154 ICMP ping of death from 10.1.P.11 to

172.16.P.2 on interface inside

%$PIX-4-400023: IDS:2150 ICMP fragment from 10.1.P.11 to 172.16.P.2 on
interface inside

%$PIX-4-400023: IDS:2150 ICMP fragment from 10.1.P.11 to 172.16.P.2 on
interface inside

%$PIX-4-400023: IDS:2150 ICMP fragment from 10.1.P.11 to 172.16.P.2 on
interface inside

%$PIX-4-400023: IDS:2150 ICMP fragment from 10.1.P.11 to 172.16.P.2 on
interface inside

%$PIX-4-400023: IDS:2150 ICMP fragment from 10.1.P.11 to 172.16.P.2 on
interface inside

%$PIX-4-400023: IDS:2150 ICMP fragment from 10.1.P.11 to 172.16.P.2 on
interface inside

$PIX-4-400025: IDS:2154 ICMP ping of death from 10.1.P.11 to
172.16.P.2 on interface inside

%$PIX-4-400023: IDS:2150 ICMP fragment from 10.1.P.11 to 172.16.P.2 on
interface inside

%$PIX-4-400023: IDS:2150 ICMP fragment from 10.1.P.11 to 172.16.P.2 on
interface inside
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Step 6

Step 7

Step 8

Step 9

Step 10

$PIX-4-400023: IDS:2150
interface inside

$PIX-4-400023: IDS:2150
interface inside

$PIX-4-400023: IDS:2150
interface inside

$PIX-4-400023: IDS:2150
interface inside

(where P = pod number)

ICMP fragment from 10.1.P.11 to 172.16.P.

ICMP fragment from 10.1.P.11 to 172.16.P.

ICMP fragment from 10.1.P.11 to 172.16.P.

ICMP fragment from 10.1.P.11 to 172.16.P.

Remove the attack policy from the inside interface:

pixP(config)# no ip audit interface inside ATTACKPOLICY

Remove the audit policy:

pixP(config)# no ip audit name ATTACKPOLICY

2 on

2 on

2 on

2 on

Verify that the attack policy has been removed from the inside interface, the default attack
actions have been restored, and the ip audit name has been removed:

pixP(config)# show ip audit interface

pixP(config)# show ip audit attack

ip audit attack action alarm

pixP(config)# show ip audit name

Save your configuration:

pixP(config) # write memory

Turn logging off:

pixP(config) # no logging on
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11

Authentication, Authorization,
and Accounting

Overview

This lesson includes the following topics:

m  Objectives

®m  Introduction

m Installation of Cisco Secure ACS for Windows 2000
m  Authentication configuration

m  Authorization configuration

m  Downloadable ACLs

®  Accounting configuration

m  Troubleshooting the AAA configuration

®  Summary

m  Lab exercise



Objectives

This topic lists the lesson’s objectives.

Objectives

Upon completion of this lesson, you will be able to perform the
following tasks:

- Define authentication, authorization, and accounting.

- Describe the differences between authentication, authorization,
and accounting.

- Describe how users authenticate to the PIX Firewall.

» Describe how cut-through proxy technology works.

* Name the AAA protocols supported by the PIX Firewall.

« Configure AAA on the PIX Firewall.

* Install and configure Cisco Secure ACS for Windows NT.

- Define and configure Cisco Secure ACS user authorization.
- Define and configure downloadable ACLs.

2004, Cisco Systems, Inc. All rights reserved CSPFA32—113
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Introduction

This topic introduces the authentication, authorization, and accounting concepts and how the
Cisco PIX Firewall supports them.

Authentication, Authorization, and
Accounting

Lisco.omm

Cisco
Secure ACS
server

=r.=—

+ Authentication

— Who you are
* Authorization

— What you can do
» Accounting

— What you did
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Authentication, Authorization, and Accounting (AAA) is used to tell the PIX Firewall who the
user is, what the user can do, and what the user did. Authentication is valid without
authorization. Authorization is never valid without authentication.

Suppose you have 100 users and you want only six of these users to perform FTP, Telnet,
HTTP, or HTTP from outside the network. Tell the PIX Firewall to authenticate inbound
traffic, and give all six users identifications on the Terminal Access Controller Access Control
System Plus (TACACS+) or Remote Authentication Dial-In User Service (RADIUS) AAA
server. With simple authentication, these six users are authenticated with a username and
password, and then permitted access to the network. The other 94 users cannot access the
network. The PIX Firewall prompts users for their username and password, and then passes
their username and password to the TACACS+ or RADIUS AAA server. Depending on the
response, the PIX Firewall opens or denies the connection.

Suppose one of these users, “baduser,” is “technically challenged.” You want to allow
“baduser” to perform HTTP, but not Telnet, to the network. This means you must add
authorization, that is, you must authorize what users can do in addition to authenticating who
they are. When you add authorization to the PIX Firewall, it first sends the “technically
challenged” user’s username and password to the AAA server, then sends an authorization
request telling the AAA server which command “baduser” is trying to use. With the server set
up properly, “baduser” is allowed to perform HTTP but is not allowed to perform Telnet.
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Types of Authentication
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Two types of authentication are available, console access authentication and interactive user
authentication. Console access enables the administrator to require authentication verification
to access the PIX Firewall. The access authentication service options available are as follows:
enable, serial, ssh, HTTP, and telnet. In the example in the figure, a remote administrator is
attempting to access the PIX Firewall via Secure Shell (SSH) from the user’s home office while
a local administrator is attempting to access the PIX Firewall via Telnet. Both must be
authenticated before they are permitted to access the PIX Firewall.

For interactive user authentication, the PIX Firewall can be configured to require user
authentication for a session across the PIX Firewall, as specified in the aaa authentication
command. Only Telnet, FTP, HTTPS, and HTTP sessions can be intercepted to authenticate
users. In the example in the figure, a remote user is attempting an HTTP session with the web
server. If the user is authenticated by the PIX Firewall, the HTTP session to the web server is
connected, cut-through. The PIX Firewall then shifts the session flow and all traffic flows
directly between the server and the client while maintaining session state information.
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Types of Interactive User Authentication
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To authenticate a user, only FTP, Telnet, and HTTP sessions can be intercepted. More
information on the three authentication sessions is as follows:

B Telnet—You get a prompt generated by the PIX Firewall. You have up to four chances to
log in. If the username or password fails after the fourth attempt, the PIX Firewall drops the
connection. If authentication and authorization are successful, the destination server
prompts you for a username and password.

m  FTP—You get a prompt from the FTP program. If you enter an incorrect password, the
connection is dropped immediately. If the username or password on the authentication
database differs from the username or password on the remote host which you are
accessing via FTP, enter the username and password in the following formats:

—  aaa_username@remote username
—  aaa_password@remote password

The PIX Firewall sends the aaa username and aaa password that you have specified to the
AAA server, and if authentication and authorization are successful, the remote username
and remote_ password specified are passed to the destination FTP server.

Note Some FTP GUIs do not display challenge values.

m HTTP—You see a window generated by the web browser. If you enter an incorrect
password, you are prompted again. If the username or password on the authentication
database differs from the username or password on the remote host that you are using
HTTP to access, enter the username and password in the following formats:

—  aaa_username(@remote username

—  aaa_password@remote_ password
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The PIX Firewall sends the aaa username and aaa password that you have specified to the
AAA server, and if authentication and authorization are successful, the remote username
and remote password specified are passed to the destination HTTP server.

Keep in mind that browsers cache usernames and passwords. If you believe that the PIX
Firewall should be timing out an HTTP connection but it is not, reauthentication may
actually be taking place, with the web browser sending the cached username and password
back to the PIX Firewall. The Syslog service will show this phenomenon. If Telnet and
FTP seem to work normally, but HTTP connections do not, this is usually why.

The PIX Firewall supports authentication usernames up to 127 characters, and passwords of up
to 63 characters. A password or username may not contain an “at” (@) character as part of the
password or username string.

Note If PIX Firewalls are in tandem, Telnet authentication works in the same way as a single PIX
Firewall, but FTP and HTTP authentication have additional complexity because you have to
enter each password and username with an additional “at” (@) character and password or
username for each in-tandem PIX Firewall.

Note Once authenticated with HTTP, a user never has to reauthenticate no matter how low the
PIX Firewall uauth timeout is set. This is because the browser caches the "Authorization:
Basic=Uuhjksdkfhk==" string in every subsequent connection to that particular site. This can
only be cleared when the user exits all instances of the web browser and restarts. Flushing
the cache is of no use.
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The PIX Firewall gains dramatic performance advantages because of the cut-through proxy: a
method of transparently verifying the identity of users at the firewall and permitting or denying
access to any TCP- or UDP-based application. This method eliminates the price and

performance impact that UNIX system-based firewalls impose in similar configurations, and
leverages the authentication and authorization services of the Cisco Secure Access Control

Server (Cisco Secure ACS).

The PIX Firewall’s cut-through proxy challenges a user initially at the application layer, and
then authenticates against standard TACACS+ or RADIUS databases. After the policy is
checked, the PIX Firewall shifts the session flow, and all traffic flows directly and quickly

between the server and the client while maintaining session state information.
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The aaa authentication serial console command enables you to require authentication
verification to access the PIX Firewall unit’s console. Authenticated access to the PIX Firewall
console involves different types of prompts, depending on the option you choose with the aaa
authentication [serial | enable | telnet | ssh] console command. While the enable and ssh
options allow three tries before stopping access attempts with an “access denied” message, both
the serial and telnet options cause the user to be prompted continually until that user
successfully logs in. The serial option requests a username and password before the first
command-line prompt on the serial console connection. The telnet option forces you to specify
a username and password before the first command-line prompt of a Telnet console connection.
The enable option requests a username and password before accessing privileged mode for
serial, Telnet, or SSH connections. The ssh option requests a username and password before the
first command-line prompt on the SSH console connection.

Telnet access to the PIX Firewall console is available from any internal interface, and from the
outside interface with IPSec configured, and requires previous use of the telnet command. SSH
access to the PIX Firewall console is also available from any interface without IPSec
configured, and requires previous use of the ssh command.
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Supported AAA Servers
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The PIX Firewall supports the following AAA protocols and servers:
m  Terminal Access Controller Access Control System Plus (TACACS+)
—  Cisco Secure ACS for Windows NT
—  Cisco Secure ACS for UNIX
—  TACACS+ freeware
m  Remote Authentication Dial-In User Service (RADIUS)
—  Cisco Secure ACS for Windows NT
—  Cisco Secure ACS for UNIX
—  Livingston

— Merit
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Installation of Cisco Secure ACS for Windows NT

Step 1

Step 2

Step 3

Step 4

Step 5
Step 6

Step 7

Step 8

This topic explains how to install the Cisco Secure ACS for Windows NT.

Installation Wizard
-,.-—— Cisco.com

“a s -i-.l:quuﬂw-_‘ S S propgen T gy

i i
S i vend o L o s

Tl Carc of o380 ) B 100 0r | LA I P T e
v Cloi Hea o porvs o i L popes

Thi gl i
[

i) ey m ety rom - de e
i L B

[ | o |

© 2004, Cisco Systems, Inc. Al rights reserved. CSPFA3.2—11-12

Note Close all Windows programs before you run the setup program.

Complete the following steps to start installation of Cisco Secure ACS for Windows NT:

Log in as the local system administrator to the machine on which you are installing Cisco
Secure ACS.

Insert the Cisco Secure ACS CD-ROM into your CD-ROM drive. The Installation window
opens.

Click Install. The Software License Agreement window opens.

Read the Software License Agreement. Click Accept to agree to the licensing terms and
conditions. The Welcome window opens.

Click Next. The Before You Begin window opens.
Verify that each condition is met, and then select the check box for each item. Click Next.

Click Next. (Click Explain for more information on the listed items. If any condition is not met,
click Cancel to exit the program.)

If all conditions are met, click Next to continue.

Note If this is a new installation, skip to Step 11.
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Step9 (Optional.) If Cisco Secure ACS is already installed, the Previous Installation window opens.
You are prompted to remove the previous version and save the existing database information.
Click Yes, keep existing database and click Next to keep the existing data. To use a new
database, deselect the check box and click Next. If you selected the check box, the setup
program backs up the existing database information and removes the old files. When the files
are removed, click OK.

Step 10 If Setup finds an existing configuration, a prompt asks whether you want to import the
configuration. Click Yes, import configuration and click Next to keep the existing
configuration. Deselect the check box and click Next to use a new configuration. The Choose
Destination Location window opens.

Step 11 Click Next to install the software in the default directory. Click Browse and enter the directory
to use to use a different directory. If the directory does not exist, you are prompted to create
one. Click Yes. The Authentication Database Configuration window opens.

Step 12 Click the radio button for the authentication databases to be used by Cisco Secure ACS. Select
the CSACS Database only option (the default). Also select the Windows NT User Database
option. If you select the first option, Cisco Secure ACS will use only the Cisco Secure ACS
database for authentication; if you select the second option, Cisco Secure ACS will check both
databases.

Step 13 (Optional.) Click the Yes, reference “Grant dialin permission to user” setting to limit dial-in
access to only those users you specified in the Windows NT User Manager. Click Next. The
Network Access Server Details window opens.
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Step 14 Complete the following information:

m  Authenticate Users Using—Type of security protocol to be used. TACACS+ (Cisco) is the
default.

B Access Server Name—Name of the network access server (NAS) that will be using the
Cisco Secure ACS services.

m  Access Server [P Address—IP address of the NAS that will be using the Cisco Secure ACS
services.

m  Windows Server IP Address—IP address of this Windows NT server.

B TACACS+ or RADIUS Key—Shared secret of the NAS and Cisco Secure ACS. These
passwords must be identical to ensure proper function and communication between the
NAS and Cisco Secure ACS. Shared secrets are case sensitive. Setup installs the Cisco
Secure ACS files and updates the Registry. Click Next. The Interface Configuration
window opens.

Step 15 The Interface Configuration options are disabled by default. Select the check boxes to enable
any or all of the options listed. Click Next. The Active Service Monitoring window opens.

Note Configuration options for these items are displayed in the Cisco Secure ACS interface only if
they are enabled. You can disable or enable any or all of these and additional options after
installation in the Interface Configuration: Advanced Options window.

Step 16 To enable the Cisco Secure ACS monitoring service, CSMon, select the Enable Log-in
Monitoring check box, then select a script to execute when the login process fails the test:

m  No Remedial Action—Leave Cisco Secure ACS operating as is.
B Reboot—Reboot the system on which Cisco Secure ACS is running.

m  Restart All—(Default.) Restart all Cisco Secure ACS services.
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m  Restart RADIUS/TACACS+—Restart only RADIUS, TACACS+, or both protocols.

You can also develop your own scripts to be executed if there is a system failure. See the online
documentation for more information.

Step 17 To have Cisco Secure ACS generate an e-mail message when administrator events occur, select
the Enable Mail Notifications check box, and then enter the following information:
m  SMTP Mail Server—The name and domain of the sending mail server (for example,
serverl.company.com).
m  Mail account to notify—The complete e-mail address of the intended recipient (for

example, msmith@company.com).

Step 18 Click Next. The CSACS Service Initiation window opens. If you do not want to configure an
NAS from Setup, click Next. To configure a single NAS, click Yes, I want to configure Cisco

I0S now, and then click Next.
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Authentication Configuration

This topic discusses how to configure authentication on the PIX Firewall.

Interactive User Authentication—

Configuration Steps

Authentication configuration steps
* Specify an AAA server group.

aaa-server group tag protocol
auth protocol

* Designate an authentication server.

aaa-server group tag (if name) host
server ip key timeout seconds

- Enable user authentication.

|aaa authentication {include | exclude} |
or

|aaa authentication match |
(PIX Firewall Software Version 5.2 or later)

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—11-15

Configuring interactive user authentication is a three-step process. The three steps are as
follows:

Step1  Specify an AAA server group. The administrator defines a group name and the authentication
protocol.

Step2 Designate an authentication server. The administrator defines the location of the AAA server
and a key.

Step3  Enable user authentication. The administrator defines a rule to specify which traffic to include
or exclude from authentication.
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Specify an AAA Server Group

. |ntw—@—~n\ = NYCSACS

TACA server
I =J 10.0.0.2

pixfirewall (config)#

| aaa-server group tag protocol auth protocol |

» Assigns a TACACS+ or RADIUS protocol to a group tag.

|pix1(config)# aaa-server NYCSACS protocol tacacs+ |
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Use the aaa-server command to specify AAA server groups. The PIX Firewall enables you to
define separate groups of TACACS+ or RADIUS servers for specifying different types of
traffic, such as a TACACS+ server for inbound traffic and another for outbound traffic. The
aaa command references the group tag to direct authentication, authorization, or accounting
traffic to the appropriate AAA server.

You can have up to 14 tag groups, and each group can have up to 14 AAA servers, for a total of
up to 196 TACACS+ or RADIUS servers. When a user logs in, the servers are accessed one at
a time, starting with the first server you specify in the tag group, until a server responds.

The default configuration provides the following two aaa-server protocols:

m aaa-server TACACS+ protocol tacacs+

m aaa-server RADIUS protocol radius

Note If you are upgrading from a previous version of the PIX Firewall and have aaa command
statements in your configuration, using the default server groups enables you to maintain
backward compatibility with the aaa command statements in your configuration.

Note The previous server type option at the end of the aaa authentication and aaa accounting
commands has been replaced with the aaa-server group tag. Backward compatibility with
previous versions is maintained by the inclusion of two default protocols for TACACS+ and
RADIUS.
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Note The PIX Firewall listens for RADIUS on ports 1645 and 1646. If your RADIUS server uses
ports 1812 and 1813, you will need to reconfigure it to listen on ports 1645 and 1646.

The syntaxes for the aaa-server commands are as follows:
aaa-server group_tag protocol auth_protocol

clear aaa-server [group_tag]

group_tag An alphanumeric string that is the name of the server group. Use
the group_tag in the aaa command to associate aaa
authentication, aaa authorization, and aaa accounting
command statements with an AAA server.

protocol auth_protocol The type of AAA server, either TACACS+ or RADIUS.
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Designate an Authentication Server
I TR TR AT Cisco.gem

. . Internet -~ NYCSACS
— server
=J 10.0.0.2

pixfirewall (config)#

aaa-server group tag (if name) host server_ip key
timeout seconds

- ldentifies the AAA server for a given group tag.

pix1 (config)# aaa-server NYCSACS (inside) host
10.0.0.2 secretkey timeout 10

©2004, Cisco Systems, Inc. Al rights reserved. CSPFA32—1117

The next step is to define the AAA server. The administrator defines the following attributes
for the AAA server:

m  Group tag—Name of the server group. There can be up to 14 groups.
m Interface—Name of the interface on which the AAA server resides.
m [P address—IP address of the AAA server.

m  Secret key—Key used to encrypt data between the PIX Firewall and the AAA server. The
key must match between the PIX Firewall and the AAA server.

m  Timeout—Time after which the PIX Firewall gives up on the request to the primary AAA
server.

In the example in the figure, there is an AAA server that belongs to the NYCSACS group. It is
located out the inside interface and has an IP address of 10.0.0.2. The encryption key is
“secretkey,” and the request timeout is 10 seconds.

The syntaxes for the aaa-server commands are as follows:

aaa-server group_tag (if_name) host server_ip key timeout seconds

no aaa-server group_tag (if_name) host server_ip key timeout seconds

group_tag A case-sensitive alphanumeric string that is the name of the
server group. Use the group_tag in the aaa command to
associate aaa authentication, aaa authorization, and aaa
accounting command statements with an AAA server.

if_name The interface name on the side where the AAA server resides.

host server_ip The IP address of the TACACS+ or RADIUS server.
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key

A case-sensitive, alphanumeric keyword of up to 127 characters
that is the same value as the key on the TACACS+ server. Any
characters entered past the limit of 127 are ignored. The key is
used for encrypting data between the client and server. The key
must be the same on both the client and server systems. Spaces
are not permitted in the key, but other special characters are
allowed.

If a key is not specified, encryption does not occur.

timeout seconds

A retransmit timer that specifies the duration of the period during
which the PIX Firewall retries access. The PIX Firewall retries
access to the AAA server four times, each time for the length of
this period, before choosing the next AAA server. The default is 5
seconds. The maximum time is 30 seconds.

For example, if the timeout value is 10 seconds, the PIX Firewall
retransmits for 10 seconds and if no acknowledgment is received,
tries three times more, for a total of 40 seconds, to retransmit
data before the next AAA server is selected.
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Enable authentication __l_'n_c_:_[qqe__l exclude

T T T LISCO.C "-';- 3
— 0
e U‘Q—u— — NYCSACS
- ftp TACACS+ server
- telnet I =J 10.0.0.2
-http

-https Authentication

Inbound —»
pixfirewall (config)# I<— Outbound
aaa authentication {include|exclude} authen service

{inbound|outbound|if name} local ip local mask foreign ip
foreign mask group tag

- Defines traffic to be authenticated: telnet, ftp, http, and https.

pixl (config) # aaa authentication include ftp inbound 0.0.0.0
0.0.0.0 0.0.0.0 0.0.0.0 NYCSACS

pixl (config) # aaa authentication include telnet inbound 0.0.0.0
0.0.0.0 0.0.0.0 0.0.0.0 NYCSACS

pixl (config) # aaa authentication include http inbound 0.0.0.0
0.0.0.0 0.0.0.0 0.0.0.0 NYCSACS

pixl (config) # aaa authentication include https inbound 0.0.0.0
0.0.0.0 0.0.0.0 0.0.0.0 NYCSACS
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The aaa authentication command enables or disables user authentication services. When you
start a connection via Telnet, FTP, HTTP, or HTTPS, you are prompted for a username and
password. An AAA server, designated previously with the aaa-server command, verifies
whether the username and password are correct. If they are correct, the PIX Firewall’s cut-
through proxy permits further traffic between the initiating host and the target host.

The aaa authentication command is not intended to mandate your security policy. The AAA
servers determine whether a user can or cannot access the system, which services can be
accessed, and which IP addresses the user can access. The PIX Firewall interacts with Telnet,
FTP, HTTP, and HTTPS to display the prompts for logging. You can specify that a range of
hosts, or a single host, be authenticated. You can set the aaa command to a specific host and let
the aaa server authenticate the user. You can set the local IP address in the aaa authentication
command to 0 to mean all hosts, and let the authentication server decide which hosts are
authenticated. The aaa server enforces the PIX Firewall AAA authentication policy.

For each IP address, one aaa authentication command is permitted for inbound connections
and one for outbound connections. The PIX Firewall permits only one authentication type per
network. For example, if one network connects through the PIX Firewall using TACACS+ for
authentication, another network connecting through the PIX Firewall can authenticate with
RADIUS, but a single network cannot authenticate with both TACACS+ and RADIUS. In the
example in the figure, any inbound FTP, HTTP, HTTPS, and Telnet session is intercepted by
the PIX Firewall and authenticated by the AAA server. An AAA server from the NYCSACS
group verifies the authentication username and password. Once authenticated, the session is cut
through the PIX Firewall.

Note For cut-through proxy authentication, the administrator can also use the local PIX Firewall
user authentication database by specifying group tag local.
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The syntaxes for the aaa authentication commands are as follows:

aaa authentication include | exclude authen_service inbound | outbound | if name local_ip local_mask

foreign_ip foreign_mask group_tag

no aaa authentication [include | exclude authen_service inbound | outbound | if name local_ip local_mask

foreign_ip foreign_mask group_tag]

clear aaa [authentication include | exclude authen_service inbound | outbound | if name local_ip local_mask

foreign_ip foreign_mask group_tag]

include

Creates a new rule with the specified service to include.

exclude

Creates an exception to a stated rule by excluding the specified
service from authentication to the specified host. The exclude
parameter improves the former except option by enabling the
user to specify a port to exclude to a specific host or hosts.

authen_service

The services that require user authentication before they are let
through the firewall. Use any, ftp, http, https, or telnet.

inbound

Authenticates inbound connections. Inbound means the
connection originates on the outside interface and is being
directed to the inside or any other perimeter interface.

outbound

Authenticate outbound connections. Outbound means the
connection originates on the inside and is being directed to the
outside or any other perimeter interface.

if_name

Interface name from which users require authentication. Use
if_name in combination with the local_jp address and the
foreign_ip address to determine where access is sought and from
where. The local_ip address is always on the interface with the
highest security level and foreign_ip address is always on the
lowest.

local_ip

The IP address of the host or network of hosts that you want to be
authenticated. You can set this address to 0 to mean all hosts and
to let the authentication server decide which hosts are
authenticated.

local_mask

Network mask of local_ip. Always specify a specific mask value.
Use 0 if the IP address is 0. Use 255.255.255.255 for a host.

foreign_ip

The IP address of the hosts you want to access the local_ip
address. Use 0 to mean all hosts.

foreign_mask

Network mask of foreign_ip. Always specify a specific mask value.
Use 0 if the IP address is 0. Use 255.255.255.255 for a host.

group_tag

The group tag set with the aaa-server command. To use the local
PIX Firewall user authentication database, enter LOCAL for this
parameter.

Cisco Secure PIX Firewall Advanced (CSPFA) v3.2
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Enable authentication match

4

- http Authentication

pixfirewall (config)#

= D sZe arm |
L _Internet )N | NYCSACS
~ access-list TACACS+ server
- ftp —|— . =J 10.0.0.2
- telnet

aaa authentication match acl name if name server tag

» Specify an access-list command statement name to match.

pixl (config) # access-list 110 permit tcp any any eq telmnet
pix1 (config) # access-list 110 permit tcp any any eq ftp
pix1 (config) # access-list 110 permit tcp any any eq www

pixl (config) # aaa authentication match 110 outside NYCSACS

©2004, Cisco Systems, Inc. Al rights reserved.
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Authentication can also be performed on the successful match of an access control list (ACL)
entry. This gives the administrator complete control of the cut-through authentication

performed by the PIX Firewall. It can be as selective or permissive as necessary. In the example
in the figure, there are three ACL entries. The entries permit Telnet, FTP, and HTTP from any

host to any host. The PIX Firewall will intercept any sessions matching the ACL entries

received on the outside interface. The sessions are verified by an AAA server belonging to the

NYCSACS server group.

Copyright "= 2004, Cisco Systems, Inc.
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aaa authentication Example
il [T Ciscooom

| __
Outbound
————

A
. Internet{ @Y | cacst authout
S

10.0.0.3
Inbound !
authin

RADIUS
1] 10.0.0.2

pixl (config) #
pixl (config) #
timeout 5
pixl (config) #
pixl (config) #

pixl (config) #
pixl (config) #
pixl (config) #
pixl (config) #
pixl (config) #

cisco456 timeout 5

aaa-server authin protocol radius
aaa-server authin (inside) host 10.0.0.2 ciscol23

aaa-server authout protocol tacacs+
aaa-server authout (inside) host 10.0.0.3

access-list 110 permit tcp any any eq telnet
access-list 110 permit tcp any any eq ftp
access-list 110 permit tcp any any eq www
aaa authentication match 110 outside authin
aaa authentication match 110 inside authout

©2004, Cisco Systems, Inc. Al rights reserved. CSPFA3.2—1120

In the example in the figure, there are two traffic flows, inbound and outbound. Any inbound
traffic that matches the ACLs is authenticated by the authin AAA server using the RADIUS
protocol. Any outbound traffic matching the ACL is authenticated by the authout AAA server
using the TACACS+ protocol.
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How to Add Users to Cisco Secure ACS

Cisco.gom
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Complete the following steps to add users to the Cisco Secure ACS:
Step1  Click User Setup from the navigation bar. The Select window opens.

Step2  Enter a name in the User field.

Note The username can contain up to 32 characters. Names cannot contain the following special
characters: #, ?, ", *, >, and <. Leading and trailing spaces are not allowed.

Step3  Click Add/Edit. The Edit window opens. The username being added or edited appears at the
top of the window.
The Edit window contains the following sections:
®  Account Disabled
m  Supplementary User Info
m  User Setup

m  Account Disable

Account Disabled

If you need to disable an account, select the Account Disabled check box in the Account
Disabled section to deny access for this user.

Note You must click Submit to have this action take effect.
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Supplementary User Info

In this section, you can enter supplemental information to appear in each user profile. The
fields shown in the following bullet items are available by default; however, you can insert
additional fields by clicking Interface Configuration in the navigation bar and then clicking
User Data Configuration (configuring supplemental information is optional):

m  Real Name—If the username is not the user’s real name, enter the real name here.

m  Description—Enter a detailed description of the user.

User Setup

In the User Setup group box, you can edit or enter the following information for the user as
applicable:

m  Password Authentication—From the drop-down menu, choose a database to use for
username and password authentication. You can select the Windows NT user database or
the Cisco Secure database. The Windows NT option authenticates a user with an existing
account in the Windows NT User Database located on the same machine as the Cisco
Secure ACS server. The Cisco Secure Database option authenticates a user from the local
Cisco Secure ACS database. If you select this database, enter and confirm the Password
Authentication Protocol (PAP) password to be used. The Separate CHAP/MS-
CHAP/ARAP option is not used with the PIX Firewall.

Note The Password and Confirm Password fields are required for all authentication methods
except for all third-party user databases.

m  Group to which the user is assigned—From the Group to which the user is assigned
drop-down menu, choose the group to which to assign the user. The user inherits the
attributes and operations assigned to the group. By default, users are assigned to the Default
Group. Users who authenticate via the Unknown User method and who are not found in an
existing group are also assigned to the Default Group.

m  Callback—This information is not used with the PIX Firewall.

m  Client IP Address Assignment—This information is not used with PIX Firewall.

Account Disable

The Account Disable group box can be used to define the circumstances under which the user’s
account will become disabled.

Note This action is not to be confused with account expiration due to password aging. Password
aging is defined for groups only, not for individual users.

m  Never radio button—Select to keep the user’s account always enabled. This is the default.

m  Disable account if radio button—Select to disable the account under the circumstances you
specify in the following fields:

— Date exceeds—From the drop-down menu, choose the month, date, and year on
which to disable the account. The default is 30 days after the user is added.
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—  Failed attempts exceed—Select the check box and enter the number of consecutive
unsuccessful login attempts to allow before disabling the account. The default is 5.

—  Failed attempts since last successful login—This counter shows the number of
unsuccessful login attempts since the last time this user logged in successfully.

m  Reset current failed attempts count on submit—If an account is disabled because the failed
attempts count has been exceeded, select this check box and click Submit to reset the failed
attempts counter to 0 and reinstate the account.

If you are using the Windows NT user database, this expiration information is in addition to the
information in the Windows NT user account. Changes here do not alter settings configured in
Windows NT.

Step4  When you have finished configuring all user information, click Submit.
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Authentication of Non-Telnet, FTP, or
HTTP Traffic
A

i e == _—T

PIX virtual HTTP authentication

Session with file server = 1':)"3 (s)e;:\;er

Authenticate to the PIX Firewall before accessing
other services.

— Virtual Telnet
— Virtual HTTP
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The PIX Firewall authenticates users via Telnet, FTP, HTTP, or HTTPS. But what if users need
to access a Microsoft file server on port 139 or a Cisco IP/TV server for instance? How will
they be authenticated? Whenever users are required to authenticate to access services other than
by Telnet, FTP, HTTP, or HTTPS, they need to do one of the following:

m  Option I—Authenticate first by accessing a Telnet, FTP, HTTP, or HTTPS server before
accessing other services.

m  Option 2 Authenticate to the PIX Firewall virtual Telnet service before accessing other
services. When there are no Telnet, FTP, HTTP, or HTTPS servers with which to
authenticate, or just to simplify authentication for the user, the PIX Firewall allows a virtual
Telnet authentication option. This option permits the user to authenticate directly with the
PIX Firewall using the virtual Telnet IP address.
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Configuration of Virtual Telnet

- , 192.168.0.0 | yu |
1 3 = 1 — =
= ’ Iﬂt\in:t)’ u -3~ Cisco Secure
] H ACS server
T = 10.0.0.2
ixfirewall (config)# Virtual i
P ( o) Telnet \ File server
| ) 10.0.0.33

|virtua1 telnet ip address

» Enables access to the PIX Firewall’s virtual server.
— The IP address must be an unused global address.

— If the connection is started on either the outside or a perimeter interface,
a static and access-list command pair must be configured for the fictitious

address.
pixl (config) # static (inside,outside) 192.168.0.10 10.0.0.33

netmask 255.255.255.255 0 0
pix1 (config) # access-list aclout permit tcp any host

192.168.0.10 eq telnet
pixl (config) # virtual telmnet 192.168.0.10
CSPFA3.2—11-23

©2004, Cisco Systems, Inc. Al rights reserved.

When you are using virtual Telnet to authenticate inbound clients, the IP address must be an
unused global address. When you are using virtual Telnet to authenticate outbound clients, the
IP address must be an unused global address routed directly to the PIX Firewall. In the example

in the figure, the file server IP address is statically translated to a global address of
192.168.0.10. To be authenticated, the outside user establishes a virtual Telnet session to
192.168.0.10. The PIX Firewall will intercept the session and authenticate the user. After

authentication, the session is cut through to the file server.

The syntax for the virtual telnet command is as follows:

virtual telnet ip_address

ip_address Unused global IP address on PIX Firewall, used for Telnet for
authentication.

11-27
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Virtual Telnet Configuration Example

EEEEEE———— Tacooom
L _
192.1-9-10 P - 192.168.0.0 %
— nternet ¢ @ 3 i
\_v_j . Cisco Secure
] .| ACS server
C:\> telnet 192.168.0.10 —10.0.0.2
LOGIN Authentication T
Username: aaauser Virtual File server
Pagsword: aaapass Telnet
Authentication Successful 10.0.0.33

192.168.0.10

pixl (config)# static (inside,outside) 192.168.0.10 10.0.0.33 netmask
255.255.255.255 0 0

pixl (config)# access-list 120 permit tcp host 192.168.9.10 host 192.168.0.10

pixl (config)# aaa-server authin protocol radius

pixl (config)# aaa-server authin (inside) host 10.0.0.2 ciscol23 timeout 5

pixl (config)# aaa authentication match 120 outside authin

pixl (config)# virtual telnet 192.168.0.10
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The virtual Telnet option provides a way to preauthenticate users who require connections
through the PIX Firewall using services or protocols that do not support authentication. The
virtual Telnet IP address is used both to authenticate in and authenticate out of the PIX
Firewall.

When an unauthenticated user establishes a Telnet session to the virtual IP address, the user is
challenged for the username and password, and then authenticated with the TACACS+ or
RADIUS server. Once authenticated, the user sees the message “Authentication Successful,”
and the authentication credentials are cached in the PIX Firewall for the duration of the user
authentication (uauth) timeout.

If a user wishes to log out and clear the entry in the PIX Firewall uauth cache, the user can
again access the virtual address via Telnet. The user is prompted for a username and password,
the PIX Firewall removes the associated credentials from the uauth cache, and the user receives
a “Logout Successful” message.

In the figure, the user wants to establish a NetBIOS session on port 139 to access the file
server. The user accesses the virtual Telnet address at 192.168.0.10, and is immediately
challenged for a username and password before being authenticated with the RADIUS AAA
server. Once the user is authenticated, the PIX Firewall allows that user to connect to the file
server without reauthentication.
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Virtual HTTP

- —
> |
] Internet EF= arm —
E:’ - u - Cisco Secure
; . ACS server
PIX virtual HTTP authentication - 10.0.0.2
IIS authentication = IIS server
£ 10.0.0.3

 Virtual HTTP solves the problem of HTTP requests failing when
web servers require credentials that differ from those required
by the PIX Firewall’s AAA server.

* When virtual HTTP is enabled, it redirects the browser to
authenticate first to a virtual web server on the PIX Firewall.

« After authentication, the PIX Firewall forwards the web request
to the intended web server.
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With the virtual HTTP option, web browsers work correctly with the PIX Firewall’s HTTP
authentication. The PIX Firewall assumes that the AAA server database is shared with a web
server and automatically provides the AAA server and web server with the same information.
The virtual HTTP option works with the PIX Firewall to authenticate the user, separate the
AAA server information from the web client’s URL request, and direct the web client to the
web server. The virtual HTTP option works by redirecting the web browser’s initial connection
to an IP address, which resides in the PIX Firewall, authenticating the user, then redirecting the
browser back to the URL that the user originally requested. This option is so named because it
accesses a virtual HTTP server on the PIX Firewall, which in reality does not exist.

This option is especially useful for PIX Firewall interoperability with Microsoft Internet
Information Server (IIS), but it is useful for other authentication servers. When using HTTP
authentication to a site running Microsoft IIS that has Basic text authentication or Windows NT
Challenge/Response authentication enabled, users may be denied access from the Microsoft IIS
server because the browser appends the string: “Authorization: Basic=Uuhjksdkfhk==""to the
HTTP GET commands. This string contains the PIX Firewall authentication credentials.
Windows NT IIS servers respond to the credentials and assume that a Windows NT user is
trying to access privileged pages on the server. Unless the PIX Firewall username and password
combination is exactly the same as a valid Windows NT username and password combination
on the Microsoft IIS server, the HTTP GET command is denied.

To solve this problem, the PIX Firewall redirects the browser’s initial connection to its virtual
HTTP IP address, authenticates the user, and then redirects the browser to the URL that the
user originally requested. Virtual HTTP is transparent to the user; therefore, users enter actual
destination URLs in their browsers as they normally would.

Note Do not set the timeout uauth duration to 0 seconds when using the virtual HTTP option.
Doing this prevents HTTP connections to the real web server.
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Configuration of Virtual HTTP

Authentication
"""""" Cacooom
. 192.168.0.0 Ll
jm ! b =) are
= Lnfw ‘ -3U7 Cisco Secure
Virtual HTTP login ACS server
IS HTTP login - 10.0.0.2
- T ns server
Virtual HTTP | 10003
192.168.0.9 =

pixfirewall (config)#

virtual http ip address [warn]

* For inbound clients, the IP address must be an unused global address.

« If the connection is started on either the outside or perimeter, a static and
access-list command pair must be configured for the fictitious address.

pixl (config) # virtual http 192.168.0.9

©2004, Cisco Systems, Inc. Al rights reserved. CSPFA3.2—1126

The virtual address identifies the IP address of the virtual HTTP server on the PIX Firewall. For
inbound use, the IP address can be any unused global address. Access to this address must be
provided by an access-list and static command pair. To be authenticated, the outside user
establishes a virtual HTTP session to 192.168.0.9. The PIX Firewall will intercept the virtual
HTTP session and authenticate the user.

The syntax for the virtual http command is as follows:
virtual http ip_address [warn|]

no virtual http ip_address

ip_address The PIX Firewall’s network interface IP address.

warn Informs virtual http command users that the command was
redirected. This option is applicable only for text-based browsers
where the redirect cannot happen automatically.
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Authentication of Console Access

PIX Firewall
console access

Cisco Secure
L_J ACS server

aaa authentication [gerial | enable | telnet | =sh |
httpl] console group tag

PIX Firewall

console access
.................. > <

\ S&¥e " ate |
_Intw_ - -

pixfirewall (config)#

- Defines a console access method that requires authentication.

pixl (config) # aaa authentication serial console MYTACACS
pixl (config) # aaa authentication enable console MYTACACS
pixl (config) # aaa authentication telnet console MYTACACS
pixl (config) # aaa authentication ssh console MYTACACS
pixl (config) # aaa authentication http console MYTACACS
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Use the aaa authentication console command to require authentication verification to access
the PIX Firewall’s console.

Authenticated access to the PIX Firewall console involves different types of prompts,
depending on the option you choose with the aaa authentication console command:

m enable option—Allows three tries before stopping access attempts with an “access denied”
message. The enable option requests a username and password before accessing privileged
mode for serial or Telnet connections.

m  serial option—Causes the user to be prompted continually until that user successfully logs
in. The serial option requests a username and password before the first command-line
prompt on the serial console connection.

m  ssh option—Allows three tries before stopping access attempts with a “rejected by server”
message. The ssh option requests a username and password before the first command-line
prompt appears.

m telnet option—Causes the user to be prompted continually until that user successfully logs
in. The telnet option requests a username and password before the first command-line
prompt of a Telnet console connection.

The aaa authentication command also supports PIX Device Manager (PDM) authentication.
By using the aaa authentication http console command, you can configure the PIX Firewall
to require authentication before allowing PDM to access it. If an aaa authentication http
console command statement is not defined, you can gain access to the PIX Firewall (via PDM)
with no username and the PIX Firewall enable password (set with the password command). If
the aaa command is defined but the HTTP authentication request times out, which implies that
the AAA server may be down or not available, you can gain access to the PIX Firewall using
the username “pix” and the enable password.
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Note The serial console option also logs to a Syslog server changes made to the configuration
from the serial console.

The syntaxes for the aaa authentication console commands are as follows:
aaa authentication [serial | enable | telnet | ssh | http] console group_tag

no aaa authentication [serial | enable | telnet | ssh | http] console group tag

serial Access verification for the PIX Firewall's serial console.

enable Access verification for the PIX Firewall's privilege mode.

telnet Access verification for Telnet access to the PIX Firewall console.

ssh Access verification for SSH access to the PIX Firewall console.

http Access verification for HTTP access to the PIX Firewall (via
PDM).

console Specifies that access to the PIX Firewall console requires
authentication.

group_tag The group tag set with the aaa-server command. To use the
local PIX Firewall user authentication database, enter LOCAL for
this parameter.
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How to Change the Authentication
Prompts

Please Authenticate
Username: asjdkl
Password:

Authentication Failed, Try Again
Please Authenticate to the Firewall
Username: asjfkl

Password:

You’ve been Authenticated

pixfirewall (config)#

Lisco.omm

auth-prompt [accept | reject | prompt]l string

+ Defines the prompt users see when authenticating.

authenticate.

- Defines the message users get when they successfully or unsuccessfully

+ By default, only username and password prompts are seen.

pixl (config) # auth-prompt prompt Please Authenticate
pixl (config) # auth-prompt reject Authentication Failed, Try Again
pixl (config) # auth-prompt accept You’ve been Authenticated

©2004, Cisco Systems, Inc. Al rights reserved.
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Use the auth-prompt command to change the AAA challenge text for HTTP, FTP, and Telnet
access through the PIX Firewall. This is text that appears above the username and password
prompts that you view when logging in.

Note Microsoft Internet Explorer only displays up to 37 characters in an authentication prompt,
Netscape Navigator displays up to 120 characters, and Telnet and FTP display up to 235
characters in an authentication prompt.

The syntaxes for the auth-prompt commands are as follows:

auth-prompt [accept | reject | prompt]| string

no auth-prompt [accept | reject | prompt] string

show auth-prompt

clear auth-prompt

accept If a user authentication via Telnet is accepted, the accept
message is displayed.

reject If a user authentication via Telnet is rejected, the reject message
is displayed.

prompt The AAA challenge prompt string follows this keyword. This
keyword is optional for backward compatibility.

string A string of up to 235 alphanumeric characters. Special

characters should not be used; however, spaces and
punctuation characters are permitted. Entering a question mark
or pressing the Enter key ends the string. (The question mark
appears in the string.)

Copyright "= 2004, Cisco Systems, Inc.
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How to Change the Authentication

Timeouts

- Inactivity timeout
- Absolute timeout

pixfirewall (config)#

timeout uauth hh:mm:ss [absolute|inactivity]

+ Sets the time interval before users will be required to reauthenticate
— Absolute—Time interval starts at user login
— Inactivity—Time interval for inactive sessions (no traffic)

pix1 (config)# timeout uauth 3:00:00 absolute
pPix1(config)# timeout uauth 0:30:00 inactivity
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Use the timeout uauth command to specify how long the cache should be kept after the user
connections become idle. The timeout command value must be at least two minutes. Use the
clear uauth command to delete all authorization caches for all users, which causes them to
reauthenticate the next time they create a connection.

The inactivity and absolute qualifiers cause users to reauthenticate after either a period of
inactivity or an absolute duration. The inactivity timer starts after a connection becomes idle. If
a user establishes a new connection before the duration of the inactivity timer, the user is not
required to reauthenticate. If a user establishes a new connection after the inactivity timer
expires, the user must reauthenticate.

The absolute timer runs continuously, but waits and prompts the user again when the user starts
a new connection, such as clicking a link after the absolute timer has elapsed. The user is then
prompted to reauthenticate. The absolute timer must be shorter than the xlate timer, otherwise a
user could be prompted again after the session has ended.

The inactivity timer gives users the best Internet access because they are not prompted to
regularly reauthenticate. Absolute timers provide security and manage the PIX Firewall
connections better. Being prompted to reauthenticate regularly helps users manage their use of
the resources more efficiently. Also, being prompted minimizes the risk that someone will
attempt to continue another user’s access after the first user leaves the workstation, such as in a
college computer lab.

Both an inactivity timer and an absolute timer can operate at the same time, but you should set
the absolute timer duration for a longer period than the inactivity timer. If the absolute timer is
set at less than the inactivity timer, the inactivity timer is never invoked. For example, if you set
the absolute timer to 10 minutes and the inactivity timer to an hour, the absolute timer prompts
the user every 10 minutes, and the inactivity timer will never be started.
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If you set the inactivity timer to some duration, but set the absolute timer to 0, users are
reauthenticated only after the inactivity time elapses. If you set both timers to 0, users have to
reauthenticate on every new connection.

Note Do not set the timeout uauth duration to 0 seconds when using the virtual HTTP option or
passive FTP.

The syntaxes for the timeout uauth commands are as follows:
timeout uauth hh:mm:ss [absolute | inactivity]
show timeout

clear uauth

uauth hh:mm:ss Duration before the authentication and authorization cache times
out and the user has to reauthenticate the next connection. This
duration must be shorter than the xlate values. Set to 0 to disable
caching.

absolute Runs the uauth timer continuously, but after timer elapses, waits
to reprompt the user until the user starts a new connection (for
example, clicking a link in a web browser). To disable absolute,
set it to zero (0). The default is 5 minutes.

inactivity Starts the uauth timer after a connection becomes idle. The
default is 0.
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Authorization Configuration

This topic discusses the configuration of the PIX Firewall for authorization.

PIX Firewall User Authorization

192.168.9.13 | H FTP
. 192.168.0.0 server
192.168.9.11 Int t\f—.@’ 1) <o 100033
e = 3 Cisco Secure
FTP | > ACS server
Authorization = 10.0.0.2

Two supported methods:
» Classic user authorization, where a TACACS+ AAA server is
configured with rules and consulted for every connection
- Download of a per-user ACL from the RADIUS AAA server on
demand
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If you want to allow all authenticated users to perform all operations—HTTP, FTP, and
Telnet—through the PIX Firewall, authentication is sufficient and authorization is not needed.
But if there is reason to allow only some subset of users or to limit users to certain sites,
authorization is needed. The PIX Firewall supports two basic methods of user authorization

when you specify per-user access rules in the context of AAA. Two methods are:

Classic user authorization—The access rules are configured on the TACACS+ AAA server
and consulted on demand. With classic authorization, the PIX Firewall is configured with
rules specifying which connections need to be authorized by the AAA server. The AAA

server is consulted for access rights on demand.

Download of per-user ACLs—PIX Firewall Software Version 6.2 introduced the ability to
store full ACLs on the AAA server and download them to the PIX Firewall as required.
Authentication is configured on the PIX Firewall. An ACL is attached to the user or group
profile on the AAA server. During the authentication process, an ACL is returned to the
PIX Firewall. The ACL is modified based on the source IP address of the authenticated

user. This functionality is supported only with RADIUS.
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TACACS+ Authorization Configuration

S ——

Two-step process to configure the aaa authorization command
 Configure the PIX Firewall
— aaa authorization {include | exclude}
— aaa authorization match

pixl (config) # access-list 101 permit tcp any any eq telnet
pixl (config) # access-list 101 permit tcp any any eq ftp
pixl (config) # access-list 101 permit tcp any any eq www
pixl (config) # aaa authorization match 101 outside authin

» Configure TACACS+ AAA server parameters 5
— Commands I a |
— Arguments P
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User authorization is a two-step process, as follows:

Step1  Configure the PIX Firewall for authorization. The administrator can use the older form of the

aaa authorization {include | exclude} command or the newer version, the aaa authorization
match command.

Step2 Define the TACACS+ AAA server group parameters. The per-group command authorization
parameters include commands and arguments.

Note It is assumed that aaa authentication configuration was already completed.
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Enable authorization include | exclude

LISCD.Com
—_ ] —— FTP
192.168.9.13 L e e e e s T server
- 192.168.0.0 | ! 10.0.0.33

- o
192.168.9.11 L5 Internet 3 FTP _ Cisco Secure
| ..... > ACS server
4 L 10.0.0.2

Authorization

pixfirewall (config)#

aaa authorization include | exclude author service inbound
| outbound | if name local ip local mask foreigm ip
foreign mask group tag

- Defines traffic that requires AAA server authorization.
« author_service = ftp, http, telnet, protocol/port, or any.

pixl(config)# aaa authorization include £ftp inbound
0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 authin

pixl(config)# aaa authorization exclude ftp inbound
192.168.9.13 255.255.255.255 0.0.0.0 0.0.0.0 authin
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The aaa authorization command defines which services require authorization. If the traffic
matches the source and destination IP addresses and services in the aaa authorization
command string, the connection must be authorized by the defined TACACS+ AAA server.
Services not specified in the command line are authorized implicitly.

In the example in the figure, any outbound FTP sessions must be authorized, with the exception
of FTP sessions originating from IP address 192.168.9.13 If authentication passes and
authorization is configured, the PIX Firewall forwards the user’s session information to the
TACACSH+ server for authorization. The TACACS+ returns a permit or fail message.

The syntaxes for the aaa authorization commands are as follows:

aaa authorization include | exclude author_service inbound | outbound | if_ name local_ip local_mask foreign_ip

foreign_mask group_tag

no aaa authorization include | exclude author_service inbound | outbound | if_name local_ip local mask
foreign_ip foreign_mask group_tag

clear aaa authorization [include | exclude author_service inbound | outbound | if_name local_ip local_mask
foreign_ip foreign_mask group_tag]

include author_service The services that require authorization. Use any, ftp, http, or
telnet. Services not specified are authorized implicitly. Services
specified in the aaa authentication command do not affect the
services, which require authorization.

exclude author_service Creates an exception to a previously stated rule by excluding the
specified service from authorization to the specified host. The
exclude parameter improves the former except option by
allowing the user to specify a port to exclude for a specific host or
hosts.
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inbound

Authenticates or authorizes inbound connections. Inbound
means the connection originates on the outside interface and is
being directed to the inside or any other perimeter interface.

outbound

Authenticates or authorizes outbound connections. Outbound
means the connection originates on the inside and is being
directed to the outside or any other perimeter interface.

if_name

Interface name from which users require authentication. Use
if_name in combination with the local_jp address and the
foreign_ip address to determine where access is sought and by
whom.

local_ip

The IP address of the host or network of hosts that you want to
be authenticated or authorized. You can set this address to 0 to
mean all hosts and to let the authentication server decide which
hosts are authenticated.

local_mask

Network mask of local_ijp. Always specify a specific mask value.
Use 0 if the IP address is 0. Use 255.255.255.255 for a host.

foreign_ip

The IP address of the hosts you want to access the local_ip
address. Use 0 to mean all hosts.

foreign_mask

Network mask of foreign_ip. Always specify a specific mask
value. Use 0 if the IP address is 0. Use 255.255.255.255 for a
host.

group_tag

The group tag set with the aaa-server command. Enter LOCAL
for the group tag value for local AAA services such as local
command authorization using privilege levels, or use the AAA
server group tag as defined by the aaa-server command.

Copyright "= 2004, Cisco Systems, Inc.

Authentication, Authorization, and Accounting 11-39



Enable authorization match

- T IE I ",_.'17..:..' =i
! FTP server
192.168.9.10 ‘ 192.168.0.0 L 10.00.33
- . Cisco Secure
> ACS server
Authorization 10.0.0.2

pixfirewall (config)#

|aaa authorization match acl name if name server tag

+ PIX Firewall Software Version 5.2 feature allows the aaa authorization match
statement in conjunction with defined ACL to replace the aaa authorization {include
| exclude} statements.

* Note that the old and new verbiage should not be mixed.

pixl (config)# access-list 101 permit tcp any any eq telnet
pixl (config)# access-list 101 permit tcp any any eq ftp
pixl (config)# access-list 101 permit tcp any any eq www
pixl(config)# aaa authorization match 101 outside authin

© 2004, Cisco Systems, Inc. Al rights reserved. CSPFA32—1134

Beginning in PIX Firewall Software Version 5.2, the administrator can define ACLs on the PIX
Firewall, then apply them to the aaa authorization match command. Any sessions matching
the ACL must be authorized by the defined TACACS+ server. In the example in the figure, the
three ACL statements are for any-to-any FTP, Telnet, and HTTP traffic. The ACLs are applied
to the outside interface. Any traffic matching these characteristics inbound on the outside
interface must be authorized by authin TACACS+ server.
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Authorization Rules Allowing Specific

Services

Eeanp batag
-

Per-group setup P ——
Command authorization

* Unmatched PIX Firewall '__ i
commands )

— Deny
« Command
— ftp
* Arguments
— None

* Unlisted arguments
— Permit
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The aaa authorization command defines which traffic to authorize. Clicking the Group Setup
button and then selecting the Per Group Command Authorization radio button enables the
administrator to permit or deny specific PIX Firewall commands and arguments at the group
level. For example, the Executive group might have FTP and HTTP access to all 10.0.9.0/24
servers. The Human Resources group might have FTP and HTTP access to server 10.0.9.6
only. The Per Group Command Authorization option enables the administrator to define
authorization for commands, such as FTP, Telnet, and HTTP. It also enables the administrator
to define authorization for arguments, such as IP addresses.

To set TACACS+ shell command authorization on a command-by-command basis, select the
Per Group Command Authorization radio button, then select from the following options:

®  Unmatched Cisco IOS commands—To determine how Cisco Secure ACS handles
commands that the administrator did not specify in this section, you can choose to either
permit or deny, as applicable.

m  Command—You can select the Command check box and type the command in the field
below it.

®  Arguments—For each argument of the command, you can specify whether the argument is
to be permitted or denied.

m  Unlisted arguments—To permit only those arguments listed, select the Deny option. To
allow users to issue all arguments not specifically listed, select the Permit option.

In the example in the figure, a member of a group is authorized to access any IP address via
FTP. Complete the following steps to add authorization rules for this specific service in Cisco
Secure ACS:

Step1  Click Group Setup from the navigation bar. The Group Setup window opens.

Step2  Scroll down to the Shell Command Authorization Set area.
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Step3  Select the Per Group Command Authorization radio button, which enables the administrator
to permit or deny specific command and arguments at the group level.

Step4  Select the Deny radio button, which is found under Unmatched Cisco IOS commands. This
step allows only group members to issue FTP commands.

Step5 Select the Command check box.
Step 6 In the command field, enter FTP, the allowable service.
Step7 Leave the Arguments field blank.

Step8  Select the Permit radio button, which is found under Unlisted arguments, to permit the
arguments that are not listed.

Step9  Click the Submit button to add more rules, or click the Submit + Restart button when you are
finished.
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Authorization Rules Allowing Specific

Services to Specific Hosts

Per-group setup
Command authorization

* Unmatched PIX Firewall
commands

— Deny
« Command
— ftp
* Arguments
— permit 172.26.26.50 |lslso ]
- Unlisted arguments LRl

— Deny
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Complete the following steps to add authorization rules for services to specific hosts in Cisco
Secure ACS:

Step1  Click Group Setup from the navigation bar. The Group Setup window opens.
Step2  Scroll down in Group Setup to the Shell Command Authorization Set area.
Step3  Select the Per Group Command Authorization radio button.

Step4  Select the Deny button, which is found under Unmatched Cisco IOS commands. When the
administrator selects deny, the user can issue only those commands listed.

Step5 Select the Command check box.
Step 6  In the ficld below the check box, enter one of the allowable services.

Step7 In the Arguments field, enter the IP addresses of the host that users are authorized to go to. Use
the following format:

permit ip addr
(where ip_addr = the IP address of the host)

Step 8  Select the Deny radio button, which is found under Unlisted arguments, to deny unlisted
arguments.

Step9  Click the Submit button to add more rules, or click the Submit + Restart button when you are
finished.

In the example in the figure, FTP to 172.26.26.50 is authorized for this group. All other
destinations are denied.
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pixfirewall (config)#

Authorization of Non-Telnet, FTP, or
HTTP Traffic

LISCD. COfm

foreign mask group tag

aaa authorization {include | exclude} author sgervice {inbound
| outbound | if name} local ip local mask foreigm ip

* author_service = protocol or port

— protocol—tcp (6), udp (17), icmp (1), or others (protocol #)

— Port number and message type:
* Port number is used for TCP, UDP, or ICMP
« Single port (e.g., 53), port range (e.g., 2000-2050), or port 0 (all ports)
« ICMP message type (8 = echo request, 0 = echo reply)

pixl(config)# aaa authorization include udp/0 inbound
0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 authin

pixl(config)# aaa authorization include tcp/30-100 outbound
0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 authin

pixl(config)# aaa authorization include icmp/8 outbound
0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 authin

2004, Cisco Systems, Inc. All rights reserved
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The syntaxes for the aaa authorization of non-Telnet, non-FTP, or non-HTTP commands are

as follows:

aaa authorization {include | exclude} author_service {inbound | outbound | if name} local_ip local_mask

foreign_ip foreign_mask group_tag

no aaa authorization [{include | exclude} author_service {inbound | outbound | if name} local_ip local_mask

foreign_ip foreign_mask group_tag

clear aaa [authorization [{include | exclude} author_service {inbound | outbound | if name} local _ip

local_mask foreign_ip foreign_mask group_tag]|

include author_service

The services that require authorization. Use a protocol and port
number. Services not specified are authorized implicitly. Services
specified in the aaa authentication command do not affect the
services that require authorization. Use port number of 0 to
specify all ports.

exclude author_service

Creates an exception to a previously stated rule by excluding the
specified service from authorization to the specified host or
networks.

inbound

Authenticates or authorizes inbound connections. Inbound
means the connection originates on the outside interface and is
being directed to the inside or any other perimeter interface.

outbound

Authenticates or authorizes outbound connections. Outbound
means the connection originates on the inside and is being
directed to the outside or any other perimeter interface.

if_name

Interface name from which users require authentication. Use
if_name in combination with the local_jp address and the
foreign_ip address to determine where access is sought and
from whom.
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local_ip

The IP address of the host or network of hosts that you want to
be authenticated or authorized. You can set this address to 0 to
mean all hosts and to let the authentication server decide which
hosts are authenticated.

local_mask Network mask of local_ijp. Always specify a specific mask value.
Use 0 if the IP address is 0. Use 255.255.255.255 for a host.
foreign_ip The IP address of the hosts you want to access the local_ip

address. Use 0 to mean all hosts.

foreign_mask

Network mask of foreign_ip. Always specify a specific mask
value. Use 0 if the IP address is 0. Use 255.255.255.255 for a
host.

group_tag

The group tag set with the aaa-server command.
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Authorization of Non-Telnet, FTP, or
HTTP Traffic on Cisco Secure ACS
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Complete the following steps to add authorization rules for specific non-telnet, FTP, or HTTP
services to any host in Cisco Secure ACS:

Step1  Click Group Setup from the navigation bar. The Group Setup window opens.

Step2  Scroll down in Group Setup to the Shell Command Authorization Set area.

Step3  Select the Per Group Command Authorization radio button.

Step4  Select the Deny radio button, which is found under Unmatched Cisco IOS commands.
Step5 Select the Command check box.

Step 6 In the field below the Command check box, enter an allowable service using the following
format:

protocol/port

(where protocol = the protocol number, and port = the port number)
Step7 Leave the Arguments field blank.
Step 8  Select the Permit radio button, which is found under Unlisted arguments.

Step9  Click the Submit radio button to add more rules, or click the Submit + Restart radio button
when you are finished.
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Downloadable ACLs

This topic describes the advantages of downloadable ACLs and explains how to configure

them.

PIX Firewall Downloadable ACL

Authorization
192.168.9.13 L ] FTP server
7 ; 192.168.0.0 | _ _J10.0.0.33
192.168.9.11 b : Intft_et))—u@ S —1FTP
FTP |’ Authentication Cisco Secure
.| ACS server

Download 10.0.0.2
ACL

Downloadable ACLs:
« Authentication request to AAA server
« Authentication response containing ACL
* ACL download of a per-user, or per-group, ACL authorization

CSPFA3.2—1140
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PIX Firewall Software Version 6.2 introduced the ability to store full ACLs on the AAA server,
and download them to the PIX Firewall as needed. The AAA server is configured with an
“ACL” attribute for an individual user or a group. The ACL is returned as a part of the
authentication phase. Only authentication needs to be configured on the PIX Firewall, and an
ACL attached to the user, or group, profile on the AAA server. The PIX Firewall supports per-
user or per-group ACL authorization, so that a user is authorized to do only what is permitted in

the user’s individual or group ACL entries.

11-47

Copyright "= 2004, Cisco Systems, Inc. Authentication, Authorization, and Accounting



Downloadable ACLs

I T T T Cisco.com
=
Web
1. The HTTP request to FTP
172.26.26.50 is intercepted 172.26.26.50

by the PIX Firewall.

2. An authentication request
is sent to AAA server.

3. The authentication
response contains the
ACL name from AAA
server.

4. The PIX Firewall checks to
see if the user’'s ACL is
already present.

5. A request is sent from the
PIX Firewall to the AAA
server for the user's ACL.

6. The ACL is sent to the PIX
Firewall.

7. The HTTP request is
forwarded to 172.26.26.50.

Student PC
10.0.0.11
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Downloadable ACLs enable you to enter an ACL once, in Cisco Secure ACS, and then load
that ACL to any number of PIX Firewalls. Downloadable ACLs work in conjunction with
ACLs that are configured directly on the PIX Firewall and applied to its interfaces. Neither type
of ACL takes precedence over the other. In order to pass through the PIX Firewall, traffic must
be permitted by both the interface ACL and the dynamic ACL if both are applicable. If either
ACL denies the traffic, the traffic is prohibited.

Downloadable ACLs are applied to the interface from which the user is prompted to
authenticate. They expire when the uauth timer expires and can be removed by entering the
clear uauth command.

Note Downloadable ACLs are supported with RADIUS only. They are not supported with
TACACS+.

As shown in the figure, the following sequence of events takes place when named
downloadable ACLs are configured and a user attempts to establish a connection through the
PIX Firewall:

1. The user initiates a connection to the web server at 172.26.26.50. The application
connection request is intercepted by the PIX Firewall, which then interacts with the user to
obtain the username and password.

2. The PIX Firewall builds a RADIUS request containing the user identification and
password, and sends it to the AAA server.

3. The AAA server authenticates the user and retrieves from its configuration database the
ACL name associated with the user. The AAA server then builds a RADIUS response
packet containing the ACL name and sends it to the PIX Firewall.

4. The PIX Firewall checks to see if it already has the named ACL. A downloadable ACL is
not downloaded again as long as it exists on the PIX Firewall. Furthermore, to keep ACLs
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synchronized between a PIX Firewall and an AAA server, the AAA server downloads a
version identification to the PIX Firewall along with the ACL name. This practice enables
the PIX Firewall to determine whether it needs to request an updated ACL.

5. Ifthe named ACL is not present, the PIX Firewall uses the name as a user identification
and a null password to build a RADIUS access request. The PIX Firewall then sends the
RADIUS access request to the AAA server.

6. The AAA server retrieves from its configuration database the ACL associated with the
ACL name. The AAA server then builds a RADIUS response packet containing the ACL
and sends it to the PIX Firewall.

7. The PIX Firewall extracts the ACL, adds it to its configuration, and forwards the
connection request to the application server. The user then connects and interacts with the
application server.

The downloaded ACL appears on the PIX Firewall as shown below. The ACL name is the
name for the ACL as defined in the Shared Profile Component (SPC), and 3b5385f7 is a unique
version identification.

access-list #ACSACL#-PIX-acs_ten acl-3b5385f7 permit ftp any host
172.26.26.50

access-list #ACSACL#-PIX-acs_ten acl-3b5385f7 permit http any host
172.26.26.50
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Step 1

Step 2

Step 3

Configuring Downloadable ACLs in
Cisco SecureACS
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There are two methods of configuring downloadable ACLs on the AAA server. The first
method, downloading named ACLs, is to configure the Shared Profile Components (SPC) to
include both the ACL name and the actual ACL and then configure a user, or group,
authentication profile to include the SPC. . If you configure a downloadable ACL as a named
SPC, you can apply that ACL to any number of Cisco Secure ACS user, or group, profiles. This
method should be used when there are frequent requests for downloading a large ACL.

The second method is to configure on an AAA server a user authentication profile that includes
the actual PIX Firewall ACL. In this case, the ACL is not identified by a name. You must
define each ACL entry in the user profile. This method should be used when there are not
frequent requests for the same ACL. For instructions on downloading ACLs without names,
refer to the documentation on Cisco.com.

Complete the following steps on the AAA server to configure named downloadable ACLs:

Choose Interface Configuration>Advanced Options from the main Cisco Secure ACS
window to enable the Downloadable ACLs option. Within the Advanced Options group box,
select the following:

m  User-Level Downloadable ACLs
®  Group-Level Downloadable ACLs

Select Downloadable IP ACLs from the Shared Profile Components menu item.

Click Add to add an ACL definition. Enter the name, description, and the actual definitions for
the ACL.

The ACL definition consists of one or more PIX Firewall access-list command statements, with
each statement on a separate line. Each statement must be entered without the access-list
keyword and the acl _ID argument for the ACL. The rest of the command line must conform to
the syntax and semantics rules of the PIX Firewall access-list command. A PIX Firewall
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Syslog message is logged if there is an error in a downloaded access-list command. When you
have finished specifying the ACL, click Submit.
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Assigning the ACL to the User or
Group

. Cisco.oom
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After you have configured the downloadable ACL, configure a Cisco Secure ACS user or a
group through User Setup or Group Setup to include the defined ACL in the user or group
settings.
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Accounting Configuration

This topic demonstrates how to enable and configure accounting for all services, specific
services, or no services.

Enable Accounting

192.168.0.0 —,10.0.0.33
_Internet ¢ =< U!u
! - - -, N N Cisco Secure
172.26.26.10 Accounting =17 ACS server
: = 10.0.0.2

pixfirewall (config)#

aaa accounting {include | exclude} acctg service {inbound
| outbound | if name} local ip local mask foreignm ip
foreign mask group tag

- Defines traffic that requires AAA server accounting.
+ acctg_service = any, ftp, http, telnet, or protocol/port
« any = All TCP traffic

pixl(config)# aaa accounting include any outbound 0.0.0.0
0.0.0.0 0.0.0.0 0.0.0.0 NYCACS

pixl(config)# aaa accounting exclude any outbound
10.0.0.33 255.255.255.255 0.0.0.0 0.0.0.0 NYCACS

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—1145

User accounting records can be kept on a designated AAA server. Accounting information is
sent only to the active server in a server group. Traffic that is not specified by an include
statement is not processed. In the example in the figure, accounting records are kept on the
AAA server for all outbound connections except for those connections originating from host
10.0.0.33.

The syntaxes for the aaa accounting commands are as follows:

aaa accounting{ include | exclude} acctg service {inbound | outbound | if name} local_ip local_mask foreign_ip
foreign_mask group_tag

no aaa accounting {include | exclude} authen_service {inbound | outbound | if name} group tag

clear aaa [accounting [{include | exclude} authen_service {inbound | outbound | if_name} group_tag]]

include acctg_service The accounting service. Accounting is provided for all services,
or you can limit it to one or more services. Possible values are
any, ftp, http, telnet, or protocol/port. Use any to provide
accounting for all TCP services. To provide accounting for UDP
services, use the protocol/port form.

exclude acctg_service Create an exception to a previously stated rule by excluding the
specified service from authentication, authorization, or
accounting to the specified host. The exclude parameter
improves the former except option by allowing the user to
specify a port to exclude to a specific host or hosts.
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inbound

Authenticates or authorizes inbound connections. Inbound
means the connection originates on the outside interface and is
being directed to the inside or any other perimeter interface.

outbound

Authenticates or authorizes outbound connections. Outbound
means the connection originates on the inside and is being
directed to the outside or any other perimeter interface.

if_name

Interface name from which users require authentication. Use
if_name in combination with the local_jp address and the
foreign_ip address to determine where access is sought and
from whom.

local_ip

The IP address of the host or network of hosts that you want to
be authenticated or authorized. You can set this address to 0 to
mean all hosts and to let the authentication server decide which
hosts are authenticated.

local_mask

Network mask of local_ip. Always specify a specific mask value.
Use 0 if the IP address is 0. Use 255.255.255.255 for a host.

foreign_ip

The IP address of the hosts you want to access the local_ip
address. Use 0 to mean all hosts.

foreign_mask

Network mask of foreign_ip. Always specify a specific mask
value. Use 0 if the IP address is 0. Use 255.255.255.255 for a
host.

group_tag

The group tag set with the aaa-server command.

To specify the value of the acctg service argument using the protocol/port form, enter the
protocol as a number (6 for TCP, 17 for UDP, 1 for Internet Control Message Protocol [ICMP],
and so on). The port is the TCP or UDP destination port. A port value of 0 means all ports. If
the protocol specified is ICMP, the port is the ICMP type, such as 8 for ICMP echo and 0 for
ICMP echo-reply. Examples of the aaa accounting command using protocol/port form follow:

B aaa accounting include 17/53 inbound 0 0 0 0 authin Enables accounting for Domain
Name System (DNS) lookups from the outside interface

® aaa accounting include 1/0 outbound 0 0 0 0 authout—Enables accounting of ICMP
echo-reply packets arriving at the inside interface from inside hosts

m aaa accounting include 1/8 outbound 0 0 0 0 authout Enables accounting only for
ICMP echoes (pings) that arrive at the inside interface from an inside host
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aaa match acl_name Option

e LR “Ciaco.oom
...... j
. 192.168.0.0 10.0.0.33
'— . I‘n_t\e‘rieb" ~z _3“% ,,,,,,,, . Cisco Secure
172.26.26.10 Accounti"'é"lﬂ ACS server
' = 10.0.0.2

pixfirewall (config)#

aaa {authentication | authorization | accounting} match
acl name inbound | outbound | interface name group tag

- Enables TACACS+ or RADIUS user authentication, authorization, and
accounting of traffic specified in an access list.

pixl(config)# access-list mylist permit tcp 10.0.0.0
255.255.255.0 172.26.26.0 255.255.255.0

pixl(config)# aaa accounting match mylist outbound NYCACS
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In the PIX Firewall Software Versions 5.2 and higher, the match acl_name option is available
in the aaa command. The aaa command can take part of its input from an ACL.

In the example in the figure, the ACL mylist permits all TCP traffic from network 10.0.0.0 to
network 172.26.26.0. The match ac/ name option in the aaa command instructs the PIX
Firewall to require authentication when the action the user is trying to perform matches the
actions specified in mylist. Therefore, any time a user on the 10.0.0.0 internal network uses any
FTP, HTTP, HTTPS, or Telnet applications to access network 172.26.26.0, that user will be
required to authenticate. In other words, the command aaa authentication match mylist
outbound authout is equal to the command aaa authentication include any outbound
10.0.0.0 255.255.255.0 172.26.26.0 255.255.255.0 authout.

Traditional aaa command configuration and functionality continue to work as in previous
versions and are not converted to the ACL format. Hybrid configurations, which are traditional
configurations combined with the new ACL configurations, are not recommended.

The syntax for the aaa authentication | authorization | accounting command is as follows:

aaa authentication | authorization | accounting match acl_name inbound | outbound | if_name group_tag

match acl_name Specifies an access-list command statement name.
. Authenticates or authorizes inbound connections. Inbound means
inbound - - S A
the connection originates on the outside interface and is being
directed to the inside interface.
Authenticates or authorizes outbound connections. Outbound
outbound ! = L e
means the connection originates on the inside and is being
directed to the outside interface.
if_name Interface name from which users require authentication. Use

if_name in combination with the local_jp address and the
foreign_ip address to determine where access is sought and by
whom.
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The group tab set with the aaa-server command. To use the local
PIX Firewall user authentication database, enter LOCAL for this
parameter.

group tag
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How to View Accounting Information
in Cisco Secure ACS-NT
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Complete the following steps to add accounting rules in Cisco Secure ACS:

Step1  Click the Reports and Activity button in the navigation bar. The Reports and Activity window
opens.

Step2  Click the RADIUS Accounting link to display the accounting records.
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pixfirewall (config)#

Accounting of Non-Telnet, FTP, or
HTTP Traffic

LISCD. COfm

foreign mask group tag

aaa accounting {include | exclude} acctg service {inbound
| outbound | if name} local ip local mask foreigm ip

» acctg_service = protocol or port
— Protocol: tcp (6), udp (17), or others (protocol #)

— Port = Single port (such as 53), port range (such as 2000-2050), or
port 0 (all ports); port not used for protocols other than TCP or UDP

pixl (config)# aaa accounting include udp/53 inbound
0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 NYCACS

pixl(config)# aaa accounting include udp/54-100 outbound
0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 NYCACS

2004, Cisco Systems, Inc. Al rights reserved.
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The syntaxes for the aaa accounting commands for non-Telnet, FTP, or HTTP traffic are as

follows:

aaa accounting include | exclude acctg_service inbound | outbound | if_ name local_ip local_mask foreign_ip

foreign_mask group_tag

no aaa accounting include | exclude authen_service inbound | outbound | if name group _tag

clear aaa [accounting [include | exclude authen_service inbound | outbound | if_name group_tagl|

include acctg_service

The accounting service. Accounting is provided for all services,
or you can limit it to one or more services. Possible values are
any, ftp, http, https, telnet or protocol/port. Use any to provide
accounting for all TCP services. To provide accounting for UDP
services, use the protocol/port form.

exclude acctg_service

Creates an exception to a previously stated rule by excluding the
specified service from authentication, authorization, or
accounting to the specified host. The exclude parameter
improves the former except option by enabling the user to
specify a port to exclude to a specific host or hosts.

inbound

Authenticates or authorizes inbound connections. Inbound
means the connection originates on the outside interface and is
being directed to the inside or any other perimeter interface.

outbound

Authenticates or authorizes outbound connections. Outbound
means the connection originates on the inside and is being
directed to the outside or any other perimeter interface.

if_name

Interface name from which users require authentication. Use
if_name in combination with the local_jp address and the
foreign_ip address to determine where access is sought and by
whom.
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local_ip The IP address of the host or network of hosts that you want to
be authenticated or authorized. You can set this address to 0 to
mean all hosts and to let the authentication server decide which
hosts are authenticated.

local_mask Network mask of local_ijp. Always specify a specific mask value.
Use 0 if the IP address is 0. Use 255.255.255.255 for a host.

foreign_ip The IP address of the hosts you want to access the local_ip
address. Use 0 to mean all hosts.

foreign_mask Network mask of foreign_ip. Always specify a specific mask
value. Use 0 if the IP address is 0. Use 255.255.255.255 for a
host.

group_tag The group tag set with the aaa-server command. To use the

local PIX Firewall user authentication database, enter LOCAL for
this parameter.
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Troubleshooting the AAA Configuration

This topic discusses the procedure for verifying the authentication, authorization, and

accounting (AAA) configuration.

pixfirewall#

show Commands

show aaa-server

pixl# show aaa-server

aaa-server authout protocol tacacs+
aaa-server authout (inside) host 10.0.0.11 secretkey timeout 5

pixfirewal l#

show aaa [authentication | authorization | accounting]

pixl# show aaa

authout

authout

authout

aaa authentication any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

aaa authentication telnet console authout
aaa authorization telmnet outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

aaa accounting any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

2004, Cisco Systems, Inc. Al rights reserved.
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The syntaxes for the show aaa-server and show aaa commands are as follows:

show aaa-server

clear aaa-server [group_tag]|

show aaa [authentication | authorization | accounting]

group tag

An alphanumeric string that is the name of the server group.

if_name

The name of the interface on which the server resides.

host server_ip

The IP address of the TACACS+ or RADIUS server.

key

A case-sensitive, alphanumeric keyword of up to 127 characters
that is the same value as the key on the TACACS+ server. Any
characters entered past the limit of 127 are ignored. The key is
used between the client and server for encrypting data between
them. The key must be the same on both the client and server
systems. Spaces are not permitted in the key, but other special
characters are.

timeout seconds

A retransmit timer that specifies the duration of the period during
which the PIX Firewall retries access. The PIX Firewall retries
access to the AAA server four times, each time for the length of
this period, before choosing the next AAA server. The default is
5 seconds. The maximum time is 30 seconds.

authentication

Displays user authentication, prompts user for username and
password, and verifies information with the authentication server.
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authorization Displays TACACS+ user authorization for services. (The PIX
Firewall does not support RADIUS authorization.) The
authentication server determines which services the user is
authorized to access.

accounting Displays accounting services with the authentication server. Use
of this command requires that you previously used the
aaa-server command to designate an authentication server.
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show Commands (Cont.)
[ TR TETTTTTT [T Ciscooom

pixfirewall#

show auth-prompt [prompt | accept | rejectl]

pixl1# show auth-prompt

auth-prompt prompt prompt Authenticate to the Firewall
auth-prompt prompt accept You’ve been Authenticated
auth-prompt prompt reject Authentication Failed

pixfirewal l#

show timeout uauth

pixl# show timeout uauth
timeout uauth 3:00:00 absolute uauth 0:30:00 inactivity

pixfirewall#

show virtual [http | telmet]

pixl# show virtual
virtual http 192.168.0.2
virtual telnet 192.168.0.2

©2004, Cisco Systems, Inc. Al rights reserved. CSPFA3.2—11:51

The syntaxes for the show auth-prompt, show timeout uauth, and the show virtual
commands are as follows:

show auth-prompt [prompt | accept | reject]
show timeout uauth

show virtual [http | telnet]

prompt Displays the prompt users get when authenticating.

accept Displays the message users get when successfully
authenticating.

reject Displays the message users get when unsuccessfully
authenticating.

timeout uauth Displays the current uauth timer values for all authenticated
users.

http Displays the virtual HTTP configuration.

telnet Displays the virtual Telnet configuration.
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Summary

This topic summarizes what you have learned in this lesson.

Summary

» Authentication is who you are, authorization is what you can do, and
accounting is what you did.

* The PIX Firewall supports the following AAA protocols: TACACS+ and
RADIUS.

+ Users are authenticated with Telnet, FTP, or HTTP by the PIX Firewall.

+ Cut-through proxy technology allows users through the PIX Firewall
after authentication.

» Two steps must be taken to enable AAA:
— Configure AAA on the PIX Firewall.
— Install and configure Cisco Secure ACS on a server.

- Downloadable ACLs enable you to enter an ACL once, in Cisco Secure
ACS, and then download that ACL to any number of PIX Firewalls
during user authentication.

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—11-53
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Lab Exercise—Configure AAA on the PIX Firewall

Using Cisco Secure ACS for Windows 2000

Complete the following lab exercise to practice what you learned in this lesson.

Objectives

In this lab exercise you will complete the following tasks:

Install the Cisco Secure Access Control Server (ACS) for a Windows 2000 server.

Add a user to the Cisco Secure ACS database.
Identify the AAA server and protocol.

Configure and test inbound authentication.
Configure and test outbound authentication.
Configure and test console access authentication.
Configure and test virtual Telnet authentication.

Change and test authentication timeouts and prompts.

Configure ACS to write downloadable ACLs during authentication.

Test downloadable ACLs with inbound authentication.
Test downloadable ACLs with outbound authentication.

Configure and test accounting.
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Visual Objective

The following figure displays the configuration you will complete in this lab exercise.

Lab Visual Objective
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Task 1—Install the Cisco Secure ACS for a Windows 2000

Server

Complete the following steps to install Cisco Secure ACS on your Windows 2000 server:

Step1 To install Cisco Secure ACS on your student PC from the files on your hard drive, open the
Cisco Secure ACS v3.2 folder on your desktop, and double-click the setup.exe program.

Step2 Click Accept to accept the Software License Agreement. The Welcome window opens.

Step3 Read the Welcome window. Click Next to continue. The Before You Begin window opens.

Step4 Read and then select all four check boxes for the items in the Before You Begin frame. This is a
reminder of things you should do prior to installation. Click Next to continue. The Choose
Destination Location window opens.

Step5 Use the default installation folder indicated in the Choose Destination Location windows by
clicking Next to continue. The Authentication Database Configuration windows open.

Step 6 Verify that Check the Cisco Secure ACS database only is already selected in the
Authentication Database Configuration frame. Click Next to continue.

Step 7  Enter the following information in the Cisco Secure ACS Network Access Server Details
frame:
m  Authenticate users: RADIUS (Cisco IOS/PIX)
m  Access server name: pixP

(where P = pod number)
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Step 8
Step 9

Step 10

Step 11
Step 12

Step 13

Step 14
Step 15

Step 16

m  Access server IP address: 10.0.P.1
(where P = pod number)

m  Windows 2000 Server IP address: 10.0.P.11
(where P = pod number)

m TACACS+ or RADIUS key: secretkey
Click Next to start the file installation process.
Select all six items displayed in the Advanced Options frame. Click Next to continue.

Verify that Enable Log-in Monitoring is already selected in the Active Service Monitoring
frame. Click Next to continue.

Deselect Yes, I want to configure IOS software now.
Click Next to continue.

Verify that the following are already selected in the Cisco Secure ACS Service Initiation
window:

m  Yes, | want to start the Cisco Secure ACS Service now.

B Yes, [ want Setup to launch the Cisco Secure ACS Administrator from my browser
following installation.

Deselect Yes, I want to review the Readme file.
Click Next to start the Cisco Secure ACS service.

Read the Setup Complete window and then click Finish to end the installation wizard and start
your web browser with Cisco Secure ACS.

Task 2—Add a User to the Cisco Secure ACS Database

Step 1

Step 2
Step 3

Step 4

Step 5

Step 6

Complete the following steps to add a user to the Cisco Secure ACS database in your Windows
NT server:

The Cisco Secure ACS interface should now be displayed in your web browser. Click User
Setup to open the User Setup interface.

Add a user by entering aaauser in the user field.
Click Add/Edit to go into the user information edit window.

Within the User Setup group box, locate the Password and Confirm Password fields directly
beneath the following text:

Cisco Secure PAP (Also used for CHAP/MS-CHAP/ARAP, if the Separate field is not
checked.)

Give the user a password by entering aaapass in both the Password and Confirm Password
fields.

Click Submit to add the new user to the Cisco Secure ACS database. Wait for the interface to
return to the User Setup main window.
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Task 3—Identify the AAA Server and Protocol

Complete the following steps to identify the AAA server and the AAA protocol on the PIX
Firewall:

Step1  Create a group tag called MYRADIUS and assign the TACACS+ protocol to it:
pixP(config)# aaa-server MYRADIUS protocol radius

Step2  Assign the Cisco Secure ACS IP address and the encryption key secretkey:
pixP(config)# aaa-server MYRADIUS (inside) host insidehost secretkey

Step3  Verify your configuration:

pixP(config)# show aaa-server
aaa-server TACACS+ protocol tacacs+
aaa-server RADIUS protocol radius
aaa-server LOCAL protocol local
aaa-server MYRADIUS protocol radius

aaa-server MYRADIUS (inside) host insidehost secretkey timeout 10

Task 4—Configure and Test Inbound Authentication

Complete the following steps to enable the use of inbound authentication on the PIX Firewall:

Step1  Configure the PIX Firewall to require authentication for all inbound traffic:
pixP(config)# aaa authentication include any inbound 0 0 0 0 MYRADIUS
Step2  Verify your configuration:

pixP(config)# show aaa

aaa authentication include tcp/0 outside 0.0.0.0 0.0.0.0 0.0.0.0
0.0.0.0 MYRADIUS

Step3  Enable console logging of all messages:

pixP(config)# logging console debug

Note: If your web browser is open, close it. Choose File-Close from the web browser's menu.

Step4  You must now test a peer pod inbound web authentication. Open your web browser, and go to a
peer’s DMZ web server:

http://192.168.Q.11
(where Q = peer pod number)

Step5 When the web browser prompts you, enter aaauser for the username and aaapass for the
password. On your PIX Firewall console, you should see the following:

109001: Auth start for user '?7?2?' from 192.168.Q.10/3463 to
172.16.P.2/80

109001: Auth start for user '?7?2?' from 192.168.Q.10/3464 to
172.16.P.2/80

109011: Authen Session Start: user 'aaauser', sid 1
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109005: Authentication succeeded for user 'aaauser' from 172.16.P.2/80
to 192.168.Q.10/3464 on interface outside

302013: Built inbound TCP connection 0 for outside:192.168.Q.10/3464
(192.168.Q.10/3464) to dmz:172.16.P.2/80 (192.168.P.11/80) (aaauser)

304001: 192.168.Q.10 Accessed URL 192.168.P.11:/

302013: Built inbound TCP connection 1 for outside:192.168.Q.10/3465
(192.168.Q.10/3465) to dmz:172.16.P.2/80 (192.168.P.11/80) (aaauser)

304001: 192.168.Q.10 Accessed URL 192.168.P.11:/NETSENSOR.JPG

302014: Teardown TCP connection 1 for outside:192.168.Q.10/3465 to
dmz:172.16.P.2/80 duration 0:01:00 bytes 508 TCP Reset-O (aaauser)

302014: Teardown TCP connection 0 for outside:192.168.Q.10/3464 to
dmz:172.16.P.2/80 duration 0:01:03 bytes 2397 TCP Reset-O (aaauser)

(where P = pod number, and Q = peer pod number)

Step 6  After a peer successfully authenticates to your PIX Firewall, display your PIX Firewall
authentication statistics:

pixP(config) # show uauth

Current Most Seen
Authenticated Users 1 1
Authen In Progress 0 1

user 'aaauser' at 192.168.Q.10, authenticated
absolute timeout: 0:05:00

inactivity timeout: 0:00:00

(where Q = peer pod number)

Task 5—Configure and Test Outbound Authentication

Complete the following steps to enable the use of outbound authentication on the PIX Firewall:

Step1  Configure the PIX Firewall to require authentication for all outbound connections to the super
server:

pixP(config)# aaa authentication include any outbound 0 0 172.26.26.50
255.255.255.255 MYRADIUS

Step2 Configure the PIX Firewall to require authentication for all outbound connections to the
192.168.P.0 network:

pixP(config)# aaa authentication include any outbound 0 0 192.168.P.0
255.255.255.0 MYRADIUS

Step3  Verify your configuration:

pixP(config)# show aaa authentication

aaa authentication include tcp/0 outside 0.0.0.0 0.0.0.0 0.0.0.0
0.0.0.0 MYRADIUS

aaa authentication include tcp/0 inside 0.0.0.0 0.0.0.0 172.26.26.50
255.255.255.255 MYRADIUS

aaa authentication include tcp/0 inside 0.0.0.0 0.0.0.0 192.168.P.0
255.255.255.0 MYRADIUS
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Step4  Test FTP outbound authentication from your Windows 2000 server:

C:\> ftp 172.26.26.50

Connected to 172.26.26.50

220-FTP server : (user ‘aaauser’)

220

User (172.26.26.50: (none)) : aaauser@ftpuser
331-Password:

331

Password: aaapass@ftppass

230-220 172.26.26.50 FTP server ready.
331-Password required for ftpuser.
230-User ftpuser logged in.

230

ftp>

On your PIX Firewall console, you should see the following:

109001: Auth start for user '?7??' from 10.1.P.11/3142 to
172.26.26.50/21

109011: Authen Session Start: user 'aaauser', sid 13

109005: Authentication succeeded for user 'aaauser' from
10.1.P.11/3142 to 172.26.26.50/21 on interface inside

302013: Built outbound TCP connection 218 for outside:172.26.26.50/21
(172.26.26.50/21) to inside:10.1.P.11/3142 (192.168.P.10/3142)
(aaauser)
(where P = pod number)

Step5 Display authentication statistics on the PIX Firewall:

pixP(config)# show uauth

Current Most Seen
Authenticated Users 2 2
Authen In Progress 0 1

user 'aaauser' at insidehost, authenticated
absolute timeout: 0:05:00
inactivity timeout: 0:00:00

user 'aaauser' at 192.168.Q.10, authenticated
absolute timeout: 0:05:00

inactivity timeout: 0:00:00
(where Q = peer pod number)
Step 6  Clear the uauth timer:

pixP(config)# clear uauth

pixP(config)# show uauth
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Current Most Seen
Authenticated Users 0 2

Authen In Progress 0 2

Step 7  If your web browser is open, close it. Choose File-Exit from the web browser’s menu.

Step8 Test web outbound authentication. Open your web browser and go to the following URL:
http://172.26.26.50

Step9 When you are prompted for a username and password, enter aaauser as the username and
aaapass as the password:
User Name: aaauser

Password: aaapass

On your PIX Firewall console, you should see the following:

109001: Auth start for user '???' from 10.1.P.11/3838 to
172.26.26.50/80

109001: Auth start for user '?7??' from 10.1.P.11/3840 to
172.26.26.50/80

109011: Authen Session Start: user 'aaauser', sid 4

109005: Authentication succeeded for user 'aaauser' from
10.1.P.11/3840 to 172.26.26.50/80 on interface inside

302013: Built outbound TCP connection 5 for outside:172.26.26.50/80
(172.26.26.50/80) to inside:10.1.P.11/3840 (192.168.P.10/3840)
(aaauser)

304001: aaauser@l0.1.P.11 Accessed URL 172.26.26.50:/

302013: Built outbound TCP connection 6 for outside:172.26.26.50/80
(172.26.26.50/80) to inside:10.1.P.11/3841 (192.168.P.10/3841)
(aaauser)

304001: aaauser@l0.1.P.11 Accessed URL 172.26.26.50:/NETSENSOR.JPG

302014: Teardown TCP connection 5 for outside:172.26.26.50/80 to
inside:10.1.P.11/3840 duration 0:01:06 bytes 9067 TCP Reset-I
(aaauser)

302014: Teardown TCP connection 6 for outside:172.26.26.50/80 to
inside:10.1.P.11/3841 duration 0:01:03 bytes 13190 TCP Reset-I
(aaauser)
(where P = pod number)

Step 10 Display authentication statistics on the PIX Firewall:

pixP(config)# show uauth

Current Most Seen
Authenticated Users 1 1
Authen In Progress 0 1

user 'aaauser' at insidehost, authenticated
absolute timeout: 0:05:00
inactivity timeout: 0:00:00

Step 11 Close your browser.
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Task 6—Configure and Test Console Access Authentication

Complete the following steps to enable console Telnet authentication at the PIX Firewall:

Step1  Configure the PIX Firewall to require authentication for Telnet console connections:
pixP(config)# aaa authentication telnet console MYRADIUS
Step2  Verify your configuration:

pixP(config)# show aaa authentication

aaa authentication include tcp/0 outside 0.0.0.0 0.0.0.0 0.0.0.0
0.0.0.0 MYRADIUS

aaa authentication include tcp/0 inside 0.0.0.0 0.0.0.0 172.26.26.50
255.255.255.255 MYRADIUS

aaa authentication include tcp/0 inside 0.0.0.0 0.0.0.0 192.168.P.0
255.255.255.0 MYRADIUS

aaa authentication include tcp/0 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
MYRADIUS

Step3  Configure the PIX Firewall to allow console Telnet logins:
pixP(config)# telnet insidehost 255.255.255.255 inside
Step4  Verify your configuration:

pixP(config)# show telnet
insidehost 255.255.255.255 inside

Step5 Clear the uauth timer:

pixP(config)# clear uauth

pixP(config)# show uauth

Current Most Seen
Authenticated Users 0 2
Authen In Progress 0 1

Step 6 Save your configuration:
pixP(config) # write memory
(where P = pod number)
Step7 Telnet to the PIX Firewall console:
C:\> telnet 10.0.P.1
Username: aaauser
Password: aaapass
Type help or '?' for a list of available commands.
pixP>
On your PIX Firewall console, you should see the following:
307002: Permitted Telnet login session from 10.1.P.11

111006: Console Login from aaauser at console

(where P = pod number)
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Task 7—Configure and Test Virtual Telnet Authentication

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Complete the following steps to enable the use of authentication with virtual Telnet on the PIX
Firewall:

Configure the PIX Firewall to accept authentication to a virtual Telnet service:
pixP(config)# virtual telnet 192.168.P.5
(where P = pod number)

Verify the virtual Telnet configuration:

pixP(config)# show virtual telnet

virtual telnet 192.168.P.5
(where P = pod number)

Clear the uvauth timer:

pixP(config)# clear uauth

pixP(config) # show uauth

Current Most Seen
Authenticated Users 0 0
Authen In Progress 0 1

Telnet to the virtual Telnet IP address to authenticate from your Windows 2000 server:

C:\> telnet 192.168.P.5
LOGIN Authentication
Username: aaauser
Password: aaapass

Authentication Successful
(where P = pod number)

Test that you are authenticated. Open your web browser and enter the following in the URL
field:

http://172.26.26.50
You should not be prompted to authenticate.
Close your browser.

Clear the uvauth timer:

pixP(config)# clear uauth

pixP(config) # show uauth

Current Most Seen
Authenticated Users 0 1
Authen In Progress 0 1

Test that you are not authenticated and need to reauthenticate. Open your web browser and
enter the following in the URL field:

http://172.26.26.50
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Step9 When you are prompted, enter aaauser for the username and aaapass for the password.

Step 10 Close your browser.

Task 8—Change and Test Authentication Timeouts and
Prompts

Complete the following steps to change the authentication timeouts and prompts:

Step1  View the current uauth timeout settings:

pixP(config)# show timeout uauth

timeout uauth 0:05:00 absolute

Step2 Set the uauth absolute timeout to 3 hours:
pixP(config)# timeout uauth 3 absolute

Step 3  Set the vauth inactivity timeout to 30 minutes:
pixP(config)# timeout uauth 0:30 inactivity

Step4  Verify the new uauth timeout settings:

pixP(config)# show timeout uauth

timeout uauth 3:00:00 absolute uauth 0:30:00 inactivity
Step5 View the current authentication prompt settings:

pixP(config)# show auth-prompt
Nothing should be displayed.

Step 6  Set the prompt that users get when authenticating:
pixP(config)# auth-prompt prompt Please Authenticate
Step 7  Set the message that users get when successfully authenticating:
pixP (config)# auth-prompt accept You’ve been Authenticated
Step 8  Set the message that users get when their authentication is rejected:
pixP(config)# auth-prompt reject Authentication Failed, Try Again
Step9  Verify the new prompt settings:

pixP(config)# show auth-prompt

auth-prompt prompt Please Authenticate

auth-prompt accept You've been Authenticated

auth-prompt reject Authentication Failed, Try Again
Step 10 Clear the uauth timer:

pixP(config)# clear uauth

pixP(config)# show uauth

Current Most Seen
Authenticated Users 0 1
Authen In Progress 0 1
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Step 11 Telnet to the virtual Telnet IP address to test your new authentication prompts. From your
Windows 2000 server, enter the following:

C:\> telnet 192.168.P.5
LOGIN Authentication
Please Authenticate
Username: aaauser
Password: badpass
Authentication Failed, Try Again
LOGIN Authentication
Please Authenticate
Username: aaauser
Password: aaapass

You've been Authenticated
Authentication Successful

Connection to host lost.

(where P = pod number)

Task 9—Configure ACS to Write Downloadable ACLs During
Authentication

Complete the following steps to configure ACS to write downloadable ACLs to the PIX
Firewall.

Step1  If your ACS Admin is not already open, launch it by double-clicking the ACS Admin icon on
your desktop.

Step2 From the ACS Admin window, click the Interface Configuration button. The Interface
Configuration window opens.

Step3 Click Advanced Options. The Edit>Advanced Options window opens.

Step4  Select the check boxes for the following and then click Submit. Do not change the other
defaults:

m  User-Level Downloadable ACLs
m  Group-Level Downloadable ACLs
Step5 Click the Shared Profile Components button. The Shared Profile Components window opens.
Step6 Click Downloadable IP ACLs. The Select>Downloadable IP ACLs window opens.
Step7  Click the Add button. The Edit>Downloadable IP ACLs window opens.
Step8 Enter RADIUSAUTH in the Name field.
Step9 Add the access-list statements below in the ACL Definitions field:
E  permit tcp any host 192.168.P.10

E  permit tcp any host 192.168.P.11 eq ftp
®  permit icmp any host 192.168.P.10
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Step 10

Step 11
Step 12
Step 13
Step 14

Step 15

Step 16

®  deny ip any any
(where P = pod number)

Click Submit. The Select>Downloadable ACLs page is displayed with the downloadable ACL
highlighted in blue.

In ACS Admin, click the User Setup button. The User Setup page opens.

Click Find. The User List is displayed.

Click aaauser. The Edit>User: aaauser page opens.

Scroll down to Downloadable ACLs, and select the check-box for Assign IP ACL.

Verify that the name of the downloadable ACL you created is displayed in the drop-down box
to the right of your checkmark.

Click Submit.

Task 10—Test Downloadable ACLs with Inbound
Authentication

Step 1

Step 2

Complete the following steps to test downloadable ACLs with inbound authentication.

From your PIX console, clear the uauth cache.

pixP(config)# clear uauth

pixP(config)# show uauth

Current Most Seen
Authenticated Users 0 1
Authen In Progress 0 1

View your existing ACL before testing authorization. Notice that your peer pod is permitted
FTP and HTTP access to your bastion host:

pixP(config)# show access-list

access-list ACLIN; 10 elements

access-list ACLIN line 1 permit tcp 192.168.Q.0 255.255.255.0 object-
group FTPSERVERS object-group MYSERVICES

access-list ACLIN line 1 permit tcp 192.168.Q.0 255.255.255.0 host
192.168.P.11 eq www(hitcnt=36)

access-list ACLIN line 1 permit tcp 192.168.Q.0 255.255.255.0 host
192.168.P.11 eq ftp(hitcnt=22)

access-1list ACLIN line 2 permit tcp any object-group ALLSERVERS eq www

access-list ACLIN line 2 permit tcp any host 192.168.P.11 eq www
(hitcent=0)

access-list ACLIN line 2 permit tcp any host 192.168.P.10 eq www
(hitcnt=11)

access-list ACLIN line 2 permit tcp any host 192.168.P.6 eq www
(hitcent=0)

access-list ACLIN line 2 permit tcp any host 192.168.P.7 eq www
(hitcent=0)

access-list ACLIN line 3 permit icmp any any object-group PING
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access-list ACLIN line 3 permit icmp any any echo (hitcnt=33)
access-1list ACLIN line 3 permit icmp any any echo-reply (hitcnt=24)
access-1list ACLIN line 3 permit icmp any any unreachable (hitcnt=0)
access-1list ACLIN line 4 deny ip any any (hitcnt=5)

access-list ACLDMZ; 3 elements

access-1list ACLDMZ line 1 permit icmp any any object-group PING
access-1list ACLDMZ line 1 permit icmp any any echo (hitcnt=0)
access-1list ACLDMZ line 1 permit icmp any any echo-reply (hitcnt=749)

access-1list ACLDMZ line 1 permit icmp any any unreachable (hitcnt=0)
(where P = pod number, and Q = peer pod number)

Step3 Test you peer pod’s inbound web authentication and authorization. Open your web browser,
and attempt to access your peer’s DMZ web server. When prompted to authenticate, enter
aaauser as the username and aaapass as the password. You should be denied access and
receive the following error message:

Error: acl authorization denied

http://192.168.Q.11
(where Q = peer pod number)

Step4 View your ACLs again. Notice that the authorization ACL was downloaded to the PIX
Firewall.
pixP(config) # show access-list
access-list ACLIN; 10 elements

access-1list ACLIN line 1 permit tcp 192.168.Q.0 255.255.255.0 object-
group FTPSERVERS object-group MYSERVICES

access-1list ACLIN line 1 permit tcp 192.168.Q.0 255.255.255.0 host
192.168.P.11 eq www(hitcnt=42)

access-1list ACLIN line 1 permit tcp 192.168.Q.0 255.255.255.0 host
192.168.P.11 eq ftp (hitcnt=22)

access-1list ACLIN line 2 permit tcp any object-group ALLSERVERS eq www

access-1list ACLIN line 2 permit tcp any host 192.168.P.11 eq www
(hitcnt=0)

access-1list ACLIN line 2 permit tcp any host 192.168.P.10 eq www
(hitcnt=11)

access-1list ACLIN line 2 permit tcp any host 192.168.P.6 eq www
(hitcnt=0)

access-list ACLIN line 2 permit tcp any host 192.168.P.7 eq www
(hitcent=0)

access-1list ACLIN line permit icmp any any object-group PING
access-1list ACLIN line permit icmp any any echo (hitcnt=33)
access-1list ACLIN line permit icmp any any echo-reply (hitcnt=24)
access-1list ACLIN line permit icmp any any unreachable (hitcnt=0)
access-1list ACLIN line 4 deny ip any any (hitcnt=5)

access-list ACLDMZ; 3 elements

access-1list ACLDMZ line 1 permit icmp any any object-group PING
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access-list ACLDMZ line 1 permit icmp any any echo (hitcnt=0)
access-1list ACLDMZ line 1 permit icmp any any echo-reply (hitcnt=749)
access-1list ACLDMZ line 1 permit icmp any any unreachable (hitcnt=0)
access-list #ACSACL#-PIX-RADIUSAUTH-3ddb8ab6; 4 elements

access-1list #ACSACL#-PIX-RADIUSAUTH-3ddb8abé line 1 permit tcp any
host 192.168.P.10 (hitcnt=0)

access-1list #ACSACL#-PIX-RADIUSAUTH-3ddb8abé line 2 permit tcp any
host 192.168.P.11 eq ftp (hitcnt=0)

access-1list #ACSACL#-PIX-RADIUSAUTH-3ddb8abé line 3 permit icmp any
host 192.168.P.10 (hitcnt=0)

access-1list #ACSACL#-PIX-RADIUSAUTH-3ddb8abé line 4 deny ip any any
(hitcnt=6)
(where P = pod number, and Q = peer pod number)

Step5 From the Windows command line on your student PC, initiate an FTP session to your peer
pod’s bastion host. You should be able to log in as aaauser as follows:
C:\>ftp 192.168.Q.11
Connected to 192.168.Q.11.
220-FTP authentication
220
User (192.168.Q.11:(none)): aaauser@ftpuser
331-Password: aaapass@ftppass
331
Password:

230-230 User logged in

230

ftp> dir

200 PORT command successful.

150 File status OK ; about to open data connection

(where Q = peer pod number)

On your PIX Firewall console, you should see output similar to the following:

109001: Auth start for user '?7?2?' from 192.168.Q.10/2674 to
172.16.P.2/21

109011: Authen Session Start: user 'aaauser', sid 16

109005: Authentication succeeded for user 'aaauser' from 172.16.P.2/21
to 192.168.Q.10/2674 on interface outside

302013: Built inbound TCP connection 199 for outside:192.168.Q.10/2674
(192.168.Q.10/2674) to dmz:172.16.P.2/21 (192.168.P.11/21) (aaauser)

(where P = pod number, and Q = peer pod number)

Step 6 View the uauth cache:

pixP(config)# show uauth
Current Most Seen

Authenticated Users 1 2
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Authen In Progress

0

user 'aaauser' at 192.168.Q.10,

access-list #ACSACL#-PIX-RADIUSAUTH-3d9afcbl

absolute time

inactivity time

out:

out:

(where Q = peer pod number)

3
0

:00:00
:30:00

1

authenticated

Step7 View your ACL again. Notice that the hit count on the entry permitting FTP access to your
bastion host has incremented:

pixP(config)# show access-list

access-list ACLIN;

10 elements

access-1list ACLIN line 1 permit tcp 192.168.Q.0 255.255.255.0 object-
group FTPSERVERS object-group MYSERVICES

access-1list ACLIN line 1 permit tcp 192.168.Q.0 255.255.255.0 host
192.168.P.11 eq www (hitcnt=45)

access-1list ACLIN line 1 permit
192.168.P.11 eq ftp (hitcnt=26)

access-list ACLIN

access-list ACLIN
(hitent=0)

access-list ACLIN
(hitcent=11)

access-list ACLIN
(hitent=0)

access-list ACLIN
(hitent=0)

access-1list ACLIN
access-list ACLIN
access-list ACLIN
access-list ACLIN
access-list ACLIN
access-list ACLDMZ
access-list ACLDMZ
access-list ACLDMZ
access-list ACLDMZ
access-list ACLDMZ

line 2 permit

line

line

line

line

line
line
line
line

line

2

permit

permit

permit

permit

permit
permit
permit
permit

deny ip

; 3 elements

line
line
line

line

1 permit
1 permit
1 permit

1 permit

tcp 192.168.Q.0 255.255.255.0 host

tcp any object-group ALLSERVERS eq www
tcp any host 192.168.P.11 eq www

tcp any host 192.168.P.10 eqg www

tcp any host 192.168.P.6 eq www

tcp any host 192.168.P.7 eq www

icmp any any object-group PING
icmp any any echo (hitcnt=33)

icmp any any echo-reply (hitcnt=24)
icmp any any unreachable (hitcnt=0)

any any (hitcnt=5)

icmp any any object-group PING
icmp any any echo (hitcnt=0)
icmp any any echo-reply (hitcnt=749)

icmp any any unreachable (hitcnt=0)

access-list #ACSACL#-PIX-RADIUSAUTH-3ddb8abé; 4 elements

access-1list #ACSACL#-PIX-RADIUSAUTH-3ddb8abé line 1 permit tcp any
(hitcnt=0)

host 192.168.P.10

access-1list #ACSACL#-PIX-RADIUSAUTH-3ddb8abé line 2 permit tcp any
host 192.168.P.11 eq ftp (hitcnt=4)

access-1list #ACSACL#-PIX-RADIUSAUTH-3ddb8abé line 3 permit icmp any
(hitcnt=0)

host 192.168.P.10

access-1list #ACSACL#-PIX-RADIUSAUTH-3ddb8abé line 4 deny ip any any

(hitent=0)

(where P = pod number, and Q = peer pod number)
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Step 8

Step 9

Clear the uauth cache:
pixP(config)# clear uauth
View your ACL again. Notice that the downloadable ACL is gone:

pixP(config)# show access-list
access-list ACLIN; 10 elements

access-1list ACLIN line 1 permit tcp 192.168.Q.0 255.255.255.0 object-
group FTPSERVERS object-group MYSERVICES

access-1list ACLIN line 1 permit tcp 192.168.Q.0 255.255.255.0 host
192.168.P.11 eq www (hitcnt=0)

access-list ACLIN line 1 permit 192

192.168.P.11 eq ftp(hitcnt=3)
ACLIN
ACLIN

tecp .168.Q.0 255.255.255.0 host

access-list line 2 permit tcp any object-group ALLSERVERS eq www

access-list line 2 host 192.168

(hitcent=13)

permit tcp any .P.11 eq www

access-list ACLIN line 2 host 192.168

(hitent=0)

permit tcp any .P.10 eq www

access-list ACLIN line 2 host 192.168

(hitent=0)

permit tcp any .P.6 eq www

access-list ACLIN line 2 host 192.168

(hitent=0)

permit tcp any .P.7 eq www

ACLIN
ACLIN
ACLIN
ACLIN
ACLIN

access-list line permit icmp any any object-group PING

access-list line permit icmp any any echo (hitcnt=0)

access-list line permit icmp any any echo-reply (hitcnt=0)

access-list line permit icmp any any unreachable (hitcnt=0)

access-list line 4 deny ip any any (hitcnt=0)

access-list ACLDMZ; 3 elements

access-list
access-list
access-list

access-list

ACLDMZ line
ACLDMZ line
ACLDMZ line
ACLDMZ line

1 permit
1 permit
1 permit

1 permit

icmp
icmp
icmp

icmp

any
any
any

any

(where P = pod number, and Q = peer pod number)

any
any
any

any

object-group PING
echo (hitent=0)
echo-reply (hitcnt=0)

unreachable (hitcnt=0)

Task 11—Test Downloadable ACLs with Outbound
Authentication

Complete the following steps to test downloadable ACLs with outbound authentication:

Step 1

Step 2

Open your web browser, and attempt to access the super server’s web server. When prompted
to authenticate, enter the username aaauser and the password aaapass. You should be denied
access because the downloaded ACL RADIUSAUTH is now applied to the inside interface.
Authentication is required for outbound access to the super server but RADIUSAUTH does not
permit access to the super server:

http://172.26.26.50

View your ACLs. Notice the ACLs that have been downloaded to the PIX Firewall and the hit
count on the following entry:
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access-list #ACSACL#-PIX-Radius_Authorization-3d5cée76 deny ip any any

(hitent=1)

pixP(config)# show access-list

access-list ACLIN; 10 elements

access-1list ACLIN line 1 permit tcp 192.168.Q.0 255.255.255.0 object-
group FTPSERVERS object-group MYSERVICES

access-1list ACLIN line 1 permit tcp 192.168.Q.0 255.255.255.0 host
192.168.P.11 eq www (hitcnt=0)

access-1list ACLIN line 1 permit
192.168.P.11 eq ftp (hitcnt=3)

access-1list ACLIN line 2 permit

access-list ACLIN line
(hitcent=13)

access-list ACLIN line
(hitcent=0)

access-list ACLIN line
(hitcent=0)

access-list ACLIN line
(hitcent=0)

access-1list ACLIN line
access-1list ACLIN line
access-1list ACLIN line
access-1list ACLIN line

access-list ACLIN line

2

permit

permit

permit

permit

permit
permit
permit
permit

deny ip

access-list ACLDMZ; 3 elements

access-1list ACLDMZ line
access-1list ACLDMZ line
access-1list ACLDMZ line
access-1list ACLDMZ line

1 permit
1 permit
1 permit

1 permit

tcp 192.168.Q.0 255.255.255.0 host

tcp any object-group ALLSERVERS eq www
tcp any host 192.168.P.11 eqg www

tcp any host 192.168.P.10 eqg www

tcp any host 192.168.P.6 eq www

tcp any host 192.168.P.7 eq www

icmp any any object-group PING
icmp any any echo (hitcnt=0)

icmp any any echo-reply (hitcnt=0)
icmp any any unreachable (hitcnt=0)

any any (hitcnt=0)

icmp any any object-group PING
icmp any any echo (hitcnt=0)
icmp any any echo-reply (hitcnt=0)

icmp any any unreachable (hitcnt=0)

access-list #ACSACL#-PIX-RADIUSAUTH-3d936909; 4 elements

access-1list #ACSACL#-PIX-RADIUSAUTH-3d936909 line 1 permit tcp any
host 192.168.P.10 (hitcnt=0)

access-1list #ACSACL#-PIX-RADIUSAUTH-3d936909 line 2 permit tcp any
host 192.168.P.11 eq ftp (hitcnt=6)

access-1list #ACSACL#-PIX-RADIUSAUTH-3d936909 line 3 permit icmp any
host 192.168.P.10 (hitcnt=0)

access-1list #ACSACL#-PIX-RADIUSAUTH-3d936909 line 4 deny ip any any

(hitcent=1)

(where P = pod number, and Q = peer pod number)

Step 3  Refresh your browser.

Step4 View your ACLs again. Notice that the hit count on the following line has incremented:

access-list #ACSACL#-PIX-Radius_Authorization-3d5cée76 deny ip any any

(hitcent=3)

pixP(config) # show access-list
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Step 5

Step 6

Step 7
Step 8

Step 9

access-list ACLIN; 10 elements

access-1list ACLIN line 1 permit tcp 192.168.Q.0 255.255.255.0 object-
group FTPSERVERS object-group MYSERVICES

access-1list ACLIN line 1 permit tcp 192.168.Q.0 255.255.255.0 host
192.168.P.11 eq www (hitcnt=0)

access-1list ACLIN line 1 permit tcp 192.168.Q.0 255.255.255.0 host
192.168.P.11 eq ftp (hitcnt=3)

access-1list ACLIN line 2 permit tcp any object-group ALLSERVERS eq www
access-1list ACLIN line 2 permit tcp any host 192.168.P.11 eq www
(hitcnt=13)

access-1list ACLIN line 2 permit tcp any host 192.168.P.10 eq www
(hitcnt=0)

access-1list ACLIN line 2 permit tcp any host 192.168.P.6 eq www
(hitcnt=0)

access-1list ACLIN line 2 permit tcp any host 192.168.P.7 eq www
(hitcnt=0)

access-1list ACLIN line 3 permit icmp any any object-group PING
access-1list ACLIN line 3 permit icmp any any echo (hitcnt=0)
access-1list ACLIN line 3 permit icmp any any echo-reply (hitcnt=0)
access-1list ACLIN line 3 permit icmp any any unreachable (hitcnt=0)
access-1list ACLIN line 4 deny ip any any (hitcnt=0)

access-list ACLDMZ; 3 elements

access-1list ACLDMZ line 1 permit icmp any any object-group PING
access-1list ACLDMZ line 1 permit icmp any any echo (hitcnt=0)
access-1list ACLDMZ line 1 permit icmp any any echo-reply (hitcnt=0)
access-1list ACLDMZ line 1 permit icmp any any unreachable (hitcnt=0)

access-list

access-list

host 192.168.P.10

#ACSACL#-PIX-RADIUSAUTH-3d936909;

4 elements

#ACSACL#-PIX-RADIUSAUTH-3d936909 line 1 permit tcp any

(hitent=0)

access-1list #ACSACL#-PIX-RADIUSAUTH-3d936909 line 2 permit tcp any
host 192.168.P.11 eq ftp (hitcnt=6)

access-1list #ACSACL#-PIX-RADIUSAUTH-3d936909 line 3 permit icmp any

host 192.168.P.10

(hitent=0)

access-1list #ACSACL#-PIX-RADIUSAUTH-3d936909 line 4 deny ip any any

(hitcent=3)

(where P = pod number, and Q = peer pod number)

Close your browser.

If your ACS Admin is not already open, launch it by double-clicking the ACS Admin icon on

your desktop.

Click the Shared Profile Components button. The Shared Profile Components window opens.

Click Downloadable IP ACLs. The Select>Downloadable IP ACLs window opens.

Click RADIUSAUTH. The Edit>Downloadable IP ACLs window opens.
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Step 10

Step 11

Step 12

Step 13

Step 14

Insert the access-list statement below at the top of the list of ACL Definitions:
permit tcp any host 172.26.26.50 eq www

Click Submit.

Return to your telnet session, and clear the uauth cache:

pixP(config)# clear uauth

Open your web browser, and try again to access the super server’s web server. When prompted
to authenticate, enter the username aaauser and the password aaapass. You should now be
allowed access:

http://172.26.26.50

Close your browser.

Task 12—Configure and Test Accounting

Step 1

Step 2

Step 3

Step 4

Complete the following steps to enable the use of accounting on the PIX Firewall:

Configure the PIX Firewall to perform accounting for all outbound traffic:
pixP(config)# aaa accounting include any inbound 0 0 0 0 MYRADIUS
Verify your configuration:

pixP(config)# show aaa accounting

aaa accounting include tcp/0 outside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
MYRADIUS

Clear the uvauth timer:

pixP(config)# clear uauth

pixP(config)# show uauth

Current Most Seen
Authenticated Users 0 1
Authen In Progress 0 1

Test FTP inbound accounting by accessing your peer pod’s bastion host via FTP:

C:\> ftp 192.168.Q.11

Connected to 192.168.Q.11

220-Please Authenticate

220

User (192.168.Q.11: (none)): aaauser@ftpuser
331-Password:

331

Password: aaapass@ftppass

230-220 192.168.Q.11 FTP server ready.
331-Password required for ftpuser
230-User ftpuser logged in.

230

ftp>
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(where Q = peer pod number)

Step5 View the accounting records. On Cisco Secure ACS, click Reports and Activity to open the
Reports and Activity interface.

Step6  Click the RADIUS Accounting link.
Step7  Click the RADIUS Accounting active.csv link to open the accounting records.
Step8 Disable AAA by entering the following command:
pixP(config)# clear aaa
Step9 Remove the aaa-server commands from the configuration:

pixP(config)# clear aaa-server

Step 10 Turn off the logging:

pixP(config) # no logging console debug
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Failover

Overview

This lesson includes the following topics:

Objectives

Understanding failover

Serial cable-based failover configuration
LAN-based failover configuration
Summary

Lab exercise



Objectives

This topic lists the lesson’s objectives.

Objectives

Upon completion of this lesson, you will be able to
perform the following tasks:

- Describe the difference between failover and stateful
failover.

Explain the failover hardware requirements.

Describe how failover works.

Identify the failover interface tests.

Define failover, LAN-based failover, and stateful failover.

Configure failover with a failover cable.
Configure LAN-based stateful failover.

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—123
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Understanding Failover

This topic discusses what failover is and how it works.

Failover

Primary: Active

PIX Firewall
A\

l_..-g--...J

Secondary: Standby
PIX Firewall

Primary: Standby

T —— —
_ Internet - ? g ?
] ]

' 2\
_ Internet @
— \—/J

Secondary: Active
PIX Firewall

* Failover protects the network should the primary PIX Firewall go offline.

- Stateful failover maintains operating state during failover.
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The failover function for the Cisco Secure PIX Firewall provides a safeguard in case a PIX
Firewall fails. Specifically, when one PIX Firewall fails, another immediately takes its place. In
the failover process, there are two PIX Firewalls: the primary PIX Firewall and the secondary
PIX Firewall. The primary PIX Firewall functions as the active PIX Firewall, performing
normal network functions. The secondary PIX Firewall functions as the standby PIX Firewall,
ready to take control should the active PIX Firewall fail to perform. When the primary PIX

(o)

n standby. This entire process is called failover.

A failover occurs when one of the following situations takes place:

A power-off or a power-down condition occurs on the active PIX Firewall.

The active PIX Firewall is rebooted.

A link goes down on the active PIX Firewall for more than 30 seconds.

Firewall fails, the secondary PIX Firewall becomes active while the primary PIX Firewall goes

The command failover active is typed on the standby PIX Firewall, which forces control

back to that unit.

Block memory exhaustion occurs for 15 consecutive seconds or more on the active PIX

Firewall.

Copyright © 2004, Cisco Systems, Inc.
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Failover Requirements
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Primary —
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Secondary =
PIX Firewall

The primary and secondary units must be identical in the following
requirements:

» Same model number

* ldentical software versions

- Same activation keys (DES or 3DES)

+ Same amount of Flash memory and RAM
* Proper licensing

©2004, Cisco Systems, Inc. Al rights reserved. CSPFA32—126

The Cisco PIX Firewall 515/515E, 525, and 535 can be used for failover. In order for failover
to work, a pair of firewalls must be identical in the following requirements:

m  Platform type (a PIX Firewall 515E cannot be used with a PIX Firewall 515)

m  Software version

m  Activation key (DES or 3DES)

m  Flash memory

®  Amount of RAM

There is one more factor, licensing. One of the failover units must have an unrestricted (UR)

license, while the other can have a failover (FO) or UR license. A restricted license cannot be
used for failover, and two units with FO licenses cannot be used in a single failover pair.

Note Neither the PIX Firewall 501 nor the PIX Firewall 506E can be used for failover.
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Failover and Stateful Failover -
I Cisco. oo
* Failover
—Connections are dropped.
—Client applications must reconnect.
—Provides redundancy.
—Provided by cable-based failover.
- Stateful failover
—TCP connections remain active.
—No client applications need to reconnect.

—Provides redundancy and stateful
connection.

—Provided by LAN-based failover.
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As stated earlier in the lesson, failover enables the standby PIX Firewall to take over the duties
of the active PIX Firewall when the active PIX Firewall fails. There are two types of failover:

m  Failover—When the active PIX Firewall fails and the standby PIX Firewall becomes
active, all connections are lost, and client applications must perform a new connection to
restart communication through the PIX Firewall. The disconnection happens because the
active PIX Firewall does not pass the stateful connection information to the standby PIX
Firewall. Failover messages are exchanged over a serial failover cable or a LAN-based
failover connection.

m  Stateful failover—The stateful failover feature passes per-connection stateful information
to the standby unit. After a failover occurs, the same connection information must be
available at the new active unit. End-user applications are not required to do a reconnect to
keep the same communication session. The state information passed to the standby unit
includes the global pool addresses and status, connection and translation information and
status, the negotiated H.323 UDP ports, the port allocation bitmap for Port Address
Translation (PAT), and other details necessary to let the standby unit take over processing
if the primary unit fails.

Depending on the failure, the PIX Firewall switchover takes from 15 to 45 seconds.
Applications not handled by stateful failover will then require time to reconnect before the
active unit becomes fully functional.
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Types of Failover Cabling
I
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The communications identifies the unit as primary or secondary, identifies the power status of
the other unit, and serves as a link for various failover communications between the two units.
The failover feature in the PIX Firewall monitors failover communication, the power status of
the other unit, and hello packets received at each interface. If two consecutive hello packets are
not received within a time determined by the failover feature, failover starts testing the
interfaces to determine which unit has failed and transfers active control to the secondary unit.

There are three types of failover cabling:

m  Serial failover cable—The serial failover cable is a modified RS-232 serial link cable that
transfers data at 115 Kbps.

m [ AN-based failover cable—PIX Firewall Software Version 6.2 introduced support for
LAN-based failover, so a special serial failover cable is no longer required to connect the
primary and secondary PIX Firewalls. LAN-based failover overcomes the distance
limitations imposed by the six-foot length of the serial failover cable. With LAN-based
failover, failover messages are transmitted over Ethernet connections. LAN-based failover
provides message encryption and authentication using a manual pre-shared key for added
security. LAN-based failover requires an Ethernet connection to be used exclusively for
passing failover communications between two PIX Firewall units.

m  Stateful cable—The stateful failover cable passes per-connection stateful information to the
standby unit. Stateful failover requires an Ethernet interface with a minimum speed of 100
Mbps full duplex to be used exclusively for passing state information between the two PIX
Firewall units. The stateful failover interface can be connected to either a 100BASE-TX or
1000BASE-TX full duplex on a dedicated switch or dedicated VLAN of a switch.

Data is passed over the dedicated interface using IP Protocol 8. No hosts or routers should be
on this interface.
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IP Addresses for Failover

. Cisco.oom
Primary: Active —
s PIX Firewall . 1
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Secondary: Active
PIX Firewall
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When failover occurs, each unit changes state. The active unit changes to standby state, while
the standby unit changes to active state. The unit that becomes active assumes the active IP
address along with the MAC address of the unit that was previously active (the primary unit)
and begins passing traffic. The unit that is now in standby state assumes the failover IP address
and the MAC addresses of the unit that was previously the standby unit. Because network
devices see no change in the MAC-to-IP address pairing, no Address Resolution Protocol
(ARP) entries change or time out anywhere on the network. In the example in the figure, there
are two scenarios, before failover and after failover. Before failover, the primary, or active, PIX
Firewall (at the top) has IP addresses of 192.168.0.1 and 10.0.0.1. The secondary, or standby,
PIX Firewall (at the bottom) has IP addresses of 192.168.0.2 and 10.0.0.2. After failover, the
status and IP and MAC addresses are reversed. The bottom, or secondary, PIX Firewall has
assumed the role of the active unit. Its new IP addresses are 192.168.0.1 and 10.0.0.1. The top,
primary and new standby, PIX Firewall assumes IP addresses 192.168.0.2 and 10.0.0.2 as well
as the standby MAC addresses. The MAC addresses are reversed during failover.
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Failover Interface Test

* Link Up/Down test—Testing the NIC itself

* Network Activity test—Testing received network
activity

* ARP test—Reading the PIX Firewall’s ARP cache
for the ten most recently acquired entries

* Broadcast Ping test—Sending out a broadcast
ping request

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—12-10

Both the primary and secondary PIX Firewalls send special failover hello packets to each other
over all network interfaces and the failover cable every fifteen seconds to make sure that
everything is working. When a failure occurs in the active PIX Firewall, and it is not because of
a loss of power in the standby PIX Firewall, failover begins a series of tests to determine which
PIX Firewall has failed. The purpose of these tests is to generate network traffic to determine
which, if either, PIX Firewall has failed.

At the start of each test, each PIX Firewall clears its received packet count for its interfaces. At
the conclusion of each test, each PIX Firewall looks to see if it has received any traffic. If it
has, the interface is considered operational. If one PIX Firewall receives traffic for a test and
the other PIX Firewall does not, the PIX Firewall that did not receive traffic is considered
failed. If neither PIX Firewall has received traffic, the tests then continue.

The following are the four different tests used to test for failover:

m  LinkUp/Down—This is a test of the NIC itself. If an interface card is not plugged into an
operational network, it is considered failed. For example, the hub or switch has failed, has a
failed port, or a cable is unplugged. If this test does not find anything, the network activity
test begins.

m  Network Activity—This is a received network activity test. The PIX Firewall counts all
received packets for up to five seconds. If any packets are received at any time during this
interval, the interface is considered operational and testing stops. If no traffic is received,
the ARP test begins.

m  ARP—The ARP test consists of reading the PIX Firewall’s ARP cache for the ten most
recently acquired entries. The PIX Firewall sends ARP requests one at a time to these
machines, attempting to stimulate network traffic. After each request, the PIX Firewall
counts all received traffic for up to five seconds. If traffic is received, the interface is
considered operational. If no traffic is received, an ARP request is sent to the next machine.
If at the end of the list no traffic has been received, the ping test begins.

12-8
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m  Broadcast Ping—The ping test consists of sending out a broadcast ping request. The PIX
Firewall then counts all received packets for up to five seconds. If any packets are received
at any time during this interval, the interface is considered operational and testing stops. If
no traffic is received, the testing starts over again with the ARP test.
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Serial Cable-Based Failover Configuration

Step 1
Step 2

Step 3

Step 4

This topic explains how to configure serial cable-based failover.

Overview of Configuring Failover with

a Failover Serial Cable

Complete the following tasks to configure
failover with a failover serial cable:

« Attach the PIX Firewall network interface cables.

» Connect the failover cable between the primary
and secondary firewalls.

+ Configure the primary firewall for failover and
save the configuration to Flash memory.

- Power on the secondary firewall.

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—1212

Complete the steps below to configure failover with a serial failover cable. Important details for
these steps follow. Before starting this procedure, if you have already powered it on, power off
the standby firewall and leave it off until instructed to power it on.

Attach a network cable for each network interface you plan to use.
Connect the failover cable between the primary PIX Firewall and the secondary PIX Firewall.

Configure the following failover parameters on the primary PIX Firewall. When you have
finished this configuration, save it to the primary firewall’s Flash memory.

1. Failover
2. Failover IP addresses
3. Stateful failover interface (optional, for stateful failover)

4. Failover poll time (optional).

Power on the secondary firewall.
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Step 1

Step 1—Cable the Secondary PIX

Secondary
PIX Firewall
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The steps in detail are as follows:

After verifying that the secondary PIX Firewall is powered off, attach a network cable for each
network interface you plan to use. The IP addresses on the secondary unit are different from the

primary unit, but should be in the same subnet for each interface. If you plan to do stateful

failover, one of the interfaces must be dedicated to this function.

Copyright © 2004, Cisco Systems, Inc.
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Step 2—Connecting the Failover Cable

Primary
PIX Firewall
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labeled
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Step2  Connect the failover cable to the primary PIX Firewall, ensuring that the end of the cable
marked Primary attaches to the primary firewall and that the end marked Secondary connects to
the secondary firewall. Do not power on the secondary firewall.
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Step 3

Firewall
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Step 3—Configuring the Primary PIX

Secondary
PIX Firewall

pixl (config) # failover

pixl (config) # failover ip address outside 192.168.1.2
pixl (config) # failover ip address inside 10.0.1.2
pixl (config) # failover poll 10

« Enable failover between the active and standby PIX Firewalls.
« Create an IP address for the standby PIX Firewall.

- Specify how long failover waits before sending special failover hello
packets between the primary and secondary firewalls (optional).

© 2004, Cisco Systems, Inc. Al rights reserved. CSPFA32—1215

Configure the primary PIX Firewall as follows:

1.
2.

Use the failover command to enable failover on the primary firewall.

Use the failover ip address command to enter a failover IP address for each interface.
These IP addresses for the standby firewall are different from the active firewall's
addresses, but they should be in the same subnet for each interface.

If you are configuring stateful failover, use the failover link command to specify the name
of a dedicated stateful failover interface.

If you want failover to occur faster, use the failover poll command to set a time shorter
than fifteen seconds for the firewalls to exchange hello packets. Set the poll time to a lower
value for stateful failover. With a faster poll time, the PIX Firewall can detect failure and
trigger failover faster. However, faster detection may cause unnecessary switchovers when
the network is temporarily congested or a network card starts slowly. The default failover
poll time is fifteen seconds. The minimum value is three seconds, and the maximum is
fifteen seconds.

The syntax for the failover configuration commands is as follows:

failover [active]

failover ip address if name ip_address

failover link [stateful if name]

failover poll seconds

active Makes a PIX Firewall the active PIX Firewall. Use this command

when you need to force control of the connection back to the unit
you are accessing, such as when you want to switch control back
from a PIX Firewall after you have fixed a problem and want to
restore service to the primary PIX Firewall.
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if_name

Specifies the interface name for the failover IP address.

ip_address

Specifies the IP address used by the standby firewall to
communicate with the active firewall. Use this IP address with the
ping command to check the status of the standby firewall. This
address must be on the same network as the system IP address.
For example, if the system IP address is 192.159.1.3, you could
set the failover IP address to 192.159.1.4.

link

Specifies the interface where a fast LAN link is available for
stateful failover.

stateful_if_name

Specifies a dedicated fast LAN link for stateful failover.

poll seconds

Specifies how long failover waits before sending special failover
"hello" packets between the primary and standby firewalls over all
network interfaces and the failover cable. The default is 15
seconds. The minimum value is 3 seconds and the maximum is
15 seconds. Set the time to a lower value for stateful failover.
With a faster poll time, the PIX Firewall can detect failure and
trigger failover faster. However, faster detection may cause
unnecessary switchovers when the network is temporarily
congested or a network card starts slowly.

5. Set the clock. The PIX Firewall

clock is stored in the CMOS. Specify the clock set

command on the active PIX Firewall to synchronize the time on both PIX Firewalls.

6. Use the write memory command to save the configuration to Flash memory. Configure

only the primary firewall.
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PIX Powered Off

show failover Command—Secondary

pixl# show failover

Failover On

Cable status: My side not connected

Reconnect timeout 0:00:00

Poll frequency 10 seconds

This host: Primary - Active

Active time: 360 (sec)
Interface intf4 (127.0.0.1):
Interface intf3 (127.0.0.1):

Interface inside (10.0.1.1):
Other host: Secondary - Standby
Active time: 0 (sec)
Interface intf4 (127.0.0.1):
Interface intf3 (127.0.0.1):

Interface inside (10.0.1.2):

Stateful Failover Logical Update Statistics
Link : Unconfigured

Shut Down
Shut Down

Interface outside (192.168.1.1): Normal

Normal

Unknown (Shutdown)
Unknown (Shutdown)

Interface outside (192.168.1.2): Unknown (Waiting)

Unknown (Waiting)

2004, Cisco Systems, Inc. Al rights reserved
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The failover IP address command specifies the secondary unit’s interface addresses. The IP
addresses on the secondary unit are different from the primary unit’s addresses but should be on

the same subnet. In the example in the figure, notice the IP addresses of the primary and
secondary units. The outside interface address on the primary unit is 192.168.1.1 while the
address of the outside interface of the secondary unit is 192.168.1.2. Use the show failover

command to view the following:

m  Status of failover

m  Cable status

®m  Primary and secondary unit status

®m  Primary and secondary interface status

m  Stateful failover link statistics

Copyright © 2004, Cisco Systems, Inc.
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Configuration Replication
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Configuration replication occurs:
* When the standby firewall completes its initial bootup.
+ As commands are entered on the active firewall.
* By entering the write standby command.

© 2004, Cisco Systems, Inc. Al rights reserved. CSPFA32—1217

Configuration replication is the configuration of the primary PIX Firewall being replicated to
the secondary PIX Firewall. To perform configuration replication, both the primary and
secondary PIX Firewalls must be exactly the same and run the same software release. The
configuration can be replicated from the active PIX Firewall to the standby PIX Firewall in
three ways:

m  When the standby PIX Firewall completes its initial bootup, the active PIX Firewall
replicates its entire configuration to the standby PIX Firewall.

®  As commands are entered on the active PIX Firewall, they are sent across the failover cable
to the standby PIX Firewall.

m  Entering the write standby command on the active PIX Firewall forces the entire
configuration in memory to be sent to the standby PIX Firewall.

Configuration replication occurs only from memory to memory. Because this is not a
permanent place to store configurations, you must use the write memory command to write the
configuration into Flash memory. If a failover occurs during the replication, the new active PIX
Firewall will have only a partial configuration. The newly active PIX Firewall will then reboot
itself to recover the configuration from the Flash memory or resynchronize with the new
standby PIX Firewall.

When replication starts, the PIX Firewall console displays the message “sync started,” and
when replication is complete, displays the message “sync completed.” During replication,
information cannot be entered on the PIX Firewall console. Replication can take a long time to
complete with standard failover for a large configuration because configuration replication
occurs over the failover cable.
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Step 4—Powering on the Secondary
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* Replication of primary PIX Firewall to secondary PIX
Firewall
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Step4 Power on the secondary firewall. When the secondary firewall completes its initial bootup, the
primary firewall recognizes it and starts synchronizing and replicating the configurations. As

the configurations synchronize, the messages “sync started” and “sync completed” appear.
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show failover Command

I Eis00 oo

Failover On

pixl# show failover

Cable status: Normal
Reconnect timeout 0:00:00
Poll frequency 10 seconds
This host: Primary - Active

Other host: Secondary - Standby

Stateful Failover Logical Update Statistics
Link : Unconfigured

Active time: 1920 (sec)

Interface intf4 (127.0.0.1): Shut Down
Interface intf3 (127.0.0.1): Shut Down
Interface outside (192.168.1.1): Normal
Interface inside (10.0.1.1): Normal

Active time: 25 (sec)

Interface intf4 (127.0.0.1): Unknown (Shutdown)
Interface intf3 (127.0.0.1): Unknown (Shutdown)
Interface outside (192.168.1.2): Normal
Interface inside (10.0.1.2): Normal

2004, Cisco Systems, Inc. All rights reserved
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Use the show failover command to check the status of the primary and secondary units after
secondary unit powerup and replication is completed. Notice that the cable status and the
configured secondary interfaces are changed to normal.
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Force Control Back

Cisco.gom

Primary: Standby Active J—
PIX1 ]
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Secondary: Agtive Standby
PIX2

pixfirewall(config)#

| failover [activel |
» Force control of the connection back to the unit you are accessing.

|pix1(config)# failover active |
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Use the failover active command when you need to force control of the connection back to the
unit you are accessing, such as when you want to switch control back from a unit after you
have fixed a problem and want to restore service to the primary unit. Either enter the no
failover active command on the secondary unit to switch service to the primary or the failover
active command on the primary unit.

The failover reset command forces both firewalls back to an unfailed state. This command can
be entered from either firewall, but it is best to always enter commands at the active firewall.
Entering the failover reset command at the active firewall unfails the standby firewall.

The syntax for the failover reset command is as follows:

failover reset
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LAN-Based Failover Configuration

This topic explains how to configure LAN-based failover.

LAN-Based Failover Overview

LAN-based failover:
* Provides long-distance failover functionality

- Uses an Ethernet cable rather than the serial failover
cable

Requires a dedicated LAN interface, but the same
interface can be used for stateful failover

Requires a dedicated switch, hub, or VLAN

- Uses message encryption and authentication to secure
failover transmissions

2004, Cisco Systems, Inc. All rights reserved CSPFA3.2—12:22

LAN-based failover overcomes the distance limitations imposed by the six-foot length of the
failover cable. With LAN-based failover, an Ethernet cable can be used to replicate
configuration from the primary PIX Firewall to the secondary PIX Firewall; the special failover
cable is not required. Instead, LAN-based failover requires a dedicated LAN interface and a
dedicated switch, hub, or VLAN. You should not use a crossover Ethernet cable to connect the
two PIX Firewalls.

The same LAN interface used for LAN-based failover can also be used for stateful failover.
However, the interface needs enough capacity to handle both the LAN-based failover and
stateful failover traffic. If the interface does not have the necessary capacity, use two separate,
dedicated interfaces.

LAN-based failover allows traffic to be transmitted over Ethernet connections that are
relatively less secure than the special failover cable; therefore, to secure failover transmissions,
LAN-based failover provides message encryption and authentication using a manual pre-shared
key.
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LAN-Based Failover Configuration
Overview

Complete the following tasks to configure LAN-based failover:

1. Install a LAN-based failover connection between primary and
secondary firewalls.

. Configure the primary PIX Firewall.
. Save the primary firewall configuration to Flash memory.
. Power on the secondary firewall.

. Configure the secondary PIX Firewall with the minimum
failover LAN command set.

. Save the secondary firewall configuration to Flash memory.
. Connect the LAN failover interface to the network.
8. Reboot the secondary firewall.

a b OODN

~N O
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Complete the following steps to configure LAN-based failover. Detail on each step follows.

Step1 Install a LAN-based failover connection between firewalls. Verify that any switch port that
connects to a PIX Firewall interface is configured to support LAN-based failover. Disconnect
the secondary PIX Firewall.

Step2  Configure the primary PIX Firewall for failover.

Step3  Save the primary firewall’s configuration to Flash memory.

Step4 Power on the secondary PIX Firewall.

Step5  Configure the secondary PIX Firewall with the LAN-based failover command set.
Step6  Save the secondary firewall’s configuration to Flash memory.

Step7 Connect the PIX Firewall LAN-based failover interface to the network.

Step8 Reboot the secondary firewall.
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The following steps give detail on configuring LAN-based failover:

Install a LAN-based failover connection between firewalls, as follows:

m  Perform the following on any switch that connects to the PIX Firewall:

—  Enable portfast.
— Turn off trunking.

— Turn off channelling.

m  Attach a network cable for each network interface you plan to use. The IP addresses on the
secondary unit are different from the addresses on the primary unit, but they should be in
the same subnet for each interface. If you plan to do stateful failover, one of the interfaces
must be dedicated to this function. If the failover cable is connected to the PIX Firewall,

disconnect it.
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Configuring LAN Failover—Primary PIX
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Primary
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: 192.168.1.0 10.0.1.0

_Internet @ 172.16.0.0 ﬁ
N 2. dibllz -2 =

Secondary

PIX Firewall

pixl (config) # nameif ethermet2 LANFAIL security55

pixl (config) # interface ethernmet2 100full

pixl (config)# ip address LANFAIL 172.16.0.1 255.255.255.0
pixl (config) # failover ip address LANFAIL 172.16.0.2

pixl (config) # failover lan unit primary

pixl (config) # failover lan interface LANFAIL

pixl (config) # failover lan key 1234567

pixl (config) # failover lan enable
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Step2 Complete the following substeps to configure the primary PIX Firewall before connecting the
failover LAN interface:

1. Use the clock set command on the active PIX Firewall to synchronize the time on the
primary and secondary PIX Firewalls.

2. Ensure that you have not used the auto or the 1000auto option in any interface command in
your configuration. If you have used one of these options, change it by reentering the
command with the correct information. Always specify the speed for the interface, such as
10BASE-T for 10 Mbps or 100BASE-TX for 100 Mbps. Ensure that the speeds and
duplexes are the same for any devices on the subnets, including switches and routers. For
stateful failover, set the stateful failover dedicated interface speed to 100full or 1000sxfull.
This is extremely important, and you should do this even if you are using a crossover
connector to connect the PIX Firewalls directly to each other.

Note Use the clear xlate command after changing the interface command.

3. Configure a dedicated LAN-based failover interface as follows:

m  Use the nameif command to set its name and security level.

m  Use the interface command to enable it and set its hardware speed.
m  Use the ip address command to assign an [P address for it.

4. Use the failover command to enable failover.

5. Set a failover IP address. A failover IP address must be set for failover to work.

6. Ifyou are configuring stateful failover, use the failover link command to specify the name
of the dedicated interface you are using.

7. Use the write memory command to save the primary PIX Firewall’s configuration.
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8. Connect the primary PIX Firewall’s failover interface to the network.

9. Use the no failover command to disable failover.

10. Use the failover lan unit command to designate this firewall as the primary firewall.
11. Use the failover lan interface command to specify the name of the failover interface.
12. Use the failover lan key command to create a shared secret key for failover security.
13. Use the failover lan enable command to enable LAN-based failover.

14. Use the failover command to enable failover.

Step3  Save the primary PIX Firewall’s configuration to Flash memory.

The failover lan commands can be disabled by using their no forms. The syntax of the failover
lan commands is as follows:

failover lan unit primary | secondary
failover lan interface if name
failover lan key key_secret

failover lan enable

if_name Specifies the interface name for LAN-based failover.

key Enables encryption and authentication of LAN-based failover
messages between PIX Firewalls.

key_secret Specifies the shared secret key.
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Stateful Failover
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Secondary
PIX Firewall

pixfirewall(config)#

|failover link [stateful if name] |

» Specify the name of the dedicated interface used for stateful
failover.

|pix1(config)# failover link LANFAIL |
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The stateful failover feature passes per-connection stateful information to the standby unit.
After a failover occurs, the same connection information is available at the new active unit.
End-user applications are not required to do a reconnect to keep the same communication
session. The state information passed to the standby unit includes the global pool addresses and
status, connection and translation information and status, the negotiated H.323 UDP ports, the
port allocation bit map for PAT, and other details necessary to let the standby unit take over
processing if the primary unit fails.

Depending on the failure, the PIX Firewall takes from 15 to 45 seconds to cause a switchover.
Applications not handled by stateful failover will then require time to reconnect before the
active unit becomes fully functional.

The same LAN interface used for LAN-based failover can also be used for stateful failover.
However, the interface needs enough capacity to handle both the LAN-based failover and
stateful failover traffic. If the interface does not have the necessary capacity, use two separate,
dedicated interfaces.

Stateful failover requires an Ethernet interface with a minimum speed of 100 Mbps full duplex
to be used for passing state information between the two PIX Firewall units. The stateful
failover interface can be connected to either of the following:

m  100Base-TX full-duplex on a dedicated switch or dedicated VLAN of a switch
m  1000Base-SX full-duplex on a dedicated switch or dedicated VL AN of a switch

Data is passed over the dedicated interface using IP Protocol 8. No hosts or routers should be
on this interface.

The failover replicate http command enables the stateful replication of HTTP sessions in a
stateful failover environment. The no form of this command disables HTTP replication in a
stateful failover configuration. When HTTP replication is enabled, the show failover command
displays the failover replicate http configuration.
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The syntax for the failover replicate http command is as follows:

failover replicate http
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Configuring LAN Failover—Secondary
PIX

Primary
PIX1

|.1

172.16.0.0

n

) 7 192.168.1.0
-

Internet

~

"

Secondary
PIX2

pix2 (config) # nameif ethernet2 LANFAIL security55

pix2 (config)# interface ethernet2 100full

pix2 (config)# ip address LANFAIL 172.16.0.1 255.255.255.0
pix2 (config)# failover ip address LANFAIL 172.16.0.2
pix2 (config)# failover lan unit secondary

pix2 (config)# failover lan interface LANFAIL

pix2 (config)# failover lan key 1234567

pix2 (config)# failover link LANFAIL

pix2 (config)# failover lan enable
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Step4 Power on the secondary PIX Firewall.

Step5 Without the LAN-based failover interface connected, complete the following substeps on the
secondary firewall:

1. Use the nameif command to specify a name and security level for the failover interface.
2. Use the interface command to enable the failover interface and set its connection speed.
3. Use the ip address command to specify a name and security level for the failover interface.

4. Use the failover ip address command to assign a failover IP address to the failover
interface.

5. Use the failover lan unit command to designate this firewall as the secondary firewall.

Use the failover lan interface command to specify the name of the failover interface.

N o

Use the failover lan key command to enter the secret key shared with the primary firewall.
8. Use the failover lan enable command to enable LAN-based failover.

9. Use the failover command to enable failover.
Step6  Use the write memory command to save your configuration to Flash memory.

In the figure, all the failover lan commands, except the failover lan unit command, are entered
on the secondary PIX Firewall exactly as they would be entered on the primary. On both
firewalls, Ethernet 3 is designated as the failover interface and is configured with the following
parameters:

m  Name—LANFAIL
m  Security level—55

m  Speed and duplex—100full
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m [P address—172.16.0.1

m  Netmask—255.255.255.0

m  Failover IP address—172.16.0.2
m  Failover LAN key—1234567

The output of the show failover command includes a section for LAN-based failover if it is
enabled. An example of this additional show failover command output follows:

Lan Based Failover is Active
interface LANFAILOVER (172.16.0.2): Normal, peer
(172.17.0.1) : Normal

The show failover lan command displays only the LAN-based failover section, as follows:

pix# show failover lan
Lan Based Failover is Active

interface LANFAILOVER (172.16.0.1): Normal, peer
(172.16.0.2) : Normal

The show failover lan detail command is used mainly for debugging purposes and displays
information similar to the following:

pix# show failover lan detail

Lan Failover is Active

This Pix is Primary

Command Interface is LANFAIL

Peer Command Interface IP is 172.16.0.2

My interface status is normal

Peer interface status is normal

Peer interface downtime is 0x0

Total msg send: 103093, rcvd: 103031, dropped: 0, retrans: 13,
send _err: 0

Total/Cur/Max of 51486:0:5 msgs on retransQ

msgs on retransQ if any

LAN FO cmd queue, count: 0, head: 0x0, tail: 0x0
Failover config state is 0x5c

Failover config poll cnt is 0

Failover pending tx msg cnt is 0

Failover Fmsg cnt is 0
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Reload the Secondary Firewall

Sync Started
Sync Completed

pixl# show failover

Failover On

Cable status: My side not connected

Reconnect timeout 0:00:00

Poll frequency 10 seconds

This host: Primary - Active

Active time: 3160 (sec)
Interface intf4 (127.0.0.1):

Interface inside (10.0.1.1):
Other host: Secondary - Standby

Active time: 0 (sec)

Interface intf4 (127.0.0.1):

Interface inside (10.0.1.2):

Stateful Failover Logical Update Statistics
Link : LANFAIL

Link Down

Interface outside (192.168.1.1): Normal

Normal

Link Down

Interface outside (192.168.1.2): Normal

Normal

2004, Cisco Systems, Inc. All rights reserved
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Step7 Connect the PIX Firewall’s failover interface to the network.

Step8  Use the reload command to reboot the secondary PIX Firewall. The primary PIX Firewall

configuration is replicated on the secondary PIX Firewall. The following messages will appear
on the primary PIX Firewall: “sync started” and “sync completed.” “Sync started” denotes the
start of the synchronization. “Sync completed” acknowledges the completion of the replication.

Copyright © 2004, Cisco Systems, Inc.
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show failover Command with

LISCD. COfm

pixl# show failover
Failover On
Cable status: Unknown
Reconnect timeout 0:00:00
Poll frequency 15 seconds
This host: Primary - Standby
Active time: 255 (sec)
Interface outside (192.168.1.2):

Other host: Secondary - Active
Active time: 256305 (sec)
Interface outside (192.168.1.1):

Stateful Failover Logical Update Statistics
Link : LANFAIL

Lan Based Failover is Active

Interface inside (10.0.1.2): Normal

Interface inside (10.0.1.1): Normal

interface LANFAIL (172.16.1.1): Normal, peer (172.

Normal

Normal

16.1.2) :Normal

2004, Cisco Systems, Inc. All rights reserved
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The figure shows the output of the show failover command when L AN-based failover is
configured. It includes a section for LAN-based failover, which displays the name and IP
address of the interface used for LAN-based failover. Notice that this interface does not appear

in the interface list that displays the status of the interfaces.
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failover mac address Command

Primary
PIX1

Act - 00a0.c989.e481
Stby - 00a0.c969.c7f1

Act - 00a0.c976.cde5

‘ Outside MAC address
Stb

Inside MAC address ’

- 00a0.c922.9176

N 192.168.1.0
Internet @u

pixfirewall(config)#
|failover mac address mif name act mac stn mac |

+ Enables you to configure a virtual MAC address for a PIX Firewall
failover pair.

pixl(config)# failover ip address outside 192.168.1.2

pixl(config)# failover ip address inside 10.0.1.2

pixl(config)# failover mac address outside 00a0.c989.e481
00a0.c969.c7£1

pixfl (config) # failover mac address inside 00a0.c976.cde5
00a0.c922.9176
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When the primary PIX Firewall is replaced with a new primary PIX Firewall, the secondary
PIX Firewall acquires the MAC address of the new primary PIX Firewall and sends out
gratuitous ARPs on all interfaces to update the devices connected to the PIX Firewall. With
LAN-based failover, you can prevent the MAC address change by manually setting the MAC
addresses of the primary and secondary PIX Firewall using the command failover mac
address. With LAN-based failover, the PIX Firewall can be configured to use a virtual MAC
address instead of assuming the MAC address of its failover peer. If a virtual MAC address is
not specified, the PIX Firewall failover pair uses the burned-in network interface card (NIC)
address as the MAC address.

When adding the failover mac address command to your configuration, it is best to configure
the virtual MAC address, save the configuration to Flash memory, and then reload the PIX
Firewall pair. You must also write the complete PIX Firewall configuration, including the
failover mac address command, into the Flash memory of the secondary PIX Firewall for the
virtual MAC addressing to take effect.

The syntax of the failover mac address command is as follows:

failover mac address mif name act_mac stn_mac

mif_name Specifies the name of the interface to set the MAC address.
act_mac Specifies the interface MAC address for the active PIX Firewall.
stn_mac Specifies the interface MAC address for the standby PIX
Firewall.
Note If the virtual MAC address is added when there are active connections, those connections
drop.
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Note The failover mac address command is unnecessary on an interface configured for LAN-
based failover because the failover lan interface command does not change the IP and
MAC addresses when failover occurs.
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Summary

This topic summarizes what you learned in this lesson.

Summary

* The primary and secondary PIX Firewalls are the
two firewalls used for failover. The primary PIX
Firewall is usually active, while the secondary
PIX Firewall is usually standby, but during
failover the primary PIX Firewall goes on
standby while the secondary becomes active.

* The configuration of the primary PIX Firewall is
replicated to the secondary PIX Firewall during
configuration replication.
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Summary (Cont.)

LISCD. COfm

* During failover, connections are dropped; .
during stateful failover, connections remain active.

* There are four interface tests to ensure that the PIX
Firewalls are running:

— Link Up/Down test

— Network Activity test
— ARP test

— Broadcast Ping test

* LAN-based failover enables you to use Ethernet cabling
¥Vi_|ih a dedicated hub, switch, or VLAN for long-distance
ailover.
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Lab Exercise—Configure LAN-Based Failover

Complete the following lab exercise to practice what you learned in this lesson.

Objectives

In this lab exercise you will complete the following tasks:

m  Configure the primary PIX Firewall for LAN-based stateful failover to the secondary PIX
Firewall.

m  Configure the secondary PIX Firewall for LAN-based failover.
m  Test LAN-based stateful failover.
m  Make the primary PIX Firewall active.
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Visual Objectives

The following figure displays the configuration you will complete in this lab exercise.

Lab Visual Objective

192.168.P.0
A R 172.16.P.0 S
Secondary Primary
PIX Firewall 172.17.P.0 PIX Firewall
Failover
7 A
7 Link A
10.0.P.0
I 100

RTS @. K ;
E Web/FTP
Local: 10.0.P.11 == Cisco Secure ACS

Student PC
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Task 1—Configure the Primary PIX Firewall for LAN-Based
Stateful Failover to the Secondary PIX Firewall

Complete the following steps to configure the primary PIX Firewall for failover to the
secondary PIX Firewall:

Step1  Assign an IP address to the outside interface of the PIX Firewall:

pixP(config)# ip address outside 192.168.P.2 255.255.255.0

(where P = pod number)

Step2 Use the clock set command on the active PIX Firewall to synchronize the time on both PIX
Firewalls.

pixP(config)# clock set hh:mm:ss month day year

Step3  Assign the PIX Firewall interface name (MYFAILOVER) and security level (55).
pixP(config)# nameif e3 MYFAILOVER security55

Step4  Enable the interface for an Intel full duplex:
pixP(config)# interface e3 100full

Step5 Assign an IP address to the interface:

pixP(config)# ip address MYFAILOVER 172.17.P.1 255.255.255.0

(where P = pod number)
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Step 6 Use the failover command to enable failover on the primary unit:
pixP(config)# failover

Step7  Change the failover poll time to eight seconds so the PIX Firewall triggers failover faster.
pixP(config)# failover poll 8

Step8  Use the show failover command to verify that the primary PIX Firewall is active:

pixP(config)# show failover

Failover On

Cable status: My side not connected

Reconnect timeout 0:00:00

Poll frequency 8 seconds

This host: Secondary - Active
Active time: 225 (sec)
Interface intf5 (127.0.0.1): Link Down (Shutdown)
Interface intf4 (127.0.0.1): Link Down (Shutdown)
Interface MYFAILOVER (172.17.P.1): Link Down (Waiting)
Interface dmz (172.16.P.1): Normal (Waiting)
Interface outside (192.168.P.2): Normal (Waiting)
Interface inside (10.0.P.1): Normal (Waiting)

Other host: Secondary - Standby
Active time: 0 (sec)
Interface intf5 (0.0.0.0): Unknown (Shutdown)
Interface intf4 (0.0.0.0): Unknown (Shutdown)
Interface intf3 (0.0.0.0): Unknown (Waiting)
Interface intf2 (0.0.0.0): Unknown (Waiting)
Interface outside (0.0.0.0): Unknown (Waiting)

Interface inside (0.0.0.0): Unknown (Waiting)
Step9  Assign a failover IP address for each interface to specify the standby unit's interface addresses:

pixP(config)# failover ip address inside 10.0.P.7
pixP(config)# failover ip address outside 192.168.P.7
pixP(config)# failover ip address dmz 172.16.P.7
pixP(config)# failover ip address MYFAILOVER 172.17.P.7

Step 10 Enter the show failover command to verify that the secondary unit now has IP addresses for
each interface:

pixP (config)# show failover
Failover On

Cable status: My side not connected
Reconnect timeout 0:00:00

Poll frequency 3 seconds

This host: Secondary - Active

Active time: 510 (sec)
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Interface intf5 (127.0.0.1): Link Down (Shutdown)
Interface intf4 (127.0.0.1): Link Down (Shutdown)
Interface MYFAILOVER (172.17.P.1): Link Down (Waiting)
Interface dmz (172.16.P.1): Normal (Waiting)
Interface outside (192.168.P.2): Normal (Waiting)
Interface inside (10.0.P.1): Normal (Waiting)

Other host: Secondary - Standby
Active time: 0 (sec)
Interface intf5 (127.0.0.1): Unknown (Shutdown)
Interface intf4 (127.0.0.1): Unknown (Shutdown)
Interface MYFAILOVER (172.17.P.7): Unknown (Waiting)
Interface dmz (172.16.P.7): Unknown (Waiting)
Interface outside (192.168.P.7): Unknown (Waiting)

Interface inside (10.0.P.7): Unknown (Waiting)
Step 11 Use the failover link command to specify the name of the dedicated interface you are using:
pixP(config)# failover link MYFAILOVER
Step 12 Save all changes to Flash memory.
pixP(config) # write memory
Step 13 Configure LAN-based failover on the primary unit. Complete the following substeps:
1. Disable failover:

pixP(config) # no failover

2. Specify the primary PIX Firewall to use for LAN-based failover:

pixP(config)# failover lan unit primary

3. Specify the interface name for LAN-based failover:

pixP(config)# failover lan interface MYFAILOVER

4. Enable encryption and authentication of LAN-based failover messages between PIX
Firewalls:

pixP(config)# failover lan key 1234567
5. Enable LAN-based failover:

pixP(config)# failover lan enable
6. Enable failover:
pixP(config)# failover

Step 14 Save all changes to Flash memory:
pixP(config) # write memory

Step 15 Make sure that the primary PIX Firewall is enabled for stateful failover by using the show
failover command:

pixP(config)# show failover

Failover On
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Cable status: My side not connected
Reconnect timeout 0:00:00

Poll frequency 8 seconds

This host: Primary - Active
Active time: 510 (sec)
Interface intf5 (127.0.0.1): Link Down (Shutdown)
Interface intf4 (127.0.0.1): Link Down (Shutdown)
Interface dmz (172.16.P.1): Normal (Waiting)
Interface outside (192.168.P.2): Normal (Waiting)
Interface inside (10.0.P.1): Normal (Waiting)
Other host: Secondary - Standby (Failed)
Active time: 0 (sec)
Interface intf5 (127.0.0.1): Unknown (Shutdown)
Interface intf4 (127.0.0.1): Unknown (Shutdown)
Interface dmz (172.16.P.7): Unknown (Waiting)
Interface outside (192.168.P.7): Unknown (Waiting)

Interface inside (10.0.P.7): Unknown (Waiting)

Stateful Failover Logical Update Statistics

Link : MYFAILOVER

Stateful Obj xmit xerr rcv rerr
General 0 0 0 0
sys cmd 0 0 0 0
up time 0 0 0 0
xlate 0 0 0 0
tcp conn 0 0 0 0
udp conn 0 0 0 0
ARP tbl 0 0 0 0
RIP Tbl 0 0 0 0

Logical Update Queue Information

Cur Max
Recv Q: 0 0
Xmit Q: 0 0

Lan Based Failover is Active

Interface MYFAILOVER (172.17.P.1): Normal, peer (172.17.P.7)

Down

Step 16 Wait for the failover initialization process to complete. You will see the following messages on

your PIX Firewall console:

LAN-based Failover startup ping test failed!!
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Wait for pix LAN-based failover init process to complete...

LAN-based Failover: Send hello msg and start failover monitoring
Step 17 Verify that you can ping the super server:

C:\> ping 172.26.26.50
Step 18 Verify that you can telnet to the backbone router:

C:\> telnet 192.168.P.1

Task 2—Configure the Secondary PIX Firewall for LAN-Based
Failover

Complete the following steps to prepare the secondary PIX Firewall for failover. Your
instructor will provide you with instructions for accessing the secondary firewall.

Step1  Ask your instructor to power up your secondary PIX Firewall.

Step2  Without the LAN-based failover interface connected, complete the following substeps on the
secondary PIX Firewall:

1. When prompted to configure the PIX Firewall through interactive prompts, press <Control
7> to escape.

2. Enter configuration mode.

3. Assign a name and security level to the failover interface:

pixP(config) # nameif e3 MYFAILOVER security55
4. Enable the interface for an Intel full duplex:

pixP(config)# interface e3 100full
5. Assign an IP address to the interface:

pixP(config)# ip address MYFAILOVER 172.17.P.1

(where P = pod number)

6. Assign a failover IP address to the interface:
pixP(config)# failover ip address MYFAILOVER 172.17.P.7 255.255.255.0

(where P = pod number)

7. Designate this firewall as the secondary firewall:

pixP(config)# failover lan unit secondary

8. Specify the name of the interface to be used for LAN-based failover:

pixP(config)# failover lan interface MYFAILOVER
9. Enter the secret key shared with the primary PIX Firewall:

pixP(config)# failover lan key 1234567
10. Enable LAN-based failover:

pixP(config)# failover lan enable
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11. Enable failover:

pixP(config)# failover
12. Save the configuration to Flash memory:
pixP(config)# write mem

Step3 Connect the secondary PIX Firewall to the network: Ask your instructor to connect the LAN-
based failover interface to the network.

Step4 Reload the secondary PIX Firewall:

pixP (config)# reload

Task 3—Test LAN-Based Stateful Failover

Complete the following steps to test LAN-based stateful failover:

Step1  After you see the message “Sync Complete” on your primary PIX Firewall console, telnet to the
backbone router from your Windows command line:

C:\> telnet 192.168.P.1
(where P = pod number)

Step2 When prompted for a password, enter cisco:
User Access Verification
Password: cisco
rbb>

Step 3  Start a continuous ping to 172.26.26.50:
C:\ ping 172.26.26.50 -t

Step4 Reload the primary PIX Firewall:
pixP (config)# reload

Step5 When asked to confirm the reload, press Enter.
Step 6  Verify that the continuous ping is still active.

Step7 Return to your telnet connection to the backbone router. Verify that it is still active by
attempting to enter privileged mode. If the router accepts the command and you are prompted
for a privileged mode password, your session is still active.

rbb> en

Step 8 Enter the show failover command on the primary firewall and observe the output:

pixP (config)# show failover
Failover On
Cable status: Normal
Reconnect timeout 0:00:00
Poll frequency 3 seconds
This host: Primary - Standby
Active time: 510 (sec)

Interface intf5 (127.0.0.1): Link Down (Shutdown)
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Interface intf4 (127.0.0.1): Link Down (Shutdown)
Interface dmz (172.16.P.7): Normal
Interface outside (192.168.P.7): Normal
Interface inside (10.0.P.7): Normal

Other host: Secondary - Active
Active time: 93 (sec)
Interface intf5 (127.0.0.1): Link Down (Shutdown)
Interface intf4 (127.0.0.1): Link Down (Shutdown)
Interface dmz (172.16.P.1): Normal
Interface outside (192.168.P.2): Normal
Interface inside (10.0.P.1): Normal

Stateful Failover Logical Update Statistics
Link : MYFAILOVER

Stateful Obj xmit xerr rcv rerr
General 967 0 998 0
sys cmd 675 0 897 0
up time 4 0 2 0
xlate 1006 0 65 0
tcp conn 456 0 345 0
udp conn 0 0 0 0
ARP tbl 884 0 0 0
RIP Tbl 0 0 0 0

Logical Update Queue Information

Cur Max Total
Recv Q: 0 3 6740
Xmit Q: 0 7 8665

Lan Based Failover is Active

Interface MYFAILOVER (172.17.P.1): Normal, peer (172.17.P.7)
Normal

(where P = pod number)

Task 4—Make the Primary PIX Firewall Active

Complete the following steps to make the primary PIX Firewall the active PIX Firewall:

Step1  Make the primary PIX Firewall the active PIX Firewall by using the failover active command.
Make sure that you are connected to the primary PIX Firewall’s console port.

pixP(config)# failover active

Step2 Verify that the failover active command worked by using the show failover command. The
primary PIX Firewall should show that it is in active mode and the secondary PIX Firewall
should show that it is in the standby mode.
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pixP (config)# show failover
Failover On
Cable status: Normal
Reconnect timeout 0:00:00
This host: Primary - Active
Active time: 7350 (sec)
Interface intf5 (127.0.0.1): Link Down (Shutdown)
Interface intf4 (127.0.0.1): Link Down (Shutdown)
Interface dmz (172.16.P.1): Normal (Waiting)
Interface outside (192.168.P.2): Normal (Waiting)
Interface inside (10.0.P.1): Normal (Waiting)
Other host: Secondary - Standby
Active time: 7300 (sec)
Interface intf5 (0.0.0.0): Link Down (Shutdown)
Interface intf4 (0.0.0.0): Link Down (Shutdown)
Interface dmz (172.16.P.7): Normal
Interface outside (192.168.P.7): Normal
Interface inside (10.0.P.7): Normal
Stateful Failover Logical Update Statistics
Link : MYFAILOVER

Stateful Obj xmit xerr rcv rerr
General 999 0 1256 0
sys cmd 775 0 987 0
up time 8 0 6 0
xlate 2006 0 85 0
tcp conn 656 0 445 0
udp conn 0 0 0 0
ARP tbl 1884 0 0 0
RIP Tbl 0 0 0 0

Logical Update Queue Information

Cur Max Total
Recv Q: 0 9 7860
Xmit Q: 0 12 9875

Lan Based Failover is Active

Interface MYFAILOVER (172.17.P.1): Normal, peer (172.17.P.7)
Normal

(where P = pod number)
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Step3  Disable failover on the primary and secondary PIX Firewalls:
pixP(config)# no failover
Step4  Save the configuration to Flash memory:

pixP(config)# write mem
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13

Switching and Routing

Overview

This lesson includes the following topics:
m  Objectives

m  Virtual LANs

m  Static and dynamic routing

m  OSPF

m  Multicast

®  Summary



Objectives

This topic lists the lesson’s objectives.

Objectives

Upon completion of this lesson, you will be able
to perform the following tasks:

* Describe the VLAN functionality of the PIX Firewall.
* Explain the routing functionality of the PIX Firewall.
» Configure the PIX Firewall to work with RIP.

» Configure the PIX Firewall to work with OSPF.

» Configure the PIX Firewall to forward multicast
traffic.
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Virtual LANS

This topic explains the Virtual LAN (VLAN) capabilities of the PIX Firewall.

Virtual LANs__

DMZ Partner

Public  geryer Proxy

server server
]
_
VLAN
VLAN ,./:,';7 VLAN ||

[ N

VLAN trunk port J—

- i =< R b
‘ Intiiet))—u—u l

Outside Inside

« Two physical LAN connections
— Inside
— Outside

* Three virtual LAN connections
— DMZ servers
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With PIX Firewall Software Version 6.3, the administrator can assign VLANSs to physical
interfaces on the PIX Firewall or configure multiple logical interfaces on a single physical
interface and assign each logical interface to a specific VLAN. VLANSs connect devices on one
or more physical LAN segments through software so that they can act as though they are
attached to the same physical LAN. VLANs make this connection based on logical (software)
connections instead of physical connections. This characteristic also makes them extremely
flexible and enables you to configure (or reconfigure) which segments belong to which VLAN
entirely through software.

The firewall supports only 802.1Q VLANSs. Specifically, the firewall supports multiple 802.1Q
VLANS on a physical interface and the ability to receive and send 802.1Q-tagged packets.
VLAN:S are not supported on the PIX Firewall 501 and PIX Firewall 506/PIX 506E.

The PIX Firewall does not currently support executable commands for LAN trunks (the
physical and logical connection between two switches) because the firewall does not negotiate
or participate in any bridging protocols. The firewall only displays the VLANs on the LAN
trunk. The state of the LAN trunk is considered the same as the state of the physical interface
by the firewall. If the link is up on the physical Ethernet, then the firewall considers the trunk as
up as soon as a VLAN has been assigned or configured for it. Additionally, the VLAN is active
as soon as you assign or configure a VLAN ID on the physical Ethernet interface of the
firewall.

Physical interfaces are one per network interface card (NIC), in place at boot time and not
removable. Logical interfaces can be many-to-one for each NIC, are created at runtime, and can
be removed through software reconfiguration. A minimum of two physical interfaces is
required for all PIX Firewall platforms to support VLANS.
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vlan20

vian10 vlan30
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Create Logical and Physical Interfaces
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Trunk port -
:
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Internet @— _—
T — 192.168.0.0 10.0.00
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pixl (config) # interface ethernet3 100full

pixl (config) # interface ethernet3 vlanl0 physical
pixl (config) # interface ethernet3 vlan20 logical
pixl (config) # interface ethernet3 vlan30 logical
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Assign VLANS to physical interfaces on the PIX Firewall with the interface hardware_id
vlan_id physical command. With the interface hardware_id vlan_id logical command,
configure multiple logical interfaces on a single physical interface and assign each logical
interface to a specific VLAN using its VLAN ID. (It may be helpful to think of VLAN IDs as

something you apply to interfaces.)

In the example in the figure, PIX Firewall Ethernet 3 interface has three VLANs—one physical

VLAN, vlan10, and two logical VLANS, vlan20 and vlan30.
The syntax for the interface command is as follows:

interface hardware_id vlan_id [logical | physical][shutdown]

hardware_id

Identifies the network interface type.

The VLAN identifier. For example: vlan10, vlan20, and so on.

vilan_id

logical Creates a logical interface and applies the VLAN.
physical Applies VLAN to physical interface.

shutdown Disables an interface.
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Assign VLAN Names and Security

Levels
vlan20
vian10 dmz2 vlan30
dmz1 dmz3 Partner

O—

Public  ggryer Proxy
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|
vian20
vlan10 1 vlan30

N 4 |

Trunk port -

D e
Internet -

~— 192.168.0.0

pixl (config) #
pixl (config) #
pixl (config) #

nameif vlanl0 dmzl securityl0
nameif vlan20 dmz2 security20
nameif vlan30 dmz3 security30

© 2004, Cisco Systems, Inc. Al rights reserved.

CSPFA3.2—136

With the nameif command, the administrator defines a name and security level for each
VLAN. In the example in the figure, vlan10 is named dmz1, with a security level of 10. VLAN
20 is named dmz2, with a security level of 20. Vlan30 is named dmz3, with a security level of

30.

The syntax for the nameif command is as follows:

nameif {hardware_id | vian_id} if name security_level

hardware_id

The hardware name for the network interface that specifies the
interface’s slot location on the PIX Firewall motherboard.

vian_id

The VLAN identifier. For example: vlan10, vlan20, and so on.

if name

A name for the internal or external network interface.

security level

Enter 0 for the outside network or 100 for the inside network.
Perimeter interfaces can use any number between 1 and 99.
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Assign VLAN IP Addresses

dmz2

172.26.26.20
dmz1 dmz3

172.26.26.10

HE|

HE

Internet ' ~®_~_

192.168.0.0

pixl (config)# ip address dmzl 172.26.26.10
pixl (config)# ip address dmz2 172.26.26.20
pixl (config)# ip address dmz3 172.26.26.30
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Use the ip address command to assign IP addresses to the VLANS. In the example in the
figure, dmz1, dmz2, and dmz3 are assigned the following IP addresses: 172.26.26.10,
172.26.26.20, and 172.26.26.30.

The syntax for the ip address command is as follows:

ip address if name ip_address

if name

A name for the internal or external network interface.

ip_address

PIX Firewall unit’'s network interface IP address. Each interface

IP address must be unique. Two or more interfaces must not be
given the same IP address or be given IP addresses that are on
the same IP network.
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Maximum Interfaces Supported
4 Cisco.gom

Restricted license Unrestricted license

Total Physical Logical Total Physical Logical
interfaces interfaces interfaces interfaces interfaces interfaces

PIX 501 NA NA NA 2 2 Not
supported

PIX 506E R.\I.\ NA NA 2 2 Not
supported

PIX 515E ] 5 3 10 6 8

PIX 525 8 6 6 12 8 10

PIX 535 ] 8 8 24 10 22

Maximum number of logical interfaces = total interfaces minus physical
interfaces in use.
Example: PIX515R—5 (total) minus 2 (physical) = 3 (logical)
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VLAN:S are not supported on the PIX Firewall 501 and PIX Firewall 506/PIX 506E. The
number of logical interfaces that you can configure on the other PIX Firewall appliances varies
by platform and license type. For example, a PIX Firewall 515E with a restricted license
supports up to three logical interfaces. A PIX Firewall 515 with an unrestricted license supports
up to eight logical interfaces.

In the example in the figure, the chart defines the maximum supported interfaces of the PIX
Firewall family. The type of license is given across the top of the chart. The PIX Firewall
appliances are given at the left side of the chart. The maximum number of logical interfaces
configurable on a PIX Firewall is determined by taking the total number of interfaces available
on a specific PIX Firewall model and license type, then subtracting the number of currently
configured physical interfaces. The result is the total number of available logical interfaces. For
example, if a PIX Firewall 525R has four physical interfaces, the available number of logical
interfaces is eight: The total number of interfaces, 12, minus the number of physical interfaces,
4, equals available number of logical interfaces, 8.
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Static and Dynamic Routing

This topic explains the routing capabilities of the PIX Firewall.

Static Routes____

Cisco.com

Default route Static route

~ SN

L1 Internet @ g’_é
— \_.\,) -— 10.0.1.11
192.168.0.1 10.0.0.102 .
[ |

10.0.1.4

pixfirewall(config)#

route if name ip address netmask gateway ip [metric] |

- Defines a static or default route for an interface

0.0 192.168.0.1 1

pixl(config)# route outside 0.0. .0.
55.255.255.0

0.
pixl(config)# route inside 10.0.1.
10.0.0.102 1

00
0 2
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Although the PIX Firewall is not a router, it does have certain routing capabilities. You can use
the route command explained in the previous topic to create static routes for accessing
networks outside a router on any interface. The effect of a static route is like stating “to send a
packet to the specified network, give it to this router.” In the example in the figure, the PIX
Firewall sends all packets destined to the 10.1.1.0 network to the router at 10.0.0.3. All traffic
for which the PIX Firewall has no route is sent to 192.168.0.1, the gateway in the default route.
To enter a default route, set the ip_address and netmask arguments to 0.0.0.0, or the shortened
form of 0. Only one default route can be used.

All routes entered using the route command are stored in the configuration when it is saved.
They can be displayed by using the show route command, and you can clear most routes by
using the clear route command. The only routes not removed with the clear route command
are those that show the keyword CONNECT when you issue the show route command. These
are routes that the PIX Firewall automatically creates in its routing table when you enter an IP
address for a PIX Firewall interface. A route created in this manner is a route to the network
directly connected to that interface. The figure shows examples of these automatically created
routes.

Although the gateway argument in the route command usually specifies the IP address of the
gateway router, the next hop address for this route, you can also specify one of the PIX
Firewall’s interfaces. When a route command statement uses the IP address of one of the PIX
Firewall’s interfaces as the gateway IP address, the PIX Firewall broadcasts an Address
Resolution Protocol (ARP) request for the MAC address corresponding to the destination IP
address in the packet instead of broadcasting the ARP request for the MAC address
corresponding to the gateway IP address.
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Step 1
Step 2

Step 3

Step 4

Step 5

The following steps show how the PIX Firewall handles routing in this situation:
The PIX Firewall receives a packet from the inside interface destined to IP address X.
Because a default route is set to itself, the PIX Firewall sends out an ARP for address X.

Any Cisco router on the outside interface LAN that has a route to address X replies back to the
PIX Firewall with its own MAC address as the next hop. Cisco IOS software has proxy ARP
enabled by default.

The PIX Firewall sends the packet to router.

The PIX Firewall adds the entry to its ARP cache for IP address X with the MAC address being
that of the router.

Note: Do not configure the PIX Firewall with a default route when using the setroute argument of
the ip address dhcp command. To clear a DHCP default route, use the clear route static
command.
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Dynamic RIP Routes

10.0.0.1
RIP v 2 Default route

B \ /._\ /——\ E
\ 192.168.0.0 10.0.0.0 =
I ez mnigey ot g5 El

_ ,_,))_ A 2 T R
172.26.26.30 Router A .

10.0.1.4

pixl(config)# rip outside passive version 2
authentication md5 MYKEY 2
pPixl(config)# rip inside default

» The PIX Firewall accepts encrypted RIP version 2 multicast
updates. For example, it could learn the route to network
172.26.26.0 from router A.

* The PIX Firewall broadcasts IP address 10.0.0.1 as the default
route for devices on the inside interface.
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Another way to build the PIX Firewall’s routing table is by enabling the Routing Information
Protocol (RIP) with the rip command. You can configure the PIX Firewall to learn routes
dynamically from RIP version 1 or RIP version 2 broadcasts. Although the PIX Firewall uses
the dynamically learned routes itself to forward traffic to the appropriate destinations, it does
not propagate learned routes to other devices. The PIX Firewall cannot pass RIP updates
between interfaces. It can, however, advertise one of its interfaces as a default route.

The figure shows the PIX Firewall learning routes from a router on its outside interface and
broadcasting a default route on its inside interface. Message Digest 5 (MDS5) authentication is
used on the outside interface to enable the PIX Firewall to accept the encrypted RIP updates.
Both the PIX Firewall and router A are configured with the encryption key MYKEY and its
key id value of 2.
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Dynamic RIP Routes (Cont.)

RIP v2
- _
@_‘ “\—/;)‘)_%192.168.0.0g 10.0.0.0

172.26.26.30 RIP v2 —— «—— RIP v1 10.0.1.0

pixfirewall(config)#

rip if name default | passive [version [1 | 2]]
[authentication [text | md5 key key idll

+ Enables IP routing table updates from received RIP broadcasts

pixl(config)# rip outside passive version 2
authentication md5 MYKEY 2

pixl(config)# rip inside passive

pPixl(config)# rip dmz passive version 2
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Use the rip command to configure the PIX Firewall to learn routes dynamically from RIP
version 1 or RIP version 2 broadcasts. When RIP version 2 is configured in passive mode, the
PIX Firewall accepts RIP version 2 multicast updates with an IP destination of 224.0.0.9. For
the RIP version 2 default mode, the PIX Firewall transmits default route updates using an IP
destination of 224.0.0.9. Configuring RIP version 2 registers the multicast address 224.0.0.9 on
the interface specified in the command so that the PIX Firewall can accept multicast RIP
version 2 updates. When the RIP version 2 commands for an interface are removed, the
multicast address is unregistered from the interface card.

If you specify RIP version 2, you can also encrypt RIP updates using MD5 encryption. Ensure
that the key and key id values are the same as in use on any device in your network that makes
RIP version 2 updates.

IP routing table updates are enabled by default. Use the no rip command to disable the PIX
Firewall IP routing table updates. The clear rip command removes all the rip commands from
the configuration.

Note: Static routes override dynamic routes.

The example in the figure combines RIP version 1 and 2 commands that enable the following:

m  Version 2 passive RIP using MDS5 authentication on the outside interface to encrypt the key
used by the PIX Firewall and other RIP peers, such as routers

®m  Broadcasting a default route on the outside interface using MD5 authentication
m  Version 1 passive RIP listening on the inside interface

m  Version 2 passive RIP listening on the DMZ interface
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The syntax for the rip command is as follows:

rip if_name default | passive [version [1 | 2]] [authentication [text | mdS key key_id]]

if_name The internal or external network interface name.

default Broadcasts a default route on the interface.

passive Enables passive RIP on the interface. The PIX Firewall listens for
RIP routing broadcasts and uses that information to populate its
routing tables.

version The version of RIP. Use version 2 for RIP update encryption. Use

version 1 to provide backward compatibility with the older version.

authentication

Enables RIP version 2 authentication.

text Sends RIP updates as clear text.

md5 Sends RIP updates using MD5 authentication.

key The key to encrypt RIP updates. This value must be the same on
the routers and any other device that provides RIP version 2
updates. The key is a text string of up to 16 characters in length.

key_id The key identification value. The key_id can be a number from 1

to 255. Use the same key _id in use on the routers and any other
device that provides RIP version 2 updates.
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OSPF

This topic provides a basic explanation of the Open Shortest Path First (OSPF) capabilities of
the PIX Firewall.

OSPF

\
" Internet ¢

= O

PIX Firewall Software Release 6.3 adds support for OSPF dynamic routing protocol
Some of the OSPF supported features are as follows:

« Support for intra-area, interarea and external (type 1 and 2) routes

* Support for virtual links

* Authentication for OSPF packets

« Configuring PIX as a DR, ABR, and limited ASBR functionality

« ABR type 3 LSA filtering

* Route redistribution
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Prior to PIX Firewall Software Version 6.3, the PIX Firewall supported static routing and
limited dynamic routing through passive RIP. PIX Firewall Software Version 6.3 introduces
support for dynamic routing using the OSPF routing protocol. OSPF is widely deployed in
large internetworks because of its efficient use of network bandwidth and its rapid convergence
after changes in topology. Some of the PIX Firewall OSPF supported features are:

m  Support for intra-area, interarea and external (type 1 and 2) routes

m  Support for virtual links

m  Authentication for OSPF packets

m  Configuring the PIX Firewall as a designated router (DR), area border router (ABR) and
limited autonomous system boundary router (ASBR)

m  Support for stub and not so stubby areas (NSSAs)

m  ABR type 3 link-state advertisement (LSA) filtering

®  Route redistribution

Note: OSPF routing is not supported on the PIX Firewall 501. OSPF and RIP cannot be enabled

simultaneously on the PIX Firewall.
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OSPF Configuration
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OSPF configuration
* Enable OSPF
* Define interfaces on which OSPF runs
* Define OSPF areas
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To configure OSPF on the PIX Firewall requires the administrator to do the following:
m  Enable OSPF

m  Define the PIX Firewall interfaces on which OSPF runs

m  Define OSPF areas
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Enable OSPF Routing

Router OSPF 1

— \
, Internet

=1 ‘*'V-)

pixfirewall(config)#

router ospf pid
» Enables OSPF routing through the PIX Firewall

pix1 (config) # router ospf 1

pixl (config-router)# network 1.1.1.0 255.255.255.0 area 0

pixl (config-router)# network 1.1.2.0 255.255.255.0 area 1.1.2.0
pixl (config-router)# mnetwork 10.0.0.0 255.255.255.0 area 10.0.0.0

CSPFA3.2—13-16
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To enable OSPF routing, use the router ospf command. The syntax for the router ospf
command is as follows:

router ospf pid

pid Internally used identification parameter for an OSPF routing
process. You assign it locally on the firewall, and its value can be
from 1 to 65535. A unique value must be assigned for each
OSPF routing process. PIX Firewall Software Version 6.3
supports a maximum of two OSPF processes.

The PIX Firewall can be configured for one or two processes, or OSPF routing domains. If the
PIX Firewall is functioning as an ABR and it is configured for one process, the PIX Firewall
will pass type 3 LSA between defined OSPF areas. In the example in the figure, the PIX
Firewall is configured for one OSPF process, OSPF 1. The PIX Firewall is operating as an
ABR between area 0 and the other two defined areas, area 1.1.2.0 and area 10.0.0.0. The PIX
Firewall passes type 3 LSA between the areas.
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Define OSPF Networks

Router OSPF 1

= \

pixfirewall(config)#
network prefix ip address netmask area area id

+ Adds and removes interfaces to and from the OSPF routing process

pixl (config) # router ospf 1

pixl (config-router)# network 1.1.1.0 255.255.255.0 area 0

pixl (config-router)# network 1.1.2.0 255.255.255.0 area 1.1.2.0
pixl (config-router)# network 10.0.0.0 255.255.255.0 area 10.0.0.0

© 2004, Cisco Systems, Inc. Al rights reserved. CSPFA32—1317

To define the interfaces on which OSPF runs and the area ID for those interfaces, use the
network prefix ip_address netmask area area_id subcommand.

The syntax for the network command is as follows:

network prefix ip_address netmask area area_id

network Adds/removes interfaces to/from the OSPF routing process.

area area_id The ID of the area that is to be associated with the OSPF
address range.

In the example in the figure, the three PIX Firewall interfaces are configured for OSPF. The
outside interface, network 1.1.1.0, is configured as area 0. The Demilitarized Zone (DMZ)
inte