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1. SSL is accomplished in seven steps. Which of the following choices describes the steps collectively known as the handshake?

A. The client requests to connect to the secure server, and the server sends its pre-signed certificate to the client. 

B. The certificate authority validates the server to the client, and the client tells the server which types of encryption keys it supports. 

C. The server sends its pre-signed certificate to the client, and the client verifies that the  certificate was issued by a trusted certificate authority. 

D. The client verifies that the certificate was issued by a trusted certificate authority, and the CA validates the server to the client. 

2. What are the four main encryption models available on the Internet?

A. Asymmetric, symmetric, one-way and hybrid. 

B. Public-key, one-way, hybrid and Diffie-Helman

C. Private-key, one-way, hybrid and symmetric

D. Asymmetric, symmetric, one-way and Diffie-Helman

3. Customer inquiries, staff members, incidents and solutions are all methods of populating ______.

A. Online surveys

B. A knowledge database 

C. The SQL server

D. Third-party software

4. Helen is evaluating the type of Internet connections she could use to host her e-commerce site. Which of the following should she dismiss as an option?

A. T1, because it is too expensive

B. DSL, because it is unproven

C. High-speed dial-up, because it is not reliable

D. ISDN, because it was not designed to transmit data to the Web. 

5. Harold wants to design a Web site for his site for his company, but he is not familiar with usability issues. Which advice would you give him regarding usability testing?

A. Test the site when it is near production ready

B. Use a small cross-section of testers for more accuracy

C. Do not allow the testers to take notes because this activity will distract them

D. Provide assistance at every step of the testing process. 

6. Ryan wants to design an effective order-transaction system. He must decide which components are least important to the ordering process. Which of the following services should Ryan omit?

A. Making the order system consistent

B. Providing the customer with feedback

C. Accepting many forms of payment

D. Including a bailout mechanism

7. A new business has adopted an e-commerce model. As its e-commerce implementation begins to evolve and refine, which one of the following would indicate a poor implementation?

A. A greater ability to track and profile customers

B. No reduction in transaction costs

C. A reduction in the amount of manual process

D. A reduction in transaction time

8. Jesse is in the final stages of setting up his company's e-commerce solution. As a convenience to his customers’ and clients’ ability to quickly find information on the Web site, which of the following should Jesse include on his site?

A. Information locator

B. Image map

C. Search engine

D. E-commerce guide

9. CyberCash, DigiCash, and DataCash are all examples of:

A. Operating system

B. Online payment gateways

C. International currency

D. Encryption methods

10. Which software is essential to establishing a Web storefront?

A. Windows NT server

B. Anti-virus software

C. Desktop publishing software

D. A database 

11. Sheldon makes changes to his e-commerce storefront without a live connection to the Internet. Which type of storefront is he using?

A. An offline storefront

B. An online storefront

C. An administration storefront

D. An upload storefront

12. Arapnet Co. wants to implement security for transactions across the company intranet. The solution they have chosen to implement is public/private key encryption. Which of the following security schemes should the company deploy?

A. Server-side encryption

B. Symmetric encryption

C. Asymmetric encryption

D. Trapdoor encryption

13. The use of site development products, support software, development applications, content development tasks, administrative roles, and development are preclusive phases to the process of ______.

A. Large-scale commerce

B. Electronic commerce

C. Cash processing

D. Monetary processing

14. Larry is explaining key security concepts to his employer. Which term represents the protection against a wide variety of attacks against the communications between two parties?

A. Security

B. Cryptographic technique

C. Hacking

D. Non-repudiation

15. Products such as written materials, inventions and other items that are protected by copyright, trademark, or patent law are called ______.

A. Personal property

B. Secured documents

C. Intellectual property

D. Inherited property

16. Roy has created a Web site that lists all the products his company sells, along with prices and pictures of all items. What has Roy created?

A. An online shopping cart module

B. A secure transaction processor

C. An online product catalog

D. An online customer service module

17. Which of the following gives Internet service provider limited liability with regard to copyright infringement?

A. The Lanham Act

B. The Digital Millennium Copyright Act

C. The Berne Treaty

D. The Internet Infrastructure Task Force

18. Barbara has just purchased a product online. Which of the following processes refers to the digital signature’s verification that her purchase was, in fact, made as indicated?

A. Non-repudiation

B. Verification

C. Sales receipt

D. Sales signature

19. In one of the two basic models that exist for processing checks online, users fill out a form with their routing number and account number, then the online check-processing service prints a hard copy of that information in the form of a check. Which of the following choices describes the other basic model for processing checks online?

A. The user is asked to telephone a central number for verification

B. Information is sent to a government agency for verification

C. Information is processed via electronic Funds Transfer

D. Information is routed to a third-party vendor

20. Lynn places an order on a Web site to buy a book for her son. This transaction can be classified as which of the following?

A. Business-to-business e-commerce

B. Business-to-customer e-commerce

C. Consumer-to-business e-commerce

D. Electronic data interchange

21. Which of the following is an example of a business-to-business e-commerce transaction?

A. A purchase placed from one company to another using a face-to face cash transaction

B. A purchase placed from one company to another using a secure e-mail method

C. A purchase placed on the World Wide Web from a consumer to buy a company's product 

D. A purchase placed from one company to another using a face-to-face credit transaction

22. Alex is explaining to his manager how a secure electronic transactions order-processing system runs. He discusses the steps from the time that the order is placed until it reaches the merchant. What is the next step that he must explain? 

A. The merchant generates an authorization request and sends it to the bank, encrypted with the merchant’s public key

B. The merchant generates an authorization request and sends it to the customer, encrypted with the merchant’s public key 

C. The merchant generates an authorization request and sends it to the bank, encrypted with the bank’s public key

D. The merchant generates an authorization request and sends it to the bank, encrypted with the customer’s public key 

23. Andrew wants to promote his company online. Which is the prevalent form of promotion on the Web?

A. Search engine placement

B. Referrer sites

C. Targeted e-mail

D. Banner ads

24. Maja wants to open an online store. She considers the advantages and disadvantages to decide whether an online store will be good for her business. Which of the following reasons should best convenience Maja to open her online store?

A. E-commerce sites require a number of people to field customer requests 

B. E-commerce sites offer superior non-repudiation over traditional commerce solutions 

C. E-commerce sites offer limited hours of business, freeing her staff up for much needed holidays 

D. E-commerce sites offer wider access to existing markets, and new access to undiscovered markets 

25. Andrea has noticed that although her company takes many orders online, very few customers return to place additional orders. She investigates, and learns that customer order delivery is taking a very long time. What should she implement in her online store to solve this problem?

A. An improved shopping cart module

B. An improved secure transaction processing module

C. An improved product catalog module

D. An improved fulfilment tracking module

26. Chuck is the project manager who will implement an e-commerce site. His coworker suggests that they use Secure Sockets Layer as a security mechanism, but Chuck decides to use Secure Electronic Transactions instead. Why do you think Chuck made this choice?

A. SSL takes more time to execute than SET, slowing site performance

B. SET is more widely used than SSL, and therefore more trusted

C. SSL is less secure than SET because it allows the merchant to see the consumer’s credit card information 

D. SET is less complex than SSL, and easier to implement

27. Mellissa is developing an e-commerce site. Which of the following should her primary object be?

A. Contact all potential clients via mail

B. Assure client privacy and safety

C. Protect the site from local media

D. Proactively inform client of all privacy myths involving the Internet to decrease their reluctance to use the site

28. Secure Sockets Layer is one of the most popular security standards used on the World Wide Web. In the SSL model, which of the following is true?

A. The server always authenticates the client

B. Only 32-bit encryption is used

C. The client always authenticates the server

D. SSL is somewhat cumbersome for the client, but very secure

29. Elton has decided to have his Web site hosted by an outside service. He may be hosting some legally questionable material on his site. Which law limits liability and damages against the ISP, if legal action is taken against Elton?

A. No Electronic Theft (NET) Act

B. The ISP Hosting Limitations Act

C. The Digital millennium Copyright Act

D. He W3C Electronic Liability Act

30. Oscar is giving a presentation about certificate authorities. Which of the following statements about CAs can Oscar accurately make?

A. A CA can offer the ability for a Web server to support more customer transactions

B. A CA can offer a company the necessary community to develop customer loyalty

C. A CA will offer effective customer relations and support

D. A CA can offer identification and trust to a customer

31. Which of the following best describes Open Buying on the Internet?

A. An Internet standard that protects merchants by verifying identities of customers, and protects customers by shielding their credit card numbers from merchants

B. A protocol that uses encryption in which one key is used to encrypt and decrypt the messages sent over a secure line

C. An Internet standard designed for high-volume, low-dollar transactions

D. The interorganizational exchange of documents in standardized electronic form directly between participating computers

32. All of the following are methods for collecting payments online, except ______.

A. Mail-in cash

B. Credit card processing

C. Digital cash

D. Online check processing

33. Which of the following is an accurate definition of a certificate authority?

A. A trusted third-party organization or company that issues digital certificates to create digital signatures and public key pairs.

B. A standard business-to-business commerce model that is designated for high-volume, low-dollar volume transactions

C. An open protocol that facilitates transactions

D. An Internet governing body that sets security for the World Wide Web

34. Freda is designing an online store for her company. She must decide whether to build an online catalog, or buy a program that will provide a catalog for a free. Which of the following is a benefit of building a custom online catalog?

A. The catalog can integrate with the current order management system

B. The e-commerce site can be implemented quickly

C. The online catalog will be previously tested and proven

D. The online catalog will integrate easily with other management systems. 

35. Domain Alpha trusts domain Beta. Domain Beta trusts domain Omega. Therefore, it follows that ______.

A. Domain Alpha trusts domain Omega

B. Domain Omega trusts domain Alpha

C. Domain Beta trusts domain Alpha

D. Domain Omega trusts all other domains in the system

36. Which of the following statements regarding encryption is true?

A. Keys with fewer bits offer stronger encryption than those with more bits

B. Keys with more bits offer stronger encryption than those with fewer bits

C. Keys with bits can never be broken under any circumstances. 

D. Chosen keys do not need to be proportional to the protected data

37. Which of the following can negatively affect usability on a Web site?

A. Using the latest browser technology throughout the site

B. Providing a search function on the front page of the site

C. Including a clickable label or icon next to each product that allows visitors to quickly add products to their shopping carts

D. Providing a feedback page on the site

38. Which of the following terms describes the process by which the recipient of a digital message can be confident of the sender’s identity?

A. Encryption

B. Decryption

C. Proportional encryption

D. Authentication

39. A new e-commerce merchant that offers a U.S-approved over-the-counter medication has discovered many orders coming from a particular country. What is the most likely reason for the high volume of orders, and what should the merchant do?

A. The merchant has a great product, and should increase marketing efforts in that country

B. The merchant must be the only one selling the product online, and is gaining the market share

C. The product may be illegal in that country, and the merchant should investigate customs laws

D. The product may be illegal in that country, but extradition laws do not exist so the merchant should continue to market. 

40. Which type of e-commerce would be the best option for a small business owner?

A. Offline storefront

B. In-house solution

C. Online storefront

D. E-commerce is not yet an appropriate option for small businesses. 

41. As an e-commerce site developer, Kellie is presenting the advantages of e-commerce to her manager. Which of the following is considered an advantage of e-commerce?

A. E-commerce increases direct contact with the customer

B. E-commerce streamlines the customer-to-merchant relationship

C. E-commerce always improves business processes

D. E-commerce revenue is more valuable

42. One viable alternative to credit card processing for electronic commerce is digital cash, such as that offered by DigiCash and CyberCash. Which of the following is a major advantage of using digital cash instead of credit card transactions?

A. Digital cash allows the option of using printed media

B. A wallet is required for digital cash transactions

C. Digital cash transactions are completed immediately

D. Digital cash transactions involve slightly higher fees

43. Keisha wants to use e-mail as a marketing tool. She suggests sending e-mail announcements to everyone on a mailing list, but her e-commerce administrator discourages this idea. Which method should Keisha use to send her e-mail announcements?

A. Targeted e-mail

B. Interoffice e-mail

C. Spam e-mail

D. Opt-in e-mail

44. All of the following are factors upon which encryption strength is based, except ______.

A. Secrecy of the key

B. Length of the key

C. Strength of the algorithm

D. Name of the key

45. An e-commerce site that directs the user in a specific pattern or path utilizes which of the following techniques?

A. Random click pattern

B. Controlled click pattern

C. Co-browsing click pattern

D. User-defined click pattern

46. Samantha has decided to construct an e-commerce site. Which of the following would be least important in her decision when designing the site?

A. Shipping and handling

B. Tax rates

C. Online catalog

D. Payment gateways

47. Ken must choose which type of e-commerce implementation to use for his business. After evaluating the possible solutions, he concludes that he needs the option to administer his site from almost anywhere. Which of the following would be the best choice?

A. An offline storefront

B. An offline instant storefront

C. An online storefront

D. An online in-house storefront

48. All of the following are types of certificates that are currently used, except ______.

A. Certificate authority certificate

B. Server certificate

C. Personal certificate

D. System certificate

49. Which of the following is not a component of a Web-based secure transaction?

A. A Web browser that supports secure Sockets Layer

B. A Web server that supports SSL

C. An Internet connection that supports SSL

D. An Internet connection to the issuing certificate authority

50. Which of the following best describes Secure Electronic Transactions?

A. An Internet standard that projects merchants by verifying identities of customers, and protects customers by shielding their card numbers from merchants

B. A protocol that uses encryption in which one key is used to encrypt and decrypt the messages sent over a secure line

C. An Internet standard designated to increase the fulfilment process

D. The interorganizational exchange of documents in standardized electronic form directly between participating computers

51. The phase at which design concepts are joined with applications to form a total e-commerce environment is based on organization and usage. What should the catalog designer consider at this step in the design process?

A. Real-world usage of the site

B. Operating systems

C. Programming language

D. Site colors

52. Which of the following is not considered a component of e-commerce integration?

A. Communications

B. Data management

C. Marketing

D. Security

53. Sebastian is describing different types of e-commerce technologies to his boss. He proposes the following definition:  “A secure network between two sites using Internet technology as the transport.” Which of the following did Sebastian define?

A. Internet gateway

B. Virtual private network 

C. Secured connection 

D. Internet “piggyback” connection

54. Sven is the project manager who will launch an e-commerce site for his business. Which of the following is an advantage of using an in-house solution for his e-commerce site?

A. Application programmers are not required 

B. The solution is easy to implement

C. Sven will have complete control of hardware and software infrastructure

D. The solution is not as costly as other solutions

55. Which of the following best describes a shopping cart module?

A. Software that acts as the ordering process components for an online store’s catalog

B. A Web server that supports major security protocols, and protects messages from third-party tampering

C. An online module that tracks the number of hits an e-commerce site receives

D. A Web server that provides a mechanism for online stores to offer online promotions 

56. One of the major problems that e-commerce sites face is integrating new transactional software with the legacy systems that manage inventory for the company. Which of the following is an example of a problem that results from this lack of integration?

A. A lack of personal contact between the seller and buyer in e-commerce transactions

B. Frequent outages because of hacker attacks on those e-commerce systems that are less secure than their legacy counterparts

C. Customer satisfaction issues because current inventory information may not be available 

D. Slow processing time common to online transactional systems

57. Which HTML tag allows you to provide detail about your e-commerce site?

A. <BODY>

B. <TITLE>

C. <META>

D. <P>

58. Which of the following is an advantage of electronic commerce?

A. Non-repudiation is automatic

B. Physical goods are delivered immediately

C. Entry into new markets is easier

D. Taxes and customs duty do not apply

59. Serena is interested in implementing a security mechanism for her e-commerce site. Internet authentication is best implemented by a process called ______.

A. Internet authenticating

B. Logging on

C. Digital signatures

D. Signing in

60. Samuel is a customer service manager who has recently heard much discussion about company's-browsing. Which of the following choices best explains company's-browsing?

A. Browsing that allows a customer assistance cnter to control the customer’s browser

B. Browsing that allows a customer to browse with friends and family 

C. Browsing that is company supervised

D. Browsing initiated by a company's marketed program, intended to guide users along certain paths on the company's site

61. Leonardo is the technology adviser for a large company. He notices that many of the orders that originate from the company are placed via e-mail. Which type of encryption technology should Leonardo recommend to make the orders more secure?

A. Secure/Multipurpose Internet Mail Extensions service

B. Secure Electronic Transactions service

C. Electronic data Interchange service

D. A new e-mail system

62. Mathias wants to implement security on his Web site. He wants a security solution that is simple to implement, and does not require each customer to have an individual key. Which type of security solution should Mathias implement?

A. Symmetric-key encryption

B. Secure hash algorithm

C. Public-key encryption

D. Asymmetric-key encryption

63. Alan is the e-commerce administrator for his company's Web site. He is considering which type of security mechanism his company should use to communicate with their vendors. He chooses a virtual private network. Which of the following reasons support Alan’s decision?

A. VPNs allow secure data communication using the Internet.

B. VPNs provide privileged access to secure public Internet sites.

C. VPNs lower the transmission cost of packets containing multimedia-enriched data.

D. VPNs provide multiple virtual Internet sites for companies at the lowest cost possible.

64. Gaston is developing an e-commerce site. He has already installed and configured all of his e-commerce software and applications. What is the next step that he should perform?

A. Reload the software

B. Turn off system power

C. Perform a test purchase

D. Verify the programming

65. Which aspect of cryptography is strongly protected by U.S export laws to enforce levels of security needs?

A. Strong encryption

B. Ciphers

C. Encryption

D. Cryptographic keys

66. The mechanism that allows the processing of a credit card transaction to be validated and funds to be transferred is called the ______.

A. Credit card handler

B. Financial segment

C. Payment gateway

D. Secured payment

67. Which of the following choices best defines e-commerce?

A. The exchange of goods and services for money.

B. Transactions that take place between two businesses or two consumers.

C. Commerce conducted via any electronic medium.

D. The exchange of goods and services for credit.

68. Which is the most important attribute to include in an e-commerce site that offers multiple products?

A. Price analysis 

B. Effective pricing

C. Marketing 

D. Product catalog

69. Which is the most common form of asynchronous service?

A. Customer service

B. Internet service

C. E-mail

D. Web service

70. Which of the following is the most difficult payment model to implement using electronic commerce?

A. The cash model

B. The check model

C. The credit model

D. The electronic funds transfer

71. Andreas works for a large company that wants to implement a data exchange process with another large company. These two companies are especially focused on standardizing and securing the information that is sent between them. Which one of the following solutions should Andreas choose?

A. A solution using electronic format interchange

B. A solution using open buying on the internet

C. A solution using secure electronic transactions

D. A solution using secure sockets layer

72. Online marketers include banner ads, pop-up messages, exchange networks, and referrer programs to facilitate which of the following?

A. E-commerce

B. Product/service awareness

C. Online transactions

D. Instant messaging

73. You are the site administrator for a large e-commerce site. Users are complaining that it takes longer and longer to access your site. Which action should you take?  

A. Use a Web server log file analysis tool.

B. Direct users to obtain a faster Internet connection.

C. Direct users to contact their local ISPs.

D. Direct users to clear their browser caches.

74. Helga is an e-commerce developer who is giving advice to a colleague. She tells the colleague that all of the following are essential to implement online transactions, except:

A. Performing routine systems maintenance

B. Preparing the server and e-commerce site

C. Setting up an online merchant account

D. Installing payment software

75. Alfonse is looking for a process by which online payments can be securely routed through an e-commerce site. Which of the following should he use?

A. Automated clearing house

B. Payment installer

C. Payment pipeline

D. Digital cash router

76. Which term refers to the trusted third parties in the digital world that are comparable to notary publics in the physical world?

A. Digital company's-signers

B. Verifiers

C. Certificate authorities

D. Key pair verifiers

77. A company has recently formed a strategic partnership with another company to conduct electronic business. Which of the following technologies is used to connect networks?

A. Secure electronic transactions

B. Secure sockets layer

C. Virtual private network

D. Online trading protocol

78. Which of the following is an symmetric-key encryption?

A. Speed

B. Secure channel not required

C. Message integrity

D. Private key never exchanged

79. Bashir wants to know how many people are visiting banner advertisers on his site. What should he measure to learn how often people are using the ads?

A. Content screen flow

B. Usability tests of the site

C. Click-through ratio on the ads

D. Image download rates of the ads

80. Helmut is the site administrator for a small e-commerce site. His manager asks him to run some site metrics to determine which areas of the site are the most popular. Which of the following metrics would indicate the popular areas of the site?

A. Number of hits per page graphics

B. Number of hits per page

C. Number of accesses from unique domains

D. Number of submitted feedback forms

Answer Key:

1. A

2. A

3. B

4. C

5. A

6. B

7. B

8. C

9. B

10. D

11. A

12. C

13. B

14. B

15. C

16. C

17. B

18. A

19. C

20. B

21. B

22. A

23. A

24. D

25. D

26. C

27. B

28. C

29. C

30. D

31. C

32. A

33. A

34. A

35. A

36. B

37. A

38. D

39. C

40. C

41. B

42. C

43. D

44. D

45. B

46. B

47. C

48. D

49. D

50. A

51. B

52. C

53. B

54. C

55. A

56. C

57. C

58. C

59. C

60. A

61. A

62. A

63. A

64. C

65. A

66. C

67. C

68. D

69. C

70. A

71. A

72. B

73. A

74. A

75. B

76. C

77. C

78. D

79. C

80. B

