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1. Which extension header uses a variable-length Initialization vector (IV)?

A. Authentication. 

B. Fragment. 

C. Encrypted security payload. 

D. Routing. 

2. Which header field was created for packets that require special heading by IPv6 routers? 

A. The flow label field. 

B. The next header field. 

C. The protocol field. 

D. The payload length field. 

3. In IPv6, what does the Site-Level Aggregator identify?

A. Individual locations. 

B. Backbone providers. 

C. Server location

D. ISPs. 

4. Within the Encrypted Security payload (ESP) extension header, which of the following identifies the encryption association?

A. Security Parameters Index (SPI)

B. Payload Type. 

C. Padding. 

D. Sequence Number. 

5. Why were checksums eliminated from IPv6?

A. To introduce alternative error checking. 

B. To accommodate different topologies. 

C. To increase packet processing speed. 

D. To increase MTU discovery over networks. 

6. Which of the following choices lists the recommended sequence of IPv6 extension headers?

A. Destination options, authentication, Hop-by-Hop, routing. 

B. Hop-by-hop, routing, destination options, authentication. 

C. Destination options, routing, hop-by-hop, authentication. 

D. Hop-by-hop, destination options, routing, authentication.    

7. What is the address prefix in binary for multicast addresses?

A. 1111 1110 11

B. 1111 1111

C. 0000 010

D. 1111 1110 10

8. Why was the IPv6 Time To Live (TTL) filed changed to the Hop Limit field in IPv6?  

A. TTL is measured in milliseconds, whereas most routers route packets in nanoseconds. 

B. TTL is measured in milliseconds, whereas most routers route packets in seconds. 

C. TTL is measured in milliseconds, whereas most routers route packets in hops.

D. TTL is measured in seconds, whereas most routers route packets in milliseconds. 

9. An SNMP Protocol Data Link (PDL) type 3 is which type of command?

A. GetResponse. 

B. GetRequest. 

C. GetNextRequest. 

D. SetRequest. 

10. Within the Encrypted Security Payload (ESP) extension header, which of the following ensures that messages end on a 64-bit boundary?

A. Sequence Number. 

B. Payload Type. 

C. Padding. 

D. Security Parameters Index (SPI). 

11. Simple network management protocol (SNMP) uses which type of encryption when it sends a SetRequest command?

A. 128-bit

B. 32-bit

C. Cleartext

D. 64-bit

12. In IPv6, what is the new name for the point-to point address introduced in IPv4?  

A. Unicast 

B. Anycast

C. Vericast

D. Multicast

13. In IPv6, which configuration scheme requires an address server to allocate an IP address to a client from a pool of addresses? 

A. Stateless autoconfiguration. 

B. Stateless configuration. 

C. Stateful autoconfiguration.  

D. Stateful configuration. 

14. Which Internet control message protocol (ICMPv6) message type would you receive if you do not have the permission to remotely access a remote computer?

A. Packet Too Big. 

B. Time Exceeded. 

C. Redirect. 

D. Destination Unreachable. 

15. Which IPv6 field was revised and renamed the ‘next header field’ in IPv6? 

A. The Option Field. 

B. The type of service field. 

C. The protocol field. 

D. The hop limit field. 

16. What is the difference between Anycast and multicast?

A. Multicast is used to reference a group, whereas Anycast is not. 

B. Anycast communicates only with the closest member in a group, whereas multicast communicates to the entire group. 

C. Multicast delivers only to the first in the group, whereas Anycast delivers the group as a whole. 

D. Multicast is used to reference a group, whereas Anycast is used to reference a single entity. 

17. Which feature of Internet group management protocol (IGMP) in IPv6 was excluded from Internet control message protocol (ICMP) in IPv6? 

A. Group membership query. 

B. Information request/information reply. 

C. Router solicitation/router advertisement. 

D. Group membership report/reduction. 

18. Which extension header is identified by value 0 in the next header field?

A. Routing extension header. 

B. Destination options extension header. 

C. Hop-by-hop extension header. 

D. Fragment extension header. 

19. Which part of an IPv6 packet is similar to IPv4 option field?  

A. The data header. 

B. The extension header. 

C. The next header. 

D. The transmission header. 

20. IPv6 implements security at the Internet layer with an encrypted security payload (ESP) extension header. What is this security concept called?

A. Authentication. 

B. Initialization. 

C. Padding. 

D. Confidentiality.  

21. What is the major difference between simple network management protocol (SNMP) and remote network monitoring (RMON)?

A. SNMP has stronger security than RMON. 

B. SNMP can slow down network traffic. 

C. SNMP is a set of MB definitions whereas RMON is not. 

D. RMON can slow down network traffic.  

22. Address 0.0.0.0.0.0.0.1 in IPv6 serves the same function at which address in IPv4 address schema? 

A. 10.10.10.1

B. 172.20.40.71

C. 127.129.11.12

D. 255.255.255.255   

23. Why was border gateway protocol (BGPv4) not updated for use in IPv6? 

A. It can already handle 128-bit addresses. 

B. It is a multiple-address routing protocol. 

C. It builds upon the hierarchical routing concept. 

D. It is optimised to work specifically with 32-bit addresses. 

24. Which Internet control message protocol (ICMPv6) message type would you receive if your message exceeded the size limit on a network segment?

A. Parameter protocol. 

B. Destination unreachable. 

C. Redirect. 

D. Packet Too Big.  

25. Multicasting in IPv6 uses three management messages that are similar to IPv6 equivalents. What does the group membership query message in IPv6 do? 

A. It is sent to routers to terminate membership in a group. 

B. It is sent by stations to determine which local routers are members of a particular group. 

C. It is sent by stations by indicate membership in a particular group. 

D. It is sent by routers to determine which local stations are members of a particular group. 

26. Using the IEEE-EUI-64 conversion process, how do you convert the 48-bit host address (MAC address) to an IPv6 54-bit address?

A. Add FF: EE between the third and fourth bytes. 

B. Add FE: EE between the third and fourth bytes.

C. Add EF: FE between the third and fourth bytes.

D. Add FF: FE between the third and fourth bytes.

27. Which Internet control message protocol (ICMPv6) message type would you receive if the hop limit field reached zero?

A. Time exceeded. 

B. Destination unreachable. 

C. Parameter problem. 

D. Redirect. 

28. Which feature of Internet group management protocol (IGMP) in IPv4 was excluded from Internet Control Message Protocol (ICMP) in IPv6? 

A. Subnet mask request/subnet mask reply. 

B. Group membership report/reduction. 

C. Router solicitation/router advertisement. 

D. Neighbor solicitation/neighbor advertisement. 

29. An SNMP protocol Data unit (PDU) type 2 is which type of command? 

A. GetResponse. 

B. GetRequest. 

C. GetNextRequest. 

D. SetRequest. 

30. How do flags and scopes fields work with multicasting?

A. A scope is used for transient addresses, and flags are used to distinguish between local and global groups. 

B. Flags are used with the prefix, and a scope is added to the group identifier.

C. Flags are used for transient addresses, and a scope is used to distinguish between local and global groups. 

D. Flags and scope fields work only with anycasting.   

31. Which type of DNS server has no authority of its own, but processes queries by asking other services for information?

A. Root

B. Primary

C. Caching

D. Forwarding

32. Which protocol was created as an alternative to RARP?

A. Address resolution protocol (ARP). 

B. Interior gateway routing protocol (IGRP). 

C. Classless interdomain routing (CIDR). 

D. BOOTstrap protocol (BOOTP).  

33. The Internet was created in 1968. What was its original name?

A. ARPANET

B. CompuServe

C. WorldNet

D. Defence Net 

34. Which of the following IP addresses is reserved as the loopback address?

A. 127.0.0.0

B. 127.0.0.1

C. 255.255.255.0

D. 255.255.255.255    

35. Which of the following choices correctly names the four layers of Internet architecture model? 

A. Transport, network, data link, and Internet. 

B. Transport, data link, physical, and network access. 

C. Application, presentation, presentation, data link, and physical.  

D. Application, transport, Internet, and network access. 

36. Which of the following is a nearly universal method of name resolution on the Internet?

A. ARP

B. UDP

C. POP

D. DNS

37. Routing occurs in which layer of Internet architecture model? 

A. Transport

B. Internet

C. Network access

D. Physical 

38. Stephan is planning his company network. He is going to use atleast 400 subnets, with up to 1000 hosts on each subnet. Which class of addresses should he use?  

A. Class A. 

B. Class B. 

C. Class C. 

D. Class D. 

39. Ann is managing a network that has two groups of client machines separated by a router. The machines on the same segment as the DHCP server are correctly configured, whereas the machines on the other sides of the router are not. Ann also has a domain name server on the network. What should she do to her network to ensure that all client machines are correctly configured?    

A. Add a DNS server to the same segment that has the DHCP server. 

B. Add a DNS server to the segment that does not have the DHCP server. 

C. Add a DHCP relay agent to the same segment that has the DHCP server. 

D. Add a DHCP relay agent to the segment that does not have the DHCP server. 

40. Which choice shows the correct sequence of maturity-level states for a protocol?

A. Proposed, draft, experimental, standard. 

B. Standard, experimental, proposed, draft. 

C. Experimental, proposed, draft, standard. 

D. Draft, experimental, proposed, standard. 

41. What is a typical length of IPv6 header?

A. 48bits. 

B. 120 bits. 

C. 160 bits. 

D. 1024 bits. 

42. Which range of port numbers is called the ‘well-known’ port numbers?

A. 1 to 1023

B. 1024 to 16385

C. 1024 to 2048

D. 1024 to 65535

43. Assuming that n= number of host bits, which of the following choices shows the correct formula for finding maximum number of hosts per subnet?

A. 2n+2

B. 2n

C. 2n-2

D. n+2

44. Which TCP/IP suite protocol is used to troubleshoot and manage networks? 

A. DHCP 

B. SNMP

C. IGMP

D. RIP

45. Which of the following choices lists the events that establish a TCP connection in the correct sequence?

A. Passive open, SYN, ARK

B. Active open, active close, passive open

C. Passive open, active open, ACK

D. Active open, passive open, ACK

46. Which protocol is used to determine a hardware address from a given IP address?

A. Address resolution protocol (ARP). 

B. Reverse address resolution protocol (RARP). 

C. Carrier sense multiple access with collision detection (CSMAICD). 

D. Domain name system (DNS). 

47. Which layer of the OSI model provides flow control?

A. Presentation. 

B. Transport. 

C. Network. 

D. Data link. 

48. Which of the following provides a means for diskless workstations to determine IP addresses and other network parameters?

A. Address resolution protocol (ARP). 

B. BOOTstrap protocol (BOOTP). 

C. Domain name system (DNS). 

D. Machine access control (MAC). 

49. Edwin works for an ISP where he must implement a DNS server. Which type of DNS server must be install? 

A. Root. 

B. Master. 

C. Primary. 

D. Forwarding. 

50. Which standard specifies local area network (LAN) and metropolitan area (MAN) technologies?

A. IEEE 802

B. IEEE 208

C. RFC 1661

D. MTU 1004

51. Which technique is used by Ethernet to prevent collisions?

A. Packet switching. 

B. CSMA/CD

C. UDP

D. NetBEUI

52. Denise wants to clear TCP/IP network information from her Windows NT Workstation. Which command should she use?

A. ipconfig/release

B. ipconfig/review

C. ipconfig/clear

D. ipconfig/reset

53. In Windows NT, which command displays the IP network adapter information? 

A. ping/r

B. ipconfig/all

C. tracert

D. ifconfig

54. How is a request for comments (RFC) indexed after it has been standardized?

A. X.500

B. Frequently Asked Questions (FAQ). 

C. Standard (STD). 

D. IEEE 802

55. Which network layer protocol is responsible for addressing hosts?

A. SPX

B. TCP 

C. IP

D. HTTP

56. Which of the following is the mathematical calculation that is used to verify the validity of a packet?

A. Cyclical redundancy check (CRC). 

B. Open system interconnection (OSI). 

C. Data link control. (DLC). 

D. Transmission Control Protocol (TCP). 

57. How many bits are used to form an IPv6 address?

A. 16bits

B. 32bits

C. 256bits

D. 128bits

58. Which of the following choices lists the correct sequence for the events of the DHCP initialization process?

A. Discover, offer, request, acknowledge. 

B. Request, discover, offer, acknowledge. 

C. Offer, acknowledge, request, discover. 

D. Discover, request, offer, acknowledge. 

59. Cedric just cleared the TCP/IP network information from his Windows NT workstation. Which command should he use to receive a new configuration?

A. ipconfig/release

B. ipconfig/review

C. ipconfig/clear

D. ipconfig/renew

60. What is the default class A subnet mask?

A. 255.0.0.0

B. 255.255.0.0

C. 255.255.255.0

D. 255.255.255.255

61. Which extension header is identified by value 44 in the next header field?

A. Fragment extension header

B. Routing extension header

C. Hop-by-bop extension header

D. Destination options extensions header

62. Which IPv6 header field was created to identify and distinguish between packets of different priorities?

A. The flow label field

B. The class filed

C. The payload length filed

D. The protocol field

63. To send SNMP traps after the service is started, what must you add for them to work?

A. A management information base

B. A password

C. A new user

D. An IP address

64. In IPv6, which configuration scheme allows a client to automatically configure its own IP address with or without IPv6 routers?

A. Stateful autoconfiguration

B. Stateless autoconfiguration

C. Stateful configuration

D. Stateless configuration

65. Which type of Protocol Data Unit does SNMP send when an event occurs?

A. SetRequest

B. GetNextRequest

C. GetRequest

D. Trap

66. An SNMP protocol data unit type 0 is which type of command?

A. GetRequest

B. GetResponse

C. SetRequest

D. GetNextRequest

67. Within the Encrypted Security Payload extension header, which of the following uniquely identifies each packet?

A. Padding

B. Sequence number

C. Security parameters index

D. Payload type

68. Which feature of IGMP in IPv4 was excluded from IGMP in IPv6?

A. Source Quench

B. Router Advertisement

C. Group Membership Report

D. Neighbor Solicitation 

69. Which extension header is identified by value 60 in the next header field?

A. Fragment extension header

B. Hop-by-no extension header

C. Routing extension header

D. Destination options extension header

70. Simple Network Management Protocol uses which protocol to make requests and responses?

A. TCP 

B. IPX

C. UDP

D. SPX

71. Within an Encrypted Security Payload extension header, which of the following uses 32-bit word variables from a random number generator to ensure that hackers cannot predict the first message words?

A. Security parameters index

B. Payload type

C. Sequence number

D. Initialization vector

72. How many bits are used to form an IPv4 address?

A. 16 bits

B. 32 bits

C. 48 bits

D. 64 bits

73. Which Boolean operator is used with the subnet mask to determine the network portion of an Internet address?

A. AND

B. OR

C. NOT

D. NOR

74. Bella is the system administrator for a network with 100 client machines. She wants to avoid manually maintaining all of the TCP/IP configurations. Which type of server could she add to her network to automatically manage the IP addresses?

A. DNS server

B. SNMP server

C. DHCP server

D. SGMP server

75. What is another name for Classless Interdomain Routing (CIDR)?

A. Subnetting

B. Supernetting

C. IP forwarding

D. Multicasting

76. Which type of DNS server identifies the top-level domains on the Internet?

A. Root

B. Master

C. Primary

D. Caching

77. How many bits are in the network portion of a Class B subnet mask?

A. 8 bits

B. 16 bits

C. 32 bits

D. 4 bits

78. Which URL leads to a reference site for researching Requests for Comments (RFCs)?

A. http://www.rfc-list.com
B. http://www.rfc-editor.org
C. http://www.rfc-home.com
D. http://www.standards.com
79. Which OSI model layer represents the cable, wire or network media connecting two or more computers?

A. Application

B. Session

C. Transport

D. Physical

80. Which of the following is a routable protocol?

A. NetBEUI

B. DLC

C. IPX/SPX

D. PDC

81. Which protocol is used to determine an IP address from a given hardware address?

A. Address resolution protocol (ARP). 

B. Reverse address resolution protocol (RARP). 

C. Carrier sense multiple access with collision detection (CSMAICD). 

D. Domain name system (DNS).

82. Which of the following is the name for a document that contains detailed information about standardized Internet protocols and those in various stages of development?

A. Host file

B. Frequently Asked Questions (FAQ)

C. Standard (STD)

D. Request for Comments (RFC)

83. Which of the following choices lists the two protocols that are used in the Internet architecture transport layer?

A. ARP and RARP

B. TCP and IP

C. TCP and UDP

D. DLC and NetBEUI

Answer Key:

1. C

2. A

3. D

4. D

5. C

6. B

7. B

8. D

9. D

10. D

11. C

12. A

13. C

14. D

15. A

16. B

17. B

18. C

19. C

20. A

21. C

22. C

23. D

24. D

25. D

26. D

27. D

28. A

29. A

30. C

31. C

32. D

33. A

34. B

35. D

36. D

37. B

38. B

39. D

40. D

41. A

42. A

43. C

44. B

45. D

46. A

47. B

48. B

49. B

50. A

51. B

52. A

53. B

54. C

55. C

56. A

57. D

58. A

59. D

60. A

61. A

62. B

63. D

64. B

65. D

66. A

67. D

68. A

69. D

70. C

71. D

72. B

73. A

74. C

75. D

76. A

77. B

78. B

79. D

80. C

81. B

82. D

83. C

