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Call 911 Emergency service needs to be seen as a requirement,

not a feature, says columnist Johna Till Johnson. PAGE 35.
PBX evolution Nortel is getting ready to launch the

first in a family of Linux-based IP PBXs. PAGE 8.

■ BY DENISE PAPPALARDO

AT&T is migrating a host of leg-
acy services to its Multi-protocol
Label Switching IP network with
the goal of making it easier,and
in some cases less expensive, for
users to support audio confer-
encing, videoconferencing, IP
Centrex and toll-free services.

The carrier is expected to an-
nounce the services in the sec-
ond half of the year.The services
will run over AT&T’s worldwide
MPLS network and primarily
are aimed at current MPLS VPN
customers. AT&T’s MPLS net-
work has 1,000 nodes and is

available in 60 countries.
In addition,the carrier intends

to extend the reach of its VoIP
support to include local connec-
tivity, says Michael Antieri, prod-
uct management group execu-
tive at AT&T.

But AT&T declined to provide
details such as where local VoIP
would be available, whether it is
teaming with other local service
providers or if it’s deploying gate-
ways around the country to sup-
port local VoIP.

Industry watchers say local VoIP
support will be key in extending
legacy services such as audio

AT&T pushing
legacy services
onto MPLS net 

■ BY JIM DUFFY

The unusual activity began two
weeks before the attack. Officials
from the Cooperative Association
for Internet Data Analysis, which
had begun monitoring Internet
nameserver behavior at the start
of 2002, noticed varying levels of
performance degradation in
early October of that year. Little
did they realize that on Oct. 21
they would witness a flood of

ping messages on the Internet’s
13 DNS root nameservers that
would cause the most notorious
denial -of - ser -
vice attack on
the Internet to
this date.

“It was an
attempt to make
a massive prob-
lem,” says KC Claffy, principal
investigator at CAIDA.“They cer-
tainly made a blip on a graph.”

But the Internet and its users got
off easy. The barrage lasted only
an hour, and no end users were
affected.

The attack did,however,serve as
a wake-up call,as network opera-
tors and others have taken steps
to better secure the Internet since
then. But some still question
whether the Internet is suscep-
tible to attack and needs more
authoritative oversight.

“If somebody was to do a real
concerted,knowledgeable attack,
it wouldn’t be very difficult to
have a catastrophic impact on a
huge component of commerce,”
says Larry Jarvis,vice president of
network engineering at Fidelity
Investments.“It would be huge to
the U.S. economy and to a lot of
companies that now view the
Internet as the equivalent to a

How vulnerable is the ’Net?
Security upgrades ongoing, but some argue more needs to be done.

N
E

W
S

P
A

P
E

R
 ■

$
5

.0
0

■ BY JOHN COX

Y
ou may be able to see the future of municipal wire-
less networks unfolding in Hermosa Beach,Calif.And
it’s not pretty.

The city last summer launched a public Wi-Fi network
based on wireless mesh radios.The goal was to create free
wireless Internet access as an alternative to broadband
services offered by Adelphia,Verizon and others.

But since December, the five-person city council
has been locked in increasingly rancorous debates
over whether the wireless LAN (WLAN) should be
expanded across this 1.3-square-mile bedroom 

Expanding city Wi-Fi net proves
no day at the beach
Wireless plan becomes tangled in politics.
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See Hermosa Beach, page 14

See Vulnerable, page 12

■ Does a secure
Internet need its
own version of
the Sarbanes-
Oxley Act? 
Page 13.

See AT&T, page 8
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Network World Radio: 
Broadband without wires 
How does a fixed wireless ISP differ from a traditional wire-based
service provider? To find out, we talk with Graham Barnes, CEO
of NextWeb, a wireless ISP in California.
DocFinder: 6740

Case studies
Learn best practices from your peers to make the most of 
technology, save money and streamline your business.
DocFinder: 6741

Network Life: Spotlight on home networks
Keeping home networks free from viruses, bugs, spyware and
worms isn’t easy. Network Life offers strategies on securing your
home network; 10 ways to stop spyware; tests of a wireless LAN
security system and a WLAN extender. DocFinder: 6451

Network white papers
Want a vendor view on the up-and-coming network technologies?
Head to our white paper library, featuring reports categorized via
topic, company, date and more. DocFinder: 6742

Seminars and Events
WANs: Optimizing your network now
A new Technology Tour Event and Expo packed with immediate-
impact ideas, information and strategies to help you optimize the
business applications necessary to your company’s success. Find
out how you can qualify to attend free. DocFinder: 6748

Nutter’s Help Desk
Keeping aan IInternet cconnection ssecure
Help Desk guru Ron Nutter offers suggestions to a reader who’s con-
cerned about maintaining the security of his routers now that his
company is moving over to a managed service offering: “What are
some options to maintain the work I have done as we make the
change to the new ISP/Internet connection?” 
DocFinder: 6743

Gearblog
Web aanalysis aand tthe 22005 EEmetrics SSummit
Network World Gearhead and BackSpin columnist Mark Gibbs writes:
“The whole world of Web metrics has become a huge business in the
last few years.” He points you to a useful article by Brandt Dainow,
CEO of Think Metrics, on the accuracy of measuring how people inter-
act with Web sites — a topic otherwise called Web metrics.
DocFinder: 6744

Telework Beat
Struggling tto sstay oopen
Net.Worker Managing Editor Toni Kistner examines alternate work
space theOffice as it f ights for its life. 
DocFinder: 6745

Home LAN Adventures
Our nnetwork ggets aa WWebcam      
Columnist Keith Shaw says the Actiontec 802.11g network camera
delivers good quality video and strong security. 
DocFinder: 6746

Small-Business Tech
Embarrassing ssecurity ssecrets  
Columnist James Gaskin shows you the stupid things big companies
do and how to avoid the same mistakes. 
DocFinder: 6747
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■ IBM late last week knocked Wall Street for a loop by announcing
first-quarter earnings significantly short of analysts’ expectations, in
a report that came two business days ahead of schedule. IBM said
its first-quarter earnings were 85 cents per share,below the 90 cents
per share analysts forecast.Net income was $1.4 billion,on revenue
of $22.9 billion, both up 3% from last year’s first quarter. Analysts
were expecting revenue of $23.6 billion.“After a strong start,we had
difficulty closing transactions in the final weeks of the quarter,espe-
cially in countries with soft economic conditions, as well as with
short-term Global Services signings,” IBM CEO Sam Palmisano said
in a written statement. IBM’s Global Services revenue for the quar-
ter,which ended March 31,came in at $11.7 billion,up 6% from last
year. Hardware was essentially flat, at $6.7 billion, while software
grew 2%,to $3.5 billion.

Science foundation funds security center
■ The National Science Foundation, the federal agency that funds science and technol-
ogy research, last week announced a multimillion-dollar grant to the University of
California,Berkeley,to establish a “cybersecurity Science and Technology Center.”The cen-
ter is intended to lead development of technologies to counter cyberattacks and better
protect organizations against intrusions and fraud.The facility,expected to receive about
$15 million over five years,also will research ways to ensure data trustworthiness through
encryption.

Cisco warns of router vulnerability
■ Cisco last week warned that a common management protocol used on the Internet
could be used to launch denial-of-service attacks against Cisco routers and other IP-
based gear.The security advisory warns of potential attacks based on Internet Control
Message Protocol,which could make an IOS-based device inaccessible.The Cisco advi-
sory is based on a bulletin posted by the U.K.-based National Infrastructure Security
Co-ordination Centre, which references a document published on the IETF’s Web site
describing how ICMP can be used to launch DoS attacks against TCP traffic in general.
ICMP is a protocol used with TCP/IP to alert devices of network outages and report

IBM earnings rattle Wall Street

diagnostic information to peer devices on an IP network. Cisco has released software
fixes for the vulnerability.

Cisco snaps up Topspin
■ Cisco last week said it has agreed to buy server network equipment provider Topspin
Communications for $250 million in cash and options.Topspin, in Mountain View, Calif.,
sells programmable server switches used in systems from vendors including Dell,HP, IBM
and Sun. Buying Topspin adds to Cisco’s portfolio a line of InfiniBand switches, which
Cisco previously lacked. Five-year-old Topspin has a staff of 135 in Mountain View and
Bangalore, India.Cisco, in San Jose,plans to add Topspin to its Data Center,Switching and
Wireless Technology Group, headed by Luca Cafiero. With more customers building
server architectures incorporating blades, grid computing and clustered applications,
Cisco needs to deliver technology such as Topspin’s server fabric switches and virtual-
ization software,Cafiero said in a written statement.

AOL advances IM interoperability
■ AOL is launching a program to make its AIM and ICQ instant-messaging services inter-
operable with enterprise IM systems from other vendors. Through the Enterprise
Federation Partner program, AOL says it wants to make it possible for users of various
enterprise IM systems to add AIM and ICQ users to their IM contact lists and vice versa,
and let them exchange messages. Along with the launch of the EFP program, AOL is
announcing four partners whose enterprise IM systems will interoperate with AIM and
ICQ:Antepo,Jabber,Omnipod and Parlano.Notably absent from the program so far is IBM,
whose Lotus Sametime is a major enterprise IM system, which several years ago interop-
erated with AIM but not anymore.Until now,the most common way to link AIM with enter-
prise IM systems has been through third-party gateway software work-arounds,which can
be complicated to implement and sometimes yield unreliable performance.

One mighty cold hot spot
■ Two employees at Intel Russia have erected what could be the world’s most northerly
Wi-Fi hot spot — about 81 miles from the North Pole.The hot spot was built in the Arctic
Region at the Barneo Ice Camp,a tent complex used by scientists,researchers and rescue
crews during the month of April,when ice conditions are safe.Despite the challenges,the
employees installed an 802.11b/g access point at the camp’s headquarters, and then
established a wireless LAN using four laptops with Intel’s Centrino mobile technology,the
company says. Another computer was placed outdoors and connected to a satellite
phone to provide the network with Internet.The hot spot could be accessed by anyone at
the camp who had a mobile or pocket PC.

www.nwfusion.com4/18/05NetworkWorld6
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Martin Zapata of Anaheim, Calif., wins top honors for submitting
the above and winning our latest Weekly Caption Contest. Check in
every Monday for the start of a new contest.
www.nwfusion.com/weblogs/layer8

“The new Xerox Workcentre Pro
with optional USB Interactive

Document Juggler!”
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■ BY PHIL HOCHMUTH

Nortel next month is expected
to launch the first in a family of
Linux-based IP PBXs that ulti-
mately could save customers
money,simplify management and
ease application development.

The Business Communications
Manager (BCM) 50, which the
company plans to show next
month at NetWorld+Interop in
Las Vegas, is a scaled-down addi-
tion to Nortel’s BCM product line,
with a target deployment of 20 to
50 users. Nortel says the device
fills a gap in its VoIP menu,where
smaller customers were some-
times forced to buy larger systems
than they needed.

The BCM 50 will run on Nortel
Corporate Linux, a version of the
open source operating system
Nortel developed to run VoIP. This
operating system will be the plat-
form for future versions of all
BCM products and Nortel’s Com-
munication Server 1000 IP PBX
for large-enterprise deployments,

the company says.
“Linux is an initiative you’ll see

us moving to across our enter-
prise portfolio,” says Richard
Solosky, a Nortel marketing direc-
tor. He says the next software
upgrade for all BCM products,
Version 4.0, will be based on
Nortel Corporate Linux. The
Communication Server 1000 also
will be migrated to Linux in its
next major software release, due
later this year.

With the BCM 50, Nortel is fol-
lowing the Linux lead of IP PBX
vendors such as Alcatel, Avaya
and Mitel Networks, and smaller
vendors such as Zultys Technol-
ogies. Cisco, which runs its mar-
ket-leading CallManager IP PBXs
on Windows servers, also is
expected to announce a Linux-
based version of the product
sometime this year.

Solosky says the move to Linux
will give Nortel one operating
system for all its convergence
gear.Currently,the company runs
the real-time VxWorks operating

system on the Communication
Server and embedded Windows
NT on the BCM. Linux will let
users work with one operating
system across multiple Nortel
voice platforms, while making it
easier for Nortel to support the
products. Third-party software
developers and integrators also
will have an easier time writing
Nortel-based convergence appli-
cations for a single operating sys-
tem,he adds.

The BCM 50 might find a place
in the network of Global Materials
Technology, a manufacturing
company in Palatine, Ill., with
offices worldwide. The company
uses a BCM 400 in its headquar-
ters to tie together plants through-
out the U.S., China and Europe
over VoIP.

Putting a BCM 50 in some of
the company’s plants as a local
phone switch might make sense,
whereas a larger BCM might be
overkill, says Ed Jones,vice presi-
dent of IS at Global Materials.
Plants are currently connected

using IP-enabled legacy PBXs or
IP handsets and softphones,
which link back to the central
BCM 400.

The current Windows NT-based
BCM platform has been trouble-
free for Global Materials.“Both the

embedded Windows NT and
Linux platforms are stable plat-
forms,”Jones says.“But I think the
Linux has a much better security
background on it.”

He cites the numerous security
warnings and patches that are
released for Windows servers as
being a cause for concern.

The city of Richardson, Texas,
which has a large IP-enabled
Nortel PBX deployment,currently
runs many of its IT applications
on Linux servers.Moving telepho-
ny to the platform would be a
positive thing, says Steve Graves,
the city’s CIO.

“From what we’ve seen, once
you’ve installed a Linux mach-
ine, except for doing patches or
updates,they just run and they’re
solid. I think it’s a good idea for
[Nortel] to move to that plat-
form,”he says.

Another Nortel user also sees
Linux as the way of the future for
IP-based phone systems. But he
questions the blanket assumption

Nortel preps smaller IP PBX system
Linux-based VoIP box gives a glimpse into vendor’s IP PBX road map.

www.nwfusion.com4/18/05NetworkWorld News

conferencing and toll-free
services over AT&T’s IP infra-
structure.

Although these IP services
will be new to AT&T, the car-
rier is not the first to roll out
such offerings, says Counse
Broders,principal analyst for
Internet and managed ser-
vices at Current Analysis.
“AT&T has a strong brand
and significant network
reach.They can come in and
make a pretty big splash with these ser-
vices,”Broders says.

AT&T is moving traditional TDM services
to its MPLS network to offer “economic
advantages,” Antieri says.“IP conferencing
is an example of a plug-and-play applica-
tion that [AT&T] is making available to
customers.”

Instead of developing applications in-
house, Antieri says AT&T is using off-the-
shelf software and making it available to
customers. The carrier says it is testing
these services with customers, but would
not reveal details.

AT&T’s IP conferencing service will elimi-
nate transport costs for users by keeping
audio traffic on its MPLS network, Antieri
says.“Instead of transporting calls to TDM,
calls are routed over IP eliminating trans-
port costs,”he says.

United Communications Group (UCG), a

Rockville, Md., company that uses AT&T’s
managed MPLS IP VPN service to securely
connect seven locations in the U.S., says it
sees value in AT&T’s planned offerings.

“Internally we don’t use a lot of audio
conferencing,but we do host a lot of audio
conferences for our customers,”says Mitch
Barlow, CTO at UCG, which provides busi-
ness-to-business content to users in indus-
tries such as healthcare, oil and energy,
and education.

IP conferencing would only be advanta-
geous to UCG if AT&T was going to offer
local dial-in numbers for all locations,
Barlow says. Without that, UCG still would
have to pay transport costs.“I could see a
time when that would happen, but I’m not
sure [local dial-in support] will be part of
AT&T’s offering,”he says.

AT&T says only that more details will be
available when it makes an official an-

nouncement later this year.
Antieri says the nature of

MPLS makes it an ideal plat-
form to support multicasting
and data streaming, which is
why the carrier plans to intro-
duce IP video.

UCG uses videoconferencing
gear in-house and sends that
traffic over its MPLS VPN. The
company uses three classes of
service to prioritize traffic over
its VPN.Video traffic is dedicat-
ed to the second class, after
voice but before data.

Video units cost about $5,000
to $6,000 and are easy to use, set up and
support,Barlow says.“There are economies
that don’t make sense for me to move to IP
video. I’ve already made a minimal invest-
ment in video gear,”he says.

“If there was a feature benefit I would
consider it,” he says.“If I could hook each
desktop into the system where I could
broadcast to everyone in the company,that
would be part of a feature-rich environ-
ment I’d like.”

Barlow also says that if he didn’t already
have a videoconferencing environment or
if his gear was old,he would seriously con-
sider the service.

One vendor that already offers IP video-
conferencing services is GlowPoint.Accord-
ing to analyst Broders, the GlowPoint ser-
vice is user-friendly and provides help for
when conference problems arise.“Users just
have to dial 000 # and a live operator will

come on the line,”he says.“Those who aren’t
tech-savvy want easy set-up and technical
assistance.” As AT&T and its competitors
start rolling out IP video services, those are
features they should emphasize,he adds.

AT&T will be behind the pack with its IP
Centrex services.BellSouth,Qwest,SBC and
MCI all have IP Centrex offerings today.
Verizon is expected to roll out such an offer-
ing next quarter.And Sprint says its offering
will be available this sometime this year.

AT&T will offer users a hosted IP Centrex
service, which will include PBX-like tele-
com features off-site and over a user’s MPLS
VPN. Typical IP Centrex features include
click-to-dial, find me/follow me, IP confer-
encing,call blocking,call forwarding,voice
mail and caller ID.

ServiceMaster, which just announced a
$21 million contract with AT&T last week,
doesn’t plan to deploy AT&T’s planned IP
services over its MPLS VPN. But it likes that
AT&T will have these capabilities going for-
ward, says Jim Goetz, CIO at ServiceMaster
in Downers Grove,Ill.“We think strategically
MPLS is the right platform to support more
advanced applications,”he says.

“We do have an interest in video, but it’s
not even in pilot yet,” Goetz says. But one
reason ServiceMaster switched from a
frame relay network to an MPLS VPN was to
have the ability to eventually support a vari-
ety of applications,he says.

The company is deploying a Cisco-based
VoIP system.“Let’s assume we survive voice,
then we’ll start thinking about other appli-
cations,”he says.■

8

AT&T
continued from page 1

See Nortel, page 10
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Microsoft to unveil parts to grander mgmt. plan
System Center offerings to include capacity planning, back-up and recovery tools.

■ BY JOHN FONTANA

Microsoft this week plans to introduce a
limited beta of a tool for capacity planning.
It will be one piece of a broad suite of tools
designed to help companies model, de-
ploy and manage network resources.

The news is scheduled to be announced
at the company’s annual Microsoft Manage-
ment Summit in Las Vegas, where 2,600
attendees are expected.

The suite is a departure from Microsoft’s
2-year-old plan to offer a product called
System Center 2005, which was slated to
ship this fall, that would integrate System
Management Server (SMS) 2003, Micro-
soft Operations Manager (MOM) 2005, a
reporting engine and a modeling tool for
capacity planning, which is code-named
Indy.

Users can expect a cache of individual
tools under the brand name System Center
that will perform tasks such as change and
configuration management, asset manage-
ment, application management, IT process

orchestration, performance trending,
reporting, backup/recovery and capacity
planning.The original plan was to build it
all into a single infrastructure.

“Microsoft insisted that it is important to
develop a management brand that can
compete with Tivoli and Unicenter,” says
Peter Pawlak, an analyst with independent
research firm Directions on Microsoft.“You
will eventually see that name [System
Center] applied to SMS and MOM.”

Microsoft officials declined to comment
on the company’s System Center plans.

The first pieces of System Center trickled
out in March with the beta release of
Reporting Manager 2005, a tool that col-
lects data from SMS and MOM and lets
users generate reports that combine infor-
mation from the two,such as configuration
and overall performance.

Last week, the second System Center-
branded tool emerged when Microsoft in-
troduced Data Protection Manager, a disk-
less back-up and recovery server that was
previously called Data Protection Server.

And this week, Indy is expected to take
on the System Center moniker when
independent software vendors are given
the first feature-complete beta code at the
Management Summit.The Indy modeling
technology was developed by Microsoft
Research. It lets users model a server
deployment based on characteristics
such as the number of offices and users.
A simulation of user workload can be run
to determine system capacity, letting
users experiment with different hardware
and software configurations and user
behavior before deploying anything on a
live network.

Microsoft plans to demonstrate at the
Management Summit how Indy can aid in
deploying Exchange Server 2003.

System Center is one piece of Microsoft’s
2-year-old strategy called the Dynamic
Systems Initiative (DSI), a 10-year plan to
build a comprehensive management plat-
form for Windows.

DSI is designed to give corporate users a
range of assessment, configuration, moni-

toring, management and development
tools that will support Windows-based soft-
ware and let it communicate its status to
the network as a way to automate and
improve the security, uptime and general
maintenance of Microsoft infrastructure.

DSI’s utility computing design is targeted
to compete with offerings from Computer
Associates,HP and IBM.

“Microsoft is starting to expand out to
areas where other management compa-
nies have been operating for quite a while,”
says Audrey Rasmussen,an analyst with En-
terprise Management Associates. “One
thing that would be good is to hear more
about the strategy. As companies start to
pull together product lines sometimes the
vision shifts a bit, and Microsoft needs to
articulate their vision in terms of manage-
ment and where they are headed.”■

4/18/05www.nwfusion.com NetworkWorldNews 9
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■ BY DENI CONNOR

PHOENIX — Cisco last week
upgraded its storage-area net-
work switches to let customers
more easily consolidate their
SANs.

At Storage Networking World in
Phoenix, the company said the
revision brings support for Fibre
Channel network address transla-
tion (FC-NAT) to its MDS 9000
director-level and fabric switches.
This lets Cisco SAN switches com-
municate with each other and
with switches from other vendors
even when the servers attached
to them have the same domain
ID.This identifier is the equivalent
in IP networks to the device’s IP
address.

“If I don’t use FC-NAT, I have to
ensure unique Fibre Channel ad-
dresses across all virtual SANs,”
says Rajeev Bhardwaj,manager of
product marketing at Cisco.

Cisco says this feature is espe-
cially helpful to companies that
are trying to merge branch-office
SANs or SANs they might have
acquired through a company
merger.

Paul Macht, senior IT architect
for Duke Health Technology Solu-
tions in Durham, N.C., uses Cis-
co’s MDS 9500 Multilayer Director

switch to sync up SAN islands.
“Most SANs that have been

deployed over the last five years
have used the default domain IDs
of 20 and 10,” he says. “Having
duplicate domain IDs causes dis-
astrous results for our systems
that are providing ancillary criti-
cal care to Duke facilities.”

FC-NAT is supported within
Cisco’s SAN-OS 2.1 operating sys-
tem and in a dedicated ASIC.

The technology brings Fibre
Channel routing much closer to
IP routing, which lets IT adminis-
trators without specialized stor-

age training understand and
implement it.

Cisco rivals such as Brocade
Communications and McData
also support FC-NAT, but Cisco is
the first to support the technolo-
gy across its entire SAN switch
line.

In other news, Cisco announc-
ed that it has acquired InfiniBand
product vendor Topspin Com-
munications for $250 million.
Cisco says it will add Topspin’s
products to its Data Center,
Switching and Wireless Technol-
ogy Group.■

Cisco upgrade to meld
storage-area networks
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■ BY JIM DUFFY

Cisco this week is expected to
unveil the first evidence of 
stated plans to diffuse its next-
generation routing technology
throughout its product line.

The company plans to roll out a
model of its 12000 series Internet
routers that runs the company’s
modular IOS XR operating system
that debuted almost a year ago
along, with a new core router.
Cisco also is set to unwrap a
smaller version of its 7600 metro-
politan Ethernet router,as well as
interface card and module en-
hancements for its midrange and
high-end carrier routers.

The expected product exten-
sions (see story at www.nwfu
sion.com, DocFinder: 6749)
could translate into more carrier
service options for enterprise net-
works, as they will let carriers
offer a broader range of services
on a wider array of Cisco plat-
forms. The enhancements also
will help stabilize the IOS XR
operating system by putting it in
the hands of more carriers and in
more production networks, ana-
lysts say.

Key move
“This is a very important thing

for Cisco to do,” says Mark Seery,
an analyst at RHK.“Because the
CRS-1 is going to take time to real-
ly evolve into a high-volume plat-
form, getting IOS XR onto the
12000 form factor will accelerate
the maturity of that software base.
The CRS-1 is Cisco’s top-of-the-
line core carrier router.

The XR 12000 is essentially a
12000 series router with an IOS
XR software upgrade. IOS XR
brings a number of improve-
ments to the 12000, which had
been running Cisco’s traditional
IOS software,such as secure virtu-
alization, continuous system
operation and multiservice scale,
Cisco says.

Secure virtualization is the key
feature,as it lets service providers
isolate public and private ser-
vices in a single router into sepa-
rate physical and logical routing
domains.

“It allows them to have true sep-
aration of customers per virtual
router,” says Jennifer Liscom, an
analyst at Gartner.

The operating system’s modu-
larity helps provide continuous
system operation by isolating

specific software components for
upgrades or fixes without taking
the entire router offline. The XR
12000 also enhances scalability
of services such as frame relay,
ATM, Layer 2 and 3 VPNs, queues
and access control lists, Cisco
says.

BellSouth is anxious to evaluate
XR 12000 for edge-specific func-
tions next year.

Time for change
“IOS is many, many years old,

and it is an amalgamation of en-
terprise and carrier feature sets,”
says Mike Duckett,research direc-
tor in BellSouth’s science and
technology group. “It’s not very
modular, it’s high-risk for intro-
duction of new functionality, it is
not carrier-class.”

Meanwhile, 7600 users can de-
ploy the router in smaller points
of presence now that Cisco has
winnowed down the chassis to
four slots. Larger customers re-
quiring WAN aggregation at the
edge of the network also can use
the 7604.

The 7604 and XR 12000 routers
— as well as those ranging from
the 7300 to the CRS-1 — can run
Cisco’s new Shared Port Adapters
and SPA Interface Processors
(SIP).SPAs and SIPs are intended
to provide broad interface
options — such as copper, chan-
nelized, packet over SONET, ATM
and Ethernet — for the Cisco car-
rier routing portfolio to reduce
total cost of ownership for cross-
platform sharing and sparing.

The XR 12000 is expected to be
available in June. List prices for
upgrade kits start at $10,000.The
7604 router is expected to be
available by the end of the
month. It’s priced starting at
$34,000.

The SPAs and SIPs are priced
starting at $2,500 and vary
according to product models
and supported platforms.■

Cisco routers gain
new IOS technology  

10

Correction
■ In the stories “CA gobbles
up Concord” (April 11, page 11),
“Goodbye, NetWare; hello,
Unicenter” (page 29) and the
Good, the Bad and the Ugly on
page 6, Computer Associates’
President and CEO should have
been listed as John Swainson.

that this will lead to more secure
systems.

“I think that more and more
telecom managers are looking at
Linux-based platforms,”says John
Tichenor, telecom manager at
Chadbourne and Parke, a New
York law firm with offices nation-
wide, which uses Nortel PBXs.
“But are they doing this strictly
because Linux has less security

patches than Windows? The
question is, if more telecom ven-
dors go with Linux, do people
who want to disrupt telecommu-
nications then go and write more
Linux viruses?”

One industry observer sees
Windows and Linux as being on
par in terms of reliability when
deployed on IP PBXs.But there is
still a stigma around Windows in
the telecom realm.

“I haven’t heard many horror
stories lately regarding IP PBX
uptime that can be traced back
to problems due to Windows,”
says Brian Riggs, an analyst with
Current Analysis.“But it is still the
case in some larger enterprises
that they tend to be fairly wary of
running their voice network on a
Microsoft platform.”

The Linux-based BCM 50 will
include support for up to 50
phones, which could include a
mix of Nortel IP phones, digital
handsets, PC-based softphones
and analog lines. The device
includes built-in voice mail (up

to 1,000 mail boxes and 100
hours of recording) that can
integrate into a Microsoft Out-
look client for unified voice/e-
mail messaging. The device has
the option of including an inte-
grated WAN router (with T-1 or
DSL connection interfaces) as
well as a VPN gateway and fire-
wall, which lets users deploy a
single box in a small office or
remote site. Nortel says the BCM
50 will cost between $350 and
$500 per user.

Later this year,Nortel says it will
release a version of the BCM 50
called the Survivable Remote
Gateway. This box will act as a
local VoIP gateway for a remote
office tied to a centralized Nortel
IP PBX (such as a larger BCM or
Communication Server 1000).
The Survivable Remote Gateway
will connect local IP phones to
the main IP PBX, and provide
local public switched telephone
network connectivity and call
control in case of an IP WAN link
failure.■

Nortel
continued from page 8

Discover the latest innovations rocking the
world of WAN. Attend a special Network

World event for network managers. 
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■ BY ANN BEDNARZ

With a blitz of new radio frequency iden-
tification products ready to ship, major
platform vendors continue to bolster their
efforts to make sure the wireless tracking
technology is ready for corporate users to
deploy.

This week Sun is expected to announce
an upgraded version of its RFID middle-
ware. Sun Java System RFID Software 2.0
features improved management tools
designed to help users keep tabs on dis-
tributed sensor devices, along with built-in
provisioning capabilities that let customers
prioritize critical RFID-based processes.

Sun’s news comes after a string of RFID-
related announcements Oracle made last
week, including a development partner-
ship with Intel. Oracle also is teaming with
RFID appliance maker Xpaseo to offer an
integrated software and hardware package
for managing RFID deployments.

Sybase also last week unveiled middle-
ware designed to help companies incorpo-
rate data collected by RFID devices into
business applications.RFID Enterprise bun-

dles a range of data management, integra-
tion and analysis components, and in-
cludes hooks to a product Sybase sub-
sidiary iAnywhere Solutions announced in
February for RFID device management.

These vendors’ latest product releases
share an emphasis on enterprise-quality
data management and integration — fea-
tures that early adopters of RFID in supply
chain settings are beginning to require.

Increasingly, consumer-goods compa-
nies are getting ready to make the shift
from small, localized RFID pilots to multi-
site rollouts as the scope and number of
RFID adoption mandates from retailers
such as Wal-Mart,Best Buy and Albertsons
expands, says Erik Michielsen, director of
RFID and ubiquitous networks at ABI
Research.

“RFID installations have not been net-
worked or tied to mission-critical enter-
prise systems in most cases,” Michielsen
says. “As companies’ needs start to get
more complicated, they’re going to start
looking for centralized management
capabilities so that single-location solu-
tions can be tied together. That’s an obvi-

ous place for vendors like Microsoft, SAP,
Oracle and IBM to step in and provide
integration between reader devices and
enterprise systems.”

At the same time, RFID adoption is gain-
ing momentum outside retail and con-
sumer goods industries, in areas such as
healthcare, pharmaceuticals, and aero-

space and defense. The growth is bolster-
ing RFID technology-spending projections
and enticing big IT vendors to deepen
their RFID investments.

HP, IBM, Microsoft and SAP have added
steadily to their RFID wares over the past
several months. Most recently, SAP in
March announced a program aimed at
making RFID technology accessible to
small and midsize businesses.SAP is team-
ing with a handful of RFID vendors to add
automated data collection, wireless ware-
house management and RFID data inte-
gration features to its Business One suite
for small and midsize companies.

For its part,IBM last fall announced a five-
year, $250 million investment to support a
Sensor and Actuator Solutions division and
1,000 IBM employees working on RFID soft-
ware,services and hardware projects.

Microsoft through its Business Solutions
division is building RFID capabilities —
including reader management and data
translation features — into business man-
agement applications such as Axapta 4.0,
Navision 5.0 and the next major release of
its Great Plains software.■

Big vendors vie for RFID dollars
RFID technology

spending on the rise 
Global RFID hardware and soft-

ware revenue grew from $1.25

billion in 2003 to $1.54 billion in

2004 and is projected to hit

$1.94 
billion 

this year, according to ABI

Research.
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dedicated circuit to all these enti-
ties.”

Clif Triplett, global technology
information officer at General
Motors, says he is worried mostly
about router and host software
bugs, as well as broadcast storms
such as distributed DoS (DoS)
attacks bringing down the ’Net.

“I’m highly concerned about it,”
Triplett says.“If that network is a
core piece of your business, I
think you’re at a risk.”

These IT professionals are not
alone. Two-thirds of the 1,300
“technology leaders,scholars and
analysts”surveyed recently by the
Pew Internet & American Life
Project said they “expect a major
attack on the Internet or the U.S.
power grid within the next 10
years.”

Experts warn that the ’Net is par-
ticularly vulnerable in these
areas:

● DNS root servers.
● Border Gateway Protocol

(BGP) peering points.
● Individual router and switch

elements.
● Host/endpoint operating sys-

tems.

The root of the problem
The 13 DNS root servers resolve

Internet naming and addressing.
If they were knocked out,Internet
sites would become inaccessible.

The servers repel distributed
DoS attacks every day, operators
say.CAIDA research shows that up
to 85% of the queries against the
DNS servers are “bogus”or repeat-
ed from the same host.

The system has been bolstered
since the 2002 attack, with root
servers now consisting of 50 to
100 physically distributed, highly
redundant boxes in 80 locations
across 34 countries. In 2002, far
fewer servers were located in 13
sites across four countries.

This level of distribution and re-
dundancy makes a complete
shutdown of the DNS system un-
likely,says Paul Mockapetris,chair-
man and chief scientist of IP ad-
dress management vendor Nomi-
num and the inventor of DNS.

The physical servers use Any-
cast, a routing technique that
heightens resiliency by multiply-
ing the number of servers with
the same IP address and balanc-
ing the load across an army of
geographically dispersed sys-
tems.

“If I was going to try and arrange
a DNS 9/11,it’s a very bad target to
try and attack because it’s so dis-
tributed — you’d have to take

[the servers] out everywhere,”
Mockapetris says.“If you took out
one root server today, nobody
would notice.”

But the more distributed a sys-
tem is, the more difficult it is to
defend, notes Stephen Cobb, an
independent security consultant
who was recently quoted in a
Network World column stating a
belief that the ’Net can be
brought down and kept down for
10 days or more. Cobb say the
’Net is up only because of the
moral high ground of those who
know how to bring it down.

“I just don’t think technological-
ly we can ever harden the
Internet to where it’s invulnerable
to intelligent,determined people,”
he says.“The reason it hasn’t gone
down for days so far is that the
people who know how to do it
aren’t so inclined.”

However, the good guys are in-
clined to implement security best
practices, like those outlined in

an IETF informational document
on root server operation called
RFC 2870,says Jose Nazario,secu-
rity researcher and senior soft-
ware engineer at Arbor Networks,
which makes products carriers
use to protect their networks from
cyberattacks.Originally drafted in
2000, RFC 2870 has been extend-
ed over the past couple of years.

Even so, experts don’t discount
the possibility of another attack
equal to or exceeding the scope
of the October 2002 event. But
they also are confident that the
DNS root servers and Internet
users will experience minimal
disruption.

“There’s no way to get them all
with truck bombs; there’s no way
to get them all with a single
attack;and there’s no way to keep
an attack going long enough that
I could not usefully counteract it,”
says Paul Vixie, president of the
Internet Systems Consortium,
which also operates the DNS F

root server. “It’s better for me to
simply not accept any traffic from
[the attacker] even though I will
be losing a certain number of
Web hits.As soon as you rendered
the attack worthless,then it’s actu-
ally in the attacker’s best interests
to stop launching it because oth-
erwise you will trace it back.”

The Internet Corporation for
Assigned Names and Numbers
(ICANN) is responsible for top-
level coordination and global
policy-making for the DNS, and
plays a central role in assuring
the integrity and stability of the
system.

“Taking out the whole Internet
for 10 days — I’m a little skepti-
cal,” says Steve Bellovin, a com-
puter science professor at Colum-
bia University, former researcher
at AT&T Labs and a member of
ICANN’s Security and Stability
Advisory committee.“If you look
at the kinds of attacks we’ve had
thus far — worms and [distrib-
uted] DoS attacks — many of
these things have had noticeable
impact in the short run but they
weren’t too hard to counter.”

Routing around catastrophe
Bellovin and others are not as

confident about the routing infra-
structure. Cisco, the leading pro-
vider of Internet routers, regularly
issues bug alerts. And BGP, which
distributes routing information
between networks on the Inter-
net, is susceptible to IP address
spoofing.

“BGP peering has some security
problems,” says Sam Hartman,
area director for the IETF’s Sec-
urity Area working group.“What’s
there now is hard to configure,
and it’s something that the com-
munity has identified as a real
problem.You’re not just depend-
ing on the security of the person
you’re directly connected to;
you’re also depending to some
extent on the security of the peo-
ple that are connected to them.”

Work has been underway for a
while on methods to authenticate
BGP route advertisements.Secure
BGP (S-BGP) has been incubat-
ing for more than eight years and
its alternative, Secure Origin BGP
(soBGP),is also a multiyear effort.
Yet these proposals are not imple-
mented because router vendors
have not incorporated them into
their products — they say BGP
already has enough integral secu-
rity features that can be exploited
through proper implementation.

There also are concerns among
service providers about router
load and overhead and the effect
on customer service-level agree-
ments from weighty specifica-

tions such as S-BGP and soBGP.
“The workload gets significantly

higher,and it’s kind of a turnoff for
the people who are not major
core operators,” Arbor’s Nazario
says.

Many ISPs implement TCP MD5
cryptographic hashing (RFC
2385) to authenticate BGP data.
But it’s not a mandate. Operators
can choose not to turn on the
techniques for various reasons,
such as router performance
degradation.

“But [MD5] is easy to deploy in
a hurry if the link starts being
attacked,” says Scott Bradner, uni-
versity technology security officer
at Harvard University and a net-
work design and security consul-
tant. Bradner is also a Network
World columnist.

IPSec also can be used as an
alternative to MD5 to add some
level of protection to the BGP
transport connection, experts
say. Operators can implement
infrastructure access control lists,
BGP/Generalized TTL Security
Hack — which is designed to pro-
tect against CPU overload-based
attacks — prefix filters and priori-
ty queuing for control plane traf-
fic, they say.

There also is an informational
IETF document — RFC 3882 —
on configuring BGP to block DoS
attacks.

Hardware needs hardening
Routers themselves also are

patched quickly when software
bugs are discovered, Bradner
says, despite — and thanks to —
the frequency at which they
occur. Cisco has regularly report-
ed distributed DoS vulnerabilities
in its IOS software over the years.
But the fact that the vendor has
reported them and recommend-
ed patches in a timely manner
has helped keep disruptive events
to a minimum.

Still, that’s little solace to GM’s
Triplett. He says more and more
telecom operators run the latest
versions of routing software not
only to get new features but also
to maintain release consistency
to better alleviate bugs.

But the latest software is usually
the buggiest — the Release 1.0
conundrum.

“This is kind of a Catch-22 situa-
tion,”Triplett says.“All of a sudden,
if they all get on the same release
. . .you can almost start having an
effect similar to what we saw on
the power grid” in the Northeast
two years ago, with the ripple
effect electrical blackout.

For that reason, Triplett and
other experts consider the ’Net’s
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Do we need a Sarbanes-Oxley for the Internet?
■ BY JIM DUFFY

Should there be a higher authority for
Internet security?

With billions of dollars transacted daily
via the Internet and online banking grow-
ing, some say it’s high time for industry to
collaborate on a stringent security doc-
trine to hold organizations accountable
for operating, providing and commercial-
izing Internet service.

“I’m held to accountability through
Sarbanes-Oxley (SOX) and all these other
regulatory requirements,”says Larry Jarvis,
vice president of network engineering for
Fidelity Investments.“That doesn’t exist for
some of these critical elements in the
Internet.”

Jarvis recommends forming and fund-
ing a joint commercial/governmental/
academic body to define and enforce
security standards for the Internet. But
Internet security experts say previous
attempts have failed because of the evolv-
ing nature of computer and network secu-
rity technology.

“I think it would be impractical,” says

Steve Bellovin, a computer science pro-
fessor at Columbia University and a mem-
ber of the Internet Corporation for
Assigned Names and Numbers’ Security
and Stability Advisory committee. “The
track record of the industry in evaluating
stuff against security guidelines is not
good. It’s very difficult to get a system cer-
tified, and once you get something certi-
fied it’s obsolete. If nothing else,computer
systems don’t stand still.”

Some smaller, specific procurement-
focused edicts have worked, says Alan
Paller, director of the SANS Institute for
security training, certification and re-
search.Paller cites the $500 million U.S Air
Force contract awarded to Dell and others
last year for systems that complied with
the Air Force’s security and patching
requirements (www.nwfusion.com, Doc-
Finder: 6727).

The Air Force specification, developed
with guidance from the Center for Internet
Security, will lower the cost of patching by
$100 million by eliminating 85% of known
vulnerabilities,according to CIS.

“In war, Patch Tuesday doesn’t sound

real good,” he says, referring to Microsoft’s
monthly issuance of software fixes.“I can’t
imagine a large company being not at
least interested in following this.”

Paller also is a member of the procure-
ment subgroup of the Corporate In-
formation Security Working Group
(CISWG) of the Institute for Internal
Auditors, which recommends procure-
ment guidelines and best practices for
improving information security in the pub-
lic and private sector.CISWG comprises 25
senior officials from business, academia
and elsewhere, and is chaired by Rep.
Adam Putnam (R-Fla.), chair of the U.S.
House Government Reform Subcommittee
on Technology, Information Policy, Inter-
governmental Relations and the Census.

“That is the industry/governmental col-
laborative effort”for Internet security,Paller
says,but adds that the controversial body’s
recommendations have been “softened
over and over again.”

Another group that recommends best
practices for secure IT procurements is
BITS, a nonprofit, CEO-driven financial ser-
vice industry consortium made up of 100

of the largest financial institutions in the
U.S.Its Security and Risk Assessment (SRA)
Working Group shares best practices and
strategies for developing secure infrastruc-
tures,and promotes compliance with secu-
rity requirements before software products
are released. The organization also con-
ducts product testing and certification
against baseline security criteria estab-
lished by the industry.

Best practices — scores of them, from
organizations such as CISWG, CIS, BITS
and the IETF — will have to do until an
organization attempts the gargantuan task
of defining an overarching Internet secu-
rity framework. Some feel the ultimate
coordination for Internet security will
default to the federal government —
specifically to SOX.

“Sarbanes is going to figure it out in the
not too distant future: They need 
to look at the networks,” says Clif Triplett,
global technology information officer at
General Motors.“If the network is one of the
key elements of [our] business . . . we’re
thinking that this Sarbanes-Oxley thing is
going to grow in scope over time.”■
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community of about 19,000 peo-
ple.While far removed from high-
profile political battles in states
such as Pennsylvania and Texas
over whether municipal net-
works should be encouraged or
restricted,Hermosa Beach has
become a case study of the dic-
tum by the late U.S.House
Speaker Thomas O’Neill that “All
politics is local.”

Here, technology issues are inti-
mately wedded to ideas about
the proper role of government,
business and citizenship,and

about municipal priorities.
During a contentious January

meeting,as reported by the local
Easy Reader newspaper,Coun-
cilman Michael Keegan accused
Councilman Sam Edgerton of
not supporting the network
“because you don’t understand
it.”Edgerton told the audience:
“This guy’s like a rabid dog.”

Two councilors say “yes”to cre-
ating a city-wide wireless net-
work, two say “no,”and one,who
works for telecom vendor Cox
Communications,abstains.The
deadlock isn’t expected to be
broken until November,when
wireless advocates face re-elec-
tion and voters could face ballot
questions.The council voted last
week to have City Manager Steve
Burrell draft two ballot measures:
one to approve a free wireless
network,another to determine if
residents are willing to pay for it.

Making arguments
The network,dubbed Wi-Fi

Hermosa, is the brainchild of
Keegan,who runs a bakery at
nearby Manhattan Beach.He
calls himself a “self-taught Wi-Fi
expert”who became interested
in WLANs after reading a news-
paper story.He set up an access
point at the bakery and plugged
it into a DSL line.Customers
began using it,and word of
mouth drew more users.

To Keegan, it seemed a simple
matter to build a similar network
that could do the same thing for
all of Hermosa Beach.

“We already fix the roads,pick
up trash,have concerts in the
park and classes to teach you to

dance,”he says.“The Internet is
like these. It’s pretty close to
being something that people will
expect to have. It’s close to being
an essential service.”

Nowhere near close enough,
says Peter Tucker,a councilman
opposed to spending money to
extend the network.He says the
city is strapped for cash and
faces state-mandated upgrades
to its aging infrastructure.

“I have to be able to look you
in the eyes,and say ‘We’re not
going to pay to improve your
street,but we are going to give
you free Wi-Fi,’”Tucker says.“You
have to prioritize your needs and
wants.This free Internet stuff
would be way down on my list.”

Tucker and Edgerton worry
that other radio technologies
such as WiMAX would make the
network obsolete, that future
upgrades will be costly and that
the city might face legal liabili-
ties.Keegan and fellow Coun-
cilor and current Mayor R.J.

Reviczky say the network will
save millions that residents
would otherwise pay Verizon or
Adelphia,and can pay for itself
with advertising programs.

The network in question
The current WLAN covers the

heart of downtown,including the
beach and the pier,a prominent
landmark. If residents go to the
trouble and cost of mounting an
antenna, the WLAN is accessible
to about 30% of this coastal com-
munity’s population of mainly
middle- to upper-middle-class
residents,according to Eric
Black,president of LA Unplug-
ged, the Hermosa Beach systems
integrator that installed the initial
network and runs it.

Black used wireless radios and
mesh software from Strix Sys-
tems to create outdoor nodes.
Each node has at least three 11M
bit/sec 802.11b radios to handle
connections with PCs or laptops
fitted with wireless network inter-
face cards.The node has two
54M bit/sec 802.11a radios —
one receiving,one sending — to
create a wireless backhaul,elimi-
nating the need for Ethernet
cabling.All the radios run near
the upper power limits set by the
FCC to extend their range.
Several nodes are mounted on
each small rooftop tower.

There are more than 2,000
unique media access control
addresses, representing individ-
ual clients, that use the network,
Black says.The peak throughput
is about 5.92M bit/sec,based on
a recent test he ran using a mo-
vie trailer from www.apple.com.
“If you monitor the rate continu-
ously, the typical rate is between
2M and 4M bit/sec,”he says.

Today, the WLAN traffic hops
via 802.11a wireless bridges to
an independent ISP in nearby
Long Beach.This,along with two
T-1 lines leased for city use, is
being replaced with a fiber DS-3
connection from the Wi-Fi Her-
mosa gateway at the fire station
to a fiber trunk owned by South-
ern California Edison.The city is
taking bids from various carriers
for Internet access.“We bypassed
Verizon and saved thousands”of
dollars per month,Keegan says.

But even those savings haven’t
convinced his fellow council-
men to fund Phase Two of Wi-Fi
Hermosa.About $35,000 from
the city’s general fund paid for
the initial rollout of the network,
which some councilors saw as a
limited pilot test.Operational
costs are about $4,500 per
month or $54,000 per year,up
from an earlier estimate of

$24,000,according to a recent
report by Burrell.Advertisers on
Wi-Fi Hermosa’s home page pay
monthly fees that total about
$1,200 to $1,500 per month.

The extension,estimated by the
same report to cost about
$126,000,would add more tow-
ers and nodes throughout the
city,add a DSL connection for
backup in case the fiber was cut
and set up virtual LANs,which
could be tailored for business
and residential users.

Residential backers of the wire-
less network have packed recent
council meetings,adding to the
debate.But local businesses have
been largely silent,and the
Chamber of Commerce has not
taken a position for or against
the wireless network.

Many of the chamber’s 350
business members are small and
while most have broadband ac-
cess, they don’t tend to exploit it
for e-commerce and haven’t ex-
pressed much desire to let cus-
tomers tap into it, says Carla Mer-
riman,executive director of the
Hermosa Beach Chamber of
Commerce.What’s more, the cost
of switching to wireless isn’t
cheap.Two chamber members
were told it would cost between
$5,000 and $10,000 to upgrade
their hotel properties to use the
public WLAN,Merriman says.

Keegan is convinced that if the
network were extended citywide,
advertising would become more
attractive and advertising rev-
enue would increase to cover
operational costs. It also would
be possible,he says, to set up
arrangements with online e-com-
merce sites such as Orbitz,which
would refund to the city a cut of
each plane ticket booked
through the Wi-Fi Hermosa link
to Orbitz.com.

“I don’t think there are any gray
areas here,”says Deepa Bharath,
a reporter for the Torrance,Calif.,
Daily Breeze who’s been cover-
ing the debate for the past three
months.“It’s not moved any-
where.People have their minds
made up.”

And next November, they can
act on those convictions.■
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Hermosa Beach
continued from page 1

Incorporated:

Population:

Percentage of population of prime surfing age (15-34):

Percentage with bachelor’s degree or higher:

Percentage born in a state other than California:

Jan. 14, 1907

18,566

42.2%

67.6%

44.3%

Hermosa Beach, Calif.
This 1.3-square-mile city, with 2 miles of beach, is located

southwest of Los Angeles, on the Pacific Coast between

Malibu and Rancho Palos Verdes.
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■ Got a suggestion for a
Wider Net story? An offbeat
network industry-related
topic? A fascinating personal-
ity we should profile? Contact
Bob Brown with your ideas at
bbrown@nww.com.

Got great ideas?
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routing infrastructure — the BGP protocol
and the routers themselves — to be its
most vulnerable parts. Work continues to
improve routing security through the IETF’s
Routing Protocol Security (RPSec) work-
ing group,which has published new docu-
ments on generic threats and security
requirements for routing protocols, and
Open Shortest Path First vulnerabilities
within the past six months.

RPSec plans to continue to evaluate and
document current and proposed routing
security mechanisms. Meanwhile, U.S.
CERT under the Department of Homeland
Security continues to post vulnerability
alerts on Cisco and Juniper routers,in addi-
tion to other cyberthreats.

Software bugs also are a problem for
Internet hosts and endpoints. Indeed, the
majority of worms and other successful
cyberattacks are made possible by vulner-
abilities in a small number of common
operating system services on Internet
hosts, according to The SANS Institute, a
security training and certification organi-
zation that annually publishes a Top 20
Internet security vulnerability list.

“If you want to hurt the network you
attack the routers; but if you want to hurt
the people using the network, then the
operating systems right now are the main
attack vector,” says Alan Paller, director of
research at SANS.

The spread of infamous worms such as
Blaster, Slammer and Code Red can be
traced directly to exploitation of un-
patched vulnerabilities,according to SANS.
Attackers scanning the Internet for vulner-
able systems count on major corporations
not fixing the problems.

But the problems are not theirs to fix,
Paller says.

“Vendors have complete responsibility,”
he says, adding that product vendors and
ISPs should work more closely to better
secure host operating systems.

The operating system vulnerabilities have
minimal effect on the security of the ’Net
infrastructure, as Paller noted. However,
they serve as the primary attack vehicle for
those looking to disrupt specific sites.

With that, SANS publishes patches and
workarounds for the Top 20 vulnerabilities.
Also, Microsoft continues to work on
Windows patch management tools, code
to thwart worms and hackers, and acquisi-
tions of anti-virus, anti-spyware and anti-

spam companies.
Microsoft also has offered to work more

closely with governments around the
world on detecting and mitigating IT secu-
rity threats.

Meanwhile, open source developers and
vendors continue to develop their own
patch management tools.

Internet watchers say the network of net-
works remains vulnerable to attack but is in
better shape than it was two-and-a-half
years ago.

“There are a number of things that could
have a multi-hour major impact, but I
doubt very much that there is anything that

would have even as much as a day’s
impact over any significant chunk of the
’Net,”Harvard’s Bradner says.

Those operating and securing the Inter-
net insist it’s no more vulnerable than any
other business-critical infrastructure.

If the ’Net went down,“it would be anoth-
er disaster, just like many of the natural dis-
asters,”IETF’s Hartman says.“But business is
about managing those risks.”

Still, it’s a risk that perhaps warrants more
continual attention than any other.

“I just think we’re putting a lot of eggs into
a basket that doesn’t have enough control
around it,”Fidelity’s Jarvis says.■
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Vulnerable
continued from page 12

“
If I was going to try and arrange a

DNS 9/11, it’s a very bad target to try

and attack because it’s so distributed —

you’d have to take [the servers] out

everywhere.

”Paul Mockapetris

Chairman and chief scientist of Nominum 
and inventor of DNS
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■ BY PHIL HOCHMUTH

Force10 Networks this week is expected
to announce a 90-port Gigabit Ethernet
module for its E series chassis switches
aimed at data centers with large server
clusters.

The module is offered as a way for large
companies and research organizations 
to plug dozens of servers into one switch
via Gigabit Ethernet.This can help compa-
nies better manage server and switch hard-
ware by plugging servers directly into a
backbone device, eliminating multiple
switches, the vendor says.

The module offers connectivity for 90
10/100/1000M bit/sec links and is intended
for connecting racks of servers.This is the
most Gigabit Ethernet connectivity in a sin-
gle blade among competitive products
from Cisco, Enterasys Networks, Extreme
Networks and Foundry Networks, experts
say. The Force10 blade uses the 380G
bit/sec of bandwidth between module
slots and the 5T bit/sec switch fabric inside
Force10’s E1200 and E600 series boxes.
Fully loaded, a 14-slot E1200 now can sup-
port up to 1,260 Gigabit Ethernet ports that
simultaneously can run at full speed, the
vendor says.

Most vendors offer 48-port Gigabit Ether-
net blades as the highest density in a single
module. Foundry last year released a 60-
port Gigabit Ethernet module, although its
BigIron MG8 switch has 40G bit/sec of
bandwidth between module slots and the
switch fabric.

Force 10’s module has 15 telco connec-
tion ports, each of which can be split into
six Gigabit Ethernet ports via a RJ-45 patch
panel.While vendors such as Cisco and Ex-
treme have 96-port telco-connector-based

modules, these blades support 10/100M
bit/sec connections, and are generally
deployed in wiring closets, where many
end-user ports are aggregated into one
switch chassis.

“It’s a heck of a lot of ports,”says Zeus Ker-
ravala, an analyst with The Yankee Group.
“What they’re trying to do is show the scal-
ability of their box. None of the other guys
can do 90-Gigabit ports at wire speed in a
single blade right now.”

It is common for users to deploy telco-
based switch modules,which use a patch
panel to fan out connections to a greater
number of ports that can physically fit on
one blade. But these links typically were
deployed for end-user connectivity and
not on potentially critical server links in a
data center.

“There might be a little bit of a stigma”
about deploying telco ports for connect-
ing servers in a data center, Kerravala
says. But he says carriers have done this
for some time and that if deployed with
redundancy — two blades with redun-
dant connections to dual-network inter-
face card servers — hardware reliability
is probably a non-issue.

The 90-port telco-based Gigabit Ethernet
module costs $55,000.■

■ BY ELLEN MESSMER

Symantec this month is scheduled to
make spyware protection available as part
of its anti-virus software products, joining
anti-virus competitors McAfee,Trend Micro
and Computer Associates in looking to
help users eradicate the problem.

By the end of April, Symantec says it
expects to ship AntiVirus Corporate Edition
10.0 with added detection for thousands of
types of spyware and adware. A second
enterprise product, Symantec Client Secu-
rity 3.0, which combines anti-virus, a per-
sonal firewall and intrusion prevention,
also will get spyware protection. A third
product out in free beta this week for con-
sumers and small businesses, Norton
Internet Security 2005 AntiSpyware Edi-
tion, adds spyware eradication to its anti-
virus and firewall capabilities. It’s expected
to ship in June.

The three products use the same anti-
virus and anti-spyware signature technolo-

gies.The main difference is AntiVirus Cor-
porate Edition and Client Security can be
centrally managed by a common console,
while the AntiSpyware Edition cannot.

Some customers say they have been wait-
ing to buy anti-spyware software until they
see how well — and at what price — the
anti-virus providers go into battle against it.

“Spyware, malware and adware is ex-
tremely prolific. It’s reached alarming lev-
els,”says Matthew Fiddler,assistant director
for information security at The Hartford Fi-
nancial Services Group, which uses Sym-
antec products.The Hartford,which began
testing anti-spyware software in its labs, so
far hasn’t found any anti-spyware agent
that can protect against everything.

Pricing is another issue.
For example, Symantec is charging con-

sumers almost double for spyware protec-
tion, though its current anti-virus sub-
scribers are being offered a $30 rebate.
Corporate anti-virus customers,which typi-
cally do well through volume discounts,

will pay far less of a premium — and per-
haps nothing additional — for adding spy-
ware protection.

Spyware — the broad and hazy name for
thousands of Trojans, system monitors and
adware code that might compromise pri-
vacy and security — suffers from lacking
the neat cataloging that has come to dis-
tinguish the many species of viruses and
worms.

Symantec says it wants to play a role in
establishing common definitions and a
way to share spyware samples that will
help the industry build comprehensive
detection and eradication products that
are easy to compare.

“We’ll soon announce an independent
body similar to the Anti-Phishing Working
Group,for spyware,”says Kraig Lane,a prod-
uct manager at Symantec.The new organi-
zation will include consumer advocate
groups and industry participants.An earlier
anti-spyware industry group,called COAST,
recently fell apart.■

Force10 crams switch full of Gig E 

Symantec readies anti-spyware products
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Short
Takes

■ SSL VPN vendor enKoo has
announced two products that
enable remote control of network-
based PCs and remote access via
secure SSL tunnels from the Web
browsers of remote machines. The
enKoo Remote Desktop appli-
ance lets remote users connect to
PCs on corporate LANs, and take
direct control of the machine’s
mouse and keyboard. EnKoo

Remote Server is adding support
for accessing Citrix servers and
Terminal Services to its remote-
access gateway. The server already
supported access to e-mail and Web
applications. The entry-level price
for Remote Desktop and Remote
Server is $995.

■ SMC Networks last week
released two four-port asymmetric
DSL2 routers with integrated VoIP
gateways aimed at branch-offices
users. The company also tacked 
on wireless LAN connectivity to 
one of the boxes. The SMC7904BRA

router combines four ports of
10/100M bit/sec Ethernet with a
WAN router and a RJ-11 phone 
jack for linking to an ADSL link. 
The SMC7904WBRA includes these
specifications and an integrated
802.11g WLAN access point feature.
Both routers use ADSL2 technol-
ogy, which provides up to 12M
bit/sec of WAN bandwidth for down-
loading. Pricing for the routers is
not available.

■ Qualys this week is scheduled 
to announce the fourth version of
its QualysGuard vulnerability
management service. Version 4.0
adds XML-based application pro-
gramming interfaces, which can 
be used to integrate QualysGuard
vulnerability assessment informa-
tion into about two dozen third-
party products, including security
management consoles, intrusion-
detection systems and network
management ticketing systems.
QualysGuard Version 4.0 is priced
ranging from about $1,500 to
$17,000 annually.
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■ SECURITY ■ SWITCHING   ■  ROUTING   

■  VPNS  ■ BANDWIDTH MANAGEMENT   

■  VOIP   ■  WIRELESS LANS  

Force10’s 90-port Gigabit Ethernet module
might help data centers cut down on hard-
ware without sacrificing speed.
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Start-up focuses on sharper video 
www.nwfusion.com4/18/05NetworkWorld Net Infrastructure

■ BY JASON MESERVE

A videoconferencing start-up is looking
to change the way users look at video:
LifeSize Communications is set to
announce two new endpoints capable of
delivering high-definition video, 10 times
the resolution of traditional video gear.

LifeSize’s new Room and Exec endpoints
are capable of delivering up to 1,280-by-
720-pixel resolution video with 1 million
pixels at 1M bit/sec, while the majority of
systems available today only deliver 352-by-
288-pixel resolution video (known as full
CIF) with 100,000 pixels. At 384K to 512K
bit/sec, the typical bit rate for inter-compa-
ny communications, LifeSize says it deliv-
ers resolutions of 720 by 480 pixels — the
same as home DVD players.

“The resolution of video calls hasn’t
changed in 20 years, since the mid-’80s
when video went commercial,” says Craig
Malloy, CEO and founder of LifeSize, and a
former senior vice president of Polycom.
“Today, you get full CIF video, which is less
than half the resolution of broadcast televi-
sion and one-third that of DVDs. If TV
looked like that,you wouldn’t watch it.”

LifeSize’s Room endpoint comes with a
custom-built, high-definition pan-tilt-zoom
camera, a built-in multiple control unit

(MCU) capable of connecting eight partic-
ipants simultaneously, and LifeSize Phone,
a conferencing phone that acts as a speak-
er and microphone inputs. The phone
comes with a 16-microphone array and
can be used on its own with VoIP or public-
switched telephone networks. It is capable
of 22-kHz audio and uses the MPEG-4 AAC
codec,the same that Apple iTunes and iPod
use. The company also will offer LifeSize
Exec, an all-in-one system that includes
camera; microphones; speakers; and 17-
inch, 16:9 aspect display. It too includes an
embedded eight-way MCU.

Both Room and Exec use the H.264 video

standard and support both IP (H.323) and
ISDN (H.320) calling. Only calls between
LifeSize endpoints can take advantage of
the higher resolutions. Calls made to com-
peting endpoints from Tandberg, Polycom,
VCON and others will drop back to full CIF
video.

“High-definition television is a subtle
thing,”says Andrew Davis,principal analyst
at Wainhouse Research.“It makes the video
experience much closer to being there.You
can see the logo on the shirt and the wrin-
kle on the guy’s face.”

The company will roll out a LifeSize
Networker,a gateway for bridging users on

IP and ISDN networks,and LifeSize Control,
a video management suite for scheduling,
Outlook integration and software up-
grades.Control also will help support non-
LifeSize endpoints,Malloy says.

One major feature that LifeSize admitted-
ly doesn’t have is a firewall/network
address translation traversal product,
although one is on the road map. Firewall
traversal is a big hurdle remaining in video
adoption (see “Vendors target IP video hur-
dles,” www.nwfusion.com, DocFinder:
6737), and competitors Polycom and
Tandberg are offering remedies.

LifeSize has garnered $38 million in ven-
ture funding and is headed by industry vet-
erans Malloy and Michael Kenoyer, CTO
and vice president of engineering. Malloy
and Kenoyer co-founded ViaVideo, which
Polycom scooped up in 1996 to start its
video business. Kenoyer is also a co-
founder of V-TEL.

LifeSize plans to roll out its product slate
over the course of 2005, with Control avail-
able this month,Phone this summer,Room
and Networker in the fall,and Exec by year-
end.Room will be priced at about $12,000,
Exec at about $8,000, Phone starting at
about $1,200 (when purchased separately
from Room), Networker starting at about
$2,000 and Control at about $500 per seat.■
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■ BY JOHN COX

ORLANDO — You’re expecting, or hop-
ing, that wireless and mobile computing
for the enterprise will get simpler to figure
out.

You’re dreaming.
That’s the word from the annual Gartner

Mobile & Wireless Summit this year in
Orlando.The advice from Gartner analysts
to several hundred enterprise attendees
in session after session boiled down to
“Uncertainty reigns. Plan accordingly.”

Gartner Fellow Nick Jones encouraged
attendees to hammer out innovative wire-
less contracts with cellular carriers. But
then Jones mentioned that it took one
British CIO 12 months to get just a straight
data contract from his cellular carrier.
Apparently, data minus useless bells and
whistles was a bit too innovative for the
vendor.

Wireless networks are becoming ubiq-
uitous, he said, as 3G cell networks and
wireless LANs (WLAN) become more
prevalent. But he also said that network
latency on cellular data networks will
remain a problem for years, potentially
crippling a range of real-time applica-
tions.

Jones predicted sophisticated applica-
tions for the future as prices for cellular
radio components, such as those of

WLANs, continue to drop. Soon, it will be
inexpensive enough to put cellular con-
nectivity into commercial freezers, copy-
ing machines and other gear, enabling
machine-to-machine telemetry and mon-
itoring.

But many attendees seemed to be still
focused on much more basic projects,
where ROI is either easily calculated or
accepted as a given — simply creating
wireless access to data, or turning paper
business processes into electronic wire-
less transactions.

Acuity,a Sheboygan,Wis., insurer, is eval-
uating how to give field-claims adjusters
wireless access to corporate applications,
possibly with a laptop fitted with a cellu-
lar network interface card, said Tina
Pokrzywinski, director of IS.“We’re due for
a technology upgrade,” she said.“And our
CIO says,‘Wireless is coming,and we need
to be ready.’”

Two managers from a Midwest manu-
facturer, who asked not to be identified,
are researching options for creating a
mobile-salesforce automation applica-
tion.

“Our salespeople want to finish off one
call report on the way to their next cus-
tomer, rather than waiting until the end
of the day and working late to do it,” said
one of them, who manages e-business
systems for the company.“We’re trying to

recapture all that idle time and make
them more productive.”

“What we’re finding is that nothing is
100% ready for prime time,” his colleague
said.

Wireless security remains a major issue
for attendees, and Gartner analysts were
not encouraging. Gartner Vice President
John Pescatore ran through a list of sup-
ply-chain activities,ranging from R&D and
CRM to marketing and shopping, all of
which face new vulnerabilities as mobile
computing makes it easier for sensitive
customer, personal and corporate data to
end up on unsecure smart phones, PDAs,
laptops and MP3 players.

ExxonMobil Exploration, based in
Dallas, is authenticating the growing num-
bers of mobile and wireless clients via the
public-key infrastructure (PKI) and cer-
tificate authority implemented globally a
few years ago.

Originally, PKI was deployed to enable
every company employee to be authenti-
cated to a network via a smart card, said
Ryan Jarvis, a manager of the company’s
upstream technical computing group.
“The smart cards authenticate the users;
PKI lets us authenticate the machines,”he
said.

“We get people who go home and play
with devices they got for Christmas, and
they want to bring these onto our net-

work,” he said. With PKI, “we can say,
‘You’re an ExxonMobil machine, and
you’re not.’”

Don’t expect the surging numbers of
client devices, with the bewildering
choices of operating systems and applica-
tion frameworks such as Java2Micro
Edition and Microsoft .Net, to moderate
any time soon, warned Gartner Vice
President Ken Dulaney.This year alone,he
says he expects at least 80 new cell
phones to debut offering cellular and
802.11b wireless connectivity.

“Device convergence will not happen,”
he told a packed afternoon session.
“Proliferation will just get worse.”

So will the ability for these increasingly
capable devices, and wireless connectivi-
ty, to circumvent IT control.“The technolo-
gy available for users to get around IT is
really breathtaking,”he said.

One IT manager for a retailer with stores
in six states said wireless is creating huge
liability risks if it makes personal cus-
tomer data potentially more vulnerable.

“I want to be able to go to any of our
stores in those six states,open my laptop
and jump on my network,” he said.“But I
can’t let any bad guys do the same
thing.

“If [wireless] security gets to the point
where it’s not ‘in your face,’ then it’s prob-
ably not working,”he said. ■

Uncertainty reigns in wireless world 
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■ BY TIM GREENE

A
standard to define QoS in Wi-Fi networks is coming
soon,but even before it is finalized users can
expect QoS improvements from vendors that have

implemented their own performance-enhancing tech-
nologies.

Wireless hardware vendor Colubris Networks says a
pending software upgrade will improve its monitoring of
call quality, so perceived bad quality can trigger auto-
matic adjustments to a wireless network or alert admin-
istrators to deal with problems it has identified else-
where on a connection.

Aruba Wireless Networks will support an informal QoS
standard created by the Wi-Fi Alliance that is already
supported by more than a dozen other wireless ven-
dors.Similarly,Trapeze Networks will support the same
Wireless Multimedia (WMM) specification with its next
software release,due within 90 days.

The flurry of activity surrounding Wi-Fi QoS is mainly
due to the growing popularity of voice over Wi-Fi (VoWi-
Fi) and the demand that phone calls be reliable and
intelligible, says Ellen Daley,an analyst with Forrester
Research.A host of vendors, including 3Com,Broadcom,
Cisco,Linksys,Conexant,D-Link Systems,HP, IBM, Intel,
NEC and Netgear,already have certified their gear is
WMM-compliant.

WMM is a subset of the IEEE RFC known as 802.11e,
which vendors expect will be approved this year.WMM
was created to promote use of QoS that would be inter-
operable among multivendor Wi-Fi gear, she says.“That
means businesses can do voice over wireless pretty
respectably today.They may need to upgrade when the
standard comes out if they want to be standards-compli-
ant,”Daley says.

But for most users, the life cycle of wireless gear is short
enough that just about the time wireless gear bought
today is ready for replacement, the 802.11e gear should
be ready to buy,says Craig Mathias,a principal at Farpoint
Group.In the meantime,most Wi-Fi customers are getting
by with single-vendor deployments of QoS-enabled
devices or deployments of multiple vendors’gear whose
QoS schemes have proven interoperable,he says.

The overriding challenge for QoS is that Wi-Fi is a
shared medium,much as Ethernet was in the days
before switching.There is just so much bandwidth and
client devices have to share.

Three years ago,Bob Longhini was evaluating
BreezeCom VoWi-Fi gear for door and window maker
Kolbe & Kolbe,but pulled the plug on the project
because of QoS issues.“We had echo and breakup in
the calls,especially if there was activity from handhelds
and laptop computers,”says Longhini,who now is evalu-
ating VoWi-Fi for his new employer, Jennie-O Turkey
Store,a billion dollar subsidiary of Hormel.

Only workers with desperate need for mobile phones
liked the early equipment,he says.“They really saw the
benefit of having the phone on their hip even if they ran
into quality problems,”Longhini says.But things have
greatly improved with a clear road map being set for
QoS and many vendors already implementing early ver-
sions of the standards-bound technology.

Ideally,client devices — in the case of VoWi-Fi that

means phones — would announce their bandwidth
requirements and the wireless network would take steps
to accommodate them, if possible. In its WMM imple-
mentation,Cisco’s wireless gear (formerly Airespace)
checks whether an access point in range of the phone
has enough free bandwidth to accommodate the call,
says Kathy Small,Cisco’s marketing manager for wireless
and mobility.WMM then can offer four levels of service.

WMM addresses how clients and access points commu-
nicate what they need and what they can provide,respec-
tively,but not how devices decide whether to accept an
available connection,says Partha Narasimhan,wireless
architect for Aruba.Even with WMM,that is left up to indi-
vidual vendors to implement,he says.

Once a phone is accepted by an access point,algo-
rithms determine when each device connected to a sin-
gle access point gets to send,with top priority voice traf-
fic getting to send more often, says Roger Sands,vice

president of enterprise development for Colubris.These
algorithms were created to deal with collisions and
retransmissions on Wi-Fi networks but have been fine-
tuned to give voice the edge over other applications.
Properly adjusting these algorithms in Colubris gear
shaves at least 20 microsec off a packet’s wait time,
according to Colubris engineers.

WMM also calls for phones to tag voice packets so
access points and wireless switches can treat inbound
packets with priority and drop them onto the appro-
priate virtual LAN in wired networks to which access
points are connected. Many companies create sepa-
rate VLANs just for voice to ensure QoS and boost
security.

Similarly,wireless switches mark outbound voice pack-
ets for top priority “to make sure they don’t sit in the
access point waiting for data packets,”Sands says.

Once VoWi-Fi users make calls, they likely will move
around, forcing the wireless network to hand off the
calls from access point to access point.“Roaming is criti-
cal,”Cisco’s Small says.

“But with QoS plus mobility, you have an even bigger

problem,”Aruba’s Narasimhan says.Both the handsets
and the access points have to seek the next access
point for the caller to connect to and figure out if it has
the bandwidth to accept the call,he says.

A separate proposal called 802.11r is in the works to
deal with roaming,where the key problems are main-
taining the security state and the QoS context for the
call without forcing the handset to carry out a full nego-
tiation with the next access point,he says.

Enabling handoffs with QoS might call for each access
point to reserve some bandwidth to deal with handoffs
of ongoing calls.This bandwidth buffer would be adjust-
able and set by network executives depending on how
much their users roam.

Handoffs are unnecessary in the office segment of the
Aruba wireless LAN at Commercial Alcohols,an alcohol
distributor in Brampton,Ontario, says Chris Thomas, the
company’s IT director.But in the warehouse,where man-

agers move around quite a bit, smooth handoffs are a
requirement.So a small buffer or none at all might be
sufficient for the office segment,while a significant per-
centage of total bandwidth might be required in the
warehouse.

As 802.11e and 802.11r near completion,Spectralink,
the vendor that created the predominant non-standard
wireless QoS mechanism, is planning to abandon its ear-
lier technology and adopt standards.Spectralink Voice
Priority (SVP) was adopted by the major VoWi-Fi ven-
dors and now is being replaced by WMM.“The SVP
approach was great and got us where we are today and
is the reason we have voice over Wi-Fi at all today,”says
Ben Guderian,director of marketing strategy for the
company.“But it’s served its purpose.”

The question remains whether customers will want
gear that is fully compliant with 802.11e or whether
WMM supports stringent enough QoS to meet business
needs.“The goal may become a balance between QoS
and complexity,”says Bruce Van Nice,vice president of
marketing for Trapeze.“Users tend to balance toward the
pragmatic.”■

Standard set to boost wireless QoS

Special Focus
WI-FI NETWORKS: Gaining quality.
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■ BY JOHN FONTANA

TriCerat last week released a suite of
tools designed to help users manage their
server-based computing deployments.

The company’s Simplify Suite is a col-
lection of four tools for managing user
profiles, locking down privileges, manag-
ing resources such as memory and CPU
usage, and supporting printing features
regardless of installed drivers. The tools,
which are available through a single
administrative console, load on to a
Windows 2000 or 2003 server that is sup-
porting server-based computing and thin
clients either through Windows Terminal
Services or Citrix MetaFrame.

“This is what administrators want,” says
Bill Heldman, an analyst with Enterprise
Management Associates. “If administra-
tors can deploy high-quality application
virtualization they would adopt [server-
based computing] more quickly.”

He says TriCerat, along with competi-
tors such as AppSense,RTO Software and
Aurema, are rounding the rough edges
users find when they deploy server-
based computing, especially in the area
of printing.

“Printing issues are a huge turnoff,”
Heldman says. “If I have to support
telecommuters and they can’t print,
companies say they are not going to do
that.”

Simplify Printing, which incorporates
TriCerat’s TriMeta driverless printing
technology, allows end users to print

from any applications, regardless of the
drivers installed on their machines.
Typically, administrators have to config-
ure printing on a user-by-user basis and
ensure that the drivers on the server-
based system match those on the end-
user desktop. Simplify Printing config-
ures all the printing capabilities on the
fly when the user connects to the appli-

cation.
The suite also contains a tool called

Simplify Lockdown that allows adminis-
trators to limit privileges of end users
such as running unauthorized applica-
tions, tools or scripts.

The limitations, which can be applied
at various levels including IP address,

Software tames thin-client setups

Softricity touts Web-based app access

EnterpriseComputing

■ WINDOWS   ■ LINUX  ■ SERVERS   ■ UNIX

■ STORAGE   ■ GRID/UTILITY   ■ MOBILE COMPUTING
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Central view
The tools in TriCerat’s Simplify Suite for managing server-based

computing environments are all exposed through a single interface.

This pane  shows “owners,” which

include groups, individual users,

individual PCs, and IP addresses.

This is where configurations are

assigned and this contains settings

defined by the configurations.

Short
Takes

■ Web content acceleration company
FineGround is expanding into re-

mote office backup and recovery

with a new appliance that performs
wide-area file services for Windows
environments. The Velocity-FS box sits
in the data center where it collects
changes to files made in a branch
office. The idea is to take on the job of
doing backups that rarely get done in
branch offices, which often lack IT
administrators. Velocity-FS is compat-
ible with all major storage and file sys-
tems. It supports Microsoft Active
Directory and rights management
systems, Distributed File System
capabilities, and desktops such as
Windows XP or later and Mac OS X.
The appliance, which will be available
at the end of the second quarter,
starts at $20,000.

■ ADIC last week launched a version
of its disk-based back-up system that
boasts 2T to 5T bytes of storage cap-
acity. The Pathlight VX 450’s inte-
grated tape support lets IT staff back
up data to tape for archival purposes
without involving the media server.
The VX 450, which can be divided into
as many as 20 virtual drives, supports
ADIC Scalar libraries and uses EMC
Clariion ATA drives. The rack-mount-
able system uses 2G bit/sec Fibre
Channel to attach to a storage-area
network. It starts at $60,500.

■ Azul Systems, a start-up that is
promising computing power on de-
mand for Java-based applications, this
week is expected to begin shipping its
first products. The Azul Compute

Appliance handles Java processing
workloads on behalf of traditional
application servers. The Azul Com-
pute Appliance 960, for test and devel-
opment environments, has 96-proces-
sor cores and 32G bytes of memory
and costs $89,000. The Compute App-
liance 1920 comes with 192 processor
cores and 64G bytes of memory and
costs $199,000; and the Compute
Appliance 3840 comes with 384
processor cores and 128G bytes of
memory for $499,000, or 256G bytes of
memory for $799,000.

■ BY JOHN COX

New software from Softricity will let end
users access their desktop applications
from any computer with a Web browser.

Softricity’s ZeroTouch software is
designed to turn more of the work of
deploying desktop and server applica-
tions into an automated workflow man-
aged by end users. That, the company
says, eases the burden on network help
desks and IT staff.

With ZeroTouch installed on a server,
users connect to a secure Web site or a
Web portal from vendors such as
Plumtree. Once authenticated, users get
the ZeroTouch Web page, which displays

icons of all their authorized applications,
wherever they’re installed.

Clicking an icon launches the applica-
tion,and at this point ZeroTouch relies on
Softricity’s SoftGrid client/server software.
SoftGrid “virtualizes” an application (see
www.nwfusion.com, DocFinders: 6732
and 6733). In effect, it translates the appli-
cation code into a package of files, stored
on the SoftGrid server along with
Softricity’s virtual run-time environment.
When a user clicks on an application
icon,this package downloads to the PC or
to another server. Instead of being
installed on the computer, the application
files run in a protected virtual space, simi-
lar to that created by a Java virtual

machine.
Softricity is one of a small group of ven-

dors that are virtualizing applications.The
general idea is the same: separate and
insulate applications from the underlying
operating system and hardware to simplify
deployment, operations and manage-
ment. The vendors take different ap-
proaches, some focusing on server-based
applications, some like Softricity on desk-
top programs. Other vendors include
Datasynapse, with its GridServer, and
Trigence with its Trigence Application
Environment.

Americo Life Insurance of Kansas City,
Mo., is a Softricity SoftGrid user, and is

See Softricity, page 27

See TriCerat, page 27
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Compliance: A horse is a horse

O
ne of the hottest topics over the past
year is “compliance auditing.” Regu-
lations from the Health Insurance

Portability and Accountability Act to the
Sarbanes-Oxley Act require that computer
access to data not only be tightly con-
trolled but also heavily monitored, logged
and audited. Some regulations require
auditing all users and resources and
being able to tell — at any point in time
— which objects could possible access
which other objects and why they should
be able to.

This is a far cry from the typical forensic
auditing that network professionals did
just a few years ago,when audit logs were
really only read after a problem had
occurred in an attempt to determine who
(or what) might have caused the situa-
tion. Still, there also have been major
advances in these security-monitoring
functions.

Let’s say there’s a very up-to-date horse
ranch,with sensors all over the barns wire-

lessly connected to the ranch network.
Constant monitoring of comings and
goings of horses and cowboys is logged.
Access to individual stalls is controlled
with proximity cards, and a verifiable
record of who can access which horses is
always available.

One morning, it’s discovered that the
barn door is open and all the horses are
missing.

Old-style audit logging would require that
we now sit down and read through the logs
to discover who was (probably) the last
cowboy to leave the barn. “Probably,”
because if that cowboy didn’t lock the
door,then there’s no record of him leaving.
We need to match up all entrances and
exits to see where there was an entrance
(logon) without a corresponding exit
(logout).But the horses are still gone.

If the rancher has good regulatory com-
pliance auditing tools,he could query the
command console to see who had access
to the barn — and to each horse’s stall —
during the hours that the security breach
might have taken place. He can show the
federal investigators whether he was in
compliance with all regulations regarding
horses, barns and data security. But the
horses are still gone.

An up-to-date ranch network armed

with sensors, detectors and rules would
have noted that the barn doors were
unlocked after the time set for them to be
locked. It would have noticed horses out
of their stalls at a time they shouldn’t be.It
would have noted a human presence
when none had logged on. And it would
have responded by locking the door
before the horses got out.

What about your company’s “horses”?
Can you stop them from getting away?

Kearns, a former network administrator,
is a freelance writer and consultant in
Silicon Valley. He can be reached at
wired@vquill.com.

WIRED
WINDOWS

Dave
Kearns
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I f you’re interested in lock-
ing the barn, automatical-

ly, before the horses get out,
you might want to look at
the partnership between
security vendor Corestreet
and Assa Abloy, a leader in
lock technology.

Tip of theWeek

about to start beta-testing ZeroTouch as
part of its move to a corporate Web portal
based on Plumtree’s software. It plans to
phase out its Citrix server farm, virtualize
its desktop applications with SoftGrid,and
access them through ZeroTouch.

“ZeroTouch adds a new layer to SoftGrid,”
says Kimberly Peine, director of emerging
technology and architecture for Americo.“I
can now let a department manager give
her people the applications they need, as
they need them,without involving IT. I can
tell her,‘you have five licenses for Visio [a
Microsoft drawing program], and you can
decide who gets to run them.’”

If the manager authorizes specific
users, they simply click on the “Manage
My Applications” button on the lower
right of the ZeroTouch Webpage. On the
new page, users see the additional appli-
cations, including in this case, Visio.
Another mouse click on the “Activate”but-
ton, triggers ZeroTouch to assign the
application to the user, who has immedi-
ate access to it.

From an IT viewpoint “we just leave the
PC alone,”Peine says.

Peine says she also likes the reporting
feature that’s part of ZeroTouch. Both she
and the department can access Web-
based reports on a range of usage data
such as who uses what application when,
and for how long.

ZeroTouch is scheduled to be available
by July. Pricing will be announced at that
time.■

Softricity
continued from page 25

machines names, domain or user group,
and not only determine what an end user
can do but what end users see on their
screens.

“The moment you install these tools, the
only thing users have is access to log off.
Administrators have to build up from
there,” says John Byrne, president and
CEO of TriCerat.

The final two tools in the suite are

Simplify Profiles and Simplify Resources.
Simplify Profiles lets administrators push
user profiles down to a desktop each time
an end user logs on. The profiles control
the entire end user session, including reg-
istry key settings and names of drives.The
Simplify Resources tool controls the way
Windows allocates CPU and memory to
ensure no one application can cripple
the performance of the server it is run-
ning on.

The Simplify Suite is priced at $3,000
per server.■

TriCerat
continued from page 25

Microsoft storage tool
hits the beta stage
■ BY DENI CONNOR

PHOENIX — Microsoft last week
announced that its disk-based backup
and instant-recovery software is now
available for beta testing.

Introduced last September as Data
Protection Server, the product has been
renamed Data Protection Manager.
Microsoft says the product, which is
designed to back up as many as eight
servers, will let IT administrators continu-
ously back up the Windows NT file system
and recover data from any point in time.
The company, which aired its latest plans
at Storage Networking World last week in
Phoenix, says it has back-up support for

Microsoft Exchange and SQL Server in
the works.

Data Protection Manager works with
Microsoft’s Active Directory, Windows
Server 2003 and Windows Storage Server
2003. Users of Dell, EMC or HP network-
attached storage appliances that use
Windows Storage Server 2003 also will be
able to use Data Protection Manager. It
will work with Microsoft’s System Center
software.

IT administrators who download the
beta software will be able to upgrade to
the final product when it ships, most like-
ly in the third quarter. Pricing for com-
pleted product has not been
announced.■
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■ BY JENNIFER MEARS

A start-up headed by former Marimba
CEO Kim Polese is hoping to be the one-
stop-shop that companies turn to as they
expand the use of open source applica-
tions in their data centers.

Called SpikeSource, the company was
founded in 2003 to test and certify stacks
— or integrated packages — of open
source software and then provide support
and maintenance for them. Earlier this
month,SpikeSource announced the gener-
al availability of its Core Stack, which in-
cludes seven preconfigured packages that
integrate more than 50 open source com-
ponents on six operating systems — in-
cluding Linux and Windows — in six pro-
gramming languages.

“Our focus is to make open source safe
for the enterprise,”Polese says.“We’re doing
that through solving one of the biggest
problems that has emerged in using open
source in production environments: inter-
operability....What’s really missing [in open
source] is that centralized integration, or
productization — what we see in propri-
etary software.”

SpikeSource automates the time-consum-

ing task of ensuring that the hundreds of
different combinations of software compo-
nents — both open source and proprietary
— work together. Today, most companies
do this manually.

“We’re getting fan mail from companies

saying, ‘What used to take me days now
takes me minutes,’”Polese says.

SpikeSource uses a “testing harness” that
was two years in the making to test across
the possible combinations of software
components, operating systems and lan-

guage run times.The company runs more
than 22,000 tests each day across the stacks
to identify interoperability issues and apply
appropriate fixes,Polese says.

The Core Stack is free and can be down-
loaded and installed from www.spike
source.com.The company also offers four
levels of support, each of which includes
an update service. Basic Installation
Support is based on 30 days of assistance
and includes technical support installing
and configuring open source components,
priced at $795 per year; SpikeSource Silver
Support, which adds incident-based sup-
port with a one-business-day response
time, is priced at $10,000 per year; and
SpikeSource Gold Support, which offers a
four-hour response time, 24/7 phone sup-
port and is aimed at mission-critical
deployments, is priced at $25,000 per year.

Companies in growing numbers are look-
ing beyond Linux to bring in open source
versions of middleware such as application
servers and databases. The trouble they
often face is that integrating the middle-
ware pieces can be tricky,not only because
of interoperability issues, but also because
of questions around licensing and intellec-

Start-up to create open source harmony

Software indicates when
to discard information

ApplicationServices
■ CRM  ■ MESSAGING/COLLABORATION  ■ WEB SERVICES  

■ ERP ■ E-COM   ■ NETWORK AND SYSTEMS MANAGEMENT
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Short
Takes

■ SAP is offering a helping hand to
companies that outsource adminis-
trative processes with the launch of a
new support program. As part of the
business process-outsourcing pro-
gram, called BPO Services Powered
by SAP, the company will help set up
and operate BPO delivery platforms
in cooperation with service providers,
including Affiliated Computer
Services, ADP, Electronic Data
Systems and LogicaCMG PLC. SAP’s
services-oriented architecture, pro-
vided through its NetWeaver applica-
tion and integration platform, is
developed to make it easier for com-
panies to move non-core business
processes outside the company, while
retaining control of information and
workflows in a tightly integrated way,
the company said.

■ E-mail security gateway maker
IronPort last week announced that it
has struck a deal for e-mail perfor-
mance management company
Return Path to take over its Bonded
Sender whitelist service. Return Path
now is responsible for the operations,
marketing and future enhancements
of Bonded Sender, while IronPort will
continue to feed Return Path the
back-end data it needs for the ser-
vice, says IronPort CEO Scott Weiss.
The terms of the deal remain undis-
closed. Bonded Sender is a whitelist
service under which companies that
send legitimate e-mail post a bond
ensuring their messages are wanted,
and in exchange are not flagged as
potential spam in the recipient’s anti-
spam filter. If a complaint is filed
against a bonded sender, a fee is deb-
ited from that company’s posted
bond. Web site certification company
Truste provides oversight and dispute
resolution for the service.

SpikeSource, page 30

■ BY ANN BEDNARZ

Start-up PSS Systems this week is expect-
ed to unveil software designed to help
companies automate decisions about
which documents need to be saved and
which can be tossed.

The company’s Atlas Information Policy
Management (Atlas IPM) suite looks to
help companies create and manage poli-
cies for document retention, disposal,
preservation and production.Once a com-
pany configures its policies, Atlas IPM
enforces those policies across disparate
data sources, including files stored on PCs,
file servers and in data repositories.

Atlas IPM can help companies reduce
their document discovery and storage
costs, and improve user productivity, says
Deidre Paknad, president of PSS Systems,
which was founded in 2001 and backed by
$30 million in venture funding. It retains

only a single instance of each document
and disposes of unnecessary versions or
records that have reached their end-of-life
stage. On the legal front, the software is
designed to help companies more easily
find the documents they need to produce.

Companies often have retention policies,
but they aren’t always uniformly enforced
across distributed sites. At the same time,
companies store massive amounts of infor-
mation that don’t need to be preserved —
which can complicate electronic discov-
ery efforts,says Paknad,who founded CRM
vendor CoVia Technologies in 1996 and
most recently was a vice president at regu-
latory compliance software maker Certus.

These days, information policy manage-
ment software that specifies how and
where to retain documents is gaining inter-
est among companies that face compli-
ance with regulations such as the

See PSS Systems, page 30
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A target in your pocket
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T
his is not just another column on the
evils of radio frequency identifica-
tion,even though it starts out looking

like one. This is actually about decision-
making.

After a series of closed meetings, the
U.N.-sponsored International Civil Aviation
Organization developed an international
standard for electronic passports.The stan-
dard specifies a passport with an embed-
ded RFID-like electronic chip. Unlike the
RFID chips I have recently written about
(see www.nwfusion.com, DocFinders:
6728 and 6729), which basically contain a
unique ID, the chip in the passport will be
able to store all sorts of information (even-
tually up to 512K bytes). The initial infor-
mation set includes name, date and birth-
place, a digital photo and, I expect, the

country that issued the passport. The U.S.
and a number of other countries are in the
process of adopting the standard. As with
other RFID chips, the information in the
passport chip will be able to be read with-
out the reader having to be in actual con-
tact with the passport. Also, as with other
RFID proposals, quite a few people have
expressed considerable concern over 
this remote reading ability, particularly be-
cause the data will not be encrypted.
The American Civil Liberties Union 
(ACLU) and Electronic Frontier Founda-
tion both provided comments to the U.S.
State Department on the proposed elec-
tronic passport.Their comments and back-
up material are online at DocFinders: 6738
and 6739. Do not read this information if
you want to continue to think that the U.S.
government wants to protect your safety.

One ACLU document uses information
that it obtained under the Freedom of In-
formation Act to detail how the U.S. gov-
ernment repeatedly argued against adding
safeguards to the standard, such as
encrypting the data or using a device with

physical contacts rather than wireless
chips, when such safeguards were pro-
posed by other countries.The U.S. govern-
ment also repeatedly dismissed concerns
of surreptitious scanning of these electron-
ic passports, while still in the traveler’s
pockets.The U.S.government’s public posi-
tion is that the scanners are bulky and only
will work at very short distances (about 4
inches).This position willfully ignores the
fact that technology is constantly improv-
ing. If reading can be done at 4 inches
today, it will be 4 feet in a year or two, and
40 feet a few years after that (see my col-
umn at DocFinder: 6729).There are many
parts of the world where I would not want
to travel with a passport in my pocket that
could tell any properly equipped terrorist
within easy striking distance that I’m an
American.

Overall the picture is chilling. What is
most chilling is the idea that the U.S. gov-
ernment has been actively trying to keep
the passports from being secure. In
effect, the government has been actively,
and with full warning from many

sources, trying to ensure that Americans
will be at risk when traveling any place
where someone might harbor bad feel-
ings toward the U.S. What kind of deci-
sion process could possibly have con-
cluded that putting one’s own country-
men at risk was worse than having secure
passports? The only thing I can think of is
that the U.S. government must want to
surreptitiously track passport holders
from other countries, and the desire to
do that outweighed the safety of Ameri-
cans. Maybe there is another explana-
tion, one that just involves mulish stupid-
ity or obstinate shortsightedness about
the pace of technical evolution. But, as a
traveler, I am being put at risk. That’s not
something that I much like, whatever the
explanation.

Disclaimer:Mulish stupidity is not a com-
mon Harvard trait, so the above observa-
tion is mine — not the university’s.

Bradner is a consultant with Harvard
University’s University Information Systems.
He can be reached at sob@sobco.com.
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Bradner
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Sarbanes-Oxley Act,as well as an increase
in litigation-related document discovery
obligations. Enterprise content manage-
ment vendors, such as EMC, FileNet, IBM
and Open Text,offer products with version
control, records management, collabora-
tion and workflow features.

PSS Systems’ software complements
those companies’ suites, Paknad says.
“There’s a whole diversity of information
systems that keep certain kinds of business
information, and generally those are
unique to a business unit and department,”
she says. For example, a company might
keep financial information in an SAP sys-
tem and legal contracts in a separate con-
tent management system.“Atlas IPM acts as
an overlay across all of the disparate sys-
tems and stores where companies keep
data.”

Atlas IPM consists of two main compo-
nents: server-based policy management

software and desktop-based enforcement
agents. Policy Atlas is the suite’s repository
of corporate policies and schedules.
Companies can oversee and authorize
policies centrally, while delegating man-
agement responsibilities to staff in different
locations and business units. If a legal mat-
ter requires turning over documents, com-
panies can use Policy Atlas to handle cor-
porate-wide notification and collection

processes.
Policy Point is the enforcement compo-

nent that applies policies to information
repositories. Agents deployed on user
desktops and file servers tag unstructured
content as it’s created or received. The
agents can move content if necessary — if
a user creates a business contract that is
supposed to be stored in a particular sys-
tem according to corporate retention poli-
cies, the agent will move the document to
that location. Policy Point agents also can
override disposal schedules if a legal mat-
ter requires certain documents be saved.

Because Atlas IPM creates a policy and
classification layer over current infrastruc-
ture,it’s not disruptive to end users,Paknad
says.“It’s not a brand new repository,where
users should put all information. It’s a
repository of policies and a pretty quiet,
pretty invisible technology that leverages
the repositories companies already have.”

Enterprise pricing for the Policy Atlas and
Policy Point software modules starts at
about $100,000 each.■

PSS Systems
continued from page 29

tual property as open source is com-
bined with current legacy applications,
analysts say.

A Forrester Research survey of 140 North
American firms last year found that 46% of
respondents use open source software
and 14% have plans to bring open source
into their data centers. But 39% of the
respondents said they had no plans for
open source software and said that lack of
skills and support were the primary
inhibitors.

As part of SpikeSource’s effort to make
the integration of open source into enter-
prise data centers easier,the company also
announced that it was partnering with
other open source companies — such as
Black Duck Software,which provides tools
to ensure that open source software meets
licensing requirements,Red Hat,JBoss and
Novell — to expand the open source prod-
ucts and services it can offer.

SpikeSource’s competitors include
SourceLabs, Gluecode, GroundWork and
OpenLogic.

“They’re all trying to resolve one of the
side effects of the vibrant open source
community, which is lots and lots of pro-
jects that are quasi-independent. They 
are trying to provide a single source so
that you don’t have to use different instal-
lation tools and have different scripts to
deal with [when deploying these compo-
nents],”says Michael Goulde,a senior ana-
lyst at Forrester.

“That will lead to a much higher proba-
bility of success. It’s worked that the indi-
vidual projects can’t do it — it’s not part
of their scope.And the major vendors —
such as IBM — haven’t stepped up to the
table yet.”■

SpikeSource
continued from page 29

E-mail archiving on
the rise 

Among 300 companies 

surveyed by Gartner

28% 
have an e-mail archiving 

system in place, while 21% plan

to implement one within 12

months.

IBM software targets compliance
■ BY ANN BEDNARZ

IBM recently announced software aimed at helping companies
comply with Basel II, the international banking accord.

The company’s Risk and Compliance Basel II Information Man-
agement Offering combines data management and analysis tools
to help handle the information banking institutions must collect
and report in accordance with Basel II. Published by the Bank of
International Settlements,Basel II is a standard for measuring risk.

IBM’s Basel II platform — which the vendor says 35 banks now
use — includes its DB2 Data Warehouse,WebSphere Information
Integrator and Alphablox analytic software.

The bundle also is integrated with Fair Isaac’s Triad adaptive con-
trol system,which includes specialized tools for risk analysis.Used

together, the platforms can help banking institutions decide on
customer and account management, scoring, collections, credit
line management and marketing communications, IBM says.

Among U.S. retail banks, compliance and risk management is a
key technology driver,according to research from Datamonitor. In
the firm’s survey of 100 IT executives at U.S. banks, 80% said
enabling compliance with changing regulatory requirements is
the most important driver of core systems investment in 2005.

Respondents plan to spend $2.6 billion this year,or 4.2% of their
total IT budgets,on systems for achieving compliance with regula-
tions such as Basel II, the Sarbanes-Oxley Act and the Patriot Act,
Datamonitor says.That’s up from almost 4% in 2004.

Enterprise price averages $500,000, not including the Fair Isaac
TriadD software.■
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I
s 911 service an optional feature, or an
integral part of telephone service? 

After a 17-year-old girl couldn’t get
through to police when home intruders
shot her parents, the state of Texas sued
VoIP provider Vonage for “deceptive trade
practices”for failing to offer built-in 911 ser-
vices. Other states are following: Last week
the governor of Illinois called publicly for
VoIP providers to be forced to include
built-in traditional 911,and New York is said
to be planning a similar statement.

Vonage disagrees, arguing essentially
that 911 is an option, not a requirement.
Vonage customers don’t receive built-in
911 service — they have to pay extra.Even
when they do,Vonage’s 911 service lacks
critical emergency features such as loca-
tion detection. Finally, Vonage says that
while it would like to add comprehensive
911 features to its VoIP service, the incum-
bent local exchange carriers (ILEC) won’t

offer the necessary network access.
The ILECs’ rebuttal:The real issue is cost.

Vonage doesn’t want to pay for integrating
into the 911 infrastructure, they say.“There
are existing procedures to connect to the
911 network today, which several [VoIP]
providers utilize.Vonage has opted not to,”
says a BellSouth spokesperson.

There’s a bigger issue at stake. Many VoIP
advocates make the broader argument that
21st century technologies such as VoIP
shouldn’t be held back by expensive 20th
century regulations such as those applied
to 911,which they say stifle innovation and
shortchange consumers.

In a world with global positioning ser-
vices and instantaneous satellite connec-
tivity,these folks say it’s time to rethink how
and where we connect to emergency ser-
vices. Maybe emergency connectivity
shouldn’t even be a part of telephone ser-
vice at all,particularly when better alterna-
tives exist, they say.

That sounds reasonable.But is it? For one
thing, these “alternatives”don’t, in fact,exist
— and it’s not at all clear they’d actually be
better. Assume every man, woman and
child in the U.S. were issued a pocket
device that connects to the global satellite
network, pinpoints the user’s location and
provides one-button emergency access.

The service would be massively expen-

sive to roll out and maintain.And its ability
to deliver always-on services would be
questionable. Batteries need to be re-
placed. Satellite doesn’t work in hard-to-
reach places, such as basements. Emer-
gency devices can be lost (ever misplace a
wallet or key ring?).

And last but not least, what organization
should own and operate this brave new
emergency infrastructure? (Do you really
want the government getting real-time
information on the whereabouts and
movements of every citizen?)

More to the point, there’s something fun-
damental about the linkage of emergency
services and telephony.As Thomas Norling
puts it in his brilliantly concise history of
911:“At the beginning of most all telephone
operations was a need to provide emer-
gency communications.” (See www.nw
fusion.com,DocFinder: 6730 for the rest.) 

Norling is right.Vonage is wrong.911 isn’t
optional, it’s an integral part of telephony.
VoIP providers should pony up the cash to
integrate properly into the current 911
infrastructure, and if that increases costs
and slows adoption,so be it.

Johnson is president and chief research
officer at Nemertes Research, an indepen-
dent technology research firm. She can be
reached at johna@nemertes.com.

Short
Takes

■ AT&T last week inked a three-year,
$21 million contract with The Service-
Master Co. ServiceMaster is essen-
tially renewing its contract with AT&T,
which provides a national IP VPN ser-
vice to the company. ServiceMaster is
a residential and commercial compa-
ny that provides a host of services,
including cleaning, lawn care, land-
scape maintenance, pest control and
plumbing services. ServiceMaster
uses the IP VPN service to communi-
cate with its 5,400 company-owned
and franchised service centers and
offices. The company also uses the
network to securely communicate
with partners and suppliers.

■ Occam Networks, a supplier of
Ethernet- and IP-based loop carrier
equipment, recently announced an
alliance with Tellabs. Tellabs will sell
Occam equipment to North
American carriers. Tellabs also has
licensed Occam’s Ethernet transport
technologies for integration into its
FiberDirect portfolio. Occam’s broad-
band loop carrier products are de-
signed to enable telecom providers to
create broadband access networks
capable of delivering services such
as VoIP, IPTV and high-speed data
over copper using IP and Ethernet
protocols. 

■ Managed Ethernet service provider
Yipes Enterprise Services last
week said it received a Series C
round of funding of $24 million. The
round was led by Crosslink Capital,
along with Yipes’ investors Norwest
Venture Partners, JPMorgan
Partners and Sprout Group, a venture
capital affiliate of Credit Suisse First
Boston. Yipes said the new round of
funding exceeds the company’s finan-
cial requirements to reach positive
cash flow in 2006. In total, Yipes has
raised nearly $94 million since July
2002, when it emerged from bank-
ruptcy. Previously, Yipes was a poster
child for the telecom meltdown, burn-
ing through about $300 million in
funding between its founding in 1999
and its Chapter 11 bankruptcy filing
in March 2002. 

■ BY CAROLYN DUFFY MARSAN

Global ISP BT Infonet is expanding its
suite of IP VPN services by adding applica-
tion-based configuration and monitoring
tools.

BT Infonet’s new Application Centric VPN
is available with its IP VPN Secure,a private
IP-based service built using Multi-protocol
Label Switching (MPLS) technology. The
service is available in 57 countries.

The managed service includes devices
for optimizing application performance
over a network,as well as software that pro-
vides increased visibility and detailed con-
trols for users. It is designed to dynamical-
ly allocate VPN resources to meet the
needs of business applications.

“The focus here is on managing applica-
tion performance,” says Jean-Noel
Moneton, vice president of VPN Services
for BT Infonet. “By giving the customer

some level of visibility and some level of
control, we end up giving him better net-
work economics.”

BT Infonet’s new service automatically
recognizes more than 160 applications
from leading vendors such as SAP, Oracle
and Citrix. Users can discover what appli-
cations are running on their networks and
then set priorities in terms of the class of
service each application will receive.

The service uses a network appliance
from Ipanema Technologies (which has BT
Infonet as a minority shareholder) to opti-
mize application performance in real time.
It also uses EMC Smarts software to auto-
mate network systems management and
MetaSolv Software’s operation support sys-
tem software.

The service provides real-time outage
and performance alarms should the
Application Centric VPN fail to meet its
application performance targets. Users

receive regular reports to see how various
applications are performing, as well as
reports in response to particular problems.
Other features of the Application Centric
VPN service include support for compres-
sion,multicast and multiVPN.

BT Infonet’s service is targeted at multi-
nationals with at least 10 sites globally.

Pricing for the Application Centric VPN
depends on the number and type of sites
taking advantage of the service. For a net-
work with 20 sites — 11 in Europe, five in
the U.S., two in Asia and one each in South
America and Canada — the service would
cost approximately $35,000 per month, BT
Infonet says. This price includes the port
and the IP Applications Engine at each site,
all the monitoring and application control-
ling software, and the full suite of applica-
tions reporting. These prices are for T-1-
comparable access, although they do not
include a router or local access line.■

www.nwfusion.com 4/18/05 NetworkWorld

BT Infonet bolsters IP VPN services

911 isn’t a negotiable service
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EYE ON THE
CARRIERS

Johna Till
Johnson
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■ BY GRANT GROSS

A U.S. senator is pushing legislation that
would prevent Congress from extending a

long-standing telecom tax to Internet
access.

Sen. George Allen (R-Va.) says legislation
is needed after Congress’ Joint Committee

on Taxation in January suggested the possi-
bility of an expansion of a 3% federal
excise tax on telecom to Internet traffic,
including e-mail and data services.

The federal excise tax, first enacted in
1898 to fund the Spanish-American War,
raises about $6 billion per year. At points
during the last 107 years, the tax has been
eliminated, reinstated and raised to 25%.
Congress made the tax permanent in 1990.

“We won the Spanish-American War over
100 years ago,”Allen said at a press confer-
ence last week. “This tax represents an
unnecessary service tax on consumers.”

The Joint Committee on Taxation in Jan-
uary presented three options for the tax,
one being to tax all Internet traffic.A second
would extend the tax just to voice traffic
over the Internet,with a third option redefin-
ing how long-distance calls are taxed, with
no taxes on Internet data or voice.

In November, Congress passed the
Internet Tax Nondiscrimination Act, which
extended a moratorium on new Internet-
only taxes passed by state and local gov-
ernments. But that bill, also sponsored by
Allen,didn’t apply to the current excise tax.
Allen’s new bill wouldn’t prohibit taxes on
VoIP; that would be addressed under a sep-
arate bill likely to be introduced later.

The January report from the Joint Com-
mittee on Taxation noted that the growth of
wireless-voice services and the Internet
have created confusion about how the fed-
eral tax should be applied. “The present
communications excise tax provisions
were enacted before the development of
most modern technology,” the report said.
“The proliferation of wireless communica-
tions technology and the Internet, and 
in particular broadband access, has
blurred the lines between ‘data’ and ‘voice’
and between the functions of transmission
and application. Consequently, service
providers have found it increasingly diffi-
cult to determine which services are tax-
able communications services and which
are nontaxable information services.”

Asked why a bill was necessary to prevent
a tax on Internet access that does not yet
exist, Allen said it was important to head
the idea off before it gains momentum. In
addition to the Joint Committee on Taxa-
tion proposal,the Internal Revenue Service
last July asked for public comments about
whether VoIP should be subject to tele-
phone taxes.

Representatives of the Progressive Policy
Institute, a liberal think tank, and Ameri-
cans for Tax Reform, a conservative policy
group,both endorsed Allen’s efforts.

Robert Atkinson, vice president of the
Progressive Policy Institute, said he dis-
agreed with the elimination of the federal
excise tax during the U.S.government’s cur-
rent budget deficit.But an additional tax on
Internet access could slow the U.S. econ-
omy and discourage IT investors,he said.

“We’re a long way from maturity in the
industry,” he said.“One of the things that’s
made the Internet attractive [to investors]
is the light tax burden.”

Gross is a correspondent with the IDG
News Service.

Legislation would prevent federal ’Net access tax 
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■ BY TONI KISTNER

To help public agencies comply with the
federal government’s Continuity of Opera-
tions mandate, Cisco recently announced
its VirtualCOOP Solution and MeetingPlace
Crisis Management Application at the
Federal Systems Expo in Washington,D.C.

COOP requires all federal agencies to
develop a plan for continuing operations
during and following a disaster, and the
ability of employees to telework is crucial.
Last June,President Bush issued a directive
outlining COOP objectives. Steps include
identifying alternative operating facilities,
providing interoperable communications,
and validating the capability through tests.

Cisco breaks down its VirtualCOOP
Solution into four parts:

● Network (component, device, solution
and system-level redundancy).

● Application (data center solutions,con-
tent-delivery services, storage networking
and data replication).

● Communications (distributed, central
office-based gateways and distributed call
centers with integrated messaging).

● Workforce (wireless integration, office-
in-a-box products and telework).

“This is like mesh COOP,”says Christopher
Baum,an analyst at Gartner.“If you start dis-
tributing the network,you get huge disk re-

positories supporting individual people at
remote locations. You need a system for
bringing them together in a method that’s
recoverable and actively self-managing. So
when you lose a node on the mesh you
don’t lose the entire mesh. There hasn’t
been the technology before to do this.”

Cisco’s VirtualCOOP Solution relies on
current (and emerging) Cisco technolo-
gies, such as VPN tunnels connected to
high-availability networks. The Meeting-
Place Crisis Management Application is
new, and was developed by Cisco and
Apptis. The product lets federal agencies
and state and local police and fire squads
establish a permanent conference bridge
for VoIP communications. When a user
calls in and types in an ID code to establish
the bridge, network resources are dynami-
cally allocated to the connection.

Cisco leaves the people aspects of
agency resilience and COOP — succes-
sion planning and teleworker training — to
partners Accenture, IBM, HP and Northrop
Grummand. Partner SAIC is conducting a
trial (setting up Cisco VPN connections
and VoIP phones) with a civilian govern-
ment agency, says Chris Shenenfiel, Cisco’s
federal industry solutions manager.

“Government IT execs are beginning to
discover networking can get around many
of their problems,”Shenenfiel says.“A snow-
storm in D.C., shouldn’t disrupt operations
in Dallas. It was like a revelation to them.”

Cisco is targeting civilian government
agencies, including the Census Bureau,
Small Business Administration and the

Smithsonian Institute.The telework compli-
ance numbers are low: Shenenfiel says
they’re wrestling with some problems.

“The Department of Defense has its own
programs,but civilian agencies aren’t so far
along,”Shenenfiel says. “Funding right now
is keenly focused on Homeland Security,
and other agencies that aren’t directly
aligned with [national] defense still need
to achieve these mandates.But where’s the
money? Now they have a penalty for not
teleworking but no funding for telework.”

So agencies must think creatively. Now
federal employees are compensated $100
per week for commuting; money that
could be used to fund telework,Shenenfiel
says. They’re also beginning to grasp that
using telework to achieve COOP can pay
for itself by cutting real estate costs.

When agencies have money to fund IT
projects, Cisco is helping them — with
COOP in mind. When rebuilding a data
center,for instance,agencies can distribute
servers to locations across a self-configur-
ing, self-healing network, and establish pri-
mary and back-up centers in other places.

“One thing we’ve learned is to back up
your laptop, but nobody does,” Baum says.
“But when users’ file replication and back-
up happens in the background, they won’t
need to keep paper copies and back-up
files that can get lost and pose a security
risk.Then you’ll have a variably connected
and secure environment that knows when
the client’s connected to a 115K bit/sec
GPRS link or an unsecure Wi-Fi network.
That’s the level of management that’s been
missing.”■

■ BY GRANT GROSS

A group of technology vendors and U.S.
government technology leaders recently
launched an effort to encourage federal
employees to telework. The Telework Ex-
change, announced at the FOSE govern-
ment IT show in Washington, D.C., comes
on the heels of a survey published in
January that showed nearly two-thirds of
U.S. government workers haven’t been
allowed to telework even though the U.S.
Congress has established penalties for
agencies that don’t have telework options.

CDW Government (CDW-G), which re-
leased the survey, founded the Telework
Exchange with Intel,Citrix and Juniper Net-

works. Since the survey was published,
CDW-G has found only a 1% increase in the
number of federal workers teleworking.
Telecommuting is especially attractive in
the Washington,D.C.,area as a way to avoid

traffic and reduce pollution.Increased tele-
working also can help government agen-
cies attract workers and operate in times of
security threats,says Karen Evans,adminis-
trator of the Office of the Electronic
Government and Information Technology
at the White House Office of Management
and Budget (OMB).“We want to eliminate
the telework gridlock,”she adds.

The Telework Exchange will include an
advisory board with congressional, OMB
and industry representatives.“The objective
is to ...move teleworking into the fast lane,”
says Stephen O’Keeffe,executive director.

Gross is a correspondent with the IDG
News Service.

Cisco aids govt. in business continuity 

Group tries to spur telework 

Net.Worker■ PRODUCTS,  SERVICES AND STRATEGIES 

FOR TYING TELEWORKERS TO THE ENTERPRISE
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Short
Takes

■ Zyxel has announced the Zywall

P1 Personal Internet Security

Appliance, a portable VPN and fire-
wall for mobile users. The 3-by-5-inch
device includes Ethernet WAN and
LAN ports and a USB port. Security
includes a stateful packet inspection
firewall, IPSec VPN client and end-
point management, and costs $299.

■ Tritton Technologies has intro-
duced a line of network-attached stor-
age devices for small offices and con-
sumers. Products come in 160G, 200G
and 250G-byte models, and include an
FTP server for sharing files over the
Web. Prices range from $199 to $299;
an enclosure-only model costs $99. 

Dirty work
A U.S. government commuter

driving a round trip of 40 miles a

day in an SUV would spend about

$8,100
a year commuting, and pump 6.8

tons of pollutants into the air. 

S O U R C E :  T E L E W O R K  E X C H A N G E
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■ BY MARILYN MICHELSON

As Gigabit and 10G Ethernet networks
take hold in companies that need more
speed, the copper physical layer of
cabling has evolved to easily handle
future applications. One of the most
recent improvements to infrastructure is
Category 7 cabling (sometimes called
Class F).

The Cat 7 standard for high-bandwidth
cabling was developed in Europe and is
gaining increasing recognition in the U.S.
It is formally referred to as international
standard ISO/IEC 11801-2002.

Cat 7 cabling technology accommo-
dates up to 600 MHz of bandwidth, the
most for any type of copper cabling.
Previous cabling technologies were based
on conservative performance standards,
such as Category 5e — 100 MHz, and
Category 6 — 250 MHz. Early adopters of
new technology such as 10G Ethernet, or
companies concerned with electromag-
netic interference to an environment such
as a factory floor, tend to use Cat 7
cabling.

Cat 7 cabling is fully shielded — each
pair is shielded with a foil screen,and the
cable itself has an overall shield. Some

versions also add in a braid screen
between the cable sheath and the shield-
ed pairs. The cabling also is immune to
alien crosstalk — that is, noise from adja-
cent cables outside its own sheath.

Until now, Cat 5e and Cat 6 cables have
used cancellation techniques to handle
the effects of noise from within the cable
sheath. The biggest problem to copper
cable with 10G Ethernet transmission is
noise from outside the sheath.

Price/performance
Cat 7 cabling is the biggest pipeline for

balanced cabling. But it costs roughly
three times as much as Cat 6 plenum
cabling, which is priced at $380 for a
1,000-foot reel. Companies that have a
planning horizon of 10 years might be
able to justify the cost of a Cat 7 installa-
tion (cable and connectors) because it
should save money over alternative
cabling methods that can handle applica-
tions that require much more bandwidth.

One way to look at this Cat 7 cable is to
think of it like the old “Type 1” cable, but
with four pairs.This cable offers the user a
choice based on the style of connector
installed with it (RJ-style and non-RJ-
style).

With the non-RJ-style connector, it offers
application sharing. With the RJ-style, the
infrastructure becomes backwards com-
patible and interoperable.

For this cabling technology to become
more mainstream, an increasing number
of equipment manufacturers need to
design a Cat 7 interface on their hardware.
Companies also will have to grow accus-
tomed to a different interface. And the
cabling has a larger diameter than Cat 6
because it’s double shielded and typically

uses a 23 American Wire Gauge bare cop-
per conductor (vs. 24 AWG for Cat 6, 5e, 5
and others).

In addition to pricing this class of cable
and connector, certification by a National
Research Test Lab is important. This
means the lab’s mark will appear on the
cable jacket. The mark shows that the
equipment has been tested by a national-
ly approved test lab for safety and perfor-
mance and that it complies with the inter-
national Cat 7 standard’s performance
specifications.

A Cat 7 product lends itself to new band-
width, access, storage and speed de-
mands. Depending on your needs and
future goals, a cost-benefit analysis that
compares this latest copper cable tech-
nology with its competition’s perfor-
mance can help determine what to use.

Michelson is president of Business Com-
munication Services, which publishes BCS
Standards Updates covering copper, fiber,
coax, and wireless media. She can be
reached at randm@volcano.net.

Category 7 cabling boosts throughput

Technology
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Is there a system that can produce Web content
from several materials and then produce a set of
mostly static Web pages that we can deploy to a
site hosted by our ISP?

Take a look at Apache Lenya (http://lenya
.apache.org). Lenya is a content management sys-
tem that uses Apache Cocoon to provide a sys-
tem that can build Web sites for deployment to
third-party hosting sites. Lenya has several life-

cycle management features, including document
creation, management and WYSIWYG HTML edit-
ing support. The executable versions are great for
getting started. For production use, you will want
to build your own from scratch. To build Lenya,
download the Java source distributions of Cocoon
and Lenya from apache.org, and unpack them
both to the same parent directory. Build Cocoon
first by running the “build” command in the Coc-
oon directory you just created. Then change to the

Lenya source directory and follow instructions in
the Install-SRC.txt file, and run the “build” com-
mand in the Lenya directory. After that, you can
create and edit Web sites by pointing a browser at
http://localhost:8888. You then can publish content
to a folder and copy the new site to the ISP host.

Blass is a network architect at Change@Work in
Houston.He can be reached at dr.internet@change
atwork.com.

Ask Dr. Internet By Steve Blass

■ Network World is looking for great
ideas for future Tech Updates. If you
want to contribute a primer on a spe-
cific technology, standard or protocol,
contact Amy Schurr, senior managing
editor, features (aschurr@nww.com).

Got great ideas?
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Open source opens opportunities

F
irst off this week, do you have a rec-
ommendation for (or a warning
about) a hosting service? We’re look-

ing for good management features (partic-
ularly for lots of e-mail accounts),good pric-
ing (natch) and good support. Can such a
thing be found?

Anyway, last week we mentioned the
forthcoming release of Knoppix 3.8.1.Well,
it’s here.You can find a note about this ver-
sion at Distrowatch (www.nwfusion.com,
DocFinder: 6734), which also lists the FTP
and BitTorrent download links.

As discussed, this release of Knoppix
includes UnionFS, a stackable unification
file system that merges the updated con-
tents of multiple directories but keeps their
original physical content separated.

The UnionFS Web site (DocFinder: 6735)
describes the system as “useful for unified
source tree management,merged contents
of split CD-ROM, merged separate software
package directories, data grids and more.
UnionFS allows for any mix of read-only

and read-write branches, as well as inser-
tion and deletion of branches anywhere in
the fan-out. To maintain Unix semantics,
UnionFS handles elimination of duplicates,
partial-error conditions and more.”

The Knoppix implementation of UnionFS
merges the Knoppix RAMdisk with the
read-only file system on the boot CD so you
can modify any read-only file as if it was
writeable.

UnionFS is part of a project called the File
System Translator, or FiST. The goal is to
address the problem of file system develop-
ment,a critical (as well as time consuming
and expensive) area of operating-system
engineering.The FiST site notes:“Even small
changes to existing file systems require
deep understanding of kernel internals,
making the barrier to entry for new devel-
opers high. Moreover, porting file system
code from one operating system to another
is almost as difficult as the first port.”

FiST,developed by Erez Zadok and Jason
Nieh in the computer science department
at Columbia University, “combines two
methods to solve the above problems in a
novel way:a set of stackable file system tem-
plates for each operating system, and a
high-level language that can describe stack-
able file systems in a cross-platform
portable fashion.”

The idea is that with FiST, a stackable file
system would need to be described only
once. Then FiST’s code-generation tool
would compile one system description into
loadable kernel modules for different oper-
ating systems (currently Solaris, Linux and
FreeBSD are supported).

The project claims that with FiST,“code
size and development time are reduced
significantly, while imposing a small perfor-
mance overhead of only 1% to 2%. These
benefits are achieved,as well as portability,
without changing existing operating sys-
tems or file system.”

This is exciting stuff.And while we’re talk-
ing about Knoppix,we also should mention
another interesting Linux distribution
(www.yeslinux.org), which was conceived
of as “the premier distribution for a [small
office/home office] that [wants] to create or
has an existing Internet business.”Yes Linux
is intended to be secure and easy to use,
and a completely integrated distribution.

Talking of usability, we just received
Xandros Desktop,arguably the best attempt,
so far, at a truly user-friendly Linux, achiev-
ing what one reviewer, Robert Storey, de-
scribes as “putting a point-and-click inter-
face on the untamed beast — think of it as
Debian with pizazz”(DocFinder: 6736).

Storey appears to have been very im-

pressed with the product from the start of
his review:“There is not a whole lot to say
about the installation,except that Aunt Tilly
could do it with her eyes closed (unless
she’s dead). Xandros boasts superb hard-
ware detection, so unless you’ve acciden-
tally mistaken a Macintosh for a PC, the
install procedure should go smoothly.”

Robert comments, “There is a running
joke that you can install Xandros on a
Windows user’s hard drive, and he or she
won’t even notice.That, of course, is an ex-
aggeration — surely our hypothetical Win-
dows user would wonder what ever hap-
pened to Solitaire.” This is encouraging, as
the goal of a workable non-Windows desk-
top appears to be getting nearer.

These projects indicate there’s an
astounding amount of technology being
developed. No matter how much effort is
put into developing services and technolo-
gies for proprietary operating systems, over
the next few years open source develop-
ment will provide a bigger foundation for
richer and more sophisticated operating-
system platforms than anything any vendor
in the commercial market can achieve.

Your thoughts on hosting, Knoppix,
UnionFS,FiST,Xandros or anything else you
please to gearhead@gibbs.com.

GEARHEAD
INSIDE THE

NETWORK
MACHINE

Mark
Gibbs

E
very once in a while you need to stop looking at the
big picture and focus on the little things. Here’s
some little things that recently caught our attention:

The sscoop:
Laptop Legs,

about $20,
from LapWorks

( w w w. l ap t o p
desk.net)
What iit ddoes: If

you’re looking to
elevate your note-

book PC to let it
cool down or
even improve
typing ergonom-
ics but don’t

want to buy an expensive separate laptop stand, then
these plastic laptop legs might be just the solution. By
placing two of them on the bottom of your notebook,you
can elevate the back up by 1 or 1.5 inches to let hot air
from the notebook escape or let cool air in.

Why iit’s ccool: The legs have adhesive that stick to your
notebook,so you don’t have to bring a separate notebook
stand when you’re traveling.These also are probably the
most inexpensive way to help dissipate heat from the
notebook that we’ve seen (other than trying to create

your own notebook stand).
Some ccaveats: If you use your notebook with a docking

station, you might encounter some problems with the
placement of the Laptop Legs.On our Compaq Evo note-
book,we discovered that the back of it was exactly where
the Laptop Legs were placed, preventing us from con-
necting to the docking station until we removed the legs.

Grade: ★★★★ (if you don’t use a docking station) 

The sscoop: D-Skin disc protectors,about $6 for a 5-pack,
from D-Skin

What iit ddoes: The D-Skin is a thin,circular plastic protec-
tor that you can clip onto a CD or DVD and provide instant
scratch protection. Once connected, the D-Skin stays on
the disc,even while it is being played.The disc is readable
through the protector so data quality is unaffected.

Why iit’s ccool: Sometimes the easiest solution is the
coolest.We normally don’t think about disc protection,and
then we get an inevitable scratch on a CD,DVD or
video game disc so we must go find a
scratch cleaner. With the
D-Skin, we could add
that layer of protec-
tion so we wouldn’t
get a scratch in the
first place. We tried
these on different
video game systems,
DVD players and com-
puters, and the disc
played correctly each
time,with no interference
from the D-Skin protector.

Prevention is sometimes the best
protection.

Grade: ★★★★ 

The sscoop: Monstor 2G-
byte USB drive, about $100,
from US Modular

What iit ddoes: The Monstor
is about the size of those old
pagers/beepers (remember
those?) and contains a hard
drive with 2G bytes of capac-
ity (a 4G-byte model is
available for about $170).
The drive connects via a
USB 2.0 or 1.1 port to a PC
and lets you transfer any
type of file over to the
device.

Why iit’s ccool: There’s nothing earth-shatter-
ing here in terms of new features or

abilities (there’s no back-up soft-
ware provided or anything
like that).The cool part is its
price — $100 for 2G bytes
on a flash drive is pretty spe-

cial — similar drives can cost
up to $230 for 2G bytes.

Having USB 2.0 on the drive
also lets you transfer lots of files

fast — we transferred 89 songs
(about 300M bytes) to a USB 2.0-

enabled laptop in less than 2 minutes.
Grade: ★★★★

Shaw can be reached at kshaw@nww.com.

CoolTools
Quick takes 
on high-tech toys
By Keith Shaw
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Laptop Legs will help your computer
stay cool and let you leave the note-
book stand at home.

The D-Skin disc protectors will keep your CDs, DVDs and video
game discs from getting scratched.

US Modular’s USB 2.0
Monstor gives you 2G bytes
of capacity on a flash drive
for only $100. 
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Switching sides

Regarding the story,“K-12 schools fight to stymie kid
hackers” (www.nwfusion.com, DocFinder: 6722): It’s
refreshing to see school technology manager Lee
Sleeper’s comments that he’s trying to get the kids
who are doing the hacking to switch to “his side.”
Usually schools are so under-funded in the IT area
that any help they get should be welcomed. The
caveat is that the kids who break in should be coun-
seled on why it’s wrong.And who better to help close
the holes than the ones who found them?

Dave Turner
IT manager

Wright Popcorn & Nut Company
San Francisco

On the block

Regarding Mark Gibbs’ BackSpin column, “SBC
makes DSL, er, exciting” (DocFinder: 6723): It was
interesting to hear about a different side to the Port
25 blocking issue,but I have to disagree with Gibbs’
conclusion. He writes that “[Port 25 blocking] also
would hardly be a deterrent for serious spammers
— they would just use a different port to transfer
mail to a remote mail server.”

That doesn’t make sense because the target mail
server would have to be listening on a non-standard
port.The outgoing connection can be from any port
you want — usually it’s chosen randomly.It’s the des-
tination port that can’t be changed (well, it can, but
you sacrifice the ability to receive mail), and that’s
what SBC has started blocking.In short,what’s being
blocked isn’t outgoing connections from Port 25,but
to Port 25.

Now if Gibbs means that spammers would use a
zombie to send mail to a server they already control

(and then on to the target),or to another zombie on
a network that doesn’t block Port 25, I have to won-
der what the advantage would be. Why not cut 
out the middleman and directly send to their own
server or unblocked zombie?

Kelson Vibber
Irvine,Calif.

IT spouses in sync

I loved the story,“Of love and pagers:The life of mar-
ried network pros” (DocFinder: 6724). Both my hus-
band and I work in IT operations for the same 24/7
government organization, and it definitely has its
upside and its downside. It seems like we speak
another language and work in another world. Most
non-IT spouses just don’t understand when you get
called at 2 a.m.with a problem,then have to work on
it until it’s resolved. I think it’s important for those
considering working in this industry to think about
the personal side of their life, too.

Lisa Swanson
Senior systems software programmer

Hennepin County, IT Operations Network Services
Minneapolis

Not outfoxed

Regarding the story, “Should IE stay or should IE
go?”(DocFinder:6725): I feel compelled to respond
to the statement that Active Server Pages are not
available through Firefox. I develop Microsoft SQL-
driven ASP applications for my company’s invento-
ry,asset and tech support tracking.I’ve had no prob-
lems reading or writing to the database or display-
ing the pages themselves using Firefox 1.0, 1.0.1 or
1.0.2.

Brian Norris
Owner

Integrated Technologies
Jacksonville,N.C.

O
ne question I’m asked fairly often is:What’s the

next killer app?

The concept of the killer app has a powerful hold

on our collective psychology.We want to believe that the

entire market can be propelled forward by the next must-

have technology that spawns a new generation of indus-

try leaders and reshapes our lives.The spreadsheet,LANs,

cell phones,e-mail, the Web and so on.Absent the next

killer app, the market stagnates.

There’s some truth to all this.PC sales were accelerated

by the emergence of VisiCalc and 1-2-3.E-mail was a key

driver in Internet adoption.But the role of the killer app

also has been over-dramatized.No single product or tech-

nology moves a $1 trillion global marketplace buffeted by

myriad macro- and microeconomic forces.

Yet the question persists and I always struggle to answer

it.Hey, if I knew I’d start my own company and get rich.

You think I want to be an editor forever? Sadly, like most

people, I’m lousy at recognizing a killer app until well

after it has proved its killer qualities.On occasion, I’ve

thought a particular technology was a killer — can you

say ATM? — only to watch it die a slow,painful death.

But today it dawned on me that there is a real killer

app. It’s called complexity.

That’s a little play on words,actually.

You see,complexity is a killer of applications. We’ve built

highly complex, fault-prone IT environments that cost

more and more just to maintain each year.This complex-

ity robs money that could be directed toward new appli-

cations that move our businesses forward.Complexity has

made it more difficult for IT shops to embrace new tech-

nologies and new ideas. It’s killing growth opportunities.

But complexity itself also represents a vast growth

opportunity,and billions will be made helping users deal

with it. It’s a true killer app.

At the highest level,companies such as IBM are cashing

in on concepts like on-demand or utility computing that

promise to transform how we build and use infrastruc-

ture.At a point-product level,companies such as Egenera

(blade servers) and VMware (server virtualization) are

profiting from helping companies simplify certain facets

of IT.Newly minted companies like Azul Systems (net-

work-attached processing) and Cassatt (infrastructure vir-

tualization) are being built on the mission of reducing

complexity.

Complexity isn’t sexy,and it isn’t as much fun to talk

about as the Web or IPTV.But if you’re asking about the

“next big thing,”reducing complexity is the best answer I

can think of.
— John Gallant

President and editorial director
jgallant@nww.com

Why complexity
is the next
killer app

opinions!
ON TECHNOLOGY

John Gallant

www.nwfusion.com4/18/05NetworkWorld

E-mail letters to jdix@nww.com or send them to John Dix, editor in
chief, Network World, 118 Turnpike Road, Southborough, MA 01772.
Please include phone number and address for verification.
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T
he mobile phone industry finally is
launching long-awaited 3G wireless ser-
vices — and already a potentially huge

problem looms.While 3G networks offer oper-
ators roughly three times the capacity of cur-
rent 2G networks, 3G applications, such as
mobile TV and mobile access to the Internet,

enterprise networks and e-mail, guzzle more than 20 times the band-
width of mainstay 2G applications such as voice and text messaging.3G
wireless devices — particularly handsets with high-resolution digital
cameras and color displays — could spur demand far exceeding the
capacity of mobile phone operators’3G networks.

The industry is working to alleviate the problem by limiting and con-
trolling demand and by applying the latest technology enhancements
to squeeze out maximum performance from current 3G technologies.
The industry believes it can constrain demand for 3G services,such as
streaming media, through a combination of pricing, multicasting and
downloading during off-peak hours.The bet is that most customers will
be satisfied accessing professionally-created content from a menu.

Meanwhile, the industry continues to develop the leading 3G tech-
nologies, Wideband Code Division Multiple Access (WCDMA) and
Evolution Data Optimized (EV-DO).The enhanced version of WCDMA
is high-speed downlink packet access (HSDPA), which promises
speeds up to 10M bit/sec.The enhanced EV-DO Rev A promises speeds
up to 3.1M bit/sec and lower latency.

But what if users,given a taste of mobile broadband, insist on having
it all — using their mobile phones and PC plug-in cards to upload and

download whatever content they want,whenever they want it?
Rysavy Research (www.rysavy.com) studied this issue and concluded

that mobile-phone operators now must begin planning to meet poten-
tially explosive demand for high-speed services such as mobile video
and mobile e-mail.The leading technology platform candidate for mak-
ing this happen is multiple input/multiple output orthogonal frequency
division multiplexing (MIMO) — also the core technology used by 
“pre-n” wireless LAN products that have demonstrated superior range
than WLAN products based on today’s standards. (See www.nwfu
sion.com,DocFinder: 6726).

The mobile phone industry is approaching a crucial juncture.Will it
let new entrants, such as the WiMAX Forum, develop higher-capacity
solutions, or will the industry take the bull by the horns and lead the
development of technology to replace its current 3G standards?

It’s a tough call. There’s no doubt 3G wireless will be around for at
least several years, and systems such as HSDPA and EV-DO Rev A will
garner millions of satisfied subscribers.There’s also no doubt 3G tech-
nology will continue to be enhanced.However,at some point it might
make more sense to adopt a new technology platform that can carry
the industry well beyond the capabilities of HSDPA and EV-DO Rev A.

The mobile phone industry must ensure it can meet users’ growing
appetite for bandwidth. This might require cannibalizing today’s 3G
technology. But it’s better for an industry to cannibalize its own tech-
nology than let someone else do it.

Brodsky is president of Datacomm Research Co.of St.Louis.He can be
reached at ibrodsky@datacommresearch.com.

Looking beyond 3G wireless
Mobile-phone
operators now
must begin plan-
ning to meet
potentially explo-
sive demand for
high-speed ser-
vices such as
mobile video and
mobile e-mail. 

TOTALLY UNPLUGGED

Ira Brodsky

K
evin Martin’s very public rift with then
Federal Communications Commission
Chairman Michael Powell in February

2003 over unbundling policy created a minor
Beltway furor. Now that Martin has been
named FCC chairman, the FCC’s policy will
change,right? Well,maybe not.

The cornerstone of the Powell/Martin feud was whether state public
utility commissions could have a role in setting unbundling policy.
Martin joined with the FCC Democrats Michael Copps and Jonathan
Adelstein to push through an order that gave the states such a role,
despite Powell’s insistence that the order wouldn’t survive an appeal.
The Martin-brokered deal was seen as favorable to the competitive
local exchange carriers (CLEC) and inter-exchange carriers, giving
them a chance to lobby in the states for favorable unbundling treat-
ment.But Powell was right; the D.C.Court of Appeals last summer vacat-
ed the order in a stinging rebuke.The new order,published late last year,
was widely recognized as the death of unbundling.

This incident is important to the question of how Martin’s elevation
might affect telecom policy,particularly in unbundling. In its ruling last
summer,the court said the states can’t be given a role that by law is the
FCC’s. Martin signed off without comment on the order that resulted,
perhaps using his silence to end the feud with Powell. He also might
have sent his first signal on the policy direction his FCC will take.

Martin seems to have sent a signal with the FCC’s recent ruling that
the states cannot compel RBOCs to provide DSL to CLEC voice cus-
tomers.Not only is that another nail in the coffin of unbundling-based
competition,but it’s also a further erosion of the states’ role in the regu-
lation of advanced services. Martin’s partners in his February 2003
order, Copps and Adelstein, called the FCC’s stance an application of
the “heavy hammer of pre-emption”of the states.Martin was silent.What
this almost certainly means is the FCC under Martin won’t take a dif-
ferent position on unbundling than it had under Powell.

Martin may end up being a more effective advocate of the RBOC posi-
tion than Powell,less for his beliefs than for his predisposition for coali-
tion building and his greater decisiveness. Powell has been criticized
for a more imperial style and for dawdling on key issues; Martin seems
likely to be very different.

Then there are Martin’s ties to the Bush administration.The adminis-
tration has been widely criticized for lack of a strong telecom agenda,
and some have advocated congressional action to rewrite key ele-
ments of the Telecom Act. It may well be that Martin’s elevation to FCC
chairman signals that the administration would prefer to manage tele-
com policy through the FCC,rather than through Congress.

The decision to push policy through the FCC has pros and cons.
Congress, in its original writing of the Telecom Act in 1996,demonstrat-
ed the risk of having technical issues managed by legislation.Lobbying,
poor understanding of the issues and simple blundering created a
seven-year paralysis of broadband deployment. Using the FCC could
prevent a recurrence of that tragedy.But the Telecom Act never explic-
itly mentions data services,the Internet,content,or other key issues.The
FCC isn’t a law-passing body; it’s more like a court.Without a specific
law to apply, the commission must resort to a form of judicial activism.
That opens the risk of legal appeals and further confusion.

VoIP will be the litmus test for Martin’s FCC. Last August, Martin was
the only commissioner not to comment when the FCC issued its notice
of proposed rule-making on the application of the Communications
Assistance for Law Enforcement Act to VoIP and broadband access.The
consolidation in the U.S.carrier market moves VoIP to a priority issue.
Can Martin’s FCC get the issue right and release a timely order?

Was Martin the heir to Powell all along, and watching his statements
for political reasons? We’ll likely find out by how the VoIP order goes.

Nolle is president of CIMI Corp., a technology assessment firm in
Voorhees, N.J. He can be reached at (856) 753-0004 or tnolle@cimi-
corp.com.

Martin’s FCC: More of the same?
Martin seems to
have sent a sig-
nal with the FCC’s
recent ruling
that the states
cannot compel
RBOCs to provide
DSL to CLEC voice
customers. 

REALITY CHECK

Thomas Nolle
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■ BY JASON MESERVE

Is your cell phone

at risk?
Not at the moment, although new strains 
of viruses that infect smartphones pose 
yet another network security problem that
you’ll have to worry about in the future. 

R
ecent headlines such as “Cabir worm wriggles into U.S.

mobile phones” conjure up the image of old tabloid head-

lines touting killer bees heading to the U.S. from South

America. The latest buzz is that your cell phone

could be infected with a nasty virus and you might not

even know it. 

Granted, your chances of infection are proba-

bly less than getting stung by killer bees, but

mobile threats are only in their infancy and

will continue to grow in sophistication, mak-

ing the problem something IT staff should

get on their radar early. 

There are several mobile phone viruses in

the wild at the moment, including Skulls,

Cabir and Fontal (see graphic, page 50).

And, like many PC-based viruses, each has

its own set of variants aimed at keeping

users and security vendors on their toes.
Skulls spreads by hiding in what looks like a harmless

application for your mobile phone, be it a “theme”
manager application or simple game. It replaces system
icons with a picture of skull and cross bones and makes
it difficult to access phone functions. Cabir variants —
there are roughly 20 — use Bluetooth wireless technol-
ogy to spread between phones in close proximity. And
Commwarrior uses the Multimedia Message Service
(MMS) to send infected files that look to be important
security updates between devices. Commwarrior also
will reset the device on the 14th day of the month, thus

Stay up on the latest viruses and other
security threats to your network by sign-
ing up for our free Virus and Bug Patch
alert, a twice-weekly e-mail newsletter.

DocFinder: 1021
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deleting all settings and data, if the virus is not removed
in time.

Fortunately, the number of reported infections of each
variant of Cabir, Commwarrior and Skulls fall in the 0-to-
49 range, according to Symantec’s virus threat database.
Removal of the viruses is relatively easy,usually involving
the deletion of infected files. In rare, more severe cases,
the device might need to be reset to the original factory
settings.

Vulnerable devices
The current slate of viruses all target the Nokia Series

60 smartphones running the Symbian operating system.
A smartphone combines phone and PDA functions into
one device.The good news is that 96% of the phones sold
last year are not smartphones, use an operating system
other than Symbian and are therefore completely
immune to existing mobile threats.

Symbian holds the biggest share of the smartphone
operating system market, with 13.65 million units
shipped in 2004. Other operating systems such as
palmOne and Windows Mobile accounted for another
6.6 million units, according to In-Stat/MDR. By compari-
son, the total number of worldwide mobile phones sold
in 2004 was 678.9 million,says Neil Strother,a senior ana-
lyst at In-Stat.

Of the major wireless providers in the U.S., only 
T-Mobile and Cingular offer Symbian-based phones.

Verizon Wireless and Sprint don’t carry any Symbian
devices.

Even if one does have a Nokia Series 60 device, it takes
some effort to catch the virus.Unlike many of today’s net-
work-based worms that can spread between PCs and
servers without any end user interaction, mobile viruses
are far less sophisticated.With Cabir,users must have Blue-

tooth turned on and visible to nearby phones that are sim-
ilarly equipped.An infected phone will constantly search
for other Bluetooth devices to which it can pass its pay-
load. The target machine will get a message asking the
user to accept and install a SIS file (a Symbian file format)
being transmitted via Bluetooth wireless. Users would
have to accept both the transfer and installation of appli-
cation to get infected.

Commwarrior works in a similar fashion, except it uses
an MMS message that claims to be delivering an impor-
tant Symbian security or application update, says Travis
Witteveen,vice president of American operations at anti-
virus vendor F-Secure.Targeted users still have to accept
the download and install the file to be infected.
Commwarrior does add a bit of nastiness in that it
embeds itself into application files on the device,making
it more difficult to disinfect.

“Consumers have to go through hoops to get the virus,”
says Laurie Armstrong, a spokeswoman for Nokia, which
has a large financial stake in Symbian. “These are not
crazy, freely spreading viruses.”

There’s no inherent flaw — such as a buffer overflow or
missing security feature — that virus code writers are
exploiting in the Symbian operating system or Nokia’s
implementation of it.“The threats are targeting high-end
phones that have fully functional operating systems and
have the ability to download and install arbitrary appli-
cations,” says Oliver Friedrichs, senior manager at
Symantec Security Response.

Symbian offers a signed application service that digi-
tally certifies the author of an application and that the
application has not been changed since certification.
When non-signed applications are installed, users get an
additional “do you really want to do this?”warning.

“A Symbian-signed application [or any signed applica-
tion in general] is a measure of certain standard of
application,”says Simon Garph, vice president of market-
ing at Symbian.“You know where it comes from and that
it’s been through a certain series of tests.”

The mobile-oriented viruses are not designed to do
much more than spread, although they might mess up a
device enough that it has to be reset to the original fac-
tory settings or drain the battery because an infected
unit constantly searches the airwaves for a new target.

“Right now they’re more proof-of-concepts,” Friedrichs
says.“People are writing them to show that something can
be done or that the phone platforms can be impacted by
threats, just like the PC is.”

The Windows operating system on the desktop offers
enough low-hanging fruit for attackers to go after. The
smartphone market has not reached critical mass yet,so it’s
not as attractive a target for the would-be virus writer.When
a smartphone operating system grabs at least 20% of the

How a cell phone virus spreads 
A phone infected with the Cabir virus uses Bluetooth to

continuously search within a 32-foot range for other
devices to target. It attempts to send infected SIS
files to the first Bluetooth-enabled device it can find.

The worm arrives at the target device, which
must be running the Symbian OS and have
Bluetooth turned on in “discoverable” mode. The
targeted device will prompt its user to receive a
message from the infected device.

If the user chooses to accept the message, her
phone will issue a security warning. Disregarding
the warning, she opts to proceed. 

The user then will be prompted to install the virus,
which also goes by the alias “caribe.” The user chooses
yes.

The Cabir infection takes hold. The cycle repeats when the worm in the
original phone and newly infected device start looking for new devices to
infect via Bluetooth. 

2 3 4 5

S O U R C E :  F - S E C U R E

1

1

2

3

4

5

Protective action

There are a number of things mobile device users can
do to ward off viruses: 

• Beware of questionable downloads: When down-
loading a ringtone, game or business application for
your device, make sure it comes from a trusted source.
Nokia is working with Symbian to clarify the prompts
given when a file is downloaded and installed to help
users truly understand what they’re doing.

• Get protection: For the truly paranoid, traditional PC
anti-virus vendors are beginning to offer products for
mobile devices. Symantec offers AntiVirus for
Handhelds, McAfee sells VirusScan PDA, and F-
Secure sells Mobile Anti-Virus to individuals and as a

service via carriers. T-Mobile Germany and a Finnish
operator resell the F-Secure system.

• Back it up: Red Bend Software is developing
Firmware Over The Air technology that can be
deployed in a wireless service provider’s network and
used to push updates to phones as new vulnerabilities
are found. Many providers offer back-up technology for
the phone, storing data centrally in case a device is
compromised, lost or failed. FusionOne sells its back-
up and self-destruct software to the service providers,
which in turn offer it to customers as a premium ser-
vice. Verizon Wireless uses the FusionOne technology
for its Backup Assistant offering.

— Jason Meserve
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market,it will become a better target,says Patrick Hinojosa,
CTO at anti-virus vendor Panda Software.

“How many Amiga viruses are there? You could write a
virus for it, but how is it going to spread [efficiently]?”
Hinojosa asks.

Although more smartphone operating systems could be
similarly susceptible to such worms,none have been found
yet.

“I am not worried about it right now,”says Roald Haugan,
global telecom manager for Artesyn Technologies,a power
conversion equipment maker in Boca Raton, Fla.“I’ve got
other balls on the court to worry about.”

Haugan says that only a few his users actually have
Bluetooth technology running — mostly Research in
Motion BlackBerry devices.

Future threat
Although today’s mobile virus threat might not be

much of a worry — the equivalent of the early “Stoned”
virus that infected DOS-based PCs — the threat will grow
as the devices become more PC-like.

Smartphones do have an upward growth path over the
next few years. “In five years, we won’t think of it as a
‘smartphone,’” Strother says.“The phone in 2010 will be
pretty sophisticated and handle a lot of data and heavy
traffic.”

Caleb Sima,founder and CTO of SPI Dynamics in Atlanta,
sees a number of potential issues as smartphone technol-
ogy lands in the hands of more mainstream users.

Bluetooth is a security challenge on a few fronts. For
one,an attacker doesn’t have to be that close to its target.
A typical Bluetooth signal can travel about 32 feet, but
there are people who have developed antennas to
increase the range to almost 1 mile. That signal can be
used to gather information from a phone (a practice
known as bluesnarfing), make calls on the device or to
transmit malicious code — as Cabir does.

“You could sit in an airport or mall with a laptop and

pick up tons of stuff and junk from people’s cell phones,”
Sima says. Vendors now are disabling Bluetooth by
default, but as more devices — such as cars — use the
technology, it will need to be enabled more often, open-
ing another attack vector.

The mobile device might even carry a virus back to a
PC when the two devices synchronize. A road warrior
may pick up a virus outside a network perimeter on his
mobile device, bring it back inside the firewall and syn-
chronize with his work machine, spreading the virus on
the LAN. The potential of this is more limited because
anti-virus software on the PC should catch the infected

file before it wreaks havoc.
Sima says he’s heard rumblings of a Trojan horse appli-

cation that could be installed on a device through memo-
ry cards,infrared file transfer or synchronization.An attack-
er could send a special text message to the infected
phone, signaling the Trojan to send the last 5 minutes of
recorded phone conversation.“It could send it as a mes-
sage attachment without the user knowing,”Sima says.

Buffer overflows, a common problem with PC-based
applications in which too much data is received and not
properly handled, let an attacker ultimately run his own
code on the affected machine:This could crop up in the
mobile world.There’s currently not enough of an incen-
tive (financial or otherwise) to look for such issues in a
mobile application, but there will be when consumers
start using their phones to pay for items at a vending
machine or to extract cash from an ATM, as they do in
Japan.

It was a buffer overflow exploit that led to one of the
hacks of T-Mobile accounts. However, the phone was not
the problem. A non-patched Web application server
looked to be the weak point, Sima says.

Even today, one could use text messaging to launch a
denial-of-service attack against a phone, Sima says. An
attacker could run a program on his PC that sends thou-
sands of text messages to a phone number. The flood
would render the phone’s interface useless. Even if the
phone doesn’t freeze up,many service providers limit the
number of text messages an account holder can send
and receive before incurring extra charges.Thousands of
text messages could result in an unexpectedly large bill
for the victim.

F-Secure’s Witteveen worries that as more people
become dependent on their mobile phones as their only
phone, 911 emergency calls could become a problem
should a phone be attacked.

There’s also the issue of fixing devices that have been
compromised. “We need to have a centralized service
provider take care of problems,” he says.“An 18-year-old
working at the phone kiosk at the mall would get bom-
barded if anything big hit.”

However, mobile devices will continue to flourish
despite the increased risk of future infection. “As the
handsets get more sophisticated and computer-like there
is a greater potential, but that hasn't stopped the com-
puter business from expanding to the masses,” Strother
says. These threats “will be another modern day digital
hassle that people will have to live with.”■

Staving ooff iinfection
Here’s a ssampling oof ccurrent mmobile tthreats, hhow tthey sspread and hhow tto rremove tthe vvirus ffrom ddevices.

Virus

Cabir

Commwarrior

Drever

Fontal

Locknut

Mabir

Skulls

How iit’s sspread

Spreads via Bluetooth to nearby
devices that are in “discoverable”
mode. User has to accept the
download and installation of the
infected application.

Spreads via Bluetooth and MMS
messages, claiming to be an
important application or Symbian
OS security update. User still has
to accept file transfer and install. 

User downloads/installs malicious
“antivirus.sis” file. 

Malicious SIS file that user down-
loads from peer-to-peer or other
site. 

Another malicious SIS file that a
user has to download and install.

A new version of Cabir that
spreads by sending a SIS file via
Bluetooth and MMS; virus replies
to incoming messages.

User downloads a malicious SIS
file. File looks like a theme manag-
er or some other handy application.

What iit ddoes

No permanent damage, but
can drain battery as worm
seeks out new Bluetooth-
enabled targets.

No permanent damage. It can
drain battery as it sends MMS
messages to contacts in the
device’s address book and
looks for targets via
Bluetooth.

It disables Simworks and
Kaspersky anti-virus software
for Symbian. Needs to be rein-
stalled.

Installs a corrupted applica-
tion on Nokia Series 60
phones, causing them to lock.

Virus can cause problems
with Symbian ROM, making
phone lock.

No permanent damage, but
could drain battery.

Replaces application icons
with skull and crossbones; hin-
ders access to applications.

How tto rremove iit

Removal tools are
available from anti-
virus vendors.

Removal tools are
available from anti-
virus vendors.

Use Application
Manager to unin-
stall “antivirus.sis.”

Restore phone to
original settings,
erasing all data.

Removal tools are
available from anti-
virus vendors.

Removal tools are
available from anti-
virus vendors.

Removal tools are
available from anti-
virus vendors.

No. oof vvariants
(as oof AApril 66)

21

1

3

1

2

1

8

Spam that follows you and makes you pay
What’s more annoying than having your e-mail in-box flooded by spam? How about having your cell

phone inundated with unwanted messages that you actually have to pay for.
Wireless spam is starting to appear as text messages on cell phone users’ small screens. Like wireless

viruses, this nuisance doesn’t yet compare to the viruses and unwanted mail that strike PCs, but experts
say the problem will escalate quickly.  

“The tolerance level is much lower for spam on wireless phones, so this is a problem that will [grow]
even faster than e-mail,” says Sara Radicati, an analyst with The Radicati Group. 

Text-messaging spam is particularly annoying because, per service agreements with their carriers,
subscribers likely pay a few cents to receive a text message. And these messages usually cause the
phone to beep when they arrive. “It drives me crazy when my BlackBerry’s alert goes off and it’s junk
mail,” says Frank Gillman, director of technology with Allen Matkins, who manages at least 250 cell
phones for the law firm. 

Unlike e-mail spam, there aren’t applications on the market to protect users from these messages;
because text messages are delivered through the carrier’s wireless network, it’s up to the carrier to stop
spam before it gets to subscribers. Most carriers are taking such steps; Verizon Wireless has spam fil-
ters installed on its network and has prosecuted some text-messaging spammers — a step the compa-
ny believes will act as a deterrent. But given how easy it is to text message people you don’t know (a 10-
digit cell phone number at the wireless operator’s domain, for example 1234567890@operator.com), it isn’t
hard to believe text messaging could be the next fertile ground for spammers. 

— Cara Garretson
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Aastra offers plug-and-play VoIP
■ BY EDWIN MIER AND DAVID MIER, NETWORK WORLD LAB ALLIANCE

astra Technologies bills its VentureIP package as an enterprise-class,peer-to-
peer,IP-based phone system that automatically configures itself — no com-
plex setup or centralized server equipment required.

In our Clear Choice test of the VentureIP
system, we found that most of these
claims were true.There is no central PBX
or server, a full spectrum of enterprise
telephony features is supported,reliability
and call quality are good, and the auto-
configuration of the system is impressive.
On the downside — at least if you are
considering an enterprise deployment —
the system now only runs within one IP
subnet,and there is no attendant console.

Small to midsize businesses could see
cost savings in several ways.First, the typ-
ical $1,000 per day for an IP-PBX installa-
tion, training and phone-cable testing is
avoided. Second, with the plug-and-play
and auto-configuration features, special-
ized administration costs are eliminated.
Finally,a 50-station price for this package
is less than $400 per user,20% to 40% less
than typical, low-end IP PBXs.

Using Category-5 10/100M bit/sec LAN
connections, you attach VentureIP 480i
telephones and VentureIP Gateway units
to your switched network.You then plug
up to four analog central office trunks
into each gateway, turn everything on
and step back.

In our tests, everything booted up OK,
but the phones wouldn’t let calls through.

We needed to turn off the Internet Group
Management Protocol (IGMP) Snooping
feature in our Layer 3 Extreme Summit
switch, which was hindering the passage
of IP-multicast traffic.The system uses IP-
multicast to locate,update and configure
itself. Aastra says its auto-configuration
process has been successfully tested on
Layer 2 switches from D-Link Systems,
Linksys,Netgear and SMC.

With IGMP Snooping turned off,the sys-
tem’s auto-configuration worked flaw-
lessly. IP addresses and extension num-
bers were derived and assigned; the
auto-attendant, voice mail and phone
directory configured. Users could place
and receive local and remote calls, get
and retrieve voice mail, and use the full
spectrum of telephony features (forward,
hold and transfer).

The target installation is 50 stations with
up to 200 extensions supported per sys-
tem. Because more than 90% of PBX in-
stallations have 100 or fewer stations, the
VentureIP would seem to fit well in this
lower-end,phone-system marketplace.

The current release (2.8.2) requires that
all VentureIP phone sets and gateways be
contained within the same IP subnet.
Aastra says it plans to add the ability to
work across IP-routed links later this year.
But until then, this IP-based system can-
not take advantage of distance insensitiv-
ity, a hallmark of IP telephony through
which a system’s call control is distrib-
uted across multiple remote sites.

A plus for the VentureIP system is its
standards support.A unique combination
of Layer-2 discovery tools is used for all
the auto-deployment features, but call
control is Session Initiation Protocol
(SIP)-based.Each phone incorporates full
SIP endpoint functionality and the smarts
to keep track of every other phone. Each

phone handles and stores its own voice
mail,up to 20 minutes of total storage.If a
phone is unavailable, a caller can still
leave voice mail for that extension.Anoth-
er phone with extra storage capacity will
accept the unavailable phone’s voice
mail messages and deliver the messages
when the phone is available.

The phone sets are all powered by
802.3af-based Power over Ethernet. If
your switches don’t deliver this, Aastra
offers small 802.3af power-insertion units.

As for classic telephony features, we
exercised voice mail, three-party confer-
encing,forwarding and call transfer,hold,
directory, redial, multiple call appear-
ances,do-not-disturb and music-on-hold.

However, we found that a few features
documented by the vendor were still not
available, including the ability to tag VoIP
traffic for a particular virtual LAN (for
QoS handling) and the ability to send
voice mail as e-mail attachments.

There are other fairly common options
that competitive low-end IP-PBX makers
offer that Aastra currently does not,
including a softphone application,a sub-
system for interactive voice response/
voice recognition, call/contact center,
text-to-speech, collaboration or multime-
dia.Also absent is an attendant console,
hard or soft,which we feel is necessary in
systems with more than 20 stations.

One key advanced feature that is sup-
ported is encrypted VoIP streams.We con-
firmed this system’s encryption of voice-
payload, real-time, transport protocol
streams prevents VoIP conversations from
being deciphered or replayed.

If an administrator wants to tailor the sys-
tem, he can define many of the key para-
meters (IP addresses,DHCP and extension
numbers) only via the phone buttons and

display screen on the VentureIP. There is
also Web browser access to each phone,
but that only lets you change a handful of
settings for that phone and user.

As more elaborate features are added to
the system, management will need to
expand. There currently is no real-time
monitoring or activity reporting. There is
no bandwidth management either, be-
cause currently only one vocoder,G.729a,
is supported,and IP-WAN links are not.

The system gets high marks for perform-
ance.Because IP-call connectivity now is
not supported over wide-area links, call
quality and call setup times were all
always good. We measured typical end-
to-end latency for VoIP calls at just 69 mil-
lisec,virtually imperceptible to callers.

Aastra’s VentureIP package delivers the
classic telephony features most users
would expect in a low-end phone sys-
tem.While the vendor needs to shore up
some of its IP-telephony features,his peer-
to-peer phone system is sound, and it
should be considered a viable, low-end,
IP-telephony contender.

Edwin Mier is president and David Mier
is lab manager at Miercom,a product test-
ing firm in East Windsor, N.J.They can be
reached at ed@miercom.com and dmier
@miercom.com.

IP telephony 
systems A
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Miercom also is a member of the Network World
Lab Alliance, a cooperative of the premier
testers in the network industry, each bringing to
bear years of practical experience on every test.
For more Lab Alliance information, including what
it takes to become a partner, go to www.
nwfusion.com/alliance.

A
astra’s VentureIP system was deployed over a network of Extreme
Networks’ Summit switches. Because the VentureIP phones now do not
work across routed IP links, we set up the Summit switches with Layer

2 switching only enabled and Layer 3 IP-routing disabled.
Telephony features — forwarding, conferencing and the like — were tested

with the three phone sets the vendor provided in the lab and with remote
phones via a PSTN analog FXO trunk connected to the VentureIP Gateway. The
remote phones were TDM sets on a Lucent/Avaya Partner PBX.

We manually assessed call quality. Latency was measured by injecting a tone
into one phone’s handset, and clocking the one-way delay until arrival of the
tone at another phone’s handset connection.

For weekly updates on VoIP, sign up for our free
Convergence newsletter.
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you can at least protect against mega-theft
by fine-tuning the database permissions. A
database access control and monitoring
product such as Guardium’s SQLGuard can
filter and selectively block SQL statements
that do not match a pre-defined policy, or
detect transgressions and alert your securi-

ty team.Even database administrators don’t
often need to do “SELECT * from CRED-
IT_CARDS”.

Bottom line:Avoid storing data you don’t
really need to store, use one-way-hashes to
protect data, encrypt where appropriate
and filter SQL with policies. These

approaches are much preferable to infuri-
ating your customers and being “named
and shamed”in the press.

Antonopoulos is principal research analyst
at Nemertes Research.He can be reached at
andreas@nemertes.com

Preventing
identity
mega-theft
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■ BY ANDREAS ANTONOPOULOS

While companies say they collect infor-
mation on consumers to better serve
them,the worst disservice they can do is to
inadvertently expose customers’private in-
formation. Every few weeks it seems that
another huge number of credit cards or
Social Security numbers is stolen from a
database. Consumers are understandably
furious. They can buy shredders to make
sure they’re not putting their private data
out there,but what can they do when their
data is mixed with millions of records in a
poorly secured database?

There are several things data center man-
agers can do to protect customers’ identi-
ties.The simplest solution is to not collect
information that you don’t really need. If
you want to be able to find a customer
quickly,a phone number will often suffice.
Pet’s names, high school names and
favorite colors can be used instead of
birthdates or mother’s maiden names. No
database is guaranteed to be secure, no
matter how many security tools or precau-
tions you use. Assess the risk of storing
each piece of data against the benefits,and
try to find less risky alternatives.

If you must store Social Security numbers
for verification, then perhaps store it as a
one-way-hash. Instead of storing 123-12-
1234, convert it to a one-way-hash of
23F5A1C2 and store that instead. If you
need to find someone, ask for their Social
Security numbers, convert it (once) and
search on the index of one-way-hashes. If
you need to verify their Social Security
numbers,ask for it and then just check if its
one-way-hash matches 23F5A1C2. Do you
ever need to retrieve the actual Social
Security number itself,or are you only using
it as an index key?

Encrypting data in a database, unlike
one-way-hashes, can involve some signifi-
cant computational overhead. Further-
more, it requires careful key management
to avoid data loss. If you want to pursue
such an approach, it is best to use a front-
end encryption device that transparently
encrypts and decrypts. Beyond improved
performance, hardware-based database
encryption products such as Ingrian’s
DataSecure appliance provide key man-
agement and recovery.

Finally, if you can’t protect each record
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Strategies■ CAREER DEVELOPMENT 

■ PROJECT MANAGEMENT

■ BUSINESS JUSTIFICATION

Management

Peterson,whose supervisor had pinpointed project man-
agement as a future career path for her, is among the first
of a group of state IT employees who will be trained under
the National IT Apprenticeship System (NITAS). The pro-
gram,a partnership between the U.S.Department of Labor
and the CompTIA trade association, is being rolled out
across the country after an 18-month beta test initiative.

For the next year, Peterson will shadow her mentor, Dirk
Huggett, IT business analyst within the state’s policy and
planning division, as he oversees the project to overhaul
the state’s backbone infrastructure.“I will be getting a lot of
hands-on experience. Being tied to a mentor, I will have
someone to bounce ideas, which is good,” Peterson says.
She began her journey into project management when the
18-month-long network project was launched in March.

The project, called STAGEnet Infrastructure Services, will
replace the state’s ATM network.The state hopes to convert
to a high-speed WAN using lambda switching technology
that will carry a range of applications, including human
resources and ERP software, for state government offices,
K-12 schools and universities.

According to Huggett, the value of the total contract for
all vendors involved will be between $35 million and $50
million. RFPs will be issued in early July, with vendor con-
tracts to be signed in September and implementation to be
completed in July 2006,Huggett says.

On-the-job training
NITAS students are assigned an in-house or external skills

validation consultant or mentor for hands-on learning of
industry-developed and validated competencies, and
receive classroom training. CompTIA divided IT roles into
several tracks, including security, networking and and pro-
ject management — Peterson’s track.

There are three levels to the project management track,
and the difference depends on the size and scope of the
project in which the students will be involved.Even though
North Dakota’s project is considered a Level 3 initiative —
the highest level — Peterson will be limited to the entry-
level Level 1 duties, which include initiating, scoping and
planning a project; developing the project schedule; deter-
mining the project cost; and acquiring the resources.

Within these duties are 30 project management compe-
tencies or skills that Peterson will need to get under her
belt.Each competency has to be validated by Huggett,who
confirms that she has applied each skill in her new role be-

fore she can move on. Peterson will be given a small por-
tion of the project to manage.

“Brandy will be involved in writing the business case,
reviewing documents and deliverables, and will be in
charge of the organizational aspects.She will help develop
part of the project plan and will also take the lead in some
of the post-implementation processes,”Huggett says.Those
processes will include developing and managing team
and end-user surveys, and facilitating some of the lessons
learned in meetings.

Although Peterson is not a technologist, she says she is
looking to hone her organizational skills that will help keep
the project on track and on budget. Indeed,the NITAS pro-
gram is applicable to everyone, from IT novices to IT pro-
fessionals looking to gain skills in new areas of the
industry or advance their knowledge within their
specific fields,according to Neill Hopkins,CompTIA
vice president of skills development.

To be a mentor,Huggett also has to have his pro-
ject management skills validated. This is being
done by peer review with the state’s other senior
project managers, including Enterprise Project
Manager Mark Molesworth,who oversees all the
state’s IT projects and introduced the NITAS pro-
gram into the organization.

“Giving up control and turning something
over to the apprentice will be the main chal-
lenges” of being a mentor, Huggett says.
“The rest isn’t difficult; it’s a matter of tak-
ing the time to spend with the appren-
tice. It’s the apprentice’s responsibility
to push forward to the next skill
competency.My responsibility as a
mentor is to review and offer
constructive criticism.”

Molesworth says he intro-
duced NITAS to the state be-
cause it lacked a skills vali-
dation aspect in its project
management training pro-
grams. The state mandates
that IT projects that cost more
than $250,000 over two years,
or $500,000 during the life of
the contract, require project
oversight.Molesworth says the

state averages about 18 to 24 projects at any given time that
fit that criteria. Producing well-rounded project managers
is the goal of the state’s NITAS program.“Certifications and
education show that you know how to do something, but
NITAS shows you can do the job,”he says.

After presenting the NITAS initiative to some 50 potential
candidates, Molesworth received 30 applicants for the
apprenticeship program — double the number he expect-
ed.Molesworth says he would like to see everyone through
the program but initially he is limited by the number —
seven so far — of senior IT staff who have agreed to
become mentors.

The state has limited mentors to one apprentice each,
and apprenticeship programs take between one and two
years to complete depending on the program level.
But Molesworth expects that as apprentices
become trained, they will in turn be able
to mentor others.“With 30 appli-
cants, that will keep us busy
for the next two years,”
he says.■

■ BY LINDA LEUNG

There’s no better way to get new skills than rolling up your sleeves and immersing yourself

in a brand-new role.Brandy Peterson,who for the past four and a half years has worked as

an administrative assistant within the telecom division of the North Dakota state govern-

ment’s IT department in Bismarck,has just dived into the state’s multimillion-dollar network

replacement program as a project manager.

The IT apprentice
The state of North Dakota taps training program for help with network overhaul. 

Apprentice Brandy Peterson is learning
the project management trade by work-
ing on North Dakota’s multimillion-dollar
STAGEnet project, led by Dirk Huggett
(left). Mark Molesworth introduced the
training program to the state.

M I C H A E L  H A U G
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■ BY ROBERT MCMILLAN

Only days before the launch of Ad-
vanced Micro Devices’ first dual-core Op-
teron microprocessor, HP began taking
orders for a four-processor blade system
that will use the chips.

HP’s new system,the ProLiant BL45p,will
ship with a 2-GHz dual-core processor
called the Opteron 875, according to HP’s
Web site.HP plans to announce the BL45p
this week,with shipments beginning 20 to
30 days after the announcement, a com-
pany spokeswoman confirmed.

AMD and chip rival Intel have been rac-
ing to be first to ship processors with two
computational engines, called cores, on a
single processor. AMD is expected to
launch its processors at an April 21 event
in New York.

The new HP blade is based on a similar
design to HP’s four-way Xeon, the BL40p,
but with AMD’s dual-core processors, it is
the first blade server from a major vendor
to have so many processing engines. The
dual-core Opterons are designed to use
the same amount of power as their single-
core predecessors, and AMD has had to
reduce the clock speed of the processors
to 2GHz to add the second processing
engine without driving up the chip’s
power requirements. AMD’s single-core
Opterons have a maximum clock speed of
2.6 GHz.

With the launch of the BL45p, HP’s
Opteron blade line will be as broad as its
Xeon offerings. By year-end, the company
intends to also begin shipping its first
blade system based on Intel’s Itanium 2
processor, company officials have said.
Analysts say that this third line of blade
products likely will be based on Intel’s
upcoming dual-core Itanium processor,
code-named Montecito.

Blades have emerged as an alternative to
rack-mounted servers in recent years.
Smaller than rack servers, they slide side-
by-side into a special chassis, which lets
them share resources such as network
cables, power and cooling. Though the
market initially was slow to adopt blades,
they have become more popular of late.
Gartner estimates that about 290,000
blades were shipped in 2004.It expects that
number to nearly double in 2005.

HP is going through the process of mak-
ing all of its server products available in
this new form, says John Enck, a Gartner
analyst.“They’re simply trying to duplicate
. . . all their servers in the blade environ-
ment,”he says.“They’re the only one of the
vendors that is supporting Xeon and
Opteron.”

Part of the reason for HP’s blade focus is
that with the complex engineering work
that goes into the blade chassis and man-
agement software, there is still plenty of
room for HP to create products that are
unique, says Ann Livermore, the executive
vice president of HP’s Technology Solu-
tions Group.

Meanwhile, Dell has no plans to begin
shipping Opteron systems, and while IBM
has said that it intends to ship an Opteron
blade, it has not yet revealed any details

on this product.
A dual-processor version of the BL45p

was listed for $3,000 on HP’s Web site.Ad-
ditional processors were listed as $1,000

each, the site showed.

McMillan is a correspondent with the IDG
News Service.

HP adds dual-core processor to Opteron blades
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By Paul McNamara

Stealing at Internet2 speed
Toss the keys to your Porsche at any

college kid . . . and don’t act surprised
when the cops clock him doing a buck-twenty-something out on the interstate.

University administrators and IT executives are relearning this age-old lesson
in the wake of last week’s embarrassing revelation that hundreds of students
nationwide — at Harvard, MIT and UC Berkeley, among others — are being sued
for using their school-granted access to the super-speedy Internet2 to illegally
swap music and movies. 

The students remain unidentified as of this writing, and, of course, the plaintiffs
have yet to substantiate their allegations in a court of law. But presuming the civil
complaints stick, it should prove enlightening to see how university officials deal
with this latest escalation in the ongoing war between intellectual property own-
ers and those who have a greater appetite for free stuff than they do respect for
the law.

Escalation is the right word here because Internet2 raises the theft-loss stakes
considerably for the recording and movie industries. A song that might take 5
minutes to download over a cable or DSL connection on the Internet requires a
mere 20 seconds over Internet2. A DVD-quality movie reportedly can be
snatched in less than 5 minutes, as opposed to well over an hour via your garden-
variety broadband Internet connection.

Little wonder that the 405 students being sued for trafficking in stolen music
had harvested and were offering to “share” an average of 2,300 songs apiece,
according to the Recording Industry Association of America. The Motion Picture
Association of America last week was set to weigh in late with its own lawsuits.

The apologists for music and video thievery will argue that this episode offers
more evidence of the futility of protecting old-world intellectual property rights in
an era in which technological innovation reigns supreme. Of course, the apologists

can afford to make such a case because it isn’t their property being stolen.
And while critics lambaste the entertainment industries for defending their

property through lawsuits instead of embracing new business models, the
recording and film executives need to live in the real world — as do the college
administrators and IT officials whose participation in Internet2 has been sullied.

So how will academia respond? If recent precedent is any guide, you can expect
the reactions to run the gamut.

As you may recall, a number of the nation’s elite business schools recently dealt
with a security breach that found would-be students exploiting instructions found
online to gain access to computer records about their applications. Some schools
automatically rejected all those who peeked, while others were more lenient.

Harvard Business School was among those taking a hard-line. “Our mission is
to educate principled leaders who make a difference in the world,” said the dean
when the institution announced it would no longer consider admitting the 119 men
and women who stole a look at their application status. “To achieve that, a person
must have many skills and qualities, including the highest standards of integrity,
sound judgment and a strong moral compass. Those who have hacked into this
Web site have failed to pass that test.” 

As for currently enrolled students who use school property to steal music and
videos? . . . We’ll have to wait and see.

Personally, I had no problem with the universities that summarily bid farewell to
those applicants who just couldn’t wait for that letter to arrive in the mailbox.

As for the ’Net abusers, every university has an acceptable use policy and you
can be certain not one condones theft. And not even a college kid can plead igno-
rance at this point.

So does expulsion seem too harsh?
Maybe, but it also seems richly deserved.

Need to tell me again why the RIAA is evil and music-swapping ain’t stealing? The
address is buzz@nww.com.
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Forced to upgrade without complaint

News, insights, opinions and oddities’NetBuzz

management and administration,19 are program
compatibility issues,73 are for security,and a stagger-
ing 161 deal with network problems.

These fixes are on top of the 321 that were
included in the previous “upgrade,”called Service
Pack 1.We have a total of 1,151 bug fixes since XP
was released in October 2001.

The AssetMetrix study also found that 41% of com-
panies using XP have actively avoided upgrading to
SP2,while a measly 8% actively accepted it.The
remaining 51% of companies apparently “showed no
direction or policy toward SP2 and may find them-
selves having support issues by allowing multiple edi-
tions of Windows XP to exist in their infrastructure.”

These statistics are interesting because Microsoft
last August, in response to customer demands
(another way of saying “howls of protest”),allowed
customers to optionally suspend the delivery of SP2
by Microsoft’s Automatic Update service.That sus-
pension expired on April 12.

AssetMetrix pointed out that “Companies choosing
not to deploy SP2 will be faced with a host of poten-
tial issues, including possible incompatibilities with
future products such as Internet Explorer 7,or a
potential support gap when Microsoft support for
Windows XP Service Pack 1 is withdrawn in
September 2006.”

Four out of 10 organizations are avoiding the instal-

lation of XP2 despite the risks involved.The only rea-
son I can think of is because of the testing required.
This obviously is a big issue for large IT shops
because it takes a huge amount of effort to find
where the upgrade is going to break your systems.

Given the size of SP2, it’s hard to figure out how
much time organizations would need to test it. Is the
eight months Microsoft allowed adequate in real-
world IT,given the several million other pressing mat-
ters of equal or greater importance?

The big question is why doesn’t Microsoft slim
down the Service Packs? Why doesn’t it identify the
bug fixes that apply to the security and reliability of
the core operating system and services of XP, and
make those required if we’re to receive further fixes?
It should be a matter of choice.Organizations that
don’t want to update their systems could choose to
stall out at some patch level and become unsupport-
able by Microsoft.

The answer is marketing.By requiring these mas-
sive service packs of critical bug fixes,combined
with self-serving product enhancements,Microsoft
reinforces its stranglehold on the market.Why don’t I
hear more complaining?

Sound off to backspin@gibbs.com. And there’s
always Gearblog (www.nwfusion.com/weblogs/
gearblog).

A
recent survey by AssetMetrix
showed that less than 24% of
more than 136,000 PCs in 251

North American corporations had
been “upgraded”to Windows XP
Service Pack 2.

I find it interesting that pretty much
everyone refers to SP2 as an “up-

grade.”Microsoft’s preferred spin is that SP2 provides
a number of enhancements for Internet Explorer
along with an Outlook Express privacy update,an
attachment manager, the Windows Security Center,a
Windows Firewall update,an enhancement to Auto-
matic Updates, improved wireless support,a new ver-
sion of Windows Media Player and a DirectX update.

None of these is critical.Some of the items are just
fluff.Consider the Windows Media Player:There is
nothing remotely critical about a new version of this
utility.On the other hand bug fixes,particularly
where security is involved,are truly critical.

SP2 isn’t so much an upgrade as a bulk bug fix.So
how many bug fixes are involved? Just take a look at
the Microsoft Knowledgebase article “List of fixes
included in Windows XP Service Pack 2”(see www.
nwfusion.com,DocFinder: 6750).

This list details 830 bug fixes,of which 151 are
labeled as applying to the base operating system
and COM+,76 involve the Windows shell,75 concern
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