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Introduction

Welcome to the Official Red Hat Linux Reference Guide.

The Official Red Hat Linux Reference Guide contains useful information about your Red Hat
Linux system. From fundamental concepts, such as the structure of the Red Hat Linux
filesystem, to the finer points of system security and authentication control, we hope you
will find this book to be a valuable resource.

This guide is for you if you want to learn a bit more about how your Red Hat Linux system
works. Topics that you will explore include the following:

 Booting Red Hat Linux — Information about runlevels, r c. d directories, and how to start
your favorite applications at boot time.

 The/ proc file system — Provides you with the kernel’s view of the system.
 The GRUB boot loader — A behind the scenes look at GRUB and how it boots your system.

The ext3 File System — Learn how to add or remove the ext3 file system from storage
devices.

« System and network security guides — Find out the most common methods used by attack-
ers to compromise your system and how to prevent security problems.

« Apache directives — A look at the default Apache configuration and the options available.

Before reading this guide, you should be familiar with the contents of the Official Red Hat
Linux Installation Guide concerning installation issues, the Official Red Hat Linux Getting
Started Guide for basic Linux concepts and the Official Red Hat Linux Customization Guide for
general customization instructions. The Official Red Hat Linux Reference Guide contains
information about advanced topics that may not affect every user, depending upon how
they use their Red Hat Linux system.

HTML and PDF versions of all Official Red Hat Linux manuals are available online at
http:/ /www.redhat.com/docs.

Note

Although this manual reflects the most current information possible, you should read the Red Hat
Linux Release Notes for information that may not have been available prior to our documentation
being finalized. The Release Notes can be found on the Red Hat Linux CD #1 and online at:

http://ww. redhat.conm docs/ manual s/ i nux

1. Finding Appropriate Documentation

You need documentation that is appropriate to your level of Linux expertise. Otherwise, you
might feel overwhelmed or not find the necessary information to answer your questions.
The Official Red Hat Linux Reference Guide deals with the more technical aspects and options
of your Red Hat Linux system. This section will help you decide whether to look in this
manual for the information you need or consider other Red Hat Linux manuals, including
online sources, in your search.

Three different categories of people use Red Hat Linux, and each of these categories require
different sets of documentation and informative sources. To help you figure out where you
should start, determine your own experience level:
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New to Linux

This type of user has never used any Linux (or Linux-like) operating system before or
has had only limited exposure to Linux. They may or may not have experience using
other operating systems (such as Windows). Is this you? If so, skip ahead to Section 1.1.

Some Linux Experience

This type of user has installed and successfully used Linux (but not Red Hat Linux) be-
fore or may have equivalent experience with other Linux-like operating systems. Does
this describe you? If so, turn to Section 1.2.

Experienced User

This type of user has installed and successfully used Red Hat Linux before. If this
describes you, turn to Section 1.3.

1.1. Documentation For First-Time Linux Users

For someone new to Linux, the amount of information available on any particular subject,
such as printing, starting up the system or partitioning your hard drive, can be overwhelm-
ing. It helps to initially step back and gain a decent base of information centered around how
Linux works before tackling these kinds of advanced issues.

Your first goal should be to obtain some useful documentation. This cannot be stressed
enough. Without documentation, you will only become frustrated at your inability to get
your Red Hat Linux system working the way you want.

You should acquire the following types of Linux documentation:

« A brief history of Linux — Many aspects of Linux are the way they are because of historical
precedent. The Linux culture is also based on past events, needs or requirements. A basic
understanding of the history of Linux will help you figure out how to solve many potential
problems before you actually see them.

o An explanation of how Linux works — While delving into the most arcane aspects of the
Linux kernel is not necessary, it is a good idea to know something about how Linux is put
together. This is particularly important if you have been working with other operating
systems, as some of the assumptions you currently hold about how computers work may
not transfer from that operating system to Linux.

« An introductory command overview (with examples) — This is probably the most important
thing to look for in Linux documentation. The underlying design philosophy for Linux is
that it’s better to use many small commands connected together in different ways than it
is to have a few large (and complex) commands that do the whole job themselves. Without
examples that illustrate this approach to doing things, you may find yourself intimidated
by the sheer number of commands available on your Red Hat Linux system.

Keep in mind that you do not have to memorize all of the available Linux commands.
Different techniques exist to help you find the specific command you need to accomplish
a task. You need only know the general way in which Linux functions, what you need to
accomplish, and how to access the tool that will give you the exact instructions you need
to execute the command.

The Official Red Hat Linux Installation Guide is a excellent reference for helping you get your
Red Hat Linux system successfully installed and initially configured. The Official Red Hat
Linux Getting Started Guide covers the history of Linux, basic system commands, GNOME,
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KDE, RPM, and many other fundamental concepts. You should start with these two books
and use them to build the base of your Red Hat Linux knowledge. Before long, more com-
plicated concepts will begin to make sense because you already grasp the general ideas.

Beyond reading Red Hat Linux manuals, several other excellent documentation resources
are available for little or no cost:

1.1.1. Introduction to Linux Websites

+ http://www.redhat.com — On the Red Hat website, you will find links to the Linux
Documentation Project (LDP), online versions of the Red Hat Linux manuals, FAQs (Fre-
quently Asked Questions), a database which can help you find a Linux Users Group near
you, technical information in the Red Hat Support Knowledge Base, and more.

« http://www.linuxheadquarters.com — The Linux Headquarters website features easy to
follow, step-by-step guides for a variety of Linux tasks.

1.1.2. Introduction to Linux Newsgroups

You can participate in newsgroups by watching the discussions of others attempting to solve
problems, or by actively asking or answering questions. Experienced Linux users are known
to be extremely helpful when trying to assist new users with various Linux issues — espe-
cially if you are posing your questions in the right venue. If you do not have access to a news
reader application, you can access this information via the web at http://www.deja.com.
Dozens of Linux-related newsgroups exist, including the following:

« linux.help — A great place to get help from fellow Linux users.
« linux.redhat — This newsgroup primarily covers Red Hat Linux-specific issues.

e linux.redhat.install — Pose installation questions to this newsgroup or search it to see
how others solved similar problems.

« linux.redhat.misc — Questions or requests for help that do not really fit into traditional
categories go here.

« linux.redhat.rpm — A good place to go if you are having trouble using RPM to accom-
plish particular objectives.

1.1.3. Beginning Linux Books

 Red Hat Linux for Dummies, 2nd Edition by Jon "maddog" Hall; IDG

« Special Edition Using Red Hat Linux by Alan Simpson, John Ray and Neal Jamison; Que
» Running Linux by Matt Welsh and Lar Kaufman; O'Reilly & Associates

» Red Hat Linux 7 Unleashed by William Ball and David Pitts; Sams

The books suggested here are excellent primary sources of information for basic knowledge
about a Red Hat Linux system. For more in-depth information concerning the various topics
discussed throughout this book, many of the chapters list specific book titles, usually in an
Additional Resources area.
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1.2. For the More Experienced

If you have used other Linux distributions, you probably already have a basic grasp of
the most frequently used commands. You may have installed your own Linux system, and
maybe you have even downloaded and built software you found on the Internet. After in-
stalling Linux, however, configuration issues can be very confusing.

The Official Red Hat Linux Customization Guide is designed to help explain the various ways
your Red Hat Linux system can be configured to meet specific objectives. Use this manual
to learn about specific configuration options and how to put them into effect.

When you are installing software that is not covered in the Official Red Hat Linux
Customization Guide, it is often helpful to see what other people in similar circumstances
have done. HOWTO documents from the Linux Documentation Project, available at
http:/ /www.redhat.com/mirrors/LDP/HOWTO/HOWTO-INDEX/howtos.html,
document particular aspects of Linux, from low-level kernel esoteric changes to using
Linux for amateur radio station work.

1.3. Documentation for Linux Gurus

If you are a long-time Red Hat Linux user, you probably already know that one of the best
ways to understand a particular program is to read its source code and/or configuration
files. A major advantage of Red Hat Linux is the availability of the source code for anyone
to read.

Obviously, not everyone is a C programmer, so the source code may not be helpful for you.
However, if you have the knowledge and skills necessary to read it, the source code holds
all of the answers.

2. Document Conventions

When you read this manual, you will see that certain words are represented in different
fonts, typefaces, sizes, and weights. This highlighting is systematic; different words are rep-
resented in the same style to indicate their inclusion in a specific category. The types of words
that are represented this way include the following:

conmmand

Linux commands (and other operating system commands, when used) are represented
this way. This style should indicate to you that you can type the word or phrase on the
command line and press [Enter] to invoke a command. Sometimes a command contains
words that would be displayed in a different style on their own (such as filenames). In
these cases, they are considered to be part of the command, so the entire phrase will be
displayed as a command. For example:

Use thecat testfilecommand to view the contents of a file, named t estfi | e, in the
current working directory.

fil ename

Filenames, directory names, paths, and RPM package names are represented this way.
This style should indicate that a particular file or directory exists by that name on your
Red Hat Linux system. Examples:
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The . bashr c file in your home directory contains bash shell definitions and aliases for
your own use.

The / et c/ f st ab file contains information about different system devices and filesys-
tems.

Install the webal i zer RPM if you want to use a Web server log file analysis program.

application

This style should indicate to you that the program named is an end-user application (as
opposed to system software). For example:

Use Netscape Navigator to browse the Web.

(key]
A key on the keyboard is shown in this style. For example:

To use [Tab] completion, type in a character and then press the [Tab] key. Your terminal
will display the list of files in the directory that start with that letter.

[key]-[combination]
A combination of keystrokes is represented in this way. For example:

The [Ctrl]-[Alt]-[Backspace] key combination will exit your graphical session and return
you to the graphical login screen or the console.

text found on a GUI interface

A title, word, or phrase found on a GUI interface screen or window will be shown in
this style. When you see text shown in this style, it is being used to identify a particular
GUI screen or an element on a GUI screen (such as text associated with a checkbox or
field). Example:

Select the Require Password checkbox if you would like your screensaver to require a
password before stopping.

top level of a menu on a GUI screen or window

When you see a word in this style, it indicates that the word is the top level of a pull-
down menu. If you click on the word on the GUI screen, the rest of the menu should
appear. For example:

Under Settings on a GNOME terminal, you will see the following menu items: Prefer-
ences, Reset Terminal, Reset and Clear, and Color selector.

If you need to type in a sequence of commands from a GUI menu, they will be shown
like the following example:

Click on Programs=>Applications=>Emacs to start the Emacs text editor.
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button on a GUI screen or window

This style indicates that the text will be found on a clickable button on a GUI screen.
For example:

Click on the Back button to return to the webpage you last viewed.

conput er out put

When you see text in this style, it indicates text displayed by the computer on the
command line. You will see responses to commands you typed in, error messages, and
interactive prompts for your input during scripts or programs shown this way. For ex-
ample:

Use the | s command to display the contents of a directory:

$1s
Deskt op axhome | ogs paul west erberg. gi f
Mai | backupfil es nai | reports

The output returned in response to the command (in this case, the contents of the direc-
tory) is shown in this style.

pr onpt

A prompt, which is a computer’s way of signifying that it is ready for you to input
something, will be shown in this style. Examples:

$

#

[stephen@mat urin stephen] $
| eopard | ogin:

user i nput

Text that the user has to type, either on the command line, or into a text box on a GUI
screen, is displayed in this style. In the following example, t ext is displayed in this
style:

To boot your system into the text based installation program, you will need to type in
thet ext command at the boot : prompt.

Additionally, we use several different strategies to draw your attention to certain pieces of
information. In order of how critical the information is to your system, these items will be
marked as note, tip, important, caution, or a warning. For example:

Note

Remember that Linux is case sensitive. In other words, a rose is not a ROSE is not a rOsE.

@
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The directory / usr/share/ doc contains additional documentation for packages installed on your
system.

OImportant

If you modify the DHCP configuration file, the changes will not take effect until you restart the DHCP
daemon.

@Caution

Do not perform routine tasks as root — use a regular user account unless you need to use the root
account for system administration tasks.

AWarning

If you choose not to partition manually, a server installation will remove all existing partitions on all
installed hard drives. Do not choose this installation class unless you are sure you have no data you
need to save.

3. Using the Mouse

Red Hat Linux is designed to use a three-button mouse. If you have a two-button mouse, you
should have selected three-button emulation during the installation process. If you're using
three-button emulation, pressing both mouse buttons at the same time equates to pressing
the missing third (middle) button.

In this document, if you are instructed to click with the mouse on something, that means
click the left mouse button. If you need to use the middle or right mouse button, that will be
explicitly stated. (This will be reversed if you've configured your mouse to be used by a left
handed person.)

The phrase "drag and drop" may be familiar to you. If you're instructed to drag and drop
an item on your GUI desktop, click on something and hold the mouse button down. While
continuing to hold down the mouse button, drag the item by moving the mouse to a new
location. When you've reached the desired location, release the mouse button to drop the
item.

4. Copying and Pasting Text With X

Copying and pasting text is easy using your mouse and the X Window System. To copy text,
simply click and drag your mouse over the text to highlight it. To paste the text somewhere,
click the middle mouse button in the spot where the text should be placed.
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5. More to Come

The Official Red Hat Linux Reference Guide is part of Red Hat’s commitment to provide useful
and timely support to Red Hat Linux users. Future editions will feature expanded informa-
tion on changes to system structure and organization, new and powerful security tools, and
other resources to help you extend the power of your Red Hat Linux system — and your
ability to use it.

That’s where you can help.

5.1. We Need Feedback!

If you find an error in the Official Red Hat Linux Reference Guide, or if you have thought of
a way to make this manual better, we’d love to hear from you! Please submit a report in
Bugzilla (http:/ /bugzilla.redhat.com/bugzilla) against the component rhi-rg.

Be sure to mention the manual’s identifier:

rhl-rg(EN)- 7. 3- HTML- RH  (2002- 05- 02T15: 12- 0400)

If you mention the manual’s identifier, we will know exactly which version of the guide you
have.

If you have a suggestion for improving the documentation, try to be as specific as possible
when describing it. If you have found an error, please include the section number and some
of the surrounding text so we can find it easily.

6. Sign Up for Support

If you have an official edition of Red Hat Linux 7.3, please remember to sign up for the
benefits you are entitled to as a Red Hat customer.

You will be entitled to any or all of the following benefits, depending upon the Official Red
Hat Linux product you purchased:

« Official Red Hat support — Get help with your installation questions from Red Hat, Inc.’s
support team.

» Red Hat Network — Easily update your packages and receive security notices that are
customized for your system. Go to http://rhn.redhat.com for more details.

« Under the Brim: The Official Red Hat E-Newsletter — Every month, get the latest news and
product information directly from Red Hat.

To sign up, go to http:/ /www.redhat.com/apps/activate/. You will find your Product ID
on a black, red, and white card in your Official Red Hat Linux box.

To read more about technical support for Official Red Hat Linux, refer to the Getting Technical
Support Appendix in the Official Red Hat Linux Installation Guide.

Good luck, and thank you for choosing Red Hat Linux!
The Red Hat Documentation Team
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Chapter 1.
File System Structure

1.1. Why Share a Common Structure?

An operating system’s file system structure is its most basic level of organization. Almost all
of the ways an operating system interacts with its users, applications, and security model
are dependent upon the way it stores its files on a primary storage device (normally a hard
disk drive). It is crucial for a variety of reasons that users, as well as programs at the time of
installation and beyond, be able to refer to a common guideline to know where to read and
write their binary, configuration, log, and other necessary files.

A file system can be seen in terms of two different logical categories of files:

¢ Shareable vs. unshareable files
e Variable vs. static files

Shareable files are those that can be accessed by various hosts; unshareable files are not avail-
able to any other hosts. Variable files can change at any time without system administrator
intervention (whether active or passive); static files, such as documentation and binaries, do
not change without an action from the system administrator or an agent that the system
administrator has placed in motion to accomplish that task.

The reason for looking at files in this way has to do with the type of permissions given to
the directory that holds them. The way in which the operating system and its users need
to utilize the files determines the directory where those files should be placed, whether the
directory is mounted read-only or read-write, and the level of access allowed on each file.
The top level of this organization is crucial, as the access to the underlying directories can be
restricted or security problems may manifest themselves if the top level is left disorganized
or without a widely-utilized structure.

However, simply having a structure does not mean very much unless it is a standard. Com-
peting structures can actually cause more problems than they fix. Because of this, Red Hat
has chosen the the most widely-used file system structure and extended it only slightly to
accommodate special files used within Red Hat Linux.

1.2. Overview of File System Hierarchy Standard (FHS)

Red Hat is committed to the Filesystem Hierarchy Standard (FHS), a collaborative document
that defines the names and locations of many files and directories. We will continue to track
and follow the standard to keep Red Hat Linux FHS-compliant.

The current FHS document is the authoritative reference to any FHS-compliant file system,
but the standard leaves many areas undefined or extensible. In this section, we provide an
overview of the standard and a description of the parts of the file system not covered by the
standard.

The complete standard is available at:
http:/ /www.pathname.com/ths

Compliance with the standard means many things, but the two most important are compat-
ibility with other compliant systems and the ability to mount the / usr partition as read-only
(because it contains common executables and is not meant to be changed by users). Since
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/'usr can be mounted read-only, / usr can be mounted from the CD-ROM or from another
machine via read-only NFS.

1.2.1. FHS Organization

The directories and files noted here are a small subset of those specified by the FHS docu-
ment. Check the latest FHS document for the most complete information.

1.2.1.1. The/ dev Directory

The / dev directory contains file system entries which represent devices that are attached to
the system. These files are essential for the system to function properly.

1.2.1.2. The/ et c Directory

The / et ¢ directory is reserved for configuration files that are local to your machine. No
binaries are to be put in / et c. Any binaries that were formerly put in / et ¢ should now go
into / sbi n or possibly / bi n.

The X11 and skel directories should be subdirectories of / et c:

/etc
|- X11
| - skel

The X11 directory is for X11 configuration files such as XF86Conf i g. The skel directory is
for "skeleton" user files, which are used to populate a home directory when a user is first
created.

1.2.1.3. The/li b Directory

The/1i b directory should contain only those libraries that are needed to execute the binaries
in / bi n and / sbi n. These shared library images are particularly important for booting the
system and executing commands within the root file system.

1.2.1.4. The/ mt Directory

The/ mt directory refers to temporarily mounted file systems, such as CD-ROMs and floppy
disks.

1.2.1.5. The/ opt Directory

The / opt directory provides an area for usually large, static application software packages
to be stored.

For packages that wish to avoid putting their files throughout the file system, / opt provides
a logical and predictable organizational system under that package’s directory. This gives
the system administrator an easy way to determine the role of each file within a particular
package.

For example, if sanpl e is the name of a particular software package located within / opt,
then all of its files could be placed within directories inside /opt/sanple, such as
/ opt / sanpl e/ bi n for binaries and / opt / sanpl e/ man for manual pages.
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Large packages that encompass many different sub-packages, each of which accomplish a
particular task, also go within / opt, giving that large package a standardized way to orga-
nize itself. In this way, our sanpl e package may have different tools that each go in their
own sub-directories, such as / opt / sanpl e/ t ool 1 and / opt / sanpl e/ t ool 2, each of which
can have their own bi n, man, and other similar directories.

1.2.1.6. The/ proc Directory

The / pr oc directory contains special "files" that either extract information from or send in-
formation to the kernel.

Due to the great variety of data available within / pr oc and the many ways this directory can
be used to communicate with the kernel, an entire chapter has been devoted to the subject.
For more information, please see Chapter 2.

1.2.1.7. The / shi n Directory

The / shi n directory is for executables used only by the root user. The executables in / shi n
are only used to boot and mount / usr and perform system recovery operations. The FHS
says:

"I'sbin typically contains files essential for booting the system in addition to the binaries in
/bi n. Anything executed after / usr is known to be mounted (when there are no problems)
should be placed in / usr/ sbi n. Local-only system administration binaries should be placed into
[usr/1ocal /sbin."

At a minimum, the following programs should be in / sbi n:

arp, clock,

getty, halt,

init, fdisk,
fsck.*, grub,
ifconfig, lilo,
nkfs.*, nkswap,
reboot, route,
shut down, swapof f,
swapon, update

1.2.1.8. The / usr Directory

The / usr directory is for files that can be shared across a whole site. The / usr directory usu-
ally has its own partition, and it should be mountable read-only. At minimum, the following
directories should be subdirectories of / usr :

|- bin

- dict

- etc

- ganes

- include
- kerberos
- lib

- libexec
- local
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| - sbin

| - share

|- src

|- X11R6

The bi n directory contains executables, di ct contains non-FHS compliant documentation
pages, et ¢ contains system-wide configuration files, ganes is for games, i ncl ude contains
C header files, ker ber os contains binaries and much more for Kerberos, and | i b contains
object files and libraries that are not designed to be directly utilized by users or shell scripts.
Thel i bexec directory contains small helper programs called by other programs, sbi n is for
system administration binaries (those that do not belong in / shi n), shar e contains files that
are not architecture-specific, sr ¢ is for source code, and X11Ré6 is for the X Window System
(XFree86 on Red Hat Linux).

1.2.1.9. The/usr/l ocal Directory
The FHS says:

"The /usr/| ocal hierarchy is for use by the system administrator when installing software lo-
cally. It needs to be safe from being overwritten when the system software is updated. It may be
used for programs and data that are shareable among a group of hosts, but not found in / usr ."

The / usr/ I ocal directory is similar in structure to the / usr directory. It has the following
subdirectories, which are similar in purpose to those in the / usr directory:

/usr/loca

|- bin
| - doc
|- etc
| - ganes
| - include
|- Iib
| - l'i bexec
| - sbin
| - share
|- src

1.2.1.10. The/var Directory

Since the FHS requires that you be able to mount / usr read-only, any programs that write
log files or need spool or | ock directories should write them to the / var directory. The FHS
states / var is for:

"...variable data files. This includes spool directories and files, administrative and logging data,
and transient and temporary files."

Below are some of the directories which should be subdirectories of / var :

| - arpwatch
| - cache
|- db

|- ftp
|- gdm
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| - kerberos
|- 1ib
| - local
| - lock
|- log
| - named
|- mail -> spool/ nai
| - named
|- nis
| - opt
| - preserve
|- run
+- spoo
| - anacron
|- at
|- cron
|- fax
|- Ipd
|- mail
| - mgueue
| - news
| - rwho
| - samba
| - slrnpul
| - squid
| - up2date
| - uucp
| - uucppublic
| - vbox
| - voice
|- tnp
| - tux
| - www
- yp

System log files such as messages and | ast | og goin/var/ | og. The/var/ i b/ r pmdirectory
also contains the RPM system databases. Lock files go in / var /| ock, usually in directories
particular for the program using the file. The / var/ spool directory has subdirectories for
various systems that need to store data files.

1.2.2./usr/local in Red Hat Linux

In Red Hat Linux, the intended use for / usr /| ocal is slightly different from that specified
by the FHS. The FHS says that / usr/ | ocal should be where you store software that is to
remain safe from system software upgrades. Since system upgrades from Red Hat are done
safely with the r pmcommand and graphical Gnome-RPM application, you do not need to
protect files by putting them in / usr/ | ocal . Instead, we recommend you use / usr/| ocal
for software that is local to your machine.

For instance, say you have mounted / usr via read-only NFS from a host named j ake. If
there is a package or program you would like to install, but you are not allowed to write
to j ake, you should install it under / usr/ | ocal . Later perhaps, if you have managed to
convince the system administrator of j ake to install the program on / usr, you can uninstall
it from the / usr/ 1 ocal / directory.
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1.3. Special File Locations

Red Hat extends the FHS structure slightly to accommodate special files used by Red Hat
Linux.

Most files pertaining to the Red Hat Package Manager (RPM) are kept in the / var/1'i b/ r pl
directory. For more information on RPM see the chapter titled Package Management with RPM
in the Official Red Hat Linux Customization Guide.

The / var/ spool / up2dat e/ directory contains files used by Red Hat Update Agent, includ-
ing RPM header information for the system. This location may also be used to temporarily
store RPMs downloaded while updating your system. For more information on Red Hat
Network, see the Red Hat Network website at https:/ /rhn.redhat.com/.

Another location specific to Red Hat Linux is the/ et ¢/ sysconf i g/ directory. This directory
stores a variety of configuration information. Many scripts that run at boot time use the files
in this directory. See Section 3.3 for more information on what is within this directory and
the role these files play in the boot process.

Finally, one more directory worth noting is the /i ni trd/ directory. It is empty, but is used
as a critical mount point during the boot process.

AWarning

Do not remove the /i ni trd/ directory for any reason. Removing this directory will cause your system
to fail to boot with a kernel panic error message.
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Chapter 2.
The / pr oc File System

The Linux kernel’s primary functions are to control access to physical devices on the com-
puter and to schedule when and how processes interact with these devices. The / pr oc di-
rectory contains hierarchy of virtual folders and files which represent the current state of the
kernel. Viewing files within / pr oc allows the user to peer into the kernel’s view of the sys-
tem. In addition, the user can use these virtual files to communicate configuration changes
to the kernel.

2.1. A Virtual File System

In Linux, everything is stored as a file. Most users are familiar with the two primary types
of files, text and binary. However, the / pr oc directory contains files that are not part of any
file system associated with any physical storage device connected to your system. Instead,
the virtual files in / pr oc are part of a virtual file system.

The virtual files in / pr oc have unique qualities. Most of them are 0 bytes in size. Yet when
the file is viewed, it can contain quite a bit of information. In addition, most of their time and
date settings reflect the current time and date, meaning that they are constantly changing.

Both applications and system administrators can use / proc as a method of accessing in-
formation about the state of the kernel, the attributes of the machine, the state of individual
processes, and so on. Most of the files in the directory, such asi nt er r upt s, meni nf o, mount s,
and par ti tions, provide an up-to-the-moment glimpse of a system’s physical environment.
Others, likefil e systens and the/ proc/ sys/ directory provide software configuration in-
formation.

To make things easier, files that contain information covering a similar topic are grouped
into virtual directories and sub-directories, such as / proc/ i de/ for all physical IDE devices.

2.1.1. Viewing Virtual Files

By using cat, nore, or | ess commands on the files within / proc, you can immediately
access an enormous amount of information about the system. For example, if you want to
see what sort of CPU your computer has, type cat cpui nfo and you will see something
similar to the following:

processor : 0
vendor _id : Authenti cAMD
cpu famly : 5

nmodel : 9
nmodel nanme : AMD-K6(tn) 3D+ Processor
stepping : 1

cpu MHz : 400.919
cache size : 256 KB
fdiv_bug : no
hlt_bug : no
f 00f _bug : no
coma_bug : no

fpu : yes
f pu_exception : yes
cpuid level : 1

wp : yes
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flags : fpu vme de pse tsc msr nte cx8 pge mmx syscall 3dnow k6_ntrr
bogom ps : 799.53

As you view different virtual files in / pr oc, you will notice that some of the information
makes sense. Others are not human readable. This is why utilities exist pull data from virtual
files in / pr oc and display it in a useful way. Some examples of such applications are apm
free,and t op.

Note

Some of the virtual files in / pr oc are only readable by the root user.

2.1.2. Changing Virtual Files

As a general rule, most virtual files within the / pr oc directory are read only. However, some
can be used to adjust settings in the kernel. This is especially true for files in the / pr oc/ sys/
subdirectory.

To change the value of a virtual file, use the echo command and a > symbol to redirect the
new value to the file. For instance, to change your hostname on the fly, you can type:

echo bob. subgeni ous. com > /proc/sys/ kernel / host name

Other files act as binary switches. For instance, if you type cat
I proc/ sys/ net/ipva/ip_forward, you will get either a 0 or a 1. A 0 indicates the kernel is
not forwarding network packets. By using the echo command to change the value of the
i p_forward file to 1, you can immediately turn packet forwarding on.

For a listing of some of the kernel configuration files available in the / pr oc/ sys/ , see Section
2.3.8.

2.2. Top-Level Files in / proc

Below is a list of some of the more useful virtual files in the top-level of the / pr oc directory.

2.2.1./proc/ apm

This file provides information about the state of the Advanced Power Management (APM) sys-
tem. This information is used by the apmcommand.

The output of this file on a system without a battery and constantly connected to an AC
power source looks similar to this:

1.16 1.2 0x03 0x01 Oxff 0x80 -1%-1 ?
Executing apm - v command on these systems results in something similar to this:

APM BI CS 1.2 (kernel driver 1.16)
AC on-line, no systembattery

For these systems, apmmay be able to do little more than put the machine in standby mode.
The apmcommand is much more useful on laptops. This is also reflected in their / pr oc/ apm
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files. This is the output from a sample file on a laptop running Linux while plugged into a
power outlet:

1.16 1.2 0x03 0x01 0x03 0x09 100%-1 ?

When the same machine is unplugged from its power source and running on its own batter-
ies for a few minutes, you will see the contents of the apmfile change:

1.16 1.2 0x03 0x00 0x00 0x01 99% 1792 nin
In this state, the apmcommand yields readable information from this data:

APM BI CS 1.2 (kernel driver 1.16)
AC of f-line, battery status high: 99% (1 day, 5:52)

This demonstrates the connection between data located in raw / pr oc files and the utilities
designed to use that information for specific purposes.

2.2.2./proc/cndl i ne

This file essentially shows the parameters passed to the kernel at the time it is started. A
sample / pr oc/ cndl i ne file looks similar to this:

ro root=/dev/hda2
The important data contained in the file breaks down in the following way:

 ro — signifies the kernel is loaded read-only.

« root=/dev/ hda2 — this is the partition on which the root file system resides.

2.2.3./proc/ cpui nfo

This file changes based on the type of processor in your system. The output is fairly easy to
understand. A sample file looks like this:

processor 0

vendor _id : Aut henti cAMD

cpu famly 5

nodel 9

nodel nane : AVD-K6(tm 3D+ Processor
st eppi ng o1

cpu MHz : 400.919

cache size : 256 KB

f di v_bug : no

hl t _bug : no

f 00f _bug : no

coma_bug : no

f pu 1 yes

f pu_exception . yes

cpuid | evel 1

wp 1 yes

flags : fpu ve de pse tsc nmsr nte cx8 pge mmx syscall 3dnow k6_ntrr

bogoni ps : 799.53
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» processor — Provides each processor with an identifying number. If you only have one
processor, you will only see a 0.

cpu fam |y — Authoritatively tells you the type of processor you have in the system.
Simply place the number in front of "86" to calculate the value. This is particularly helpful
if you are wondering about the architecture of an older system (686, 586, 486, or 386). As
RPM packages are occasionally compiled for particular architectures, this value tells you
which package to install on the system.

model name — Gives you the popular name of the processor, including its project name.

e cpu MHz — Shows the precise speed in megahertz of that particular processor (in thou-
sandths).

cache size — Tells you the amount of level 2 memory cache available to the processor.

f1 ags — Defines a number of different qualities about the processor, such as the presence
of a floating point unit (FPU) and the ability to process MMX instructions.

2.2.4. ] proc/ devi ces

This file displays the various character and block devices currently configured for use with
the kernel. It does not include modules that are available but not loaded into the kernel.
Below is a sample output from this virtual file:

Char acter devices:
1 nmem

2 pty

3 ttyp

4 ttyS

5 cua
7 vcs

10 m sc

14 sound
29 fb

36 netlink

128 ptm

129 ptm

136 pts

137 pts

162 raw

254 jscsictl

Bl ock devi ces:
1 randi sk
2 fd
3 ide0
9 md
22 idel

The output from / pr oc/ devi ces includes the major number and name of the device.

Character devices are similar to block devices, except for two basic differences.

Block devices have a buffer available, allowing them to order requests before dealing with
them. This is important for devices designed to store information — such as hard drives —
because the ability to order the information before writing it to the device allows it to be
placed in more efficient order. Character devices do not require buffering.
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The other difference is that block devices can send and receive information in blocks of a size
configured per device. Character devices send data with no preconfigured size.

For more information about devices see Jusr/src/linux-
2.4/ Docunent ati on/ devi ces. t xt .

2.2.5./proc/ dma

This file contains a list of the registered ISA direct memory access (DMA) channels in use. A
sample / pr oc/ dna files looks like this:

4: cascade

2.2.6. / proc/ execdonmai ns

This file lists the execution domains currently supported by the Linux kernel, along with the
range of personalities they support.

0-0 Li nux [ kernel ]

Think of execution domains as a kind of "personality" of a particular operating system. Other
binary formats, such as Solaris, UnixWare, and FreeBSD, can be used with Linux. By chang-
ing the personality of a task running in Linux, a programmer can change the way the oper-
ating system treats particular system calls from a certain binary. Except for the PER_LI NUX
execution domain, they can be implemented as dynamically loadable modules.

2.2.7./proc/fb

This file contains a list of frame buffer devices, with the frame buffer device number and
the driver that controls it. Typical output of / pr oc/ f b for systems that contain frame buffer
devices looks similar to this:

0 VESA VGA

2.2.8./proc/fil esystens

This file displays a list of the file system types currently supported by the kernel. Sample
output from a generic kernel’s / proc/ f i | esyst ems file looks similar to this:

nodev rootfs
nodev bdev
nodev proc
nodev sockfs
nodev tnpfs
nodev shm
nodev pi pefs
ext2

nodev ranfs
1 509660
nodev devpts
ext3

nodev autofs
nodev bi nfnt_m sc
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The first column signifies whether the file system is mounted on a block device. Those be-
ginning with nodev are not mounted on a device. The second column lists the name of the
file systems supported.

The mount command cycles through these file systems when one is not specified as an argu-
ment.

2.2.9./proc/interrupts

This file records the number of interrupts per IRQ on the x86 architecture. A standard
/ proc/interrupts looks similar to this:

CPUO
0 80448940 XT-PIC tiner
1 174412 XT-PI C keyboard
2: 0 XT-PI C cascade
8: 1 XT-PIC rtc
10: 410964 XT-PIC ethO
12: 60330 XT-PIC PS/2 Mouse
14: 1314121 XT-PIC ide0
15: 5195422 XT-PIC idel
NM : 0
ERR: 0

For a multi-processor machine, this file may look slightly different:

CPUO CPUL
0: 1366814704 0 XT-PIC tinmer
1: 128 340 | O API C- edge keyboard
2: 0 0 XT-PI C cascade
8: 0 1 | O-APIC-edge rtc
12: 5323 5793 | O APl C-edge PS/ 2 Muse
13: 1 0 XT-PIC fpu
16: 11184294 15940594 IO APIC-l evel Intel EtherExpress Pro 10/100 Ethernet
20: 8450043 11120093 IO APIC-level negaraid
30: 10432 10722 1O API C-| evel aic7xxx
31: 23 22 1O API C-l evel aic7xxx
NM : 0
ERR: 0

The first column refers to the IRQ number. Each CPU in the system has its own column and
its own number of interrupts per IRQ. The next column tells you the type of interrupt, and
the last column contains the name of the device that is located at that IRQ.

Each of the types of interrupts seen in this file, which are architecture-specific, mean some-
thing a little different. For x86 machines, the following values are common:

e XT- Pl C— The old AT computer interrupts.

* 1 O API C- edge — The voltage signal on this interrupt transitions from low to high, creat-
ing an edge, where the interrupt occurs and is only signaled once. This kind of interrupt,
as well as the | O API C-| evel interrupt, are only seen on systems with processors from
the 586 family and higher.

* 10 API C- | evel — Generates interrupts when its voltage signal goes high until the signal
goes low again.
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2.2.10./proc/iomem

This file shows you the

00000000- 0009f bf f : System RAM
0009f c00- 0009ffff : reserved
000a0000- 000bffff : Vi deo RAM area
000c0000- 000c7fff : Video ROM
000f 0000- 000f ffff : System ROM
00100000-O7ffffff Syst em RAM
00100000- 00291ba8 . Kernel code
00291ba9- 002e09cb : Kernel data
e0000000-e3ffffff : VIA Technol ogi es, Inc. VI82C597 [ Apol | o VP3]
e4000000-e7ffffff : PCl Bus #01
e4000000- e4003fff : Matrox Graphics, Inc. MGA Q00 AGP
e5000000-e57fffff : Matrox Graphics, Inc. MGA Q00 AGP
e8000000-e8ffffff : PCl Bus #01
e8000000-e8ffffff : Matrox Graphics, Inc. MGA Q200 AGP
€a000000- ea00007f : Digital Equipnent Corporation DECchip 21140 [ Faster Net]
€a000000- ea00007f : tulip
ffffoooO-ffffffff : reserved

current map of the system’s memory for its various devices:

The first column displays the memory registers used by each of the different types of mem-
ory. The second column tells the kind of memory located within those registers. In partic-
ular, this column will even tell you which memory registers are used by the kernel within
the system RAM or, if you have multiple Ethernet ports on your NIC, the memory registers

assigned for each port.

2.2.11./proc/ioports

In a way similar to/ proc/ i omem/ proc/ i oports provides a list of currently registered port
regions used for input or output communication with a device. This file can be quite long,

with a beginning similar to this:
0000- 001f dmal
0020- 003f picl
0040- 005f timer
0060- 006f : keyboard
0070-007f : rtc
0080- 008f dma page reg
00a0- 00bf pic2
00c0- 00df dma2
00f 0-00ff : fpu
0170-0177 : idel
01f0-01f7 : ide0
02f 8-02ff : serial (auto)
0376-0376 : idel
03c0-03df : vga+
03f6-03f6 : ide0
03f8-03ff : serial (auto)
Ocf8-0cff : PCl confl
d000-df ff : PCl Bus #01
e000- e00f VI A Technol ogi es, Inc. Bus Master |DE
e000- e007 : ide0
e008- e00f i del
e800-e87f : Digital Equi pment Corporation DECchip 21140 [ Faster Net]
e800- e87f tulip
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The first column gives the actual IO port address range reserved for the device listed in the
second column.

2.2.12./ proc/isapnp

This file lists Plug and Play (PnP) cards in ISA slots on the system. This is most often seen with
sound cards but may include any number of devices. A/ pr oc/ i sapnp file with Soundblaster
entry in it looks similar to this:

Card 1 ' CTLOO70: Creative Vi BRA1I6C PnP’ PnP version 1.0 Product version 1.0
Logi cal device O ' CTLOOO1: Audi 0’
Device is not active
Active port 0x220, 0x330, 0x388
Active IRQ 5 [0x2]
Active DVA 1,5
Resources 0
Priority preferred
Port 0x220-0x220, align 0x0, size 0x10, 16-bit address decodi ng
Port O0x330-0x330, align 0x0, size 0x2, 16-bit address decodi ng
Port 0x388-0x3f8, align 0x0, size O0x4, 16-bit address decodi ng
I RQ 5 Hi gh- Edge
DMA 1 8-bit byte-count conpatible
DMA 5 16-bit word-count conpatible
Al'ternate resources 0:1
Priority acceptable
Port 0x220-0x280, align Ox1f, size 0x10, 16-bit address decoding
Port 0x300-0x330, align Ox2f, size 0x2, 16-bit address decoding
Port 0x388-0x3f8, align 0x0, size 0x4, 16-bit address decodi ng
IRQ 5,7,2/9,10 Hi gh- Edge
DVA 1,3 8-bit byte-count conpatible
DVA 5,7 16-bit word-count conpatible

This file can be quite long, depending on the number of devices displayed here and their
requirements or requests for resources.

Each card lists its name, PnP version number, and product version number. If the device is
active and configured, this file will also reveal the port and IRQ numbers for the device. In
addition, to ensure better compatibility, the card will specify preferred and acceptabl e
values for a number of different parameters. The goal here is to allow the PnP cards to work
around one another and avoid IRQ and port conflicts.

2.2.13./proc/ kcore

This file represents the physical memory of the system and is stored in the core file format.
Unlike most / pr oc files, kcor e does display a size. This value is given in bytes and is equal
to the size of physical memory (RAM) used plus 4KB.

AWarning

Be sure to avoid viewing the kcor e file in / pr oc. The contents of the file will scramble text output on
the terminal. If you accidentally view this file, press [Ctrl]-[C] to stop the process then type reset to
bring back the command line prompt.
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The contents of this file are designed to be examined by a debugger, such as gdb and is not
human readable.

2.2.14. / proc/ knsg

This file is used to hold messages generated by the kernel. These messages are then picked
up by other programs, such as ki ogd.

2.2.15. / proc/ ksyns

This file holds the kernel exported symbol definitions used by the modules tools to dynam-
ically link and bind loadable modules.

e003def 4 speedo_debug [ eepr 0100]
e003b04c eeprol00_init [eeprol00]
e00390c0 st_tenplate [st]

€002104c RDI NDOOR [ negar ai d]
e00210a4 cal | Done [ negar ai d]
e00226¢c negar ai d_det ect [ negar ai d]

The second column refers to the name of a kernel function, and the first column lists the
memory address of that function in the kernel. The last column reveals the name of the
module loaded to provide that function.

2.2.16./ proc/ | oadavg

This file provides a look at load average on the processor over time and additional data used
by upt i me and other commands. A sample | oadavg file looks similar to this:

0.20 0.18 0.12 1/80 11206

The first three columns measure CPU utilization of the last 1, 5, and 10 minute periods. The
fourth column shows the number of currently running processes and the total number of
processes. The last column displays the last process ID used.

2.2.17./proc/ | ocks

This files displays the files currently locked by the kernel. The content of this file contains
kernel internal debugging data and can vary greatly, depending on the use of the system. A
sample | ocks file of a very lightly loaded system looks similar to this:

1: FLOCK ADVI SORY WRITE 807 03:05: 308731 0 EOF c2a260c0 c025aa48 c2a26120
2: POSI X ADVISORY WRITE 708 03:05:308720 0 EOF c2a261lc c2a260c4 c025aa48

Each lock is assigned a unique number at the beginning of each line. The second column
refers to the class of lock used, with FLOCK signifying the older-style UNIX file locks from
a fl ock system call and POSI X representing the newer POSIX locks from the | ockf system
call.

The third column can have two values. ADVI SORY means that the lock does not prevent other
people from accessing the data; it only prevents other attempts to lock it. MANDATORY means
that no other access to the data is permitted while the lock is held. The fourth column reveals
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whether the lock is allowing the holder READ or WRI TE access to the file, and the fifth column
shows the ID of the process holding the lock.

The sixth column shows the ID of the file being locked, in the format of
MAJOR- DEVI CE: M NOR- DEVI CE: | NODE- NUMBER. The seventh column shows the start and
end of the file’s locked region. The remaining columns point to internal kernel data
structures used for specialized debugging and can be ignored.

2.2.18./ proc/ mist at

This file contains the current information for multiple-disk, RAID configurations. If your
system does not contain such a configuration, then your ndst at file will look similar to this:

Personalities :
read_ahead not set
unused devi ces: <none>

This file remains in the state above unless you create a software RAID or nd device. In that
case, you can use st at to give you a picture of what is currently happening with your miX
RAID devices.

The / proc/ ndst at file below shows a system with its nd0 configured as a RAID 1 device. It
is currently re-syncing the disks:

Personalities : [linear] [raidl]

read_ahead 1024 sectors

md0: active raidl sda2[1] sdb2[0] 9940 blocks [2/2] [UU resync=1%fini sh=12.3nin
algorithm?2 [3/3] [UW]

unused devi ces: <none>

2.2.19./ proc/ meni nfo

This is one of the more commonly used / pr oc files, as it reports back plenty of valuable
information about the current utilization of RAM on the system. A system with 256MB of
RAM and 384MB of swap space might have a / pr oc/ meni nf o file similar to this one:

total: used: free: shared: buffers: cached:

Mem 261709824 253407232 8302592 0 120745984 48689152
Swap: 402997248 8192 402989056

MeniTot al : 255576 kB

Menfr ee: 8108 kB

Menthar ed: 0 kB

Buf fers: 117916 kB

Cached: 47548 kB

Active: 135300 kB

Inact _dirty: 29276 kB

I nact _cl ean: 888 kB

I nact _target: 0 kB

Hi ghTot al : 0 kB

Hi ghFree: 0 kB

LowTot al : 255576 kB

LowFr ee: 8108 kB

SwapTot al : 393552 kB

SwapFr ee: 393544 kB
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Much of the information here is used by the f r ee, t op, and ps commands. In fact, the output
of the f r ee command is even similar in appearance to the contents and structure of neni nf o.
By looking directly at meni nf o, more memory details are revealed:

« Mem— Displays the current state of physical RAM in the system, including a full break-
down of total, used, free, shared, buffered, and cached memory utilization in bytes.

» Swap — Displays the total, used, and free amounts of swap space, in bytes.
« Meniot al — Total amount of physical RAM, in kilobytes.
« Menfree — The amount of physical RAM, in kilobytes, left unused by the system.

« Mendhar ed — Unused with 2.4 and higher kernels but left in for compatibility with earlier
kernel versions.

« Buf f er s — The amount of physical RAM, in kilobytes, used for file buffers.
+ Cached — The amount of physical RAM, in kilobytes, used as cache memory.

 Active — The total amount of buffer or page cache memory, in kilobytes, that is in active
use.

« I nact _di rty — The total amount of buffer or cache pages, in kilobytes, that might be free
and available.

« I nact _cl ean — The total amount of buffer or cache pages in kilobytes that are definitely
free and available.

 Inact_target — The net amount of allocations per second, in kilobytes, averaged over
one minute.

e H ghTotal and Hi ghFree — The total and free amount of memory, respectively, that is
not directly mapped into kernel space. The H ghTot al value can vary based on the type
of kernel used.

« LowTotal and LowFr ee — The total and free amount of memory, respectively, that is di-
rectly mapped into kernel space. The LowTot al value can vary based on the type of kernel
used.

« SwapTot al — The total amount of swap available, in kilobytes.
 SwapFr ee — The total amount of swap free, in kilobytes.

2.2.20./ proc/ nmi sc

This file lists miscellaneous drivers registered on the miscellaneous major device, which is
number 10:

135 rtc
1 psaux
134 apm bi os

The first column is the minor number of each device, and the second column shows the
driver in use.

2.2.21./ proc/ nodul es

This file displays a list of all modules that have been loaded by the system. Its contents will
vary based on the configuration and use of your system, but it should be organized in a
similar manner to this sample / pr oc/ modul es file output:
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ide-cd 27008 0 (autocl ean)

cdrom 28960 0 (autoclean) [ide-cd]
soundcore 4100 0 (autocl ean)

agpgart 31072 0 (unused)

bi nfnt _m sc 5956 1

iscsi 32672 0 (unused)

scsi _nmod 94424 1 [iscsi]

aut of s 10628 0 (autoclean) (unused)
tulip 48608 1

ext 3 60352 2

j bd 39192 2 [ext3]

The first column contains the name of the module. The second column refers to the memory
size of the module, in bytes. The third column tells you whether the module is currently
loaded (1) or unloaded (0). The final column states if the module can unload itself auto-
matically after a period without use (aut ocl ean) or if it is not being utilized (unused). Any
module with a line containing a name listed in brackets ([ or ] ) tells you that this module
depends upon another module to be present in order to function.

2.2.22./ proc/ nount s

This file provides a quick list of all mounts in use by the system:

rootfs / rootfs rw0 O

/dev/hda2 / ext3 rw0 O

/proc /proc proc rwO O

/ dev/ hdal /boot ext3 rw 0 O

none /dev/pts devpts rwO0 O

none /dev/shmtnpfs rw0 O

none /proc/sys/fs/binfnt_msc binfm_miscrw0 O

The output found here is similar to contents of / et ¢/ nt ab, except that/ pr oc/ nount can be
more current.

The first column specifies the device that is mounted, with the second column revealing the
mountpoint. The third column tells the file system type, and the fourth column tells you if it
is mounted read-only (r o) or read-write (r w). The fifth and sixth columns are dummy values
designed to match the format used in/ et ¢/ nt ab.

2.2.23./proc/ntrr

This file refers to the current Memory Type Range Registers (MTRRs) in use with the system.
If your system’s architecture supports MTRRs, your nt r r might look something like this:

reg00: base=0x00000000 ( OMB), size= 64MB: wite-back, count=1

MTRRs are used with Intel P6 family of processors (Pentium Pro and higher), and they are
used to control processor access to memory ranges. When using a video card on a PCI or
AGP bus, a properly configured nt rr file can increase performance over 150%.

Most of the time, this value is properly configured for you. For more
information on MTRRs and manually configuring this file, please see
http://webl.linuxhqg.com/kernel/v2.3/doc/mtrr.txt.html.
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2.2.24./proc/ partitions

Most of the information here is of little importance to most users, except for the following

C

olumns:

maj or — The major number of the device with this partition. The major number in our
example (3) corresponds with the block device i de0 in/ proc/ devi ces.

m nor — The minor number of the device with this partition. This serves to separate the
partitions into different physical devices and relates to the number at the end of the name
of the partition.

#bl ocks — Lists the number of physical disk blocks contained in a particular partition.

nane — The name of the partition.

2.2.25. / proc/ pci

This file contains a full listing of every PCI device on your system. Depending on the number
of PCI devices you have, / proc/ pci can get rather long. An example from this file on a basic
system looks similar to this:

Bus 0, device 0, function O:
Host bridge: Intel Corporation 440BX/ ZX - 82443BX/ ZX Host bridge (rev 3).
Mast er Capabl e. Latency=64.
Prefetchabl e 32 bit nmenory at 0xe4000000 [Oxe7ffffff].
Bus 0, device 1, function O:
PCl bridge: Intel Corporation 440BX/ ZX - 82443BX/ ZX AGP bridge (rev 3).
Mast er Capable. Latency=64. Mn Gnt=128.
Bus 0, device 4, function O:
I SA bridge: Intel Corporation 82371AB Pl X4 |ISA (rev 2).
Bus 0, device 4, function 1:
IDE interface: Intel Corporation 82371AB Pl|X4 IDE (rev 1).
Mast er Capabl e. Latency=32.
I/0O at 0xd800 [ 0xd80f].
Bus 0, device 4, function 2:
USB Controller: Intel Corporation 82371AB Pl X4 USB (rev 1).
I RQ 5.
Mast er Capabl e. Latency=32.
I/0O at 0xd400 [O0xd41f].
Bus 0, device 4, function 3:
Bridge: Intel Corporation 82371AB Pl X4 ACPlI (rev 2).
I RQ 9.
Bus 0, device 9, function O:
Et hernet controller: Lite-On Communications I nc LNELIOOTX (rev 33).
I RQ 5.
Mast er Capabl e. Latency=32.
I/0O at 0xd00O [ OxdOff].
Non- prefetchable 32 bit nenory at 0xe3000000 [ 0xe30000ff].
Bus 0, device 12, function O:
VGA conpatible controller: S3 Inc. ViRGE/DX or /GX (rev 1).
I RQ 11.
Mast er Capable. Latency=32. Mn G1t=4. Max Lat =255.
Non- prefetchable 32 bit nenory at Oxdc000000 [Oxdfffffff].

This output shows a list of all PCI devices, sorted in the order of bus, device, and function.
Beyond providing the name and version of the device, this list also gives you detailed IRQ
information so you can quickly look for conflicts.
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@Tip
To get a more readable version of this informations, type:

I'spci -vb

2.2.26./ proc/ sl abi nfo

This file gives information about memory usage on the slab level. Linux kernels greater than
2.2 use slab pools to manage memory above the page level. Commonly used objects have their
own slab pools.

The values in this file occur in the following order: cache name, number of active objects,
number of total objects, size of the object, number of active slabs (blocks) of the objects, total
number of slabs of the objects, and the number of pages per slab.

It should be noted that active in this case means in use. An active object is one that is in use,
and an active slab is one that contains any used objects.

2.2.27. ] proc/ st at

This file keeps track of a variety of different statistics about the system since it was last
restarted. The contents of / pr oc/ st at , which can be quite long, begins something like this:

cpu 1139111 3689 234449 84378914

cpuO 1139111 3689 234449 84378914

page 2675248 8567956

swap 10022 19226

intr 93326523 85756163 174412 0 3 3 0 6 0 1 0 428620 0 60330 O 1368304 5538681
di sk_io: (3,0):(1408049, 445601, 5349480, 962448, 17135856)

ctxt 27269477

btime 886490134

processes 206458

Some of the more popular statistics include:

» cpu — Measures the number of jiffies (1/100 of a second) that the system has been in user
mode, user mode with low priority (nice), system mode, and the idle task, respectively.
The total for all CPUs is given at the top, and each individual CPU is listed below with its
own statistics.

« page — The number of memory pages the system has written in and out from the disk.
 swap — The number of swap pages the system has brought in and out.
« i ntr — The number of interrupts the system has experienced.

« bti me — The boot time, measured in the number of seconds since January 1, 1970, other-
wise known as the epoch.
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2.2.28. / proc/ swaps

This file measures swap space and its utilization. For a system with only one swap partition,
the output of / pr oc/ swap may look similar to this:

Filenane Type Size Used Priority
/ dev/ hda6 partition 136512 20024 -1

While some of this information can be found in other / pr oc files, swap provides for a very
quick snapshot of every swap filename, type of swap space, and total and used sizes (in
kilobytes). The priority column is useful when multiple swap files are in use, and some of
them are preferred over others, such as if they are on faster hard disks. The lower the priority,
the more likely the swap file will be used.

2.2.29. / proc/ uptine

This file contains information about how long the system has on since its last restart. The
output of / proc/ upt i me is quite minimal:

350735. 47 234388. 90

The first number tells you the total number of seconds the system has been up. The second
number tells you how much of that time, also in seconds, the machine has spent idle.

2.2.30./ proc/ version

This files tells you the versions of the Linux kernel and gcc, as well as the version of Red
Hat Linux installed on the system:

Li nux version 2.4.18-0.4 (user @oo.redhat.conm (gcc version 2.96 20000731
(Red Hat Linux 7.2 2.96-106)) #1 Wed Mar 13 10: 47: 08 EST 2002

This information is used for a variety of purposes, including the version data presented
when a user logs in.

2.3. Directories in/ pr oc

Common groups of information concerning the kernel are grouped into directories and sub-
directories within the / pr oc directory.

2.3.1. Process Directories

Every / pr oc directory contains a number of directories numerical names. A listing of them
starts off like this:

dr - Xr-xr-x 3 root r oot 0 Feb 13 01:28 1

dr - Xr-xr-x 3 root r oot 0 Feb 13 01:28 1010
dr - Xr - Xxr-x 3 xfs xfs 0 Feb 13 01:28 1087
dr - Xr-xr-x 3 daenon daenon 0 Feb 13 01:28 1123
dr - xr-xr-x 3 root r oot 0 Feb 13 01:28 11307
dr - xr-xr-x 3 apache apache 0 Feb 13 01:28 13660
dr - xr-xr-x 3 rpc rpc 0 Feb 13 01: 28 637
dr - Xr-xr-x 3 rpcuser rpcuser 0 Feb 13 01: 28 666
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These directories are called process directories, as they are named after a program’s process
ID and contain information specific to that process. The owner and group of each process
directory is set to the user running the process. When the process is terminated, its / pr oc
process directory vanishes. However, while the process is running, a great deal of informa-
tion specific to that process is held within its directory.

Each of the process directories contains the following files:

« cmdl i ne — Contains the command line arguments that started the process. The output of
cmdl i ne file for the sshd process looks like this:

/usr/sbin/sshd

 cpu — Provides specific information about the utilization of each of the system’s CPUs. A
process running on a dual CPU system produces output similar to this:

cpu 11 3
cpud 0 O
cpul 11 3

« cwd — A symlink to the current working directory for the process.

« environ — Gives a list of the environment variables for the process. The environment
variable is given in all upper-case characters, and the value is in lower-case characters.

« exe — A symlink to the executable of this process.

« fd — A directory containing all of the file descriptors for a particular process. These are
given in numbered links:

total O

I rwx------ 1 root root 64 May 8 11:31 0 -> /dev/null
lrwx------ 1 root r oot 64 May 8 11:31 1 -> /dev/null
lrwx------ 1 root r oot 64 May 8 11:31 2 -> /dev/null

I rwx------ 1 root r oot 64 May 8 11:31 3 -> /dev/ptnx

I rwx------ 1 root r oot 64 May 8 11:31 4 -> socket:[7774817]
lrwx------ 1 root r oot 64 May 8 11:31 5 -> /dev/ptnx
lrwx------ 1 root r oot 64 May 8 11:31 6 -> socket:[7774829]
I rwx------ 1 root root 64 May 8 11:31 7 -> /dev/ptnx

» maps — Contains memory maps to the various executables and library files associated
with this process. This file can be rather long, depending upon the complexity of the pro-
cess, but sample output from the sshd process begins like this:

08048000- 08080000 r-xp 00000000 03: 05 226209 /usr/ sbin/sshd

08080000- 08082000 rw p 00037000 03: 05 226209 /usr/ sbin/sshd

08082000- 080c3000 rwxp 00000000 00: 00 O

40000000- 40016000 r-xp 00000000 03: 05 304721 /1ib/1d-2.2.2.s0

40016000- 40017000 rw-p 00015000 03: 05 304721 /1ib/1d-2.2.2.s0

40017000- 40018000 rwp 00000000 00: 00 O

40019000- 4001b000 r-xp 00000000 03: 05 144433 /1ibl/security/pam stack.so
4001b000- 4001c000 rw p 00001000 03: 05 144433 /1ibl/security/pam stack.so

« mem— The memory held by the process.
e root — A link to the root directory of the process.

» stat — A status of the process.
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« st at m— A status of the memory in use by the process. Sample st at mfiles look like this:
140 72 63 22 0 50 22

The seven columns relate to different memory statistics for the process. In order of how
they are displayed, from right to left, they report different aspects of the memory used:

1. Total program size, in kilobytes

2. Size of memory portions, in kilobytes
3. Number of pages that are shared

4. Number of pages are code

5. Number of pages of data/stack

6. Number of pages of library

7. Number of dirty pages

st at us — Provides the status of the process in a form that is much more readable than
stat or st at m Sample output for sshd looks similar to this:

Nane: sshd

State: S (sl eeping)
Pi d: 14466

PPi d: 723
TracerPid: 0O

ud: 0000

Gd: 0000

FDSi ze: 32

Groups:

VnSi ze: 3596 kB
VirLck: 0 kB
VRSS: 288 kB
VDat a: 552 kB
VSt k: 28 kB
VnExe: 224 kB
Vil b: 2596 kB

Si gPnd:  0000000000000000
Si gBl k:  0000000000000000
Si gl gn: 8000000000001000
Si gCgt: 0000000000012000
Capl nh:  0000000000000000
CapPrm 00000000fffffeff
CapEf f: 00000000f f fffeff

Other than the process’s name and ID, the state (such as S (sl eepi ng) or R (runni ng)
and user/group ID running the process is available, as well as much more detailed data
regarding memory usage.

2.3.1.1./proc/sel f/

The / proc/ sel f/ directory is a link to the currently running process. This allows a process
to look at itself without having to know its process ID.

Within a shell environment, a listing of the / proc/ sel f/ directory produces the same con-
tents as listing the process directory for that process.
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2.3.2. / proc/ bus/

This directory contains information specific to the various buses available on the system. So,
for example, on a standard system containing ISA, PCI, and USB busses, current data on
each of these buses is available in its directory under / pr oc/ bus/ .

The contents of the subdirectories and files available varies greatly on the precise configura-
tion of your system. However, each of the directories for each of the bus types has at least
one directory for each bus of that type. These individual bus directories, usually signified
with numbers, such as 00, contains binary files that refer to the various devices available on
that bus.

So, for example, a system with a USB bus but no USB devices connected to it has a
/ proc/ bus/ usb directory containing several files:

total O

dr - Xr - xr-x 1 root r oot 0 May 3 16:25 001
Sr--r--r-- 1 root r oot 0 May 3 16:25 devices
Sr--r--r-- 1 root r oot 0 May 3 16:25 drivers
[root@hoth /]# Is -1 /proc/bus/usbh/001

total 1

SITWr--T-- 1 root r oot 18 May 3 16:25 001

The/ proc/ bus/ usb directory contains files that track the various devices on any USB buses,
as well as the drivers required to utilize them. The 001 directory contains all devices on the
first USB bus. By looking at the contents of the devi ces file, we can see that it is the USB root
hub on the motherboard:

Bus=01 Lev=00 Prnt=00 Port=00 Cnt=00 Dev#= 1 Spd=12 MCh= 2
Al'loc= 0/900 us ( 0%, #Int= 0, #lso= O

Ver= 1.00 C s=09(hub ) Sub=00 Prot=00 MkPS= 8 #Cfgs= 1
Vendor =0000 Pr odl D=0000 Rev= 0. 00

Product =USB UHCI Root Hub

Seri al Nunmber =d400

#lfs= 1 Clg#= 1 Atr=40 MkPw= OmA

If#= 0 Alt= 0 #EPs= 1 O s=09(hub ) Sub=00 Prot=00 Driver=hub
Ad=81(1) Atr=03(Int.) MPS= 8 |vl=255n8

*

mTOo0wWwoomwA

2.3.3./proc/driver/
This directory contains information for specific drivers in use by the kernel.

A common file found here is rt ¢, which provides output from the driver for the system’s
Real Time Clock (RTC), the device that keeps the time while the system is switched off. Sample
output from / proc/ dri ver/rt c looks like this:

rtc_time : 01:38:43
rtc_date : 1998-02-13
rtc_epoch : 1900
alarm : 00:00: 00
DST_enabl e : no

BCD : yes

24hr  : yes
square_wave : no
alarmIRQ: no
update_|RQ: no
periodic_IRQ: no
periodic_freq : 1024
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batt_status : okay

For more information about the RTC, review Jusr/src/linux-
2.4/ Docunentation/rtc.txt.

2.3.4./proc/ide/

This directory holds information about IDE devices on the system. Each IDE channel is rep-
resented as a separate directory, such as/ proc/i de/ i de0 and/ proc/i de/ i del.In addition,
adrivers file is also available, providing the version number of the various drivers used on
the IDE channels:

i de-cdromversion 4.59
ide-fl oppy version 0.97
i de-di sk version 1.10

Many chipsets also provide an informational file in this directory that gives additional data
concerning the drives connected through the various channels. For example, a generic In-
tel PIIX4 Ultra 33 chipset produces a / proc/i de/ pi i x that will tell you whether DMA or
UDMA is enabled for the devices on the IDE channels:

Intel PIIX4 Utra 33 Chipset.

------------- Pri mary Channel ---------------- Secondary Channel -------------
enabl ed enabl ed

————————————— driveO --------- drivel -------- drive0 ---------- drivel ------
DVA enabl ed: yes no yes no

UDMA enabl ed: yes no no no

UDMA enabl ed: 2 X X X

UDMVA

DVA

PI O

Navigating into the directory for an IDE channel, such as i de0, provides additional informa-
tion. The channel file provides the channel number, while the nodel tells you the bus type
for the channel (such as pci ).

2.3.4.1. The Device Directory

Within each IDE channel directory is a device directory. The name of the device directory
corresponds to the drive letter in the / dev directory. For instance the first IDE drive on i de0
would be hda.

Note

There is a symlink to each of these device directories in the / proc/i de/ directory.

Each device directory contains a collection of information and statistics. The contents of these
directories vary according to the type of device connected. Some of the more useful files
common to many devices include:
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» cache — The device’s cache.

« capaci ty — The capacity of the device, in 512 byte blocks.

e driver — The driver and version used to control the device.
« geonet ry — The physical and logical geometry of the device.
« nedi a— The type of device, such as a di sk.

« model — The model name or number of the device.

« settings — A collection of current parameters of the device. This file usually contains
quite a bit of useful, technical information. A sample setti ngs file for a standard IDE
hard disk looks similar to this:

nane val ue mn max node
bi os_cyl 784 0 65535 rw
bi os_head 255 0 255 rw
bi os_sect 63 0 63 rw
br eada_r eadahead 4 0 127 rw
bswap 0 0 1 r
current_speed 66 0 69 rw
file_readahead 0 0 2097151 rw
i de_scsi 0 0 1 rw
init_speed 66 0 69 rw
io_32bit 0 0 3 rw
keepsettings 0 0 1 rw
lun 0 0 7 rw
max_kb_per_request 64 1 127 rw
mul t count 8 0 8 rw
ni cel 1 0 1 rw
nower r 0 0 1 rw
nunber 0 0 3 rw
pi o_node wite-only 0 255 w
sl ow 0 0 1 rw
unmaskirq 0 0 1 rw
usi ng_dma 1 0 1 rw

2.35./proc/irqg/

This directory is used to set IRQ to CPU affinity, which allows you to connect a particular
IRQ to only one CPU. Alternatively, you can exclude a CPU from handling any IRQs.

Each IRQ has its own directory, allowing for individual configuration of each IRQ. The
/proc/irqgl/prof _cpu_mask file is a bitmask that contains the default values for the
snp_af finity file in the IRQ directory. The values in snp_af fi ni ty specify which CPUs
handle that particular IRQ.

More information is available in the Jusr/src/linux-
2.4/ Docunent ati on/ fil esystems/ proc.txt file.
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2.3.6./ proc/ net/

This directory provides a comprehensive look at various networking parameters and statis-
tics. Each of the files covers a specific range of information related to networking on the
system:

« ar p — Contains the kernel’s ARP table. This file is particularly useful for connecting hard-
ware address to an IP address on a system.

at m— A directory containing files with various Asynchronous Transfer Mode (ATM) settings
and statistics. This directory is primarily used with ATM networking and ADSL cards.

dev — Lists the various network devices configured on the system, complete with transmit
and receive statistics. This file will quickly tell you the number of bytes each interface has
sent and received, the number of packets inbound and outbound, the number of errors
seen, the number of packets dropped, and more.

dev_ntast — Displays the various Layer2 multicast groups each device is listening to.

« i gnp — Lists the IP multicast addresses which this system joined.

i p_fwchai ns — If i pchai ns are in use, this virtual file reveals any current rule.

i p_f wnames — If i pchai ns are in use, this virtual file lists all firewall chain names.

i p_masquer ade — Provides a table of masquerading information.

* i p_nr _cache — List of the multicast routing cache.

i p_nr _vi f — List of multicast virtual interfaces.

netstat — Contains a broad yet detailed collection of networking statistics, including
TCP timeouts, SYN cookies sent and received, and much more.

psched — List of global packet scheduler parameters.

r aw— List of raw device statistics.

rout e — Displays the kernel’s routing table.

rt _cache — Contains the current routing cache.

 snmp — List of Simple Network Management Protocol (SNMP) data for various network-
ing protocols in use.

sockst at — Provides socket statistics.

« t cp — Contains detailed TCP socket information.

tr_rif — The token ring RIF routing table.
« udp — Contains detailed UDP socket information.

uni x — Lists UNIX domain sockets currently in use.

o wirel ess — Lists wireless interface data.

2.3.7./ proc/ scsi/

This directory is analogous to the/ proc/ i de/ directory only it is for connected SCSI devices.

The primary file in this directory is / proc/ scsi/ scsi, which contains a list of every rec-
ognized SCSI device. For example, if a system contains a SCSI CD-ROM, tape drive, hard
drives, and RAID controller, this file will look similar to this:

Attached devi ces:
Host: scsil Channel: 00 Id: 05 Lun: 00
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Vendor: NEC Mbdel : CD- ROM DRI VE: 466 Rev: 1.06

Type: CD- ROM ANSI SCSI revision: 02
Host: scsil Channel: 00 Id: 06 Lun: 00

Vendor: ARCHI VE NMbdel: Python 04106- XXX Rev: 7350

Type: Sequenti al - Access ANSI SCSI revision: 02
Host: scsi 2 Channel: 00 Id: 06 Lun: 00

Vendor: DELL Mbdel : 1x6 U2W SCSI BP Rev: 5.35

Type: Processor ANSI SCSI revision: 02

Host: scsi2 Channel: 02 Id: 00 Lun: 00
Vendor: MegaRAI D Model : LDO RAI D5 34556R Rev: 1.01
Type: Di rect - Access ANSI SCSI revision: 02

From this listing, the type of devices, as well as the model name, vendor, and SCSI chan-
nel/ID data is available.

In addition, each SCSI driver used by the system has its own directory in / proc/ scsi/,
which contains files specific to each SCSI controller that uses that driver. So, for the example
system above, ai c7xxx and negar ai d directories are present, as those two drivers are being
utilized. The files in each of the directories typically contain IO address range, IRQ, and
statistics for the particular SCSI controller that utilizes that driver. Each controller can report
a different type and amount of information. The Adaptec AIC-7880 Ultra SCSI host adapter’s
file in this example system produces the following output:

Adapt ec Al C7xxx driver version: 5.1.20/3.2.4
Conpi | e Options:

TCQ Enabl ed By Default : Disabled

Al C7XXX_PROC_STATS . Enabl ed

Al C7XXX_RESET_DELAY : 5

Adapt er Confi guration:
SCSI Adapter: Adaptec AIC-7880 U tra SCSI host adapter
U tra Narrow Control |l er
PCI MVAPed |/ O Base: Oxfcffe000
Adapt er SEEPROM Confi g: SEEPROM found and used.
Adapt ec SCSI BI CS: Enabl ed
IRQ 30
SCBs: Active 0, Max Active 1,
Al | ocated 15, HW 16, Page 255
Interrupts: 33726
BI CS Control Wrd: 0x18a6
Adapt er Control Word: Ox1lc5f
Ext ended Transl ati on: Enabl ed
Di sconnect Enabl e Fl ags: O0xO0O0f f
U tra Enabl e Fl ags: 0x0020
Tag Queue Enabl e Fl ags: 0x0000
Ordered Queue Tag Fl ags: 0x0000
Default Tag Queue Depth: 8
Tagged Queue By Device array for aic7xxx host instance 1:
{255, 255, 255, 255, 255, 255, 255, 255, 255, 255, 255, 255, 255, 255, 255, 255}
Actual queue depth per device for ai c7xxx host instance 1:
{1,1,1,1,1,1,1,1,1,1,1,1,1,1,1, 1}

Statistics:

(scsi1:0:5:0)
Devi ce using Narrow Sync transfers at 20.0 MByte/sec, offset 15
Transi nfo settings: current(12/15/0/0), goal (12/15/0/0), user(12/15/0/0)
Total transfers O (0 reads and O wites)
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< 2K 2K+ 4K+ 8K+ 16K+ 32K+ 64K+ 128K+
Reads: 0 0 0 0 0 0 0 0
Wites: 0 0 0 0 0 0 0 0

(scsi1:0:6:0)
Devi ce using Narrow Sync transfers at 10.0 MByte/sec, offset 15
Transi nfo settings: current(25/15/0/0), goal (12/15/0/0), user(12/15/0/0)
Total transfers 132 (0 reads and 132 wites)

< 2K 2K+ 4K+ 8K+ 16K+ 32K+ 64K+ 128K+
Reads: 0 0 0 0 0 0 0 0
Wites: 0 0 0 1 131 0 0 0

From this screen, you can see the transfer speed to the various SCSI devices connected to
the controller based on channel ID, as well as detailed statistics concerning the amount and
sizes of files read or written by that device. By referring to the/ proc/ scsi / scsi file, we can
see that this controller is communicating with the CD-ROM at 20 megabits per second, while
the tape drive is only connected at 10 megabits per second.

2.3.8./ proc/ sys/

The / proc/ sys/ directory is different from others in / proc because it not only provides
information about the system but also allows you to make configuration changes to the ker-
nel. This allows the administrator of the machine to immediatley enable and disable kernel
features.

AWarning

Use caution when changing settings on a production system using the various files in the / pr oc/ sys/
directory. Changing the wrong setting may render the kernel unstable, requiring a reboot of the sys-
tem.

For this reason, be sure you know the valid options for that file and the expected outcome before
attempting to change a value in / proc/ sys/ .

A good way to determine if a particular file can configured or is only designed to provide
information is to list it. If the file is writable, you may use it to configure the kernel in a
certain way. For example, a partial listing of / pr oc/ sys/ f s looks like this:

Sr--r--r-- 1 root r oot 0 May 10 16: 14 dentry-state
STWr--T-- 1 root r oot 0 May 10 16:14 dir-notify-enable
Sr--r--r-- 1 root r oot 0 May 10 16: 14 dquot-nr
STWr--T-- 1 root r oot 0 May 10 16:14 fil e-max
Sr--r--r-- 1 root r oot 0 May 10 16:14 file-nr

In this listing, the files di r- noti f y- enabl e and f i | e- max can be written to and, therefore,
can be used to configure the kernel. The other files only provide feedback on current settings.

Changing a value within a / proc/ sys/ file is done by echoing the new value into the file.
For example, to enable the System Request Key on a running kernel, type the command:

echo 1 > /proc/sys/ kernel/sysrq

This will change the sysr q file’s value from 0 (off) to 1 (on).
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The purpose of the System Request Key is to allow you to immediately instruct the kernel
to do a number of important activities by using a simple key combination, such as immedi-
ately shutting down or restarting a system, syncing all mounted file systems, or dumping
important information to your console. This feature is most useful when using a develop-
ment kernel or if you are experiencing system freezes. For more information on the System
Request Key, refer to/ usr/ src/ | i nux- 2. 4/ Docunent ati on/ sysrq. t xt .

A few / proc/ sys/ configuration files contain more than one value. In order to correctly
send new values to them, place a space character between each value passed with the echo
command, such as is done in this example:

echo 4 2 45 > /proc/sys/ kernel/acct

Note

Any configuration changes you make using the echo command will disappear when the system is
restarted. To make your configuration changes take effect at the time the system is booted, see
Section 2.4.

The / proc/ sys/ directory contains several subdirectories controlling different aspects of a
running kernel.

2.3.8.1./ proc/ sys/ dev/

This directory provides parameters for particular devices on the system. Most systems have
at least two directories, cdr omand r ai d, but customized kernels can have others, such as
par port, which provides the ability to share one parallel port between multiple device
drivers.

The cdr omdirectory contains a file called i nf o, which reveals a number of important CD-
ROM parameters:

CD-ROM information, Id: cdromc 3.12 2000/10/18

drive nane: hdc

drive speed: 32

drive # of slots: 1

Can close tray: 1

Can open tray: 1

Can lock tray: 1

Can change speed: 1

Can sel ect disk: 0

Can read nmul tisession: 1
Can read MCN: 1

Reports medi a changed: 1
Can play audio: 1

Can wite COOR O

Can wite COORW O

Can read DVD: 0O

Can wite DVD-R 0

Can wite DVD-RAM 0

This file can be quickly scanned to discover the qualities of an unknown CD-ROM,, at least in
the eyes of the kernel. If multiple CD-ROMs are available on a system, each device is given
its own column of information.
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Various files in / pr oc/ sys/ dev/ cdr om such as aut ocl ose and checkmedi a, can be used to
control the system’s CD-ROM. Use the echo command to enable or disable to disable these
features.

If RAID support is compiled into the kernel, a/ proc/ sys/ dev/ r ai d/ directory will be avail-
able with at least two files in it: speed_I i ni t _mi nand speed_l i m t _max. These settings de-
termine how much to accelerate the RAID device for particularly I/O intensive tasks, such
as resyncing the disks.

2.3.8.2. / proc/ sys/fs/

This directory contains an array of options and information concerning various aspects of
the file system, including quota, file handle, inode, and dentry information.

The bi nf nt _mi sc directory is used to provide kernel support for miscellaneous binary for-
mats.

The important files in / pr oc/ sys/ f s include:

dentry- st at e — Provides the status of the directory cache. The file looks similar to this:
57411 52939 45 0 0 0

The first number reveals the total number of directory cache entries, while the second
number displays the number of unused entries. The third number tells the number of
seconds between when a directory has been freed and when it can be reclaimed, and the
fourth measures the pages currently requested by the system. The last two numbers are
not used and currently display only zeros.

dquot - nr — Shows the maximum number of cached disk quota entries.

fil e- max — Allows you to change the maximum number of file handles that the kernel
will allocate. Raising the value in this file can resolve errors caused by a lack of available
file handles.

fil e-nr — Displays the number of allocated file handles, used file handles, and the max-
imum number of file handles.

over fl owgi d and over f| owui d — Defines the fixed group ID and user ID, respectively,
for use with file systems that only support 16-bit group and user IDs.

super - max — Controls the maximum number of superblocks available.

super - nr — Displays the current number of superblocks in use.

2.3.8.3./ proc/ sys/ kernel /

This directory contains a variety of different configuration files that directly affect the oper-
ation of the kernel. Some of the most important files include:

« acct — Controls the suspension of process accounting based on the percentage of free
space available on the file system containing the log. By default, the file looks like this:

4 2 30

The second value sets the threshold percentage of free space when logging will be sus-
pended, while the first value dictates the percentage of free space required for logging to
resume. The third value sets the interval in seconds that the kernel polls the file system to
see if logging should be suspended or resumed.



50 Chapter 2. The / pr oc File System

cap- bound — Controls the capability bounding settings, which provide a list of capabilities
for any process on the system. If a capability is not listed here, then no process, no matter
how privileged, can do it. The idea is to make the system more secure by ensuring that
certain things cannot happen, at least beyond a certain point in the boot process.

The various values that are possible here are beyond the scope of this manual, so consult
the kernel documentation for more information.

ctrl-alt-del — Controls whether [Ctrl]-[Alt]-[Delete] will gracefully restart the com-
puter using i ni t (value 0) or force an immediate reboot without syncing the dirty buffers
to disk (value 1).

domai nname — Allows you to configure the system’s domain name, such as
subgeni ous. com

hostname — Allows you to configure the system’s host name, such as
bob. subgeni ous. com

hot pl ug — Configures the utility to be used when a configuration change is detected
by the system. This is primarily used with USB and Cardbus PCI. The default value of
/ sbi n/ hot pl ug should not be changed unless you are testing a new program to fulfill this
role.

modpr obe — Sets the location of the program to be used to load kernel modules when
necessary. The default value of / sbi n/ modpr obe signifies that knod will call it to actually
load the module when a kernel thread calls knod.

msgnax — Sets the maximum size of any message sent from one process to another is set to
8192 bytes by default. You should be careful about raising this value, as queued messages
between processes are stored in non-swappable kernel memory. Any increase in msgmax
would increase RAM requirements for the system.

msgmb — Sets the maximum number of bytes in a single message queue. By default,
16384.

msgmi — Sets the maximum number of message queue identifiers. By default, 16.

osr el ease — Lists the Linux kernel release number. This file can only be altered by chang-
ing the kernel source and recompiling.

ost ype — Displays the type of operating system. By default, this file is set to Li nux, and
this value can only be changed by changing the kernel source and recompiling.

over fl owgi d and over f| owui d — Defines the fixed group ID and user ID, respectively,
for use with system calls on architectures that only support 16-bit group and user IDs.

pani ¢ — Defines the number of seconds the kernel will postpone rebooting the system
when a kernel panic is experienced. By default, the value is set to 0, which disables auto-
matic rebooting after a panic.

pri nt k — This file control a variety of settings related to printing or logging error mes-
sages. Each error message reported by the kernel has a loglevel associated with it that de-
fines the importance of the message. The loglevel values break down in this order:

+ 0 — Kernel emergency. The system is unusable.

+ 1 — Kernel alert. Action must be taken immediately.
+ 2 — Condition of the kernel is considered critical.

+ 3 — General kernel error condition.

+ 4 — General kernel warning condition.



Chapter 2. The / pr oc File System 51

» 5 — Kernel notice of a normal but significant condition.
+ 6 — Kernel informational message.

+ 7 — Kernel debug-level messages.

Four values are found in the pri nt k file:

6417

Each of these values defines a different rule for dealing with error messages. The first
value, called the console loglevel, defines the lowest priority of messages that will be printed
to the console. (Note that, the lower the priority, the higher the loglevel number.) The
second value sets the default loglevel for messages without an explicit loglevel attached
to them. The third value sets the lowest possible loglevel configuration for the console
loglevel. The last value sets the default value for the console loglevel.

rt si g- mx — Configures the maximum number of POSIX realtime signals that the system
may have queued at any one time. The default value is 1024.

rtsi g- nt — The current number of POSIX realtime signals queued by the kernel.

sem— This file configures semaphore settings within the kernel. A semaphore is a System
V IPC object that is used to control utilization of a particular process.

shmal | — Sets the total amount of shared memory that can be used at one time on the
system, in bytes. By default, this value is 2097152.

shmax — Sets the largest shared memory segment size allowed by the kernel, in bytes.
By default, this value is 33554432. However, the kernel supports much larger values than
this.

shmmi — Sets the maximum number of shared memory segments for the whole system.
By default, this value is 4096

sysrq — Activates the System Request Key, if this value is set to anything other than the
default of 0.

t hr eads- max — Sets the maximum number of threads to be used by the kernel, with a
default value of 2048.

ver si on — Displays the date and time the kernel was last compiled. The first field in this
file, such as #3, relates to the number of times a kernel was built from the source base.

The r andomdirectory stores a number of values related to generating random numbers for
the kernel.

2.3.8.4./ proc/ sys/ net/

This directory contains assorted directories concerning various networking topics. Various
configurations at the time of kernel compilation make available different directories here,
such as appl et al k, et her net, i pv4,i px, and i pv6. Within these directories, you can adjust
the assorted networking values for that configuration on a running system.

Given the wide variety of possible networking options available with Linux and the great
amount of space required to discuss them, only the most common / pr oc/ sys/ net/ directo-
ries will be discussed.

The cor e directory contains a variety of settings that control the interaction between the
kernel and networking layers. The most important files there are:

« message_burst — Tenths of seconds required to write a new warning message. This is
used to prevent Denial of Service (DoS) attacks. The default setting is 50.
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message_cost — Also used to prevent DoS attacks by placing a cost on every warning
message. The higher the value of this file (default of 5), the more likely the warning mes-
sage will be ignored.

The idea is that an attacker could bombard your system with requests that generate errors
and fill up your logs or require all of your system’s resources to handle error logging. The
settings in mnessage_bur st and nessage_cost are designed to be modified based on your
system’s acceptable risk versus the need for comprehensive logging.

net dev_max_backl og — Sets the maximum number of packets allowed to queue when a
particular interface receives packets faster than the kernel can process them. The default
value for this file is 300.

opt mem max — Configures the maximum ancillary buffer size allowed per socket.

rmem def aul t — Sets the receive socket buffer’s default size in bytes.
« rmem nax — Sets the receive socket buffer’s maximum size in bytes.

o wnem def aul t — Sets the send socket buffer’s default size in bytes.

« wrem nax — Sets the send socket buffer’s maximum size in bytes.

The /i pv4 directory contains additional networking settings. Many of these settings, used
in conjunction with one another, are very useful in preventing attacks on the system or using
the system to act as a router.

@Caution

An erroneous change to these files may affect your remote connectivity to the system.

Here are some of the most important files in the / pr oc/ net /i pv4/ directory:

e icnp_destunreach_rate, i cnp_echoreply_rate, i cnp_par anprob_rate and
i cnp_ti meexeed_r at e — Set the maximum ICMP send packet rate, in hundredths of a
second, to hosts under certain conditions. A setting of 0 removes any delay and is not a
good idea.

i cnp_echo_ignore_al | andi cnp_echo_i gnor e_br oadcast s — Allows the kernel to ig-
nore ICMP ECHO packets from every host or only those originating from broadcast and
multicast addresses, respectively. A value of 0 allows the kernel to respond, while a value
of 1 ignores the packets.

i p_defaul t _ttl — Sets the default Time To Live (TTL), which limits the number of hops
a packet may make before reaching its destination. Increasing this value can diminish
system performance.

i p_forwar d — Permits interfaces on the system to forward packets to one other. By de-
fault, this file is set to 0. Setting this file to 1 will enable network packet forwarding.

i p_l ocal _port_range — Specifies the range of ports to be used by TCP or UDP when a
local port is needed. The first number is the lowest port to be used, and the second number
specifies the highest port. Any systems that expect to require more ports than the default
1024 to 4999 should use the 32768 to 61000 range in this file.

tcp_syn_retri es —Provides a limit on the number of times your system will re-transmit
a SYN packet when attempting to make a connection.

tcp_retriesl — Sets the number of permitted re-transmissions attempting to answer an
incoming connection. Default of 3.
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e tcp_retries2 — Sets the number of permitted re-transmissions of TCP packets. Default
of 15.

For a complete list of files and options available, see
/usr/src/linux-2.4/Docunment ati on/ net wor ki ng/i p-sysctl.txt.

A number of other directories exist within the / proc/ sys/ net/i pv4/ directory cover spe-
cific topics. The conf directory allows each of the systems interfaces to be configured in dif-
ferent ways, including the use of a default settings for unconfigured devices (in the def aul t
subdirectory) and settings that override all special configurations (in the al | subdirectory).

In order to control connections between direct neighbors, meaning any other system di-
rectly connected to your system, the nei gh directory allows special configurations for each
interface. This would allow you to treat systems differently that you trust more due to their
relatively proximity to your system. At the same time, it also makes it easy to put strict rules
in place for systems several hops away.

Routing over IPV4 also has its own directory, r out e. Unlike conf and nei gh, the route
directory contains specifications that apply to routing with any interfaces on the system.
Many of these settings, such as max_si ze, max_del ay, and ni n_del ay, relate to controlling
the size of the routing cache. To clear the routing cache, simply write any value to the f | ush
file.

Additional information about these directories and the possible values for their configura-
tion files can be found in/ usr/ src/|i nux- 2. 4/ Docunent ati on/ fil esystens/ proc. txt.

2.3.8.5./proc/ sys/vml

This directory facilitates the configuration of the Linux kernel’s virtual memory (VM) sub-
system. The kernel makes extensive and intelligent use of virtual memory, which is com-
monly called swap space.

The following files are commonly found in the / proc/ sys/ v directory:

e bdf | ush — Sets various values related to the bdf | ush kernel daemon.

* buf f er tem— Allows you to control the percentage amount of total system memory to be
used for buffer memory. Typical output for this file looks like this:

2 10 60

The first and last values set the minimum and maximum percentage of memory to be used
as buffer memory, respectively. The middle value sets the percentage of system memory
dedicated to buffer memory where the memory management subsystem will begin to clear
buffer cache more than other kinds of memory to compensate for a general lack of free
memory.

freepages — Displays various values related to free pages of system memory. This file
looks similar to this:

512 768 1024

The first value shows the minimum number of free pages permitted before the kernel
takes over control of allocating additional memory. The second value gives the number of
free pages before the kernel begins swapping aggressively to preserve performance. The
third value is the number of free pages that the system attempts to keep available at all
times.
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kswapd — Sets various values concerned with the kernel swap-out daemon, kswapd. This
file has three values:

512 32 8

The first value sets the maximum number of pages that kswapd will attempt to free in
a single attempt. The larger this number, the more aggressively the kernel can move to
free pages. The second value sets the minimum number of times that kswapd attempts to
free a page. The third value sets the number of pages kswapd attempts to write in a single
attempt. Proper tuning of this final value can improve performance on a system using a lot
of swap space by telling the kernel to write pages in large chunks, minimizing the number
of disk seeks.

« max_map_count — Configures the maximum number of memory map areas a process may
have. In most cases, the default value of 65536 is appropriate.

over commi t _nenory — Contains a value that, when set to something other than the de-
fault of 0, allows the kernel to skip a standard check to see if there is enough memory
before allocating it.

pagecache — Controls the amount of memory used by the page cache. The values in
pagecache are percentages, and they work in a similar way as buf f er mremto enforce min-
imums and maximums of available page cache memory.

page- cl ust er — Sets the number of pages read in a single attempt. The default value of
4, which actually relates to 16 pages, is appropriate for most systems.

paget abl e_cache — Controls the number of page tables that are cached on a
per-processor basis. The first and second values relate to the minimum and maximum
number of page tables to set aside, respectively.

Additional  information on  these various files can be found in
/usr/src/linux-2.4/Docunmentation/sysctl/vmtxt.

2.3.9./ proc/ sysvi pc/

This directory contain information about System V IPC resources. The files in this directory
relate to System V IPC calls for messages (msg), semaphores (sen), and shared memory (shm).

2.3.10./proc/tty/

This directory contains information about the available and currently used tty devices on
the system. Originally called a teletype device, any character-based data terminals are called
tty devices.

In Linux, there are three different kinds of tty devices. Serial devices are used with serial con-
nections, such as over a modem or using a serial cable. Virtual terminals create the common
console connection, such as the virtual consoles available when pressing [Alt]-[ <F-key>] at
the system console. Pseudo terminals create a two-way communication that is used by some
higher level applications, such as X11.

The dri ver s file is a list of the current tty devices in use:

seri al / dev/ cua 5 64-127 serial:callout
seri al /dev/ttyS 4 64-127 serial
pty_sl ave / dev/pts 136 0- 255 pty: sl ave

pty_master / dev/ ptm 128 0- 255 pty: naster
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pty_sl ave /dev/ttyp 3 0- 255 pty: sl ave
pty_master / dev/ pty 2 0- 255 pty: naster
/dev/vc/ 0 /dev/vc/ 0 4 0 system vt naster
/ dev/ pt nx / dev/ pt mx 5 2 system

/ dev/ consol e / dev/ consol e 5 1 system consol e
/dev/tty /dev/tty 5 0 system/dev/tty
unknown / dev/vc/ %d 4 1-63 consol e

The /proc/tty/driver/serial file lists the usage statistics and status of each of the serial
tty lines.

In order that tty devices can be used in a similar way as network devices, the Linux kernel
will enforce line discipline on the device. This allows the driver to place a specific type of
header with every block of data transmitted over the device, making it possible for the re-
mote end of the connection to be able to see that block of data as just one in a stream of data
blocks. SLIP and PPP are common line disciplines, and each are commonly used to connect
systems to one other over a serial link.

Registered line disciplines are stored in the | di scs file, with detailed information available
in the | di sc directory.

2.4. Using sysct |

The sysct| command is used to view, set, and automated kernel settings in the / pr oc/ sys/
directory.

To get a quick overview of all settings configurable in the / proc/ sys/ directory, type the
sysctl -acommand as root. This will create a large, comprehensive list, a small portion of
which looks something like this:

net.ipv4.route.nmn_delay = 2
kernel .sysrq = 0
kernel . sem= 250 32000 32 128

This is the same basic information you would see if you viewed each of the files individually.
The only difference is the file location. The / proc/ sys/ net/i pv4/ rout e/ ni n_del ay file is
signified by net . i pv4. rout e. ni n_del ay, with the directory slashes replaced by dots and
the proc. sys portion assumed.

The sysct| command can be use in place of echo to assign values to writable files in the
I proc/ sys/ directory. For instance instead of using this command:

echo 1 > /proc/sys/kernel/sysrq

You can use this sysct| command:
sysctl -w kernel.sysrg="1"
kernel .sysrq = 1

While quickly setting single values like this in / proc/ sys/ is helpful during testing, it does
not work as well on a production system, as all / proc/ sys/ special settings are lost when
the machine is rebooted. To preserve the settings that you like to make permanently to your
kernel, add them to the/ et ¢/ sysct | . conf file.

Every time the system boots, the / etc/rc. d/ rc. sysinit script is executed by i ni t. This
script contains a command to execute sysct | using /et ¢/ sysct!|. conf as the values to set.
Therefore, any values added to/ et c/ sysct | . conf will take effect after the system boots.
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2.5. Additional Resources

Below are additional sources of information about / pr oc.

2.5.1. Installed Documentation

Most of the best / pr oc documentation is available on your system.

e Jusr/src/linux-2.4/ Documentation/filesystenms/proc.txt — Contains assorted,
but limited, information about all aspects of the / pr oc directory.

lusr/src/linux-2.4/ Docunent ati on/ sysrq.txt — An overview of System Request
Key options.

lusr/src/linux-2.4/ Docunent ation/sysctl — A directory containing a variety of
sysct! tips, including modifying values that concern the kernel (ker nel . t xt ), accessing
file systems (f s. t xt ), and virtual memory use (vm t xt ).

/usr/src/linux-2. 4/ Document ati on/ net wor ki ng/ i p-sysct!.txt — A look at vari-
ous IP networking options.

/usr/src/linux-2.4 — Some of the most authoritative information on / proc can be
found by reading the kernel source code. Make sure the ker nel - sour ce RPM is installed
on your system and look in the / usr/ src/ | i nux- 2. 4 directory for the source code.

2.5.2. Useful Websites

« http://www.linuxhq.com — This site maintain a complete database of source, patches,
and documentation for various versions of the Linux kernel.
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Chapter 3.
Boot Process, Init, and Shutdown

This chapter contains information on what happens when you boot or shut down your Red
Hat Linux system.

Note

This chapter focuses on LILO, the default boot loader for Red Hat Linux 7.1 and earlier versions.
However, Red Hat Linux 7.3 contains an additional boot loader, GRUB, which is discussed thoroughly
in Chapter 4. For more information concerning GRUB, see Chapter 4.

3.1. Introduction

One of the most powerful aspects of Red Hat Linux concerns its open method of starting
and stopping the operating system, where it loads specified programs using their particular
configurations, permits you to change those configurations to control the boot process, and
shuts down in a graceful and organized way.

Beyond the question of controlling of the boot or shutdown process, the open nature of Red
Hat Linux makes it much easier to determine the exact source of most problems associated
with starting up or shutting down your system. An understanding of this process is quite
beneficial for basic troubleshooting.

3.2. Behind the Scenes of the Boot Process

Note

This section looks at the x86 boot process, in particular. Depending on your system’s architecture,
your boot process may be slightly different. However, once the kernel is found and loaded by the
system, the default Red Hat Linux boot process is identical across all architectures. Please see
Section 3.7 for more information on a non-x86 boot process.

When a computer is booted, the processor looks at the end of the system memory for the
Basic Input/Output System (BIOS) and runs it. The BIOS program is written into read-only
permanent memory and is always available for use. The BIOS provides the lowest level
interface to peripheral devices and controls the first step of the boot process.

The BIOS tests the system, looks for and checks peripherals, and then looks for a drive to use
to boot the system. Usually, it checks the floppy drive (or CD-ROM drive on many newer
systems) for bootable media, if present, and then it looks to the hard drive. The order of the
drives used for booting is usually controlled by a BIOS setting on the system. Once Red Hat
Linux is installed on a hard drive of a system, the BIOS looks for a Master Boot Record (MBR)
starting at the first sector on the first hard drive, loads its contents into memory, and passes
control to it.

This MBR contains instructions on how to load the boot loader, GRUB or LILO (LInux
LOader) depending on the boot loader you installed. The MBR then loads the boot loader,
which takes over the process (if the boot loader is installed in the MBR). In the default Red
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Hat Linux configuration, GRUB or LILO uses the settings in the MBR to display boot
options and allow for user input on which operating system to actually start up.

But this begs the question: How does the boot loader in the MBR know what to do when
the MBR is read? LILO actually has already written the instructions there through use of the
I'i | o program with in turn reads the /etc/1il 0. conf configuration file. The boot instruc-
tions for GRUB written in the / boot / gr ub/ gr ub. conf configuration file. For more informa-
tion about GRUB, see Chapter 4.

3.2.1. Optionsin/etc/lil o. conf

Most of the time, you will have no need to change the Master Boot Record on your hard drive
unless you need to boot a newly installed operating system or want to use a new kernel. If
you do need to create a new MBR using LILO but using a different configuration, you will
need to log in as root, edit/ et c/ il 0. conf,and run the l i | o command again.

AWarning

If you are planning to edit/etc/1il o. conf, be sure to make a backup copy of the file before making
any changes. Also, be sure that you have a working boot floppy available so that you will be able
to boot the system and make changes to the MBR if there is a problem. See the man pages for
mkboot di sk for more information on creating a boot disk.

The file /et c/1i1 0. conf isused by I i | o to determine which operating system to utilize or
which kernel to start, as well as to know where to install itself (for example, / dev/ hda for
the first MBR of the first IDE hard drive). A sample/etc/1ilo. conf file looks like this:

boot =/ dev/ hda

map=/ boot / map

instal |l =/boot/boot.b
pronpt

ti meout =50

nmessage=/ boot / nessage
| ba32

def aul t =l i nux

i mge=/ boot/vm inuz-2.4.0-0.43.6

I abel =I'i nux
initrd=/boot/initrd-2.4.0-0.43.6.inmg
read-only

r oot =/ dev/ hda5

ot her =/ dev/ hdal
| abel =dos

This example shows a system configured to boot two operating systems: Red Hat Linux and
DOS. Here is a deeper look at a few of the lines of this file (your /et ¢/l i | 0. conf may look
a little different):

« boot =/ dev/ hda tells LILO to install itself on the first hard disk on the first IDE controller.
 map=/ boot / map locates the map file. In normal use, this should not be modified.

e install=/boot/boot.b tells LILO to install the specified file as the new boot sector. In
normal use, this should not be altered. If the i nst al | line is missing, LILO will assume a
default of / boot / boot . b as the file to be used.
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The existence of pronpt tells LILO to show you whatever is referenced in the message
line. While it is not recommended that you remove the pronpt line, if you do remove it,
you can still get a prompt by holding down the [Shift] key while your machine starts to
boot.

ti meout =50 sets the amount of time that LILO will wait for user input before proceeding
with booting the def aul t line entry. This is measured in tenths of a second, with 50 as the
default.

message=/ boot / message refers to the screen that LILO displays to let you select the op-
erating system or kernel to boot.

| ba32 describes the hard disk geometry to LILO. Another common entry here is | i near.
You should not change this line unless you are very aware of what you are doing. Other-
wise, you could put your system in an unbootable state.

def aul t =I i nux refers to the default operating system for LILO to boot from the options
listed below this line. The name | i nux refers to the | abel line below in each of the boot
options.

i mge=/ boot/vm i nuz- 2. 4. 0- 0. 43. 6 specifies the linux kernel to boot with this partic-
ular boot option.

.

| abel =I i nux names the operating system option in the LILO screen. In this case, it is also
the name referred to by the def aul t line.

.

initrd=/boot/initrd-2.4.0-0.43.6.i ngrefers to the initial ram disk image that is used
at boot time to actually initialize and start the devices that makes booting the kernel pos-
sible. The initial ram disk is a collection of machine-specific drivers necessary to operate
a SCSI card, hard drive, or any other device needed to load the kernel. You should never
try to share initial ram disks between machines.

.

read- onl y specifies that the root partition (see the root line below) is read-only and
cannot be altered during the boot process.

r oot =/ dev/ hda5 tells LILO what disk partition to use as the root partition.

LILO then shows the Red Hat Linux initial screen with the different operating systems or
kernels it has been configured to boot. If you only have Red Hat Linux installed and have
not changed anythingin/etc/ il o. conf,you will only see linux as an option. If you install
SMP kernel support, you will see linux-up as an option. If you have set up LILO to boot
other operating systems as well, this screen is your chance to select what operating system
will boot. Use your arrow keys to highlight the operating system and press [Enter]

If you would like to have a command prompt to enter commands to LILO, press [Ctrl]-
[X]. LILO displays a LI LO: prompt on the screen and waits for input from the user. (The
amount of time LILO waits is set by the ti meout line in the /etc/lilo. conf file.) If your
letc/lilo.conf is set to give LILO a choice of operating systems, at this time you could
type in the label for whichever operating system you want to boot.

If LILO is booting Linuy, it first loads the kernel into memory, which is a vni i nuz file (for
example, vl i nuz- 2. 4. 0- xx) located in the / boot / directory. Then the kernel passes control
toinit.

AWarning

Do not remove the /i ni trd/ directory for any reason. Removing this directory will cause your system
to fail to boot with a kernel panic error message.

At this point, with the kernel loaded into memory and operational, Linux is already started,
although at a very basic level. However, with no applications utilizing the kernel and with
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no ability for the user to provide meaningful input to the system, not much can be done with
it. The i ni t program solves this problem by bringing up the various services that allow the
system to perform its particular role.

3.2.2. Init

The kernel finds / sbi n/ i ni t and executes it. It is the i ni t command which coordinates the
rest of the boot process.

When i ni t starts, it becomes the parent or grandparent of all of the processes that start up
automatically on a Red Hat Linux system. First, it runs the / etc/rc. d/rc. sysini t script,
which sets your environment path, starts swap, checks the filesystems, and so on. Basically,
rc. sysinit takes care of everything that your system needs to have done at system initial-
ization. Most systems use a clock, so on themr c. sysi ni t uses the/etc/sysconfi g/ cl ock
file to initialize the clock. If you have special serial port processes that need to be initialized,
rc.sysinit mayalsorunrc. serial.

Then, i nit runs the/etc/i nittab script, which describes how the system should be set up
in each runlevel and sets the default runlevel. (See Section 3.4 for more information on init
runlevels.) This file states, among other things, that / sbi n/ updat e should be run whenever
a runlevel starts. The updat e program is used to flush dirty buffers back to disk.

Whenever the runlevel changes, i ni t uses the scripts in the /etc/rc. d/init.d/ directory
to start and stop various services, such as a Web server, DNS server, and so on. First, i ni t
sets the source function library for the system (commonly / etc/rc. d/init.d/functions),
which spells out how to start or kill a program and how to find out the PID of a program.
Then, i ni t determines the current and the previous runlevel.

Next, i ni t starts all of the background processes necessary for the system to run by looking
in the appropriate r ¢ directory for that runlevel (/ et ¢/ rc. d/ r c<X>. d/ , where the <X> is a
numerical value between 0 and 6). The i nit command then runs each of the kill scripts
(their file name starts with a K) with a st op parameter. Then, i nit runs all of the start
scripts (their file names start with an S) in the appropriate runlevel directory with a start
so that all services and applications are started correctly. In fact, after the system is finished
booting you can log in as root and execute these same scripts manually with the command
letc/rc.d/init.d/ httpd stop or/sbin/service httpd stop. This will stop the ht t pd
server.

None of the scripts that actually start and stop the services are located in the
letc/rc.d/rc<X>.d/ directory. Rather, all of the files in /etc/rc.d/rc<X>.d/ are
symbolic links that point to actual scripts located in the /etc/rc.d/init.d/ directory. A
symbolic link is nothing more than a file that points to another file, and they are used in this
case because they can be created and deleted without affecting the actual script that kills or
starts the service. The symbolic links to the various scripts are numbered in a particular
order so that they start in that order. You can change the order in which the services start up
or are killed by changing the name of the symbolic link that refers to the script that actually
starts or kills the service. You can give symbolic links the same number as other symbolic
links if you want that service start or stop right before or after another service.

For example, for runlevel 5, i nit looks into the /etc/rc. d/rc5. d/ directory and might
finds the following (your system and configuration may vary):

KOlpppoe -> ../init.d/ pppoe
KO5innd -> ../init.d/innd
KiOntpd -> ../init.d/ntpd
K15httpd -> ../init.d/ httpd
K15nysqld -> ../init.d/ mysqld
K15pvnd -> . ./init.d/ pvnd
Klérarpd -> ../init.d/rarpd
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K20boot parand -> ../init.d/boot parand
K20nfs -> ../init.d/nfs
K20rstatd -> ../init.d/rstatd
K20rusersd -> ../init.d/rusersd
K20rwal I'd -> ../init.d/rwalld
K20rwhod -> ../init.d/rwhod
K25squid -> ../init.d/squid
K28anmd -> ../init.d/ amd
K30ntserv -> ../init.d/ ncserv
K34yppasswdd -> ../init.d/yppasswdd
K35dhcpd -> ../init.d/dhcpd
K35snmb -> ../init.d/ snb
K35vncserver -> ../init.d/vncserver
K45arpwat ch -> ../init.d/arpwatch
K45nanmed -> ../init.d/ named
K50snnpd -> ../init.d/snnpd
K54pxe -> ../init.d/pxe
K55routed -> ../init.d/routed
K60mars-nwe -> ../init.d/ mars-nwe
K6lldap -> ../init.d/ldap
K65kadmin -> ../init.d/ kadm n
K65kprop -> ../init.d/kprop
K65kr b524 -> ../init.d/krb524
K65kr b5kdc -> ../init.d/krb5kdc
K75gated -> ../init.d/gated
K80nscd -> ../init.d/nscd
K84ypserv -> ../init.d/ypserv
K9Oups -> ../init.d/ ups
K96irda -> ../init.d/irda
S05kudzu -> ../init.d/ kudzu
S06reconfig -> ../init.d/reconfig
S08i pchains -> ../init.d/ipchains
SlOnetwork -> ../init.d/ network
S12syslog -> ../init.d/syslog
Si13portmap -> ../init.d/portmap
Sl4nfslock -> ../init.d/nfslock
Sl8autofs -> ../init.d/ autofs
S20random-> ../init.d/ random
S25netfs -> ../init.d/ netfs
S26apmd -> ../init.d/ apnd
S35identd -> ../init.d/identd
S40atd -> ../init.d/atd
S45pcntia -> ../init.d/ pcntia
S55sshd -> ../init.d/sshd
S56rawdevi ces -> ../init.d/rawdevices
S56xinetd -> ../init.d/xinetd
S60lpd -> ../init.d/lpd
S75keytable -> ../init.d/ keytable
S80isdn -> ../init.d/isdn
S80sendmai|l -> ../init.d/sendnail
S85gpm-> . ./init.d/ gpm
S90canna -> ../init.d/canna
S90crond -> ../init.d/crond
S90FreeWin -> . ./init.d/ Freewn
S90xfs -> .. /init.d/ xfs
S95anacron -> ../init.d/anacron
S97rhnsd -> ../init.d/rhnsd

S99l ocal -> ../rc.!local

61
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These symbolic links tell i ni t that it needs to kill pppoe, i nnd, nt pd, ht t pd, mysql d, pvnd,
rar pd, boot parand, nfs, rstatd, rusersd, rwal | d, rwhod, squi d, and, ntserv, yppass-
wdd, dhcpd, snb, vncser ver , ar pwat ch, named, snnpd, pxe, r out ed, mar s- nwe, | dap, kadm n,
kprop, kr b524, kr b5kdc, gat ed, nscd, ypser v, ups, and i r da. After all processes are killed,
i nit looks into the same directory and finds start scripts for kudzu, reconfi g, i pchai ns,
por t map, nf sl ock, aut of s, random net fs, apnd, i dentd, atd, pcnti a, sshd, rawdevi ces,
xi netd, | pd, keyt abl e, i sdn, sendnai |, gpm canna, crond, Freewn, xf s, anacr on, and
rhnsd. The last thing i nit doesisrun/etc/rc.d/rc.|ocal torun any special scripts con-
figured for that host. At this point, the system is considered to be operating at runlevel 5.

After i nit has progressed through all of the runlevels, the /etc/inittab script forks a
get t y process for each virtual console (login prompts) for each runlevel (runlevels 2 through
5 get all six; runlevel 1, which is single user mode, only gets one console; runlevels 0 and 6
get no virtual consoles). Basically, get t y opens lines to tty devices !, sets their modes, prints
the login prompt, gets the user’s name, and then initiates a login process for that user. This
allows users to authenticate themselves to the system and begin to use it.

Also, /etc/inittab tellsinit how to handle a user hitting [Ctrl]-[Alt]-[Delete] at the con-
sole. By default under Red Hat Linux, / et ¢/ i ni t t ab instructs i ni t to execute the command
/'sbin/shutdown -t3 -r now, which cleanly shuts down the system and helps prevent disk
corruption.

In addition, / et c/ini ttab states what i ni t should do in case of power failures, if your
system has a UPS unit attached to it.

In runlevel 5,/ et ¢/ i ni t t ab runs a script called / et ¢/ X11/ pr ef dm The pr ef dmscript runs
the preferred X display manager (gdmif you are running GNOME or kdmif you are running
KDE based on the contents of the / et ¢/ sysconf i g/ deskt op directory.

At this point, you should be looking at a login prompt. All that, and it only took a few
seconds.

3.2.3. SysV Init

The SysV init is the standard init process used under Red Hat Linux to control the startup
of software at boot time, because it is easier to use and more powerful and flexible than the
traditional BSDi ni t.

SysV init also differs from BSD init in that the configuration files are in the /etc/rc. d/
directory instead of residing directly in / et c/. In the /etc/rc. d/ directory, you will find
rc,rc.local,rc. sysinit,and the following directories:

init.d
rco0.
rcl.
rc2.
rc3.
rc4.
rcs.
rcé6.

jeRgoRgeRcRcR oy« R

SysV init represents each of the init runlevels with a separate directory, using i nit and
symbolic links in each of the directories to actually stop and start the services as the system
moves from runlevel to runlevel.

In summary, the chain of events for a SysV init boot is as follows:

1. See Section 2.3.10 for more information on t t y devices.
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1. The kernel looks in the / sbi n/ directory for thei ni t command.
2.init runsthe/etc/rc.d/rc.sysinit script.

3.rc. sysinit handles most of the boot loader’s processes and then runs rc. seri al (if
it exists).

4.ini t runs all the scripts for the default runlevel.

5.init runsthe/etc/rc.d/rc. | ocal script.
The default runlevel is decided in / et ¢/ i ni tt ab. You should have a line close to the top
like:
id:3:rinitdefault:

The default runlevel is 3 in this example, the number after the first colon. If you want to
change it, you can edit / et ¢/ i ni tt ab by hand. Be very careful when you are editing the
i ni ttab file as typos can cause your system to become unbootable without a using a boot
diskette or going into rescue mode.

If you use LILO as your boot loader, you can fix the i ni t t ab file by rebooting, accessing the
boot : prompt with [Ctrl]-[X], and typing:
boot: linux single

If you are using GRUB as your boot loader, you can fix the i ni t t ab file with the following
steps.

« In the graphical GRUB boot loader screen, select the Red Hat Linux boot label and press
[e] to edit it.

« Arrow down to the kernel line and press [e] to edit it.
« At the prompt, type si ngl e and press [Enter].

* You will be returned to the GRUB screen with the kernel information. Press the [b] key to
boot the system into single user mode.

@

It is also possible to change runlevels at boot-time with GRUB using the same method as above
except replacing si ngl e with, for example, 3 or 5. The rest of the steps are exactly as they are shown
above.

This should allow you to boot into single-user mode so you can re-edit i ni t t ab to its previ-
ous value.

Next, we will discuss information in the files within the / et ¢/ sysconfi g/ directory which
define the parameters used by different system services when they start up.

3.3. Sysconfig Information

The following information outlines some of the various files in the / et ¢/ sysconfi g/ di-
rectory, their function, and their contents. This information is not intended to be complete,
as many of these files have a variety of options that are only used in very specific or rare
circumstances.
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3.3.1. Files in the /et ¢/ sysconfi g/ Directory

The following files are normally found in / et ¢/ sysconfi g/ :

e and

e apnd

e arpwat ch
e authconfig
e cipe

e clock

e desktop

e dhcpd

e firewall
* gpm

e harddi sks
¢ hweconf

e i18n

e identd

e init

e ipchains
e iptables
e irda

e keyboard
e kudzu

e nouse

e naned

e netdunp

e network

e ntpd

e pcnti a

e radvd

e rawdevi ces
e redhat - config-users
e sanba

e sendmai

e soundcard
e squid

e tux

e ups

e vncservers
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e Xinetd

It is possible that your system may be missing a few of them if the corresponding program
that would need that file is not installed.

Next, we will take a look at each one.

3.3.1.1./etc/ sysconfi g/ and

The / et c/ sysconfi g/ amd file contains various parameters used by ami allowing for the
automounting and automatic unmounting of filesystems.

3.3.1.2. /et c/ sysconfi g/ apnd

The /et c/ sysconfi g/ apnd file is used by apnd as a configuration for what things to
start/stop/change on suspend or resume. It is set up to turn on or off apnd during startup,
depending on whether your hardware supports Advanced Power Management (APM) or if
you choose not to use it. apmis a monitoring daemon that works with power management
code within the Linux kernel. It can alert you to a low battery if you are using Red Hat
Linux on a laptop, among other things.

3.3.1.3. /et c/ sysconfi g/ ar pwat ch

The / et ¢/ sysconfi g/ ar pwat ch file is used to pass arguments to the ar pwat ch daemon at
boot time. The ar pwat ch daemon maintains a table of Ethernet MAC addresses and their IP
address pairings. For more information about what parameters you can use in this file, type
man ar pwat ch. By default, this file sets the owner of the ar pwat ch process to the user pcap.

3.3.1.4. /et c/ sysconfi g/ authconfig

The / et c/ sysconfi g/ aut hconfi g file sets the kind of authorization to be used on the host.
It contains one or more of the following lines:

» USEMD5=<val ue>, where <val ue> is one of the following:
« yes — MDS5 is used for authentication.

« no — MDS5 is not used for authentication.

« USEKERBERGCS=<val ue>, where <val ue> is one of the following:
« yes — Kerberos is used for authentication.

« no — Kerberos is not used for authentication.

 USELDAPAUTH=<val ue>, where <val ue> is one of the following:
« yes — LDAP is used for authentication.
+ no — LDAP is not used for authentication.
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3.3.1.5./etc/ sysconfi g/ cl ock

The / et ¢/ sysconfi g/ cl ock file controls the interpretation of values read from the system
clock. Earlier releases of Red Hat Linux used the following values (which are deprecated):

« CLOCKMODE=<val ue>, where <val ue> is one of the following:
o GMI — Indicates that the clock is set to Universal Time (Greenwich Mean Time).

+ ARC— Indicates the ARC console’s 42-year time offset is in effect (for Alpha-based sys-
tems only).

Currently, the correct values are:

e UTC=<val ue>, where <val ue> is one of the following boolean values:

+ true — Indicates that the clock is set to Universal Time. Any other value indicates that
it is set to local time.

* ARC=<val ue>, where <val ue> is the following:
+ true — Indicates the ARC console’s 42-year time offset is in effect. Any other value
indicates that the normal UNIX epoch is assumed (for Alpha-based systems only).
e ZONE=<filename> — Indicates the timezone file under /usr/share/zonei nfo that
/etc/1ocal timeisa copy of, such as:
ZONE="Aneri ca/ New Yor k"

3.3.1.6. /et c/ sysconfi g/ deskt op

The / et c/ sysconfi g/ deskt op file specifies the desktop manager to be run, such as:

DESKTOP=" GNOVE"

3.3.1.7. /et c/ sysconfi g/ dhcpd

The / et ¢/ sysconfi g/ dhcpd file is used to pass arguments to the dhcpd daemon at boot
time. The dhcpd daemon implements the Dynamic Host Configuration Protocol (DHCP) and
the Internet Bootstrap Protocol (BOOTP). DHCP and BOOTP assign hostnames to machines
on the network. For more information about what parameters you can use in this file, type
man dhcpd.

3.3.1.8./etc/sysconfig/firewal |

The/etc/ sysconfig/firewall file contains various firewall settings. By default, this file is
empty.
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3.3.1.9. /et c/ sysconfi g/ gpm

The / et ¢/ sysconfi g/ gpmfile is used to pass arguments to the gpmdaemon at boot time.
The gpm daemon is the mouse server which allows mouse acceleration and middle-click
pasting. For more information about what parameters you can use in this file, type man gpm
By default, it sets the mouse device to / dev/ mouse.

3.3.1.10. / et ¢/ sysconfi g/ har ddi sks

The / et c/ sysconfi g/ har ddi sks file allows you to tune your hard drive(s). You can also
use / et ¢/ sysconfi g/ har di skhd[ a- h], to configure parameters for specific drives.

AWarning

Do not make changes to this file lightly. If you change the default values stored here, you could corrupt
all of the data on your hard drive(s).

The / et c/ sysconfi g/ har ddi sks file may contain the following:

* USE_DMA=1, where setting this to 1 enables DMA. However, with some chipsets and hard
drive combinations, DMA can cause data corruption. Check with your hard drive documen-
tation or manufacturer before enabling this.

Ml tipl e_l O=16, where a setting of 16 allows for multiple sectors per I/O interrupt.
When enabled, this feature reduces operating system overhead by 30-50%. Use with cau-
tion.

El DE_32BI T=3 enables (E)IDE 32-bit I/O support to an interface card.
LOOKAHEAD=1 enables drive read-lookahead.
EXTRA_PARAMS= specifies where extra parameters can be added.

.

3.3.1.11. /et ¢/ sysconfi g/ hwconf

The/ et c/ sysconfi g/ hweconf file lists all the hardware that kudzu detected on your system,
as well as the drivers used, vendor ID and device ID information. The kudzu program detects
and configures new and/or changed hardware on a system. The / et ¢/ sysconfi g/ hwconf
file is not meant to be manually edited. If you do edit it, devices could suddenly show up as
being added or removed.

3.3.1.12. /et c/ sysconfig/i 18n
The / et c/ sysconfi g/ i 18n file sets the default language, such as:

LANG="en_US"

3.3.1.13. /et c/ sysconfig/identd

The / et ¢/ sysconfi g/ i dent d file is used to pass arguments to the i dent d daemon at boot
time. Thei dent d daemon returns the username of processes with open TCP/IP connections.
Some services on the network, such as FTP and IRC servers, will complain and cause slow
responses if i dent d is not running. But in general, i dent d is not a required service, so if
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security is a concern, you should not run it. For more information about what parameters
you can use in this file, type man i dent d. By default, the file contains no parameters.

3.3.1.14. /et c/ sysconfig/init

The /et c/ sysconfig/init file controls how the system will appear and function during
bootup.

The following values may be used:

.

BOOTUP=<val ue>, where <val ue> is one of the following:

+ BOOTUP=col or means the standard color boot display, where the success or failure of
devices and services starting up is shown in different colors.

+ BOOTUP=ver bose means an old style display, which provides more information than
purely a message of success or failure.

+ Anything else means a new display, but without ANSI-formatting.

* RES_COL=<val ue>, where <val ue> is the number of the column of the screen to start
status labels. Defaults to 60.

MOVE_TO_COL=<val ue>, where <val ue> moves the cursor to the value in the RES_COL
line. Defaults to ANSI sequences output by echo - e.

« SETCOLOR_SUCCESS=<val ue>, where <val ue> sets the color to a color indicating suc-
cess. Defaults to ANSI sequences output by echo - e, setting the color to green.

« SETCOLOR FAl LURE=<val ue>, where <val ue> sets the color to a color indicating failure.
Defaults to ANSI sequences output by echo - e, setting the color to red.

¢ SETCOLOR_WARNI NG=<val ue>, where <val ue> sets the color to a color indicating warn-
ing. Defaults to ANSI sequences output by echo - e, setting the color to yellow.

« SETCOLOR_NORMAL=<val ue>,where <val ue> sets the color to 'normal’. Defaults to ANSI
sequences output by echo - e.

LOGLEVEL=<val ue>, where <val ue> sets the initial console logging level for the kernel.
The default is 7; 8 means everything (including debugging); 1 means nothing except kernel
panics. sysl ogd will override this once it starts.

« PROWT=<val ue>, where <val ue> is one of the following boolean values:
+ yes — Enables the key check for interactive mode.

+ no — Disables the key check for interactive mode.

3.3.1.15. / et c/ sysconfi g/ i pchai ns

The /et c/ sysconfig/ipchains file contains information used by the kernel to set up
i pchai ns rules regarding packet filtering.

This file is modified by running the service ipchains save command when valid
i pchai ns rules are in place. You should not manually edit this file. Instead, use the
i pchai ns command to configure the necessary packet filtering rules and then save the
rules to this file.
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3.3.1.16. /et c/ sysconfi g/i pt abl es

Like / et c/ sysconfi g/i pchains, the / et c/ sysconfi g/i ptabl es file stores information
used by the kernel to provide specialized packet filtering services. However, this file is used
by i pt abl es rather than i pchai ns.

You should not modify this file by hand unless you are familiar with methods used to con-
struct i pt abl es rules. These rules are written to / et c/ sysconfi g/ i pt abl es by the ser-
vice iptables save command, which stores the current i pt abl es rules by running the
/'sbi n/i ptabl es- save program. Then, wheni pt abl es is restarted, such as is the case when
the system is booted, the / sbi n/ i pt abl es-r est or e program reads the file and reinstitutes
the packet filtering rules.

3.3.1.17. /et c/ sysconfig/irda

The/ et ¢/ sysconfi g/ i r dafile controls how infrared devices on your system are configured
at startup.

The following values may be used:

* | RDA=<val ue>, where <val ue> is one of the following boolean values:

+ yes —irattach will be run, which periodically checks to see if anything is trying to
connect to the infrared port, such as another notebook computer trying to make a net-
work connection. For infrared devices to work on your system, this line must be set to
yes.

+ no —irattach will not be run, preventing infrared device communication.

» DEVI CE=<val ue>, where <val ue> is the device (usually a serial port) that handles in-
frared connections.

« DONGLE=<val ue>, where <val ue> specifies the type of dongle being used for infrared
communication. This setting exists for people who use serial dongles rather than real in-
frared ports. A dongle is a device that is attached to a traditional serial port to commu-
nicate via infrared. This line is commented out by default because notebooks with real
infrared ports are far more common than computers with add-on dongles.

* DI SCOVERY=<val ue>, where <val ue> is one of the following boolean values:d

» yes —Startsi r at t ach in discovery mode, meaning it actively checks for other infrared
devices. This needs to be turned on for the machine to be actively looking for an infrared
connection (meaning the peer that does not initiate the connection).

+ no — Does not start i r at t ach in discovery mode.

3.3.1.18. /et c/ sysconfi g/ keyboard

The / et ¢/ sysconfi g/ keyboard file controls the behavior of the keyboard. The following
values may be used:

» KEYBOARDTYPE=sun| pc, which is used on SPARCs only. sun means a Sun keyboard is at-
tached on / dev/ kbd, and pc means a PS/2 keyboard connected to a PS/2 port.

» KEYTABLE=<fi| e>, where <fi| e> is the name of a keytable file.
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For example: KEYTABLE="us". The files that can be used as keytables start in
/usr/1ib/ kbd/ keymaps/ i 386 and branch into different keyboard layouts from there, all
labeled <fil e>. kmap. gz. The first file found beneath / usr/ | i b/ kbd/ keynaps/ i 386that
matches the KEYTABLE setting is used.

3.3.1.19. /et c/ sysconfi g/ kudzu

The / et ¢/ sysconfi g/ kuzdu allows you to specify a safe probe of your system’s hardware
by kudzu at boot time. A safe probe is one that disables serial port probing.

SAFE=<val ue>, where <val ue> is one of the following:
+ yes — kuzdu does a safe probe.

+ no — kuzdu does a normal probe.

3.3.1.20. / et ¢/ sysconfi g/ mouse

The / et ¢/ sysconfi g/ nouse file is used to specify information about the available mouse.
The following values may be used:

FULLNAME=<val ue>, where <val ue> refers to the full name of the kind of mouse being
used.

MOUSETYPE=<val ue>, where <val ue> is one of the following:
« microsoft — A Microsoft™ mouse.

« mousenman — A MouseMan™ mouse.

+ mousesyst ems — A Mouse Systems™ mouse.
o ps/ 2 — A PS/2 mouse.

« msbm— A Microsoft™ bus mouse.

+ | ogi bm— A Logitech™ bus mouse.

« ati bm— An ATI™ bus mouse.

« | ogi t ech— A Logitech™ mouse.

« mseri es — An older MouseMan™ mouse.

« mhi tt ab — An mmbhittab mouse.

XEMJU3=<val ue>, where <val ue> is one of the following boolean values:

+ yes — The mouse only has two buttons, but three mouse buttons should be emulated.
» no — The mouse already has three buttons.

XMOUSETYPE=<val ue>, where <val ue> refers to the kind of mouse used when X is run-
ning. The options here are the same as the MOUSETYPE setting in this same file.

DEVI CE=<val ue>, where <val ue> is the mouse device.

In addition, / dev/ nouse is a symbolic link that points to the actual mouse device.
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3.3.1.21. /et c/ sysconfi g/ naned

The / et ¢/ sysconfi g/ named file is used to pass arguments to the named daemon at boot
time. The naned daemon is a Domain Name System (DNS) server which implements the
Berkeley Internet Name Domain (BIND) version 9 distribution. This server maintains a table
of which hostnames are associated with IP addresses on the network.

Currently, only the following values may be used:

» ROOTDI R=" </ some/ wher e>", where </ some/ wher e> refers to the full directory path of
a configured chroot environment under which named will run. This chroot environment
must first be configured. Type i nfo chr oot for more information on how to do this.

« OPTI ONS=" <val ue>",where <val ue> any option listed in the man page for naned except
-t.In place of - t , use the ROOTDI Rline above instead.

For more information about what parameters you can use in this file, type man naned. For
detailed information on how to configure a BIND DNS server, see Chapter 17. By default,
the file contains no parameters.

3.3.1.22. / et ¢/ sysconfi g/ net dunp

The / et ¢/ sysconfi g/ net dunp is the configuration file for the / et ¢/ i ni t. d/ net dunp ser-
vice. The net dunp service sends both oops data and memory dumps over the network. In
general, net dunp is not a required service, so you should only run it if you absolutely need
to. For more information about what parameters you can use in this file, type man net dunp.

3.3.1.23. / et ¢/ sysconfi g/ net wor k

The/ et c/ sysconfi g/ net wor k file is used to specify information about the desired network
configuration. The following values may be used:

« NETWORKI NG=<val ue>, where <val ue> is one of the following boolean values:
+ yes — Networking should be configured.
+ no — Networking should not be configured.

» HOSTNAME=<val ue>, where <val ue> should be the Fully Qualified Domain Name (FQDN),
such as host nane. domai n. com but can be whatever hostname you want.

Note

For compatibility with older software that people might install (such as trn), the / et ¢/ HOSTNAMVE
file should contain the same value as here.

« GATEWAY=<val ue>, where <val ue> is the IP address of the network’s gateway.
« GATEWAYDEV=<val ue>, where <val ue> is the gateway device, such as et h0.
« NI SDOVAI N=<val ue>, where <val ue> is the NIS domain name.
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3.3.1.24. / et c/ sysconfi g/ nt pd

The / et ¢/ sysconfi g/ nt pd file is used to pass arguments to the nt pd daemon at boot time.
The nt pd daemon sets and maintains the system clock to synchronize with an Internet stan-
dard time server. It implements version 4 of the Network Time Protocol (NTP). For more
information about what parameters you can use in this file, point a browser at the following
file:/ usr/ shar e/ doc/ nt p- <ver si on>/ nt pd. ht m(where <version>> is the version number
of nt pd). By default, this file sets the owner of the nt pd process to the user nt p.

3.3.1.25. / et c/ sysconfi g/ pcnti a

The/ et ¢/ sysconfi g/ pcnti afile is used to specify PCMCIA configuration information. The
following values may be used:

« PCMCI A=<val ue>, where <val ue> is one of the following:
+ yes — PCMCIA support should be enabled.
+ no — PCMCIA support should not be enabled.

PCl C=<val ue>, where <val ue> is one of the following:
+ 182365 — The computer has an i82365-style PCMCIA socket chipset.
+ tci c — The computer has a tcic-style PCMCIA socket chipset.

.

PCl C_OPTS=<val ue>, where <val ue> is the socket driver (i82365 or tcic) timing param-
eters.

CORE_OPTS=<val ue>, where <val ue> is the list of pcnti a_cor e options.

« CARDMGR_OPTS=<val ue>, where <val ue> is the list of options for the PCMCIA car d-
mgr (such as - q for quiet mode; - mto look for loadable kernel modules in the specified
directory, and so on). Read the car dngr man page for more information.

3.3.1.26. / et ¢/ sysconfi g/ radvd

The / et c/ sysconfi g/ radvd file is used to pass arguments to the radvd daemon at boot
time. The r advd daemon listens to for router requests and sends router advertisements for
the IP version 6 protocol. This service allows hosts on a network to dynamically change
their default routers based on these router advertisements. For more information about what
parameters you can use in this file, type man radvd. By default, this file sets the owner of the
radvd process to the user r advd.

3.3.1.27. / et c/ sysconfi g/ rawdevi ces

The / et c/ sysconfi g/ rawdevi ces file is used to configure raw device bindings, such as:

/dev/raw rawl /dev/sdal
/deviraw raw2 8 5
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3.3.1.28. / et c/ sysconfi g/ redhat - confi g- user s

The / et ¢/ sysconfi g/ r edhat - conf i g- user s is the configuration file for the graphical ap-
plication, redhat-config-users. Under Red Hat Linux 7.3 this file is used to only to filter out
system users. For more information on using this application, see the chapter called User and
Group Configuration in the Official Red Hat Linux Customization Guide.

3.3.1.29. / et ¢/ sysconfi g/ sanba

The / et ¢/ sysconfi g/ sanba file is used to pass arguments to the snbd and the nnbd dae-
mons at boot time. The snbd daemon offers file sharing connectivity for Windows clients on
the network. The nnbd daemon offers NetBIOS over IP naming services. For more informa-
tion about what parameters you can use in this file, type man snbd. By default, this file sets
smbd and nnbd to run in daemon mode.

3.3.1.30./ et c/ sysconfi g/ sendmai |

The / et c/ sysconfi g/ sendmai | file allows messages to be sent to one or more recipients,
routing the message over whatever networks are necessary. The file sets the default values
for the Sendmail application to run. Its default values are to run as a background daemon,
and to check its queue once an hour in case something has backed up.

The following values may be used:

« DAEMON=<val ue>, where <val ue> is one of the following boolean values:

+ yes — Sendmail should be configured to listen to port 25 for incoming mail. yes implies
the use of Sendmail’s - bd options.

+ no — Sendmail should not be configured to listen to port 25 for incoming mail.

e QUEUE=1h which is given to Sendmail as - g$QUEUE. The - g option is not given to Send-
mail if / et ¢/ sysconfi g/ sendmai | exists and QUEUE is empty or undefined.

3.3.1.31. /et c/ sysconfi g/ soundcard

The / et ¢/ sysconfi g/ soundcar d file is generated by sndconfi g and should not be mod-
ified. The sole use of this file is to determine what card entry in the menu to pop up by
default the next time sndconfi g is run. Soundcard configuration information is located in
the / et ¢/ nodul es. conf file.

It may contain the following:

« CARDTYPE=<val ue>, where <val ue> is set to, for example, SB16 for a Soundblaster 16
sound card.

3.3.1.32. /et c/ sysconfig/squid

The / et c/ sysconfi g/ squi d file is used to pass arguments to the squi d daemon at boot
time. The squi d daemon is a proxy caching server for Web client applications. For more
information on configuring a squid proxy server, use a Web browser to open the
/'usr/ share/ doc/ squi d- <versi on>/ directory (replace <version> with the squid
version number installed on your system). By default, this file sets squid top start in
daemon mode and sets the amount of time before it shuts itself down.
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3.3.1.33. /et c/ sysconfi g/ t ux

The /et c/sysconfig/tux is the configuration file for the TUX, the kernel-based web
server. For more information on configuring the TUX server, use a Web browser to open the
I usr/share/ doc/ t ux- <version>/tux/index. htn (replace <version> with the
version number of TUX installed on your system). The parameters available for this file are
listed in / usr/ shar e/ doc/ t ux- <ver si on>/t ux/ paraneters. htni .

3.3.1.34. /et c/ sysconfi g/ ups

The/ et ¢/ sysconfi g/ ups file is used to specify information about any Uninterruptible Power
Supplies (UPS) connected to your system. A UPS can be very valuable for a Red Hat Linux
system because it gives you time to correctly shut down the system in the case of power
interruption. The following values may be used:

SERVER=<val ue>, where <val ue> is one of the following;:
+ yes — A UPS device is connected to your system.

+ no — A UPS device is not connected to your system.

« MODEL=<val ue>, where <val ue> must be one of the following or set to NONE if no UPS
is connected to the system:

« apcsmart — For a APC SmartUPS™ or similar device.
« fentonups — For a Fenton UPS™.

opt i ups — For an OPTI-UPS™ device.

best ups — For a Best Power™ UPS.

generi cups — For a generic brand UPS.
ups-trust 425+625 — For a Trust™ UPS.

« DEVI CE=<val ue>, where <val ue> specifies where the UPS is connected, such as
/ dev/ttyS0.

e OPTI ONS=<val ue>, where <val ue> is a special command that needs to be passed to the
UPS.

3.3.1.35. /et c/ sysconfi g/ vncservers

The /et c/ sysconfi g/ vncser ver s file configures how the Virtual Network Computing (VNC)
server starts up. VNC is a remote display system which allows you to view a desktop envi-
ronment not only on the machine where it is running but across different networks (from a
LAN to the Internet) and using a wide variety of machine architectures.

It may contain the following:

» VNCSERVERS=<val ue>, where <val ue> is set to something like " 1: fred", to indicate
that a VNC server should be started for user fred on display :1. User fred must have set a
VNC password using vncpasswd before attempting to connect to the remote VNC server.

Note that when you use a VNC server, your communication with it is unencrypted, and
so it should not be used on an untrusted network. For specific instructions concerning
the use of SSH to secure the VNC communication, please read the information found at
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http:/ /www.uk.research.att.com/vnc/sshvnc.html. To find out more about SSH, see
Chapter 10 or Official Red Hat Linux Customization Guide.

3.3.1.36. /et c/ sysconfi g/ xi netd

The / et ¢/ sysconfi g/ xi net d file is used to pass arguments to the xi net d daemon at boot
time. The xi net d daemon starts programs that provide Internet services when a request to
the port for that service is received. For more information about what parameters you can
use in this file, type man xi net d. For more information on the xi net d service, see Section
9.3.

3.3.2. Directories in the / et ¢/ sysconfi g/ Directory

The following directories are normally found in / et ¢/ sysconfi g/ and a basic description
of what they contain:

apm scripts — This contains the Red Hat APM suspend/resume script. You should
not edit this file directly. If you need customization, simple create a file called
/ etc/ sysconfi g/ apm scripts/apncontinue and it will be called at the end of the
script. Also, you can control the script by editing / et ¢/ sysconfi g/ apnd.

cbq — This directory contains the configuration files needed to do Class Based Queuing
for bandwidth management on network interfaces.

net wor ki ng — This directory is used by Red Hat Network Administration Tool and
should not be edited manually. For more information about configuring interfaces using
the Red Hat Network Administration Tool, see the chapter called Network Configuration
in the Official Red Hat Linux Customization Guide.

net wor k- scri pt s — This directory contains the following network-related configuration
files:

Network configuration files for each configured network interface, such as i f cf g- et h0
for the et h0 Ethernet interface.

Scripts used to bring up and down network interfaces, such as i f up and i f down.

Scripts used to bring up and down ISDN interfaces, such as i f up-i sdn and i f down-
i sdn

Various shared network function scripts which should not be edited directly.

For more information on the net wor k- scri pt s directory, see Chapter 13

.

rhn — This directory contains the configuration files for the Red Hat Network Registra-
tion Client, the Red Hat Update Agent Configuration Tool, the Red Hat Update Agent,
and the Red Hat Update Agent panel applet as well as the syst eni d and GPG keys. No
files in this directory should be edited by hand. For more information on the Red Hat Net-
work, see the Red Hat Network website at the following URL: https:/ /rhn.redhat.com/.

3.4. Init Runlevels

The idea behind operating different services at different runlevels revolves around the fact
that different systems can be used in a different ways. Some services cannot be used until
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the system is in a particular state, or mode, such as ready for more than one user or has
networking available.

There are times in which you may want to operate the system at a lower mode, such as
fixing disk corruption problems in runlevel 1, when no other users can possibly be on the
system or leaving a server in runlevel 3 without an X session running. In these cases, running
services that depend upon a higher system mode to function does not make sense because
they will not work correctly anyway. By already having each service assigned to start when
its particular runlevel is reached, you ensure an orderly start up process and can quickly
change the mode of the machine without worrying about which services to manually start
or stop.

Generally, Red Hat Linux operates in runlevel 3 or runlevel 5 — both full multi-user modes.
The following runlevels are defined in Red Hat Linux:

¢ 0 — Halt

¢ 1 — Single-user mode

¢ 2 — Not used (user-definable)

¢ 3 — Full multi-user mode

¢ 4 — Not used (user-definable)

¢ 5 — Full multi-user mode (with an X-based login screen)

¢ 6 — Reboot

The default runlevel for a system to boot into and stop is configured in / et ¢/ i ni t t ab. For
more information on /et c/i ni tt ab, see Section 3.2.3.

Feel free to configure runlevels 2 and 4 as you see fit. Many users configure those runlevels
in a way that makes the most sense for them while leaving the standard runlevels 3 and 5
alone. This allows them to quickly move in and out of their custom configuration without
disturbing the normal set of features at the standard runlevels.

If your machine gets into a state where it will not boot due to abad / et ¢/ i ni t t ab or will not
let you log in because you have a corrupted / et ¢/ passwd (or if you have simply forgotten
your password), boot into single-user mode.

If you are using LILO, you can enter single-user mode by typing| i nux si ngl e at the LILO
boot : prompt.

If you are using GRUB as your boot loader, you can enter single-user mode using the follow-
ing steps.

« In the graphical GRUB boot loader screen, select the Red Hat Linux boot label and press
[e] to edit it.

« Arrow down to the kernel line and press [e] to edit it.
« At the prompt, type si ngl e and press [Enter].

* You will be returned to the GRUB screen with the kernel information. Press the [b] key to
boot the system into single user mode.

A very bare system will boot, and you will have a command shell from which you can fix
things.

If this does not work, you will need to boot by typing | i nux i ni t =/ bi n/ bash at the LILO
boot : prompt. This places you at a shell prompt; note that no filesystems other than the root
filesystem are mounted, and the root filesystem is mounted in read-only mode. To mount it
in read-write mode (to allow editing of a broken / et ¢/ i ni t t ab, for example) do:
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mount -n /proc
mount -0 rw, renmount /

3.4.1. Initscript Utilities

The chkconfi g utility in / sbhi n provides a simple command-line tool for maintaining the
letc/rc.d/init.ddirectory hierarchy. It relieves system administrators from having to di-
rectly manipulate the numerous symbolic links in the directories under/etc/rc. d.

In addition, there is ntsysv that provides a text-based interface, which you may find easier
to use than chkconf i g’s command-line interface.

If you prefer a graphical interface, use the serviceconf program.
All of these utilities must be run as root.

Please refer to the chapter titled Controlling Access to Services in Official Red Hat Linux Cus-
tomization Guide for more information regarding these tools.

3.5. Running Programs at Boot Time

The file /etc/rc.d/rc. I ocal script is run by i nit at boot time, after all other initializa-
tion is complete, and whenever you change runlevels. You can add additional initialization
commands here. For instance, you may want to start up additional daemons or initialize a
printer.

In addition, if you require serial port setup, you can create and edit / etc/rc. seri al , and
it will be executed automatically at boot time. This script can run a number of set seri al
commands to specially configure the system’s serial ports. See the set seri al man page for
more information.

3.6. Shutting Down

To shut down Red Hat Linux, issue the shut down command. You can read the shut down
man page for complete details, but the two most common uses are:

/ sbi n/ shut down - h now
/ sbi n/ shutdown -r now

You must run shut down as root. After shutting everything down, the - h option will halt the
machine, and the - r option will reboot.

Although the r eboot and hal t commands are now able to invoke shut down if run while the
system is in runlevels 1-5, it is a bad habit to get into, as not all Linux-like operating systems
have this feature.

AWarning

If your computer does not power itself down, be careful not turn off the computer until you see a
message indicating that the system is halted or finished shutting down.

Failure to wait for this message will mean that you may be turning off the machine before your hard
drive partitions are unmounted. This can cause filesystem corruption, even to the point where your
system may not boot the next time it attempts to start up. Be patient when halting your system.
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3.7. Differences in the Boot Process of Other Architectures

Each computer architecture supported by Red Hat Linux boots the operating system in a
different way. However, once the Red Hat Linux kernel begins booting and hands off the
boot process to i ni t, the same events happen on each architecture in exactly the same way.
The only difference is in the way Red Hat Linux finds the kernel to load it in order to start
init.

For example, the Alpha architecture uses the aboot boot loader, while the Itanium architec-
ture uses the ELI LOboot loader.

Consult the installation information for each of the architectures for detailed information
about the different boot methods.
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Before Red Hat Linux can load on a system, it must be told to boot by special instructions
placed on a boot loader, a program that exists on the system’s primary hard drive or other
media device that knows how to start the Linux kernel.

If using an x86 system that only boots Red Hat Linux and only one version of the Linux
kernel, then the exact process used by the boot loader to start Red Hat Linux is not very im-
portant. The Red Hat Linux installation program allows users to quickly and easily configure
the boot loader in the primary hard drive’s Master Boot Record (MBR) to load the operating
system.

However, in order to have the choice to boot from multiple Linux kernels or other operating
systems, it is essential to have the knowledge of the method used by Red Hat Linux to
provide the necessary boot options, as well as an understanding of the boot process and
what to change.

This chapter discusses GRUB, the default method Red Hat Linux uses to launch operating
systems on x86 systems. The chapter will also detail various commands and configuration
options that enable control over the boot process.

4.1. Defining GRUB

GNU GRUB (GRand Unified Bootloader) is a program that installs a boot loader to the MBR,
which exists at the beginning sectors of a disk. It allows the placement of specific instructions
in the MBR that loads a GRUB menu or command environment, which enables users to
start the operating system of choice, pass special instructions to kernels when they boot, or
discover system parameters (such as available RAM) before booting.

4.1.1. x86 Boot Process

When an x86 machine first starts up, the BIOS of the system checks for particular system
parameters, such as the amount of RAM in the machine, the date and time, disk devices
present, and the order in which those disk devices should be checked for bootable media.
Usually, the BIOS is configured to check the machine’s floppy disk drive or CD-ROM drive
(or both) before attempting to boot from the hard drive. If no bootable media can be found
in those removable devices, the BIOS usually turns to the first few sectors of the first hard
drive for instructions on where to find and load an operating system. These first few sectors
— the MBR — start the process of loading a pre-selected operating system, a GRUB menu of
operating system options, or a GRUB command line interface to execute special options.

The process of loading GRUB, and then the operating system, involves several stages of
operation:

1. Load the primary boot loader, commonly called Stage 1. The primary boot loader must exist
in the very small space allocated for the MBR, which is less than 512 bytes. Therefore,
the only thing the primary boot loader accomplishes is loading the secondary boot
loader, due to the fact that there is not enough space in the MBR for anything else.

2. Load the secondary boot loader, commonly called Stage 2. The secondary boot loader actu-
ally brings up the advanced functionality that allows you to load a specific operating
system. With GRUB, this is the code that allows you to display a menu or type com-
mands.
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3. Load the operating system, such as the Linux kernel, on a specified partition. Once GRUB
has received the correct instructions for the operating system to start, either from its
command line or configuration file, it finds the necessary boot file and hands off control
of the machine to that operating system.

Note

Some filesystems, as well as filesystem configurations, may require a Stage 1.5 file that essentially
bridges the gap between the primary and secondary boot loaders.

For example, if the Stage 2 boot loader file is on a partition using a filesystem that the Stage 1 boot
loader cannot access, it is possible to direct the Stage 1 boot loader to load additional instructions
from the Stage 1.5 file that allows it to read the Stage 2 boot loader file. For more information, refer
to the GRUB i nf o page.

The aforementioned boot method is called direct loading, because instructions to directly load
the operating system are used, with no intermediary code between the boot loaders and
the operating system’s main files (such as the kernel). The boot process used by different
operating systems may differ slightly from the above, however. For example, Microsoft’s
DOS and Windows operating systems tend to completely overwrite anything on the MBR
when they are installed without incorporating any of the current MBR’s configuration. This
destroys any other information stored in the MBR by other operating systems, such as Red
Hat Linux. The Microsoft operating systems, as well as various other proprietary operating
systems, are loaded using a chain loading boot method. With this method, the MBR simply
points to the first sector of the partition holding the operating system, where it finds the
special files necessary to actually boot that operating system.

GRUB supports both direct and chain-loading boot methods. It is possible to use it with
almost any operating system, most popular filesystems, and almost any hard disk the system
BIOS can recognize.

4.1.2. GRUB Features

GRUB contains a number of features that make it preferable to other available boot loaders.
These are some of the most important:

GRUB provides a true command-based, pre-OS environment on x86 machines to allow maximum
flexibility in loading operating systems with certain options or gathering information about the
system. Many non-x86 architectures have employed pre-OS environments for years that
allows control over how the system boots from a command line. While some command
features are available with LILO and other x86 boot loaders, GRUB contains a greater
number of features.

GRUB supports Logical Block Addressing (LBA) mode. LBA places the addressing conversion
used to find files on the drive in the drive’s firmware, and it is used on many IDE and
all SCSI hard disks. Before LBA, hard drives could encounter a 1024-cylinder limit, where
the BIOS could not find a file after that point, such as a boot loader or kernel files. LBA
support allows GRUB to boot operating systems from partitions beyond the 1024-cylinder
limit, so long as the system BIOS supports LBA mode (most do).

GRUB'’s configuration file is read from the disk every time the system boots, preventing the user
from having to write over the MBR every time a change the boot options is made. Most boot
loaders are not sophisticated enough to read configuration files and use them to set up
boot options. For example, to change a LILO boot configuration, such as changing the
default operating system to boot, users must change a LILO configuration file and run
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a command that overwrites the system’s MBR with the new configuration data. This is
more risky than GRUB’s method, because a misconfigured MBR would leave the system
unbootable. With GRUB, if the configuration file is erroneously configured and rebooted,
it will simply default to a command line and allow the user to manually type commands
that will launch the operating system. The MBR is not touched except to update the Stage
1, Stage 2, or menu configuration file locations, and this is rarely necessary.

Note

When changes are made to the GRUB configuration file, it is not necessary to restart GRUB. Any
changes made are automatically detected. If GRUB is restarted, the user will be dropped to the
command line GRUB shell.

4.1.3. Installing GRUB

If GRUB was not installed during the Red Hat Linux installation process, the following ex-
plains how to install it and make it the default boot loader.

Note

If LILO has been installed and is currently the system boot loader, it is not necessary to remove it in
order to use GRUB. Once installed, GRUB will be the default boot loader for the system.

First, make sure to have the latest GRUB package available. The GRUB package from the
Red Hat Linux installation CD-ROMs can also be used.

From a shell prompt, run the command /sbin/grub-install <location>, where
<l ocat i on> is the location where GRUB should be installed. For example:

/ sbin/grub-install /dev/hda

Finally, reboot the system. The GRUB graphical boot loader menu should appear.

4.2. Terminology

One of the most important things to understand before using GRUB is how the program
refers to devices, such as system hard drives, and partitions. This information is very impor-
tant to know in order to configure GRUB to boot multiple operating systems.

4.2.1. Device Names

The first hard drive of a system will be called (hd0) by GRUB. The first partition on that
drive is called ( hdO, 0) , and the fifth partition on the second hard drive is called ( hd1, 4) . In
general, the naming convention for filesystems when using GRUB breaks down in this way:

(<type-of -devi ce><bi os-devi ce- nunber >, <partition-nunber >)
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The parentheses and comma are very important to the device naming conventions. The
<type- of - devi ce> refers to whether a hard disk (hd) or floppy disk (f d) is being speci-
fied.

The <bi os- devi ce- nunber > is the number of the device according to the system’s BIOS,
starting with 0. The primary IDE hard drive is numbered 0, while the secondary IDE hard
drive is numbered 1. The ordering is roughly equivalent to the way the Linux kernel ar-
ranges the devices by letters, where the a in hda relates to 0, the b in hdb relates to 1, and so
on.

Note

Remember that GRUB’s numbering system for devices starts at 0, and not 1. This is one of the most
common mistakes made by new GRUB users.

The <parti tion- nunber > relates to the number of a specific partition on a disk device. Like
the <bi os- devi ce- nunber >, the partition numbering starts at 0. While most partitions are
specified by numbers, if a system uses BSD partitions, they are signified by letters, such as a
orc.

GRUB uses the following rules when naming devices and partitions:

It does not matter if system hard drives are IDE or SCSI. All hard drives start with hd.
Floppy disks start with f d.

To specify an entire device without respect to its partitions, simply leave off the comma
and the partition number. This is important when telling GRUB to configure the MBR for a
particular disk. For example, ( hd0) specifies the first device and ( hd3) specifies the fourth
device.

If a system has multiple drive devices, it is very important to know the drive order accord-
ing to the BIOS. This is rather simple to do if a system has only IDE or SCSI drives, but if
there is a mix of devices, it can become confusing.

4.2.2. File Names

When typing commands to GRUB involving a file, such as a menu list to use when allowing
the booting of multiple operating systems, it is necessary to include the file immediately
after specifying the device and partition. A sample file specification to an absolute filename
is organized as follows:

(<type-of -devi ce><bi os-devi ce- nunber >, <partition-nunber>)/path/to/file

Most of the time, a user will specify files by the directory path on that partition plus the
filename. This method is straightforward.

It is also possible to specify files to GRUB that do not actually appear in the filesystem, such
as a chain loader that appears in the first few blocks of a partition. To specify these files, it is
required to provide a blocklist, which tells GRUB, block by block, where the file is located in
the partition. As a file can be comprised of several different sets of blocks, there is a specific
way to write blocklists. Each file’s section location is described by an offset number of blocks
and then a number of blocks from that offset point, and the sections are put together in a
comma-delimited order.

Consider the following blocklist:
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0+50, 100+25, 200+1

This blocklist tells GRUB to use a file that starts at the first block on the partition and uses
blocks 0 through 49, 99 through 124, and 199.

Knowing how to write blocklists is useful when using GRUB to load operating systems that
use chain loading, such as Microsoft Windows. It is possible to leave off the offset number
of blocks if starting at block 0. As an example, the chain loading file in the first partition of
the first hard drive would have the following name:

(hdo, 0) +1

The following shows the chai nl oader command with a similar blocklist designation at the
GRUB command line after setting the correct device and partition as root:

chai nl oader +1

4.2.3. GRUB’s Root Filesystem

Some users are confused by the use of the term "root filesystem" with GRUB. It is important
to remember that GRUB's root filesystem has nothing to do with the Linux root filesystem.

The GRUB root filesystem is the root partition for a particular device. GRUB uses this infor-
mation to mount the device and load files from it, among other things.

With Red Hat Linux, once GRUB has loaded its root partition that contains the Linux kernel,
the ker nel command can be executed with the location of the kernel file as an option. Once
the Linux kernel boots, it sets its own root filesystem, and that is the one most people asso-
ciate with Linux. The original GRUB root filesystem and its mounts are forgotten. They only
existed to boot the kernel file.

Refer to the r oot and ker nel commands in Section 4.4 for more information.

4.3. Interfaces

GRUB features three powerful interfaces that provide different levels of functionality. Each
of these interfaces allows users to boot operating systems, and even move between interfaces
within the GRUB environment.

4.3.1. Menu Interface

If GRUB was automatically configured by the Red Hat Linux installation program, this is
the interface shown by default. A menu of operating systems or kernels preconfigured with
their own boot commands exists in this interface as a list, by name, after the system first
starts. Use the arrow keys to select an option other than the default selection and press the
[Enter] key to boot it. Alternatively, a timeout period may have been set, so that GRUB will
start loading the default option.

From the menu interface, press the [e] key to edit the commands in the highlighted menu
entry or the [c] key to load a command line interface.
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4.3.2. Menu Entry Editor Interface

To access the menu entry editor, press the [e] key from the boot loader menu. The GRUB
commands for that entry are displayed here, and users may alter these command lines before
booting the operating system by adding ([o] after the current line; [O] before it), editing ([e]),
or deleting ([d]) them.

After all changes are made, hit the [b] key to execute the commands and boot the operating
system. The [Esc] key discards any changes and reloads the standard menu interface. The [c]
key will load the command line interface.

@

For information about changing runlevels with GRUB using the menu entry editor, refer to Section
3.2.3.

4.3.3. Command Line Interface

The command line is the most basic GRUB interface, but it is also the one that grants the
most control. The command line makes it possible to type any relevant GRUB commands
followed by the [Enter] key to execute them. This interface features some advanced shell-
like features, including [Tab] key completion, based on context, and [Ctrl] key combinations
when typing commands, such as [Ctrl]-[a] to move to the beginning of a line, and [Ctrl]-[e]
to move to the end of a line. In addition, the arrow, [Home], [End], and [Delete] keys work
as they do in the bash shell.

4.3.4. Order of Interface Use

When the GRUB environment starts loading the second stage boot loader, it looks for its con-
figuration file. When found, it uses the configuration file to build the menu list of operating
systems to load and then displays the boot menu interface.

If the configuration file cannot be found, or if the configuration file is unreadable, GRUB will
load the command line interface to allow users to manually type the commands necessary
to boot an operating system.

If the configuration file is not valid, GRUB will print out the error and ask for input. This can
be very helpful, because users will then be able to see precisely where the problem occurred
and fix it in the file. Pressing any key will reload the menu interface, where it is then possible
to edit the menu option and correct the problem based on the error reported by GRUB. If the
correction fails, the error is reported and GRUB will begin again.

4.4, Commands

GRUB contains a number of different commands that may be executed interactively in the
command line interface. Some of the commands accept options after their name, and these
options should be separated from the command and other options on that line by space
characters.

The following list gives the most useful commands:
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« boot — Boots the operating system or chain loader that has been previously specified and
loaded.

« chainl oader <file-name> — Loads the specified file as a chain loader. To grab the file
at the first sector of the specified partition, use +1 as the file’s name.

« di spl aymem— Displays the current use of memory, based on information from the BIOS.
This is useful to determine how much RAM a system has prior to booting it.

e initrd <file-name> — Enables users to specify an initial RAM disk to use when boot-
ing, necessary when the kernel needs certain modules in order to boot properly.

e install <stage-1> <install-disk> <stage-2>p <config-file>—Installs
GRUB to the system MBR. This allows the GRUB interfaces to come up when the system
is rebooted.

AWarning

The i nstal | command will overwrite any other information in the MBR. If executed, any informa-
tion (other than GRUB information) that is used to boot other operating systems, will be lost.

Make sure to have the proper knowledge before executing this command.

This command can be configured in several different ways. However, it is required to
specify a <stage- 1>, which signifies a device, partition, and file where the first boot
loader image can be found, such as (hd0, 0)/ gr ub/ st agel. In addition, specify the disk
where the stage 1 boot loader should be installed, such as (hd0) .

The <stage-2> section tells the stage 1 boot loader where the stage 2 boot loader is
located, such as (hd0, 0)/ grub/ st age2. The p option tells the i nstal | command that
a menu configuration file is being specified in the <config-file> section, such as
(hdO0, 0) / grub/ grub. conf.

kernel <kernel-file-name> <option-1> <option- N>— Specifies the kernel file to
load from GRUB'’s root filesystem when using direct loading to boot the operating sys-
tem. Options can follow the ker nel command and will be passed to the kernel when it is
loaded.

For Red Hat Linux, an example ker nel command looks like the following:
kernel /vnminuz root=/dev/hda5

This line specifies that the vl i nuz file is loaded from GRUB’s root filesystem, such as
(hd0, 0) . An option is also passed to the kernel specifying that the root filesystem for the
Linux kernel when it loads should be on hda5, the fifth partition on the first IDE hard
drive. Multiple options may be placed after this option, if needed.

root <device-and-partition>— Configures GRUB’s root partition to be the particu-
lar device and partition, such as (hd0, 0), and mounts the partition so that files can be
read.

rootnoverify <device-and-partition>—Does thesame thing as the r oot command
but does not mount the partition.

Commands other than these are available. Type i nf o gr ub for a full list of all commands.



86 Chapter 4. GRUB

4.5. The Menu Configuration File

The configuration file, which is used to create the list in GRUB’s menu interface of operating
systems to boot, essentially allows the user to select a pre-set group of commands to execute.
The commands given in Section 4.4 can used, as well as some special commands that may
only be used in the configuration file.

4.5.1. Special Configuration File Commands

The following commands can only be used in the GRUB menu configuration file:

col or <normal -col or > <sel ect ed- col or > — Allows for the set up specific colors to
be used in the menu, where two colors are configured as the foreground and background.
Use simple color names, such as r ed/ bl ack. For example:

col or red/ bl ack green/ bl ue

default <title-name> — The default entry title name that will be loaded if the menu
interface times out.

fal I back <title-name>—If used, the entry title name to try if first attempt fails.

hi ddennenu — If used, prevents the GRUB menu interface from being displayed, loading
the def aul t entry when the t i meout period expires. The user can see the standard GRUB
menu by pressing the [Esc] key.

password <password> — If used, prevents the user who does not know the password
from editing the entries for this menu option.

Optionally, it is possible to specify an alternate menu configuration file after the
<passwor d>, so that, if the password is known, GRUB will restart the second stage of
the boot loader and use this alternate configuration file to build the menu. If this alternate
file is left out of the command, then a user who knows the password would be able to
edit the current configuration file.

ti meout — If used, sets the interval, in seconds, before GRUB loads the entry designated
by the def aul t command.

.

spl ashi mage — Specifies the location of the splash screen image to be used when GRUB
boots.

e title — Sets a title to be used with a particular group of commands used to load an
operating system.

The # character can be used to place comments in the menu configuration file.

4.5.2. Configuration File Structure

The commands to set the global preferences for the GRUB menu interface are placed at the
top of the file, followed by the different entries for each of the operating systems to boot.

A very basic GRUB menu configuration file designed to boot either Red Hat Linux or Mi-
crosoft Windows 2000 might look as follows:

def aul t =l i nux
ti meout =10
col or=green/ bl ack |i ght-gray/bl ue
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# section to load |inux

title Iinux

root (hdo, 1)

kernel /vminuz root=/dev/hda5
boot

# section to | oad Wndows 2000
title wi ndows

root noverify (hdo, 0)

chai nl oader +1

This file would tell GRUB to build a menu with Red Hat Linux as the default operating
system, set to autoboot it after 10 seconds. Two sections are given, one for each operating
system entry, with commands specific to this system’s disk partition table.

Actually configuring a GRUB menu configuration file to boot multiple operating systems is
beyond the scope of this chapter. Please consult Section 4.6 for detailed information about
booting various operating systems with GRUB.

4.6. Additional Resources

This chapter is only intended as an introduction to GRUB and its many options. Consult the
following resources to discover more about how GRUB works and how to configure it to
boot non-Linux operating systems, among other tasks.

4.6.1. Installed Documentation

e /usr/share/doc/ grub-0.90 — /usr/share/ doc/ grub- 0. 90 is the directory where the
GRUB docs are placed on the filesystem.

At a shell prompt, type the man gr ub command to view the GRUB man page, which con-
tains a list of options to use when loading the GRUB shell.

» The GRUB info page, accessible by typing the i nfo grub command at a shell prompt,
contains a tutorial, a user reference manual, a programmer reference manual, and an FAQ
document about GRUB and its usage.

4.6.2. Useful Websites

« http://www.gnu.org/software/grub — The home page of the GNU GRUB project. This
site contains information concerning the state of GRUB development and an FAQ.

* http://www.uruk.org/orig-grub — The original GRUB documentation before the project
was handed off to the Free Software Foundation for further development.

« http://www.redhat.com/mirrors/LDP/HOWTO/mini/Multiboot-with-GRUB.html —
Investigates various uses for GRUB, including booting operating systems other than
Linux.

* http://www.linuxgazette.com/issue64/kohli.html — An introductory article discussing
the configuration of GRUB on a system from scratch, including an overview of GRUB
command line options.
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With the release of Red Hat Linux 7.2, Red Hat changed the default file system from the
venerable ext2 format to the journaling ext3 file system.

5.1. Features of ext3

The ext3 file system is essentially an enhanced version of ext2 file system. These improve-
ments provide the following advantages:

Availability

After an unexpected power failure or system crash (also called an unclean system shut-
down), each mounted ext2 file system on the machine must be checked for consistency
by the e2f sck program. This is a time-consuming process that can delay system boot
time by a significantly, especially with large volumes containing a large number of files.
During this time any data on the volumes is unreachable.

The journaling provided by the ext3 file system means this sort of file system check is
no longer necessary after an unclean system shutdown. The only time a consistency
check occurs using ext3 is in certain rare hardware failure cases, such as hard drive
failures. The time to recover an ext3 file system after an unclean system shutdown does
not depend on the size of the file system or the number of files; rather, it depends on the
size of the "journal" used to maintain consistency. The default journal size takes about a
second to recover, depending on the speed of the hardware.

Data Integrity

The ext3 file system provides stronger data integrity in the event that an unclean system
shutdown occurs. The ext3 file system allows you to choose the type and level of pro-
tection that your data receives. By default, Red Hat Linux 7.3 configures ext3 volumes
to keep a high level of data consistency with regard to the state of the file system.

Speed

Despite writing some data more than once, ext3 has a higher throughput in most cases
than ext2 because ext3’s journaling optimizes hard drive head motion. You can choose
from three journaling modes to optimize speed, but doing so means trade offs in regards
to data integrity.

Easy Transition

It is easy to change from ext2 to ext3 and gain the benefits of a robust journaling file
system without reformatting. See Section 5.3 for more on how to perform this task.

If you perform a fresh installation of Red Hat Linux 7.3, the default file system assigned to
the system’s Linux partitions is ext3. If you upgrade from a version of Red Hat Linux that
uses ext2 partitions, the installation program allows you to convert these partitions to ext3
partitions without losing data. See the appendix titled Upgrading Your Current System in the
Official Red Hat Linux Installation Guide for details.

The following sections will walk you through the steps for creating and tuning ext3 par-
titions. If you have ext2 partitions and are running Red Hat Linux 7.3, you can skip the
partitioning and formating sections below and go directly to Section 5.3.
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5.2. Creating an ext3 File System

If you are adding a new disk drive to a Red Hat Linux system and want to utilize the ext3
file system, you must first partition the hard disk with a program such as f di sk and then
format the file system.

5.2.1. Partitioning with f di sk

To use f di sk, open a shell prompt and log in as the root user. The f di sk command requires
you to specify the device you are partitioning as an argument to the command. In the fol-
lowing examples, the device will be / dev/ hdb, which corresponds to the second device on
the primary IDE channel. To begin, type:

/ sbi n/ fdisk /dev/hdb

The following table provides the most common f di sk commands.

Table 5-1. f di sk commands

Command What it Does

m displays help

p displays the current partition table

d deletes a partition

n creates a new partition

w writes the partition table to disk

t sets the anticipated file system type for the partition
I displays the list of file system types for partitions

q quits f di sk without altering the disk

@

If you need to exit the program at any time without altering your disk, type q.

Now that you are in the f di sk program, type n to create a new partition. The program will
ask you to choose a partition type, choose e for an extended and p for a primary partition.

Before choosing the partition type, be aware that Red Hat Linux only allows up to four
primary partitions per disk. If you wish to create more than that, one (and only one) of the
four primary partitions may be an extended partition, which acts as a container for one or
more logical partitions. Since it acts as a container, the extended partition must be at least
as large as the total size of all the logical partitions it is to contain. For more information on
disk partitions, see the Appendix called An Introduction to Disk Partitions in the Official Red
Hat Linux Installation Guide.

After choosing the partition type and the number for that partition, choose which cylinder
head you would like the partition to start on. You can type [Enter] to accept the default value.

Next, specify the size. The easiest way to do this is to type +si zeM where si ze is the size
of the partition in megabytes. If you press [Enter] without entering a value, f di sk will use
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the remainder of the disk.

Repeat this process until you have created your desired partitioning scheme.

Qo

It is a good idea to write down which partitions (for example, / dev/ hdb2) are meant for which file
systems (for example, / home/ user nane) as you create each partition.

Next, you will need to specify what type of file system you intend to put on the disk because
f di sk creates partitions of type unknown by default.

To do this, typet followed by a partition number. Next enter the hex value for the file system
type you intend to install on the partition. For Linux swap partitions. the hex value is 82.
For Linux ext2 or ext3 partitions, the hex value is 83. For other partition types, use the |
command to see a list of file system types and their hex values. Repeat this for each partition
you created.

When you are finished making partitions, type wto save your changes and quit.

AWarning

By typing w, you are permanently destroying any data that currently exists on the device. If you need
wish to preserve any data, type g to exit the program without altering the disk and back up your data.

5.2.2. Formating ext3 File Systems with nkf s

Once you have created partitions on the disk drive using a partitioning program such as
f di sk, you should use nkf s to create an ext3 file system on each partition.

To do this, log in as root and type:
/'sbin/nkfs -t ext3 /dev/hdbX

In the above command, replace hdb with the drive letter and X with the partition number.

AWarning

Using nkfs to format a disk partition will permanently destroy any data that currently exists on the
partition.

5.2.3. Assigning a Label with e2l abel

Once you have created and formated a partition, you should assign it a label using the
e2l abel command. This allows you to add the partition to / et ¢/ f st ab using a label in-
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stead of using a device path, thereby making the system more robust. ' To add a label to a
partition, type the following command as root:

/ sbi n/ e2l abel /dev/hdbX /nount/point

Where hdb is the drive letter, X is the partition number, and / nount / poi nt is the mount
point you intend to use for the partition.

Once you have assigned each partition a label, add the partitions to / et ¢/ f st ab. To do this,
log in as root and type:

pico -w /etc/fstab

Then add a line to / et ¢/ f st ab for each labeled partition similar to this:

LABEL=/ nount / poi nt / mount / poi nt ext3 defaul ts 12

In the above entry in /et c/fstab, replace each occurrence of / mount/ poi nt with the
mount point you intend to use for the partition.

If you need more information on the various options available to you in / et ¢/ f st ab, type
man fstab.

If there are partitions whose label you are unsure of, type the following command:
/sbin/tune2fs -1 /dev/hdbX |grep vol ume

In the above command, replace hdb with the drive letter and X with the partition number.
This will return something similar to the output below:

Fi | esystem vol ume nane: /mount/ point

In this output, / nount / poi nt is the volume label.

After completing the above steps, you will have successfully added a new ext3 disk to the
system. The next section demonstrates how to convert an ext2 disk partition to an ext3 par-
tition.

5.3. Converting to an ext3 File System

The t une2fs program can add a journal to an existing ext2 file system without altering
the data already on the partition. If the file system is already mounted while it is being
transitioned, the journal will be visible as the file . j our nal in the root directory of the file
system. If the file system is not mounted, the journal will be hidden and will not appear in
the file system at all.

To convert an ext?2 file system to ext3, log in as root and type:
/'sbin/tune2fs -j /dev/hdbX
In the above command, replace hdb with the drive letter and X with the partition number.

After doing this, be certain to change the partition type from ext2 to ext3in / et ¢/ f st ab.

If you are transitioning your root file system, you will have to use an i ni trd image (or
RAM disk) to boot. To create this, run the ki ni t r d program. For information on using the

1. Adding a partition to / et ¢/ f st ab allows the partition to be mounted at boot time and simplifies

use of the mount command.
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ki ni t r d command, type man nki ni t r d. Also make sure your LILO or GRUB configuration
loads thei nitrd.

If you fail to make this change, the system will still boot, but the root file system will be
mounted as ext2 instead of ext3.

5.4. Reverting to an ext2 File System

Because ext3 is relatively new, some disk utilities do not yet support it. For example, you
may need to shrink a partition with r esi ze2f s, which does not yet support ext3. In this
situation, it may be necessary to temporarily revert a file system to ext2.

To revert a partition, you must first unmount the partition by logging in as root and typing:
unmount /dev/ hdbX

In the above command, replace hdb with the drive letter and X with the partition number.
For the remainder of this section, the sample commands will use hdb1 for these values.

Next, change the file system type to ext2 by typing:
/sbin/tune2fs -0 ~has_journal /dev/hdbl

Check the partition for errors by typing:

/ sbin/e2fsck -y /dev/hdbl

Then mount the partition again as ext2 file system by typing:
mount -t ext2 /dev/hdbl /nount/point

In the above command replace / nount / poi nt with the mount point of the partition.

Next, remove the . j our nal file at the root level of the partition by changing to the directory
where it is mounted and typing:

rm-f .journal

You now have an ext2 partition.
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Chapter 6.
Users and Groups

The control of users and groups exists at the core of Red Hat Linux system administration.

Users can be either people (accounts tied to a physical user) or logical users (accounts that
exist for applications so that they can perform specific tasks) . Both types of users have a
User ID (which is usually unique) and Group ID.

Groups are logical expressions of organization. Groups form the foundation of tying users
together and giving them permissions to read, write, or execute a given file.

Any file created is assigned a user and group when it is made. It is also assigned separate
read, write, and execute permissions for the file’s owner, the group assigned to the file, and
any other users on that host. The user and group of a particular file, as well as the permis-
sions on that file, can be changed by root or, to a lesser extent, by the creator of the file.

Proper management of users and groups, as well as assigning and revoking permissions, is
one of the most important tasks of any system administrator.

6.1. Tools for User and Group Administration

Managing users and groups has traditionally been tedious, but Red Hat Linux provides a
few tools and conventions to make users and groups easier to manage.

While you can use user add to create a new user from the shell prompt, a popular way to
manage users and groups is through redhat-config-users (refer to the Official Red Hat Linux
Customization Guide for more information).

6.2. Standard Users

In Table 6-1, you will find the standard users set up by the installation process (as seen in
the / et ¢/ passwd file). The Group ID (GID) in this table is the primary group for the user. See
Section 6.4 for details on how groups are used.

Table 6-1. Standard Users

User uID GID Home Directory Shell

root 0 0 / r oot / bi n/ bash

bin 1 1 /bin

daemon 2 2 /sbin

adm 3 4 /var/adm

Ip 4 7 /var/ spool /| pd

sync 5 0 /sbin / bi n/ sync
shutdown 6 0 /'sbin / sbi n/ shut down
halt 7 0 / shin / sbin/ hal t
mail 8 12 /var/ spool / mai |




96 Chapter 6. Users and Groups

User uiD GID Home Directory Shell

news 9 13 [ var/ spool / news

uucp 10 14 / var/ spool / uucp

operator 11 0 / r oot

games 12 100 /usr/ ganes

gopher 13 30 l'usr/1i b/ gopher-data

ftp 14 50 Ivar/ftp

nobody 99 99 /

apache 48 48 [ var [ ww

named 25 25 / var/ naned

piranha 60 60 / etc/sysconfig/ ha

amanda 33 6 var/ i b/ amanda/

ident 98 98 / / shi n/ nol ogi n
rpc 32 32 /

wnn 49 49 /var/lib/wn

xfs 43 43 letc/ X11/fs

mailnull 47 47 /var/ spool / nqueue

pvm 24 24 / usr/ shar e/ pvnB / bi n/ bash
ldap 55 55 /var/libl/ldap

mysql 27 27 /var/libl nysql

rpcuser 29 29 /var/lib/nfs /' sbi n/ nol ogi n
nsfnobody 65534 | 65534 | /var/lib/nfs /'sbi n/ nol ogi n
junkbust 73 73 /etc/junkbust er

gdm 42 42 /var/ gdm

squid 23 23 /var/ spool / squi d / dev/ nul |

nscd 28 28 /

rpm 37 37 /var/lib/rpm

mailman 41 41 /var/ mai | man

radvd 75 75 /

postgres 26 26 /var/lib/pgsql

6.3. Standard Groups

In Table 6-2, you will find the standard groups as set up by the installation process (as seen
in the / et ¢/ gr oup file).
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Table 6-2. Standard Groups
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Group GID Members
root 0 root

bin 1 root, bin, daemon
daemon 2 root, bin, daemon
Sys 3 root, bin, adm
adm 4 root, adm, daemon
tty 5

disk 6 root

Ip 7 daemon, Ip
mem 8

kmem 9

wheel 10 root

mail 12 mail

news 13 news

uucp 14 uucp

man 15

games 20

gopher 30

dip 40

ftp 50

nobody 99

users 100

piranha 60 piranha

ident 98 ident

rpc 32 rpc

pvm 24 pvm

floppy 19

utmp 22

slocate 21

pppusers 44

popusers 45

slipusers 46

rpm 37 rpm

postgres 26 postgres
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Group GID Members
nscd 28 nscd
wnn 49 wnn
mailnull 47 mailnull
rpcusers 29

nfsnobody 65534

xfs 43 xfs

gdm 42 gdm
apache 48 apache
squid 23 squid
named 25 named
junkbust 73 junkbust
mysql 27 mysql
mailman 41 mailman
ldap 55 Idap

6.4. User Private Groups

Red Hat Linux uses a user private group (UPG) scheme, which makes UNIX groups easier
to use. The UPG scheme does not add or change anything in the standard UNIX way of
handling groups; it simply offers a new convention. Whenever you create a new user, by
default, they have a unique group. The scheme works as follows:

User Private Group

Every user has a primary group; the user is the only member of that group.

umask = 002

Traditionally, on UNIX systems the umask is 022, which prevents other users and other
members of a user’s primary group from modifying a user’s files. Since every user has their
own private group in the UPG scheme, this "group protection" is not needed. A umask
of 002 will prevent users from modifying other users’ private files. The umask is set in
letc/profile.

setgid bit on Directories

If you set the setgid bit on a directory (with chnod g+s di rect ory), files created in that
directory will have their group set to the directory’s group.

Many IT organizations like to create a group for each major project and then assign people to
the group if they need to access that group’s files. Using this traditional scheme, managing
files has been difficult because when someone creates a file, it is associated with the primary
group to which they belong. When a single person works on multiple projects, it is difficult
to associate the right files with the right group. Using the UPG scheme, however, groups
are automatically assigned to files created within a directory with the setgid bit set, which
makes managing group projects that share a common directory very simple.
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For example, say you have a big project called devel, with many people editing the devel files
in a devel directory. Make a group called devel, chgr p the devel directory to devel , and
add all of the devel users to the devel group.

You can add a user to a group using redhat-config-users (see the Official Red Hat Linux Cus-
tomization Guide), or if you prefer to use the command line, use the / usr/ sbi n/ gr oupadd
gr oupname command to create a group. The/ usr/ bi n/ gpasswd -a | ogi nname groupnane
command will add a user | ogi nnane to a group. (See the gr oupadd and gpasswd man pages
if you need more information on their options.) The / et ¢/ gr oup file contains the group in-
formation for your system.

If you created the devel group, added users to the devel group, changed the group for
devel directory to the devel group, and set the setgid bit for the devel directory, all devel
users will be able to edit the devel files and create new files in the devel directory. The files
they create will always retain their devel group status, so other devel users will always be
able to edit them.

If you have multiple projects like devel and users who are working on multiple projects,
these users will never have to change their umask or group when they move from project
to project. If set correctly, the setgid bit on each project’s main directory "selects" the proper
group for all files created in that directory.

Since each user’s home directory is owned by the user and their private group, it is safe to set
the setgid bit on the home directory. However, by default, files are created with the primary
group of the user, so the setgid bit would be redundant.

6.4.1. User Private Group Rationale

Although the User Private Group (UPG) has existed in Red Hat Linux for quite some time,
many people still have questions about it, such as why UPG is necessary. Consider the fol-
lowing scenario.

You would like to have a group of people work on a set of files in the
lusr/1iblemacs/site-1isp directory. You trust a few people to modify the directory but
certainly not everyone.

First, create an emacs group:
[ usr/ sbi n/ groupadd enacs

In order to associate the contents of the directory with the emacs group, perform the follow-
ing command:

chown -R root.emacs /usr/lib/emacs/site-1isp

Now, it is possible to add the proper users to the group with gpasswd:

/ usr/ bin/ gpasswd -a <usernanme> emacs

Allow the users to actually create files in the directory with the following command:

chnod 775 /usr/lib/emacs/site-lisp

When a user creates a new file, it is assigned the group of the user’s default private group.
To prevent this, perform the following command, which causes everything in the directory

to be created with the emacs group:

chrmod 2775 /usr/1ib/emacs/site-1isp
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If the new file needs to be mode 664 for another user in the emacs group to be able to edit it,
make the default umask 002.

At this point, by making the default umask 002, you can easily set up groups that users
can take advantage of without any extra work every time users write files to the group’s
common directory. Just create the group, add the users, and do the above chown and chnod
on the group’s directories.

6.5. Shadow Utilities

If you are in a multiuser environment and not using a networked authentication scheme
such as Kerberos, you should consider using Shadow Ultilities (also known as shadow pass-
words) for the enhanced protection offered for your system’s authentication files. During the
installation of Red Hat Linux, shadow password protection for your system is enabled by
default, as are MD5 passwords (an alternative and arguably more secure method of encrypt-
ing passwords for storage on your system).

Shadow passwords offer a few distinct advantages over the previous standard of storing
passwords on UNIX and Linux systems, including:

« Improved system security by moving the encrypted passwords (normally found in
/ et c/ passwd) to / et ¢/ shadowwhich is readable only by root

« Information concerning password aging (how long it has been since a password was last
changed)

« Control over how long a password can remain unchanged before the user is required to
change it

The ability to use the / et ¢/ | ogi n. def s file to enforce a security policy, especially con-
cerning password aging

The shadow ut i | s package contains a number of utilities that support:

« Conversion from normal to shadow passwords and back (pwconv, pwinconv)

Verification of the password, group, and associated shadow files (pwck, gr pck)

« Industry-standard methods of adding, deleting and modifying user accounts (user add,
user nod, and user del )

« Industry-standard methods of adding, deleting, and modifying user groups (gr oupadd,
gr oupnod, and gr oupdel )

« Industry-standard method of administering the / et ¢/ gr oup file using gpasswd

There are some additional points of interest concerning these utilities:

« The utilities will work properly whether shadowing is enabled or not.

« The utilities have been slightly modified to support Red Hat’s user private group scheme.
For a description of the modifications, see the user add man page. For more information
on user private groups, turn to Section 6.4.

» The adduser script has been replaced with a symbolic link to / usr/ sbi n/ user add.

 The tools in the shadow- ut i | s package are not Kerberos, NIS, hesiod, or LDAP enabled.
New users will be local only. For more information on Kerberos and LDAP, see Chapter
11 and Chapter 19.
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X Servers and Clients

While the heart of Red Hat Linux is the kernel, for workstation users, the X environment is
the face of the operating system. The kernel provides the engine for everything that happens,
managing processes and resources virtually unseen. However, the day-to-day Linux users
spend the majority of their time in a graphical desktop environment, opening applications,
resizing windows, and scrolling through text.

This chapter is designed to serve as an introduction to the behind-the-scenes world of
XFree86 and how the X Window System — also called X — operates on your machine to
provide advanced desktop functionality.

7.1. The Power of X

Linux began as a powerful, server-based operating system, excelling at efficiently processing
complicated programs requiring high CPU utilization and handling requests from hundreds
or thousands of clients through network connections. However, because of its open nature
and stability, Linux has quickly developed into a popular GUI-based operating system for
workstations, both in the home or in the workplace.

In the UNIX world, windowing environments have existed for decades, predating many of
the current mainstream operating systems. UNIX machines utilize the X Window System,
which uses a client-server relationship for creating a graphical user interface (GUI) for the
user. An X server process is started that X client processes can connect to via a network or
local connection. The server process handles the communication with the hardware, such as
the video card, monitor, keyboard, and mouse. The X client exists in the userspace, issuing
requests to the X server for tasks to be performed using the hardware it controls.

On Red Hat Linux systems, the XFree86 server fills the role of the X server. As an open source
software project operating on a grand scope with hundreds of developers around the world,
XFree86 features rapid development, a wide degree of support for various hardware devices
and architectures, and the ability to run on different operating systems and platforms.

Most Red Hat Linux desktop users are unaware of the XFree86 server running on their sys-
tem. They are much more concerned with the particular desktop environment in which they
spend most of their time. The Red Hat Linux installation program does an excellent job of
configuring your XFree86 server during the installation process, ensuring that X performs
optimally when first started.

The X server performs many difficult tasks using a wide array of hardware, requiring a
very detailed configuration of certain files. If some aspect of your system changes, such
as the monitor or video card, XFree86 will need to be reconfigured. In addition, if you are
troubleshooting a problem with XFree86 that cannot be solved using a configuration utility,
such as Xconf i gur at or , you may need to access these configuration