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Introduction

by Scott Parker

Areyou:

New to UNI X and | ooking for a book to help you get acquainted with UN X?

Not so new to UN X but | ooking to expand your know edge?

A programrer |ooking for a guide to UNI X as a reference and a teachi ng guide for
Perl, awk, and the shells?

A begi nning system adm ni strator |looking to |earn how to install UNI X or how to
connect your UNI X to a network?

A system adm ni strator | ooking for a reference guide or maybe just wanting to expand
your know edge?

A curious soul wanting to know everything about UN X?

If any of these istrue, you are holding the right book. UNIX Unleashed was written to cover all the bases. We started this book
with the mission of giving you, the reader, a complete book on UNIX. In this book you will find
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A tutorial for those who are newto UNI X. As you learn nore about UN X and get nore
and nore confortable, this book will be there to help you become a UNI X power user.

How to navigate the file system and how to use mail.

Instructive | essons on how to use vi, EMACS, sed.

How to programin the Bourne Shell, C Shell, and Korn Shell.

How to programin awk and Perl .

How to create your own nman pages and formatted text.

How to install UNI X and power it down.

How to adm nister the file system user accounts, the network, security system mail
news, and devi ces.

Organization

Part | starts with atutorial on "Finding Y our Way Around UNIX." Robert and Rachel Sartin, Jeff Smith, Rick Rummel, Pete
Holsberg, Ron Dippold and Dave Taylor give an introduction to operating systems. In Part I, you will find a step-by-step
tutorial on how to log on the UNIX system and how to do some basic commands. There is also a complete introduction to all
thefile listing commands, file tools, and editing text files. You will aso find a quick guide to navigating the network and
methods to communicate with other systems on your network.

InPart I, "Hunt for Shells," Rick Rummel and John Valley teach you how to develop shell scripts for the Bourne Shell, Korn
Shell, and C Shell.

In Part I11, "Programming,” Ann Marshall, David Till, and James Armstrong teach you how to program awk and Perl and how
to use the UNIX C compiler.
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In Part IV, "Process Control," Robert and Rachel Sartin give you an introduction to how to control your programs on UNIX.
Here you find how to start ajob (program) and how to kill it.

In Part V, "Text Formatting and Printing," James Armstrong and Susan Peppard give instruction on how to use these powerful
macros, and how to create text with graphs, pictures, equations, etc. Learn how to create man pages and how to print
postscript.

In Part VI, "Advanced File Utilities," Robert and Rachel Sartin and S. Lee Henry teach you how to put your programs or text
into version control, how to back up and archive your work for protection against hard disk crashes, and more.

In Part VII, "System Administration,” Sydney Weinstein, Chris Negus, Scott Parker, Ron Rose, Salim Douba, Jeff Smith, and
James Armstrong teach the basics of UNIX System Administration. Here you will learn how to install UNIX, how to create
user accounts, how to partition disk drives, and how to administer security, mail, uucp, and news.

Finally, in Part VII1, "UNIX Flavors and Graphical User Interfaces,” S. Lee Henry and Kamran Husain give an overview of the
history of UNIX and where it isgoing. You will learn how to navigate X Window and, for the more advanced, how to program
in the GUI environment.

Part | Finding Your Way Around UNIX

1 — Operating Systems

2 —Getting Started: Basic Tutorial

3— The UNIX File System—Go Climb aTree
4 — Listing Files

5— Popular Tools

6 — Popular File Tools

7 — Text Editing with vi, EMACS, and sed
8 — Getting Around the Network

9 — Communicating with Others

Part Il Hunt for Shells

10 — What Isa Shell?

11 — Bourne Shell

12 — Korn Shell

13— C Shell

14 — Which Shell IsRight for You? Shell Comparison
Part I11 Programming

15— Awk, Awk

16 — Perl

17 — The C Programming L anguage

Part IV Process Control

18 — What Is a Process?

19 — Administering Processes

20 — Scheduling Processes
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Part V Text Formatting and Printing

21 — Basic For matting with troff/nroff

22 — Formatting with Macro Packages

23 — Formatting Tables with thl

24 — Formatting Equations with egn

25— Drawing Pictureswith pic

26 — Creating Graphswith grap

27 — Writing Your Own Macros

28 — Toolsfor Writers

29 — Processing and Printing Formatted Files
Part VI Advanced File Utilities

30 — Source Control with SCCSand RCS
31— Archiving

32 — Backups

Part VII System Administration

33— UNIX Installation Basics

34 — Starting Up and Shutting Down

35 — File System Administration

36 — User Administration

37 — Networking

38 — UNIX System Accounting

39 — Performance Monitoring

40 — Device Administration

41 — Mail Administration

42 — News Administration

43 — UUCP Administration

44 — UNIX System Security

PartVII11 UNIX Flavorsand Graphical User Interfaces
45 — UNIX Flavors

46 — Graphical User Interfacesfor End Users
47 — UNIX Graphical User Interfacesfor Programmers

A — What'son the CD-ROM Disc
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Foreword

Given life by Turing Award winning Bell Labs computer scientist Ken Thompson at Murray Hill, N.J., in August 1969, UNIX
spent its early years as aresearch curiosity. When | met up with Unix in the summer of '82, however, it already possessed the
one characteristic that destined it to dominate a major chunk of the world's market for operating systems—portability. UNIX
kicked off the era of open systems, the first wholesale paradigm shift in the history of computing, by being the first portable
operating system.

Portability is so crucia because it symbolizes everything that open systemsis about, and is the critical computing ingredient
for the Information Age. Y ou may hear people use the word primarily to talk about their applications that can run on more than
one type of computer platform, but, at its highest level of abstraction, portability is much more. When you think about using
standard network interfaces to pass data between different computers, that's portability of information; running applications
across arange of devices from desktop to mainframe—or even supercomputer—is portability across scale; and the ability to
swap out old technology for the latest technical advances without dramatically affecting the rest of your installation is
portability through time. All thisis necessary to support the extremely sophisticated levels of information malieability that
corporations need to make the Information Age really work.

UNIX was always technically cool, advanced, insanely great, etc. So cool that Bell Labs began giving it away to colleges and
universities in 1975 because they thought it would be a good recruitment tool—they believed graduate computer engineers
would want to work at the place that produced such an elegant piece of technology. But UNIX's all-important portability didn't
come about until 1977. Before that, UNIX's technical qualities alone had lured many Bell operating company department
heads to Murray Hill, where they learned about UNIX from its small team of creators and began deploying it on Digital
Equipment Corporation computers throughout the Bell System. By 1977, AT& T found itself buying a much larger percentage
of Digital's annual output than seemed comfortable. (AT& T didn't want to be responsible for a precipitous drop in Digital's
fortunesif it had to stop buying for any reason.) So that year, UNIX's creators ported UNIX for the first time, to a non-Digital
computer whose only significant characteristic was that it was a non-Digital computer.

After that, UNIX was portable, and entrepreneurs ported it to new microcomputers like crazy. That's when | came on the scene,
as acomputer industry news reporter covering all that entrepreneurial energy. Even in 1982, the manifest destiny felt by the
people in the UNIX industry was clear. And the idea of a common operating system atop different hardware platforms so
powerfully fired the imaginations of information systems managersin magjor corporations that, today, UNIX has become their
de facto server operating system.

Given that you've purchased or are considering this book, you aready know that UNIX is ubiquitous. What UNIX is not,
however—even with the modern graphical user interfaces that paint a pretty face on it—is easy to program or administer
compared to DOS or NetWare. Just as a 747 is a bit more complicated to run than, say, aglider, UNIX'sincreased flexibility
and power come with the price of greater complexity.

This book, which delves deeply into the underpinnings of UNIX systems and offers detailed information on many different
brands of UNIX , can be your first step on an enjoyable journey into the powerful, technically elegant world of open, portable
computing.

Mike Azzara, associate publisher/editorial director, Open Systems Today.

¢ > <
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o 1— Operating System
= By Rachel and Robert Sartin
What is an Operating System?
= Hardware Management, Part 1

= Process Management
The UNIX Operating System
The History of UNIX

= TheEarly Days

= Berkeley Software Distributions
UNIX and Standards

= UNIX for Mainframes and Workstations

= UNIX for Intel Platforms

= Source Versions of "UNIX"

= Making Changesto UNIX
Introduction to the UNIX Philosophy

= Simple, Orthogona Commands

= Commands Connected Through Pipes

s A (Mostly) Common Option Interface Style

= NoFile Types
= Summary

1 — Operating System
By Rachel and Robert Sartin

What is an Operating System?

An operating system is an important part of a computer system. Y ou can view a computer system as being
built from three general components: the hardware, the operating system, and the applications. (See Figure
1.1.) The hardware includes pieces such as a central processing unit (CPU), akeyboard, a hard drive, and a
printer. You can think of these as the parts you are able to touch physically. Applications are why you use
computers; they use the rest of the system to perform the desired task (for example, play a game, edit a memo,
send electronic mail). The operating system is the component that on one side manages and controls the
hardware and on the other manages the applications.
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Figure 1.1. Computer system components.

When you purchase a computer system, you must have at least hardware and an operating system. The
hardware you purchase is able to use (or run) one or more different operating systems. Y ou can purchase a
bundled computer package, which includes the hardware, the operating system, and possibly one or more
applications. The operating system is necessary in order to manage the hardware and the applications.

When you turn on your computer, the operating system performs a series of tasks, presented in chronological
order in the next few sections.

Hardware Management, Part 1

One of the first things you do, after successfully plugging together a plethora of cables and components, is
turn on your computer. The operating system takes care of all the starting functions that must occur to get your
computer to a usable state. Various pieces of hardware need to beinitialized. After the start-up procedureis
complete, the operating system awaits further instructions. If you shut down the computer, the operating
system also has a procedure that makes sure all the hardware is shut down correctly. Before turning your
computer off again, you might want to do something useful, which means that one or more applications are
executed. Most boot ROMs do some hardware initialization but not much. Initialization of 1/O devicesis part
of the UNIX kerndl.

Process Management

After the operating system completes hardware initialization, you can execute an application. This executing
application is called a process. (See Chapter 18, "What |s a Process?") It is the operating system's job to
manage execution of the application. When you execute a program, the operating system creates a new
process. Many processes can exist simultaneously, but only one process can actually be executing on a CPU at
onetime. The operating system switches between your processes so quickly that it can appear that the
processes are executing simultaneously. This concept is referred to as time-sharing or multitasking.

When you exit your program (or it finishes executing), the process terminates, and the operating system
manages the termination by reclaiming any resources that were being used.

Most applications perform some tasks between the time that the process is created and the time that it
terminates. To perform these tasks, the program makes requests to the operating system and the operating
system responds to the requests and all ocates necessary resources to the program. When an executing process
needs to use some hardware, the operating system provides access for the process.

Hardwar e Management, Part 2

To perform its task, a process may need to access hardware resources. The process may need to read or write
to afile, send datato a network card (to communicate with another computer), or send datato a printer. The
operating system provides such services for the process. Thisis referred to as resource allocation. A piece of
hardware is aresource, and the operating system allocates avail able resources to the different processes that
are running.

See Table 1.1 for asummary of different actions and what the operating system (OS) does to manage them.
Table 1.1. Operating system functions.
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Action OS Does This

Y ou turn on the computer Hardware management
Y ou execute an application Process management
Application reads a tape Hardware management
Application waits for data Process management
Process waits while other process runs|Process management
Process displays data on screen Hardware management
Process writes data to tape Hardware management
Y ou quit, the process terminates Process management

Y ou turn off the computer Hardware management

From the time you turn on your computer until you turn it off, the operating system is coordinating the
operations. As hardware isinitialized, accessed, or shut down, the operating system manages these resources.
As applications execute, request, and receive resources, or terminate, the operating system takes care of these
actions. Without an operating system, no application can run and your computer is just an expensive
paperweight.

The UNIX Operating System

The previous section looked at an operating system in general. This section looks at a specific operating
system: UNIX. UNIX isan increasingly popular operating system. Traditionally used on minicomputers and
workstations in the academic community, UNIX is now available on personal computers, and the business
community has started to choose UNIX for its openness. Previous PC and mainframe users are now looking to
UNIX astheir operating system solution. This section looks at how UNIX fits into the operating system
model.

UNIX, like other operating systems, is alayer between the hardware and the applications that run on the
computer. It has functions that manage the hardware and functions that manage executing applications. So
what's the difference between UNIX and any other operating system? Basically two things: internal
implementation and the interface that is seen and used by users. For the most part this book ignores the
internal implementation. If you wish to know these details, many texts exist that cover them. The interfaceis
what this book describes in detail. The mgjority of UNIX users need to be familiar with the interface and need
not understand the internal workings of UNIX.

The UNIX system is actually more than strictly an operating system. UNIX includes the traditional operating
system components. In addition, a standard UNIX system includes a set of libraries and a set of applications.
Figure 1.2 shows the components and layers of UNIX. Sitting above the hardware are two components: the
file system and process control. Next is the set of libraries. On top are the applications. The user has access to
the libraries and to the applications. These two components are what many users think of as UNIX, because
together they constitute the UNIX interface.

Figure 1.2. Thelayersof UNIX.
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The part of UNIX that manages the hardware and the executing processes is called the kernel. In managing all
hardware devices, the UNIX system views each device as afile (called adevicefile). This alows the same
simple method of reading and writing files to be used to access each hardware device. The file system
(explained in more detail in Chapter 3, "The UNIX File System: Go Climb a Tree") manages read and write
access to user data and to devices, such as printers, attached to the system. It implements security controls to
protect the safety and privacy of information. In executing processes (see Chapter 18), the UNIX system
allocates resources (including use of the CPU) and mediates accesses to the hardware.

One important advantage that results from the UNIX standard interface is application portability. Application
portability isthe ability of a single application to be executed on various types of computer hardware without
being modified. This can be achieved if the application uses the UNIX interface to manage its hardware needs.
UNIX's layered design insulates the application from the different types of hardware. This allows the software
developer to support the single application on multiple hardware types with minimal effort. The application
writer has lower development costs and alarger potential customer base. Users not only have more
applications available, but can rely on being able to use the same applications on different computer hardware.

UNIX goes beyond the traditional operating system by providing a standard set of libraries and applications
that developers and users can use. This standard interface alows application portability and facilitates user
familiarity with the interface.

The History of UNIX

How did a system such as UNIX ever cometo exist? UNIX has arather unusual history that has greatly
affected its current form.

The Early Days

In the mid-1960s, AT& T Bell Laboratories (among others) was participating in an effort to develop a new
operating system called Multics. Multics was intended to supply large-scale computing services as a utility,
much like electrical power. Many people who worked on the Bell Labs contributions to Multics later worked
on UNIX.

In 1969, Bell Labs pulled out of the Multics effort, and the members of the Computing Science Research
center were left with no computing environment. Ken Thompson, Dennis Ritchie, and others devel oped and
simulated an initial design for afile system that later evolved into the UNIX file system. An early version of
the system was devel oped to take advantage of a PDP-7 computer that was available to the group.

An early project that helped lead to the success of UNIX was its deployment to do text processing for the
patent department at AT& T. This project moved UNIX to the PDP-11 and resulted in a system known for its
small size. Shortly afterward, the now famous C programming language was developed on and for UNIX, and
the UNIX operating system itself was rewritten into C. This then radical implementation decision is one of the
factors that enabled UNIX to become the open system it is today.

AT&T was not alowed to market computer systems, so it had no way to sell this creative work from Bell
Labs. Nonetheless, the popularity of UNIX grew through internal useat AT& T and licensing to universities
for educational use. By 1977 commercial licenses for UNIX were being granted, and the first UNIX vendor,
Interactive Systems Corporation, began selling UNIX systems for office automation.

Later versions developed at AT& T (or its successor, Unix System Laboratories, now owned by Novell)
included System |11 and several releases of System V. The two most recent releases of System V, Release 3
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(SVR3.2) and Release 4 (SV R4, the most recent version of SVR4 is SVR4.2) remain popular for computers
ranging from PCs to mainframes.

All versions of UNIX based onthe AT& T work require alicense from the current owner, UNIX System
Laboratories.

Berkeley Software Distributions

In 1978 the research group turned over distribution of UNIX to the UNIX Support Group (USG), which had
distributed an internal version called the Programmer's Workbench. In 1982 USG introduced System I,
which incorporated ideas from several different internal versions of and modifications to UNIX, developed by
various groups. In 1983 USG released the original UNIX System V, and thanks to the divestiture of AT&T,
was able to market it aggressively. A series of follow-on releases continued to introduce new features from
other versions of UNIX, including the internal versions from the research group and the Berkeley Software
Distribution.

While AT&T (through the research group and USG) developed UNIX, the universities that had acquired
educational licenses were far from inactive. Most notably, the Computer Science Research Group at the
University of Californiaat Berkeley (UCB) developed a series of releases known as the Berkeley Software
Distribution, or BSD. The original PDP-11 modifications were called 1BSD and 2BSD. Support for the
Digital Equipment Corporation VAX computers was introduced in 3BSD. VAX development continued with
4.0BSD, 4.1BSD, 4.2BSD, and 4.3BSD, all of which (especially 4.2 and 4.3) had many features (and much
source code) adopted into commercial products. Various later releases from UCB have attempted to create a
publicly redistributable version of UNIX (prior releases had source code available only to source licensees).
Notably, the "Second Networking Release" (Net2) was intended to make available al the parts of the Berkeley
Software Distribution that were not subject to license restrictions. UNIX System Laboratories (USL) brought a
lawsuit against the University and a company called Berkeley Software Design, Incorporated (BSDI). USL
claimed license infringements by the BSD releases and BSDI's BSD/386 product, which was based in part on
the BSD code. Recently the lawsuit was settled; the result is that BSDI is shipping BSD/386, and a new
4.4-Literelease of BSD, which requires no license from USL, will be available from UCB.

UNIX and Standards

Because of the multiple versions of UNIX and frequent cross-pollination between variants, many features
have diverged in the different versions of UNIX. With the increasing popularity of UNIX in the commercial
and government sector came the desire to standardize the features of UNIX so that a user or developer using
UNIX could depend on those features.

The Institute of Electrical and Electronic Engineers created a series of standards committees to create
standards for "An Industry-Recognized Operating Systems Interface Standard based on the UNIX Operating
System." The results of two of the committees are important for the general user and developer. The POSIX.1
committee standardizes the C library interface used to write programs for UNIX. (See Chapter 17, "C
Language.") The POSIX.2 committee standardizes the commands that are available for the general user. (See
especially Chapter 4, "Listing Files," Chapter 5, "Popular Tools," Chapter 6, "Popular File Tools," Chapter 7, "
Editing Text Files," Chapter 10, "What |s a Shell?' Chapter 11, "Bourne Shell," Chapter 12, "Korn Shell,"
Chapter 13, "C Shell," Chapter 14, "Which Shell Is Right for Y ou? Shell Comparison,” and Chapter 15, "Awk,
Awk.")

In Europe, the X/Open Consortium brings together various UNIX-related standards, including the current
attempt at a Common Open System Environment (COSE) specification. X/Open publishes a series of
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specifications called the X/Open Portability Guide, currently at Version 4. XPG4 is a popular specification in
Europe, and many companies in the United States supply versions of UNIX that meet XPG.

The United States government has specified a series of standards based on XPG and POSIX. Currently FIPS
151-2 specifies the open systems requirements for federal purchases.

UNIX for Mainframes and Workstations

Many mainframe and workstation vendors make aversion of UNIX for their machines. The best way to get
information on these is directly from the manufacturer.

UNIX for Intel Platforms

Thanks to the great popularity of personal computers, there are a great number of UNIX versions available for
Intel platforms. Choosing from the versions and trying to find software for the version you have can be a
tricky business because the UNIX industry has not settled on a complete binary standard for the Intel platform.
There are two basic categories of UNIX systems on Intel hardware, the SV R4-based systems and the older,
more established SVR3.2 systems.

SVR4 vendorsinclude NCR, IBM, Sequent, SunSoft (which sells Solaris for Intel), and Novell (which sells
UnixWare). The Santa Cruz Operation (SCO) is the main vendor in the SVR3.2 camp. Vendorsin the first
camp are working toward cleaning up the standards to gain full "shrink-wrap portability” between their
versions of UNIX. The goal isthat thiswill make UNIX-on-Intel applications available, shrink-wrapped for
any version of UNIX, just as you can now buy applications for MS-DOS or Microsoft Windows. SCO UNIX
currently has a much larger base of available applications and is working to achieve binary compatibility with
UnixWare.

Source Versions of "UNIX"

Several versions of UNIX and UNIX-like systems have been made that are free or extremely cheap and
include source code. These versions have become particularly attractive to the modern-day hobbyist, who can
now run a UNIX system at home for little investment and with great opportunity to experiment with the
operating system or make changes to suit his or her needs.

An early UNIX-like system was MINIX, by Andrew Tanenbaum. His books Operating Systems: Design and
Implementations describes MINIX and includes a source listing of the original version of MINIX. The latest
version of MINIX isavailable from the publisher. MINIX isavailable in binary form for several machines
(PC, Amiga, Atari, Macintosh, and SPARCStation).

In addition to the BSD386 product from BSDI, thereis afree version of UNIX also based on the BSD
releases, and called, confusingly, 386BSD. Thisis an effort by Bill and Lynne Jolitz to create a system for
operating system research and experimentation. The source isfreely available, and 386BSD has been
described in a series of articlesin Dr. Dobbs' Journal.

Another popular source version of UNIX isLinux. Linux was designed from the ground up by Linus Torvalds
to be afree replacement for UNIX, and it aims for POSIX compliance. There are current efforts to make
Linux reliably run both SVR3.2 and SVR4 binaries. Thereis also a project called WINE to create Microsoft
Windows emulation capability for Linux.

Making Changes to UNIX
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Many people considering making the transition to UNIX have a significant base of PC-based MS-DOS and
Microsoft Windows applications. There have been a number of effortsto create programs or packages on
UNIX that would ease the migration by allowing usersto run their existing DOS and Windows applications on
the same machine on which they run UNIX. Products in this arenainclude SoftPC and SoftWindows from
Insignia, WABI from SunSoft, and WINE for Linux and 386BSD.

Introduction to the UNIX Philosophy

Asdescribed in the section "The History of UNIX," UNIX hasitsrootsin a system that was intended to be
small and supply orthogona common pieces. Although most UNIX systems have grown to be fairly large and
monolithic applications are not uncommon, the original philosophy till livesin the core commands available
on all UNIX systems. There are several common key items throughout UNIX:

Simple, orthogonal commands

Commands connected through pipes

A (mostly) common option interface style

No file types

For detailed information on commands and connecting them together, see the chapters on shells (Chapters
10—14) and common commands (Chapters 5—9 and Chapter 15).

Simple, Orthogonal Commands

The original UNIX systems were very small, and the designerstried to take every advantage of those small
machines by writing small commands. Each command attempted to do one thing well. The tools could then be
combined (either with a shell script or a C program) to do more complicated tasks. One command, called wc,
was written solely to count the lines, words, and charactersin afile. To count all the wordsin al thefiles, you
would type wc * and get output like that in Listing 1.1.

Listing 1.1. Using a ssmple command.
$ we *

351 2514 17021 mini x-faq
1011 5982 42139 mni x-info
1362 8496 59160 t ot al

$
Commands Connected Through Pipes

To turn the ssmple, orthogonal commands into a powerful toolset, UNIX enables the user to use the output of
one command as the input to another. This connection is called a pipe, and a series of commands connected by
pipesis called a pipeline. For example, to count the number of lines that reference MINIX in al thefiles, one
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would type grep MINIX * | wc and get output like that in Listing 1.2,
Listing 1.2. Using a pipeline.
$grep MNIX * | we

105 982 6895

$
A (Mostly) Common Option Interface Style

Each command has actions that can be controlled with options, which are specified by a hyphen followed by a
single letter option (for example, -1). Some options take option arguments, which are specified by a hyphen
followed by asingle letter, followed by the argument (for example, -h Header). For example, to print on pages
with 16 lines each all the linesin the file minix-info that mention Tanenbaum, you would enter wc minix-info |
pr -1 16 and get output like that in Listing 1.3.

Listing 1.3. Using optionsin a pipeline.
$ grep Tanenbaum minix-info | pr -1 16

Feb 14 16:02 1994 Page 1

[ From Andy Tanenbaum <ast @s. vu. nl > 28 August 1993]

The author of M N X, Andrew S. Tanenbaum has witten a book descri bi ng
Aut hor : Andrew S. Tanenbaum

subj ects.ast (list of Andy Tanenbauni s

Andy Tanenbaum since 1987 (on tape)

Version 1.0 is the version in Tanenbaum s book, "Operating Systens: Design

$

The bad news is that some UNIX commands have some quirks in the way they handle options. As more
systems adopt the standards mentioned in the section "The History of UNIX," you will find fewer examples of
commands with quirks.

No File Types

UNIX pays no attention to the contents of afile (except when you try to run afile as a command). It does not
know the difference between a spreadsheet file and a word processor file. The meaning of the charactersin a
fileisentirely supplied by the command(s) that uses the file. This concept is familiar to most PC users, but
was a significant difference between UNIX and other earlier operating systems. The power of this concept is
that any program can be used to operate on any file. The downside is that only a program that understands the
file format can fully decode the information in thefile.
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Summary

UNIX has along history as an open devel opment environment. More recently, it has become the system of
choice for both commercial and some personal uses. UNIX performs the typical operating system tasks, but
also includes a standard set of commands and library interfaces. The building-block approach of UNIX makes

it an ideal system for creating new applications.

ol (29 BT
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2 — Getting Started Basic Tutorial

By Rachel and Robert Sartin
Logging In
If you're used to working with personal computers, then you're probably used to having a box with a floppy
drive, ahard disk, and amonitor on your desk. Y ou just turn it on and type away. UNIX workstations are

similar to personal computers. A UNIX workstation might have a floppy drive, a hard disk, and avery large
monitor. On alarger UNIX system, you might just have aterminal. Large UNIX systems alow multiple logins
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at atime. In these situations, the computer system has different partsin different places. Regardless of your
situation, you will have at least one input device (a keyboard) and at |east one output device (a video monitor).
These pieces are physically connected to that computer.

User Account Setup

After aUNIX system is booted, you cannot simply start using it as you do a PC. Before you can access the
computer system, someone—usually the system administrator—must configure the computer for your use. If
you are running UNIX on your PC at home, you will most likely need to do these things for yourself. If you
are aUNIX novice trying to set up your home computer system, you can refer to Chapter 33, "UNIX
Installation Basics." If you are using a computer system in your place of work, your employer may have a
person or persons whose specific job it isto administer all the systems. If thisisthe case, you will haveto
coordinate with a staff member to set up your system account. The company may have an application form on
which you can request such things as a certain user name, a temporary password, which shell you want to use
(see Chapter 14, "Which Shell IsRight for You"), what your default group is, what groups you should belong
to, and which mail aliases you should be added to. Many of these things will depend on what work you will be
doing and whom you will be working with.

No matter who sets up your computer account, you must know two things before you can use the system: your
user name and your password. If you don't know what these are, you must stop and find out what has been
assigned to you. The user name is a unique name that identifies you to the system. It is often related to your
real name, such as your first name, your last name, or a combination of first initial and last name (for example,
“frank," "brimmer," or "forimmer," respectively). If you get to request a user name, try to choose something
that makes others think of you alone, and is not vague or common enough to cause confusion with others. The
system administrator will verify that no one else on your system has this name before allowing you to haveit.
The password that you request or that has been assigned to you is atemporary string that allows you to
initially access the computer system. The initial password isn't of any real importance because you should
change it to something of your choice the first time you log in to the system (see "Managing Y our Password"
later in this chapter).

The other items on the account application form are harder for a novice user to determine. Asking a peer who
uses the same system for the values his or her account has might be a good place to start. The system
administrator may be able to help you figure out what values you should have. But don't worry; these are all
easily changed later if you wish.

Logging In to the System

Now that you know your user name (say it's "brimmer") and password (say it's "new_user"), you can access
the system. When you sit down in front of a UNIX workstation, you are expected to log in to the system. The
system prompts (asks) you for your user name by printing login:. Y ou should then enter your user name. Next,
UNIX will prompt you for your password by printing Password:. Enter your password. As you type your
password, don't be alarmed if the characters you type are not displayed on your screen. Thisisnormal and is
for your protection. No one else should know your password, and this way no one can look at your screen
when you login and see your password.

| ogi n: bri nmer
Passwor d:

Pl ease wait...checking for disk quotas
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Mari ne bi ol ogy word of the day:

Cnidaria (n.) N gh-DARE-ee-uh (L. a nettle) - a phylumof basically
radially symmetrical marine invertebrates including corals, sea
anenones, jellyfish and hydroids. This phylumwas fornmerly known

as Coel ent erat a.

$

ANl
TIP: Some keyboards have akey labeled "Return." Some have a key labeled "Enter." If your
keyboard has both, then "Return” is probably the correct key to use.

AN
TIP: On some systems, erase is# and kill is @. On others, erase is Backspace or Delete and kill is
Control+U or Control+X.

If you typed everything correctly and the system administrator has everything set up correctly, you are now
logged in and may use the system. If you get a message saying Login Incorrect, then you may have typed your
user name or password incorrectly. If you make a mistake during your user name, the Backspace key and the
Delete key may not undo this mistake for you. The easiest thing to do isto start over by pressing Enter twice
to get to a new login: prompt.

Other error messages you might receive are No Shell, No Directory, or Cannot Open Password File. If you see
any of these messages, or if multiple attempts at logging in always produce the Login Incorrect message,
contact your system administrator for help.

Al
TIP: The No Shell message means that UNIX is not able to start the command interpreter, which

was configured when your account was set up. Depending on the UNIX system, your login may complete
successfully and the default shell will be used. If this happens, you can use the chsh command, which will
change the shell specified in your account. See Part 11, "Hunt For Shells," for more information about various
shells. The No Directory message means that UNIX cannot access your home directory, which was specified
when your account was set up. Again, depending on the system, your login may complete successfully,
placing you in adefault directory. Y ou may need to then enlist the help of the system administrator to create
your home directory or change the home directory value for your account. See Chapter 3, "The UNIX File
System: Go Climb aTree," regarding directories and specifically your home directory. The Cannot Open
Password File message means that UNIX is having a problem accessing the system password file, which holds
the account information (user name, password, user id, shell, group, and so on) for each user. If thereisa
problem with thisfile, no user can log in to the system. Contact your system administrator if you see this

message.

If your system is configured to use a graphical user interface (GUI), you probably have alogin screen. This
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screen performs the same function as the command-line prompts but is presented as a graphical display. The
display probably has two boxes for you to fill in, each with alabel. One box is for your user name and the
other is for your password.

After Login Succeeds

After asuccessful login, several messages appear on your screen. Some of these may be the date and time of
your last login, the system's informative message (called the "Message of the Day"), and a message informing
you whether you have (electronic) mail. The Message of the Day can be an important message to watch
because it is one way that administrators communicate with the system users. The next scheduled down time
(when no one can use the system) is an example of information that you might see here.

After al the messages scroll by, the system is ready and waiting for you to do something. This
ready-and-waiting condition is signified by a prompt followed by a cursor. Typical promptsare $ or %. The
dollar-sign prompt is commonly used by Bourne and Korn shells and the percent sign by c-shells. The value of
this prompt (your primary prompt) can be changed if you wish. The person who set up your account may have
aready configured a different prompt value. To change this prompt, you need to change the value of the
environment variable PS1 (for Bourne and Korn) or prompt (for C shell). (See the section "Configuring Y our
Environment" in this chapter for details on environment variables.) The cursor (the spot on the screen where
the next character you type is displayed) is commonly an underline () or a box, either of which can be
blinking. The cursor you see may vary from system to system.

Different Priviledges for Different Users

If you are administering your own personal system, it is still important for you to set up a personal account for
yourself, even though your system will come configured with some type of administrative account. This
account should be used to do system-wide administrative actions. It isimportant to be careful when using this
account because it has special privileges. UNIX systems have built-in security features. Most users cannot set
up anew user account or do other administrative procedures. The user "root" is a special user, sometimes
called super-user, which can do anything at all on the system. This high degree of power is necessary to fully
administer aUNIX system, but it also allowsits user to make a mistake and cause system problems. For this
reason, you should set up a personal account for yourself that does not have root privilege. Then, your normal,
day-to-day activities will affect only your persona environment and you will be in no danger of causing
system-wide problems. In a multiuser, nonpersonal environment, you will most likely have only user (and not
super-user) privileges. This security is even more important when more than one person is involved because
one mistake by the root can affect every user and the entire system.

UNIX also has security to help prevent different users from harming each other on a multiuser system. Each
user "owns' hisor her environment and can selectively let groups or all others have access to thiswork. If you
are doing private work in one area that no one else should be allowed to see, then you should restrict access to
the owner (you). If you and your team members are working on a group project, you can restrict access to the
owner (you) and everyone in your group. If thiswork should be shared with many or al people on the system,
then you should allow accessto everyone.

Logging Out

When you are done using the system, you should log out. Thiswill prevent other people from accidentally or
intentionally getting access to your files. It will also make the system available for their use.
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The normal way to log out from almost any shell isto type exit. This causes your shell to exit, or stop running.
When you exit from your login shell, you log out. If you are using csh, you can also type logout; if you are in
alogin shell, then csh will log out. Some shells, depending on your configuration, will also log you out if you
type the end-of -file character (typically Control+D; see "Working on the System" later in this chapter).

If you have a graphical user interface, your logout procedure may be different. Please consult your manuals or
online help to learn about logging out of your GUI.

Using Commands

During the login process described in the section, "Logging In" UNIX performs several actions that prepare
you and the system for each other. These include performing system accounting, initializing your user
environment, and starting a command interpreter (commonly called a shell). Commands are how you tell the
system to do something. The command interpreter recognizes these commands and passes the information off
to whereit is needed. UNIX systems originally came with a command interpreter called the Bourne Shell
(usually referred to as sh, though some systems ship Korn or POSIX as sh—see the Note that follows). This
shell is gtill available on most UNIX computer systems. A newer shell that is common to most UNIX systems
isthe C Shell (referred to as csh). Another commonly used, but not as pervasive, shell isthe Korn Shell
(referred to as ksh). Among different shells, there is some variation of the commands that are available. Refer
to Part 1, "Hunt for Shells," for details on these UNIX shells.

@NOTE: What's in a name?

There are anumber of different common shells on various UNIX operating systems. The most common are as
follows:

sh The Bourne shell isthe most common of all
the shells. (May beinstalled as bsh.)

sh The POSIX shell is much like the Korn shell.
The POSIX standard requiresit to be

installed as sh. Some vendorsinstall it as
/bin/sh. Some put it in aspecial directory

and call it sh, leaving the Bourne shell as
/bin/sh.

ksh The Korn shell is aderivative of the Bourne
shell, which adds history and command-line
editing. (Sometimes installed as sh.)

csh The C shell is based on the popular C
language.

bash The Born Again shell isless common.

tcsh Thisisaversion of the C shell with
interactive command-line editing.
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What Is a Command?

A UNIX command is aseries of characters that you type. These characters consist of words that are separated
by whitespace. Whitespace is the result of typing one or more Space or Tab keys. The first word is the name
of the command. The rest of the words are called the command's arguments. The arguments give the command
information that it might need, or specify varying behavior of the command. To invoke a command, simply
type the command name, followed by arguments (if any), to indicate to the shell that you are done typing and
are ready for the command to be executed, press Enter.

Try it out. Enter the date command. The command's name is "date" and it takes no arguments. Therefore, type
date and press Enter and see what happens. Y ou should see that the computer has printed the current date and
time. If the date or time does not match reality, ask the system administrator to fix it. How about trying a
command that has arguments? Try the echo command. The name of the command is"echo" and it takes a
series of arguments. The echo command will then write, or echo, these arguments out to your screen. Try
creating a command that will write your first and last name on the screen. Here is what these commands and
output look like on our system:

$ date
Sat Mar 5 11:11: 00 CST 1994
$ echo Arnold Brinmer

Arnol d Bri mmer

$

@NOTE: Some commands such as echo are part of the particular shell you are using. These are called
built-ins. In this case, the commands are not standard from one shell to another. Therefore, if you learn one
shell and then later have to (or want to) switch to using a different shell, you may have to learn new
commands (and unlearn others). Other commands are standard UNIX commands and do not depend on what
shell you are using. These should be on every UNIX system. The remaining commands are nonstandard UNIX
and may or may not be on a particular UNIX system.

UNIX commands use a special type of argument called an option. An option commonly takes the form of a
dash (made by using the minus sign key) followed by one or more characters. The options provide information
to the command. Most of the time, options are just a single character following a dash. Two of the other lesser
used forms are a plus sign rather than a minus sign, and aword following a dash rather than a single character.
The following paragraph shows a common command with two of its common options. The Is command lists
thefilesin your current directory.

First, try the Is command with no arguments. Then, try it with the -a option and note that the directory listing
contains afew filesthat start with a period. These hidden files get listed by the Is command only if you use the
-aoption. Next, try the Is command with the - option. This option changes the format of the directory listing
so that each file is displayed along with some relevant details. Finally, try the Is command with both of these
options, so that your command is asfollows: Is-a-I.
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$1s
visible
$1s -a

.hidden visible
$1s -l
total O
-TWE W W 1 sartin uu O Mar 5 12:58 visible
$1s -a-I
total 16
dr wxr wWxr wx 2 sartin uu 1024 Mar 5 13:03 .
drwxr-xr-x 37 sartin uu 3072 Mar 5 13:03 ..
STWA W T W 1 sartin uu O Mar 5 12:58 . hi dden
-TWE W W 1 sartin uu O Mar 5 12:58 visible
$

A command developer often tries to choose option letters that are meaningful. Regarding the Is command, you
might think of the -a as meaning that "all" files should be listed (including the special files starting with
period). And you might think of the -I option as meaning a"long" directory listing because the format is
changed so that each line contains one file along with its details. This makes for alonger listing.

Redirecting Input and Output

One very pervasive concept in UNIX isthe redirection of commands' input and output. Before looking at
redirection, though, it isagood ideato look at input and output without modification. UNIX uses the word
standard in this subject to mean the default or normal mode. Thus, UNIX has the term standard input, which
means input coming from the default setting, and the term standard output, which means output going to the
normal place. When you first log in to the system, and your shell executes, your standard input is set to be
what you type at the keyboard, and your standard output is set to be your display screen. With thisin mind,
follow along with the example.

The cat command takes any characters from standard input, and then echoes them to standard output. For
example, type the cat command, with no arguments. Y our cursor should be sitting on the next line without a
prompt. At this point, the cat command is waiting for you to enter characters. Y ou can enter as many as you
like, and then you should specify that you are finished. Type a few words and then press Return. Now type the
special character, Control+D (hold down the Control key while typing the D key). Thisisthe "eof" control
character. (See "Working on the System" later in this chapter for a description of control characters.) The
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words you typed should be on your screen twice—once caused by you entering them from the keyboard, and
next as the cat command outputs them to your screen. Thisfirst step used standard input (from you typing on
the keyboard), and standard output (the command results being printed on the screen).

$ cat

S

A few words
<CTRL><D>
A few words

$ cat > scotty

Meow, whi ne
meow
<CTRL><D>

$ cat < scotty
Meow, whi ne
nmeow

$ cat scotty
Meow, whi ne
meow

$
Although this simple case may not seem terribly useful yet, wait to see its use as you add redirection.

UNIX shells have special characters that signify redirection. Only the basics are covered here. Refer to Part |1,
"Hunt for Shells," for details on each shell's redirection syntax. Output redirection is signified by the >
character and input redirection is signified by the < character. Output is commonly redirected to and input is
redirected from afile. Now, continue with the rest of the example.

Next, try the cat command using output redirection, leaving standard input alone. Enter cat > filename. The
filename is a name of your choice. Once again, the cat command should be waiting for input (coming from
standard input, which is your keyboard) at the beginning of the next line. Enter afew words, as you did before,
press Return, and then, at the start of the next line, press Control+D. The words you typed didn't show up on
your screen because you redirected the output of the cat command. The output was directed to go to the file
filename. But how do you know it isthere? In order to verify this, use the cat command with input
redirection—which is the next order of business.
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QCAUTI ON: <CtrI><D> must be specified as the first character of an input line for it to be seen as
"eof "

To see the contents of the file filename, you would like the input of the cat command to come from that file,
and the output to go to the screen so that you can seeit. Therefore, you want to redirect standard input and
leave the output alone. Enter cat < filename. Thistime, the cat command did not wait for you—because you
were not supplying the input. The file supplied the input. The cat command printed the contents of the file to
the screen.

PRiAN
TI1P: Note the subtle distinction between these two commands: cat > filename and cat < filename.
Y ou can remember the difference by verbalizing which way the sign points; doesit point into the command or
out of the command? Into the command is input redirection and out of the command is output redirection.

The cat command allows you to specify afilename to use asinput. Try showing the contents of the file this
(more common) way: enter cat filename. Many commands are designed similarly—they have an argument that
is used to specify afile asthe input. Because of this common command design, redirecting input in thisway is
not nearly as common as redirecting the output.

UNIX was developed with the philosophy of having simple commands that do well-defined, simple things.
Then, by combining these simple commands, the user could do very powerful things. Pipes are one of the
ways UNIX alows users to combine several commands. The pipeis signified by the vertical bar () symbol. A
pipe isameans of taking the output of one command and redirecting it as the input of another command. Say
that you want to know how many files you have in your current directory. Recall that the Is command will list
all thefilesinyour current directory. Y ou could then count the number of files. But UNIX has a command that
counts the number of characters, words, and lines of input and displays these statistics. Therefore, you can
combine these two commands to give you the number of filesin your directory. One way you could do thisis
asfollows: Is-I | wc -I. Analyzing this command, you can see that the first part is something familiar. Thels-I
command gives adirectory listing in long format. In fact, it prints one file per line. The wc - command gives
the number of lines that are in the input. Combining the two commands via a pipe takes the output of the first
command (the long directory listing) and givesit to the input of the second command. The output of the
second command (which is not redirected—it goes to standard output) is displayed on your screen.

These basic forms of redirection allow you to be very versatile as you learn afew commands at atime. Try to
learn a command and use it with various options and arguments, then add redirection of input and output. And
finally, combine commands with pipes. This approach should help you to feel comfortable with the commands
and their varied uses.

Configuring Your Environment

In order to make using the shell easier and more flexible, UNIX uses the concept of an environment. Y our
environment is a set of values. Y ou can change these values, add new values, or remove existing values. These
values are called environment variables—environment because they describe or define your environment, and
variables because they can change.

Viewing and Setting Environment Variables
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Every user's environment looks alittle different. Why don't you see what your environment looks like? Type
the env command with no arguments. The output formatting and variable names depend on which shell you
are using and how your system is configured. A typical environment might include some of the following:

$ env

HOVE=/ u/ sartin

LOGNAME=sartin

MAI L=/ usr/mail/sartin

MANPATH=/ usr/ man: /usr/ contri b/ man: /usr/| ocal / man
PATH=/ bi n/ posi x:/bin:/usr/bin:/usr/contrib/bin:/usr/local/bin
SHELL=/ bi n/ sh

TERMEVE 100

TZ=CST6CDT

$ echo $HOVE

[ul/sartin

$

Sometimes the number of variablesin your environment grows quite large, so much so that you don't want to
see al of the values displayed when you are interested in just one. If thisis the case, you can use the echo
command to show an environment variabl€e's current value. To specify that a word you type should be treated
differently—as a value of an environment variable—you immediately precede the variable name with a dollar
sign ($). Be careful not to type any whitespace between the $ and the word. One of the variablesin the
exampleisHOME. Y ou probably have this variable in your environment, too. Try to display its value using
echo.

@NOTE: If you use csh, some environment variables are automatically copied to and from csh variables.
Theseinclude HOME, TERM, and PATH, which csh keeps in home, term, and path.

Y ou can create a new environment variable by ssmply giving it avalue. If you give an existing variable a
value, the old value is overwritten. One difficulty in setting environment variablesis that the way you set them
depends on the shell you are using. To see how to set environment variables, look at the details about the shell
you are using in Part |1, "Hunt For Shells."

In order for your screen to display the output correctly, the environment variable TERM needsto have a
reasonable value. This variable name comes from the times when terminals were used as displays (before PCs
and graphics displays were common). Different terminals supported varying output control. Therefore, UNIX
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systems have various terminal types that they support. These are not standard, so you need to find out which
terminal type to use from your support personnel. If you are using a PC to connect to a UNIX system, your PC
isrunning aterminal emulation tool. Most of these tools have the capability to emulate several types of
terminal. The important point here isto make sure that your emulator and your TERM variable are the same
(or compatible). Start by seeing what your TERM variable is set to by entering echo $TERM. Refer to your
PC terminal emulation manual and ask your system administrator for help to make sure that thisis set up
correctly.

PRiAN
TIP: Many terminal emulators (including the Microsoft Windows "Terminal" program) support
either "VT100" or ANSI standard terminal control sequences. Try setting TERM to vt100 or ansi for thistype

of terminal emulator.

Using Shell Startup Files

Where do all these environment variables come from? Well, the system sets up various ones for you. And each
user commonly sets up others during the login process. Y es, you may be doing this without even knowing it.
During the startup, which happens at login, ashell is started. This shell automatically looks in a special place
or two for some startup information. One of these placesisin your home directory. The startup information in
your home directory isfound in special files. The specific shell you are using will determine the name of the
particular file. When the shell starts up, it examinesthis file and performs whatever actions are specified. One
of the common actionsisto give values to environment variables. This action is called initializing or setting
the values.

One environment variable that is commonly set in a user's shell startup file isthe PATH variable (or lowercase
path for C-shell users). Thisvariable'svalueisalist of places (directories) on the system where the shell
should look to locate a command. Each command you type is physically located as a file somewhere on your
file system. It is possible for the same command name to be located in different places (and to have either the
same or different behavior when executed). Say that you have a program called my_program that is stored in
your home directory, and your friend has a program called my_program, which isin her home directory. If
you type my_program at the prompt, the shell needs to know where to look to find the storage location of
my_program. The shell looks at the value of the PATH variable and uses the list of directories as an ordered
directory search list. Thefirst directory that has amy_program stops the search, and the shell executes that
file. Because al files within asingle directory must be unique, this gives a straightforward and sufficient
method for finding executables (commands).

Y ou probably want SHOME/bin to be toward the beginning of your PATH directory list, whereas you may
want your friend's binary directory to be toward the end, or not listed at all. Thisway, when you type
my_program, you will execute your my_program rather than hers. Y ou can do al types of thingsin shell
startup files in addition to setting environment variable values. If you want, you can add an echo command
that prints out a greeting or reminds you to do something. One common item that is configured inside a shell
startup file is the setup of your control characters. (See "Working on the System" later in this chapter.) These
startup files are a powerful tool for you, the user of the shell, to configure the behavior of the shell
automatically. Shell startup files are covered in more detail in Part 11, "Hunt for Shells.”

PRiAN
TIP: Itisagood ideato create a bin directory in your HOME and store executabl es there. Include
$HOME/bin in your path.
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Configuring with rc files

The idea of having afile that isread on startup is not only used by the shells. In fact, many commands have
special files containing configuration information that the user can modify. The general class of filesiscalled
rc files. This comes from the naming convention of these files. Most of these files end with the letters rc.
Some of the more common files are .exrc, .mailrc, and .cshrc. These are all dot files; that is, they begin with a
period (dot). The significance of starting a filename with a dot is that thisfile is not displayed during normal
directory listing. If you want to see these files, use the -a option to the Is command. The .exrc fileis used by
the vi and ex editors (see Chapter 7, "Text Editing with vi, EMACS, and sed"). The .mailrc fileis used by
various electronic mail tools (see Chapter 9, "Communicating with Others"). The .cshrc file is the C-shell
startup file just discussed. Therc files are normally found in your home directory; that is, the default location
for most of these files. Look at which rc files you have in your home directory (use the Is -a command). Then
examine the contents of one of the files (use the cat filename command).

Y our environment has a great effect on the use of your system. It isinitialized during login with a shell startup
file, and it grows and changes as you create new variables and change existing ones. Y our environment affects
every command you execute. It isimportant to get your environment set up to make your common actions
easy. Spend the time to do this now and you will be glad you did later.

Managing Your Password

During login, UNIX asked you to enter your password. If thisisyour first time on this computer, your
password was configured by the system administrator. One of the very first things you should do after logging
in is change your password so that no one, not even the system administrator, knows what it is. Y ou can do
this viathe passwd command. But before you do this, you should put some thought into what you want your
password to be. Here are some points to consider:

1. It should be easy for you to remember. If you forget what your password is, no one, not even the system
administrator, can look it up for you. The only thing the system administrator can do is to reset your
password to avalue. This wastes the administrator's time as well as yours.

2. It shouldn't be easy for anyone to figure out. Do not make it anyone's name or birth date, or your user
name, or any of these spelled backwards. It is also wise to avoid something that appears in adictionary.
A good ideawould be to include at least one nonal phabetic character (for example, aperiod or adollar

sign).

3. Make it areasonable length. Some systems impose a minimum number of characters for a password. At
least 5 charactersis adequate. Thereisn't usually alimit as to the maximum number of characters, but
only thefirst 8 are significant. The ninth character and after are ignored when checking to see whether
you typed your password correctly.

4. Change your password once in awhile. Some systems check the last time you changed your password.
If atime limit has been reached, you will be notified that your password has expired asyou log in. Y ou
will be prompted to change it immediately and won't be allowed to log in until you successfully get it
changed. Thistime limit is system imposed. Changing your password every few months is reasonable.

5. Don't writeit down or tell it to anyone. Don't write it on scraps of paper. Don't tell your mother. Don't
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writeit in your calendar. Don't writeit in your diary. Don't tell your priest. Don't put it in adiaup
terminal configuration file. Nowhere. Nobody. Maybe in your safe deposit box.

After you have thought about what you want your password to be, you can change it with the passwd
command. Try it now; you can change your password as often asyou like. Enter passwd. First, a prompt
asking you to enter your old password is displayed. Type your old password and press Return. Next, you are
prompted for your new password. Typeit in and press Enter. Finally, you are prompted to re-enter your new
password. This confirmation helps avoid changing your password if you made atyping error. If you make a
mistake entering your old password, or if the two new password entries are not identical, then no changeis
made. Y our old password is still in effect. Unless you make the same mistake both times that you enter the
new password, you are in no danger of erroneously changing your password.

Working on the System

Most keys on the keyboard are fairly obvious. If you type the S key, an s character appears on your screen. If
you hold down the Shift key and type the S key, a capital s character (S) appears on your screen. In addition to
the letters and digits, the symbols, some of which are above the digits, are familiar—such as the percent sign
(%) and the comma (,). There are some UNIX and system-specific special charactersin addition to these,
which you should become familiar with. They will help you manage your work and typing more effectively.
The general type of character is called a control character. The name comes from the way in which you type
them. First, locate the Control key—there should be one or maybe two on your keyboard. It may be labeled
Ctrl or some other abbreviation of the word Control. This key is used like the Shift key. Y ou press it but don't
release it. While the Control key is depressed, you type another key, often aletter of the alphabet. If you type
the Q key while the Control key isheld, thisis called Control+Q, and is commonly written *Q (the caret
symbol, which is found above the digit 6, followed by the al phabetic character).

@NOTE: When you see the notation *Q, this does NOT mean to hold the Control and Shift down while
pressing Q. All you do isto hold down the Control key while pressing Q.

UNIX uses these control keys for various common keyboard actions. They can come in very handy. But the
hard part is that different systems have different default Control key settings for these actions. Therefore, first
you should find out what your current settings are, and then you can change them if you wish. In order to look
at what your current settings are, use the stty command. Enter stty -a at your command prompt and look at the
results. Refer to the next example for an output of this command.

Al A
TIP: If you're typing and nothing is showing on your screen, a”*S (or stop control character)
inadvertently may have been typed. Try typing ~Q (or start control character) and see whether your typed

characters now appear.

$ stty -a
speed 9600 baud; line = 0; susp <undef>; dsusp <undef >

rows = 44; colums = 120
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intr = *C, quit = "\; erase = *H, kill = 7*X; swch <undef>

eof = D, eol =@ mn =4; tine = 0; stop =~S; start = "Q

-parenb -parodd cs8 -cstopb hupcl cread -clocal -loblk -crts

-ignbrk -brkint -ignpar -parnrk -inpck -istrip -inlcr -igncr icrnl -iuclc

i xon -ixany -ixoff -rtsxoff -ctsxon -iengak
isig icanon iexten -xcase echo echoe echok -echonl -noflsh
opost -olcuc onlcr -ocrnl -onocr -onlret -ofill -ofdel -tostop tab3

$

Referring to the preceding example of stty output, look for the section that has the words erase, kill, and eof.
Associated with each word is a control character. Find the similar part of your stty output. Keep this handy as
you read the next topics.

Erase

Look at the word erase in the stty output. Next to thisword isH (verbalized as Control+H). Therefore, on my
system, Erase, which means to back up over the last character typed, is done by typing “H. The Erase key is
how you can fix your typing errors. Remember to look at your stty -a output because your system may be
configured differently than this example. Try it out on your system. First, type a character you wish to erase,
say, an A. Now type your Control, Backspace, or Delete key associated with your Erase. If everything goes
right, your cursor should have backed up to be on top of your A and the next key you type will be where the A
was. Try typing a correct series of keys, say date<Return>, to make sure that the control character actually
worked. If you get a message similar to "A”Hdate not found", then Erase is not working. To make it work
correctly, pick the key you want associated with Erase and input the following (assuming that you have picked
the backspace key):

$ stty erase '"H

$
Now, try entering the date command again and deleting the A in dAte and replacing it with a.

@NOTE: Depending on your display, erasing characters may not actually make the character disappear.
Instead, it may reposition the cursor so that the next keystroke overwrites the character.

The Erase key is one of the most used control keys, because typing without mistakes is difficult to do.
Therefore, most keyboards have one or more special keys that are suited to thisjob. Look for keys labeled
"Delete” or "Backspace." One of these usually works as an erase key. Try typing some characters and seeing
what happens when you then press Backspace or Delete. Normally the Backspace key is set up to be *H, so, if
your erase is configured to be *H, Backspace most likely will work.
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Kill

The Kill control character is similar to the Erase control character, in that it allows you to back up over typing
mistakes. Whereas Erase backs up one character at atime, Kill backs up all the way to the prompt. Therefore,
if you are typing areally long command and you realize, toward the end, that you forgot to do some other
command first, you can start over by typing the control character associated with Kill. If you can't see what
your Kill is set to, redo the stty command. In the stty output example, the system haskill set to *X. Again,
remember that your system can be configured differently than this example. Now, try typing several characters
followed by your Kill control character and see what happens. All the characters should be erased and your
cursor should be after the prompt.

Stop and Start

Two other commonly used control characters are Stop and Start. Their normal values are *S and *Q,

respectively. Stop allows you to temporarily pause what is happening on your screen, and Start allows you to
resume activity following a stop. Thisis useful if text is scrolling on your screen too fast for you to read. The
Stop control character will pause the scrolling indefinitely so that you can read at your leisure. Y ou might try
this during your next login while the Message of the Day is scrolling by (see the section earlier in this chapter
called "Logging In"). But remember to be prepared and be swift, because that text can scroll by quite quickly.
Try to stop the scrolling, and then don't forget to continue the scrolling by typing your Start control character.

@NOTE: On modern GUIs and high-speed connections Stop and Start give very poor control of output.
Thisis because the output is so fast an entire screen may go by before you type the Stop character.

eof

The eof control character is used to signal the end of input. The letters eof come from end of file. The normal
value of the eof control character is”D, but be sure to verify this using the stty command. Y ou can see how
the eof character is used in the section called "Redirecting Input and Output” earlier in this chapter.

There are several other control characters that we will not look at here. Y ou should refer to the stty command
in your system documentation for information. Or better yet, keep reading because we will show you how to
find information about commands viathe UNIX online help facility.

The stty command is also used to set the value of control characters. Y ou can simply enter stty erase *H' to
change your Erase character to Backspace. Do not enter a Control+H here; rather, enter *H'. Some shells,
including the original Bourne shell, treat the caret specially, so you may need the quotes. (Double quotation
marks would also work in this example.) Try changing the value of your Erase control character and then use
the stty -a command to make sure it happened.

P
TIP: Remember that typing the end of file character to your shell might log you out of the system!
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Online Help

One of the most important things to know about UNIX or any computer system is how to get help when you
don't know how to use a command. Many commands will give you a usage message if you incorrectly enter
the command. This message shows you the correct syntax for the command. This can be a quick reminder of
the arguments and their order. For many commands, you can get the usage message by using the option -2.
The usage message often does not give you any semantic information.

The UNIX command man is a powerful tool that gives you complete online access to the UNIX manuals. In
its simplest form, the man command takes one argument, the name of the command or manual entry on which
you need information. Try using the man command now—perhaps you could use one of the previous
commands you were interested in as the argument. Or, if you want to get a head start on this section, you
might try entering man man to get information on the man help facility itself.

The manual entry is called a man page, even though it is often more than one page long. There are common
sections to man pages. Depending on the command, some or al of the sections may be present. At the start of
the man page isthe Name. Thisis usually a one-liner that gives the command's hame aong with a phrase
describing what it does. Next is the Synopsis, which gives the command's syntax including its arguments and
options. In the Synopsis, if an argument is enclosed in square brackets ([]), then that argument is optional. If
two elements of the syntax are separated with a vertical bar ([), then either one or the other (but not both) of
the itemsis allowed.

$ man page

Depending on the man page, there are several more sections that you may see. A few of the more common are
Description, Files, and See Also. The Description section contains the details of the command's usage. It
describes each option, argument, and the interrelations and accepted values of each. Thiswill help you to learn
exactly how the command should be used. The Files section contains alist of the UNIX files used by this
command. Y ou may want to look at the contents of these files to help you understand some of the command's
behaviors. The See Also section can be very important when you either want to learn more on asimilar topic
or don't have quite the right man page. This section lists pointers to related or dependent commands.

The man command has a very useful option, especialy for users who are unfamiliar with UNIX. Thisoptioniis
-k and isused to find all commands that have to do with aword you supply following the -k. For instance, if
you would like to find out information on printing, you might enter the command man -k print. The man
command then searches a specia database, called the whatis database, for commands and descriptions that
contain the word print. During the search, if print or any word that contains print (such as printing) is found,
this command is displayed on your screen. Therefore, the final result isalist of all commands having to do
with print. Then you can use the man command to find out the details about any or all of the commands on
thislist. On some systems, another way to do this search is via the command apropos, which is equivalent to
man -K.

Although having the complete set of manual entries online is extremely useful, it also takes afairly large
amount of disk space. One option that some people use to help lower the amount of disk space needed isto
have the manual entries stored on one machine that everyone can access via the network. Because of this, the
manual entries may not be stored in the directories expected. In order to show the man command where the
entries are stored, you can set the MANPATH variable (see the section "Viewing and Setting Environment
Variables' that appeared earlier in this chapter).

Another potential problem you might see when trying to use man has to do with the -k option. Recall that the
-k option searches the whatis database for a keyword you specify. Thisworks only if the system administrator
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has created this database ahead of time. The system administrator does this via the catman command. If the
database has not yet been created, you will see an error regarding the whatis database not being found
whenever you use the -k option (or the apropos command). Ask your system administrator to fix this.

Summary

The start of this chapter helped you prepare for what needs to happen before and during login. The section
"Configuring Y our Environment” looked at your environment and how you can configureit. Look at the
manual entry for the shell you're using to find out more about environments. Also read Part |1, "Hunt for
Shell," for shell details. The section on "Managing Y our Password" discussed how managing your password
viathe passwd command isimportant for security reasons. Look at the manual entry for passwd if you need
more information. The "Working on the System" section helped make your typing easier through the use of
control characters. The stty man page is agood place to look for more information on control characters. The
section on online help is probably the most important section of this chapter; by describing the man command,
it showed you how to access the UNIX manual online. Using this, you can ook up anything you want or need.
The commands that you saw in the "Using Commands" section are in the online manual. Use the man
command and learn more about them. With this as a start, you should be comfortable with the basics.

(el (5917 T
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3 — The UNIX File System Go Climb a Tree

By Jeff Smith

When you work with UNIX, one way or another you spend most of your time working with files. In this
chapter, you learn how to create and remove files, copy and rename them, create links to them, and use
directories to organize your files so that you can find them later. Y ou also learn how to view your files,
list their names and sizes, and move around in the UNIX file tree. Finally, this chapter shows how you
can choose to share or restrict the information in your files.

One of UNIX's greatest strengths is the consistent way in which it treats files. Although some operating
systems use different types of files that each require unigue handling, you can handle most UNIX files
the same. For instance, the cat command, which displays a disk file on your terminal screen, can also
send thefile to the printer. Asfar as cat (and UNIX) are concerned, the printer and your terminal ook the
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same, and they look like any other UNIX file. UNIX also doesn't distinguish between files that you
create and the standard files that come with the operating system—as far as UNIX is concerned, afileis
afileisafile. Thisconsistency makesit easy to work with files because you don't have to learn special
commands for every new task. Often, asin the cat example, you can use the same command for several
purposes. This makesit easy to write UNIX programs because you usually don't have to worry whether
you're talking to aterminal, a printer, or an ordinary file on adisk drive.

The Types of UNIX Files

There are three types of UNIX files: regular files, directories, and device files. Regular files hold
executable programs and data. Executable programs are the commands (such as cat) that you enter. Data
Isinformation that you store for later use. Such information can be virtually anything: a USENET news
article with a promising-looking recipe for linguini, a book that you are writing, a homework assignment,
or a saved spreadsheset.

Directories are files that contain other files and subdirectories, just as afiling cabinet's drawers hold
related folders. Directories help you organize your information by keeping closely related filesin the
same place so you can find them later. For instance, you might save all your spreadsheetsin asingle
directory instead of mixing them with your linguini recipes and book chapters.

Asin the cat example, files can aso refer to computer hardware such as terminals and printers. These
device files can also refer to tape and disk drives, CD-ROM players, modems, network interfaces,
scanners, and any other piece of computer hardware. Under UNIX, even the computer's memory is afile.

Although UNIX treats all files similarly, some require slightly unique treatment. For example, UNIX
treats directories specialy in some ways. Also, because they refer directly to the computer's hardware,
device files sometimes must be treated differently from ordinary files. For instance, most files have a
definite size in bytes—the number of charactersthey contain. Y our terminal’'s keyboard is a devicefile,
but how many characters doesit hold? The question of file size doesn't make sense in this case. Despite
these differences, UNIX commands usually don't distinguish among the various types of files.

Creating Listing, and Viewing Files

Y ou can create files in many ways, even if you don't yet know how to use atext editor. One of the easiest
ways isto use the touch command, as follows:

$ touch nyfile
This command creates an empty filenamed myfile.

An empty fileisn't much good except as a place holder that you can fill in later. If you want to create a
file that contains some text, you can use either the echo or cat command. The echo command isasimple
but useful command that prints its command-line arguments to stdout, the standard output file, which by
default is your terminal screen. For instance, enter the following:

$ echo WII Rogers

WI| Rogers
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The words Will Rogers are echoed to your terminal screen.

Y ou can save the words by using your shell'sfile redirection capability to redirect echo's standard output
to adifferent file:

$ echo WIIl Rogers > cowboys

Notice that the preceding command does not send output to your terminal; the greater-than sign tells your
shell to redirect echo's output into cowboys.

Y ou can view the contents of cowboys with cat, as follows:
$ cat cowboys
WI |l Rogers

If you want to add more text to afile, use two greater-than signs:
$ echo Roy Rogers >> cowboys

Now cat shows both lines:
$ cat cowboys

WI| Rogers

Roy Rogers

QCA UTION: When you use the greater-than sign to create afile, your shell creates a zero-length
file (just as touch does) and then fills it. If the file already exists, your shell first destroys its contents to
make it zero-length. Y ou must use two greater-than signs to append new text to afile or you will destroy
your earlier work.

The cat command doesn't just display files. It also can create them by using shell redirection. If you plan
to enter several lines of text, cat is more convenient than echo:

$ cat > prufrock
Let us go then, you and I,
When the evening i s spread out against the sky

Li ke a patient etherised upon a table;

Then press Ctrl+D. This keystroke is the default end-of-file character; it tells cat that you are done
typing.

Now you have a filenamed prufrock, and you can view it by using the cat command:
$ cat prufrock
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Let us go then, you and I,
When the evening i s spread out against the sky

Li ke a patient etherised upon a table;

Note that cat does not print the end-of-file character when you display thefile.

®NOTE: When you create afile with cat, you can use your character-erase, word-erase, and
line-kill characters (see Chapter 7, "Text Editing with vi, EMACS, and sed Files") to correct typing
mistakes in the current line. After you press Enter, you cannot make corrections. To correct such a
mistake, you must learn to use atext editor (see Chapter 7).

It may seem odd that cat both creates and displaysfiles, but thisis normal for UNIX; that is, it's normal
for commands not to know one type of file from another. The name cat derives from the word catenate,
which means to connect in a series or to link together. The cat command doesn't care which file it
receives as input or where the output goes. Because UNIX handles your terminal keyboard and screen as
ordinary files, when you enter cat cowboys, cat catenates cowboys to your terminal screen, and when you
enter cat > prufrock, the command catenates what you enter into adisk file. Y ou can even run cat without
specifying an input or output file:

$ cat

Let us go then, you and I,
Let us go then, you and I,
When the evening is spread out agai nst the sky

When the evening is spread out agai nst the sky
Press Ctrl+D to insert an end-of-file.

The cat command echos to your screen every line that you enter before Ctrl+D because, by default, cat
uses your terminal keyboard asitsinput file and your screen asits output file. Like other UNIX
commands, cat treats files quite consistently and thereforeis very flexible.

The cat command works well for short files that fit on asingle terminal screen, but if you try to display a
longer file, all but the last lines of it scroll off your screen. To view long files, you can temporarily freeze
your terminal screen by typing Ctrl+S and restart it by typing Ctrl+Q. However, if your terminal is fast,
you may not be able to stop it quickly enough. Pagers like pg and more pause after every screen. (See
Chapter 4, "Listing Files.")

Now that you have some files, you may want to list them or view their names. Thels (list files) command
can display each file's name, size, and time of creation, and aso which users have permission to view,
modify, and remove them.
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If you want to know only the names of the files, enter the following:
$1s

cowboys prufrock

If you have many files, you may want to view only some of them. If you want Isto list specific files, you
can specify their names on the command line:

$ I's prufrock

pr uf rock

This output isn't very useful; you already know the name of the file, so there's not much point in listing it.
However, you can use Isin thisway to find out whether a certain file exists. If the file doesn't exist, Is
prints an error message, as follows:

$1ls alfred j

alfred_ j: No such file or directory
The message No such file or directory means exactly what it says. Y ou don't have afilenamed alfred j.

A better application of thisfeature of Isisto use your shell's metacharacters or wild cardsto list afile
when you know only part of its name. (For more information on metacharacters and wild cards, see
Chapter 11, "Bourne Shell,” Chapter 12, "Korn Shell," and Chapter 13, "C Shell.") With shell wild cards,
you can specify parts of filenames and let your shell fill in the rest. Suppose that you can't remember the
name of the file that includes the linguini recipe, but you remember that it starts with the letter |. You
could enter |s and then search through alist of all your filesto find the one that you want. However, the
following command makes the search easier:

$Is |*

| i ngui ni | ocal | ore

The I* argument narrows your listing by telling Is that you're interested only in files that begin with an |,
followed by zero or more of any other characters. The Is command ignores the files cowboys and
prufrock, and lists only those files beginning with the letter |.

Wild cards are a powerful method for narrowing your file listings. Throughout this chapter, you'll see
many uses for wild cards. Because they are a characteristic of your shell and not the commands you
invoke from your shell, wild cards work equally well with other commands, such as cat. For instance,
you could enter the following command to display both your linguini recipe and the filelocal _lore:

$ cat |~

However, different shells may use different wild cards, or use the same onesin different ways. This
chapter provides examples only of the wild cards that are common to all shells. To learn how your shell
uses wild cards, see Chapters 12 ("Korn Shell") and 13 ("C Shell") and your shell's manual page.
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The UNIX File Tree

As mentioned in the introduction to this chapter, your personal files usually contain data—information
that you want the computer to save when you're not logged in. If you use UNIX for along time, you'll
accumulate hundreds or even thousands of files, and thousands more system files that are a standard part
of UNIX. How can you keep all these files organized and find the ones that you want when you need
them?

The designers of UNIX solved this problem by using directories to organize the UNIX file systeminto a
structure that is shaped like an upside-down tree. Directories enable you to keep related filesin one
place, where you see them only when you want—after all, you needn't clutter your file listings with
recipes when you're working with a spreadsheet.

Figure 3.1 shows part of the file tree for atypical UNIX system. In this drawing, which looks somewhat
like an upside-down tree, names like home and jane are followed by a slash (/), which indicates that they
are directories, or files of files. Note that ordinary files, such as cowboys and prufrock, are not followed
by adlash. Such files are called |eaves because they aren't connected to anything else. The connecting
lines are the paths through the UNIX file tree. Y ou can move around the tree by following the paths.

Figure3.1. Thefiletreefor atypical UNIX system.

Notice also that two files are named prufrock. How can two files have the same name? And when you
enter cat prufrock, how does UNIX know which one you want? Don't worry—your shell can distinguish
one prufrock file from the other, for two reasons.

First, UNIX shells aways remember their current working directory (CWD). The CWD isthe directory
in the file tree that you're in at any particular time. If you move somewhere else in the tree, the CWD
changes. For example, if you'rein the directory jane and you enter cat prufrock, you see the prufrock
filethat is attached to that directory; if you're in the tmp directory, you see the file attached to that
directory.

Second, although so far you have named files by using relative pathnames, UNIX translates these
pathnames into fully qualified pathnames. Fully qualified pathnames (or full pathnames) begin with a
slash. Every filein thefile tree has a unique, fully qualified pathname, which you construct by following
the connecting lines from the root to the file. For instance, the following is the fully qualified pathname
of thefile prufrock in the directory jane:

/ hone/ j ane/ prufrock

To construct this unique name, you follow the path from the root directory (/) through the directories
home and jane, and end with the file prufrock. UNIX uses the slash to separate the different parts of the
pathname. This character is also the special name for the root of the tree. Because it has this specia
meaning, the slash is one of the few characters that you cannot usein aUNIX filename.

For the file prufrock in the directory tmp, the fully qualified pathname is the following:
/ t mp/ prufrock

Y ou construct this pathname the same way that you constructed that of the prufrock file in the jane
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directory. Thistime, you climbed down the file tree from the root directory to the directory tmp and then
to the file prufrock, adding slash characters to separate the directories. Even though both files end in the
name prufrock, UNIX can tell them apart because each has a unique pathname.

Relative pathnames begin with something other than the slash character. Using relative pathnamesis
usually convenient when specifying files that are in your CWD—for example, cat prufrock. But what if
you want to refer to afile that is not in your CWD? Suppose that your CWD is/home/jane and you want
to look at the file /tmp/prufrock. Y ou can do thisin two ways. First, you can enter the following
command:

$ cat /tnp/prufrock
This command tells your shell unambiguously which file you want to see.

Secondly, you can tell your shell to move through the file tree to /tmp and then use arelative pathname.
For example, if your shell's command to change your CWD is cd, you would enter the following:

$cd/tnp

(Note that, unlike cat and Is, cd is "silent” when it succeeds. Most UNIX commands print nothing when
all goeswell.) Now your CWD isthe directory /tmp. If you enter cat prufrock, you see the contents of
the file /tmp/prufrock rather than /home/jane/prufrock.

As noted earlier, the name/ has special significance to UNIX because it separates the components of
pathnames and is the name of the file tree's root directory. For convenience, every UNIX directory also
has two special names: . (dot) and .. (dot-dot). By convention, |s doesn't show these filenames because
they begin with dot, but you can use the -a option to list these files, as follows:

$1s -a

cowboys prufrock

Dot isasynonym for the CWD, and dot-dot for the CWD's parent directory. If your CWD is/home/jane
and you want to move to /home, you can enter either

$ cd / honme

or
$ cd ..

The result of both commands is the same. When you enter cd /home, your shell begins with the root
directory and moves down one level to /home. When you enter cd .., your shell startsin /home/jane and
moves up one level; if you enter the command again, you move up to the parent directory of /home,
whichis/. If you enter the command once again, where do you go—hyperspace? Don't worry. Because /
doesn't have a parent directory, its dot-dot entry points back on itself, so your CWD isstill /. Inthe UNIX
file system, the root directory is the only directory whose dot-dot entry pointsto itself.

Along with your CWD, your shell also remembers your home directory. Thisisthe directory in which
you automatically begin when you first log in. Y ou spend most of your time in the home directory,
because it is the directory in which you keep your files. If you get lost climbing around the file tree with
cd, you can aways return to your home directory by typing the cd command without any arguments:
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$ cd

Y our home directory looks like any other directory to UNIX—only your shell considers the home
directory to be special.

Now that you are familiar with the cd command, you can move around the file tree. If you forget where
you are, you can use the pwd (print working directory) command to find out. This command doesn't take
any command-line arguments. The following example demonstrates how to use cd and pwd to move
around the file tree and keep track of where you are:

$ pwd
/ hone/ j ane
$cd/tnp
$ pwd

/tnp
$ cd
$ pwd

/ hone/ j ane

Of course, while you're moving around, you might also want to use Is and cat to list and view files.
Moving around the file tree to view the standard system files distributed with UNIX is agood way to
learn more about the UNIX file tree.

File and Directory Names

Unlike some operating systems, UNIX gives you great flexibility in how you name files and directories.
As previously mentioned, you cannot use the slash character because it is the pathname separator and the
name of the file tree's root directory . However, amost everything else islegal. Filenames can contain
alphabetic (both upper- and lowercase), numeric, and punctuation characters, control characters, shell
wild-card characters (such as *), and even spaces, tabs, and newlines. However, just because you can do
something doesn't mean you should. Y our life will be much ssmpler if you stick with upper- and
lowercase aphabetics, digits, and punctuation characterssuch as ., -, and _.

QCAUTI ON: Using shell wild-card characters such as* in filenames can cause problems. Y our
shell expands such wild-card characters to match other files. Suppose that you create a filenamed * that
you want to display with cat, and you still have your files cowboys and prufrock. Y ou might think that
the command cat * will do the trick, but remember that * is ashell wild card that matches anything. Y our
shell expands* to match the files *, cowboys, and prufrock, so cat displays all three. Y ou can avoid this
problem by quoting the asterisk with a backslash:
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$ cat \*

Quoting, which isexplained in detail in Chapters 12 ("Korn Shell") and 13 ("C Shell"), temporarily
removes awild card's special meaning and prevents your shell from expanding it. However, having to
guote wild cards is inconvenient, so you should avoid using such special charactersin filenames.

Y ou also should avoid using a hyphen or plus sign as the first character of afilename, because command
options begin with those characters. Suppose that you name afile -X and name another unix_lore. If you
enter cat *, your shell expands the * wild card and runs cat as follows:

$ cat -X unix_lore

The cat command interprets -X as an option string rather than a filename. Because cat doesn't have a-X
option, the preceding command resultsin an error message. But if cat did have a-X option, the result
might be even worse, as the command might do something completely unexpected. For these reasons,
you should avoid using hyphens at the beginning of filenames.

Filenames can be aslong as 255 charactersin System V Release 4 UNIX. Unlike DOS, which uses the
dot character to separate the filename from athree character suffix, UNIX does not attach any intrinsic
significance to dot—a filenamed lots.of .italian.recipesis as legal as |ots-of-italian-recipes. However,
most UNIX users follow the dot-suffix conventions listed in Table 3.1. Some language compilerslike cc
require that their input files follow these conventions, so the table labels these conventions as "Required"
in the last column.

Table 3.1. File suffix conventions.

Suf fi x |Program Exanpl e [Requi red
.C C program files Is.c Yes
f FORTRAN program files math.f Yes
pl Perl program files hose.pl No
h includefiles term.h No
.d, .dir |Thefileisadirectory recipes.d, [No
recipes.dir [No
gz A file compressed withthe  |fo0.9z Yes
GNV project'sgzip
Z A compressed file term.n.Z |Yes
Zip A file compressed with PKZIP|book.zip |Yes

Choosing good filenamesis harder than it looks. Although long names may seem appealing at first, you
may change your mind after you enter cat |ots-of-italian-recipes a few times. Of course, shell wild cards
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can help (asin cat lots-of*), but as you gain experience, you'll find that you prefer shorter names.

Organizing your files into directories with well-chosen names can help. For instance, Figure 3.2 shows
how Joe organizes his recipes.

Figure 3.2. Organizing your fileswithin a directory.

Joe could have put all hisrecipesin asingle directory, but chose to use the directoriesitalian, french, and
creole to separate and categorize the recipes. Instead of using filenames like recipe-italian-linguini, he
can use cd to move to the directory recipes and then move to the subdirectory italian; then Joe can use ls
and cat to examine only the files that he wants to see. Y ou may think that Joe is carrying this organizing
abit too far (after all, he has only four recipes to organize), but he's planning for that happy day when
he's collected several thousand.

Similarly, if you keep ajournal, you might be tempted to put the filesin a directory named journal and
use filenames like Dec_93 and Jan_94. This approach isn't bad, but if you intend to keep your journal for
ten years, you might want to plan ahead by removing the year from the filename and making it a
directory in the pathname, as shown in Figure 3.3.

Figure 3.3. Organizing your filefor ajournal directory.

By using this approach, you can work with just the files for a particular year. To get to that year,
however, you have to use one more cd command. Thus you must consider the trade-off between having
to enter long filenames and having to climb around the file tree with cd to find your files. Y ou should
experiment until you find your own compromise between too-long filenames and too many levels of
directories.

Creating Directories with mkdir

Now that you know the advantages of organizing your filesinto directories, you'll want to create some.
The mkdir (make directory) command is one of the smplest UNIX commands. To create asingle
directory named journal, enter the following:

$ nkdir journal

(Like cd, mkdir prints no output when it works.) To make a subdirectory of journal named 94, enter the
following:

$ nkdir journal/94

Or if you prefer, you can enter the following:
$ nkdir journal

$ cd journal

$ nkdir 94
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Working with Files

Now that you know how to create, list, and view files, create directories, and move around the UNIX file
tree, it'stime to learn how to copy, rename, and remove files.

Copying Files with cp

To copy one or more files, you use the cp command. Y ou might want to use cp to make a backup copy of
afile before you edit it, or to copy afile from afriend's directory into your own.

Suppose that you want to edit aletter but also keep the first draft in case you later decide that you like it
best. Y ou could enter the following:

$ cd letters

$1Is

andrea zach

$ cp andrea andrea. back
$1Is

andrea andrea. back zach
(When it works, cp prints no output, following the UNIX tradition that "no newsis good news.")

Now you have two identical files: the original andrea file and a new filenamed andrea.back. Thefirst file
that you giveto cp is sometimes called the target, and the second the destination. The destination can be
afile (asin the preceding example) or adirectory. For instance, you might decide to create a subdirectory
of lettersin which to keep backups of all your correspondence:

$ cd letters

$ nkdir backups
$1Is

andrea backups zach
$ cp andrea backups
$ |'s backups

andr ea

Note that the destination of the cp command is simply backups, not backups/andrea. When you copy a
fileinto adirectory, cp creates the new file with the same name as the original unless you specify
something else. To give the file adifferent name, enter it asfollows:
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$ cp andrea backups/andrea. O
$ |'s backups

andrea. 0

Asyou can see, Isworks differently when you give it adirectory rather than afile as its command-line
argument. When you enter Is some file, Is printsthat file's name if the file exists; otherwise, the
command prints the following error message:

sone_file: No such file or directory

If you enter Issome_dir, Is prints the names of any filesin some_dir; otherwise, the command prints
nothing. If the directory doesn't exist, Is prints the following error message:

sone_dir: No such file or directory

Y ou can also use cp to copy severa files at once. If plan to edit both of your letters and want to save
drafts of both, you could enter the following:

$ cd letters

$1Is

andrea backups zach

$ cp andrea zach backups
$ |'s backups

andrea zach

When copying more than one file at atime, you must specify an existing directory as the destination.
Suppose that you enter the following:

$ cd letters

$1Is

andr ea backups zach
$ cp andrea zach both

cp: both not found

The cp command expectsits last argument to be an existing directory, and prints an error message when
it can't find the directory.

If what you want is to catenate two files into a third, use cat and shell redirection:
$ cat andrea zach > both
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Y ou can also use the directory names dot and dot-dot as the destination in cp commands. Suppose that a
colleague has left some files named datal and data2 in the system temporary directory /tmp so that you
can copy them to your home directory. Y ou could enter the following:

$ cd
$ cp /tnp/datal .
$ cp /tnp/data2 .
$1Is

dat al dat a2

Alternatively, because the destination is dot, adirectory, you can copy both files at once:
$ cp /tnp/datal /tnp/data2 .

$1Is

dat al dat a2
To copy thefilesto the parent directory of your CWD, use dot-dot rather than dot.

By default, cp silently overwrites (destroys) existing files. In the preceding example, if you already have
afilenamed datal and you type cp /tmp/datal ., you lose your copy of datal forever, replacing it with
/tmp/datal. Y ou can use cp's-i (interactive) option to avoid accidental overwrites:

$cp -i /tnp/datal .

cp: overwite./datal(y/n)?

When you use the -i option, cp asks whether you want to overwrite existing files. If you do, typey; if you
don', type n. If you're accident-prone or nervous, and your shell enables you to do so, you may want to
create an alias that always uses cp -i (see Chapters 12 and 13, "Korn Shell* and "C Shell™).

Moving Files with mv

The mv command moves files from one place to another. Because each UNIX file has a unique pathname
derived from itslocation in the file tree, moving afileis equivalent to renaming it: you change the
pathname. The simplest use of mv isto rename afile in the current directory. Suppose that you've finally
grown tired of typing cat recipe-for-linguini and want to give your fingers arest. Instead, you can enter
the following:

$ nmv recipe-for-linguini |inguini

There is an important difference between cp and mv: cp leavesthe original filein its place, but mv
removes it. Suppose that you enter the following command:

$ nmv linguini /tnp

This command removes the copy of linguini in your CWD. S0, if you want to retain your original file,
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use cp instead of mv.

Like cp, mv can handle multiple filesif the destination is a directory. If your journal isto be along-term
project, you may want to put the monthly files in subdirectories that are organized by the year. Enter the
following commands:

$ cd journal

$1s

Apr 93 Dec_93 Jan_93 Jun_93 May 93 Cct 93
Aug 93 Feb 93 Jul 93 Mar 93 Nov_93 Sep 93
$ nkdir 93

$ mv * 93 93

$1Is
93
$ Is 93

Apr 93 Dec_93 Jan_93 Jun_93 May 93 COct 93

Aug_93 Feb 93 Jul 93 Mar_93 Nov_93 Sep_93

Note that, by default, |s sorts filenames in dictionary order down columns. Often, such sorting is not what
you want. The following tip suggests ways that you can work around this problem. Also note that mv,
like other UNIX commands, enables you to use shell wild cards such as*.

PR ANI
TIP: You can work around Is's default sorting order by prefixing filenames with punctuation
(but not hyphens or plus signs), digits, or capitalization. For instance, if you want to sort the files of

month names in their natural order, prefix them with 00, 01, and so on:

$ cdjournal/93

$ls

01 jan 03 _mar 05_may 07 _jul 09 _sep 11 nov
02 feb 04 apr 06 jun 08 aug 10 oct 12 dec

Like cp, mv silently overwrites existing files by default:
$1s

bor scht st rudel
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$ nmv borscht strudel
$1Is

st rudel

This command replaces the original file strudel with the contents of bortsch, and strudel's original
contents are lost forever. If you use mv's -i option, the mv command, like cp, asks you before overwriting
files.

Also like cp, mv requires that you specify dot or dot-dot as the destination directory. In fact, this
requirement is true of all UNIX commands that expect a directory argument.

Removing Files with rm

Y ou can remove unwanted files with rm. This command takes as its arguments the names of one or more
files, and removes those files—forever. Unlike operating systems like DOS, which can sometimes
recover deleted files, UNIX removes files once and forever. Y our systems administrator may be able to
recover adeleted file from a backup tape, but don't count on it. (Besides, systems administrators become
noticeably cranky after afew such requests.) Be especially careful when using shell wild cards to remove
files—you may end up removing more than you intended.

AN
TIP: Shell wild-card expansions may be dangerous to your mental health, especialy if you
use them with commands like rm. If you're not sure which files will match the wild cards that you're
using, first use echo to check. For instance, before entering rm a*, first enter echo a*. If the files that
match a* are the ones that you expect, you can enter the rm command, confident that it will do only what
you intend.

To remove the file andrea.back, enter the following command:
$ rm andr ea. back

Like cp and mv, rm prints no output when it works.

If you are satisfied with your edited letters and want to remove the backups to save disk space, you could
enter the following:

$ cd | etters/backups
$1s

andrea zach
$rm*

$1s
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Because you have removed all the files in the subdirectory backups, the second |s command prints
nothing.

Like cp and mv, rm has an interactive option, -i. If you enter rm -i *, rm asks you whether you really
want to remove each individual file. As before, you typey for yes and n for no. This option can be handy
if you accidentally create a filename with a nonprinting character, such as a control character.
Nonprinting characters don't appear in file listings, and they make the file hard to work with. If you want
to remove thefile, enter rm -i *; then typey for the file you that you want to remove, while typing n for
the others. The -i option also comesin handy if you want to remove several files that have such
dissimilar names that you cannot specify them with wild cards. Again, smply enter rm -i *, and then
type n for each file that you don't want to remove.

Working with Directories

A directory issimply a special kind of file. Some of the operations that work with files a'so work with
directories. However, some operations are not possible, and others must be done differently for
directories.

Creating Multiple Directories with mkdir

As mentioned in the section "Creating Directories with mkdir," you make directories with the mkdir
command. In that section, you created a single directory, journal. However, mkdir can also create
multiple directories at once. For example, to create two directories named journal and recipes, enter the
following command:

$ nkdir journal recipes

The mkdir command can even create a directory and its subdirectories if you use its -p option:
$ nkdir -p journal/94

Removing a Directory with rmdir

To remove an empty directory, use rmdir. Suppose that you made atyping mistake while creating a
directory and want to remove it so that you can create the right one. Enter these commands:

$ nkdir jornal
$ rndir jornal

$ nkdir journal

The rmdir command removes only empty directories. If adirectory still hasfiles, you must remove them
before using rmdir:

$ rndir journal
rodir: journal: Directory not enpty

$ rmjournal/*
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$ rndir journal

Actually, rm can remove directories if you useits -r (recursive) option. This option tells rm to descend
the file tree below the directory, remove al the files and subdirectories below it, and finally remove the
directory itself. So, before you use this option, be sure that you mean to remove al the files and the
directory. If you decide that you'll never eat Creole-style cuisine again, you can remove those recipes by
entering the following:

$ cd recipes

$rm-r creole

PmAN
TIP: The rm command is like a chainsaw: It's a good tool, but one with which you can saw
off your leg if you're not careful. The -r option is particularly dangerous—especialy if you use it with
shell wild cards—because it lops off entire branches of the file tree. If you have a directory of precious
files that you don't want to accidentally remove, create a filenamed -no-rm-star in the same directory by
entering the following:

$ echo just say no > -no-rm-star

Now suppose that this directory also has two precious files named pl and p2. If you enter rm *, your
shell expands the wild card and runs the rm command with the following arguments:

rm -no-rm-star pl p2

Because rm doesn't have an option -no-rm-star, it prints an error message and quits without removing
your precious files. Note, however, that this also makes it difficult for you to use wild cards with any
UNIX commands in this subdirectory because the shell aways expands filenames before passing them to
commands.

Renaming Directories with mv

Y ou can also use mv to rename directories. For instance, to correct a mistyped mkdir command, you
would have to rename the directory:

$ nkdir jornal

$ mv jornal journal

This command works even if the directory isn't empty.

@NOTE: Some file commands do not work with directories, or require that you use different
options, such as the -r option to rm. For instance, to copy adirectory, you must use cp -r to copy
recursively the directory and all its files and sub-directories. Suppose that you want to copy your
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Hungarian recipes to /tmp so that your friend Joe can add them to his collection:

$ cd recipes
$Ishungarian
chicken_paprika goulash
$ cp -r hungarian /tmp
$ls/tmp

hungarian

$ Is /tmp/hungarian
chicken_paprika goulash

Again, because the destination of the copy is adirectory (/tmp), you need not specify the full pathname
/tmp/hungarian.

Another difference between directories and filesis that the In command (discussed later in this chapter in
the section "Hard and Symbolic Links") refuses to make a hard link to a directory.

Keeping Secrets — File and Directory Permissions

UNIX isamultiuser operating system, which means that you share the system with other users. Asyou
accumulate files, you'll find that the information that some contain is valuable; some files you want to
share, and others you prefer to keep private. UNIX file and directory permissions give you a flexible way
to control who has access to your files.

All UNIX files have three types of permissions—read, write, and execute—associated with three classes
of users—owner, group and other (sometimes called world).

Read permission enables you to examine the contents of files with commands such as cat, write
permission enables you to alter the contents of afile or truncate it, and execute permission is necessary to
run afile as acommand. Each of the three permissions can be granted or withheld individually for each
class of user. For instance, afile might be readable and writable by you, readable by other members of
your group, but inaccessible to everyone else, or it might be readable and writable only by you.

The Is command shows your file and directory permissions, and the chmod (change mode) command
changes them.

The -l option tells s to make along listing, such as the following:
$ cd recipes/ gernman

$1s -1
STW I —F-71 1l joe userl 2451 Feb 7 07: 30 strudel
-TW-r—F-1 1 joe userl 4025 Feb 10 19: 12 borscht

dr wxr - xr-r 2 joe userl 512 Feb 10 19:12 backups
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Figure 3.4 shows the parts of the long listing. The file permissions, owner, and group are the parts that
are most important for information security.

Figure 3.4. Thelscommand'slong listing.

To know who can access afile and in what ways, you must know the owner and the group and then
examine the file permission string. The permission string is ten characters long. The first character
indicates the file type, which is ahyphen (-) for regular files, d for adirectory, and | for a symbolic link.
(Symbolic links are discussed later in this chapter, in the section "Hard and Symbolic Links." The
following note describes the other file types.)

®NOTE: Thefollowing is acomplete list of the UNIX file types:

- Regular file

d Directory

| Symbolic link

¢ Character special file

b Block specid file

p Named pipe

You're aready familiar with regular files and directories, and symbolic links are discussed in the section
"Hard and Symbolic Links." Character and block special files are device files, which were described in
the introductory section of this chapter. Y ou create device files with the mknod command, which is
covered in Chapter 35, "File System Administration.”

Named pipes enable you to communicate with a running program by reference to afile. Suppose that you
have a continuously running program named quoted (also known as a daemon) that accepts requests to
mail you ajoke- or a quote-of-the-day. The commands that the program accepts might be send joke and
send quote. Such a daemon could open a named pipe file in a standard place in the UNIX file tree, and
you could send its requests with echo:

$ echo send joke > quoted_named_pipe

The quoted program would continuously read the file quoted _named_pipe; when you echo into that file
your request for a joke, the program would mail one to you.

The next nine characters are three groups of three permissions for owner, group, and other. Each group of
three shows read (r), write (w), and execute (x) permission, in that order. A hyphen indicates that the
permission is denied. In Figure 3.4, the permission string for the file borscht looks like this:

http://docs.rinet.ru/UNIXy/unx03.htm (19 of 27) [4/27/1999 10:46:29 AM]



UNIX Unleashed unx03.htm
T W —

Thefirst character is a hyphen, so borscht isaregular file, not adirectory. The next three characters, rw-,
show permissions for the owner, joe. Joe can read and write the file, but execute permission is turned off
because borscht is not a program. The next three characters, r—, show the permissions for other people
in the group userl. Members of this group can read the file, but cannot write or execute it. The final three
hyphen characters, —-, show that read, write, and execute permissions are off for all other users.

Y ou may wonder how files are assigned to a certain group. When you create files, UNIX assigns them an
owner and a group. The owner will be your login name and the group will be your default (or login)
group. Each UNIX user belongs to one or more groups, and when you log in you are put automatically
into your default group. Files that you create are owned by you and assigned to your default group. If you
are amember of other groups, you can use the chgrp command to change the group of an existing fileto
one of your other groups.

Suppose that your login name is karen, your default group is userl, and you're also a member of the
group planners, which is supposed to brainstorm new products for your company. Y ou want your
planners coworkers to see your memos and project plans, but you want to keep those documents secret
from other users. Y ou also have another directory, jokes, that you want to share with everyone, and a
directory called musings, in which you keep private notes. The following commands create the
directories and set appropriate directory permissions:

$ cd

$ nkdir jokes nmenbs nusings

$1s -l

total 6

drwx——2 karen userl 512 Jan 3 19:12 j okes
drwx——2 karen userl 512 Jan 3 19:12 nenos
drwx——2 karen userl 512 Jan 3 19: 12 nusi ngs

$ chgrp pl anners menos
$ chnod g+rx nenos

$ chnod go+rx jokes

$1ls -1l
total 6
drwxr-xr-x 2 karen userl 512 Jan 3 19:12 jokes
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drwxr - x—2 karen pl anners 512 Jan 3 19:12 nenos

drwx——2 karen userl 512 Jan 3 19:12 nusi ngs

The mkdir command creates the directories with default permissions that depend on Karen's umask. (The
section "Default File and Directory Permissions—Y our umask," later in this chapter, explains the
umask.) Only the owner, Karen, can read, write, and execute the directories. She wants the memos
directory to be accessible to other members of the group planners (but no one else), so she uses chgrp to
change its group to planners and then uses chmod to add group-read and group-execute permissions. For
the directory jokes, she uses chmod again to add read and execute permission for everyone. She leaves
the directory musings alone because it already has the permissions she wants.

The chmod command expects two or more arguments, a permission specification, and one or more files:
$ chnod perm ssions file(s)

Y ou can specify permissions either symbolically or absolutely. The preceding example provides
examples of symbolic permissions, which are intuitively easy to work with. They consist of one or more
of the characters ugo, followed by one of +-=, and finally one or more of rwx. The ugo characters stand
for user (the file's owner), group, and other. As before, rwx stands for read, write, and execute
permissions. Y ou use the plus (+) and minus (-) signs to add or subtract permissions, and the equals sign
(=) to set permissions absolutely, regardless of the previous ones. Y ou can combine these strings any way
you want. Table 3.2 shows some examples.

Table 3.2 Symbolic optionsto chmod.
Opti on Resul t

u+rwx Turn on owner read, write, and execute permissions

u-w Remove owner write permission

go+X Add execute permission for group or other

O-r'wx Remove all other permissions

O-W, OgHH Remove owner write permission and set other and group permissions to read (no write or

execute permission)
u+rwx, og+x [Set owner read, write, and execute permission, and execute permission for al other users
ugo+rwx Turnon al permissionsfor all users

The examplesin Table 3.2 show only afew of the ways in which you can combine symbolic
permissions. Note that you can specify different permissions for owner, group, and other in the same
command, by using comma-separated permission specifications, asin the fifth and sixth examples.

Also note that the equals sign works differently than the plus and minus signs. If you type chmod g+w
memol, chmod adds group write permission to that file but leaves the read and execute permissions as
they were, whether they were on or off. However, if you type chmod g=w memol, you turn on write
permission and turn off read and execute permissions, even though you don't mention those permissions
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explicitly:
$1s -1 nmenol

-rwr—+— 1 karen pl anners 1721 May 28 10: 14 nenol
$ chnod g+w nmenol

$1s -1 nmenol

-rwrwr—1 karen pl anners 1721 May 28 10: 14 nenol
$ chnod g=w nmenol

$1s -1 nmenpl

-rw—wr—1 karen pl anners 1721 May 28 10: 14 nenol

The first chmod turns on write permission for members of the group planners, which is probably what
Karen wants. The second chmod sets write permission but turns off read and execute permissions. It
makes no sense to give afile write permission without also giving it read permission, so the first
command is better.

Setting permissions properly may seem intimidating at first, but after you work with them alittle, you'll
feel more comfortable. Create some files with touch, and then experiment with various chmod commands
until you have agood feel for what it does. Y ou'll find that it looks more complicated on paper than in
practice.

After you become comfortable with symbolic modes, you may want to move on to absolute modes,
which are given as numbers. Numeric modes save you some typing because you can specify all three
classes of permission with three digits. And, because these specifications are absolute, you don't have to
worry about the file's current permissions; new ones are set without regard to the old ones. In this way,
using absolute modesis similar to using the equals sign with symbolic modes.

When you use absolute modes, you set owner, group, and other permissionsin one fell swoop. You
specify numeric permissions with three digits that correspond to owner, group, and other. Execute
permission has the value 1, write permission 2, and read permission 4. To create a numeric permission
specification, you add, for each class of user, the permission values that you want to grant. Suppose that
you have afilenamed plan-doc2 that you want to make readable and writable by you and other members
of your group, but only readable by everyone else. As Table 3.3 shows, you calculate the correct numeric
mode for the chmod command by adding the columns.

Table 3.3. Calculating numeric chmod options.

Per m ssi on|Oaner |G oup |G her

Read 4 4 4
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Write 2 2 -
Execute - - -
Total 6 6 4

In Table 3.3, the resulting numeric mode is 664, the total of the columns for owner, group, and other. The
following command sets those permissions regardless of the current ones:

$1s -1 plan-doc2

-r

1 karen pl anners 1721 Aug 14 11:28 pl an_doc?2
$ chnod 664 plan_doc2
$1s -1 plan-doc2

-rwrwr—1 karen pl anners 1721 Aug 14 11: 28 pl an_doc?2

Now suppose that Karen has a game program named trek. She wants everyone on the system to be able
run the program, but she doesn't want anyone to alter or read it. Asthe owner, she wants to have read,
write, and execute permission. Table 3.4 shows how to calculate the correct numeric mode.

Table 3.4. Calculating another set of numeric chmod options.

Per m ssi on |[Omer |G oup |[O her

Read 4 - -
Write 2 - -
Execute 1 1 1
Total 7 1 1

Because the three columns add up to 711, the correct chmod command is as follows:
$ chnod 711 trek

$1s -1 trek

-rwx—x—2 1 karen userl 56743 Apr 9 17:10 trek

Numeric arguments work equally well for files and directories.

Default File and Directory Permissions—Your umask

How are default file and directory modes chosen? Consider the following commands, for example:
$ touch nyfile

$ nkdir nydir
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What permissions will be assigned to myfile and mydir by default, and how can you control those
defaults? After all, you don't want to type a chmod command every time that you create afile or
directory—it would be much more convenient if they were created with the modes that you most often
want.

Y our umask (user-mask) controls default file and directory permissions. The command umask sets a new
umask for you if you're dissatisfied with the one that the system gives you when you log in. Many users
include aumask command in their login start-up files (.profile or .login). To find out your current umask,
just type umask:

$ umask

022

To change your umask, enter umask and athree digit number that specifies your new umask. For
instance, to change your umask to 027, enter the following command:

$ umask 027

UNIX determines the default directory modes by subtracting your umask from the octal number 777.
Therefore, if your umask is 027, your default directory modeis 750.

The result of this arithmetic is a mode specification like that which you give chmod, so the effect of
using the umask command is similar to using a chmod command. However, umask never setsfile
execute bits, so you must turn them on with chmod, regardiess of your umask. To find the corresponding
file permissions, you subtract your umask from 666. For example, if your umask is 022, your default file
modes will be 644.

Table 3.5 shows some typical umasks and the default file and directory modes that result from them.
Choose one that is appropriate for you and insert it into your login start-up file. Table 3.5 shows file and
directory modes both numerically and symbolically, and umask values range from the most to the least
secure.

Table 3.5. Typical umask values.

umask Val ue|Default File Mde|Default Directory Mde
077 600 (r -) 700 (rwx )

067 600 (rw -) 710 (rwx—x—-)

066 600 (rw -) 711 (rwX—x—X)

027 640 (rw-r——-) 750 (rwxr-xr-x)

022 644 (rw-r—r—) 755 (rwxr-xr-x)

000 666 (rw-rw-rw-) 777 (rWXrwxrwx)

Perhaps the best way to understand umask valuesisto experiment with the commands umask, touch,
mkdir, and Is to see how they interact, asin the following examples:
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$ umask 066

$ touch nyfile

$ nkdir nmydir

$1s -l

-rw——-=2 karen userl 0O Feb 12 14:22 nyfile
drwx—x—2 2 karen userl 512 Feb 12 14:22 nydir
$ rmnyfile

$rodir nydir

$ umask 027

$ touch nyfile

$ nkdir nmydir

$1ls -1l

-rwr—1 karen userl 0O Feb 12 14:23 nyfile

drwxr-x— 2 karen userl 512 Feb 12 14:23 nydir

The umask command may seem confusing, but it'simportant. Y ou must choose a umask that provides
the default file and directory permissions that are right for you. Otherwise, you'll spend all your time
changing file and directory permissions, or leave your files and directories with insecure permissions.

Hard and Symbolic Links

The In (link) command creates both hard and symbolic links. When you refer to the file "prufrock” in the
command cat prufrock, UNIX trandlates the filename into an internal name. Because UNIX uses a
different representation for itsinternal bookkeeping, you can refer to files by more than one name. A
hard link is an aternative name for afile. Suppose you have afile data and you use In to make a hard link
to it called data2:

$ In data data2
$Is

data data?2

The name data2 now refersto exactly the same internal file as data. If you edit data, the changes will be
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reflected in data2 and vice versa. Data? is not a copy of datal but a different name for the samefile.
Suppose that Karen enters:

$ In nmenol neno2

Karen now has two filenames—memol and memo2—that refer to the same file. Since they refer to the
same interna file, they are identical except for their names. If she removes memol, memo2 remains
because the underlying file that memo2 refersto is still there. UNIX removes the internal file only after
you remove all of the filenames that refer to it, in this case both memol and memo2. Y ou can now see
that rather than saying that rm removes afile, it's more accurate to say that it removes the file's name
from the file system. When the last name for afileis gone, UNIX removes the internal file.

What good are hard links? Sometimes peopl e working together on projects share files. Suppose that you
and Joe work on a report together and must edit the same file. Y ou want changes that you make to be
reflected in Joe's copy automatically, without having Joe copy the file anew each time you change it. Y ou
also want Joe's changes to be reflected in the copy. Instead of trying to synchronize two separate files,
you can make a hard link to Joe's file. Changes he makes will be reflected in your version and vice versa
because you both are working with the same file even though you use different names for it.

A symbolic link (also known as a symlink) allows you to create an alias for afile, a sort of signpost in
the file system that points to the real file someplace else. Suppose that you frequently look through your
friend Joe's Italian recipes, but you are tired of typing:

$ cat /hone/joel/recipes/italian/pizzal quattro_stagi one

Y ou could copy his recipesto your home directory, but that would waste disk space and you would have
to remember to check for new recipes and copy those aswell. A better solution isto create a symbolic
link in your home directory that points to Joe's directory. You use In's -s option to create symbolic links:

$ cd
$In -s /honme/joel/recipes/italian italian
$Is italian

| i nguini  pasta_primvera
Y our symbolic link italian now points to Joe's recipes, and you can conveniently look at them.

There are some important differences between hard and symbolic links. First, you can't make a hard link
to adirectory, asin the example above. Hard links cannot cross disk partitions, and you can't make a hard
link to afilein a network file system. Symbolic links can do all of these jobs.

Hard links must refer to areal file, but symbolic links may point to afile or directory that doesn't exist.
Suppose that you have a symbolic link to your colleague's file /home/ann/work/projectd/memos/paper.ms
and she removesit. Your symlink still pointsto it, but the file is gone. Asaresult, commands likelsand
cat may print potentially confusing error messages:

$1Is

paper. ns
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$ cat paper.ns

cat: paper.ns not found

Why can't cat find paper.ms when |s shows that it's there? The confusion arises because Isistelling you
that the symbolic link paper.msisthere, whichitis. Cat looks for the real file—the one the symbolic link
points to—and reports an error because Ann removed it.

A final differenceisthat permission modes on symbolic links are meaningless. UNIX uses the
permissions of the file (to which the link points) to decide whether you can read, write, or execute the
file. For example, if you don't have permission to cat afile, making asymlink to it won't help; you'll still
get a permission denied message from cat.

Summary

In this chapter you've learned alot: the basics of creating and manipulating files and directories, some
shell tricks, and afair amount about the UNIX file system. While it may seem overwhelming now, it will
guickly become second nature as you work with UNIX files. However, you've only scratched the
surface—you'll want to consult the manual pages for echo, cat, Is, cp, rm, mv, mkdir, chmod, and In to
get the details. UNIX provides a cornucopia of powerful file manipulation programs, text editors,
production-quality text formatters, spelling checkers, and much more. Read on and practice.

ol 291
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4 — Listing Files

This chapter covers some useful commands and constructs that help you better manage your datafiles.
As a system matures, the file system becomes an eclectic collection of data files—some old, some new,
some borrowed, some blue. The file system maintains information about datafiles such asfile
ownership, the size of thefile, and the access dates. All of thisinformation is useful in helping to manage
your data. You'll learn more about Is, the directory list command. In addition, you'll learn about the find
command, which you can use to locate files even when you don't know the complete path name.

Sometimes you want to limit the scope of acommand so that the output from the command is more
focused. Y ou accomplish this by using partial filenames and some specia wildcard characters. This
chapter discusses three ways of causing the system to make filename substitutions.

You'll also look at two of the most powerful features of UNIX—redirection and piping—which are
methods for rerouting the input and output of most commands.

Listing Files and Directories: Is Revisited

Asyou learned in Chapter 3, "The UNIX File System: Go Climb aTree," the Is command lists the names
of files and directories. This section reviews the basics of |s and provides examples of its options.

Is The Short and Long of It

Inits simplest form, the Is command without arguments displays the names of the files and directoriesin
the current working directory in alphabetical order by name. For example,

$1Is
21X LI NES. dat LI NES. i dx PAGES. dat PAGES. i dx
acct . pds mar sha. pds plil t1l users

On some systems, the default output from Isis a single column of output. Most of the examplesin this
chapter use the columnar format to conserve space.

The ls command can also accept afilename as a command line parameter. For example,
$ |I's marsha. pds

mar sha. pds
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If the command line parameter is a directory name, al the filesin that directory are listed. For example,
$ |s users

dave mar sha m ke

Notice that the files are listed in order by collating sequence. That is, files beginning with numbers come
first; files beginning with uppercase characters come next; and files beginning with lowercase characters
come last. Also notice that although this format displays your filenames in a compact fashion, it doesn't
give you much information about the files. Y ou can get more detail about the files by requesting along
listing with the - option. For example,

$1ls -l

-rwXr-xr— 1 asm adept 512 Dec 14 16:16 21x
-rwrwr— 1 marsha adept 1024 Jan 20 14:14 LI NES. dat
-rwrwr— 1 marsha adept 3072 Jan 20 14:14 LI NES.idx
-rwrwr— 1 marsha  adept 256 Jan 20 14: 14 PAGES. dat
-rwrwr— 1 marsha adept 3072 Jan 20 14: 14 PACES. i dx
-rwrwr— 1 marsha acct 240 May 5 1992 acct. pds
-rwrwr— 1 marsha  adept 1024 Nov 22 15:42 marsha. pds
-rWXrwxr— 4 root Ssys 243072 Aug 22 1991 pl1l
-rWXrwxr— 4 root Ssys 256041 Aug 22 1991 t11
drwrwr— 1 marsha  adept 3072 Oct 12 11:42 users

A long listing displays seven columns of information about each file. In the first line of the listing,
-rwxr-xr—  |indicates the file€'s type and permissions

1 indicates the number of links to thefile

asm iIsthe user ID of the file's owner

adept isthe group ID of the group that the owner belongs to

512 Isthe size of thefilein bytes

Dec 14 16:16 |is the time stamp—the date and time when the file was last modified

21X isthe name of thefile (refer to Figure 3.4 in Chapter 3)

The first and second columns require a bit more explanation. The first column is aten-character field that
indicates the file's mode—its type and its permissions. In thefirst line of thelist, the file's modeis
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-rwxr-xr—. The first character tells the file type, which is ahyphen (-) for regular files, and d for
directories. In this example, the first nineitemsin thelist are dl ordinary files, and the last itemisa
directory.

The next nine characters of the entry are the file's permissions—three sets of three characters that control
which users may access afile and what they can do with it. The first set of three characters controls what
the file's owner can do; the second set of three characters controls what othersin the group can do; and
the third set of three characters controls what all other users can do. Each set of three characters shows
read (r), write (w), and execute (x) permission, in that order. A hyphen (-) means that the permission is
denied.

The second column of the long listing is the number of linksto thisfile. All the files except two—pl11
and t11—are pointed to only from this directory. p11 and t11 have entries in three other directories, for a
total of four links.

Y ou should refer to the "Keeping Secrets—File and Directory Permissions’ section in Chapter 3 for a
complete description of file types and for further details on file permissions. File links are covered in the
"Hard and Symbolic Links" section of Chapter 3.

Other Is Options
The Is command has several options. This section covers many of the ones more frequently used.
Showing Hidden Files with -a

The Is option doesn't normally list files that begin with a period. Suppose that the directory displayed in
the previous section also contained afile named .profile. In that case, you would see

$1s -a
.profile 21X LI NES. dat
LI NES. i dx PAGES. dat PAGES. i dx acct. pds mar sha. pds

pll t11 users
Note that thefiles. and .. represent the current and parent directories, respectively.

Y ou can combine options, as in this example:

$1s -al

-rwr—+— 1 marsha  adept 2156 Jul 19 1991

-rwr—+— 1 marsha adept 2246 Jul 19 1991

-rwr—+— 1 marsha adept 117 Jul 19 1991 .profile
-rwXr-xr— 1 asm adept 512 Dec 14 16:16 21x
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-rwrwr— 1 marsha adept 1024 Jan 20 14:14 LI NES. dat
-rwrwr— 1 marsha adept 3072 Jan 20 14:14 LI NES.idx
-rwrwr— 1 marsha  adept 256 Jan 20 14: 14 PAGES. dat
-rwrwr— 1 marsha adept 3072 Jan 20 14:14 PAGES. i dx
-rwrwr— 1 marsha acct 240 May 5 1992 acct. pds
-rwrwr— 1 marsha  adept 1024 Nov 22 15:42 marsha. pds
-rWXrwxr— 4 root Sys 243072 Aug 22 1991 plil

- WXrwxr— 4 root Ssys 256041 Aug 22 1991 t11
drwrwr— 1 marsha  adept 3072 Oct 12 11:42 users

Showing File Types with -F

Another useful option is-F, which distinguishes directory and executable files from ordinary files. The
-F option causes a slash (/) to be appended to the filename for directories and an asterisk (*) to be
appended to files which are executable. For example,

$1s -F
21x* LI NES. dat LI NES. i dx PAGES. dat PAGES. i dx
acct . pds mar sha. pds pl1* t11* users/

Listing Files Whose Names Contain Nonprintable Characters with -q

When afileis created, the filename can inadvertently acquire nonprintable characters. Suppose that a
filename contained a backspace character (represented here as*H). The file named abcd*Hefg would
display in anormal Is command as abcefg. Because you cannot see the backspace character, you might
be confused about the actual filename. With the Is -q option, this filename would display as abcd?efg.

Even if you don't know what the mystery character is, you can still work with the file by using filename
substitution (discussed in the next section). If you need to know the exact nature of the mystery
character, you can use the -b option, which causes the nonprintable character to print in octal mode. With
the b option, the filename would display as abcd\010efg, in which \010 is the octal representation of a
backspace.

Other Useful Is Options

Additional |s options include the following:

http://docs.rinet.ru/UNIXy/unx04.htm (5 of 21) [4/27/1999 10:46:41 AM]



UNIX Unleashed unx04.htm

-u[Used with -1, causes the last access time stamp to be displayed instead of the last modification time.

-s[Used with -1, gives the file size in blocks instead of bytes.

-t [Sorts the output by time stamp instead of name. Used with -u sorts the output by access time.

: Reverses the order of the output. By itself, displays the output in reverse al phabetic order, used with
-t, displays the output by the most recent time stamp.

-X [Forces the output into multicolumn

Using Metacharacters When Referring to Filenames

So far you've learned how to work with files by referring to their complete names. Sometimes, however,
it isuseful to refer to severa files without having to name each one of them. Likewise, if you can
remember only part of afilename, it is useful to list al the files whose names contain that part. UNIX
provides metacharacters, also known as wildcards, which enable you to refer to files in these ways.

There are two metacharacters: the question mark (?) and the asterisk (*). In addition to metacharacters,
filename substitution can be done on character sets. For more information about metacharacters, see
Chapter 11, "Bourne Shell," Chapter 12, "Korn Shell," and Chapter 13, "C Shell."

Pattern Matching on a Single Character

In filename substitution, the question mark (?) stands for any single character. Consider the following
directory:

$l s

21x LI NES. dat LI NES. i dx PAGES. dat PAGES. i dx
acct. pds mar sha. pds pl0 pl01 pll

t11 z11

Y ou can use the question mark (?) in any position. For example,
$1s ?11

pl1l t11 z11

Y ou can also use more than one question mark in a single substitution. For example,
$1ls p??

pl0 pll

The following command gives you al three-character filenames:
$ s ?2?2?

21x p10 pl1l t11 z11
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Suppose that you wanted to list all of the files that begin with LINES. We could do this successfully with
$ |'s LINES. ???

LI NES. dat LI NES. i dx

Now suppose that you wanted to find the files that end in .pds. The following two commands illustrate
how to do this:

$ |s ??2??. pds
acct. pds

$

mar sha. pds
Pattern Matching on a Group of Characters

In the previous example, to list all of the files ending in .pds using single character substitution, you
would have to know exactly how many characters precede the period. To overcome this problem, you
use the asterisk (*), which matches a character string of any length, including alength of zero. Consider
the following two examples:

$1Is *. pds
acct . pds mar sha. pds
$ Is plo*

pl0 pl01

Aswith single character substitution, more than one asterisk (*) can be used in a single substitution. For
example,

$ls *. *
LI NES. dat LI NES. i dx PAGES. dat PAGES. i dx acct. pds
mar sha. pds

Pattern Matching on Character Sets

Y ou have seen how you can access a group of files whose names are similar. What do you do, though, if
you need to be more specific? Another way to do filename substitution is by matching on character sets.
A character set isany number of single alphanumeric characters enclosed in square brackets—|[ and |].

Suppose that you wanted alist of al the filenames that start with p or t followed by 11. Y ou could use
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the following command:
$1s [pt]ll

pll t11

Y ou can combine character sets with the metacharacters. To list the names of all the files that begin with
p or t, you could use

$1s [pt]*

p10 p101 pll t11

Now suppose that you wanted alist of al the filenames that begin with an uppercase aphabetic
character. Y ou could use

$ |'s [ ABCDEFGH JKLMNOPQRSTUWWKYZ] *

LI NES. dat LI NES. i dx PAGES. dat PAGES. i dx

If you're guessing that there might be a better way to do this, you're right. When the charactersin a
character set substitution are in sequence, you can use a hyphen (-) to denote all of the charactersin the
sequence. Therefore, you can abbreviate the previous command in this way:

$1s [A2Z]*

If a character sequence is broken, you can still use the hyphen for the portion of the character set that is
In sequence. For example, the following command lists all the three-character filenames that begin with
p,q,r st andz

$1ls [p-tz]??
p10 pll t11 z11

How File Substitution Works

It isimportant to understand how file substitution actually works. In the previous examples, the s
command doesn't do the work of file substitution—the shell does. (Refer to Chapter 10, "What Isa
Shell," for more information.) Even though all the previous examples employ the Is command, any
command that accepts filenames on the command line can use file substitution. In fact, using the simple
echo command is a good way to experiment with file substitution without having to worry about
unexpected results. For example,

$ echo p*

pl0 pl01 pl1

When a metacharacter is encountered in a UNIX command, the shell looks for patternsin filenames that
match the metacharacter. When amatch is found, the shell substitutes the actual filename in place of the
string containing the metacharacter so that the command sees only alist of valid filenames. If the shell
finds no filenames that match the pattern, it passes an empty string to the command.
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The shell can expand more than one pattern on asingle line. Therefore, the shell interprets the command
$ Is LINES. * PAGES. *

as
$ Is LINES. dat LINES. i dx PAGES. dat PAGES. i dx

There are file substitution situations that you should be wary of. Y ou should be careful about the use of
whitespace (extra blanks) in acommand line. If you enter the following command, for example, the
results might surprise you:

$ Is LINES. *

LI NES.: not found

21X LI NES. dat LI NES. i dx PAGES. dat PAGES. i dx
acct . pds mar sha. pds pl0 pl01 plil
t11 z11

What has happened is that the shell interpreted the first parameter as the filename LINES. with no
metacharacters and passed it directly on to Is. Next, the shell saw the single asterisk (*), and matched it to
any character string, which matches every file in the directory. Thisis not abig problem if you are
simply listing the files, but it could mean disaster if you were using the command to delete data files!

Unusual results can also occur if you use the period (.) in ashell command. Suppose that you are using
the

$1ls .*

command to view the hidden files. What the shell would see after it finishes interpreting the
metacharacter is

$1ls . .. .profile

which gives you a complete directory listing of both the current and parent directories.

When you think about how filename substitution works, you might assume that the default form of thels
command is actually

$1s *

However, in this case the shell passesto |s the names of directories, which causes|sto list all thefilesin
the subdirectories. The actual form of the default Iscommand is

$1s .

The find Command

One of the wonderful things about UNIX isits unlimited path names. A directory can have a subdirectory
that itself has a subdirectory, and so on. This provides great flexibility in organizing your data.
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Unlimited path names have a drawback, though. To perform any operation on afile that is not in your
current working directory, you must have its complete path name. Disk files are alot like flashlights:
Y ou store them in what seem to be perfectly logical places, but when you need them again, you can't
remember where you put them. Fortunately, UNIX has the find command.

The find command begins at a specified point on adirectory tree and searches all lower branches for files
that meet some criteria. Since find searches by path name, the search crosses file systems, including
those residing on a network, unless you specifically instruct it otherwise. Once it finds afile, find can
perform operations on it.

Suppose you have afile named urgent.todo, but you cannot remember the directory where you stored it.
Y ou can use the find command to locate thefile.

$ find / -nane urgent.todo -print

[ usr/ hone/ st uf f/urgent.todo

The syntax of the find command is alittle different, but the remainder of this section should clear up any
guestions.

The find command is different from most UNIX commands in that each of the argument expressions
following the beginning path name is considered a Boolean expression. At any given stop along a branch,
the entire expression is true—file found—if al of the expressions are true; or false—file not found—if
any one of the expressionsisfalse. In other words, afileisfound only if all the search criteria are met.
For example,

$ find /usr/honme -user narsha -size +50

istrue for every file beginning at /usr/home that is owned by Marsha and islarger than 50 blocks. It is
not true for Marshas files that are 50 or fewer blocks long, nor isit true for large files owned by someone
else.

An important point to remember is that expressions are evaluated from left to right. Since the entire
expression isfalseif any one expression isfalse, the program stops evaluating afile as soon asit fails to
pass atest. In the previous example, afile that is not owned by Marshais not evaluated for its size. If the
order of the expressionsis reversed, each file is evaluated first for size, and then for ownership.

Another unusual thing about the find command is that it has no natural output. In the previous example,
find dutifully searches all the paths and finds all of Marsha's large files, but it takes no action. For the
find command to be useful, you must specify an expression that causes an action to be taken. For
example,

$ find /usr/hone -user ne -size +50 -print
/usr/ home/ stuff/bigfile

/[usr/ honme/trash/bigfile.old

first finds all the files beginning at /usr/home that are owned by me and are larger than 50 blocks. Then it
prints the full path name. (Actually, the full path name of the found filesis sent to the standard output
file, which is discussed later in this chapter.)
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The argument expressions for the find command fall into three categories:
« Search criteria

« Action expressions

o Search qudlifiers

Although the three types of expressions have different functions, each is still considered a Boolean
expression and must be found to be true before any further evaluation of the entire expression can take
place. (The significance of thisis discussed later.) Typically, afind operation consists of one or more
search criteria, a single action expression, and perhaps a search qualifier. In other words, it finds afile
and takes some action, even if that action is simply to print the path name. The rest of this section
describes each of the categories of the find options.

Search Criteria

Thefirst task of the find command is to locate files according to some user-specified criteria. Y ou can
search for files by name, file size, file ownership, and several other characteristics.

Finding Files with a Specific Name: -name fname

Often, the one thing that you know about afile for which you're searching is its name. Suppose that you
wanted to locate—and possibly take some action on—all the files named core. Y ou might use the
following command:

$ find / -nane core -print

Thislocates all the files on the system that exactly match the name core, and it prints their complete path
names.

The -name option makes filename substitutions. The command

$ find /usr/honme -nane "*.tnp" -print

prints the names of all the filesthat end in .tmp. Notice that when filename substitutions are used, the
substitution string is enclosed in quotation marks. Thisis because the UNIX shell attempts to make
filename substitutions before it invokes the command. If the quotation marks were omitted from "* .tmp"

and if the working directory contained more than one *.tmp file, the actual argument passed to the find
command might look like this:

$ find /usr/hone -nane a.tnp b.tnp c.tnp -print
Thiswould cause a syntax error to occur.
Locating Files of a Specific Size: -size n
Another useful feature of find isthat it can locate files of a specific size. The -size n expression is agood

example of a search criterion that is evaluated numerically. The numeric portion of the expression may
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be integersin the form n, -n, or +n. An integer without a sign matches if the file is exactly n. An integer
preceded by a minus sign matches if the requested file is smaller than n. An integer preceded by a plus
sign matchesif thefileislarger than n. For example,

$ find / -size +100 -print
prints the names of all the files that are more than 100 blocks long.

In the -size expression, the integer may be suffixed with the character c. With the suffix, the match is
made on the file size in characters. Without the suffix, the match is made on the file size in blocks.
Therefore, the command

$ find / -size -512c -print
prints the names of all the filesthat are less than 512 bytes long.

Other search criteriainclude:

Looks for files that are owned by the user with the login name of uname. If unameis

-user uname o
numeric it is compared to the user number.

Looks for files that are owned by a member of the group gname. If gname is numeric, it

~group ghame; o compared to the group number.

Looks for files that were last accessed n days ago. n must be an integer. It can take the

-atimen
formn, -n, or +n.

-mtime n Looks for files that were last modified n days ago. n must be an integer.

Looks for files whose permission flags match the octal number onum. If onum is
preceded by a minus sign, the match will be made if the permission flag has the bit(s) set
that matches the bit(s) in onum. For example, the expression -perm -100 will be true for
any file that is executable by its owner.

-perm onum

-links n A match if thefile has n links. n must be an integer. It can take the form n, -n, or +n.
Looks for filesthat are of type x. Valid valuesfor x are: b for ablock special file, c for a

-type X character special file, d for adirectory, p for afifo (named pipe), and f for an ordinary
file.

-newer fname |Looks for files that have been modified more recently than the file fname.

-local Looks for files that reside on the local system as opposed to aremote site.

Locating Files of a Specific Size: -size n

Once the find command has located afile, it must be told what to do with it. These are called action
expressions.

Displaying the Path Names of Found Files: -print

Asyou know, it does little good to locate afile, and then take no action. One commonly used action is
the print expression, which causes the compl ete path name to be printed when afileisfound. Thisis
useful if you want to check for the existence of afile before deciding to take some other action.

http://docs.rinet.ru/UNIXy/unx04.htm (12 of 21) [4/27/1999 10:46:41 AM]



UNIX Unleashed unx04.htm

Executing a UNIX Command on the Found Files: -exec cmd \;

Sometimes you know what action you want to take once you find afile. In those cases, you can use the
expression

exec cnd \;

where cmd isany UNIX command. \; tells the find command to take the action specified between exec
and \;. find then continues to evaluate argument expressions.

The most powerful aspect of the find command is the unique file substitution method found within the
exec cmd expression. In any cmd statement, the argument {} is replaced with the name of the currently
matched file. For example, suppose that the command

$ find /usr/hone -nane core -print
gives the following results:
/ usr/ hone/ dave/ core

[ usr/ hone/ mar sha/ cor e

[ usr/ hone/ m kel core

The command
$ find /usr/honme -nane core -exec rm{} \;

has the same effect as issuing these commands:
$ rm/usr/ hone/ dave/ core

$ rm/usr/home/ m ke/ core

$ rm/usr/ home/ mar shal/ core
Executing a UNIX Command on Found Files, But Querying First: -ok cmd \;

The -ok expression works exactly like the -exec expression, except that the execution of the command is
optional. When it encounters an ok expression, the find program displays the generated command, with
all substitutions made, and prints a question mark. If the user typesy, the command is executed.

Writing Found Files to a Device: -cpio device

The -cpio device action expression causes afile to be written to a given device in cpio form. For
example, the command

$ find /usr/hone -cpio -0 >/dev/rnt0

writes al the filesin /usr/home and al its subdirectories to the magnetic tape device /dev/rmt0. Thisisa
good way to back up datafiles. It is a shorthand equivalent of

$ find /usr/home -print | cpio >/dev/rn0
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Search Qualifiers

There are times when you may want the find command to alter its normal search path. Thisis
accomplished by adding search qualifiers to the find command.

Searching for Files on Only the Current File System: -mount

The -mount search qualifier restricts the search to the file system named in the starting point. For
example, the command

$ find / -nount -type d -print

prints the names of all the directoriesin only the root file system.
Altering the Search Path with -depth

The -depth search qualifier alters the seek order to a depth-first search. The find command processes the
filesin adirectory before it processes the directory itself. This helpsin finding files to which the user has
access, even if his accessto the directory isrestricted. To see the difference, try the following two
commands. Remember that -print is always true.

$ find /usr -print
$ find /usr -depth -print
Combining Search Criteria

Y ou can combine search criteriain a single command. Because the expressions in afind command are
evaluated from left to right and the search fails when any one expression fails, the effect isalogical
AND. For example, the command

$ find /usr/home -nane "*.tnp" -atinme +7 -exec rm{} \;
removes all the filesthat end in .tmp and that have not been accessed in the last 7 days.

Suppose, though, that you wanted to locate files ending in either .tmp or .temp. Y ou could use the
expression -name "*mp", but you might find files that you didn't expect. The solution isto combine
search criteriain alogical OR expression. The syntax is

\'( expression -0 expression \)

The\ in front of the parentheses is an escape character; it prevents the shell from misinterpreting the
parentheses. The following command line, for example, finds files ending in either .tmp or .temp:

$ find /usr/honme \( -nane "*.tnp" -0 -nane "*.tenmp" \)
Negating Expressions to Find Files That Don't Meet Criteria

Suppose that Marsha wanted to see whether anyone was putting files into her personal directory. She
could use the negation operator (!), asin

$ find /usr/honme/ marsha ! -user marsha -print
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$ /usr/ hone/ mar sha/ daves. t odo
Specifying More Than One Path to Search

By specifying a directory in which the find command should begin searching, you can control the scope
of the search. The find command actually takes alist of directoriesto be searched, but you must specify
all paths before you supply any expression arguments. For example, the command

$ find /usr/honme/ m ke /usr/honme/ dave

produces alist of all the filesin Mike's and Dave's directories and in your current working directory.

®NOTE: Y ou must specify at least one directory for a search. To specify the current directory for a
search, use .pathname.

Controlling Input and Output

One thing common to amost al computer programsis that they accept some kind of input and produce
some kind of output. UNIX commands are no different. In this section, you'll discover how you can
control the source of input and the destination of output.

One reason why UNIX is so flexible is that each program is automatically assigned three standard files:
the standard input file, the standard output file, and the standard error file. Programmers are not restricted
to using only these files. However, programs and commands that use only the standard files permit
maximum flexibility. The three standard files also can be redirected. When it is not redirected, the
standard input file is the user's keyboard, and both standard output and standard error go to the user's
screen.

Output Redirection

Two operators enable you to redirect output to afile: > and >>. The > operator either creates anew file
that contains the redirected output, or overwrites an existing file with the redirected output. The >>
operator appends the new output to the end of the specified file. That is, if the file aready contains data,
the new output is added to the end of it.

To divert the standard output from your screen, use the > operator. Consider the directory used in an
example at the beginning of this chapter. To redirect the output to afile named dirfile, you would use the
command

$I1s >dirfile

Now you could use dirfile in another command. For example,
$ cat dirfile

21X

LI NES. dat
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LI NES. i dx
PAGES. dat
PAGES. i dx
acct . pds
dirfile
mar sha. pds
pll

t11

users

@NOTE: Notice that the specified output file, dirfile, already appearsin the listing. Thisis because
the first thing that |s doesisto open its output file.

®NOT E: When the output of Isisredirected, the default output isin asingle column. Thisis useful
if the result isto be processed by another command that |ooks for one filename per line.

The > operator causes a new file to be created. If you had already created afile named dirfile, it would be
deleted and replaced with the new data. If you wanted to add the new data to the old dirfile, you could
use the >> operator. For example:

$1s -x >dirfile
$1s -x >dirfile

$ cat dirfile

21x LI NES. dat LI NES. i dx PAGES. dat PAGES. i dx
acct. pds dirfile mar sha. pds pll t11

users

21x LI NES. dat LI NES. i dx PAGES. dat PAGES. i dx
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acct. pds dirfile mar sha. pds pll t11

users
Input File Redirection

There are two possible sources of input for UNIX commands. Programs such as s and find get their
input from the command line in the form of options and filenames. Other programs, such as cat, can get
their data from the standard input as well as from the command line. Try the cat command with no
options on the command line:

$ cat
There isno response. Because no files are specified with the command, cat waits to get its input from

your keyboard, the standard input file. The program will accept input lines from the keyboard until it sees
aline which begins with Ctrl+D, which is the end-of-file signal for standard input.

To redirect the standard input, you use the < operator. For example, if you wanted cat to get its input
from dirfile, you could use the command
$ cat <dirfile

The difference between this command and
$ cat dirfile
isasubtle one. In filenames provided as options to a command, you can use filename substitution. When

redirecting input, you must use the name of an existing file or device. Therefore, the following command
iIsavalid UNIX command:

$ cat dir*
Y ou cannot, however, use the following command, for it isan invalid UNIX command:
$ cat <dir*

Redirecting Error Messages

Most commands have two possible types of output: normal or standard output, and error messages.
Normally, error messages display to the screen, but error messages can also be redirected.

Earlier in this chapter, you saw the following example with a space between the partial filename and the
metacharacter:

$ Is LINES. *

LI NES.: not found

21X LI NES. dat LI NES. i dx PAGES. dat PAGES. i dx
acct . pds mar sha. pds pl0 pl01 plil
t11 z11
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It appears that all of the output in this example is on the standard output. However, if you change the
command dlightly, you get different results:

$Is LINES. * >dirfile
LI NES. : not found

What has happened is that the legitimate output from the Is command has been redirected to dirfile, and
the error message has been sent to the standard error file.

To redirect error messages, use the > operator prefixed with a 2. For example,
$ Is LINES. * 2>errmsg

21X LI NES. dat LI NES. i dx PAGES. dat PAGES. i dx
acct . pds mar sha. pds pl0 pl01 pll
t11 z11

Now the error message has been directed to the file errmsg, and the legitimate output has gone to the
standard output file.

Y ou can redirect both standard output and standard error for the same command. For example,
$1s LINES. * >dirfile 2>errnsg

Y ou cannot redirect the same standard file twice. For example, the following command isinvalid:
$Is >dirfile >anotherdir

If you wanted to discard all error messages, you could use the following form:
$1s LINES. * >dirfile 2>/dev/null

@N OTE: The standard error redirection operator (2>) is actually the same operator as standard
output redirection (>). When aUNIX program opensfiles, they are given integer numbers. The three
standard files are numbered 0, 1, and 2.

0 isassumed for input redirection. 1 is assumed for output redirection; therefore, redirection of standard
output can also be written as 1>. Redirection is not restricted to only the first three files. However, to
redirect higher-numbered files, the user would need to know how they are used within the program.

@NOTE: Note for C shell users. In the C shell, error messages cannot be redirected separately from
standard output. In the C-shell you can include error output with standard output by adding an ampersand
(&) to the redirection symbol.

$ISLINES. * >& dirfile
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This command would redirect both standard output and error messages to dirfile.

Using Pipes to Pass Files Between Programs

Suppose that you wanted a directory listing that was sorted by the mode—file type plus permissions. To
accomplish this, you might redirect the output from Isto a datafile and then sort that data file. For
example,

$1Is -1 >tempfile

$ sort <tenpfile

-rwrwr— 1 marsha  adept 1024 Jan 20 14: 14 LI NES. dat
-rwrwr— 1 marsha adept 3072 Jan 20 14:14 LI NES.idx
-rwrwr— 1 marsha  adept 256 Jan 20 14: 14 PAGES. dat
-rwrwr— 1 marsha  adept 3072 Jan 20 14: 14 PACES. i dx
-rwrwr— 1 marsha acct 240 May 5 1992 acct. pds
-rwrwr— 1 marsha  adept 1024 Nov 22 15:42 marsha. pds
-rwrwr— 1 marsha  adept 0 Jan 21 10:22 tenpfile
-r'wWxXr-xr— 1 asm adept 512 Dec 14 16:16 21x

- WXrwxr— 4 root Ssys 243072 Aug 22 1991 pl1l
-rWXrwxr— 4 root Ssys 256041 Aug 22 1991 t11
drwrwr— 1 marsha adept 3072 Cct 12 11:42 users

Although you get the result that you wanted, there are three drawbacks to this method:

« You might end up with alot of temporary filesin your directory. Y ou would have to go back and
remove them.

« The sort program doesn't begin its work until the first command is complete. Thisisn't too
significant with the small amount of data used in this example, but it can make a considerable
difference with larger files.

« Thefinal output contains the name of your tempfile, which might not be what you had in mind.
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Fortunately, there is a better way.
The pipe symbol (|) causes the standard output of the program on the left side of the pipe to be passed

directly to the standard input of the program on the right side of the pipe symbol. Therefore, to get the
same results as before, you can use the pipe symbol. For example,

$1s -1 | sort

-rwrwr— 1 marsha  adept 1024 Jan 20 14: 14 LI NES. dat
-rwrwr— 1 marsha adept 3072 Jan 20 14:14 LI NES.idx
-rwrwr— 1 marsha  adept 256 Jan 20 14: 14 PAGES. dat
-rwrwr— 1 marsha  adept 3072 Jan 20 14: 14 PACES. i dx
-rwrwr— 1 marsha acct 240 May 5 1992 acct. pds
-rwrwr— 1 marsha  adept 1024 Nov 22 15:42 marsha. pds
-rwXr-xr— 1 asm adept 512 Dec 14 16:16 21x
-rWXrwxr— 4 root Sys 243072 Aug 22 1991 plil
-rWXrwxr— 4 root Sys 256041 Aug 22 1991 t11
drwrwr— 1 marsha  adept 3072 Oct 12 11:42 users

Y ou have accomplished your purpose e egantly, without cluttering your disk. It is not readily apparent,
but you have also worked more efficiently. Consider the following example:

$1ls -1 | sort >dirsort & ; ps

PID TTY STAT TI ME COVIVAND

13678 003 R 2: 13 sh
15476 003 R 0:01 Is
15477 003 R 0: 00 sort
15479 003 R 0: 00 ps

Both Is and sort are executing simultaneously, which means that sort can begin processing its input, even
before Is has finished its output. A program, such as sort, that takes standard input and creates standard
output is sometimes called afilter.

The capability to string commands together in a pipeline, combined with the capability to redirect input
and output, is part of what gives UNIX its great power. Instead of having large, comprehensive programs
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perform atask, several smpler programs can be strung together, giving the end user more control over
the results. It is not uncommon in the UNIX environment to see something like this:

$ cndl <infile | cnmd2 -options | cnmd3 | cnd4 -options >outfile
Summary

In this chapter, you learned how to use UNIX commandsto list filenames with |s and to locate files based

on search criteriawith find. Y ou aso learned how to supply partia filenames to acommand by using

filename substitution. Finally, you learned how to reroute input and output by using standard file
redirection and piping.

<o >ie
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Popular Tools

By Pete Holsberg

UNIX isknown not only for its longevity and versatility as an operating system, but also for the variety and number of
utility programs that UNIX publishers provide. UNIX users have long called these programs tools because of the neat

little things each one does and for their capability to be combined into more specialized utilities. (See Chapters 11, 12,
and 13 for information on shell programming.)

Tools usualy provide information or manipulate files and their contents. This chapter deals with the most general of
information-provider tools—a pocketful of handy things that you use all the time and those special few that you keep at
hand for certain special jobs. These tools enable you to do mathematical calculations without your pocket or desk
calculator, check the time and date, get information about yourself and other users, find out details about commands on
your system, and check your disk space. After dealing with these tools for awhile, you'll find yourself using them
without thinking, just as you might use one of the attachments on your Swiss Army knife.
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Making Calculations with dc and bc

UNIX has two calculator programs that you can use from the command line: dc and bc. The dc (desk calculator)
program uses Reverse Polish Notation (RPN), familiar to everyone who has used Hewlett-Packard pocket calculators,
and the bc (basic calculator) program uses the more familiar algebraic notation. Both programs perform essentially the
same calculations.

Calculating with bc

The basic calculator, bc, can do calculations to any precision that you specify. Therefore, if you know how to calculate

pi and want to know its value to 20, 50, or 200 places, for example, use bc. Thistool can add, subtract, multiply, divide,
and raise a number to a power. It can take square roots, compute sines and cosines of angles, cal culate exponentials and
logarithms, and handle arctangents and Bessel functions. In addition, it contains a programming language whose syntax
looks much like that of the C programming language (see Chapter 17, "C Language"). This means that you can use the

following:

« Simple and array variables
« Expressions
o Testsand loops

« Functionsthat you define

Also, bc can take input from the keyboard, from afile, or from both.

Here are some examples of bc receiving input from the keyboard:
$ bc

2*3
6

To do multiplication, al you have to do is enter the two values with an asterisk between them. To exit from bc, just
type Ctrl+d. However, you can also continue giving bc more calculations to do.

Here's a simple square root calculation (as a continuation of the original bc command):
sqrt(11)
3

Oops! The default behavior of bc isto treat all numbers as integers. To get floating-point numbers (that is, numbers
with decimal pointsin them), use the scale command. For example, the following input tells be that you want it to set
four decimal places and then try the square root example again:

scal e=4
sqrt(11)

3. 3166
In addition to setting the number of decimal places with scale, you can set the number of significant digits with length.

Y ou need not always use base-10 for all your calculations, either. For example, suppose that you want to calculate the
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sguare root of the base-8 (octal) number, 11. First change the input base to 8 and then enter the same square root
command as before to do the calculation:

i base=8
sgrt(11)
3. 0000
Crl+D

$

Thisresult is correct because octal 11 is decimal 9 and the square root of 9 is 3 in both octal and decimal.

PRRANI
TIP: If you want to change back to base 10, you must supply the octal value of 10 to the ibase command.
It's simpler to exit from bc—by pressing Ctrl+D—and then restart the program.

Y ou can use a variable even without a program:
$ bc

Xx=5
10* x
50

Here'sasimpleloop in bc's C-like syntax:
y=1

whi | e(y<5){
y"2

y=y+1

}

1

4

9

16

Thefirst line setsy to the value 1. The next four lines establish aloop: the middle two lines repeat aslong as the value
of y islessthan 5 (while(y<5)). Those two repeated lines cause bc to print the value of y-squared and then add one to
the value of y. Note that bc doesn't display the value of avariable when it's on aline with an equals sign (or awhile
statement). Also, note the positions of the braces.
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@CA UTION: Because bc is fussy about spaces and the placement of parentheses and braces, you may not get
what you want the first time that you enter it. Unfortunately, the bc tool that you have and the one used for the
examplesin this book may differ.

Here's another, more compact kind of loop. It setsthe initial value for y, tests the value of y, and adds one to the value
of y, al on oneline:

for (y =1, y <=5, y =y + 1){
3*y

}

12

15

Initially, y is set to 1. Then the loop tests whether the variable is less than or equal to 5. Because it is, bc performs the
calculation 3*y and prints 3. Next, 1 is added to the present value of y, making it 2. That's also less than 5, so bc
performs the 3*y calculation, which resultsin 6 being printed. y isincremented to 3, which is then tested; because 3 is
lessthan 5, 3*y is calculated again. At some point, bc incrementsy to 6, which is neither less than 5 nor equal to it, so
that the loop terminates with no further calculation or display.

Y ou can define and use new functions for the bc program. A bc function is a device that can take in one or more
numbers and calculate a result. For example, the following function, s, adds three numbers:

define s(x,y, z){
return(x+y+z)

}

To use the s function, you enter acommand such as the following:
s(5,9, 22)

36

Each variable name and each function name must be a single lowercase letter. If you are using the math library, bc -I,
(discussed below), the letters a, ¢, €, |, |, and s are aready used.

If you have many functions that you use fairly regularly, you can type them into atext file and start bc by entering bc
myfile.bc (where myfile is the name of text file). The bc program then knows those functions and you can invoke them
without having to type their definitions again. If you use afile to provide input to bc, you can put commentsin that file.
When bc reads thefile, it ignores anything that you type between /* and */.

If scaleis 0, the bc program does modulus division (using the % symbol), which provides the remainder that results
from the division of two integers, asin the following example:

http://docs.rinet.ru/UNIXy/unx05.htm (4 of 20) [4/27/1999 10:46:52 AM]



UNIX Unleashed unx05.htm
scal e=4

5/2
2.5000
592

0

scal e=0

5/2

S0R

1
If scale is not O, the numbers are treated as floating point even if they are typed as integers.

In addition to including C's increment operators (++ and —), bc also provides some special assignment operators: +=,
-=, *=, /=, and *=. See Chapter 17, "C Language," for further explanation.

The built-in math functions include the following:

Functi on|Ret ur ns

|a(x) |The arc tangent of x

|c(x) |The cosine of X

|e(x) |e raised to the x power

|j(n,x) |The Bessel function of n and x, where nis an integer and x is any real number
|I(x) |The natural logarithm of x

|s(x) |Thesine of x

To use these math functions, you must invoke bc with the -1 option, as follows:
$ bc -1

Calculating with dc

As mentioned earlier, the desk calculator, dc, uses RPN, so unless you're comfortable with that notation, you should
stick with bc. Also, dc does not provide a built-in programming language, built-in math functions, or the capability to
define functions. It can, however, take its input from afile.

If you are familiar with stack-oriented calculators, you'll find that dc is an excellent tool. It can do all the calculations
that bc can and it also lets you manipulate the stack directly.

To display values, you must enter the p command. For example, to add and print the sum of 5 and 9, enter
5
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See your UNIX reference manual (different versions use different titles), or if you have them, view the on-line man
pages for details on dc.

Finding the Date and Time

When used by an ordinary user, the date command does only one thing: it displays the date and the time. The system
administrator can use date to set the date and the time.

Here's how you use date to find out the current date and time:
$ date
Sat Sep 28 1:45:58 EDT 1991

Thisisthe simplest form of executing the date command, but not the most useful. This command has many options that
let you extract any part of the usual output and display that part alone or with other parts.

First, look at the individual options. Unlike most UNIX commands, which usually have single letters as options, date's
options are strings of characters. The option string begins with a plus sign (+) and each option is preceded with a
percent sign (%). Y ou can include ordinary text in the option string, as you will see in the next example.

IRiAN
TIP: You should enclose the option string in either single or double quotation marks so that the shell won't
interpret any characters in the ordinary text portion that it believes are special.

The a option outputs the abbreviated name of the day, and the A option provides the unabbreviated name:
$ date +%a

Sat
$ date +%A

Sat ur day

The b option outputs the abbreviated name of the month, and the B option provides the unabbreviated name:
$ date +%

Sep
$ date +9B

Sept enber

The d option provides the day of the month in two-digit numeric form, and the e option outputs the day of the month
with a space preceding the day for days 1 to 9. In the following example, the date is the 28th day of the month:

$ date +%
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$ date +%

28

If you execute these two commands again early the next month—on the fourth, for example—you would see the
following:

$ date +%
4
$ date +%

4
The D option outputs the common numerical date format (month/day/year) used in the United States:
$ date +%D

09/ 28/ 91

Other options—c, x, and X—output the date in the format for whichever country was specified when SVR4 was
installed. If you designated a country other than the United States during installation, try these options on your own;
their output differsfor different countries.

The options H and | output the hour in numeric form: H in 24 hour or military form, and | in 12 hour form.
$ date +%H

13
$ date +%

1

Thej option is rather interesting. It outputs the so-called "Julian" date—the day as one of the 365 days of the year (or
366 in aleap year). The following example shows the j option returning the date for September 28:

$ date +%

271
This option is useful when cal culating the elapsed time between two dates.

The U and W options both output the week as one of the 52 weeks of the year (or 53 in aleap year). They differ in that
U begins the week with Sunday and W begins the week with Monday. When executed on September 29, 1991, date
produces the following:

$ date +%J
39
$ date +oWV

39

http://docs.rinet.ru/UNIXy/unx05.htm (7 of 20) [4/27/1999 10:46:52 AM]



UNIX Unleashed unx05.htm

The m option outputs the month as one of the 12 months of the year:
$ date +%nm

09

The M option gives the minutes value in the range of 00 to 59, and the S option shows the seconds value in the range of
00 to 61 (to allow for a"leap second" or two):

$ date +9%M
48
$ date +%8

41

The R option combines the H and M options, and the T option combinesH, M, and S:
$ date +9R

13: 48
$ date +9%

13:48: 51

The p option outputs either AM or PM, and r combines |, M, S, and p:
$ date +%

AM
$ date +%

1:48: 25 AM

The w option shows the day of the week as a number between 0 and 6, with O representing Sunday:
$ date +%w

6

They option shows the year as a number between 00 and 99, and the Y option shows the year as afour-digit value:
$ date +%

91
$ date +%r

1991

The Z option outputs the abbreviated time zone name for your computer. In the following example, the computer is
located in the Eastern time zone, but during Daylight Savings Time:

$ date +%&

EDT
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Y ou can combine two or more options along with text strings to produce more descriptive outputs, such as the
following:

$ date "+Today is %A, the % of B, W"
Today is Saturday, the 28 of Septenber, 1991

Displaying a Monthly or Yearly Calendar with cal

The cal command is very simple but quite handy when you need to see the calendar of any month (or all 12) in any
given year. Used with no arguments, cal simply prints a calendar of the current month:

$ cal

February 1994

S MTu WTh F S
1 2 3 4 5

6 7 8 9 10 11 12
13 14 15 16 17 18 19
20 21 22 23 24 25 26
27 28

$

If you specify ayear, asin cal 1993, you get a calendar for al 12 months, but if you specify amonth and ayear, asin
cal 4 1992, you get just that month.

OCA UTION: If you specify ayear as atwo-digit number, cal gives you the calendar for that year. In other words,
cal 93 produces a calendar for the year 93, not the year 1993.

®Historical Note: In 1752 the calendar was adjusted to account for the "discovery” of leap year by eliminating 11
days (September 3 through September 13). Type cal 9 1752 to see the strangest month of all!

Getting Information About Users

To get information about users (including yourself), you can use several commands. The who command reports on
users who are presently logged in, and finger reports on anyone who has an account on the computer. The id command
reports information about the user who invokesiit.

The who Command

The who command normally reports certain information about logged-in users. By using its options, you can specify
that it report information about the processes initiated by init, and that it report reboots, changes to the system clock,
and logoffs. (See chapters 18 and 35 for more information on processes and init.) If you invoke who with no options or
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arguments, you get the following output:

$ who
j uucp tty00 Sep 28 11:13
pj h sl an05 Sep 28 12:08

The output shows that two users are currently logged in: the user juucp, who logged in at 11:13, and the user pjh, who
logged in at 12:08. Notice that juucp islogged in on atty line (actually, juucp is aneighboring site that is called in over
amodem) and that pjh logged in over anetwork (STARLAN, which is shortened to slan in who's output).

®NOTE: The term tty is short for teletypewriter, the first kind of terminal to be connected to a UNIX computer
system. Even though terminals have advanced significantly, the terminology has not changed. A "neighboring site”" isa
computer that is located nearby.

The -u option adds the "time since the last activity" (also called the idle time) and the process ID number for each
logged-in user. A "process ID number” or PID is an interger number assigned by UNIX to uniquely identify a given
process (usually, a process is a program that is running). PIDs are needed in UNIX because they allow—yea,
encourage—simultaneous running of multiple processes. (See Part 1V, "Process Control,” for more information.)

$ who -u
j uucp tty00 Sep 28 11:13 : 5890

pj h sl an05 Sep 28 12:08 . 7354

®NOTE: If the user has been active within the last minute, who displays adot (.) for the idle time.

The -T option reports a plus sign (+) if you are able to send messages to the user's terminal, or aminus sign (-) if itis
not:

$ who -T

j uucp + tty00 Sep 28 11:13

pj h + sl an05 Sep 28 12:08

The -q (quick) option simply shows login IDs and a count of the logged-in users:
$ who -q

j uucp pj h

# users=2

There's a special case for who: who ami. This case is useful if you are logged in from several terminals under different
accounts, and you forget which one you are currently using:

$ who am i

pj h sl an05 Sep 28 12:08

Thefinger Command
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Y ou can use the finger command with or without arguments. Without arguments, finger's output looks alittle like
who's:

$ finger

Login Narme TTY I dl e When Wher e
pj h Pet e Hol sherg pt sO00 6d Mon 13:03

aj h Al an Hol sberg sxt/ 002 Sat 15: 00

Thisoutput lists all currently logged users—with a heading line—plus the user's full name and the name of the remote
computer (in the "Where" column) if the person islogging in over a network.

This command is more useful if you giveit aperson'slogin ID as an argument, asin the following example:
$ finger |am

Logi n nane: |am In real life: Pak Lam dpl68
Directory: /hone/stu/lam Shel | : /usr/bin/ksh
On since Feb 23 19:07: 31 on pts016 frompc2

2 days 21 hours Idle Tine
No unread nail

No Pl an.

Here, finger displays personal information for the user lam: his real name, home directory, which shell he uses, and
when he last logged in and from which computer (pc2). The last line indicates that he does not have atext file called
.plan in his home directory. The finger command displays the contents of .plan and .project if they exist. Asyou can
see, users can reveal as much or as little of themselves as they choose.

If your computer is on a network and you know another person’'s e-mail address, you can display information about that
person by issuing a command such as the following:

$ finger hol sberg@il ot.njin. net
The finger command provides many options that can suppress one or more fields of the normal, long output. However,

because finger responds so quickly, simply disregarding that extrainformation when it appears onscreen is easier than
learning the appropriate option.

The id Command
The id command reports four things: the user ID number, login name, group |D number, and group name of the person

who invokesit. If the real and effective IDs (see Chapter 44, " System Security") are not the same, id prints both sets of
values.

®NOTE: id is often used in shell scriptsto restart the use of a shell by a certain user or group of users.

When a system administrator creates an account for a user, that user is given alogin ID and aso placed in agroup. This
isimportant because UNIX provides access to files according to whether the user is the owner of the file and whether
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the user belongs to the group that has been granted access to the file.

In the following example, the user 1D is 102, the login name is pjh, and the user belongs to the root group, whichis
group number O:

$id
ui d=102( pj h) gi d=0(root)
Switching Accounts with su

If you have more than one account on a system, you need not log out of one and then log into the second to use the
second account. Instead, you can simply use the su (switch user) command. The system administrator uses su
frequently to check a user's complaint, because su enables the administrator to become that user and run the programs
that were causing problems.

The usua su command syntax is
su - userlD

The minus sign tells su to cause the current user to take on the identity, userID. To do this, su executes the user's
shell—as specified in the shell field of /etc/passwd—and invokes /etc/profile and that user's .profile file. The su
command then displays the user's normal environment. If the user omits the minus sign, su invokes the user's shell, but
the environment is the same as before. Of course, before you can switch to another user, you must know that user's
password—unless you are the system administrator, in which case your privileges enable you to assume identities
without using passwords.

®NOTE: /etc/profile and .profile are files that control the working environment of each user.

Suppose, the system administrator wishes to become user lam:
#su - | am

$
To reassume identity as sysadm, he merely logs out of lam's account.
Learnig More About Commands with man

UNIX suppliesinformation about its commands in two forms:. reference manuals (printed documentation called man
pages) and online files. To use the man pages, you simply find the appropriate reference manual and look up the
command. However, reference manuals seem to have lives of their own and are never to be found where you last put
them. That's when online man pages—and the man command—become useful.

The simplest form of the man command takes a single argument: the name of the command in which you are interested.
For example, here's the man page for man:

NAVE
cat - concatenate and print files
SYNOPSI S

cat [-u] [-s] [-v [[-t] [-€]] file .
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DESCRI PTI ON

cat reads each file in sequence and wites it on the standard out put.
Thus

cat file

prints the contents of file on your term nal, and

cat filel file2 >file3

concatenates filel and file2, and wites the results in file3. | f
no input file is given, or if the argunent - is encountered, cat reads from
the standard input. cat processes supplenentary code set characters

according to the | ocale specified in the LC CTYPE environnent variable [see
LANG on environ(5)].

The follow ng options apply to cat:

-u The output is not buffered. (The default is buffered output.)
-S cat is silent about non-existent files.
-V Causes non-printing characters (with the exception of tabs,
newlines, and formfeeds) to be printed visibly. ASCII control characters
(octal 000 - 037) are printed as ”“n, where n is the correspondi ng ASCI |
character in the range octal 100 - 137 (@ A B, C . . ., X Y, Z
[, \, ], ”~, and ); the DEL character (octal 0177) is printed *?. Qher
non-printabl e characters are printed as Mx, where x is the ASClI
character specified by the | ow order seven bits. All suppl enment ary code

set characters are considered to be printable.

The follow ng options may be used with the -v option:

-t Causes tabs to be printed as *l's and fornfeeds to be printed
as "L's.
-e Causes a $ character to be printed at the end of each 1line
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(prior to the newline).
The -t and -e options are ignored if the -v option is not specified.
FI LES
fusr/lib/local e/l ocal e/ LC_ MESSAGES/ uxcore. ab
| anguage- speci fic nessage file [ See LANG on environ(5).]
SEE ALSO
cp(1), pg(1), pr(1)
The NAME section gives the nane of the command and a brief description of
what it does.
The SYNOPSI S section shows the command's syntax by listing all possible
options and argunents. Argunents to cat are the nanes of one or nore files. The
fact that file is witteninitalic type neans that file is nerely a
pl acehol der for the name of an actual file. The cat conmand has three options
and one of them has two "sub-options". The brackets around options indicate
that they are optional. For exanple, the command coul d be any one of the
fol | owi ng:
cat file
cat -u file
cat -s file
cat -u -s file (or cat -s -u file)
cat -us file (or cat -su file)
cat -v file
cat -v -t file (or cat -vt file)
cat -v -e file (or cat -ve file)
cat -v -t -e file (or cat -vte file)

cat -u -v -t file (or cat -uvt file)
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and so on. Wth three options and two suboptions, there are many possible
conbi nations. Note that the order of witing the options doesn't matter and
options can be conbined so that only one dash (-) need be witten. Wile these
are generally true, there are sone Uni x conmands that require a particul ar
order, sone that do not permt conbinations and even a few that require a
specific order and deny any conbi nati ons.

The DESCRI PTION section is the heart of the manual page. It describes each
option and argunent, and frequently contains one or nore exanples. However, its
expl anations are frequently sprinked with referenced to other conmands, so that
in general it is difficult to |earn about a command fromits man page.

The FILES section lists other files that are used or related to the

command.

The SEE ALSO section lists related conmands. The nunbers in parentheses

refer to the section of the manual in which the command will be found. Anobng
the nost inportant are:

Section 1 - User Conmands

Section 1C - Basic Networking Comrands

Section 1M - Adm nistration Comrands

Section 2 - System Calls

Section 3 - BSD Routines

Section 3C - C Library Functions

Section 3M- Math Library Functions

Section 3S - Standard |/ 0O Functions

Section 4 - File Formats

Section 5 - M scel | aneous

Section 6 - (not included)
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Section 7 - Special Files

Section 8 - System Mai ntenance Procedures

Asauser or adminstrator, you will be most interested in section 1 (which contains 1, 1C and 1M). Programmers will be
interested in 2, 3 and possibly 4.

Some man pages have the following additional sections:
The NOTES section is self-explanatory.

The DIAGNOSTICS sections contains explanations of error messages that the command may cause to be displayed.
Not enough commands have a DIAGNOSTICS section!

The WARNINGS section describes anything that may limit the use of a command.

The BUGS section tells of known problems that have not been fixed in the current version of the command.

Finding Information About Disk Utilization with du and df

Occasionally, a user needs to know how much disk space his or her files occupy—perhaps the system administrator has
sent e-mail requesting that the user is approaching some sort of limit. Frequently, the system administrator needs the
same information for all users or on all parts of one or more disks, and frequently needs information on the overall
utilization in al file systems. UNIX provides two commands that report that information: du and df.

Summarizing Disk Usage with du

The du command reports the number of disk blocks used for each directory and subdirectory, and the files found there.
It has an option to display the number of blocks of just the “top level” directory.

®NOTE: A block isthe smallest piece of adisk that can be allocated to afile. Frequently, the size of ablock is
512 bytes (but the size depends on things that the system administrator did when setting up the disks). A filethat is 1
byte long and afile that is 511 bytes long each occupies one block. A 513 byte file and a 1,023 byte file each occupies
two blocks. That is, every 512 bytes of afile occupy adisk block, plus one block for the last piece that less than 512
bytes.

Here are some sample executions. First, issue the command to display what you have in the directory hierarchy, from
the current directory on down:

$1s -IR

total 259

dr wxr - Xr - X 2 pjh ot her 48 Cct 17 1990 uni xbin
-rwr—+— 1 pjh r oot 130137 May 10 1993 vpix.ing

. [uni xbi n:

total 16

-TW W T W 1 pjh ot her 7576 Apr 8 1993 rununi x. exe
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The current directory has one regular file (vpix.img) and one directory file (unixbin), and the subdirectory has one
regular file (rununix.exe).

Now find out the total disk usage:

$ du -s

274

That's 274 blocks, or somewhere between 13,312 and 13,823 bytes.

Use the following command to find out how many blocks are in the subdirectory:

$ du

17 .l uni xbi n

274

Then find out how many blocks each file has:
$ du -a

16 . [uni xbi n/ rununi x. exe
17 .l uni xbi n

256 . vpi x.ing

274

®NOTE: Thetotal for adirectory or directory hierarchy includes the blocks that the directory files themselves
occupy.

Reporting Blocks and Files with df

The df command helps the system administrator maintain the file systems on the disks. The command displays
information about mounted and unmounted resources, types of file systems, and numbers of inodes. It also deals with
special devicesrather than easily identifiable directory paths. Most of these terms have little meaning to the ordinary
user, but they are discussed in Chapter 35. However, if a user wants to see what's going on with the disk's file systems,
the system permitsiit.

Multiple options are available with df. In this section, you'll see some of these options demonstrated and explained. But
first, hereisatypical result that you get when you invoke df with no options:

$ df

/ (/ dev/root ): 381964 bl ocks 58845 files
/ proc (/proc ): 0 bl ocks 128 files
/ dev/fd (/dev/fd ): 0 bl ocks 0 files
/ st and (/ dev/ dsk/ cOt 0dOsa) : 12643 bl ocks 194 files
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[ var

/tp
[ usr
/ hone

/ . Net Wr e

Thefirst column is the path name of the file system. This system's specia device name appears in the second column.
The third column reports the number of disk blocks available on each disk partition. Finally, the last column displays
the number of files that can be added to each partition. When setting up a new disk, the system administrator partitions
it into file systems and allocates several blocks and inodes (or files) to each file system according to how that partition

(/ dev/ dsk/ c0Ot 0dOsb) :
(/ dev/ dsk/ cOt 0dOsd) :
(/ dev/ dsk/ cOt 1d0s3):

(/ dev/ dsk/ cOt 1d0s4):

(/. NetWare ):

961502 bl ocks

191308 bl ocks

772900 bl ocks

923256 bl ocks

0 bl ocks

will be used. For details, see Chapter 35, "File System Administration.”

The -b option shows the free space in kilobytes rather than blocks:

$ df -b

Fi |l esystem

/ dev/ r oot

/ proc

/ dev/fd

/ dev/ dsk/ cOt 0dOsa
/ dev/ dsk/ cOt 0dOsb
/ dev/ dsk/ cOt 0dOsd
/ dev/ dsk/ cOt 1d0s3
/ dev/ dsk/ cOt 1d0s4

[ . Net War e

The -k option shows some details about allocated space—how much has been used and how much is available—in

kilobytes:
$ df -k

filesystem
/ dev/ r oot

/ proc

/ dev/fd

[ dev/ dsk/ cOt 0dOsa
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[ dev/ dsk/ cOt 0dOsb

[ dev/ dsk/ cOt 0dOsd

/ dev/ dsk/ cOt 1d0s3

/ dev/ dsk/ cOt 1d0s4

[ . Net Wr e

509952

102368

512000

512976

0

29201 480751

6714 95654

125550 386450

51348 461628

0 0

6%

7%

25%

10%

0%

[ var
/[t
/ usr
/ horre

/ . Net War e

If you are curious about file systems, the -n option tells you the name of the file system type used for each partition.
(Again, see Chapter 35 for details.)

0 bl ocks

0 bl ocks

12643 bl ocks

58845 files
128 files

O files

194 files

$ df -n

/ vxfs

/ proc proc

/ dev/fd fdfs

/ st and bf s

/ var vxfs

/tp vxfs

/ usr vxfs

/ hone vxfs

/. Net War e nucam

Finally, the -t option shows used blocks and files, and the total allocation for each file system:
$ df -t

/ (/ dev/root ): 381964 bl ocks
total: 632832 bl ocks 65520 files

/ proc (/proc )

total: 0 bl ocks 202 files

[ dev/ fd (/dev/fd ) :

total: 0 bl ocks 50 files

/ st and (/ dev/ dsk/ cOt 0dOsa) :

total: 20480 bl ocks 200 files

http://docs.rinet.ru/UNIXy/unx05.htm (19 of 20) [4/27/1999 10:46:53 AM]



UNIX Unleashed unx05.htm

[ var (/ dev/ dsk/ c0Ot 0dOsb) : 961502 bl ocks 64499 files
total: 1019904 bl ocks 65536 files
/[t (/ dev/ dsk/ c0t 0dOsd) : 191308 bl ocks 24560 files
total : 204736 bl ocks 24576 files
/ usr (/ dev/ dsk/ cOt 1d0s3): 772900 bl ocks 53842 files
total: 1024000 bl ocks 65536 files
/ home (/ dev/ dsk/ cOt 1d0s4) : 923256 bl ocks 63303 files
total: 1025952 bl ocks 65536 files
/ . Net War e (/. Net Ware ) : 0 bl ocks 499 files
total: 0 bl ocks 500 files
Summary

UNIX provides several small programs that you can use to quickly obtain information that you frequently need. These
programs include the following:

« bc, dc—calculator programs

« date and ca—to display time and date

« finger, who and id—provide user information

« man and apropos—explains commands

e SU—"switch user"

 du and df—display information about disk contents

These commands are rather specialized commands that, in general, retrieve information about different parts of the
system: users, files, directories, clock, and so on. The basis of information storage in UNIX isthe file, so Chapter 6,
"Popular File Tools," explores the somewhat more specialized commands for working with files—particularly text

files.

o S
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s Updating aFile's Time and Date with touch
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6 — Popular File Tools

By Pete Holsberg

Files are the heart of UNIX. Unlike most other operating systems, UNIX was designed with asimple, yet
highly sophisticated, view of files: Everything isafile. Information stored in an area of adisk or memory isa
file; adirectory isafile; the keyboard is afile; the screenisafile.

This single-minded view makes it easy to write tools that manipulate files, because files have no
structure—UNIX sees every file merely as a ssimple stream of bytes. This makes life much ssmpler for both the
UNIX programmer and the UNIX user. The user benefits from being able to send the contents of afileto a
command without having to go through a complex process of opening thefile. In asimilar way, the user can
capture the output of acommand in afile without having previously created that file. And perhaps most
importantly, the user can send the output of one command directly to the input of another, using memory as a
temporary storage device or file. Finally, users benefit from UNIX's unstructured files because they are simply
easier to use than files that must conform to one of several highly structured formats.

Determing the Nature of a File's Contents with file

A user—especially a power user—must take a closer ook at afile before manipulating it. If you've ever sent a
binary fileto a printer, you're aware of the mess that can result. Murphy's Law assures that every binary file
includes a string of bytes that does one or more of the following:

« Spew aream of paper through the printer before you can shut it off, printing just enough on each page
to render the paper fit only for the recycling bin

« Put the printer into a print mode that prints all characters at 1/10 their intended size
« Lock your keyboard

« Dump core—that is, create afile consisting of whatever was in memory at that instant of time!

Inasimilar way, sending a binary file to the screen can lock the keyboard, put the screen in a mode that
changes the displayed character set to one that is clearly not English, dump core, and so on.

While it's true that many files already stored on the system—and certainly every file you create with atext
editor (see Chapter 7)—are text files, many are not. UNIX provides acommand, file, that attempts to
determine the nature of the contents of files when you supply their file names as arguments. Y ou can invoke
the file command in one of two ways:

file [-h] [-mnfile] [-f ffile] arg(s)

file [-h] [-mnfile] -f ffile

The file command performs a series of tests on each filein thelist of arg(s) or on the list of files whose names
are contained in thefile ffile. If the file being tested is atext file, file examines the first 512 bytes and tries to
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determine the language in which it is written. The identification is worded by means of the contents of afile
called /etc/magic. If you don't like what's in the file, you can use the -m mfile option, replacing mfile with the
name of the "magic file" you'd like to use. (Consult your local magician for suitable spells and potions!) Here
are the kinds of text files that Unixware Version 1.0's file command can identify:

« Empty files

« SCCSfiles

o troff (typesetter runoff) output files

. Datafiles

« C program text files (with or without garbage)

« FORTRAN program text files (with or without garbage)
« Assembler program text files (with or without garbage)
« [nt]roff, tbl, or egn input text (with or without garbage)
« Command text files (with or without garbage)

« English text files (with or without garbage)

o ASCII text files (with or without garbage)

» PostScript program text files (with or without garbage)

Don't be concerned if you're not familiar with some of these kinds of text. Many of them are peculiar to UNIX
and are explained in later chapters.

If the fileis not text, file looks near the beginning of the file for a magic number—a number or string that is
associated with afile type; an arbitrary value that is couple with a descriptive phrase. Then file uses
/etc/magic, which provides a database of magic numbers and kinds of files, or the file specified as mfile to
determine the file's contents. If the file being tested is a symbolic link, file follows the link and triesto
determine the nature of the contents of the fileto which it islinked. The -h option causes file to ignore
symbolic links.

The /etc/magic file contains the table of magic numbers and their meanings. For example, here is an excerpt
from Unixware Version 1.0's /etc/magic file. The number following uxcore: is the magic number, and the
phrase that follows is the file type. The other columns tell file how and where to look for the magic number:

>16 short 2 uxcore: 231 execut abl e

0 string uxcore: 648 expanded ASCI| cpio archive
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0 string uxcore: 650 ASCI | cpio archive

>1 byt e 0235 uxcore: 571 conpressed dat a

0 string uxcore: 248 current ar archive

0 short 0432 uxcore: 256 Conmpi l ed Term nfo Entry
0 short 0434 uxcore: 257 Curses screen inmage

0 short 0570 uxcor e: 259 vax executabl e

0 short 0510 uxcore: 263 x86 execut abl e

0 short 0560 uxcore: 267 WE32000 execut abl e

0 string 070701 uxcore: 565 DOS execut abl e (EXE)

0 string 070707 uxcore: 566 DOS built-in

0 byt e Oxe9 uxcore: 567 DOS execut abl e (COM

0 short 0520 uxcore: 277 nc68k execut abl e

0 string uxcore: 569 core file (Xenix)

0 byt e 0x80 uxcore: 280 8086 rel ocatable (M crosoft)

QCAUTI ON: Human beings cannot read any of the fileslisted in this excerpt, so you should not send
any of these files to the screen or the printer. The sameistrue for any of the previoudly listed text files that
have garbage.

Browsing Through Text Files with more (page), and pg

After you identify afile as being atext file that humans can read, you may want to read it. The cat command
streams the contents of afile to the screen, but you must be quick with the Scroll Lock (or equivalent) key so
that the file content does not flash by so quickly that you cannot read it (your speed-reading lessons
notwithstanding). UNIX provides a pair of programs that present the contents of afile one screen at atime.

The more(page) programs are almost identical, and will be discussed as if they were a simple program. The
only differences are the following:

 page clears the screen automatically between pages, but more does not.
« more provides atwo-line overlap from one screen to the next, while page provides only aone-line

overlap.

http://docs.rinet.ru/UNIXy/unx06.htm (4 of 84) [4/27/1999 10:47:26 AM]



UNIX Unleashed unx06.htm

Both more and page have several commands, many of which take a numerical argument that controls the
number of times the command is actually executed. Y ou can issue these commands while using the more or
page program (see the syntax below), and none of these commands are echoed to the screen. Table 6.1 lists the
major commands.

nore [-cdflrsuw] [-lines] [+linenunber] [+/ pattern] [file(s)]

page [-cdflrsuw] [-lines] [+linenunber] [+/ pattern] [file(s)]
Table 6.1. Commands for mor e(page)

Command |Meani ng

nSpacebar If no positive number is entered, display the next screenfull. If an n valueis entered, display n
more lines.

AREtUn If no positive number is entered, display another line. If an n valueis entered, display n more
lines. (Depending on your keyboard, you can press either the Return or Enter key.)

" D. nd If no positive number is entered, scroll down 11 morelines. If an n value is given, scroll the

’ screen down n times.

Nz Same as nSpacebar, except that if an nvalueis entered, it becomes the new number of lines per
screenfull.

n"B, nb  |Skip back n screensfull and then print a screenfull.

g, Q Exit from more or page.

= Display the number of the current line.

v Drop into the editor (see Chapter 7) indicated by the EDITOR environment variable (see Chapters
11, 12, 13), at the current line of the current file.

h Display a Help screen that describes all the more or page commands.

f Display the name and current line number of the file that you are viewing.

.q,:Q Exit from more or page (same as g or Q).

_ (dot) Repeat the previous command.

After you type the more and page programs commands, you need not press the Enter or Return key (except, of
course, in the case of the nReturn command). The programs execute the commands immediately after you type
them.

Y ou can invoke more(page) with certain options that specify the program's behavior. For example, these
programs can display explicit error messages instead of just beeping. Table 6.2 lists the most commonly used
options for more and page.

Table 6.2. Optionsfor more and page
Opt i on |Meani ng

Clear before displaying. To display screens more quickly, this option redraws the screen instead of
scrolling. Y ou need not use this option with page.
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-d Display an error message instead of beeping if an unrecognized command is typed.
o Display each control character as atwo-character pattern consisting of a caret followed by the
specified character, asin *C.
-S Replace any number of consecutive blank lines with a single blank line.
-lines  [Make lines the number of linesin a screenfull.
+n Start at line number n.
Start two lines above the line that contains the regular expression pattern. (Regular expressions are
+/pattern : : :
explained in the next section.)

The more(page) program is alegacy from the Berkeley version of UNIX. System V variants give us pg,
another screen-at-a-time file viewer. The pg program offers alittle more versatility by giving you more control
over your movement within afile (you can move both forward and backward) and your search for patterns.
The program has its own commands and a set of command-line options. Table 6.3 lists the more frequently
used commands. Unlike more and page, the pg program requires that you always press the Return or Enter key
to execute its commands.

$pg [options] file
Table 6.3. Commands for pg

Command |Meani ng
If no nvalueisentered or if avalue of +1 is entered, display the next page. If thevalue of nis
—1, display the previous page. If the value of n has no sign, display page number n. For example,
nReturn : . :
avalue of 3 causes pg to display page 3. (Depending on your keyboard, you can press either the
Return or Enter key.)
Scroll half a screen. The value n can be positive or negative. So, for example, 2d will scroll full
nd, "D .
screen forward, and -3d will scroll one and a half screens back.
Nz Same as nReturn except that if an n valueis entered, it becomes the number of lines per
screenfull.
oL Redisplay (clear the screen and then display again) the current page of text.
$ Displays the last screenfull in the file.
Search forward for the nth occurrence of pattern. (The default value for nis 1.) Searching begins
n/pattern/ [immediately after the current page and continues to the end of the current file, without
wrap-around.
Search backward for the nth occurrence of pattern. (The default value for nis 1.) Searching
n?pattern? |begins immediately before the current page and continues to the beginning of the current file,
without wrap-around.
h Display an abbreviated summary of available commands.
q,Q Quit pg.
lcommand |[Execute the shell command command as if it were typed on a command line.
Addressing is the ability to specify a number with asign or anumber without asign. A number with no sign

provides absolute addressing; for example, pressing 3 followed by the Return key displays page 3. A number
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with asign provides relative addressing; that is, the command moves you to aline relative to the current line.

The pg program has several startup options that modify its behavior. Table 6.4 describes the most frequently
used options.

Table 6.4. Some of pg's Startup Options

Opt i ons |Meani ngs

Change the number of lines per page to the value of n. Otherwise, the number of linesis

-n determined automatically by the terminal. For example, a 24-line terminal automatically uses 23
lines per page.
-C Clear the screen before displaying a page.
Remove the requirement that you press Return or Enter after you type the command. Note: Some
-n S :
commands will still require that you press Enter or Return.
. Change the prompt from a colon (:) to string. If string contains the two characters %d, they are
-p string
replaced by the current page number when the prompt appears.
-r Prevent the use of command and display an error message if the user attempts to useit.
-S Print all messages and prompts in standout mode (which is usually inverse video).
+n Start the display at line number n.
+ipattern/ Start the display at the first line that contains the regular expression pattern. Regular expressions

are explained in the next section.

Each of the commands discussed in this section can accept alist of file names on the command line, and
display the next file when it reaches the end of the current file.

Searching for Stringswith the grep Family

Suppose that you want to know whether a certain person has an account on your system. Y ou can use more,
page, or pg to browse through /etc/passwd looking for that person's name, but if your system has many users,
that can take along time. Besides, an easier way is available: grep. It searches one or more files for the pattern
of the characters that you specify and displays every line in the file or files that has that patternin it.

grep stands for global/regular expression/print; that is, search through an entire file (do a global search) for a
specified regular expression (the pattern that you specified) and display the line or lines that contain the
pattern.

Before you can use grep and the other members of the grep family, you must explore regular expressions,
which are what gives the grep commands (and many other UNIX commands) their power. After that, you will
learn all of the details of the grep family of commands.

Regular Expressions

A regular expression is a sequence of ordinary characters and special operators. Ordinary charactersinclude
the set of all uppercase and lowercase letters, digits, and other commonly used characters: the tilde (~), the
back quotation mark ('), the exclamation mark (1), the "at" sign (@), the pound sign (#), the underscore (), the
hyphen (-), the equals sign (=), the colon (:), the semicolon (;), the comma (,), and the slash (/). The special
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operators are backslash (\), dot (.), asterisk (*), left square bracket ([), caret (), dollar sign ($), right square
bracket (]).

By using regular expressions, you can search for general stringsin afile. For example, you can tell grep to
show you al linesin afile that contain any of the following: the word Unix, the word UNIX, a pattern
consisting of four digits, a ZIP code, a name, nothing, or al the vowels in alphabetic order.

Y ou can also combine two strings into a pattern. For example, to combine a search for Unix and UNIX, you
can specify aword that begins with U, followed by n or N, followed by i or |, and ending with x or X.

Several UNIX commands use regular expressions to find text in files. Usually you supply aregular expression
to acommand to tell that command what to search for. Most regular expressions match more than one text
string.

There are two kinds of regular expressions: limited and full (sometimes called extended). Limited regular
expressions are a subset of full regular expressions, but UNIX commands are inconsistent in the extended
operations that they permit. At the end of this discussion, you'll find a table that lists the most common
commands in UNIX System V Release 4 that use regular expressions, along with the operations that they can
perform.

The simplest form of aregular expression includes only ordinary characters, and is called a string. The grep
family (grep, egrep, and fgrep) matches a string wherever it finds the regular expression, even if it's
surrounded by other characters. For example, the is aregular expression that matches only the three-letter
sequencet, h, and e. This string is found in the words the, therefore, bother, and many others.

Two of the members of the grep family use regular expressions—the third, fgrep, operates only on strings:

" The name means to search globally (throughout the entire file) for aregular expression and print the
9 lline that containsit. In itssimplest form, grep is called as follows:

] grep regular_expression filename

When grep finds a match of regular_expression, it displays the line of the file that contains it and then
continues searching for a subsequent match. Thus, grep displays every line of afile that contains a text
string that matches the regular expression.

Y ou call this member exactly the same way as you call grep. However, this member uses an extended
set of regular expression operators, that will be explained later, after you master the usual set.

egrep

QCAUTI ON: None of these commands alter the original file. Output goes to stdout (by default, stdout is
the screen). To save the results, you must redirect the output to afile.

The contents of the following file are used in subsequent sections to demonstrate how you can use the grep
family to search for regular expressions.

$ cat REfile
A regul ar expression is a sequence of characters taken

fromthe set of uppercase and | owercase letters, digits,
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punctuation marks, etc., plus a set of special regular
expressi on operators. Sone of these operators may rem nd
you of file name matching, but be forewarned: in general,
regul ar expression operators are different fromthe
shell metacharacters we discussed in Chapter 1.
The sinplest formof a regular expression is one that
includes only letters. For exanple, they would match only
the three-letter sequence t, h, e. This pattern is found
in the follow ng words: the, therefore, bother. In other
wor ds, wherever the regul ar expression pattern is found
—even if it is surrounded by other characters —it wll
be mat ched.
Regular Expression Characters
Regular expressions match patterns that consist of a combination of ordinary characters, such asletters, digits,
and various other characters used as operators. Y ou will meet examples of these below. A character's use often
determines its meaning in aregular expression. All programs that use regular expressions have a search
pattern. The editor family of programs (vi, ex, ed, and sed; see Chapter 7, "Editing Text Files') aso hasa
replacement pattern. In some cases, the meaning of a special character differs depending on whether it's used
as part of the search pattern or in the replacement pattern.

A Regular Expression with No Special Characters

Here's an example of a simple search for an regular expression. Thisregular expression is a character string
with no specia charactersinit.

$ grep only REfile

includes only letters. For exanple, the would match only

The sole occurrence of only satisfied grep's search, so grep printed the matching line.
Special Characters

Certain characters have special meanings when used in regular expressions, and some of them have special
meanings depending on their position in the regular expression. Some of these characters are used as
placeholders and some as operators. Some are used for both, depending on their position in the regular
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expression.

« Thedot (.), asterisk (*), left square bracket ([) and backslash (\) are special except when they appear
between aleft and right pair of square brackets ([]).

« A circumflex or caret () is special when it'sthe first character of aregular expression, and also when
it'sthefirst character after the opening left square bracket in aleft and right pair of square brackets.

« A dollar sign ($) is special when it'sthe last character of aregular expression.

o A pair of delimiters, usually apair of slash characters (//), is special because it delimits the regular
expression.

@NOTE: Any character not used in the current regular expression can be used as the delimiter, but the
slash istraditional.

« A specia character preceded by a backslash is matched by the character itself. Thisis called escaping.
When a special character is escaped, the command recognizes it as aliteral—the actual character with
no special meaning. In other words, asin file-name matching, the backslash cancels the special meaning
of the character that followsit.

Now let'slook at each character in detail.
Matching Any One Character

The dot matches any one character except anewline. For example, consider the following:
$ grep 'w.r' REfile

fromthe set of uppercase and | owercase letters, digits,
you of file name matching, but be forewarned: in general,
in the follow ng words: the, therefore, bother. In other

wor ds, wherever the regul ar expression pattern is found

@NOTE: The regular expression w.r appears within a set of apostrophes (referred to by UNIXees as
"single quotes"). Their use is mandatory if grep isto function properly. If they are omitted, the shell (see
Chapters 11, 12, and 13) may interpret certain special charactersin the regular expressio as if they were "shell
special characters' rather than "grep special characters' and the result will be unexpected.

The pattern w.r matches wer in lowercase on the first displayed line, by war in forewarned on the second, by
wor in words on the third, and by wor in words on the fourth. Expressed in English, the sample command says
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"Find and display all lines that match the following pattern: w followed by any character except a newline
followed by r."

Y ou can form a somewhat different one-character regular expression by enclosing alist of charactersin aleft
and right pair of square brackets. The matching is limited to those characters listed between the brackets. For
example, the pattern

[ ael 135XYZ]

matches any one of the charactersa, e, 1, 1, 3,5, X, Y, or Z.

Consider the following example:

$ grep 'W fhnkz]' REfile

wor ds, wherever the regul ar expression pattern is found

Thistime, the match was satisfied only by the wh in wherever, matching the pattern "w followed by either f, h,
m, k, or z."

If the first character in thelist isaright square bracket (]), it does not terminate the list—that would make the
list empty, which is not permitted. Instead, ] itself becomes one of the possible charactersin the search pattern.
For example, the pattern

[1a]
matches either ] or a

If the first character in thelist isacircumflex (also called a caret), the match occurs on any character that is
not in thelist:

$ grep "W fhnkz]' REfile

fromthe set of uppercase and | owercase letters, digits,

you of file name matching, but be forewarned: in general,
shell nmetacharacters we discussed in Chapter 1.

includes only letters. For exanple, the would match only
in the following words: the, therefore, bother. In other
wor ds, wherever the regul ar expression pattern is found

—even if it is surrounded by other characters —it wll

The pattern "w followed by anything except f, h, m, k, or z' has many matches. On line 1, we in lowercaseisa
"w followed by anything except an f, an h, anm, ak, or az." Online 2, wain forewarned is a match, asis the
word we on line 3. Line 4 contains wo in would, and line 5 contains wo in words. Line 6 haswo in words as
its match. The other possible matches on line 6 are ignored because the match is satisfied at the beginning of
theline. Finaly, at the end of line 7, wi in will matches.

You can useaminus sign (-) inside the left and right pair of square brackets to indicate a range of letters or
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digits. For example, the pattern
[a-z]

matches any lowercase |etter.

@NOTE: Y ou cannot write the range "backward"; that is, _[z-a] isillegal.

Consider the following example:
$ grep 'Wa-f]' REfile

fromthe set of uppercase and | owercase letters, digits,
you of file name matching, but be forewarned: in general,

shell netacharacters we discussed in Chapter 1.

The matches arewe on line 1, waon line 2, and we on line 3. Look at REfile again and note how many
potential matches are omitted because the character following the w is not one of the group athrough f.

Furthermore, you can include several rangesin one set of brackets. For example, the pattern
[ a- zA- Z]

matches any letter, lower- or uppercase.
Matching Multiples of a Single Character

If you want to specify precisely how many of a given character you want the regular expression to match, you
can use the escaped left and right curly brace pair (\{ \}). For example, the pattern

X\ {2, 5\}

matches at least two but not more than five Xs. That is, it matches XX, XXX, XXXX, or XXXXX. The
minimum number of matches is written immediately after the escaped |eft curly brace, followed by acomma
(,) and then the maximum value.

If you omit the maximum value (but not the comma), asin
X\ {2,\}

you specify that the match should occur for at least two Xs.

If you write just asingle value, omitting the comma, you specify the exact number of matches, no more and no
less. For example, the pattern

X\ {4\}

matches only XXX X. Here are some examples of this kind of regular expression:
$ grep 'p\{2\}' REfile

fromthe set of uppercase and | owercase letters, digits,

Thisisthe only line that contains " pp."
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$ grep '"p\{1\}' REfile

A regul ar expression is a sequence of characters taken
fromthe set of uppercase and | owercase letters, digits,
punctuation marks, etc., plus a set of special regular
expressi on operators. Sone of these operators may rem nd
regul ar expression operators are different fromthe
shell nmetacharacters we discussed in Chapter 1.

The sinplest formof a regular expression is one that
includes only letters. For exanple, the would match only
the three-letter sequence t, h, e. This pattern is found

wor ds, wherever the regul ar expression pattern is found

Notice that on the second line, thefirst "p" in "uppercase" satisfies the search. The grep program doesn't even
see the second "p" in the word because it stops searching as soon asit finds one "p."

Matching Multiples of a Regular Expression

The asterisk (*) matches zero or more of the preceding regular expression. Therefore, the pattern
X*

matches zero or more Xs: nothing, X, XX, XXX, and so on. To ensure that you get at |east one character in the
match, use

XX*
For example, the command
$ grep 'p*' REfile

displays the entire file, because every line can match "zero or more instances of the letter p." However, note
the output of the following commands:

$ grep 'pp*' REfile

A regul ar expression is a sequence of characters taken
fromthe set of uppercase and | owercase letters, digits,
punctuati on marks, etc., plus a set of special regular

expressi on operators. Some of these operators may rem nd
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regul ar expression operators are different fromthe
shell netacharacters we di scussed in Chapter 1.

The sinplest formof a regular expression i s one that
includes only letters. For exanple, the would match only
the three-letter sequence t, h, e. This pattern is found
wor ds, wherever the regul ar expression pattern is found
$ grep 'ppp*' REfile

fromthe set of uppercase and | owercase letters, digits,

The regular expression ppp* matches "pp followed by zero or more instances of the letter p," or, in other
words, "two or more instances of the letter p."

The extended set of regular expressions includes two additional operators that are similar to the asterisk: the
plus sign (+) and the question mark (?). The plus sign is used to match one or more occurrences of the
preceding character, and the question mark is used to match zero or one occurrences. For example, the
command

$ egrep 'p?" REfile

outputs the entire file because every line contains zero or one p. However, note the output of the following
command:

$ egrep 'p+' REfile

A regul ar expression is a sequence of characters taken
fromthe set of uppercase and | owercase letters, digits,
punctuation marks, etc., plus a set of special regular
expressi on operators. Sone of these operators may rem nd
regul ar expression operators are different fromthe
shel | netacharacters we discussed in Chapter 1.

The sinplest formof a regular expression i s one that
includes only letters. For exanple, the would match only

the three-letter sequence t, h, e. This pattern is found
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wor ds, wherever the regul ar expression pattern is found

Another possibility is[a-z]+. This pattern matches one or more occurrences of any lowercase letter.
Anchoring the Match

A circumflex (") used asthe first character of the pattern anchors the regular expression to the beginning of
the line. Therefore, the pattern

Al Tt] he

matches aline that begins with either The or the, but does not match aline that has a The or the at any other
position on the line. Note, for example, the output of the following two commands:

$ grep '[Tt]he' REfile

fromthe set of uppercase and | owercase letters, digits,
expressi on operators. Sone of these operators may rem nd
regul ar expression operators are different fromthe

The sinplest formof a regular expression i s one that
includes only letters. For exanple, the would match only
the three-letter sequence t, h, e. This pattern is found
in the followi ng words: the, therefore, bother. In other
wor ds, wherever the regul ar expression pattern is found
—even if it is surrounded by other characters —it is

$ grep ' Tt]he' REfile

The sinplest formof a regular expression is one that

the three-letter sequence t, h, e. This pattern is found

A dollar sign as the last character of the pattern anchors the regular expression to the end of the line, asin the
following example:

$ grep '1\.$ REfile
shel |l netacharacters we discussed in Chapter 1.

This anchoring occurs because the line ends in a match of the regular expression. The period in the regular
expression is preceded by a backslash, so the program knows that it's looking for a period and not just any
character.

Here's another example that uses REfile:
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$ grep '[Tt]he$' REfile

regul ar expression operators are different fromthe

The regular expression .* isan idiom that is used to match zero or more occurrences of any sequence of any
characters. Any multicharacter regular expression always matches the longest string of characters that fits the
regular expression description. Consequently, .* used as the entire regular expression always matches an entire
line of text. Therefore, the command

$ grep '~.*$ REfile
prints the entire file. Note that in this case the anchoring characters are redundant.

When used as part of an "unanchored" regular expression, that idiomatic regular expression matches the
longest string that fits the description, as in the following example:

$ grep 'C.*1'" REfile
shell nmetacharacters we di scussed in Chapter 1.
The regular expression C.* 1 matches the longest string that begins with a C and ends with a 1.

Another expression, d.*d, matches the longest string that begins and ends with ad. On each line of output in
the following example, the matched string is highlighted with italics:

$ grep 'd.*d" REfile

fromthe set of uppercase and | owercase letters, digits,
shel | netacharacters we di scussed in Chapter 1.

includes only letters. For exanple, the would match only
wor ds, wherever the regul ar expression pattern is found

—even if it is surrounded by other characters —it is

Y ou've seen that aregular expression command such as grep finds a match even if the regular expression is
surrounded by other characters. For example, the pattern

[ Tt] he

matches the, The, there, There, other, oTher, and so on (even though the last word is unlikely to be used).
Suppose that you're looking for the word The or the and do not want to match other, There, or there. In afew
of the commands that use full regular expressions, you can surround the regular expression with escaped angle
brackets (\<___\>). For example, the pattern

\ <t he\ >

represents the string the, where t follows a character that is not aletter, digit, or underscore, and where e is
followed by a character that is not aletter, digit, or underscore. If you need not completely isolate letters,
digits, and underscores, you can use the angle brackets singly. That is, the pattern \<the matches anything that
begins with the, and ter\> matches anything that ends with ter.

Y ou can tell egrep (but not grep) to search for either of two regular expressions as follows:
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$ egrep 'reqgul ar expression-1 | regul ar expression-2' filenane
Regular Expression Examples

When you first look at the list of special characters used with regular expressions, constructing
search-and-replacement patterns seems to be a complex process. A few examples and exercises, however, can
make the process easier to understand.

Example 1: Matching Lines That Contain a Date

A standard USA date consists of a pattern that includes the capitalized name of a month, a space, a one- or
two-digit number representing the day, a comma, a space, and a four-digit number representing the year. For
example, Feb 9, 1994 is a standard USA date. Y ou can write that pattern as aregular expression:

[A-Z][a-z]* [0-9]\{1,2\}, [0-9]\{4\}

Y ou can improve this pattern so that it recognizes that May—the month with the shortest name—has three
letters, and that September has nine:

[A-Z][a-z]\{3,9\} [0-9]\{1,2\}, [0-9]\{4\}

Example 2: Matching Social Security Numbers

Social security numbers also are highly structured: three digits, a dash, two digits, a dash, and four digits.
Here's how you can write aregular expression for social security numbers:

[0-9]\{3\}-[0-9]\{\2\}-[0-9]\{4\}
Example 3: Matching Telephone Numbers

Another familiar structured pattern is found in telephone numbers, such as 1-800-555-1212. Here's aregular
expression that matches that pattern:

1-[0-9]\{3\}-[0-9]\{3\}-[0-9]\ {4}

Family

The grep family consists of three members:

grep This command uses alimited set of regular expressions. See table.
Extended grep. This command uses full regular expressions (expressions that have string values

" and use the full set of alphanumeric and special characters) to match patterns. Full regular

egrep expressions include all the limited regular expressions of grep (except for \( and \)), aswell asthe
following ones (where RE is any regular expression):

RE+ Matches one or more occurrences of RE. (Contrast that with RE*, which matches zero or more
occurrences of RE.)

RE? Matches zero or one occurrence of RE.

RE1 | RE2|Matches either RE1 or RE2. The | acts asalogical OR operator.

(RE) Groups multiple regular expressions.

] The section "The egrep Command" provides examples of these expressions.
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forep

Fast grep. This command searches for a string, not a pattern. Because fgrep does not use regular
expressions, it interprets $, *, [, 1, (, ), and \ as ordinary characters. Modern implementations of
grep appear to be just as fast as fgrep, so using fgrep is becoming obsol ete—except when your
search involves the previously mentioned characters.

@NOTE: The$, *, [, ], (,), and\ regular expression metacharacters also have special meaning to the
shell, so you must enclose them within single quotation marks to prevent the shell from interpreting them.
(See Chapters 11, 12, and 13))

The grep Command

The most frequently used command in the family is grep. Its complete syntax is
$grep [options] RE [file(s)]

where RE isalimited regular expression. Table 6.5 lists the regular expressions that grep recogni zes.

The grep command reads from the specified file on the command line or, if no files are specified, from
standard input. Table 6.5 lists the command-line options that grep takes.

Table 6.5. Command-Line Optionsfor grep

Opti on|Resul t
Display, at the beginning of the output line, the number of the block in which the regular

-b expression was found. This can be helpful in locating block numbers by context. (The first block is
block zero.)

-C Print the number of lines that contain the pattern, that is, the number of matching lines.
Prevent the name of the file that contains the matching line from being displayed at the beginning

-h of that line. NOTE: When searching multiple files, grep normally reports not only the matching
line but also the name of the file that containsiit.

-i Ignore distinctions between uppercase and |owercase during comparisons.

| Print one time the name of each file that contains lines that match the pattern—regardless of the
actual number of matching linesin each file—on separate lines of the screen.

-n Precede each matching line by its line number in thefile.

-S Suppress error messages about nonexistent or unreadabl e files.

-V Print all lines except those that contain the pattern. This reverses the logic of the search.

Here are two sample files on which to exercise grep:
$ cat cron

I n SCO

Xenix 2.3, or SCO UNI X, you can edit a

crontab file to your heart's content, but it wll
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not be re-read, and your changes will not take
effect, until you cone out of rmulti-user run

| evel (thus killing cron), and then re-enter

mul ti-user run level, when a new cron is started,
or until you do a reboot.

The proper way to install a new version of a
crontab (for root, or for any other user) is to

i ssue the conmmand "crontab new. jobs", or "cat

new.jobs | crontab”, or if in'vi' with a new

version of the commands, "w ! crontab". | find it
easy to type "vi /tnp/tbl", then ":0 r !crontab
-1" to read the existing crontab into the vi

buffer, then edit, then type ":w !crontab", or
“lIcrontab % to replace the existing crontab with
what | see on vi's screen.

$ cat pax

This is an announcenment for the MS-DOS version of
PAX version 2. See the README file and the man
pages for nore information on how to run PAX,

TAR, and CPI O

For those of you who don't know, pax is a 3in 1
programthat gives the functionality of pax, tar,

and cpio. It supports both the DOS fil esystem

and the raw "tape on a disk" system used by npst
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mcro UNl X systens. This wll allow for easy
transfer of files to and from UNl X systens. It

al so supports nultiple volunmes. Floppy density
for raw UNI X type read/wites can be specified on
t he command | i ne.

The source wll eventually be posted to one of

t he source groups.

Be sure to use a blocking factor of 20 with
pax-as-tar and B with pax-as-cpio for best

per f or mance.

The following examples show how to find astring in afile:
$ grep 'you' pax

For those of you who don't know, pax is a 3in 1
$ grep 'you' cron

In SCO Xenix 2.3, or SCO UNI X, you can edit a
crontab file to your heart's content, but it wll
not be re-read, and your changes will not take
effect, until you cone out of nulti-user run

or until you do a reboot.
Note that you appearsin your in the second and third lines.

Y ou can find the same string in two or more files by using avariety of options. In thisfirst example, caseis
ignored:

$ grep -i

you' pax cron
pax: For those of you who don't know, pax is a 3 in 1
cron:In SCO Xenix 2.3, or SCO UNI X, you can edit a

cron:crontab file to your heart's content, but it wll
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cron: not be re-read, and your changes will not take
cron:effect, until you conme out of nulti-user run

cron:or until you do a reboot.

Notice that each line of output begins with the name of the file that contains a match. In the following
example, the output includes the name of the file and the number of the line of that file on which the match is
found:

$ grep -n 'you' pax cron

pax: 6: For those of you who don't know, pax is a 3in 1l
cron:1:1n SCO Xenix 2.3, or SCO UNI X, you can edit a
cron:2:crontab file to your heart's content, but it wll
cron: 3: not be re-read, and your changes will not take
cron: 4:effect, until you conme out of nmulti-user run

cron:7:or until you do a reboot.

The following example shows how to inhibit printing the lines themsel ves:
$ grep -c 'you' pax cron

pax: 1

cron:5

The following output shows the matching lines without specifying the files from which they came:
$ grep -h "you' pax cron

For those of you who don't know, pax is a 3in1l
In SCO Xenix 2.3, or SCO UNI X, you can edit a
crontab file to your heart's content, but it wll
not be re-read, and your changes will not take
effect, until you cone out of nulti-user run

or until you do a reboot.

The following specifies output of "every line in pax and cron that does not have [Yy][Oo][Uu] init":
$ grep -iv 'you' pax cron
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pax: This is an announcenent for the MS-DOS version of
pax: PAX version 2. See the README file and the man
pax: pages for nore informati on on how to run PAX
pax: TAR, and CPI QO

pax:

pax: programthat gives the functionality of pax, tar,
pax:and cpio. It supports both the DOS fil esystem
pax:and the raw "tape on a di sk" system used by nost
pax:mcro UNI X systens. This will allow for easy
pax:transfer of files to and from UNI X systens. |t
pax: al so support mnultiple volumes. Floppy density
pax:for raw UNI X type read/ wites can be specified on
pax:the conmand | i ne.

pax:

pax: The source will eventually be posted to one of
pax:the source groups.

pax:

pax: Be sure to use a bl ocking factor of 20 with

pax: pax-as-tar and B wth pax-as-cpio for best

pax: perfornmance.

cron:level (thus killing cron), and then re-enter

cron:multi-user run |level, when a new cron is started;

cron:

cron: The proper way to install a new version of a
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cron:crontab (for root, or for any other user) is to

cron:issue the conmand "crontab new. jobs", or "cat

cron: new. jobs | crontab", or if in'vi' wth a new

cron:version of the commands, "w ! crontab". | find it
cron:easy to type "vi /tnp/tbl", then ":0 r !crontab
cron:-1" to read the existing crontab into the vi
cron: buffer, then edit, then type ":w !crontab", or

cron:"!crontab % to replace the existing crontab with

cron:what | see on vi's screen.
Note that blank lines are considered to be lines that do not match the given regular expression.

The following example is quite interesting. It lists every line that hasr.*t in it and of course it matches the
longest possible string in each line. First, let's see exactly how the strings are matched. The matching stringsin
the listing are highlighted in italics so that you can see what grep actually matches:

$ grep 'r.*t' pax cron

pax: This is an announcenent for the MS-DOS version of
pax: PAX version 2. See the README file and the man
pax: pages for nore information on how to run PAX
pax: For those of you who don't know, pax is a 3 in 1
pax: programthat gives the functionality of pax, tar,
pax:and cpio. It supports both the DOS fil esystem
pax:and the raw "tape on a di sk" system used by nost
pax:mcro UNI X systens. This will allow for easy
pax:transfer of files to and from UN X systens. It
pax: al so support nultiple volunmes. Floppy density

pax:for raw UNI X type read/ wites can be specified on

http://docs.rinet.ru/UNIXy/unx06.htm (23 of 84) [4/27/1999 10:47:27 AM]



UNIX Unleashed unx06.htm

pax: The source will eventually be posted to one of
pax: Be sure to use a bl ocking factor of 20 with

pax: pax-as-tar and B with pax-as-cpio for best

cron:In SCO Xenix 2.3, or SCO UNI X, you can edit a
cron:crontab file to your heart's content, but it wll
cron: not be re-read, and your changes will not take
cron:level (thus killing cron), and then re-enter
cron: multi-user run level, when a new cron is started,
cron:or until you do a reboot.

cron: The proper way to install a new version of a

cron:crontab (for root, or for any other user) is to

cron:issue the conmand "crontab new. jobs", or "cat

cron: new. jobs | crontab", or if in'vi' wth a new

cron:version of the commands, "w ! crontab". | find it

cron:easy to type "vi /tnp/tbl", then ":0 r !crontab

cron:-1" to read the existing crontab into the vi

cron: buffer, then edit, then type ":w !crontab", or

cron:"!crontab % to replace the existing crontab with

Y ou can obtain for free aversion of grep that highlights the matched string, but the standard version of grep
simply shows the line that contains the match.

If you are thinking that grep doesn't seem to do anything with the patterns that it matches, you are correct. But
in Chapter 7, "Editing Text Files," you will see how the sed command does replacements.

Now let'slook for two or more Is (two Is followed by zero or more |s):
$ grep '"II1*" pax cron

pax:mcro UNI X systens. This will allow for easy

pax: The source will eventually be posted to one of
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cron:crontab file to your heart's content, but it wll
cron: not be re-read, and your changes will not take
cron:level (thus killing cron), and then re-enter

cron: The proper way to install a new version of a

The following command finds lines that begin with The:
$ grep '~The' pax cron

pax: The source wll eventually be posted to one of

cron: The proper way to install a new version of a

The next command finds lines that end with n:
$ grep 'n$' pax cron

pax: PAX version 2. See the README file and the man
pax:for raw UNI X type read/ wites can be specified on

cron:effect, until you conme out of nulti-user run

Y ou can easily use the grep command to search for two or more consecutive uppercase letters:
$ grep '[A-Z]\{2,\}' pax cron

pax: This is an announcenent for the Ms-DOCS version of
pax: PAX version 2. See the README file and the nan
pax: pages for nore informati on on how to run PAX,

pax: TAR, and CPI O

pax:and cpio. It supports both the DOS fil esystem
pax:mcro UNI X systens. This will allow for easy
pax:transfer of files to and from UNI X systens. |t
pax:for raw UNI X type read/ wites can be specified on

cron:In SCO Xenix 2.3, or SCO UNI X, you can edit a

The egrep Command

As mentioned earlier, egrep uses full regular expressions in the pattern string. The syntax of egrep is the same
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asthat for grep:
$egrep [options] RE [fil es]

where RE isaregular expression.

The egrep command uses the same regular expressions as the grep command, except for \( and \), and includes
the following additional patterns:

RE+ Matches one or more occurrence(s) of RE. (Contrast this with grep's RE* pattern, which matches
zero or more occurrences of RE.)

RE? Matches zero or one occurrence of RE.

RE1 | RE2|Matches either RE1 or RE2. The | acts asalogical OR operator.

(RE) Groups multiple regular expressions.

The egrep command accepts the same command-line options as grep (see Table 6.6) aswell as the following
additional command-line options:

-e special_expression |Search for a special expression (that is, aregular expression that beginswith a-)
-f file Put the regular expressionsinto file

Here are afew examples of egrep's extended regular expressions. The first finds two or more consecutive
uppercase letters:

$ egrep '[A-Z][A-Z]+ pax cron

pax: This is an announcenent for the Ms-DOCS version of
pax: PAX version 2. See the README file and the nan
pax: pages for nore informati on on how to run PAX
pax: TAR, and CPI QO

pax: For those of you who don't know, PAXis a 3-in-1
pax:and cpio. It supports both the DOS fil esystem
pax:mcro UNI X systens. This allows for easy
pax:transfer of files to and from UN X systens. It

pax:for raw UNI X type read/ wites can be specified on

The following command finds each line that contains either DOS or SCO:
$ egrep 'DOS| SCO pax cron

pax: This is an announcenent for the MS-DOS version of

pax:and cpio. It supports both the DOS fil esystem
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cron:In SCO Xenix 2.3, or SCO UNI X, you can edit a
The next example finds all lines that contain either new or now:
$ egrep 'n(e|lo)w cron

mul ti-user run |l evel, when a new cron i s started;

The proper way to install a new version of a

i ssue the command "crontab new. j obs", or "cat

new. jobs | crontab", or if in 'vi' with a new

The fgrep Command

The fgrep command searches afile for a character string and prints all lines that contain the string. Unlike grep
and egrep, fgrep interprets each character in the search string as aliteral character, because fgrep has no
metacharacters.

The syntax of fgrep is
fgrep [options] string [files]

The options you use with the fgrep command are exactly the same as those that you use for egrep, with the
addition of -x, which prints only the lines that are matched in their entirety.

As an example of fgrep's-x option, consider the following file named sample:
$ cat sanple

this is

a

file for testing
egrep's x

opti on.

Now, invoke fgrep with the -x option and a as the pattern.
$ fgrep -x a sanple

a

That matches the second line of thefile, but
$ fgrep -x option sanple

outputs nothing, as option doesn't match aline in the file. However,
$ fgrep -x option. sanple
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opti on.
matches the entire last line.
Files

UNIX provides two commands that are useful when you are sorting text files: sort and unig. The sort
command merges text files together, and the uniqg command compares adjacent lines of afile and eliminates
all but one occurrence of adjacent duplicate lines.

Command

The sort command is useful with database files—files that are line- and fiel d-oriented—because it can sort or
merge one or more text files into a sequence that you select.

The command normally treats a blank or atab as adelimiter. If the file has multiple blanks, multiple tabs, or
both between two fields, only the first is considered a delimiter; al the others belong to the next field. The -b
option tells sort to ignore the blanks and tabs that are not delimiters, discarding them instead of adding them to
the beginning of the next field.

The normal ordering for sort follows the ASCII code sequence.

The syntax for sort is

$sort [-crmu] [-ooutfile] [-ymensize] [-zrecsize] [-dfiNMir] [-btchar]
[ +posl [-pos2]] [file(s)]

Table 6.6 describes the options of sort.
Table 6.6. Thesort Command's Options

Opti on Meani ng

-C Tells sort to check only whether the fileisin the order specified.
-u Tells sort to ignore any repeated lines (but see the next section, "The unig Command").
m Tells sort to merge (and sort) the files that are already sorted. (This section features an
example.)
Specifies the length of the longest line to be merged and prevents sort from terminating
-zrecsize abnormally when it seesaline that islonger than usual. Y ou use this option only when
merging files.

Specifies the name of the output file. This option is an alternative to and an improvement on
redirection, in that outfile can have the same name as the file being sorted.

Specifies the amount of memory that sort uses. This option keeps sort from consuming all the
available memory. -y0 causes sort to begin with the minimum possible memory that your
system permits, and -y initially gives sort the most it can get. memsize is specified in
kilobytes.

Causes adictionary order sort, in which sort ignores everything except letters, digits, blanks,
and tabs.

-ooutfile

-ymemsize
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Causes sort to ignore upper- and lowercase distinctions when sorting.

Causes sort to ignore nonprinting characters (decimal ASCII codes 0 to 31 and 127).

Compares the contents of specified fields asif they contained the name of month, by
examining the first three letters or digits in each field, converting the letters to uppercase, and
sorting them in calendar order.

Causes sort to ignore blanks and sort in numerical order. Digits and associated
characters—the plus sign, the minus sign, the decimal point, and so on—have their usual
mathematical meanings.

-

When added to any option, causes sort to sort in reverse.

-tchar

Selects the delimiter used in the file. (This option is unnecessary if the file uses ablank or a
tab asits delimiter.)

+posl [-pos2]

Restricts the key on which the sort is based to one that begins at field posl and ends at field
pos2. For example, to sort on field number 2, you must use +1 -2 (begin just after field 1 and
continue through field 2).

In addition, you can use - as an argument to force sort to take itsinput from stdin.

Here are some examples that demonstrate some common options. The file auto is atab-delimited list of the
results of an automobile race. From left to right, the fields list the class, driver's name, car year, car make, car
model, and time:

$ cat auto

ES Arther 85 Honda Prelude  49.412
BS  Barker 90 Ni ssan 300zX 48. 209
AS  Sai nt 88 BMW M 3 46. 629
ES Straw 86 Honda Gvic 49. 543
DS  Swazy 87 Honda CRX- Si 49. 693
ES Downs 83 W/ GTI 47.133
ES Smth 86 W GTI 47. 154
AS  Neuman 84 Por sche 911 47. 201
CS Mller 84 Mazda RX- 7 47. 291
CS Carlson 88 Ponti ac Fiero 47. 398
DS Kegler 84 Honda Gvic 47. 429
ES Sherman 83 VW GTI 48. 489
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DS Arbiter 86 Honda CRX- Si 48. 628

DS Karle 74 Por sche 914 48. 826
ES Shor n 87 VW GTl 49. 357
CS  Chunk 85 Toyot a VR2 49. 558
CS Cohen 91 Mazda M at a 50. 046
DS Lisanti 73 Por sche 914 50. 609
CS MG | 83 Por sche 944 50. 642
AS Lisle 72 Por sche 911 51. 030
ES Peerson 86 VW Gol f 54. 493

If you invoke sort with no options, it sorts on the entire line:
$ sort auto

AS Lisle 72 Por sche 911 51. 030
AS  Neunman 84 Por sche 911 47. 201
AS  Saint 88 BMW M 3 46. 629
BS Barker 90 Ni ssan 300zX 48. 209
CS Carlson 88 Pont i ac Fiero 47. 398
CS  Chunk 85 Toyot a VR2 49. 558
CS Cohen 91 Mazda M at a 50. 046
cCS MaGll 83 Por sche 944 50. 642
CS Mller 84 Mazda RX- 7 47. 291
DS Arbiter 86  Honda CRX- Si 48. 628
DS Karle 74 Por sche 914 48. 826
DS Kegler 84 Honda Cvic 47. 429
DS Lisanti 73 Por sche 914 50. 609
DS  Swazy 87 Honda CRX- Si 49. 693
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ES Arther 85 Honda Prel ude 49. 412
ES Downs 83 VW GTl 47. 133
ES Peerson 86 VW ol f 54. 493
ES Sher man 83 VW Grl 48. 489
ES Shor n 87 VW GrTl 49. 357
ES Smth 86 VW GTl 47. 154
ES Straw 86 Honda Gvic 49. 543

To alphabetize alist by the driver's name, you need sort to begin with the second field (+1 means skip the first
field). Sort normall treats the first blank (space or tab) in a sequence of blanks as the field separator, and
consider that reht rest of the blanks are part of the next field. This has no effect on sorting on the second field
because there is an equal number of blanks between the class |etters and driver's name. However, whenever a
field is "rapped"'—for example, driver's name, car make, and car model—the next field will include leading
blanks:

$ sort +1 auto

DS Arbiter 86 Honda CRX- Si 48. 628
ES Arther 85 Honda Prelude  49.412
BS Barker 90 Ni ssan 300zX 48. 209
CS Carlson 88 Pont i ac Fiero 47. 398
CS  Chunk 85 Toyot a VR2 49. 558
CS Cohen 91 Mazda M at a 50. 046
ES  Downs 83 W GTI 47.133
DS Karle 74 Por sche 914 48. 826
DS Kegler 84 Honda Cvic 47. 429
DS Lisanti 73 Por sche 914 50. 609
AS Lisle 72 Por sche 911 51. 030
S MaGll 83 Por sche 944 50. 642
CS Mller 84 Mazda RX- 7 47. 291
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AS

ES

AS

ES

ES

ES

ES

DS

Note that the key to this sort is only the driver's name. However, if two drivers had the same name, they would
have been further sorted by the car year. In other words, +1 actually means skip the first field and sort on the

Neuman
Peer son
Sai nt
Sher man
Shorn
Sm th
Straw

Swazy

84

86

88

83

87

86

86

87

Por sche

VW

BMWV

VW

VW

VW

Honda

Honda

BMW

VW

VW

Por sche

Mazda

Pont i ac

Honda

Ni ssan

VW

Honda

Por sche

rest of theline.
Here'salist sorted by race times:
$ sort -b +5 auto
AS  Sai nt 88
ES  Downs 83
ES Smth 86
AS  Neuman 84
CS Mller 84
CS Carlson 88
DS Kegler 84
BS  Barker 90
ES  Sherman 83
DS Arbiter 86
DS Karle 74
ES  Shorn 87

VW

911

Gol f

M 3

GTl

GTl

Gl

Gvic

CRX- Si

M 3

GTl

GTl

911

Fi ero

Gvic

300zX

GTl

CRX- Si

914

GTl
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ES Arther 85 Honda Prelude  49.412
ES Straw 86 Honda Gvic 49. 543
CS  Chunk 85 Toyot a VR2 49. 558
DS  Swazy 87 Honda CRX- Si 49. 693
CS Cohen 91 Mazda M at a 50. 046
DS Lisanti 73 Por sche 914 50. 609
CS MG | 83 Por sche 944 50. 642
AS Lisle 72 Por sche 911 51. 030
ES Peerson 86 VW Gol f 54. 493

The -b means do not treat the blanks between the car model (e.g. M-3) and the race time as part of the race
time.

Suppose that you want alist of times by class. Y ou try the following command and discover that it fails:
$ sort +0 -b +5 auto

AS Lisle 72 Por sche 911 51. 030
AS  Neunman 84 Por sche 911 47. 201
AS  Saint 88 BMW M 3 46. 629
BS  Barker 90 Ni ssan 300zX 48. 209
CS Carlson 88 Pont i ac Fiero 47. 398
CS  Chunk 85 Toyot a VR2 49. 558
CS Cohen 91 Mazda M at a 50. 046
cCS MaGll 83 Por sche 944 50. 642
CS Mller 84 Mazda RX- 7 47. 291
DS Arbiter 86  Honda CRX- Si 48. 628
DS Karle 74 Por sche 914 48. 826
DS Kegler 84 Honda Cvic 47. 429
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DS Li santi 73 Por sche 914 50. 609

DS Swazy 87 Honda CRX- Si 49. 693
ES Arther 85 Honda Prelude  49.412
ES  Downs 83 VW GTl 47.133
ES Peerson 86 VW ol f 54. 493
ES  Sherman 83 VW GTl 48. 489
ES Shor n 87 VW Grl 49. 357
ES Smth 86 VW GrTl 47. 154
ES Straw 86 Honda Gvic 49. 543

This command line fails because it tells sort to skip nothing and sort on the rest of the line, then sort on the
sixth field. To restrict the first sort to just the class, and then sort on time as the secondary sort, use the
following expression:

$ sort +0 -1 -b 45 auto

AS  Saint 88 BMW M 3 46. 629
AS  Neunman 84 Por sche 911 47. 201
AS Lisle 72 Por sche 911 51. 030
BS  Barker 90 Ni ssan 300zX 48. 209
CS Mller 84  Mazda RX- 7 47. 291
CS Carlson 88 Ponti ac Fiero 47. 398
CS  Chunk 85 Toyot a VR2 49. 558
CS Cohen 91 Mazda M at a 50. 046
Cs MGl 83 Porsche 944 50. 642
DS Kegler 84 Honda Cvic 47. 429
DS Arbiter 86 Honda CRX- Si 48. 628
DS Karle 74 Por sche 914 48. 826
DS  Swazy 87 Honda CRX- Si 49. 693
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DS Li santi 73 Por sche 914 50. 609

ES Downs 83 VW GTl 47. 133
ES Smth 86 VW GTl 47.154
ES Sher man 83 VW Grl 48. 489
ES Shor n 87 VW GrTl 49. 357
ES Arther 85 Honda Prel ude 49. 412
ES Straw 86 Honda Gvic 49. 543
ES Peerson 86 VW ol f 54. 493

This command says skip nothing and stop after sorting on the first field, then skip to the end of the fifth field
and sort on the rest of the line. In this case, the rest of the lineisjust the sixth field.

Here's a simple merge example. Notice that both files are already sorted by class and name.
$ cat auto.1l

AS  Neuman 84 Por sche 911 47. 201
AS  Saint 88 BMW M 3 46. 629
BS  Barker 90 Ni ssan 300zX 48. 209
CS Carlson 88 Pont i ac Fiero 47. 398
CS Mller 84 Mazda RX- 7 47. 291
DS  Swazy 87 Honda CRX- Si 49. 693
ES Arther 85 Honda Prelude  49.412
ES Downs 83 W GTI 47.133
ES Smth 86 W GTI 47. 154
ES Straw 86 Honda Gvic 49. 543

$ cat auto.?2
AS Li sl e 72 Por sche 911 51. 030

CS  Chunk 85 Toyot a VR2 49. 558
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CS Cohen
CSs MGl
DS Arbiter
DS Karle
DS Kegler
DS Lisanti
ES Peerson
ES  Sherman
ES  Shorn

$ sort -m auto.
AS Lisle
AS  Neunman
AS  Sai nt
BS Barker
CS Carlson
CS Chunk
CS Cohen
CsS MGl
CS Mller
DS Arbiter
DS Karle
DS Kegler
DS Lisanti
DS  Swazy
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91 Mazda
83 Por sche
86 Honda
74 Por sche
84 Honda
73 Por sche
86 VW

83 VW

87 VW

1 auto. 2

72 Por sche
84 Por sche
88 BMW

90 Ni ssan
88 Ponti ac
85 Toyot a
91 Mazda
83 Por sche
84 Mazda
86 Honda
74 Por sche
84 Honda
73 Por sche
87 Honda

M at a

944

CRX- Si

914

Cvic

914

Gol f

GTl

GTl

911

911

M 3

300zX

Fi ero

M at a

944

RX-7

CRX- Si

914

Gvic

914

CRX- Si

50.

50.

48.

48.

47.

50.

54.

48.

49.

51.

47.

46.

48.

47.

49.

50.

50.

47.

48.

48.

47.

50.

49.

046

642

628

826

429

609

493

489

357

030

201

629

209

398

558

046

642

291

628

826

429

609

693



UNIX Unleashed unx06.htm

ES Arther 85 Honda Prel ude 49. 412
ES Downs 83 VW GTl 47. 133
ES Peerson 86 VW ol f 54. 493
ES Sher man 83 VW Grl 48. 489
ES Shor n 87 VW GrTl 49. 357
ES Smth 86 VW GTl 47. 154
ES Straw 86 Honda Gvic 49. 543

For afinal example, passl is an excerpt from /etc/passwd and Sort it on the user ID field—field number 3.
Specify the -t option so that the field separator used by sort is the colon, as used by /etc/passwd.

$ cat passl

root: x:0:0: System Adm ni strator:/usr/root:/bin/ksh

sl an: x: 57: 57: St ar GROUP Sof t ware NPP Adm ni stration:/usr/slan:

| abuucp: x: 21: 100: shevett's UPC:. /usr/spool /uucppublic:/usr/lib/uucp/uucico
pcuucp: x: 35: 100: PCLAB: / usr/ spool / uucppublic:/usr/Iib/uucp/uucico

t echuucp: x: 36: 100: The 6386:/ usr/ spool / uucppublic:/usr/lib/uucp/uucico
pj h: x: 102: 0: Peter J. Hol sberg:/usr/pjh:/bin/ksh

| kh: x: 250: 1: | kh: /usr/ | kh:/bi n/ ksh

shevett: x: 251: 1: dave shevett:/usr/shevett:/bin/ksh

nccol | o: x: 329: 1: Carol MCol | ough: / usr/ hone/ nccol | o: / bi n/ ksh
gordon: x: 304: 20: gordon gary g:/ul/fall91/dpl68/gordon:/bin/csh

grice: x:273:20:grice steven a:/ul/fall91/dp270/grice:/bin/ksh
gross: x: 305: 20: gross janes |:/ul/fall 91/ dpl68/gross:/bin/ksh

hager ho: x: 326: 20: hager horst paul j:/ul/fall91/dpl68/ hagerho:/bin/ksh
hendri c: x: 274: 20: hendri ckson robbin:/ul/fall91/dp270/ hendri c:/bin/ksh

hi nnega: x: 320: 20: hi nnegan di anna:/ul/fall91/dpl163/ hi nnega:/bi n/ ksh
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i nni s: x:262:20:innis rafael f:/ul/fall91/dp270/innis:/bin/ksh

intorel:x:286:20:intorelli anthony:/ul/fall91/dpl68/intorel:/bin/ksh

Now run sort with the delimiter set to a colon:
$ sort -t: +2 -3 passl

root: x:0:0: System Adm ni strator:/usr/root:/bin/ksh

pj h: x: 102: 0: Peter J. Hol sberg:/usr/pjh:/bin/ksh

| abuucp: x: 21: 100: shevett's UPC:. /usr/spool /uucppublic:/usr/lib/uucp/uucico
| kh: x: 250: 1: | kh: /usr/ | kh:/bi n/ ksh

shevett: x: 251: 1: dave shevett:/usr/shevett:/bin/ksh

innis: x:262:20:innis rafael f:/ul/fall91/dp270/innis:/bin/ksh
grice:x:273:20:grice steven a:/ul/fall91/dp270/grice:/bin/ksh

hendri c: x: 274: 20: hendri ckson robbin:/ul/fall 91/ dp270/ hendri c:/bin/ksh
intorel:x:286:20:intorelli anthony:/ul/fall91/dpl68/intorel:/bin/ksh
gordon: x: 304: 20: gordon gary g:/ul/fall 91/ dpl68/gordon:/bin/csh
gross: x: 305: 20: gross janes |:/ul/fall 91/ dpl68/gross:/bin/ksh

hi nnega: x: 320: 20: hi nnegan di anna:/ul/fall 91/ dpl163/ hi nnega:/bi n/ ksh
hager ho: x: 326: 20: hager hor st paul j:/ul/fall91/dpl68/ hagerho:/bin/ksh
nccol | 0: x: 329: 1: Carol McCol | ough: / usr/ hone/ ntcol | o: / bi n/ ksh

pcuucp: x: 35: 100: PCLAB: / usr/ spool / uucppublic:/usr/lib/uucp/uucico

t echuucp: x: 36: 100: The 6386:/ usr/ spool /uucppublic:/usr/Iib/uucp/uucico

sl an: x: 57:57: St ar GROUP Soft ware NPP Adm ni strati on:/usr/ sl an:

Note that 35 comes after 329, because sort does not recognize numeric characters as being numbers. Y ou want
the user 1D field to be sorted by numerical value, so correct the command by adding the -n option:

$ sort -t: -n +2 -3 passl

root: x:0:0: System Adm ni strator:/usr/root:/bin/ksh
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| abuucp: x: 21: 100: shevett's UPC: /usr/spool /uucppublic:/usr/lib/uucp/uucico
pcuucp: x: 35: 100: PCLAB: / usr/ spool / uucppublic:/usr/lib/uucp/uucico

t echuucp: x: 36: 100: The 6386:/ usr/ spool / uucppublic:/usr/lib/uucp/uucico
sl an: x: 57: 57: St ar GROUP Software NPP Adm ni stration:/usr/slan:

pj h: x: 102: 0: Peter J. Hol sberg:/usr/pjh:/bin/ksh

| kh: x: 250: 1: | kh: /usr/ | kh: / bi n/ ksh

shevett: x: 251: 1: dave shevett:/usr/shevett:/bin/ksh

i nni s: x:262:20:innis rafael f:/ul/fall91/dp270/innis:/bin/ksh

grice: x:273:20:grice steven a:/ul/fall91/dp270/grice:/bin/ksh

hendri c: x: 274: 20: hendri ckson robbin:/ul/fall 91/ dp270/ hendri c:/bin/ksh
intorel:x:286:20:intorelli anthony:/ul/fall91/dpl68/intorel:/bin/ksh
gordon: x: 304: 20: gordon gary g:/ul/fall91/dpl68/gordon:/bin/csh
gross: x: 305: 20: gross janes |:/ul/fall 91/ dpl68/gross:/bin/ksh

hi nnega: x: 320: 20: hi nnegan di anna: /ul/fall 91/ dpl63/ hi nnega:/bi n/ ksh
hager ho: x: 326: 20: hager horst paul j:/ul/fall91/dpl168/ hagerho:/bi n/ksh

nccol |1 o: x: 329: 1: Carol MCol | ough: / usr/ hone/ nccol | o: / bi n/ ksh
Command

The uniqg command compares adjacent lines of afile. If it finds duplicates, it passes only one copy to stdout.

QCAUTI ON: Duplicate adjacent linesimply that the file was sorted before it was given to uniq for
processing. Make sure that you sort afile before you feed it to uniq.

Hereisunig's syntax:

uniq [-udc [+n] [-mM] [input.file [output.file]]

The following examples demonstrate the options. The sample file contains the results of a survey taken by a
USENET news administrator on alocal computer. He asked users what newsgroups they read (newsgroups are

apart of the structure of USENET News, an international electronic bulletin board), used cat to merge the
users responses into asingle file, and used sort to sort the file. ngsis a piece of that file.

$ cat ngs
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alt.dcomtel ecom
alt.sources
conp. ar chi ves
conp. bugs. sysb
conp. dat abases
conp. dat abases. i nform x
conp.dcomtel ecom
conp. l ang. c
conp. |l ang. c
conp. |l ang. c
conp. |l ang. c
conp. | ang. c++
conp. | ang. c++
conp. | ang. post scri pt
conp. |l aserprinters
conp. mai | . maps
conp. sour ces

conp. sources. 3b
conp. sources. 3b
conp. sources. 3b
conp. sour ces. bugs
conp. sources. d
conp. sources. m sc

conp. sour ces. r evi ened
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conp. sour ces. uni X
conp. sour ces. uni X
conp. sour ces. want ed
conp.std.c
conp.std. c

conp. std. c++

conp. std. c++

conp. std. uni x

conp. std. uni x

conp. sys. 3b

conp. sys. att

conp. sys. att

conp. uni x. questi ons
conp. uni x. shel
conp. uni x. sysv386
conp. uni x. w zards

u3b. sour ces

To produce alist that contains no duplicates, ssmply invoke uniq:
$ uniq ngs

alt.dcomtel ecom
alt.sources
conp. ar chi ves
conp. bugs. sys5

conp. dat abases
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conp. dat abases. i nform x
conp.dcomtel ecom
conp. |l ang. c
conp. | ang. c++

conp. | ang. post scri pt
conp. |l aserprinters
conp. mai | . maps

conp. sour ces

conp. sources. 3b
conp. sour ces. bugs
conp. sources. d

conp. sources. m sc
conp. sources. revi ewed
conp. sour ces. uni x
conp. sour ces. want ed
conp.std.c

conp. std. c++

conp. std. uni x

conp. sys. 3b

conp. sys. att

conp. uni x. questi ons
conp. uni x. shel
conp. uni x. sysv386

conp. uni x. w zards
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u3b. sour ces

Thisisthe desired list. Of course, you can get the same result by using the sort command's -u option while
sorting the original file.

]Ilhe -c option displays the so-called repetition count—the number of times each line appearsin the original
ile:

$ unig -c ngs

1 alt.dcomtel ecom

1 alt.sources

1 conp. archives

1 conp. bugs. sys5

1 conp.dcomtel ecom

1 conp. dat abases

1 conp. dat abases. i nform x
4 conp.lang.c

2 conp. | ang. c++

1 conp. | ang. postscri pt
1 conp.laserprinters

1 conmp. mail . maps

1 conp. sources

3 conp. sources. 3b

1 conp. sources. bugs

1 conp. sources.d

1 conp. sources. m sc

1 conp. sources.reviewed

2 conp. sources. uni X

1 conp. sources. want ed
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2 conp.std.c

2 conp.std. c++

2 conp. std. uni x

1 conp.sys. 3b

2 conp.sys. att

1 conp. uni x. questi ons
1 conp. uni x. shel

1 conp. uni x. sysv386

1 conp.uni x.w zards

1 u3b. sources

The -u command tells uniq to output only the truly unique lines; that is, the lines that have a repetition count of
1

$ unig -u ngs
alt.dcomtel ecom
alt.sources
conp. ar chi ves

conp. bugs. sysb
conp. dat abases

conp. dat abases. i nform x
conp.dcomtel ecom

conp. | ang. post scri pt
conp. |l aserprinters
conp. mai |l . maps

conp. sour ces

conp. sour ces. bugs
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conp. sources. d

conp. sources. m sc
conp. sources. revi ewed
conp. sour ces. want ed
conp. sys. 3b

conp. uni x. questi ons
conp. uni x. shel
conp. uni x. sysv386
conp. uni x. w zards

u3b. sour ces

The -d option tells uniq to output only those lines that have a repetition count of 2 or more:
$ uniq -d ngs

conp. |l ang. c
conp. | ang. c++
conp. sources. 3b
conp. sour ces. uni X
conp.std.c

conp. std. c++
conp. std. uni x

conp. sys. att

The uniqg command also can handle lines that are divided into fields by a separator that consists of one or more
spaces or tabs. The moption tells uniq to skip the first mfields. The file mccc.ngs contains an abbreviated and
modified newsgroup list in which every dot (.) is changed to atab:

$ cat ntcc.ngs
al t dcom tel ecom

al t sour ces
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conp dcom telecom
conp sour ces
u3b sour ces

Notice that some of the lines are identical except for the first field, so sort the file on the second field:
$ sort +1 ntcc.ngs > ntcc. ngs-1

$ cat ntcc.ngs-1

al t dcom t el ecom
conp dcom t el ecom
alt sour ces
conp sour ces
u3b sour ces

Now display lines that are unique except for the first field:
$ unig -1 ntcc.ngs-1

al t dcom tel ecom

al t sour ces

The uniqg command also can ignore the first m columns of a sorted file. The +n option tells uniq to skip the
first n columns. The new file mccc.ngs-2 has four charactersin each of itsfirst fields on each line:

$ cat ntcc.ngs-2

alt .dcomtel ecom
conp.dcomtel ecom
alt .sources

conp. sources

u3b .sources

$ uniqg +4 ntcc. ngs-2
alt .dcomtel ecom

alt .sources
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Compressing Files—compress, uncompress, and zcat

While investigating storage techniques, some computer science researchers discovered that certain types of
files are stored quite inefficiently in their natural form. Most common among these "offenders’ is the text file,
which is stored one ASCII character per byte of memory. An ASCII character requires only seven bits, but
amost all memory devices handle aminimum of eight bits at atime—that is, abyte. (A bit isabinary
digit—the 1 or O found on electronic on/off switches.) Consequently, the researchers found that 12.5 percent
of the memory device iswasted. These researchers further studied the field of language patterns, and found
that they could code characters into even smaller bit patterns according to how frequently they are used.

The result of thisresearch is a programming technigue that compresses text files to about 50 percent of their
original lengths. Although not as efficient with files that include characters that use al eight bits, this
technique can indeed reduce file sizes substantially. Because the files are smaller, storage and file transfer can
be much more efficient.

There are three UNIX commands associated with compression: compress, uncompress, and zcat. Here is the
syntax for each command:

conpress [ -cfv ] [ -b bits ] file(s)
unconpress [ -cv | [ file(s) ]

zcat [ file(s)]

The options for these commands are listed in Table 6.7.
Table 6.7. Optionsfor the Compression commands

Opt i ons |Meani ng

-C Writes to stdout instead of changing thefile.

-f Forces compression even if the compressed file is no smaller than the original.

-V Displays the percentage of reduction for each compressed file.

b bits Tells compress how efficient to be. By default, bitsis 16, but you can reduceit to aslittle as 9 for

compatibility with computers that are not sufficiently powerful to handle full, 16-bit compression.

Normally, compress shrinks the file and replaces it with one that appends the extension .Z to the file name.
However, things can go wrong; for example, the original file name might have 13 or 14 characters, or the
compressed file could be the same size as the original when you have not specified the -f option. Y ou can use
uncompress to expand the file and replace the .Z file with the expanded file that has an appropriate name
(usually the name isthat of the compressed file, except without the .Z extension). The zcat command
temporarily uncompresses a compressed file and printsit.

Incidentally, note that al three of these utilities can take their input from stdin through a pipe. For example,
suppose that you retrieve a compressed tar archive (see Chapter 32, "Backing Up") from some site that
archives free programs. If the compressed file were called archive.tar.Z, you could then uncompress it and
separate it into its individual files with the following command:

$ zcat archive.tar * | tar -xf -
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Printing with pr

The pr command is the "granddaddy" of all of the programs that format files. It can separate afile into pages
of a specified number of lines, number the pages, put a header on each page, and so on. This section looks at
some of the command's more useful options (see Table 6.8).

ml ncidentally, pr has nothing to do with actual printing on a printer. The name was used originally
because the terminals of that time were printers—there were no screens as we know them today. You'll learn
about true printing in the next section, "Printing Hard Copy Output."

The syntax for the pr command is as follows:

pr -m|

-N[-wM [-a]] [-ecK] [-icK]

[-drtfp] [+p] [ -ncK] [-oQ [-IL]

[-sS] [-h header] [-F] [file(s)]
Table 6.8. Optionsfor the pr Command

Opt i on (Meani ng

+p Begin the display with page number p. If thisis omitted, display begins with page 1.

-N Display in N columns.

-d Double-space the display.

“ecK Expand tabs to character positions K+1, 2K+1, _3K+1, etc. Normally, tabs expand to positions 8,
16, 24, etc. If acharacter is entered for "c", use it as the tab character.

-ncK Number each line vv_ith aK-digot num_ber (de_fault value ig 5; eg., 1, 2 _3, etc.). If acharacter is
entered for "c", useit instead of atab immediately following the K-digit number.

‘WM % the width of each column to M characters when displaying two or more columns (default is

-00 Offset each line by O character positions to the right.

-IL Set the length of a page to L lines (default is 66).

-h header Use header as the text of the header of each page of the display in place of the name of _the file.
Note: there nust be a space between the h and the first character of the actual header string.

-p Pause at the end of each page and ring the terminal bell. Proceed on receipt of a carriage return

+ Qse afprm-feeo_l character instead pf a seguence of line feeds to begin a new page. Pause before
displaying the first page on aterminal.

-r Do not print error messages about files that cannot be opened.

" Om_it the 5-line header and the 5—Iine Frai ler that each page normally has. Do not space to the
beginning of a new page after displaying the last page. Takes precedence over -h header.

-sS Separate columns by the character entered for Sinstead of atab.

E IFold lines to fit the width of the column in multi-column display mode, or to fit an 80-character
ine.
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]—m |Merge and display up to eight files, one per column. May not be used with -N or -a

Hereisthe samplefile that you'll use to examine pr:
$ cat nanes

all en chri stopher
babi nchak david
best betty

bl oom denni s

boel hower | oseph
bose anita
cacossa ray
chang |iang
crawford patricia
crow ey charl es
cuddy m chael
czyzewski sharon

del uci a j oseph

The pr command normally prints afile with afive-line header and afive-line footer. The header, by default,
consists of these five lines: two blank lines; aline that shows the date, time, filename, and page number; and
two more blank lines. The footer consists of five blank lines. The blank lines provide proper top and bottom
margins so that you can pipe the output of the pr command to a command that sends afile to the printer. The
pr command normally uses 66-line pages, but to save space the demonstrations use a page length of 17: five
lines of header, five lines of footer, and seven lines of text.

Use the -I option with a 17 argument to do this:
$ pr -117 nanes

Sep 19 15:05 1991 nanes Page 1
al l en chri st opher
babi nchak david

best betty
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bl oom denni s
boel hower | oseph
bose anita
cacossa ray
(Seven blank lines follow.)
Sep 19 15:05 1991 nanes Page 2
chang | i ang
crawford patricia
crow ey charl es
cuddy m chael
czyzewski sharon

del uci a j oseph

Notice that pr puts the name for the file in the header, just before the page number. Y ou can specify your own
header with -h:

$ pr -117 -h "This is the NAMES file" nanes
Sep 19 15:05 1991 This is the NAMES file Page 1
al l en chri stopher
babi nchak david
best betty
bl oom denni s
boel hower | oseph
bose anita
cacossa ray
(Seven blank lines follow)

Sep 19 15:05 1991 This is the NAMVES file Page 2
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chang | i ang
crawford patricia
crow ey charl es
cuddy m chael
czyzewski sharon

del uci a j oseph

The header that you specify replaces the file name.

@NOTE: There must be a space between -h and the start of the header string. Also, if the header string
contains spaces, you must quote the entire string.

Multicolumn output is a pr option. Note how you specify two-column output (-2):
$ pr -117 -2 nanes

Sep 19 15:05 1991 nanes Page 1

all en chri stopher chang | i ang

babi nchak david crawford patricia
best betty crow ey charl es
bl oom denni s cuddy m chael

boel hower j oseph czyzewski sharon
bose anita del uci a j oseph

cacossa ray

Y ou can number the lines of text; the numbering aways begins with 1:
$ pr -117 -n nanes

Sep 19 15:05 1991 nanes Page 1

1 all en chri stopher
2 babi nchak david
3 best betty
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4 bl oom denni s

5 boel hower | oseph
6 bose anita

7 cacossa ray

(Seven blank lines follow.)

Sep 19 15:05 1991 nanes Page 2

8 chang | i ang

9 crawford patricia
10 crow ey charl es
11 cuddy m chael

12 czyzewski sharon
13 del uci a j oseph

Combining numbering and multicolumns results in the following:
$ pr -117 -n -2 nanes

Sep 19 15:05 1991 nanes Page 1

1 all en chri stopher 8 chang |i ang

2 babi nchak david 9 crawford patricia
3 best betty 10 crow ey charl es

4 bl oom denni s 11 cuddy m chae

5 boel hower | oseph 12 czyzewski sharon
6 bose anita 13 del uci a j oseph

7 cacossa ray

pr is, good for combining two or morefiles. Here are three files created from fields in /etc/passwd:
$ cat p-login

all en
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babi nch

best

bl oom

boel how

bose

cacossa

chang

crawf or

crow ey

cuddy

czyzews

del uci a

di esso

di menmo

di ntron

$ cat p-hone
/ul/fall91/dpl68/allen
[ul/fall91/dp270/ babi nch
/ul/fall91/dpl63/ best
/ul/fall91/dpl68/ bl oom
/ul/fall91/dpl63/ boel how
/ul/fall91/dpl68/ bose
/ul/fall91/dp270/ cacossa

/ul/fall91/dpl68/ chang
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/ul/fall91/dpl63/crawf or
ful/fall91/dpl63/crow ey
/ull/fall91/dp270/ cuddy
/ul/fall91/dpl68/ czyzews
/ul/fall91/dpl68/del ucia
/ul/fall91/dp270/di esso
/ul/fall91/dpl68/di menmo
/ul/fall91/dpl68/dintron
$ cat p-uid

278

271

312

279

314

298

259

280

317

318

260

299

300

261

301
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281

The -m option tells pr to merge the files:
$ pr -m-120 p-honme p-uid p-login

Cct 12 14:15 1991 Page 1

/ul/fall9l/dpl68/allen 278 al l en
/ul/fall91/dp270/ babinc 271 babi nch
/ul/fall91l/dpl63/ best 312 best
/ul/fall91/dpl68/ bl oom 279 bl oom
[ul/fall91/dpl63/ boel ho 314 boel how
/ul/fall91/dpl68/ bose 298 bose
/ul/fall91/dp270/ cacoss 259 cacossa
/ul/fall91/dpl68/ chang 280 chang
/ul/fall91/dpl63/crawfo 317 crawf or
/ul/fall91/dpl63/crow e 318 crow ey

(Seven blank lines follow)

Cct 12 14:15 1991 Page 2

/ul/fall91/dp270/ cuddy 260 cuddy
/ul/fall91/dpl68/ czyzew 299 czyzews
/ul/fall91/dpl68/deluci 300 del uci a
ful/fall91/dp270/di esso 261 di esso
/ul/fall91/dpl68/di renm 301 di menmo
/ul/fall91/dpl68/dintro 281 di ntron

Y ou can tell pr what to put between fields by using -s and a character. If you omit the character, pr uses atab
character.

$ pr -m-120 -s p-hone p-uid p-login

http://docs.rinet.ru/UNIXy/unx06.htm (55 of 84) [4/27/1999 10:47:28 AM]



UNIX Unleashed unx06.htm
Cct 12 14:16 1991 Page 1

/ul/fall91/dpl68/allen 278 allen
/ul/fall91/dp270/ babi nch 271 babi nch
/ul/fall9l/dpl63/ best 312 Dbest
[ul/fall91/dpl68/ bl oom 279 bl oom
/ul/fall91/dpl63/ boel how 314 Dboel how
/ul/fall91/dpl68/ bose 298 Dbose
/ul/fall91/dp270/ cacossa 259 cacossa
/ul/fall91/dpl68/ chang 280 chang
/ul/fall91/dpl63/crawf or 317 crawfor
/ul/fall91/dpl63/crow ey 318 crow ey
(Seven blank lines follow)
Cct 12 14:16 1991 Page 2
/ul/fall91/dp270/ cuddy 260 cuddy
ful/fall9l/dpl68/ czyzews 299 czyzews
[ul/fall91/dpl68/ del uci a 300 delucia
/ul/fall91/dp270/di esso 261 diesso
/ull/fall91/dpl68/di mermmo 301 di nenmmo

/ul/fall91/dpl68/dintron 281 dintron

The -t option makes pr act somewhat like cat. By including the -t option, you can specify the order of merging,
and even tell pr not to print (or leave room for) the header and footer:

$ pr -m-t -s p-uid p-login p-hone
278 allen /ul/fall91/dpl68/allen
271 babi nch /ul/fall91/dp270/ babi nch

312 Dbest /ul/fall91/dpl63/ best
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279 Dbl oom /ul/fall91/dpl68/ bl oom
314 boelhow /ul/fall91/dpl63/boel how
298 bose /ul/fall91/dpl68/ bose
259 cacossa /ul/fall91/dp270/cacossa
280 chang /ul/fall91/dpl68/ chang
317 crawf or [ul/fall91/dpl63/crawfor
318 crow ey /ul/fall91/dpl63/crow ey
260 cuddy /ul/fall91/dp270/ cuddy
299 czyzews /ul/fall91/dpl68/ czyzews
300 delucia /ul/fall91/dpl68/del ucia
261 diesso /ul/fall91/dp270/di esso
301 di nemmo /ul/fall91/dpl68/di memmo
281 dintron /ul/fall91/dpl68/dintron
Printing Hard Copy Output

Displaying the results of your work on your terminal is fine, but when you need to present areport for
management to read, nothing beats printed output.

Three general types of printers are available:
« Dot-matrix printers are usually very fast, but do not offer the print quality required for formal reports.

« Inkjet printers are not quite as fast, but do offer better letter quality.

 Laser printers provide the best print quality, and some are also quite fast. The two main types of laser
printers, HP and PostScript, use different languages to convert your text file to something that the
printer's engine can convert to hard copy.

Y our system administrator can tell you which printers are available on your computer, or you can use the
Ipstat command to find out yourself. (This command is described later in this section.)

Requesting To Print
UNIX computers are multiuser computers, and there may be more users on a system than there are printers.

For that reason, every print command that you issue is placed in a queue, to be acted on after all the ones
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previously issued are completed. To cancel requests, you use the cancel command.
The Ip Command

Normally, the System V |p command has the following syntax:
I'p [options] [files]
This command causes the named files and the designated options (if any) to become a print request. If no files

are named in the command line, |p takes its input from the standard input so that it can be the last command in
apipeline. Table 6.9 contains the most frequently used options for Ip.

Table 6.9. Optionsfor Ip Command
Opt i on |Meani ng

-m Send mail after the files have been printed (see Chapter 9, "Communicating with Others").

Choose dest as the printer or class of printersthat isto do the printing. If dest is a printer, then Ip
prints the request only on that specific printer. If dest isaclass of printers, then |p prints the request
on thefirst available printer that is a member of the class. If dest is any, then Ip prints the request
on any printer that can handle it. For more information see the discussion below on |pstat.

-nN Print N copies of the output. The default is one copy.

Specify a printer-dependent option. Y ou can use the -0 option as many times consecutively as you
want, asin -o optionl -o option2 . . . -0 optionN, or by specifying alist of options with one -0
followed by the list enclosed in double quotation marks, asin -0 "optionl option2 . . . optionN".
The options are as follows:

Do not print a banner page with this request. Normally, a banner page
containing the user-1D, file name, date, and time is printed for each print

-d dest

-0 option

nobanner request, to make it easy for several usersto identify their own printed
copy.
|pi=N Print this request with the line pitch set to N.

Print this request with the character pitch set to pica (representing 10
characters per inch), elite (representing 12 characters per inch), or
compressed (representing as many characters per inch as a printer can
handle).

A list of options valid for the stty command. Enclose the list with single
guotation marksiif it contains blanks.

Print title on the banner page of the output. The default is no title.
Enclosetitle in quotation marksif it contains blanks.

Write a message on the user's terminal after the files are printed. If the
-W user is not logged in, or if the printer resides on aremote system, send a
mail message instead.

cpi=picalelitejcompressed

stty=stty-option-list

-t title

To print the file sample on the default printer, type:
$ Ip sanple
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request idis |j-19 (1 file)
Note the response from the printing system. If you don't happen to remember the request id later, don't worry;

Ipstat will tell it to you, aslong asit has not finished printing the file. Once the system has finished printing,
your request has been fulfilled and no longer exists.

Suppose your organization has afancy,

al-the-latest-bell s-and-whi stles-and-costing-more-than-an-arm-and-a-leg printer, code-named the _best in the
Chairman's secretary's office in the next building. People are permitted to use it for the final copies of
important documents so it is kept fairly busy. And you don't want to have to walk over to that building and
climb 6 flights of stairsto retrieve your print job until you know it's been printed. So you type

$1p-m-dthe_best final.report. 94

request id is the_best-19882 (1 file)

Y ou have asked that the printer called the _best be used and that mail be sent to you when the printing has
completed. (This assumes that this printer and your computer are connected on some kind of network that will
transfer the actual file from your computer to the printer.)

The cancel Command

Y ou may want to cancel a print request for any number of reasons, but only one command enables you to do
it—the cancel command. Usually, you invoke it as follows:

cancel [request-1D(s)]

where request-I1D(s) is the print job number that Ip displays when you make a print request. Again, if you
forget the request-ID, Ipstat (see the section on Ipstat) will show it to you.

Getting Printer and Print Request Status

The Ipstat command gives the user information about the print services, including the status of al current print
requests, the name of the default printer, and the status of each printer.

The syntax of Ipstat isvery smple:

$l pstat [options] [request-ID(s)]

When you use the Ip command, it puts your request in a queue and issues arequest ID for that particular

command. If you supply that ID to Ipstat, it reports on the status of that request. If you omit all IDs and use the
Ipstat command with no arguments, it displays the status of all your print requests.

Some options take a parameter list as arguments, indicated by [list] below. Y ou can supply that list as either a
list separated by commas, or alist enclosed in double quotation marks and separated by spaces, asin the
following examples:

-p printerl,printer2
-u "userl user?2 user3"

If you specify all as the argument to an option that takes alist or if you omit the argument entirely, Ipstat
provides information about all requests, devices, statuses, and so on, appropriate to that option letter. For
example, the following commands both display the status of all output requests:
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$ Ipstat -0 all

$ Ipstat -0
Here are some of the more common arguments and options for |pstat:

-d Report what the system default destination is (if any).

Report the status of print requests. list isalist of printer names, class names, and request
IDs. You can omit the -o.

Display a status summary, including the status of the print scheduler, the system default
-S destination, alist of class names and their members, alist of printers and their associated
devices, and other, less pertinent information.

If the -D option is given, print a brief description of each printer inlist. If the -l optionis
given, print afull description of each printer's configuration.

Display all statusinformation: all the information obtained with the -s option, plus the
acceptance and idle/busy status of all printers and the status of all requests.

Report whether print destinations are accepting requests. list isalist of intermixed printer
names and class names.

-0 [list]

-p [list] [-D] [-]

-t

-a[list]

Comparing Directories with dircmp

The dircmp command examines the contents of two directories—including all subdirectories—and displays
information about the contents of each. It lists all the files that are unique to each directory and all the files that
are common. The command specifies whether each common fileis different or the same by comparing the
contents of each of thosefiles.

The syntax for dircmp is
dircnp [-d] [-S] [-wn] dirl dir2

The options are as follows:

Perform a diff operation on pairs of files with the same names (see the section "The diff Command"
later in this chapter).

-Ss  |Suppress messages about identical files.
-wN |Change the width of the output line to N columns. The default width is 72.

-d

As an example, suppose that the two directories have the following contents:

./ phl unph:

total 24

-rwr—+— 1 pjh Sys 8432 Mar 6 13: 02 TTYMON
-rwr—+— 1 pjh Sys 51 Mar 6 12:57 X
-rwr—+— 1 pjh Sys 340 Mar 6 12:55 y
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-rwr—+— 1 pjh Sys 222 Mar 6 12:57 z

I xXyzzy:

total 8

-rwr—+— 1 pjh Sys 385 Mar 6 13: 00 CLEANUP
-rwr—+— 1 pjh Sys 52 Mar 6 12:55 x
-rwr—+— 1 pjh Sys 340 Mar 6 12:55 y
-rwr—+— 1 pjh Sys 241 Mar 6 12:55 z

Each directory includes a unique file and three pairs of files that have the same name. Of the three files, two of
them differ in size and presumably in content. Now use dircmp to determine whether the filesin the two
directories are the same or different, asfollows:

$ dircnp xyzzy phl unph

Mar 6 13:02 1994 xyzzy only and phlunph only Page 1
. | CLEANUP ./ TTYMON
(Many bl ank |ines renoved to save space.)

Mar 6 13:02 1994 Conparison of xyzzy phlunph Page 1

directory

di fferent X
sane Ay
di fferent .z

(Many bl ank |lines renoved to save space.)

$

Note that dircmp first reports on the files unique to each directory and then comments about the common files.
$ dircnp -d xyzzy phl unph

Mar 6 13:02 1994 xyzzy only and phlunph only Page 1
. [ CLEANUP . TTYMON

(Many bl ank |ines renoved to save space.)
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Mar 6 13:02 1994 Conparison of xyzzy phlunph Page 1

directory

di fferent X
sane Ay
di fferent .z

(Many bl ank |ines renoved to save space.)
Mar 6 13:02 1994 diff of ./x in xyzzy and phl unph Page 1
3c3
< echo "root has |ogged out..."
> echo "pjh has | ogged out..."
(Many bl ank |ines renoved to save space.)
Mar 6 13:02 1994 diff of ./z in xyzzy and phl unph Page 1
6d5
< j) site=jonlab ;;
(Many bl ank |ines renoved to save space.)

$
At this point, you may want to refer back to the section "The diff Command" later in this chapter.

Encrypting a File with the crypt Command

If you have sensitive information stored in text files that you wish to give to other users you may want to
encrypt them to make them unreadable by casual users. UNIX system owners of the Encryption Utilities,
which are available only to purchasersin the United States, can encrypt a text file—in any way they see
fit—before they transmit it to another user or site. The person who receives the encrypted file needs a copy of
the crypt command and the password used by the person who encrypted the message in the first place.

The usual syntax for the crypt command is
$crypt [ key ] < clearfile > encryptedfile

where key is any phrase. For example
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crpyt "secret agent 007" <nydat> xyzzy

will encrypt the contents of my dat and write the result to xyzzy.

AN
TIP: This approach requires that you type key, the encryption key, at your keyboard, in which
case someone nearby might noticeit. Y ou can define your encryption key in an environment variable (see

Chapters 11, 12, and 13) called CRYPTKEY..

Then use the following syntax:
$crypt -k < clearfile > encryptedfile
The encryption key need not be complex. In fact, the longer it is, the more time it takes to do the decryption. A

key of three lowercase | etters causes decryption to take as much as five minutes of machine time—and
possibly much more on a multiuser machine.

QCAUTI ON: Do not concatenate encrypted files, even if they were encrypted with the same key. If you
try to do so, you will successfully decrypt only the first file.

Also, do not pipe the output of crypt through any program that changes the settings of your terminal.
Otherwise, when crypt finishes, the output will be in a strange state.

Printing the Beginning or End of a File with head and tail

By default, the head command prints the first 10 lines of afile to stdout (by default, the screen):
$ head nanes

al l en chri stopher
babi nchak davi d
best betty

bl oom denni s

boel hower | oseph
bose anita
cacossa ray

chang |i ang
crawford patricia

crow ey charl es
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Y ou can specify the number of lines that head displays, as follows:
$ head -4 nanes

al l en chri stopher
babi nchak davi d
best betty

bl oom denni s

To view the last few lines of afile, use thetail command. This command is helpful when you have alargefile
and want to look at at the end only. For example, suppose that you want to see the last few entriesin the log
file that records the transactions that occur when files are transferred between your machine and a neighboring
machine. That log file may be large, and you surely don't want to have to read all the beginning and middle of
it just to get to the end.

By default, tail printsthe last 10 lines of afile to stdout (by default, the screen). Suppose that your namesfile
consist of the following:

$ cat nanes

al l en chri stopher
babi nchak davi d
best betty

bl oom denni s

boel hower | oseph
bose anita
cacossa ray
chang |i ang
crawford patricia
crow ey charl es
cuddy m chael
czyzewski sharon
del uci a j oseph

The tail command limits your view to the last 10 lines:
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$ tail nanes

bl oom denni s

boel hower | oseph
bose anita
cacossa ray

chang |iang
crawford patricia
crow ey charl es
cuddy m chael
czyzewski sharon

del uci a j oseph

Y ou can change this display by specifying the number of linesto print. For example, the following command
prints the last five lines of names:

$ tail -5 nanes
crawford patricia
crow ey charl es
cuddy m chael
czyzewski sharon

del uci a j oseph

Thetail also can follow afile; that is, it can continue looking at afile as a program continues to add text to the
end of that file. The syntax is

tail -f logfile

where logfile is the name of the file being written to. If you're logged into a busy system, try one of the
following forms:

$ tail -f /var/uucp/.Log/ uucico/ nei ghbor

$ tail -f /var/uucp/.Log/ uuxqgt/ nei ghbor

where neighbor is the name of afile that contains log information about a computer that can exchange
information with yours. The first isthe log file that logs file-transfer activity between your computer and
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neighbor, and the second is the log of commands that your computer has executed as requested by neighbor.

The tail command has several other useful options:

+n|Begin printing at line n of thefile.
b |Count by blocks rather than lines (blocks are either 512 or 1,024 characters long).
c |Count by characters rather than lines.

Print from the designated starting point in the reverse direction. For example, tail -5r file prints the
next-to-last five lines of thefile. Y ou cannot use option r cannot be used with option f.

r

Pipe Fitting with tee

In UNIX pipelines, you use the tee command just as a plumber uses atee-fitting in awater line: to send output
in two directions simultaneously. Fortunately, electrons behave different than water molecules, because tee
can send al itsinput to both destinations. Probably the most common use of teeisto siphon off the output of a
command and save it in afile while ssmultaneously passing it down the pipeline to another command.

The syntax for the tee command is
$tee [-i] [-a] [file(s)]

The tee command can send its output to multiple files simultaneously. With the -a option specified, tee
appends the output to those files instead of overwriting them. The -i option prevents the pipline from being
broken. To show the use of tee, type the comman that follows:

$Ip /etc/passwd | tee status

This command causes the file /etc/passwd to be sent to the default printer, prints a message about the print
request on the screen and simultaneously captures that message in afile called status. The tee sends the output
of the Ip command to two places: the screen and the named file.

Updating a File's Time and Date with touch

The touch command updates the access and modification time and date stamps of the files mentioned asits
arguments. (See Chapters 4 and 35 for more information on the time and date of afile.) If the file mentioned
does not exist, it isimmediately created as a O-byte file with no contents. Y ou can use touch to protect files
that might otherwise be removed by cleanup programs that delete files that have not been accessed or
modified within a specified number of days.

Using touch, you can change the time and date stamp in any way you choose, if you include that information
in the command line. Here's the syntax:

$touch [ -anc ] [ mmddhhmiyy] ] file(s)

This command returns to the terminal an integer number that represents the number of files whose time and/or
date could not be changed.

With no options, touch updates both the time and date stamps. The options are as follows:

-a (Update the access time and date only.
-m (Update the modification time and date only.
-C |Do not create afile that does not exist.
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The pattern for the time-date stamp—mmddhhmm[yy]—consists of the month (01—12), day (01—31 as
appropriate), hour (00—23), minute (00—59) and, optionally, year (00—99). Therefore, the command

$ touch 0704202090 fireworks
changes both access and modification time and dates of the file fireworksto July 4, 1990, 8:20 P.M.

Splitting Files with split and csplit

There are occasions when you have atext file that's too big for some application. For example, suppose you
habe a 2MB file that you want to copy to a 1.4MB floppy disk. Y ou will have to use split (or csplit) to divide
it into two (or more) smaller files.

The syntax for splitis

$split [ -n] [ in-file[ out-file ] ]

This command reads the text file in-file and splitsit into several files, each consisting of n lines (except
possibly the last file). If you omit -n, split creates 1,000-line files. The names of the small files depend on
whether or not you specify out-file. If you do, these files are named ouitfileaa, out-fileab, out-fileac, and so on.
If you have more than 26 output files, the 27th is named as out-fileba, the 28th as out-filebb, and so forth. If
you omit out-file, split uses x inits place, so that the files are named xaa, xab, xac, and so on.

To recreate the original file from a group of files named xaa and xab, etc., type

$ cat xa* > new nane

It may be more sensible to divide afile according to the context of its contents, rather than on a chosen
number of lines. UNIX offers a context splitter, called csplit. This command's syntax is

$csplit [ -s]1 [ -k] [ -f out-file] in-file arg(s)

where in-file is the name of the file to be split, and out-file is the base name of teh ouput files.

The arg(s) determine where each fileis split. If you have N args, you get N+1 output files, named out-file00,
out-file01, and so on, through out-fileN (witha O in front of N if N islessthan 10). N cannot be greater than
99. If you do not specify an out-file argument, csplit names the files xx00, xx01, and so forth. See below for an
example where afileis divided by context into five files.

The -s option suppresses csplit's reporting of the number of charactersin each output file. The -k option
prevents csplit from deleting all output files if an error occurs.

Suppose that you have a password file such as the following. It is divided into sections: an unlabeled one at
the beginning, followed by UUCP Logins, Special Users, DP Fall 1991, and NCR.

$ cat passwd

root: x:0:0: System Adm ni strator:/usr/root:/bin/ksh
reboot:x:7:1.—=/:/etc/shutdown -y -g0 -i6
listen:x:37:4:x:/usr/net/nls:

sl an: x: 57: 57: St ar GROUP Soft ware NPP Adm ni stration:/usr/ sl an:
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| p: x:71: 2: x: /usr/spool /I p:

- "6 6 oo ————————-————————————————=—= 6
- 6: 6 == UUCP Logi ns 6
e "6 6 oo ——— "6

uucp: x: 5: 5: 0000- uucp(0000) : x:

nuucp: x: 10: 10: 0000- uucp(0000) : / usr/ spool / uucppublic:/usr/1ib/uucp/uucico
zzuucp: x: 37: 100: Bob Sor enson:/usr/spool /uucppublic:/usr/lib/uucp/uucico
asyuucp: x: 38: 100: Robert L. Wal d:/usr/spool /uucppublic:/usr/lib/uucp/uucico

knuucp: x: 39: 100: Kri s Kni gge:/usr/spool /uucppublic:/usr/lib/uucp/uucico

- "6 6: oo ———————=— "6
- . 6: 6: == Special Users . 6:
_ "6 6 oo ——————-——————————————————= 6

nenet : x: 100: 99: Server Program /usr/ net/servers/ nsnet:/bin/false
install:x:101:1:x:/usr/install:

pj h: x: 102: 0: Peter J. Hol sberg:/usr/pjh:/bin/ksh
hohen: x: 346: 1: M chael Hohenshilt:/usr/home/ hohen:/bi n/ksh

reilly:x:347:1:Joan Reilly:/usr/hone/reilly:/bin/ksh

- "6 6 - ———————-—-—————————————————= 6
- . 6: 6: == DP Fall 1991 . 6:
T - "6 06 oo ————— "6

gordon: x: 304: 20: gordon gary g:/ul/fall91/dpl68/gordon:/bin/csh
| ewi s: x:288:20:1ewis prince e:/ul/fall91/dpl68/I|ew s:/bin/ksh
metelit:x:265:20: netelitsa natal ya:/ul/fall91/dp270/ metelit:/bin/ksh

nadar aj : x: 307: 20: nadar aj ah kal yani : /ul/fall 91/ dpl68/ nadaraj:/bi n/ ksh
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nado: x: 266: 20: nado conan j:/ul/fall 91/ dp270/ nado: / bi n/ ksh

- "6 6 oo ————————-————————————————=—= 6
- 6: 6 === NCR —==—==—===—===—===—===== 6
e "6 6 oo ——— "6

antell o:x:334:20:antello ronald f:/ul/fall91/ff437/antell o:/bin/ksh
cilino:x:335:20:cilino mchael a:/ul/fall91/ff437/cilino:/Dbin/ksh
emmons: x: 336: 20: enmons Wil liamr:/ul/fall91/ff437/ emmons:/ bi n/ ksh
foreste: x:337:20:forester janes r:/ul/fall91/ff437/foreste:/bin/ksh

hayden: x: 338: 20: hayden richard:/ul/fall91/ff437/ hayden:/bin/ksh

Y ou might want to split thisfile so that each section hasits own file. To split thisfile into multiple files, you
must specify the appropriate arguments to csplit. Each takes the form of atext string surrounded by slash (/)
marks. The csplit command then copies from the current line up to, but not including, the argument. The
following isthe first attempt at splitting the file with csplit:

$ csplit -f PA passwd /UUCP/ [ Special/ /[Fall/ [ NCR
270
505
426
490

446

Note that there are four args. uucp, specia, fall, and ncr. There will be five files created: PAO1 will contan
everything from the beginning of passwd, to (but not including) the first line that contains uucp. PAO2 will
contain everything from the first line containing uucp up to (but not including) the line that contains special,
and so on. Fivefiles are created: the first has 270 characters, the second has 505 characters, and so on. Now
let's see what they look like:

$ cat PA0O
root: x:0:0: System Adm ni strator:/usr/root:/bin/ksh
reboot:x:7:1.—=/:/etc/shutdown -y -g0 -i6

|isten: x:37:4:x:/usr/net/nls:
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sl an: x: 57:57: St ar GROUP Software NPP Adm ni stration:/usr/sl an:

| p: x: 71: 2: x: /usr/ spool /| p:

- . 6: 6: S EESSEEEEEEEEEEEEEEEEEEEEEES : 6:

$ cat PAO1

- 6: 6 == UUCP Logi ns 6
: . 6: 6: ============================== 1 6:

uucp: x: 5: 5: 0000- uucp(0000) : x:

nuucp: X: 10: 10: 0000- uucp(0000) : / usr/ spool / uucppublic:/usr/lib/uucp/uucico
zzuucp: x: 37: 100: Bob Sor enson:/usr/spool /uucppublic:/usr/lib/uucp/uucico
asyuucp: x: 38: 100: Robert L. Wal d:/usr/spool /uucppublic:/usr/lib/uucp/uucico

knuucp: x: 39: 100: Kri s Kni gge:/usr/spool /uucppublic:/usr/lib/uucp/uucico

- . 6: 6: SEES e : 6.

$ cat PAO2

- . 6: 6: == Special Users . 6:
D - . 6: 6: B e i 6

nenet : x: 100: 99: Server Program /usr/ net/servers/ nsnet:/bin/false
install:x:101: 1:x:/usr/install:

pj h: x: 102: 0: Peter J. Hol sberg:/usr/pjh:/bin/ksh
hohen: x: 346: 1: M chael Hohenshilt:/usr/home/ hohen:/bi n/ksh

reilly:x:347:1:Joan Reilly:/usr/hone/reilly:/bin/ksh

- . 6: 6: S=====================s=s=s=s=ss=s . 6!

$ cat PAO3

- . 6: 6: == DP Fall 1991 . 6:
- 6: 6: S========sosssosssosssossssosss 6
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gordon: x: 304: 20: gordon gary g:/ul/fall91/dpl68/gordon:/bin/csh

| ewi s: x:288:20:1ewis prince e:/ul/fall91/dpl68/|ew s:/bin/ksh
netelit:x:265:20: metelitsa natal ya:/ul/fall91/dp270/ nmetelit:/bin/ksh
nadar aj : x: 307: 20: nadar aj ah kal yani : /ul/fall91/dpl68/ nadaraj:/bi n/ ksh

nado: x: 266: 20: nado conan j:/ul/fall 91/ dp270/ nado:/ bi n/ ksh

- . 6: 6: ============================== 1 6:

$ cat PAO4

- 6:6 === NCR =================== 6
;- . 6: 6: i : 6.

antell o:x:334:20:antello ronald f:/ul/fall91/ff437/antell o:/bin/ksh
cilino:x:335:20:cilino mchael a:/ul/fall91/ff437/cilino:/Dbin/ksh
emmons: x: 336: 20: enmons wi |l liamr:/ul/fall91/ff437/ emrmons:/ bi n/ ksh
foreste: x:337:20:forester janmes r:/ul/fall91/ff437/foreste:/bin/ksh

hayden: x: 338: 20: hayden richard:/ul/fall91/ff437/ hayden:/bin/ksh

Thisis not bad, but each file ends or begins with one or more lines that you don't want. The csplit command
enables you to adjust the split point by appending an offset to the argument. For example, /UUCP/-1 means
that the split point is the line before the one on which UUCP appears for the first time. Add -1 to each
argument, and you should get rid of the unwanted line that ends each of the first four files:

$ csplit -f PB passwd /UUCP/-1 /Special/-1 /Fall/-1 /NCR -1
213
505
426
490

503

Y ou can see that thefirst file is smaller than the previous first file. Perhaps thisisworking. Let's see:
$ cat PBO0O

root: x:0:0: System Adm ni strator:/usr/root:/bin/ksh

http://docs.rinet.ru/UNIXy/unx06.htm (71 of 84) [4/27/1999 10:47:28 AM]



UNIX Unleashed unx06.htm
reboot: x:7:1: —/:/etc/shutdown -y -g0 -i6
listen:x:37:4:x:/usr/net/nls:
sl an: x: 57: 57: St ar GROUP Sof tware NPP Adm ni stration:/usr/slan:

| p: x: 71: 2: x: /usr/spool /| p:

$ cat PBO1

- 6: 6: ====================o-=--o-=== 6

- 6: 6 == UUCP Logi ns 6
- . 6: 6: SEEEIEEEE IS IS SIS S SES . 6:

uucp: x: 5: 5: 0000- uucp(0000) : x:

nuucp: X: 10: 10: 0000- uucp(0000) : / usr/ spool / uucppublic:/usr/lib/uucp/uucico
zzuucp: x: 37: 100: Bob Sor enson:/usr/spool /uucppublic:/usr/lib/uucp/uucico
asyuucp: x: 38: 100: Robert L. Wal d:/usr/spool /uucppublic:/usr/lib/uucp/uucico

knuucp: x: 39: 100: Kri s Kni gge:/usr/spool /uucppublic:/usr/lib/uucp/uucico

$ cat PBO02

- . 6: 6: e e : 6

- . 6: 6: == Special Users . 6:
;- . 6: 6: i : 6.

nmenet : x: 100: 99: Server Program /usr/ net/servers/ nsnet:/bin/false
install:x:101:1:x:/usr/install:

pj h: x: 102: 0: Peter J. Hol sberg:/usr/pjh:/bin/ksh
hohen: x: 346: 1: M chael Hohenshilt:/usr/home/ hohen:/bi n/ksh
reilly:x:347:1:Joan Reilly:/usr/hone/reilly:/bin/ksh

$ cat PBO03
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- . 6: 6: == DP Fall 1991 : 6:
- . 6: 6: S============================= . 6:
gordon: x: 304: 20: gordon gary g:/ul/fall91/dpl68/gordon:/bin/csh
| ewi s: x:288:20:1lewis prince e:/ul/fall91/dpl68/|ew s:/bin/ksh
netelit:x:265:20: nmetelitsa natal ya:/ul/fall91/dp270/ metelit:/bin/ksh
nadar aj : x: 307: 20: nadar aj ah kal yani : /ul/fall91/dpl68/ nadaraj:/bi n/ ksh

nado: x: 266: 20: nado conan j:/ul/fall91/dp270/ nado:/ bi n/ ksh

$ cat PBO4

- 6: 6: =============ssssssssssossssss 6

- 6: 6 === NCR =================== 6
- . 6: 6: S==================S========== : 6:

antell o:x:334:20:antello ronald f:/ul/fall91/ff437/antell o:/bin/ksh
cilino:x:335:20:cilino mchael a:/ul/fall91/ff437/cilino:/bin/ksh
emons: x: 336: 20: enmons wi |l liamr:/ul/fall91/ff437/ emmons:/ bi n/ ksh
foreste: x:337:20:forester janmes r:/ul/fall91/ff437/foreste:/bin/ksh

hayden: x: 338: 20: hayden richard:/ul/fall 91/ ff437/ hayden:/bin/ksh

Thisisvery good indeed. Now, to get rid of the unwanted lines at the beginning, you have csplit advance its
current line without copying anything. A pair of arguments, /JUUCP/-1 and %uucp%, tells csplit to skip al the
lines beginning with the one that precedes the line containing UUCP, to the one that precedes the line
containing uucp. This causes csplit to skip the lines that begin with _:-. The following displays the full
command:

$ csplit -f PC passwd /UUCP/ -1 %ucp% / Speci al /-1 %rsnet % \
[Fall/-1 %lp[ 12][67][80] % / NCR/ 1% f 437%

213

334

255
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321

332

Note the backslash (/) at the end of thefirst line fo the command. Thisis simply a continuation character—it
tells the shell that the carriage return (or Enter) that you're about to pressis not the end of the command, but

that you'd like to continue typing on the next line on the scree. Also note that any argument can be aregular

expression. Here are the resulting files:

$ cat PCOO

root: x:0:0: System Adm ni strator:/usr/root:/bin/ksh
reboot:x:7:1.—/:/etc/shutdown -y -g0 -i6

listen:x:37:4:x:/usr/net/nls:

sl an: x: 57: 57: St ar GROUP Software NPP Adm ni stration:/usr/slan:

| p: x:71: 2: x: /usr/spool /I p:

$ cat PCO1

uucp: x: 5: 5: 0000- uucp(0000) : x:

nuucp: X: 10: 10: 0000- uucp(0000) : / usr/ spool / uucppublic:/usr/1ib/uucp/uucico
zzuucp: x: 37: 100: Bob Sor enson:/usr/spool /uucppublic:/usr/lib/uucp/uucico
asyuucp: x: 38: 100: Robert L. Wal d:/usr/spool /uucppublic:/usr/lib/uucp/uucico
knuucp: x: 39: 100: Kri s Kni gge: /usr/spool /uucppublic:/usr/lib/uucp/uucico

$ cat PC02

nmenet : x: 100: 99: Server Program/usr/net/servers/ nsnet:/bin/false
install:x:2101:1:x:/usr/install:

pj h: x: 102: 0: Peter J. Hol sberg:/usr/pjh:/bin/ksh

hohen: x: 346: 1: M chael Hohenshilt:/usr/home/ hohen:/bi n/ ksh
reilly:x:347:1:Joan Reilly:/usr/home/reilly:/bin/ksh

$ cat PCO3

gordon: x: 304: 20: gordon gary g:/ul/fall91/dpl68/gordon:/bin/csh

http://docs.rinet.ru/UNIXy/unx06.htm (74 of 84) [4/27/1999 10:47:28 AM]



UNIX Unleashed unx06.htm
| ew s: x:288:20:lewis prince e:/ul/fall91/dpl68/1ew s:/bin/ksh

metelit:x:265:20:netelitsa natal ya:/ul/fall91/dp270/ nmetelit:/bin/ksh
nadar aj : x: 307: 20: nadar aj ah kal yani : /ul/fall 91/ dpl168/ nadar aj :/ bi n/ ksh
nado: x: 266: 20: nado conan j:/ul/fall 91/ dp270/ nado:/ bi n/ ksh

$ cat PC04

antell o:x:334:20:antello ronald f:/ul/fall91/ff437/antell o:/bin/ksh
cilino:x:335:20:cilino mchael a:/ul/fall91/ff437/cilino:/bin/ksh
emmons: x: 336: 20: enmons williamr:/ul/fall91/ff437/ emmons:/bi n/ ksh
foreste: x:337:20:forester james r:/ul/fall91/ff437/foreste:/bin/ksh

hayden: x: 338: 20: hayden richard:/ul/fall91/ff437/ hayden:/bin/ksh
The program, therefore, has been a success.

In addition, an argument can be a line number (typed as an argument but without slashes) to indicate that the
desired split should take place at the line before the specified number. Y ou also can specify arepeat factor by
appending { number} to a pattern. For example, /login/{ 8} means use the first eight lines that contain login as
split points.

Comparing Files with cmp and diff

So far, you have seen UNIX commands that work with asinglefile at atime. However, often a user must
compare two files and determine whether they are different, and if so, just what the differences are. UNIX
provides commands that can help:

« The cmp command compares two files, and then simple reports the character number and line number
where they differ.

« Thediff command compares two files and tells you exactly where the files differ and what you must do
to make them agree.

The cmp command is especially useful in shell scripts (see Chapters 11, 12 and 13). The diff command is
more specialized in what it does and where you can useit.

The cmp Command

The simplest command for comparing two files, cmp, simply tells you whether the files are different or not. If
they are different, it tellsyou where in the file it spotted the first difference, if you use cmp with no options.
The command's syntax is

$cnp [ -1 1 [ -s] filel file2
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The -l option gives you more information. It displays the number of each character that is different (the first
character in the file is number 1), and then prints the octal value of the ASCII code of that character. (Y ou will
probably not have any use for the octal value of a character until you become a shell programming expert!)
The -s option prints nothing, but returns an appropriate result code (O if there are no differences, 1 if there are
one or more differences). This option is useful when you write shell scripts (see Chapters 11, 12, and 13).

Here are two files that you can compare with cmp:
$ cat na.l

al l en chri stopher
babi nchak david
best betty

bl oom denni s

boel hower | oseph
bose anita
cacossa ray

del uci a j oseph

$ cat na.2

all en chri stopher
babi nchak Davi d
best betty

boel hower | oseph
bose

cacossa ray

del uci a j oseph

Note that the first difference between the two filesis on the second line. The D in David in the second fileis
the 29th character, counting all newline characters at the ends of lines.

$ cnp na.1 na.2
na.1l na.2 differ: char 29, line 2

$cmp -l na.l1l na.2
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cnp:

29 144 104

68 141 12

69 156 143

70 151 141

71 164 143

72 141 157

73 12 163

74 143 163

76 143 40

77 157 162

78 163 141

79 163 171

80 141 12

81 40 144

82 162 145

83 141 154

84 171 165

85 12 143

86 144 151

87 145 141

88 154 40

89 165 152

90 143 157

http://docs.rinet.ru/UNIXy/unx06.htm (77 of 84) [4/27/1999 10:47:28 AM]



UNIX Unleashed unx06.htm

91 151 163
92 141 145
93 40 160
94 152 150

95 157 12

Thisisquite alist! The 29th character is octal 144 in the first file and octal 104 in the second. If you look them
up inan ASCII table, you'll see that the former isad, and the latter isa D. Character 68 isthefirst ain anitain
na.1 and the newline after the space after bose in na.2.

Now let's try the -s option on the two files:
$cmp -s na.l na. 2

$ echo $?

1

The variable ?isthe shell variable that contains the result code of the last command, and $?isitsvaue. The
value 1 on the last line indicates that cmp found at |east one difference between the two files. (See Chapters
11, 12, and 13))

Next, for contrast, compare afile with itself to see how cmp reports no differences:
$cnp -s na.1 na.2

$ echo $?

0

The value 0 means that cmp found no differences.
The dif command

The diff command is much more powerful than the cmp command. It shows you the differences between two
files by outputting the editing changes (see Chapter 7, "Editing Text Files") that you would need to make to
convert one file to the other. The syntax of diff isone of the following lines:

$ diff [-bitw] [-c | -e | -f | -h | -n] filel file2
$ diff [-bitw] [-C nunber] filel file2
$ diff [-bitw] [-D string] filel file2

$ diff [-bitw] [-c | -e | -f | -h | -n] [-1] [-r] [-S] [-S nane] dirl dir2

The three sets of options—cefhn, -C number, and D string—are mutually exclusive. The common options are
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-b |Ignorestrailing blanks, and treats all other strings of blanks as equivalent to one another.
-i |lgnores uppercase and lowercase distinctions.

-t |Preservesindentation level of the original file by expanding tabs in the output.

-w |Ignores all blanks (spaces and tabs).

Later in this section you'll see examples that demonstrate each of these options.
First, let'slook at the two files that show what diff does:

Let's apply diff to the files na.1 and na.2 (the files with which cmp was demonstrated):
$ diff na.l na.2

2c2

< babi nchak david

> babi nchak Davi d
4d3

< bl oom denni s
6¢C5

< bose anita

> bose
These editor commands are quite different from those that diff printed before. The first four lines show
2c?2

< babi nchak david

> pabi nchak David

which means that you can change the second line of filel (na.1) to match the second line of file2 (na.2) by
executing the command, which means change line 2 of filel to line 2 of file2. Note that both the line from
filel—prefaced with <—and the line from file2—prefaced with >—are displayed, separated by aline
consisting of three dashes.

The next command saysto delete line 4 from filel to bring it into agreement with file2 up to—but not
including—Iline 3 of file2. Finally, notice that there is another change command, 6¢5, which says change line 6
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of filel by replacing it with line 5 of file2.
Note that in line 2, the difference that diff found was the d versus D letter in the second word.

Y ou can use the -i option to tell diff to ignore the case of the characters, as follows:
$diff -i na.1 na.2

4d3
< bl oom denni s
6c5

< bose anita

> bose

The -c option causes the differences to be printed in context; that is, the output displays several of the lines
above and below alinein which diff finds a difference. Each difference is marked with one of the following:

« Anexclamation point (!) indicates that corresponding lines in the two files are similar but not the same.
o A minussign (-) meansthat thelineisnot in file2.

o A plussign (+) meansthat the lineisin file2 but not in filel.

Note in the following example that the output includes a header that displays the names of the two files, and
the times and dates of their last changes. The header also shows either stars (***) to designate lines from the
first file, or dashes (—-) to designate lines from the second file.

$ diff -c na.1 na.?2
*** na.l Sat Nov 9 12:57:55 1991

—na. 2 Sat Nov 9 12:58:27 1991

kkhkkkkkhkkhkkkkikkk*%k

* k% 1’8 *k k%

al l en chri stopher
I babi nchak david
best betty

- bl oom denni s
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boel hower | oseph
' bose anita
cacossa ray

del uci a j oseph
—1,7 —

all en chri stopher
I babi nchak Davi d
best betty

boel hower | oseph
I bose

cacossa ray

del uci a j oseph

After the header comes another asterisk-filled header that shows which lines of filel (na.1) will be printed next
(1,8), followed by the lines themselves. Y ou see that the babinchak line differsin the two files, as does the
bose line. Also, bloom dennis does not appear in file2 (na.2). Next, you see a header of dashes that indicates
which lines of file2 will follow (1,7). Note that for the file2 list, the babinchak line and the bose line are
marked with exclamation points. The number of lines displayed depends on how close together the differences
are (the default is three lines of context). Later in this section, when you once again use diff with p1 and p2,
you'll see an example that show how to change the number of context lines.

diff can create an ed script (see Chapter 7) that you can use to changefilel into file2. First you a execute a
command such as the following:

$ diff -e na.1 na.?2
6C

bose

4d
2C

babi nchak Davi d
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Then you redirect this output to another file using a command such as the following:
$diff -e na.1 na.2 > ed. scr

Edit the file by adding two lines, w and g (see Chapter 7), which results in the following file:
$ cat ed. scr

6C

bose

4d
2C

babi nchak Davi d

w

q

Then you execute the command:
$ ed na.1 < ed. scr

This command changes the contents na.1 to agree with na.2.

Perhaps this small example isn't very striking, but here's another, more impressive one. Suppose that you have
alarge program written in C that does something special for you; perhaps it manages your investments or
keepstrack of salesleads. Further, suppose that the people who provided the program discover that it has bugs
(and what program doesn't?). They could either ship new disks that contain the rewritten program, or they
could run diff on both the original and the corrected copy and then send you an ed script so that you can make
the changes yourself. If the script were small enough (less than 50,000 characters or so), they could even
distribute it through electronic mail.

The -f option creates what appears to be an ed script that changesfile2 to filel. However, it is not an ed script
at all, but arather puzzling feature that is almost never used:

$ diff -f na.1 na.?2
c2

babi nchak Davi d
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d4
c6

bose

Also of limited value is the -h option, which causes diff to work in a"half-hearted" manner (according to the
official AT&T UNIX System V Release 4 Users Reference Manual). With the -h option, diff is supposed to
work best—and fast—on very large files having sections of change that encompass only afew lines at atime
and that are widely separated in the files. Without -h, diff slows dramatically as the sizes increase for the files
on which you are apply diff.

$ diff -hna.1 na.2
2c2

< babi nchak david

> babi nchak Davi d
4d3

< bl oom denni s
6¢C5

< bose anita

> bose

Asyou can see, diff with the -h option also works pretty well with original files that are too small to show a
measurable difference in diff's speed.

The -n option, like -f, also produces something that lokks like an ed script, but isn't and is also rarely used. The
-D option permits C programmers (see Chapter 17) to produce a source code file based on the differences
between two source code files. Thisis useful when uniting a program that is to be compiled on two different
computers.

Summary
This chapter introduced some tools that enable you to determine the nature of the contents of afile and to

examine those contents. Other tools extract selected lines from afile and sort the structured information in a
file. Some tools disguise the contents of afile, and others compress the contents so that the resultant file is half
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itsoriginal size. Other tools compare two files and then report the differences. These commands are the
foundation that UNIX provides to enable users to create even more powerful tools from relatively simple ones.

However, none of these tools enables you to create afile that is exactly—to the tiniest detail—what you want.
The next chapter discusses just such tools—UNIX's text editors.

(el (5417 T
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o 7 — Text Editing with vi, EMACS, and sed
= By Dave Taylor
= Thevi Editor
= How to Start and Quit vi

= Simple Character Motion in vi

= Moving by Words and Pages

= Inserting Text into the Filewith i, a, 0, and O
= Deleting Text

= Searching within aFile

= How to Start vi Correctly

s TheKey Colon Commandsin Vi

= Advanced vi Tricks, Tools, and Techniques
= The Change and Replace Commands

= Numeric Repeat Prefixes

= Numbering Linesin the File

= Search and Replace

= Key Mapping with the map Command

= Moving Sentences and Paragraphs
= Access UNIX with'!
= The EMACS Editor
= Launching EMACS and Inserting Text

= How to Move Around in aFile
= How to Delete Characters and Words
» Search and Replacein EMACS
= Using the EMACS Tutorial and Help System
= Working with Other Files
= The sed Command
= Changing Things En Route with sed

[ — Text Editing with vi, EMACS, and sed

By Dave Taylor

The vi Editor

If you like primitive tools, you've already figured out that you can use a combination of << and cat to add linesto afile, and
you can use sed and file redirection to modify the contents of afile. These tools are rough and awkward, and when it's time to
either create new files or modify existing ones, you need a screen-oriented editor. In UNIX, the screen editor of choiceis
called vi.
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There are a number of editors that may be included with your UNIX system, including ed, ex, vi, and EMACS. The latter two
use the entire screen, a big advantage, and both are powerful editors. This section focuses on vi, however, because it's easier
and, perhaps more importantly, it's guaranteed to always be part of UNIX. Most vendors omit EMACS, forcing you to find it
yourself.

In this section, you will learn how to start and quit vi, simple character motion in vi, how to move by words and pages, how to
insert text into the file, how to search within afile, how to have vi start out right, the key colon commandsin vi.

In some ways, an editor islike another operating system living within UNIX. If you're used to Windows or Macintosh editors,
you'll be unhappy to find that vi doesn't know anything about your mouse. Once you spend some time working with vi,
however, it will grow on you. By the end of this section, you will be able to create and modify files on your UNIX system to
your heart's content.

How to Start and Quit vi

Most UNIX commands do their work, display their results, and quit. Among the few exceptions are more and pg, where you
work within the specific program environment until you have viewed the entire contents of the file being shown, or until you
quit. The vi editor is another program in this small category of environments, programs that you move in and use until you
explicitly tell the program to quit.

Before you start vi for the first time, you must learn about two aspects of its behavior. Thefirst isthat vi isamodal editor. A
mode is like an environment. Different modes in vi interpret the same key differently. For example, if you're in insert mode,
pressing the A key adds an ato the text, whereas in command mode, pressing the A key enters a, asingle key abbreviation for
the append command. If you ever get confused about what mode you're in, press the Esc key on your keyboard. Pressing Esc
always returns you to the command mode (and if you're already in command mode, it beeps to remind you of that fact).

A
TIP: Invi, the Enter key is a specific command (meaning move to the beginning of the next line). As aresult, you
never need to press Enter to have vi process your command.

®NOTE: EMACSisamodeless editor. In EMACS, the A key always adds the letter ato the file. Commands in EMACS
are all indicated by holding down the Ctrl key while pressing the command key; for example, Ctrl+C deletes a character.

The second important characteristic of vi isthat it's a screen-oriented program. It must know what kind of terminal, computer,
or system you're using to work with UNIX. This probably won't be a problem for you, because most systems are set up so that
the default terminal type matches the terminal or communications program you're using. Here you will learn how to recognize
when vi cannot figure out what terminal you're using, and what to do about it.

Y ou can start vi in anumber of different ways, and you will learn about lots of helpful alternatives later. Right now you will
learn the basics. The vi command by itself starts the editor, ready for you to create a new file. The vi command with a filename
starts vi with the specified file, so you can modify that file immediately.

To begin, enter vi at the prompt. If al isworking well, the screen will clear, the first character on each line will become atilde
(=), and the cursor will be sitting at the top-left corner of the screen:

% vi
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Type acolon character. Doing so moves the cursor to the bottom of the screen and replaces the last tilde with a colon:

Press the g key and the Enter key, and you should be back at the shell prompt:

-q
%

If that operation worked without a problem, go ahead and append your command to your .login or .profilefile. If the operation
did not work, you received the unknown-terminal-type error message. Y ou might see this on your screen:

http://docs.rinet.ru/UNIXy/unx07.htm (3 of 104) [4/27/1999 10:48:23 AM]



UNIX Unleashed unx07.htm
% Vi

"unknown": Unknown term nal type
| don't know what type of termnal you are on. Al | have is "unknown"

[ usi ng open node]

Alternatively, you might see this:
% vi

Vi sual needs addressible cursor or upline capability

Don't panic. You can fix this problem. Thefirst step is to get back to the shell prompt. To do this, do exactly what you did in
thefirst step: type :q and press Enter. Y ou should then see this:

% vi

"unknown": Unknown term nal type

| don't know what type of term nal you are on. Al | have is "unknown"
[ usi ng open node]

°q

%

The problem here is that vi needs to know the type of terminal you're using, but it can't figure that out on its own. Therefore,
you need to tell this to the operating system by setting the TERM environment variable. If you know what kind of terminal you
have, use that value; otherwise, try the default of vt100:

% setenv TERM vt 100

If you have the $ prompt, which means you're using the Bourne shell (sh) or Korn shell (ksh) rather than the C shell (csh), try
this:

$ TERM=Vt 100 ; export TERM

Either way, you can now try entering vi again, and it should work. If it does work, append the command (whichever of these
two commands was successful for you) to your .login fileif you use csh, or to .profile if you use sh or ksh:

% echo "setenv TERM vt 100" >> .login

or
$ echo "TERMEVt 100 ; export TERM' >> .profile

Thisway, the next time you log in, the system will remember what kind of terminal you're using.

If thisdidn't work, it's time to talk with your system administrator about the problem or to call your UNIX vendor to find out
what the specific value should be. If you are connected through a modem or other line, and you are actually using atermina
emulator or communications package, then you might also try using ansi asa TERM setting. If that fails, call the company that
makes your software and ask them what terminal type the communications program is emulating.

Great! Y ou have successfully launched vi, seen what it looks like, and even entered the most important command: the quit
command. Now create asimple file and start vi so it shows you the contents of the file:

%ls -1 > denp
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% vi deno

total 29

drwx——2 tayl or 512 Nov 21 10: 39 Archives/
drwx—— 3 tayl or 512 Dec 3 02:03 InfoWrld/
drwx—— 2 tayl or 1024 Dec 3 01:43 Mail/
drwx—— 2 tayl or 512 Cct 6 09: 36 News/
drwx—— 4 tayl or 512 Dec 2 22:08 OAL/
-rwrw— 1 taylor 126 Dec 3 16: 34 awkscri pt
-rwrw— 1 taylor 165 Dec 3 16:42 bigfiles
drwx—— 2 tayl or 512 Cct 13 10: 45 bin/
-rwrw— 1 tayl or 0 Dec 3 22:26 deno
-rwrw— 1 tayl or 12556 Nov 16 09:49 keyline.pie
-rwrw— 1 taylor 8729 Dec 2 21:19 ow.c
-rwrw— 1 taylor 199 Dec 3 16:11 sanple
-rwrw— 1 taylor 207 Dec 3 16:11 sanple2
drwx—— 2 tayl or 512 Cct 13 10: 45 src/
drwxrwx— 2 tayl or 512 Nov 8 22:20 tenp/
-rwrw— 1 taylor 582 Nov 27 18:29 tetne

"denmo" 17 lines, 846 characters

Y ou can see that vi reads the file specified on the command line. In this example, my fileis 17 lines long, but my screen can
hold 25 lines. To show that some lines lack any text, vi usesthetilde on aline by itself. Finaly, note that, at the bottom, the
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program shows the name of the file, the number of linesit found in the file, and the total number of characters.

Type :g again to quit vi and return to the command line for now. When you type the colon, the cursor will flash down to the
bottom line and wait for the g, asit did before.

Y ou have learned the most basic command in vi—the :q command—and survived the experience. It's al downhill from here.

Simple Character Motion in vi

Getting to afileisn't much good if you can't actually move around in it. Now you will learn how to use the cursor control keys
invi. To move left one character, press the h key. To move up, press the k key. To move down, pressthe j key. To move right
asingle character, use the | key. Y ou can move left one character by pressing the Backspace key, and you can move to the

beginning of the next line with the Enter key.

Launch vi again, specifying the demo file:

% Vi

total 29

dr wx——

dr wx——

dr wx——

dr wx——

dr wx——

-IrW I W—

-IrW I W—

dr wx——

='W rw——

='W rw—-—

='W r w—-m

-IrW I W—

-IrW I W—

dr wx——

dr wxr wx—

='W rw—-—

deno

2 tayl or
3 tayl or
2 tayl or
2 tayl or
4 tayl or
1 taylor
1 tayl or
2 tayl or
1 taylor
1 taylor
1 taylor
1 taylor
1 tayl or
2 tayl or
2 tayl or

1 taylor

512 Nov 21 10: 39 Archives/

512 Dec

1024 Dec

512 Cct

512 Dec

126 Dec

165 Dec

3 02: 03 I nfoVWorld/
3 01:43 Mui l/
6 09:36 News/
2 22: 08 OAL/
3 16: 34 awkscri pt

3 16:42 bigfiles

512 Cct 13 10:45 bin/

0 Dec

12556 Nov

8729 Dec

199 Dec

207 Dec

3 22:26 deno
16 09:49 keyline.pie
2 21:19 oM .c

3 16:11 sanple

3 16:11 sanpl e2

512 Cct 13 10: 45 src/

512 Nov

582 Nov

8 22:20 tenp/

27 18:29 tetne
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"demp" 17 lines, 846 characters

Y ou should see the cursor sitting on top the t in total on thefirst line, or perhaps flashing underneath the t character. Perhaps
you have aflashing box cursor or one that shows up in adifferent color. In any case, that's your starting spot in the file.

Press the h key once to try to move left. The cursor stays in the same spot and vi beeps to remind you that you can't move left
any farther on the line. Try the k key to try to move up; the same thing will happen.

Now try pressing the j key to move down a character:

total 29
drwx—— 2 tayl or 512 Nov 21 10: 39 Archives/
drwx—— 3 tayl or 512 Dec 3 02:03 InfoWwrld/
drwx—— 2 tayl or 1024 Dec 3 01:43 Mail/

Now the cursor is on the d directory indicator on the second line of the file.
Press the k key to move back up to the original starting spot.

Using the four cursor control keys (h, j, k, and 1), move around in the file for alittle bit until you are comfortable with what's
happening on the screen. Now try using the Backspace and Enter keys to see how they help you move around.

Move to the middle of aline:

total 29

drwx—— 2 tayl or 512 Nov 21 10: 39 Archives/
drwx—— 3 tayl or 512 Dec 3 02: 03 InfoWwrld/
drwx—— 2 tayl or 1024 Dec 3 01:43 Mail/

Here you're middle digit in the file size of the second file in the listing. Here are two new cursor motion keys: the O (zero) key
moves the cursor to the beginning of the line, and $ movesit to the end of the line. First, press 0:

total 29

drwx—— 2 tayl or 512 Nov 21 10: 39 Archives/
drwx—— 3 tayl or 512 Dec 3 02:03 InfoWwrld/
drwx—— 2 tayl or 1024 Dec 3 01:43 Mail/

Now press $ to move to the end of theline:

total 29

drwx—— 2 tayl or 512 Nov 21 10: 39 Archives/
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drwx—— 3 tayl or 512 Dec 3 02: 03 InfoWwrld/

drwx—— 2 tayl or 1024 Dec 3 01:43 Mail/

If you have arrow keys on your keyboard, try using them to see if they work the same way the h, j, k, and | keys work. If the
arrow keys don't move you around, they might have shifted you into insert mode. If you type characters and they're added to
thefile, you need to press the Esc key to return to command mode. Wrap this up by leaving this edit session. Because vi now
knows that you have modified thefile, it will try to ensure that you don't quit without saving the changes:

-q
No wite since |ast change (:quit! overrides)

Use:g! (shorthand for :quit) to quit without saving the changes.

®NOTE: In general, if you try to use a colon command in vi and the program complains that it might do something bad,
try the command again, followed by an exclamation point. Thisis like saying, "Do it anyway!"

Stay in thisfile for the next section if you'd like, or use :q to quit.

Moving about afile using these six simple key commands is, on a small scale, much like the entire process of using the vi
editor when working with files. Stick with these simple commands until you're comfortable moving around, and you will be
well on your way to becoming proficient with vi.

Moving by Words and Pages

The description of the EMACS editor mentioned that because it's always in insert mode, all commands must include the Ctrl
key. Well, it turns out that vi hasits share of Ctrl+key commands, commands that require you to hold down the Ctrl key and
press another key. In this section, you will learn about Ctrl+F, Ctrl+B, Ctrl+U, and Ctrl+D. These move you forward or
backward a screen, and up or down half a screen of text, respectively.

Here are afew more commands:. Ctrl+w moves you forward word by word, Ctrl+b moves you backward word by word, and
the uppercase versions of these two commands have very similar, but not identical, functions.

To see how thisworks, you need to create afile that is larger than your screen. An easy way to do thisisto save the output of a
common command to afile over and over until the file islong enough. The system | use has lots of users, so | needed to use
the who command just once. Y ou might have to append the output of who to the big.output file a couple of times before the
fileislonger than 24 lines. (Y ou can check by using wc, of course.)

% who > big.output; we -I big.output
40
% vi bi g. out put
|l eungtc ttyrV Dec 1 18:27 (magent a)
tuyinhwa ttyrX Dec 3 22:38 (expert)
hol | enst ttyrZ Dec 3 22:14 (dov)

br andt ttyrb Nov 28 23:03 (age)
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hol nes ttyrj Dec 3 21:59 (age)

yuxi ttyrn Dec 1 14:19 (pcllb)
frodo ttyro Dec 3 22:01 (mentor)
| abeck ttyrt Dec 3 22:02 (dov)
chenl x2 ttyru Dec 3 21:53 (mentor)
| eungtc ttysO Nov 28 15:11 (gol d)
chinese ttys2 Dec 3 22:53 (excal i bur)
cdemmert ttysb Dec 3 23:00 (ment or)
yuenca ttys6 Dec 3 23:00 (mentor)
janitor ttys7 Dec 3 18:18 (age)
mat hi sbp ttys8 Dec 3 23:17 (dov)
janitor ttys9 Dec 3 18:18 (age)
csb541 ttysC Dec 2 15:16 (sol ari a)

yansong ttysL Dec 1 14:44 (mat h)

ndps ttysO Nov 30 19: 39 (1 ocal host)
nd ttysU Dec 2 08:45 (rmul | er)
j ac ttysa Dec 3 18:18 (1 ocal host)

ei chsted ttysb Dec 3 23:21 (pcl)
sweet t ttysc Dec 3 22:40 (dov)

"big.output” 40 lines, 1659 characters

Because | have only a 25-line display and the output is 40 lines long (you can see that on the status line at the bottom), thereis
more information in this file than the screen can display at once.

To see the next screenful, hold down the Ctrl key, press the F key, and then let both go. In future, when | indicate Ctrl+F that's
what | mean you should do.

ei chsted ttysb Dec 3 23:21 (pcl)
sweet t ttysc Dec 3 22:40 (dov)
wel | man ttysd Dec 3 23:01 (dov)
tuttleno ttyse Dec 3 23:03 (i ndyvax)

wu ttysf Dec 3 23:10 (ternDl1)
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daurisn] ttysg Dec 3 23:10 (dov)

cs414 ttysh Dec 3 23:12 (xds)
cq ttysi Dec 3 23:13 (expert)
cdemrert ttysk Dec 3 22:37 (xsun22)
jrlee ttysn Dec 3 22:53 (macl)
fitzgejs ttyso Dec 3 23:18 (dov)
doerrhb ttysp Dec 3 23:20 (dov)
cdemrert ttysq Dec 3 23:00 (xsun22)
frazierw ttysr Dec 3 23:01 (dov)
buckeye ttyss Dec 3 23:20 (mac2)
ntaylor ttyst Dec 3 23:22 (dov)
| ook ttysu Dec 3 23:12 (age)
janitor ttysw Dec 3 18:29 (age)

aj ones ttysx Dec 3 23:23 (rass)

Notice that the entire screen was rewritten, and that the familiar tilde characters have popped up again to indicate the end of the
file.

By default, vi has a two-line overlap when you move from screen to screen. If you look carefully, you can see that both
eichsted and sweett show up on both screens of data. This doesn't mean that they appear twicein thefile; rather, vi istrying to
help you not get lost while you wander through the file.

Now, what do you think will happen if you press Ctrl+U?
l eungtc ttysO Nov 28 15:11 (gol d)

chinese ttys2 Dec 3 22:53 (excal i bur)
cdemrert ttysb Dec 3 23:00 (mentor)
yuenca ttys6 Dec 3 23:00 (rment or)
janitor ttys7 Dec 3 18:18 (age)

mat hi sbp ttys8 Dec 3 23:17 (dov)
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janitor ttys9 Dec 3 18:18 (age)

csb541 ttysC Dec 2 15:16 (sol ari a)

yansong ttysL Dec 1 14:44 (mat h)

ndps ttysO Nov 30 19: 39 (1 ocal host)
nd ttysU Dec 2 08:45 (rmul | er)
] ac ttysa Dec 3 18:18 (1 ocal host)

ei chsted ttysb Dec 3 23:21 (pcl)
sweet t ttysc Dec 3 22:40 (dov)
wel l man ttysd Dec 3 23:01 (dov)
tuttleno ttyse Dec 3 23:03 (i ndyvax)
wu ttysf Dec 3 23:10 (tern0Dl)
daurisn ttysg Dec 3 23:10 (dov)
cs414 ttysh Dec 3 23:12 (xds)
cq ttysi Dec 3 23:13 (expert)
cdemmert ttysk Dec 3 22:37 (xsun22)
jrlee ttysn Dec 3 22:53 (macl)

fitzgejs ttyso Dec 3 23:18 (dov)

The command has moved you up half a screen. Notice where eichsted and sweett are now. Instead of the text being replaced at
once, as when you used Ctrl+F, the text was scrolled downward aline at atime, each new line being added as the program
went along. The Ctrl+U command might work either way—one line or an entire screen at atime—for you.

Now it'stime to try moving around in this file word by word. Find the w key on your keyboard and press it once to see what
happens.

| eungtc ttysO Nov 28 15:11 (gol d)
chinese ttys2 Dec 3 22:53 (excal i bur)

cdemmert ttysb Dec 3 23:00 (mentor)

Now pressw six times more, noting that the cursor stops three timesin the field to indicate what time the user logged into the
system (15:11 in this listing). Now your cursor should be sitting on the parenthesized field:

l eungtc ttysO Nov 28 15:11 (gol d)
chinese ttys2 Dec 3 22:53 (excal i bur)

cdemert ttysb Dec 3 23:00 (ment or)

It's time to move backward. Press b afew times; your cursor moves backward to the beginning of each word.
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What happensif you try to move backward but you're already on the first word of the line, or you try to move forward but
you're aready on the last word?

Using the various keys you've learned, move back to the beginning of the line beginning with leungtc, which you used in the
last exercise:
l eungtc ttysO Nov 28 15:11 (gol d)

chinese ttys2 Dec 3 22:53 (excal i bur)

cdemmert ttysb Dec 3 23:00 (ment or)

This time press the uppercase letter W, rather than the lowercase w, to move through this line. Can you see the difference?
Notice what happens when you hit the time field and the parenthesized words. Instead of pressing w seven times to move to
the left parenthesis before gold, you can press W just five times.

Try moving backward using the B command. Notice that the B command differs from the b command the same way the W
command differs from the w command.

Moving about forward and backward word by word, being able to move half screens or full screens at atime, and being able to
zero in on specific spots with the h, |, k, and | cursor-motion keys give you quite arange of motion. Practice using these
commands in various combinations to move your cursor to specific charactersin your samplefile.

Inserting Text into the File with i, a, 0, and O

Being able to move around in afileisuseful. The real function of an editor, however, isto enable you to easily add and
remove—in editor parlance, insert and delete—information. The vi editor has a special insert mode, which you must usein
order to add to the contents of thefile. There are four different ways to shift into insert mode, and you will learn about all of
them in this section.

Thefirst way to switch to insert mode isto enter the letter i, which, mnemonically enough, inserts text into the file. The other
commands that accomplish more or less the same thing are a, which appends text to the file; o, which opens up aline below the
current line; and O, which opens up aline above the current line.

This time you want to start with a clean file, so quit from the big.output editing session and start vi again, this time specifying a
nonexistent file called buckaroo:

% vi buckar oo
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"buckaroo” [New fil e]

Notice that vi reminds you that this file doesn't exist; the bottom of the screen says New file instead of indicating the number
of lines and characters.

Now it'stimeto try using insert mode. Press k once:

The system beeps at you because you haven't moved into insert mode yet, and k still has its command meaning of moving
down aline (and of course, thereisn't another line yet).

Pressthei key to move into insert mode, and then press the k key again:
k

There you go! You've added a character to thefile.

Press the Backspace key, which will move the cursor over the letter k:
k

http://docs.rinet.ru/UNIXy/unx07.htm (13 of 104) [4/27/1999 10:48:23 AM]



UNIX Unleashed unx07.htm

Now see what happens when you press Esc to leave insert mode and return to the vi command mode:

Notice that the k vanished when you pressed Esc. That's because vi only savestext you've entered to the left of or above the
cursor, not the letter the cursor is resting on.

Now move back into insert mode by pressing i and enter afew sentences from a favorite book of mine:
"He's not even here,"” went the conservation.

"Banzai . "
"Where is he?"
"At a hotpsial in El paso.”

"What ? Way werent' we informed? What's wwong with hinmP" _

@NOTE: Movie buffs will perhaps recognize that this text comes from the book Buckaroo Banzai. The film The
Adventures of Buckaroo Banzai Across the Eighth Dimension is based on this very fun book.

I've deliberately left some typing errorsin the text here. Fixing them will demonstrate some important features of the vi editor.
If you fixed them as you went along, that's okay, and if you added errors of your own, that's okay, too!

Press Esc to leave insert mode. Press Esc a second time to ensure that it worked; remember that vi beeps to remind you that
you're already in command mode.

Now use the cursor motion keys (h, j, k, and |) to move the cursor to any point on thefirst line:
"He's not even here," went the conservation.

"Banzai . "
"Where is he?"
"At the hotpsial in El paso.”

"What ? Way werent' we informed? What's wong with hinP"
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It turns out that there's aline of dialogue missing between the line you're on and "Banzai." One way to enter the line would be
to move to the beginning of the line "Banzai.", insert the new text, and press Enter before pressing Esc to quit insert mode. But
Vi has a specia command—o—to open alineimmediately below the current line for inserting text. Press o on your keyboard
and follow along:

"He's not even here," went the conservation.
"Banzai . "

"Where i s he?"

"At the hotpsial in El paso.”

"What ? Why werent' we inforned? What's wong wi th hinf"

Now type the missing text:
"He's not even here," went the conservation.

"Who?"
"Banzai . "
"Where i s he?"

"At the hotpsial in El paso.”

"What ? Whay werent' we inforned? What's wong w th hinf"

That'sit. Press Esc to return to command mode.

The problem with the snippet of dialogue you're using is that there's no way to figure out who is talking. Adding aline above
this dialogue hel ps identify the speakers. Again, use cursor motion keys to place the cursor on the top line:

"He's not _even here," went the conservation.
"Banzai . "

"Where is he?"

"At the hotpsial in El paso.”

"What ? Way werent' we informed? What's wong with hinP"
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Now you face adilemma. Y ou want to open up aline for new text, but you want the line to be above the current line, not
below it. It happens that vi can do that, too. Instead of using the o command, use its big brother O instead. When you press O,
here's what you see:

"He's not even here,” went the conservation.
"Banzai . "

"Where is he?"

"At the hotpsial in El paso.”

"What ? Way werent' we infornmed? Wiat's wong with hinP"

Type the new sentence and press Esc.
| found nyself stealing a peek at ny own watch and overhead

General Catbird's

aide give himthe latest. _

"He's not even here," went the conservation.
"Banzai . "

"Where is he?"

"At the hotpsial in El paso.”

"What ? Way werent' we informed? What's wong with hinP"

Now the dialogue makes a bit more sense. The conversation, overheard by the narrator, takes place between the general and his
aide.

There are afew words missing in one of the lines, so the next task isto insert them. Use the cursor keys to move the cursor to
thefifth line, just after the word "Where":

I found nyself stealing a peek at ny own watch and over head
General Catbird's

aide give himthe | atest.

"He's not even here,"” went the conservation.

"Banzai . "
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"Where i s he?"
"At the hotpsial in El paso.”

"What ? Way werent' we inforned? What's wong wi th hin®"

At this juncture, you need to add the words "the hell" to make the sentence a bit stronger (and correct). Y ou can usei to insert
the text, but then you end up with atrailing space. Instead, you can add text immediately after the current cursor location by
using the a key to append the information. When you press a, the cursor moves one character to the right:

I found nyself stealing a peek at ny own watch and over head
General Catbird's

aide give himthe | atest.

"He's not even here,” went the conservation.

"Banzai . "

"Were is he?"

"At the hotpsial in El paso.”

"What ? Wiy werent' we inforned? What's wong with hin®"

Here's where vi can be difficult to use. You're in insert mode, but there's no way for you to know that. When you type the
letters you want to add, the screen shows that they are appended. But what if you think you're in insert mode when you're
actually in command mode? One trick you could use to ensure you're in insert mode is to press the command key a second
time. If the letter "a" shows up in the text, simply backspace over it; now you know that you're in append mode. When you're
done entering the new characters, and you're still in append mode, here's what your screen looks like:

I found nyself stealing a peek at ny own watch and over head
General Catbird's

aide give himthe | atest.

"He's not even here,” went the conservation.

"Banzai . "

"Where the hell is he?"

"At the hotpsial in El paso.”

"What ? Way werent' we infornmed? Wiat's wong with hinP"
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Notice that the cursor stayed on the"i" in "is" throughout this operation. Press Esc to return to command mode. Notice that the
cursor finally hops off the "i* and moves left one character.

To differentiate between the i and a commands, remember that the insert command always adds the new information
immediately before the cursor, whereas append adds the information immediately after the cursor.

With thisin mind, try to fix the apostrophe problem in the word "werent™ on the last line. Move the cursor to the"n" in that
word:

"Where the hell is he?"
"At the hotpsial in El paso.”

"What ? Way werent' we informed? What's wong with hinP"

Now, to put the apostrophe immediately after the current character, do you want to use the insert command (i) or the append
command? If you said "Append," give yourself a pat on the back! Press ato append the apostrophe:

"Where the hell is he?"
"At the hotpsial in El paso.”

"What ? Way werent' we informed? What's wong with hinP"

Pressthe ' key once and press Esc.

Quit vi. Use :q, and the program reminds you that you haven't saved your changes to this new file:

No wite since |ast change (:quit! overrides)

To write the changes, you need a new command, so I'll give you a preview of a set of colon commands you will learn later in
this chapter. Type : (the colon character), which moves the cursor to the bottom of the screen.

Now pressw to write out the file, and then press the Enter key:

"pbuckaroo" 8 lines, 271 characters

It's okay to leave vi now. Use :q to quit and you're safely back at the command prompt. A quick cat confirms that the tildes
were not included in the file itself:

%
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