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Debugging ASP.NET
Applications

_— =

Debugging under classic
ASP was a hit-and-miss
affair, usually forcing the
developer to add
Response.Write
statements through the
code until he or she found
the failure point. ASP.NET
introduces much better
debugging, thanks to the
.NET Framework and
Common Language
Runtime (CLR).
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SECURITY ALERT!

With the standard
ASP.NET
machine.config file, all
configuration files are
secured and cannot be
downloaded by a
client system. This
allows for some pro-

tection of critical infor-
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in mind that any
system can be hacked
with enough time and
effort. Always keep
security in mind when
planning your Web
application.
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Questions
M

Q: | have been asked to
migrate an application
from ASP to ASP.NET.
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to provide for caching.
Should | use these or
use ASP.NET’s internal
caching?

A: Use ASP.NET’s caching
when possible. With
automatic scavenging
features and integrated
memory management,
ASP.NET provides a
more tightly integrated
caching system than
existing third-party
utilities.
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Web Services are objects
and methods that can be
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Foreword

Since 1996, ASP programmers have faced one upgrade after another, often with no
extremely visible advantages until version 3.x—it’s been quite a wild ride. Now we
have the first significant improvement in ASP programming within our grasp—
ASPNET. Our reliance on a watered-down version of Visual Basic has been allevi-
ated now that ASPNET pages may be programmed in both Microsoft’s new and
more powerful version of Visual Basic or the latest version of C++: C#, which 1s
more Web friendly. ASPNET allows programmers and developers to work with both
VB.NET and C# within the same ASPNET page. .NET itself is a milestone for
Microsoft; it marks Microsoft’s entry into the “run once, run everywhere’” compiler
market alongside Java and Ruby. .NET is also notable for its extreme flexibility;
unlike the other choices available, .NET allows the programmer to use any number
of .NET-compliant languages to create its code (however, as of this writing, only
VB.NET and C# are allowed for ASPNET) and have it run anywhere through the
robust .NET Framework.Visual Basic and C++ have undergone changes as well;
Visual Basic was already somewhat Web-oriented through its sibling, Visual Basic
Script (VBS).

Since VBS was not visually orientated, like Visual Basic, this meant that a lot of
the prewritten code employed by Visual Basic did not create performance issues. This
did mean, however, that VBS was not graced with an IDE to debug or troubleshoot
with, making the server logs and the browser error messages a programmer’s only
hope of figuring out what went wrong and where. The lack of an IDE led to several
complications and eventually programmers had to create their own error-handling
system, usually consisting of a log file and e-mail notification.
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VBS had another obstacle to overcome in attempting to offer programmers more
than what originally was basically a scaled-down version of Visual Basic. VBS lacked
many of Visual Basic’s strong features due to the way that the IIS was limited at the
time, especially with object creation and cleanup. Programmers experienced code or
objects locking up before destruction, rampant memory leaks, and even buffer over-
flows that were caused by IIS, not by the code itself.

With .NET in general, Visual Basic and VBS are now one and the same. All of
the Web-oriented abilities of VBS have been given to Visual Basic and it has received
a significant retooling of the language and syntax. Many previous problems, such as
poor memory management and object control, have been resolved by the .NET
Common Language Runtime (CLR) and internal programming additions, such as
the inclusion of the Try/Catch error-handling system and more low-level abilities
than before. All in all,Visual Basic can now be called a true programming language.

C++ retained all the aspects that made it a powerful programming language, such
as its excellent object control and error-handling techniques, in its new version, C#.
It has now gained a very good IDE as well as being more Web-based, a trait that can
be attributed to the .NET Framework and ASPNET. It is expected that many pro-
grammers will still use C# for object control while combining it with Visual Basic’s
ease of use for GUI and presentation.

This book is meant to show all ASP programmers, new and old, just how pow-
erful ASPNET now is. Unlike ASP 1.x through 3.x, which worked in Windows 95
through the Personal Web Server tool, you will need at least Windows 2000, all the
latest service packs, Internet Explorer 6, IIS 5.x (up to date), and the .NET SDK
installed. As of this writing, the latest version of .NET is Beta 2, which covers the
framework, ASP, and its programming languages. Remember, this book 1s meant to
be an introduction to ASPNET, not VB.NET or C#. If you need a good book on
VB.NET or C#, I recommend looking to two other books published by Syngress
Publishing: The VB.NET Developer’s Guide (ISBN 1-928994-48-2) and The C#.NET
Web Developer’s Guide (ISBN 1-928994-50-4).

Chapter 1 of this book will give you a brief overview of the history of ASP and
offer insights into why and how it has evolved in its particular fashion. We’ll take a
look at its inception from Microsoft, the ups and downs of previous ASP versions,
and how ASPNET will change the way we look at ASP from this point forward.
From there, we’ll start getting into the foundations of ASPNET by looking at how
client-side and server-side viewing takes place. However, since this is still a beta
release, we will mention any possible security precautions that should be taken with
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ASP.NET. Chapter 2 will add to our .NET foundation by introducing us to name-
spaces (special attention will be given to the most commonly used namespaces):

= System
s System.Collections
= System.Web

= System.Data
= System.XML

ASPNET makes heavy use of these namespaces; therefore, it is vital we under-
stand their purpose!

With this foundation well in place, we can start looking at the innovations
ASP.NET brings with it. In Chapter 3, we will concentrate on ASP Server Controls.
Server Controls are used by ASP instead of the standard HTML form objects, such as
text boxes and select items. This allows for greater flexibility in your code design by
allowing for the creation of “forms,” which can be considered the ASPNET method
of coding <DIV> layers. ASP Server Controls also allow you to call specific func-
tions as a response to particular actions within the form displayed, allowing for
greater programming control and flexibility.

Another innovation to ASPNET is the usage of configuration files. Chapter 4
will describe how ASPNET uses configuration files, how to edit them, and how
configuration files add to the flexibility of the way ASPNET deals with data and
options. Chapter 5 continues this by introducing us to the layout of a standard
ASP.NET application. In many ways, the manner in which we look at an ASP appli-
cation hasn’t changed structurally, even though its inner workings have changed
greatly. We will also cover how Application State and Server State have changed in
NET and the differences between the two. Managing the two states in ASPNET is a
vital part of application creation and can literally make or break your program.
Chapter 6 introduces us to one of the more commonly misunderstood concepts of
ASP.NET: caching. Caching in ASPNET retains ASP’s caching method (output
caching), but also adds fragment caching and data caching, as well as the capability to
pick and choose between the two within the application at any time.

Chapter 7 provides you with an in-depth look at one of the more common
namespaces, System.Data. System.Data is the .NET equivalent of ADO and contains
all the necessary functions for database control and creation as well as basic XML
control. We’ll first see how the System.Data namespace is structured, and then, by
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working with a basic address book, our first general-use ASPNET application, we
will take a look at how System.Data allows us to do the following:

= Connect to a database
= Browse a database
= Add to a database

= Delete from a database

We will start coding this little application after we have had an opportunity to
tully understand the System.Data namespace. Basic XML support is provided through
System. Data. We will take a look at the basics of XML in Chapter 8. In general, XML
is structured similarly to HTML but it’s free from any type of tag rule—the tags are
totally arbitrary. However, we have to provide the tag names, content, and so on. This
means that we also have to sometimes do more work with XML than what
System. Data allows. XML provides us with various other tools, such as XSL and
XPath, to properly query and work with XML. While System. XML provides the tools
to work with XSL and XPath, they cannot help us much if we don’t understand
what the tools are for, so this is what Chapter 8 focuses on.

The .NET Framework provides ASPNET with a powerful new debugging tool
through the Visual Studio .NET IDE. Chapter 9 shows us how to debug in
ASP.NET, also covering error handling, tracing, and how to work with the SDK
debugger. Many ASP programmers will tell you that these abilities were missing in
ASP and sorely needed! ASP threw error messages that were sometimes even more
arcane than Visual Basic and required checking of both IIS and the ASP error mes-
sages in order to track down the problem.

ASP.NET can also use .NET’s Web Services. Web Services allow ASP greater
flexibility over the Internet by allowing it to work with other applications through
the Internet as if it was a standard LAN network. It uses XML to transmit the data to
and from different sources. Web Services can also be considered as a connectivity
tool—objects, data sets, and even cached objects can be passed to and from other
servers.

We will finally walk through the development of three difterent sample applica-
tions so we can use what we’ve learned in the book. Chapter 11 will show us a
guestbook with a couple of nice touches; it is easy to implement, design, and
upgrade, using a combination of System.Data and System.XML. Chapter 12 will move
our programming up a notch by walking us through a simple ASPNET shopping
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cart, using most of ADO.NET’s capabilities. Lastly, Chapter 13 will round things out
by showing the development of a threaded ASPNET message board that relies on
both ADO.NET and System.XML.

So, what we are looking at here is a huge new version of ASP within .NET. We’ll
be able to go through the basics, understand more of the innovations, and even have
a good grounding in what .NET is all about when it comes to the Web and ASP.
Let’s get started with Chapter 1.

—Jonothon Ortiz, Technical Editor
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Chapter 1 ¢ Introducing ASP.NET

Introduction

With the advent of ASPNET we see a shift from traditional scripting to the
beginning of full-fledged programming online. VBScript isn’t the only option
anymore, as programmers can now employ the full power that lies behind both
Visual Basic (VB) and C within their ASPNET assemblies.

There is no denying the widespread acceptance that .NET received from the
developer community. It’s proven itself to be a well-developed framework with
solid ideas on how the programming world should continue to change. The
introduction of a software solution that enables anyone to code in any language
that is compatible with the framework is groundbreaking to say the least.

In this chapter we will take a look at how Active Server Pages (ASP) itself
began just a couple of years ago and how it has captivated programmers ever
since. It has had some problems, of course, but the .NET architecture seems to
have found solutions to many preexisting programming problems. There have also
been changes with how ASP works with the server and client, to provide the user
with the information that you want to provide.

Even though this is a stable beta, and many people are assuming already that
what we are seeing within Beta 2 is basically the “freeze” for many features, it still
has a couple of caveats, due to its beta nature. Learning from these problems
within the framework can allow for preparation against it.

Learning from the History of ASP

You can trace the history of ASP right back to 1995 and the momentous occa-
sion when Microsoft realized they were falling behind in a fundamental shift in
the industry by not embracing the Internet. Up until that point Microsoft had
been developing their proprietary technologies, tools, and network protocols for
the Microsoft Network; all of a sudden they needed an Internet strategy and fast.

Microsoft has gone from a position of playing catch-up to one close to domi-
nance, with the Internet Explorer Web browser having a strangle-hold on the
Web browsing market, and Internet Information Server (IIS) installed at the
majority of Fortune 1000 companies.

The Origins of ASP

Back in the mid ‘90s, when the commercial Web world was still young, there was
not a great deal of choice of tools for the Web developer who wanted to make
his or her Web site a truly useful place to do business. The choices were limited

WWW.syngress.com



Introducing ASP.NET ¢ Chapter 1

in both available server-side programming platforms and also desktop develop-
ment tools to produce the solutions. In the end, the programmer was stuck with
clumsy Common Gateway Interface (CGI) programs using compiled languages
such as C, Delphi, and Visual Basic, or interpreted scripting languages like Perl or
Rexx, and operating system shell scripts on systems such as UNIX.

In early 1996 Microsoft had a first stab at improving the situation by
including the Internet Server Application Programming Interface (ISAPI) tech-
nology as part of Internet Information Server. ISAPI is an extension to the
Windows Win32 API. It was developed as a way to create Web server software
that interacts with the inner workings of Internet Information Server, bringing
what was claimed to be a five-fold increase in performance. As you can well
imagine from this description, as well as the immediate performance increase, it
also had a side eftect of increasing the complexity of the development for the
programmer. It wasn’t for the faint hearted, and it takes some serious hardcore
programming knowledge to do ISAPI applications right. As well as ISAPI,
Microsoft encouraged developers to embrace their Internet Database Connector
(IDC) technology. This was a new way to connect Web sites to back-end
databases through Open Database Connectivity (ODBC).

The ISAPI and IDC technologies lifted Microsoft’s youthful and as yet
unproven Web server from being a glorified file server to being a basic interactive
application server platform for the first time.

Other vendors had tools out there, and several were very popular, such as
Netscape Livewire. Livewire was a technology that ran under Netscape’s Web
server and used a version of JavaScript for page logic, and also used Java compo-
nents. Unfortunately, Livewire had similar limitations to ISAPI in that it was a
compiled technology and the server needed stopping and starting to make
changes visible.

Why ASP Was Needed

Not all Web developers have the programming skills needed to write ISAPI
applications, and because ISAPI requires the compilation of programs, there are
extra steps in producing an ISAPI-based site that slow development down.
Novice and intermediate programmers found the need to learn an industrial-
strength language, such as C++, and compile even the simplest of their page logic
into .dll files a real barrier.

Visual Basic programs, although easier to develop, when used for CGI, per-
formed poorly and the overhead hogged resources. Other languages such as Perl
require the Web server to launch a separate command-line program to interpret
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and execute the requested scripts, increasing page-load time and reducing server
performance. CGI itself hogs resources because every page request forces the Web
servers to launch and kill new processes and communicate across these processes.
This is time consuming and also uses up precious RAM.

Another problem facing development teams in the mid ‘90s was the fact that
a Web site is a mixture of Hypertext Markup Language (HTML) and logic. They
needed a way to mix the programmer’s code with the designer’s page-layout
HTML and designs without one messing up the other. There were many solu-
tions to this problem, ranging from custom template systems to Sever Side
Include (SSI) statements that told the server to execute code based on special
HTML comment tags.

Database-driven interactivity was another challenge. The demand for complex
Web sites had just kicked off, and developers needed to supply that demand in a
manageable fashion, but the tools available did not make this an easy task. Those
who could achieve it demanded rewards that matched the difticulty of what they
were being asked to do.

What was needed was a solution for the rest of us. It needed to be a simple
scripted text-based technology like Perl, so developers could tweak and alter their
pages without compilation and with simple text-editing tools such as Notepad. It
needed to have low resource requirements while keeping high performance;
therefore it needed to be executed within the server environment just like ISAPI,
but without the complexity. Designers and cross-discipline teams demanded that
it should include SSI and template features to make integrating page layouts sim-
pler to manage. To be truly popular, it should run oft a language that would be
easy to pick up and was familiar to a large community of developers. Enter Active
Server Pages!

Why ASP Was Not Originally Embraced

Active Server Pages was not an overnight success, though understandably it did
capture the imagination of a large sector of the development community, particu-
larly those already well versed in Visual Basic programming or Visual Basic for
applications scripting.

Others who did not have an investment in Visual Basic knowledge found the
limitations of Visual Basic, and by extension Visual Basic Scripting, reasons to
avoid the technology. Faults included poor memory management, the lack of
strong string management abilities, such as Regular Expressions, found in other
established languages. When compared to CGI with Perl, ASP was found lacking.
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At that time, Internet Information Server was in its infancy, and take-up was
low, despite Microsoft’s public relations juggernaut going into full flow after the
company’s much-reported dramatic turnaround. In comparison to current versions
of the software it seems very poor, but it was still competitive on performance.

Until 1997, back-end Web programming was pretty much owned by CGI
and Perl. High-performance Web sites usually had a mix of C-compiled programs
for the real business engine, and Perl for the more lightweight form processing.

There was a fair amount of doubt and suspicion around Microsoft’s Internet
efforts, including IIS and Internet Explorer, and ISAPI had not done all that
much to bring across a huge sector of the development community. Despite this
uncertain atmosphere, Microsoft saw many Windows NT 4 licenses being bought
specifically for Web hosting and development increasing. Third-party support for
anything other than small components was initially slow, but, as with all Microsoft
products, after the first couple of releases they usually get things right, and ASP
was no exception.

Whereas Perl had a huge community of developers led by the heroic figure
of Larry Wall, the ASP developer was not yet well supported. A Perl programmer
was encouraged from the top to share and make his or her code open, so the
community thrived, with every conceivable solution or library just a few clicks
away at the Comprehensive Perl Archive Network (CPAN) site, or at one of the
many other Web sites and news groups. Contrast this with the ingrained compet-
itive and financially led philosophies of the third-party component vendors in the
Windows Distributed Internet Applications (DNA) world. Of course, it did not
take the ASP community long to grow to be the loving, sharing success it is now.

Developing ASP 1.x

ASP 1 was an upgrade to Internet Information Server 2, bringing it up to ver-
sion 3, and was installed as an optional downloaded component. The public beta
was first made available in October 1996 and the final release was a factor in IIS
quickly overtaking Netscape in the server market.

Around the same period, Microsoft had purchased and further developed a
Web site authoring tool called FrontPage that brought with it a new organiza-
tional and hosting concept of the FrontPage Web, enabling the developer to
deploy Web applications in drag and drop style without using the File Transfer
Protocol (FTP). This concept would be carried through into Microsoft Visual
Interdev, Microsoft’s new HTML and ASP editing environment.

ASP 1 was surprisingly feature-rich for a version 1 product. It included much
of the revolutionary functionality ASP that today’s programmers take for granted,
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such as ActiveX Data Objects that shield the programmer from differences in
database implementations, with record sets to easily access and navigate database
query results, and the ability to mix and match logic and presentation code in the
same page. Programmers found the limitations of some areas frustrating, for
example, options for reading and writing to the file system; but overall, ASP 1
was a breath of fresh air, and many developers quickly and eagerly adopted it.

Developing ASP 2.x

Once ASP 1 had settled and become established, Microsoft released a new ver-
sion of Internet Information Server and an upgrade to ASP, with a combined
download called the Windows NT 4 Option Pack. This time, ASP was built in to
the Web server setup and was not seen as an extra. The Web server was a big
improvement, with better support and functionality all round and the addition of
a Simple Mail Transfer Protocol (SMTP) Mail service.

With ASP 2, the technology matured to the point where developers could
really implement powerful, large-scale solutions. Big-name companies adopted
the Microsoft platform for their high traffic transactional sites and the technology
proved itself time and again against the demands of serving up millions of page
views.

From launch, ASP 2 showed improvements across the board, such as increased
file system functionality, added components, and language improvements. Third-
party developers released components into the market place that filled in every
conceivable gap in functionality, and developers were producing their own
bespoke components through ASPs Component Object Model (COM)-based
architecture.

Developer tools also had upgrades, with Visual Interdev becoming much
improved and better integrated into the Visual Studio suite, with access to Visual
Source Safe for source control. Third-party tool vendors had also developed their
own solutions, with many wizard-style developers’ toolkits and integrated envi-
ronments coming to market, such as the popular Macromedia Ultradev.

More recently, Microsoft extended the language code with incremental
releases of the language runtime Scripting Engines, allowing for improvements in
the languages, such as support for Regular Expressions, without the need for full
new versions of Active Server Pages.

Major Changes with ASP 2

Moving to Active Server Pages 2 brought the developer into a more stable and
feature-rich environment. All aspects of the technology were tuned and tweaked,
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and programmers really felt that things had settled into a stable technology. This
newfound confidence was in part due to the evidence of successful transactional
sites actually showing that the platform could deliver, but also the fact that the
technology had been boosted under the hood with tighter integration with
Microsoft Transaction Server (MTS). In fact, IIS 4 was rebuilt to be a MTS appli-
cation, and so ASP and MTS components were actually running in the same pro-
cesses. Another improvement was the work with Microsoft Message Queue. This
allowed ASP and components to communicate across networks, ideal for large-
scale applications with complex backend requirements, for example, e-commerce
systems integrating with existing legacy enterprise resource planning (ERP)
infrastructures.

Weaknesses in the ASP 2 Model

Failings in the ASP 2 model were most noticeable when the platform was con-
trasted against newcomers and developments in other technologies, such as Java
Server Pages (JSP), Perl 5, PHP, and ColdFusion.

The main contender for ASP mind-share in Microsoft’s most-needed market-
place, large-scale blue chip projects, was Java Server Pages. Microsoft could dismiss
the others as low-rent small to medium business and hobbyist technologies, and
had an army of certified solutions companies and consultants to take care of
those. On the other hand, products from Microsoft’s biggest competitors, such as
IBM, Oracle, and Sun, supported Java, and these companies had massive opinion-
forming clout in the world’s largest corporations. As well as products such as IBM
Net.Commerce (now Websphere), other vendors such as ATG and Broadvision
were releasing application servers based around Java. To make matters worse,
Microsoft could not claim to have the better technology.

JSP was outperforming and out-scaling ASP, plus the application servers and
host operating systems proved time and again to be more robust and stable, and
had lower cost of ownership and higher uptime!

The Java Server Pages and Servlets technologies allowed performance gains
against ASP 2 partly because the code is compiled before execution. The Java lan-
guage also had better error handling, object orientation, housekeeping, and vari-
able typing. ASP, on the other hand, was based around interpreted scripting and
languages that were compromised shadows of their already flawed parents.

Developing ASP 3.0

With the release of Windows 2000, Active Server Pages 3 was available.
Performance was increased considerably by the addition of a step in the execution
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of the pages that checked for a previously cached version of the compiled page, and
the compiler checking for script elements rather than always processing the page
line by line.

The Windows 2000 operating system and features in IIS5 that included
the option to selectively separate out Web applications and processes addressed
stability issues.

Functionally, it did not have many revolutionary additions (perhaps they were
waiting for .NET, which was already on the drawing board at Microsoft), but
developers did get several features they had been asking for, such as server-side
redirects to replace the Hypertext Transfer Protocol (HTTP)-header client-side
implementation, better error handling, and dynamic includes.

Final Changes to Original ASP Model

With version 3, Microsoft introduced the concept of server scriptlets. These were
COM objects that were developed as Extensible Markup Language (XML)-based
text files. This enabled programmers to rapidly prototype multi-tiered application
business logic without the “change, recompile, upload, stop the server, register,
test, change” cycle of component development.

ASP and ActiveX Data Objects (ADO) were given a boost in capability with
the addition of XML-processing abilities. XML was, at this point, a massive deal
in the developer community, and Microsoft wanted to appear to be fully
embracing it, and so the whole of Microsoft’s product line seemed to be
receiving an XML makeover.

As well as the new script execution changes mentioned earlier, it included
many other performance improvements, such as the ability of the Web server to
self-tune, checking adding threads when needed, and having response buffering
on by default.

Weaknesses in the ASP 3 Model

Despite the great achievements of Active Server Pages, particularly in the areas of
speed and stability, the platform was still based on incomplete scripting languages
of VBScript and JScript, and third-party languages such as Perl.

Scripting languages required the developer to compromise coding standards
and bolster the application with components written in a second language, usu-
ally C++ or VB.The languages were not properly object oriented, although they
were object-aware, and could never perform very well whenever they required an
interpreter to execute.
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The reliance on the systems administrator for Web server configurations was
also a problem; the administrator must register components, settings, and permis-
sions on the server, and so deployment was not as simple as just uploading your
files. Programmers were bound to ask, after several years of Java programmer col-
leagues evangelizing Java Server Pages, “What is Microsoft going to do?”

The Need for a New ASP Model

It was evident that Microsoft would require a fundamental change to bring ASP
up to the standard of industrial-strength programming. Active Server Pages was a
technology based on the foundations of COM. ActiveX and COM technology
provided much of its strength, but also many of its limitations. Microsoft would
need to have a long hard look at COM to see how it could improve, and these
changes would be bound to affect ASP. At the same time, Microsoft realized that
the developers’ playing field was changing, with new standards arriving all the
time, particularly in information-sharing and distributed applications using XML,
such as Simple Object Access Protocol (SOAP) and XML-RPC. Web services
were becoming all the rage; Java was everywhere, and XML was taking the devel-
oper community by storm. A new version of ASP was not going to be enough to
meet these demands; the changes must be more far-reaching if they were not just
going to catch up but also take the lead against such tough challenges.

ASP and Windows DNA, being based on early 1990’s COM and Win32 API
technologies, did not provide a very coherent technical architecture roadmap for
modern distributed applications, whereas with Java 2 Enterprise Edition (J2EE),
Sun had a suite of technologies that developers could follow, starting small with
Standard Edition projects and scaling up to full Enterprise JavaBeans.

In today’s world, we do not have to contend just with different Web browsers
but also with different distribution channels and modes of operation, with mobile
phones and computers, interactive digital TV, intelligent appliances, digitally net-
worked homes, and possibly moving from Web pages to disposable applications
and Web services.

No doubt, as Microsoft was looking at their own technologies they must have
analyzed the competition. As they announced the .NET framework, they also
introduced a new language for the twenty-first century, C#. C# and .NET
would address all of the criticisms, provide for a whole new way of looking at
applications and the Web, and replace everything that had gone before, including
Microsoft’s flagships Visual C++,Visual Basic, and Active Server Pages.
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The ASP Timeline

Before looking at ASP.NET, let’s briefly take a look at the short but eventful his-
tory of Active Server Pages to see how we got to where we are today:

December 1995 Microsoft makes a dramatic U-turn and announces
that their whole product lineup will be refocused to embrace the
Internet. Up until this point they had largely ignored the Internet
market and had fallen dangerously behind the competition.

February 1996 Microsoft releases Internet Information Server to the
public for free download. Microsoft spokespeople claim that the server
offers a four-fold increase in performance over Netscape Netsite server.
I1S includes ISAPI and IDC technologies.

= With the release of Windows NT 4, IIS version 2 is bundled, while
IIS 1 is available for Windows NT 3.51.

October 1996 Microsoft releases the public beta for IIS 3 as an
optional upgrade to IIS 2. The major change with this version is the
inclusion of a new development environment called Active Server Pages,
formerly known under its project name of “Denali.” As part of their
public relations campaign, Microsoft claims they are beating Netscape 2-
1 in the server market. IIS no longer supports MIPS and NT 3.51.

August 1997 Microsoft releases ASP 2 with IIS 4. IIS now includes the
Microsoft Management Console (MMC) to make administering the
server more straightforward, and the SMTP server is now bundled,
having previously been a part of the Commercial package. IIS and ASP
are now tightly integrated with Microsoft Transaction Server, and this is
seen as a real step forward in making the platform a credible choice for
large-scale deployment.

1998-2000 Microsoft started releasing incremental versions of the lan-
guage Scripting Engines, adding language features and functionality
without the need for full ASP version updates, such as the addition of
Regular Expressions for VBScript programmers.

»  With the release of Windows 2000 with IIS 5, Active Server Pages 3
became available. ASP 3 allowed for server-side redirects, better error
support, ADO 2.5 with support for XML, and caching of compiled
code. IIS 5 enabled the administrator to finely separate processes to
prevent crashing of the server.
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= July 2000 .NET makes their first public announcement, revealing their
new C# language, promising to deliver better functionality and flexi-
bility than ever before, and promising support for a wide variety of
Internet standards.

Reviewing the Basics
of the ASP.NET Platform

Microsoft has done a great job of bringing ASP and their older languages into
the twenty-first century with .NET. ASPNET, using VB.NET, is now a full-
fledged object-oriented Web application development platform, and has seen
many improvements; but the past legacy languages should not hold back a new
initiative as massive as .NET, so Microsoft developed a new headline-grabbing
language for the .NET Framework, called C#.

C# was built from scratch as the NET language. While it has features familiar
to C programmers, and it has some of the great RAD features so beloved by
Visual Basic programmers, it is completely new. Some have said that C# is
Microsoft’s “me too” language to compete with Sun’s Java.

If Microsoft does one thing well, that 1s building developer tools, (remember,
the product that first put Microsoft on the map was their version of Basic), and
C# with Visual Studio.NET certainly lives up to expectations. C# is a truly
modern language with all the features you could wish for, such as full object-ori-
entation (unlike the C++ bolted-on approach), automatic memory management,
and housekeeping.

The following are some key points about ASPNET:

= ASPNET is a key part of the wider Microsoft .NET initiative,
Microsoft’s new application development platform.

= _NET is both an application architecture to replace the Windows DNA
model and a set of tools, services, applications and servers based around
the .NET Framework and common language runtime (CLR).

= Rather than just being ASP 4 or an incremental upgrade, ASPNET is a
complete rewrite from the ground up, using all the advanced features
NET makes available.

=  ASPNET can take advantage of all that .NET has to ofter, including
support for around 20 or more .NET languages from C# to Perl. NET,
and the full set of .NET Framework software libraries.

www.syngress.com
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Web applications written in ASPNET are fast, efficient, manageable,
scalable, and flexible, but, above all, easy to understand and to code!

Components and Web applications are all compiled .NET objects
written in the same languages, and they offer the same functionality, so
no need to leave the ASP environment for purely functional reasons.

You’ll have less need for third-party components. With a few lines of
code, ASPNET can talk to XML, serve as or consume a Web service,
upload files, “screen scrape” a remote site, or generate an image.

Utilizing the Flexibility of ASP.NET

With the .NET Framework and ASP.NET, Microsoft has not just shown itself to
be a contender in Web development technologies, but many commentators also
believe Microsoft has taken the lead. ASPNET is well equipped for any task you
want to put to it, from building intranets to e-business or e-commerce mega-

sites. Microsoft has been very careful to include the functionality and flexibility

developers will require, while maintaining the easy-to-use nature of ASP.

With ASPNET you now have a true choice of languages. All the .NET
languages have access to the same foundation class libraries, the same
type of systems, equal object orientation and inheritance abilities, and
tull interoperability with existing COM components.

You can use the same knowledge and code investment for everything

from Web development to component development or enterprise sys-
tems, and developers do not have to be concerned about differences in
APIs or variable type conversions, or even deployment.

ASPNET incorporates all the important standards of our time, such as
XML and SOAP, plus with ADO.NET and the foundation class libraries,
they are arguably easier to implement than in any other technology,
including Java.

An ASPNET programmer still only needs a computer with Notepad
and the ability to FTP to write ASP code, but now with the .NET
Framework command-line tools and the platform’s XML-based configu-
ration, this is truer than before!

Microsoft has included in the .NET Framework an incredibly rich fea-
ture set of library classes, from network-handling functions for dealing
with Transmission Control Protocol/Internet Protocol (TCP/IP) and
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Domain Name System (DNS), through to XML data and Web Services,
to graphic drawing.

= In the past, the limitations of ASP scripting meant components were
required for functionality reasons, not just for architectural reasons.
ASPNET has access to the same functionality and uses the same lan-
guages in which you would create components, so now components are
an architectural choice only.

» A NET developer is shielded from changes in the underlying operating
system and API, as the .NET technologies deal with how your code is
implemented; and with the Common Type System, you don’t have to
worry whether the component you are building uses a different imple-
mentation of a string or integer to the language it will be used in.

Developing & Deploying...

Deploying ASP.NET Applications

In previous ASP versions, deploying your application required careful plan-
ning, particularly if the system was large and complex. This was because
of various factors, including the requirement to upload, install, and reg-
ister components, necessitating stopping and starting the Web server and
ensuring that you had the correct version. You had to configure Web
servers through Microsoft Management Console, ADSI, or command-line
tools, also often requiring you to stop and restart services.

With ASP.NET, this has all been simplified. ASP files, components,
and configuration options are all files that you upload together. You do
not need to register components, and you can specify nearly all config-
uration changes using XML format text files. ASP.NET has even simplified
software version dependencies by enabling you to host several versions
of a component on the same system.

Converting Code into Multiple Languages

As supplied by Microsoft, ASPNET and the .NET Framework consist of three
main languages: JScript. NET,VB.NET, and C#. Other vendors have available or
have announced many more, such as Per. NET, COBOL.NET, and a version of

Python.
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JScript has been updated to be a full-fledged language and to take account of
the object-oriented nature of .NET. Experienced JScript developers should feel
very at home and be pleasantly surprised at the new additions.

VB.NET replaces VBScript support, but is similar enough in operation that it
isn’t too steep a learning curve for VBScript programmers, and as with JScript
above, it provides you with full access to all that .NET has to offer, including, for
the first time, full object orientation.

C# has been (perhaps unfairly) described as J++ mark 2. There is more to it
than that. C# is effectively C++ built from scratch. The problems with C++ are
well documented, so there is no need to go into them here, but suffice it to say
that in C++, object orientation was an optional bolted-on afterthought, whereas
in C#, it was built in from the ground up.

All the functionality and support of the .NET Framework is available to any
of the .NET languages, and in addition, objects written under one language can
be used, inherited, and extended under any of the others. This is a very powerful
concept and introduces the idea of language independence. This is achieved
through the Common Language Runtime technology.

The CLR takes your .NET language code and converts it into an interme-
diate language (Microsoft Intermediate Language [MSIL]), and this intermediate
language is then compiled to target machine-specific binary code. The
Intermediate Language specification is one of the many .NET technologies that
have been submitted to standards bodies, and several projects are under way to
transport the software over to non-windows platforms, such as Mono and
Portable.NET in the open source community, and to developments from Corel
and Borland.

Comparing Improvements in
ASP.NET to Previous ASP Models

The first difterence an experienced ASP developer will notice is that VBScript
support has been dropped in favor of VB.NET. This is not as much of a hurdle as
it sounds like, as the syntax is quite similar, and VB.NET is a full-fledged language
and so provides a lot richer environment than VBScript ever could.

As described above, all ASPNET languages are object oriented, event driven,
and server compiled. This brings many benefits, especially where improvements
were needed most, namely performance, stability, scalability, and manageability.

With Classic ASP, you pretty much had to code your whole application from
scratch. ASPNET has several labor-saving additions to make life easier. Web forms
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introduce a new Visual Basic Rapid Development-style way of looking at forms
in Web pages. With Web Forms, the developer uses new form components that
you can add in the traditional way or through code, and they enable the pro-
grammer to call on server-side event-driven programming and true separation of
layout and logic. You can separate the layout code and functions by using code
behind pages that use inheritance to add methods to the form. .NET form con-
trols maintain the session state so the users input remains when the page is sub-
mitted, and the controls’ property values are available to the ASP code without
resorting to querying the request object.

The framework foundation class libraries contain exciting new features, previ-
ously only available from third parties such as the System.Drawing tools, which
enable you to build dynamic images on the fly, built-in browser-based file upload
and system network services for working with TCP/IP and DNS.

With Web Services and built-in support for SOAP you can distribute code
and applications. Your ASPNET scripts can consume services across the Web, and
publish and expose routines as services just as easily.

Deployment, including server configuration, is mostly just a matter of trans-
terring files with configuration that was previously only available from the MMC
now implemented with XML files. Now you do not need to register and unreg-
ister components, and the server can handle multiple versions of the same com-
ponent without conflicts.

Mission critical services has increased support with load balancing and several
state-management options, including the ability to store state information in an
SQL Server database and pass the session ID on the URL to avoid requiring the
user to have cookies.

How Web Servers Execute ASP Files

When a site visitor requests a Web page address, the browser contacts the Web
server specified in the address URL and makes a request for the page by formu-
lating a HTTP request, which is sent to the Web server. The Web server on
receiving the request determines the file type requested and passes processing to
the appropriate handler. ASPNET files are compiled, if necessary, into .NET Page
classes and then executed, with the results sent to the client’s browser.
Compilation means that on first load ASPNET applications take longer to dis-
play than previous versions of ASP, but once compiled they are noticeably faster.
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Client-Server Interaction

ASPNET applications are a mixture of client side markup and code, and server
side processing. When an ASPNET Web form page is downloaded to the visitor’s
Web browser, additional code is included to previous ASP versions. This extra
code enables richer form functionality, including server and client side events,
validation, and the ability to maintain form value state. The server determines the
visitor’s browser type and sends markup to match the browser’ abilities.

Some client interactions will be dealt with within the visitor’s browser, while
others will require information to be posted to the server for processing and the
altered page returned.

As form responses are received, the form values are maintained in a new
facility of ASPNET “State Bags” and are compressed into a hidden form element
containing the page “Viewstate.” This allows the form elements that the visitor
has interacted with to maintain the same values as when the page was submitted.

As illustrated in Figure 1.1, the browser can request information from and
send information to the server using two HTTP methods, GET and POST.

Figure 1.1 How the Client and Server Communicate

Web Server
o ASPNET
POST Request
- Response Response
File System p| File
System
ADO.NET

y

GET is simply the method in which the browser compiles a URL. A typical
URL in this context will consist of a protocol, for example, HTTP for hypertext or
FTP for file transfer, a fully qualified domain name, such as “www.aspalliance.com,”
followed by a path, such as “/chrisg/”, and then the page to GET, such as
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“default.asp” or “index.html.” You can add information as parameters, called a
querystring. This 1s separated from the rest of the URL with a question mark, and
the parameters take the form of keywords and values such as “keyword=value,” for
example, “article=5." Multiple parameters are separated with ampersands, so if we
have two parameters, foo and bar, they would be presented like foo=a&bar=z. So, a
full GET request including querystring could be http://www.abcxyz123.com/
site/index.asp?page=5.

When a browser sends information using the POST method, the parameters
are compiled in the same way but sent separately in the HTTP header, and so are
not seen in the URL portion of the browser like GET requests are. Forms often
use POST for this very reason.

Other information goes into the HTTP request header, such as what browser
the user is using and so on. As you will see later, your ASP can pick up this
header information and the querystring parameter values.

Server-Side Processing

When the server receives this request, it will find the page that was requested
using the path information specified, and the relevant system will process the
page. In the case of Classic ASP, there was not much to this process, although a
certain amount of caching happened. As you will see in Figure 1.2, with
ASP.NET the process is a fair amount more involved but provides for much faster
processing and delivery.

Figure 1.2 The Server-Side Compilation and Delivery Process
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The server will process the ASPNET page using a special .dll especially for
ASP.NET. As with previous versions of ASP, ASPNET has a large collection of
objects that deal with processing certain functions such as the HTTP request,

databases, the file system, and forming the response.

When the response is complete, it is flushed back out to the user’s browser,

usually as HTML but not necessarily, and the browser renders this page as it

arrives as the page on screen.

Compiling and Delivering ASPNET Pages
The process of compiling and delivering ASPNET pages goes through the fol-

lowing stages:

1.

IIS matches the URL in the request against a file on the physical file
system (hard disk) by translating the virtual path (for example, /site/
index.aspx) into a path relative to the site’s Web root (for example,
d:\domains\thisSite\wwwroot\site\index.aspx).

Once the file is found, the file extension (.aspx) is matched against a list
of known file types for either sending on to the visitor or for processing.

If this is first visit to the page since the file was last changed, the ASP
code 1s compiled into an assembly using the Common Language
Runtime compiler, into MSIL, and then into machine-specific binary
code for execution.

The binary code is a .INET class .dll and 1s stored in a temporary location.

Next time the page is requested the server will check to see if the code
has changed. If the code is the same, then the compilation step is skipped
and the previously compiled class code 1s executed; otherwise, the class is
deleted and recompiled from the new source.

The compiled code is executed and the request values are interpreted,
such as form input fields or URL parameters.

If the developer has used Web forms, then the server can detect what
software the visitor is using and render pages that are tailored to the visi-

tors requirements, for example, returning Netscape specific code, or
Wireless Markup Language (WML) code for mobiles.

Any results are delivered back to the visitor’s Web browser.

Form elements are converted into client side markup and script, HTML
and JavaScript for Web browsers, and WML and WMLScript for mobiles,
for example.
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Running ASP.NET Web Pages

In order to run and host ASPNET Web pages, you will need to have installed the
.NET Framework onto a machine already running Windows 2000 professional or
server and Internet Information Server 5. Microsoft recommends that you develop
under Windows 2000, although it is possible to use Windows XP. Unfortunately,
Windows 98 and Windows NT 4 are not supported at the time of this writing,
although you can use Visual Studio.

There are two versions of the software development kit (SDK): the standard
NET Framework download and the premium version. The main difference
between the two is that the premium edition provides support for multiple pro-
cessors, Web farms, and sandbox security.

Obtaining and Installing .NET

You can get the .NET Framework Software Development Kit on CD-ROM
from Microsoft by request or via their developer’s network subscription service. If
you do not have access to an installation CD-ROM, be prepared for a hefty
download (almost 20 MB).

= The SDK is available for download from www.asp.net and www.got-
dotnet.com as well as from Microsoft’s corporate site, but look out for
other mirrors appearing closer to home to improve download time.

» Installation is really simple and it is advisable that you install all compo-
nents including the ADO update (version 2.7) and the samples, if you
are installing on your own development machine. The documentation is
excellent, so it would be a shame to leave it out, although it is available
to view on the Web.

= You can install sample applications, a set of databases in a desktop ver-
sion of Microsoft SQL Server, called the Microsoft Data Engine (or
Microsoft SQL Server Desktop Edition according to the installation
program), as part of the full installation by selecting the option once all
SDK files are set up.

= Several Internet Service Providers (ISPs) are already supporting
ASPNET with beta 2, such as www.Orcsweb.com, and even providing
free hosting, for example, www.brinkster.com.
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Creating Your First ASPNET Application

For your first sample ASPNET projects, let’s take a look at some very simple
examples, first using VB.NET, and then, for comparison, the same project built
with C#. As you will see, ASPNET is very easy, and you will be up and running
in no time at all.

1. Start a new document in either Visual Studio.NET or the text editor of
your choice.

2. Enter the code from Figure 1.3 into the document, and then go to File
| Save As and name it HelloWorld.ASPX in your Web root folder.

Figure 1.3 Hello World Example

<htm >

<head>

<title>Exanple 1. Hello World</title>
</ head>

<body bgcol or =whi t e>

<hl>

<% response.wite("Hello Wrld") %
</ hl>

</ body>

</htm >

3. Launch your Web browser and enter the location of the new file (e.g.,
localhost/helloworld.aspx). You should see something like the screenshot
in Figure 1.4.

This HTML markup should all be familiar; it is just a basic Web page. The
main difterence you will notice is the addition of code within <% and %> tags.
This is our ASPNET code. By default, ASPNET uses VB.NET language (we will
look at C# later).

<% response.wite("Hello Wrld"') %
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Figure 1.4 Script from Figure 1.3 Displayed in a Browser
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This code tells the server to output the text “Hello World” to the user’s
browser. Alternative shorthand for outputting values is to use the following form,
where value is the variable or literal you wish to output.

<%val ue%
Since that is not much of an example, and nothing you couldn’t do as well in
classic ASP, or HTML for that matter, let’s expand the example a bit. With the

code in Figure 1.5, we will use the ASPNET browser capability function of the
Request object.

Figure 1.5 Hello World with Browser Capabilities Example

<htm >
<head>
<title>Exanple 1: Hello World</title>

</ head>

<body bgcol or =whi t e>

Continued
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Figure 1.5 Continued

<%

di m strUsersBrowser as string

strUser sBrowser &r equest . br onser . br owser

strUsersBrowser &cstr (request. browser. maj orver si on)

strUsersBrowser &"."

strUser sBrowser &cstr (request. browser. m norversi on)

response. wite("<hl>Your web browser is " & strUsersBrowser & "</hil>")

%

</ body>

</ htm >

Within this code, you can see that we first declare we want to use a new
string variable, which we will use to store and display the user’s browser type:

di m strUsersBrowser as string

Next, we add the result of the Request.Browser.Browser object property
to our string. This method returns the name of the visitor’s browser:

str User sBrowser +=r equest . br owser . br owser

Then, we use the .majorversion and .minorversion properties converted
to strings using CStr, which will return the version numbers of the browser:

strUser sBrowser +=cstr (request. browser. maj orver si on)

Finally, we output the result to the user with Response.Write.

In Classic ASP we would have had to create a reference to a browser capabili-
ties component and ensured that our browsecap.ini configuration file was up to
date. With the new in-built browser capabilities feature, we simply have to request
the values, and in theory at least the browser name and version should always be
up to date as the browser version is detected by using regular expressions. Figures
1.6 and 1.7 show the script display in IE6 and Netscape 6.

As explained earlier, Microsoft has introduced a new language especially for
NET, called C#. As this is now Microsoft’s flagship language, and the most likely
language to be supported by Open Source projects, it is probably useful to show
you now how our previous example looks when coded in C#.
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Figure 1.6 Browser Detect with IE6
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Figure 1.7 Browser Detect with Netscape 6.0
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Figure 1.8 takes the browser detection example and simply recodes it into the
C# syntax. The very first line shows the first distinction between this and the
VB.NET version.VB.NET is the default language of ASPNET, and, therefore, to
use that language you just start coding. On the other hand, if you want to use
C#, you must declare this with the language declaration.

Another major difference is that C# is case sensitive. If you had entered
request rather than Request, the compiler will return with “The type or
namespace name ‘request’ could not be found.” This is a common source of errors
tor VBScript programmers learning C#; as in VBScript, case is largely a matter of
personal programming style.

The third difference is how lines of code are terminated. In C#, lines end with
a semicolon, while in VBScript and VB.NET the lines end with a carriage return.

Comments in C# take the form of two forward slashes (“//”). In VB.NET
and VBScript it was an apostrophe. This form of comment must not flow over
more than one line. If you require multi-line comments, then either enter double
slashes at the beginning of each line or use the alternative form of “/*” at the
beginning of the comment and “*/” at the end.

Remaining differences are the variable declaration where we use “string vari-

2

ablename” rather than “dim variablename” and we use “.ToString()” instead of
“CStr,” and strings are concatenated with a plus symbol instead of the ampersand

in VB.

Running in Parallel

You are not forced into changing to ASP.NET just by installing the .NET
Framework. ASP.NET pages and applications will run quite happily along-
side classic ASP scripts. ASP.NET and Global files use new file extensions
and run under new runtime environments. You can continue to use your
old COM components in your ASP.NET applications; plus, any new .NET
components you create you may use as COM components within your
Classic ASP projects. Interestingly, Microsoft states that you will be able to
run any future versions of .NET in parallel with previous versions, too.

C# will of course be familiar to C programmers, but also should be quite
familiar to anyone who has programmed in Java, JavaScript, and so on. It is a nice,
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fresh, clean language, with all of the best bits of C++ and Visual Basic without
the clumsy baggage. Even though VB.NET will be many programmers’ bread and
butter language, C# is well worth the effort to learn.

Figure 1.8 Example C# Code

<% page | anguage="c#" %
<htm >

<head>

<title>Chapter 1</title>

</ head>

<body bgcol or =whi t e>

<%

/*

comments are either entered with slashes |ike bel ow
or nulti-line cooments can be entered like this

*/

/1l # we declare string variables with string rather than dim

string strUsersBrowser = "";

/1 # make sure you use the correct casel

strUser sBrowser +=Request . Br owser . Br owser ;

strUser sBrowser +=Request . Browser. Maj or Ver si on. ToStri ng();
strUsersBrowser +=".";

st rUser sBr owser +=Request . Browser . M nor Ver si on. ToStri ng() ;

/1 # strings are concatenated with + in C#
Response. Wite("<hl>Your web browser is " + strUsersBrowser + "</hl>");
%

Continued
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Figure 1.8 Continued

</ body>

</ htm >

Upgrading from Classic ASP

Many ASP developers will have years and years’ worth of historical code, and
thousands of live Web sites are running happily. As mentioned previously, the
installation of the .NET Framework will not stop anything from working, so just
by installing the software you are not forcing a decision to upgrade. What do you
do, though, if you want to upgrade?

You may not need to actually upgrade, but instead add new .NET-based
modules piecemeal. This is probably preferable from a simplicity point of view.
This approach has a couple of problems. First problem is that your new ASPNET
programs will not be able to share built-in application or session state informa-
tion. You will need to find some sort of bespoken workaround or compromise
solution. The second problem is the possible performance penalty, but depending
on the project, this may or may not be so noticeable.

If you do want to upgrade your Classic ASP projects and applications to run
under .NET, then you will need to make quite a few changes to your code.The
first change you must make is to rename all .asp files to the new .aspx extension
and “Global.asa” to “Global.asax.”

The upgrade will be less painful for JScript programmers as very little has
changed (although much has been improved) in the language. VB.NET is broadly
similar to VBScript as they share common ancestry, but several important points
need to be taken into account:

=  ASPNET pages support only a single language per page, whereas ASP
enabled you to mix and match, provided each language was in its own
script blocks.

= Page functions must be declared in script blocks; they cannot be declared
in scriptlet sections.

= HTML displaying functions are not supported; that is, you cannot have a
subroutine that displays HTML using %> <% script style. HTML must be
sent to the browser using Response unless outside a function definition.
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» Set and Let assignments are no longer supported. In VB.NET, object
assignments are done directly.

=  Nonindexed default properties are not supported in VB.NET; you must
address an object’s property values directly.

= Parentheses are required for calling all methods in VB.NET, whether
they are functions or not.

= Ifstatements must always start a new line after then, whereas with ASP
you could just continue straight into the command to execute.

= ASPNET pages can use COM and COM+ components. INET objects
can interact with classic ASP scripts as if they are using COM. In order
for all projects to see a component, the component must be registered in
the Global Assembly Cache, as by default they are only visible to the
application they were deployed to.Visual Studio.NET has a wizard for
upgrading COM component projects to .NET components that should
simplify migrating business logic, and there is an ASP Page Compeatibility
directive to allow for better compatibility with components that use ASP
intrinsic objects.

»  The ASPError object has been removed.

= By default, Option Explicit is set to true, so you must either declare all
variables or set it to false in your script, or within Web.config, to prevent
compilation errors.

Debugging...

Debugging ASP.NET Applications

Debugging under classic ASP was a hit-and-miss affair, usually forcing
the developer to add Response.Write statements through the code until
he or she found the failure point. ASP.NET introduces much better
debugging, thanks to the .NET Framework and Common Language
Runtime (CLR). Visual Studio.NET and the command-line tools provide
much more debugging functionality, almost comparable to the tools
available when developing desktop applications. The server has a debug
mode enabling the developer to switch on a trace that will output all the
server’s variables when the page is requested.
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Taking Security Precautions

As with all new technologies or software systems, ASPNET will require a bed-
ding-in period before we can fully call it a stable technology. While Beta 2 is
widely considered to be the full final release, it may still have bugs and security
holes waiting to be discovered. The buzz surrounding the .NET technologies will
attract the unethical as well as, or maybe more than, the ethical, and some are
sure to try to exploit everything they can to their own ends.

It is well worth developing your applications with .NET; there are already ISPs
who will host and support .NET-based sites, and Microsoft has a program in
which you can already launch your site under the Beta 2.

Having said this, you would be well advised to be cautious. As with all Beta
software, Microsoft programmers will be constantly developing and bug-fixing
right up until launch. This makes the .NET Framework a bit of a moving target
from a security point of view.

If you do intend to host a .NET site on a live environment, make sure you
have not inadvertently included any of the example sites or codes in your upload.
As well as being an unnecessary additional upload, the code may have vulnerabil-
ities that could be exploited, and the code will have been well researched by now.
Secondly, as part of the .NET Framework installation, a simmed-down devel-
oper’s version of Microsoft SQL Server is included, called Microsoft Data Engine
(MSDE), which is a desktop edition of SQL Server scaled down to five concur-
rent users. This acts as a working SQL Server installation, including support for
stored procedures. Unfortunately, an administration user named “SA” is installed
by default without a password. This means that a remote user can log into a .NET-
equipped host using the SQL Query Analyzer as SA and, using built-in stored
procedures, gain access to your systems command line—nasty!

Another area the developer should be aware of is the debug tracing that the
server can now perform. In the past, programmers would add parameters into the
application memory to conveniently store things like database connection strings,
usernames, and passwords. Unfortunately, now this is not practical, as a page fault
or a developer manually switching on tracing would cause these values to be
output to the screen. An alternative method is available by adding these parame-
ters into the applications configuration files instead, and they are just as easily
accessible.

In order to be forewarned and to avoid these security problems, and keep up
to date in general, it would be a good idea to subscribe to one or more of the
many e-mail discussion lists and newsletters out there that are covering ASPNET.
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Summary

ASP has come a long way in a very short time. It is not difficult to see why it is
so popular, when the languages are so easy to learn and novice developers do not
need any special software or platform knowledge, just notepad and their current
desktop operating system. Contrast this against, say, Java Server Pages, where the
language can be tricky for new programmers, and the application server installa-
tion can seem daunting.

Over the few years since version 1, consecutive versions have improved the l
technology into a platform large businesses can trust to host their Web applica-
tions and perform reliably around the clock. Now with ASPNET, those applica-
tions can be even more reliable, scalable, robust, and manageable, with better
functionality, while adhering to the popular standards of our time.

The playing field has been leveled; now developers have freedom to choose
the languages that suit them, and each .NET language has equal access to the full
.NET functionality and abilities.

It 1s an exciting time to be a Web developer, and it will be interesting to see
where .NET will take us next. Several Open Source projects are under way to
bring .NET to non-Windows platforms, and you can be guaranteed that
Microsoft already has work under way on .NET version 2.

Solutions Fast Track

Learning from the History of ASP

M Before Active Server Pages (ASP), developers had to use Common
Gateway Interface (CGI) programs and scripts to achieve server-side
interactivity and database-driven content.

M ASP offered Web site developers the tools that could quickly and
efficiently provide them with effective Web solutions.

M Internet Information Server (IIS) releases upgraded ASP from version 1
to version 3.

M Each release from Microsoft improved on the last without any dramatic
changes to the underlying structure until finally being completely rebuilt
with ASPNET.
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R eviewing the Basics of the ASPNET Platform

]
4]

o

ASPNET is part of the wider Microsoft .NET initiative.

.NET is a set of tools, services, applications, and servers based around the
.NET Framework and common language runtime (CLR).

VBScript support has been dropped in favor of VB.NET. The CLR
enables you to use a choice of full-fledged object-oriented and event-
driven server-compiled languages for the first time.

NET languages are compiled using an intermediate language and then
into machine-specific code, so language differences are now more a
matter of style and personal preference rather than functionality and
performance. Objects can interact and inherit from components written
in any language.

ASP.NET pages are built with (and are) .NET components, providing all
the benefits of an object-oriented approach.

Web forms introduce a new Visual Basic forms-style way of looking at
Web pages, allowing for server-side event-driven coding and true
separation of layout and logic with code behind. .NET form controls
maintain session state, and the controls properties are available to the
ASP code without resorting to querying the request object.

The functionality available has been increased to encompass such
exciting features as building dynamic images on the fly, browser-based
file upload, and network services without the need for third-party
components.

You can now distribute code and applications easily and eftectively with
NET Web services and standards-based protocols.

Deployment, including server configuration, is mostly just a matter of
transferring files with configuration implemented with Extensible
Markup Language (XML) files. Now you do not need to register and
unregister components.

Mission critical services now have increased support, with load balancing
and several state management options, including the ability to store state
information in an SQL Server database.
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How Web Servers Execute ASPNET Files

]

The site visitor requests a page URL from the Web server.
IIS matches the URL against a file on the physical file system (hard disk).

If this is the first visit to the page since the file was last changed, the
code is compiled.

submissions are processed.

k
The compiled code is executed, and the parameters, events, and form P "
L

Results are delivered to the visitor’s browser as HTML, WML, and so on.

Taking Security Precautions "

]
4]

Do not install the example code on a live-hosted environment.

Configure your development environment to not allow requests from .
outside the network with user or IP security.

Keep sensitive information such as usernames and passwords out of
application variables and files in the Web root.

Ensure the file system and Web server security is locked down; too strict |
1s better than not strict enough.

Keep sensitive or vulnerable computers (such as databases storing
personal data) inaccessible from the public Internet, for example, behind
a firewall.

Change the SA password on any MSDE installations.
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Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book,
are designed to both measure your understanding of the concepts presented in
this chapter and to assist you with real-life implementation of these concepts. To
have your questions about this chapter answered by the author, browse to
www.syngress.com/solutions and click on the “Ask the Author” form.

Q: What do I need to get my scripts up and running?

A:You will need a Windows 2000 server or Windows XP development machine,
IIS configured, and the .NET Framework SDK downloaded and installed

from www.asp.net.

Q: Will I have to recode my old ASP Scripts?
A: Classic ASP pages will happily run alongside ASPNET scripts.

Q: Can I rename my ASP files to ASPX files?

A: If you want to upgrade your scripts to run under .NET, you will first need to
make some syntactical changes to your code.

Q: Will my existing investment in third-party components be wasted?

A: Not necessarily, ASPNET pages can use COM-components to give you a
transition period, but many of the functions you previously looked to
bought-in components to perform, you can now achieve within the .NET
framework for free.

Q: Will I be able to deploy on non-Windows platforms?

A: Currently ASPNET requires IIS. Having said that, several Open Source pro-
jects are under way to port .NET to non-windows platforms, but as yet, none
are complete enough to be certain what functionality will be brought across
and how successful they are. One intriguing project aims to deliver .INET
functionality by running the CLR within the Java Virtual Machine, meaning
that you will be able to deploy .NET on any platform where a Java Virtual
Machine is available. Most of these development efforts are concentrating on

core .NET services, such as a C# compiler and so on, though at the time of

this writing, none have announced support for ASP yet.
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Q: Are there any ASPNET hosting companies?

A: More companies are coming out to support ASPNET all the time. Two are
Orcsweb (www.orcsweb.com), who host several ASP community Web sites
such as www.aspalliance.com, and Brinkster (www.brinkster.com), who even
provide free hosting!
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ASP.NET

Namespaces

Solutions in this chapter:

» Reviewing the Function of Namespaces

= Using the Microsoft.VisualBasic
Namespace

= Understanding the Root Namespace:
System

= Grouping Objects and Data Types with
the System.Collections Namespace

= Enabling Client/Browser Communication
with the System.Web Namespace

» Working with Data Sources Using the
System.Data Namespace

» Processing XML Files Using the
System. XML Namespace

M Summary
M Solutions Fast Track

M Frequently Asked Questions
35



36

Chapter 2 « ASP.NET Namespaces

Introduction

Microsoft defines namespaces as “a logical naming scheme for grouping related
types.” What that means to us is that all objects used in ASPNET are grouped by
type, making them easy to find and to use. Imagine the .NET namespaces as a
file cabinet.You use file cabinets to group related things to make finding them
easier, and to preserve your sanity. For example, you may place the deed to your
house and your mortgage coupons in one folder, while college loan papers and
stubs go in another. Namespaces represent exactly the same concept. Like objects
are grouped together: an HTMLInputTextBox object 1s grouped in the same
namespace as the HTMLAnchor object, because they both represent HTML-user
interface controls displayed to the user. In subsequent sections we’ll be looking at
all the major namespaces that ASPNET will take advantage of.

System 1s the root of the namespaces. Within each namespace we can find
anywhere from one to several other subnamespaces that provide programmers
with the functionality needed to create and provide Web-based applications.

System. Web is a great example. Within its namespace it contains over 10 dif-
ferent sub-namespaces that fulfill many of the basic Web functions and then
some. System.Data contains various database connectivity methods, such as com-
munication with SQL databases and some limited Extensible Markup Language
(XML) connectivity. For specialized XML connectivity we can use System. XML,
which can provide everything from parsing to translating XML schemas.

Reviewing the Function of Namespaces

As mentioned in the introduction, namespaces are logical collections of objects.
You’ll reference many namespaces and their objects throughout your ASPNET
development, so it’s helpful to dig a bit deeper into the technology.

You should already have a grasp on the conceptual ideas behind namespaces—
that they are containers for objects. However, how is this represented physically on
your computer? A namespace is usually contained in a file called an assembly. These
files look outwardly just like dynamically linked libraries (DLLs), and they even end
in the .dll extension. If you are familiar with DLLs, then you’ll know that prior to
.NET, they were used to supply additional functionality and objects for your appli-
cations. In .NET, they do exactly the same thing, except that everything within the
DLL file belongs to a specified namespace.

The main difference between .NET and non-.NET DLLs is that NET DLLs
are not compiled into machine language. Rather, they are compiled into the
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Microsoft Intermediate Language (MSIL), which is understood by the Common
Language Runtime (CLR). Therefore, the two types of DLLs are not interchange-
able (although you can build wrappers around non-.NET DLLs to make them
compatible—see the .NET Framework Documentation under the tlbimp.exe tool).

Note that you can also create your own namespaces, or add to existing ones.
See “Programming with Assemblies” in the .NET Framework Documentation for
more information.

Using Namespaces

To use a namespace in an ASPNET page, you must use the Import directive. For
example, the following statement placed at the top of your ASPNET page
enables you to use the objects in the System.Data namespace:

<%@ | nport Namespace="System Data" %

'nore code

That’s all you need to do. Behind the scenes, this instruction tells the CLR to
reference this namespace when it compiles your ASPNET application. The
objects in the namespace then are dynamically loaded when they are called in
your pages.

Namespaces are a very powerful tool for developers. Because everything is
grouped logically, you’ll be able to find and infer an object’s functionality much
more easily than before. Often, just by knowing what namespace an object
belongs to, you’ll be able to use it without having to refer to documentation.
Now let’s take a look at the major namespaces available to ASPNET.

Compiling ASP.NET Pages

If you're familiar with classic ASP, the beginning of this section may have
confused you. Classic ASP pages were not compiled—they were built
with scripting languages (such as VBScript) and interpreted by the
ASP.NET engine when they were called.

ASP.NET pages, however, are compiled before they are run. You
build ASP.NET pages using a compiled language, such as VB.NET or C#.
This serves to increase performance and strength tremendously over
classic ASP.

WWW.syngress.com
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Using the Microsoft
.VisualBasic Namespace

The Microsoft. VisualBasic namespace, which is exclusive to Microsoft’s Visual Basic,
contains just one class, I’'BCodeProvider, and provides access to the Visual
Basic.NET runtime, enabling you to interact with the compiler directly.

You won’t be using this namespace often in your dealings with ASPNET,
unless you need to change the way ASPNET pages are compiled (which is a very
rare occurrence), so we’ll move on. However, if you are interested in working
more with VB.NET outside of ASPNET, you should definitely explore this
namespace further.

Understanding the Root
Namespace: System

The System namespace is the root namespace for the entire .NET Framework;
thus, it contains all the basic and generic classes you’ll use in ASPNET. These
include the primitives (integers, strings, and so on), as well as all of the other
namespaces in .INET. Since it is the root namespace, it is necessary to explore
some of the major objects in this collection because they’ll be used throughout
all your future applications.

Supplied Functionality

Most of the functionality you’ll be accessing from the System namespace involves
the primitive data types, which the following sections will cover specifically.
These include integral numbers, floating point numbers, date and time structures,
string values, and Booleans, and additionally, the Object data type, which is
generic. Table 2.1 describes the data types available.

Table 2.1 .NET Primitives

Primitive Category Description

Byte Integers 1-byte integral number (System.Int)
Short Integers 2-byte integral number (System.Int16)
Integer Integers 4-byte integral number (System.Int32)
Long Integers 8-byte integral number (System.Int64)

Continued
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Table 2.1 Continued

Primitive Category Description

Single Floating-points 4-byte number with decimal point
(System.Single)

Double Floating-points 8-byte number with decimal point
(System.Double)

Decimal Floating-points 12-byte number with decimal point
(System.Decimal)

Char Strings A single Unicode character (System.Char)

Date Dates Date and/or time value (System.DateTime)

Boolean Booleans True or false value (System.Boolean)

Integral Numbers

Integral numbers are whole numbers that do not have decimal values. For instance:
1, 12353, and —10. If you are familiar with computer programming, you’ll prob-
ably recognize the Byte, Short, Integer, and Long data types. These are 8, 16, 32, and
64 bit integers respectively, and each requires different amounts of memory. In
other words, they can hold difterent ranges of values. For example, the Integer data
type can hold values from —2,147,483,648 to 2,147,483,647.

You can reference these data types by the names in the preceding paragraph,
or by the .NET names: System.Int, System.Int16, System.Int32, and System.Int64.
Either name will work—the choice is up to you.

Floating-Point Numbers

Floating-point numbers are numbers with fractions or decimal points, such as
3.141592654 or —0.45. The specific data types are: Single (System.Single, 4 byte),
Double (System.Double, 8 byte), and Decimal (System.Decimal, 12 byte). Let’s take a
look at a simple example. The following code illustrates the difterence between
integers and floating-point numbers:

1: dimintA, intB as Integer
2: dim fltA, fltB as Single

3:

4: intA =4

5. fltA = 5.6

6:

intB=intA* fltA

www.syngress.com
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Line 6 should return the value 22.4, but since we’ve assigned it to intB, an
Integer, the returned value is 22—ASP.NET has dropped the decimal point. The
following line, however, will return the correct answer:

7: fldB = intA * fltA

Be sure to use the proper data type for your applications!

Dates

A DateTime data type can be in many formats: “5/6/01,” “Wednesday, July 4th,
2001,” or “8:30:34 pMm,” for example. This provides you with great flexibility in
representing your date values, and enables you to perform simple arithmetic (such
as adding or subtracting days or hours) on your values. As you move through this
book, you’ll encounter many of these operations.

There is another date data type that you won'’t use as often, but is helpful to
know: the TimeSpan data type, which represents a time interval such as “8 hours”
or “13 days.” Note that it cannot be used to hold specific times, such as “8 pm.”
Use the DateTime type for these values instead.

Strings

The String data type that most programmers are familiar with is actually a class in
VB.NET, rather than a primitive. This enables you to create new instances, over-

ride, and inherit from a String, which gives the programmer a lot of power when
designing applications. This is probably one of the most common classes you’ll be
using in your ASPNET applications.

There is also the Char data type, which represents a single Unicode character.
Because it is Unicode, it can represent a lot more than just the alphanumeric
characters, in case you ever need to use them.You’ll see methods that will enable
you to convert from Chars to Strings.

Booleans

Booleans are simply true-or-false values, such as 1/0, yes/no, and so on. Although
the Boolean data type in VB.NET strictly uses true/false to represent data, you can
easily convert it to the other pairs of values.

Objects

Finally, the Object data type is a generic type that’s used for a variable if no other
type is specified. For example, if you use the VB.NET statement, then you’ll be
creating an Object data type:

WWW.syngress.com



ASP.NET Namespaces * Chapter 2

Dim strMVari abl e

NoTE

It is generally a good practice to always explicitly declare your variable
types. This saves you the trouble of having to convert later, as well as pro-
viding you with more functionality that can be used with your variables.

Your ASPNET pages automatically import the System namespace, so you
needn’t import it explicitly. For example, the ASPNET page shown in Figure 2.1
is equivalent to Figure 2.2—the latter is probably easier for the developer, and
doesn’t hurt performance at all.

Figure 2.1 Importing the System Namespace Explicitly

<%@ Page Language="VB" %
<%@ | nport Nanmespace="Systen!' %
<script runat="server">

dim MyInt as System I nteger

A e

</ script>

Figure 2.2 Allowing ASP.NET to Implicitly Import the System Namespace

1 <%@ Page Language="VB" %
2 <script runat="server">

3: dim MiInt as Integer
4

</ script>

The System namespace also includes one more object that is very useful for
ASPNET developers: the Array. Even though this class belongs to the System
namespace, we’ll discuss it in the next section, under System. Collections.

Table 2.2 lists all of the namespaces directly under the Systerm namespace—it’s
quite a long list, and each of these namespaces often have even more subname-
spaces. We’ll cover a few of the more important ones (when dealing with
ASPNET) in the subsequent sections.
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Table 2.2 The Namespace Collection

Namespaces Description

CodeDom Contains objects that represent the elements of a source
code document.

Collections Contains collection objects, such as lists, queues, and
hash tables.

ComponentModel Contains the classes that enable you to control the run

Configuration
Data
Diagnostics

DirectoryServices
Drawing

EnterpriseServices

Globalization
10

Management

Messaging
Net
Reflection

Resources

Security
ServiceProcess
Text

Threading
Timers

and design-time behavior of components and controls.

Provides methods and objects that enable you to access
.NET configuration settings.

Contains classes that enable you to interact with data
sources; constitutes ADO.NET.

Contains classes that enable you to debug and follow
the execution of your applications.

Provides access to Active Directory services.

Contains classes that enable you to use basic, graphical
display interface (GDI) capabilities.

Contains objects that enable you to control how
components behave on a server.

Contains classes that define culture-related information.

Contains classes that enable you to read and write to
data streams and files.

Provides classes used to interface with WMI events and
objects.

Contains classes to interact with messages over a network.
Provides classes to work with network protocols.

Contains classes that enable you to view information
about other types in the .NET Framework.

Contains classes that enable you to manage culture-
specific resources.

Provides access to the .NET security framework.
Enables you to interact with services.

Contains classes that represent ASCII, Unicode, UTF-7,
and UTF-8 character encodings.

Contains classes that enable multi-threaded programming.
Contains classes to raise events on specified time intervals.
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Table 2.2 Continued

Namespaces Description

Web Provides client/browser communications; represent the
bulk of objects that will be used with ASP.NET.

Xml Contains classes that process XML data.

Grouping Objects and Data Types with
the System.Collections Namespace

The System.Collections namespace contains much of the functionality you’ll need
for grouping objects and data types into collections. These include lists, arrays,
hash tables, and dictionaries, as well as some collections that you won't see as
often in ASP.NET: stacks, comparers, and queues.

Supplied Functionality

The classes in the System.Collections namespace are often very useful, but unfortu-
nately are often not in the spotlight in ASPNET. They each have specific uses
that just may come in handy for your applications. They are listed in Table 2.3.

Table 2.3 The System.Collections Classes

Name Description

ArrayList Creates an array whose size is dynamically
increased as necessary.

BitArray Provides an array of bits (Boolean values).

CaselnsensitiveComparer Provides case-insensitive comparison of

two objects.

CaselnsensitiveHashCodeProvider Creates hash codes for objects, ignoring
cases for strings.

CollectionBase The base class for a strongly typed collec-
tion. This class must be inherited from—it
cannot be directly instantiated.

Comparer A case-sensitive object comparison class.

DictionaryBase The base class for a strongly typed collec-
tion of key/value pairs. This class must also
be inherited from.

Continued
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Table 2.3 Continued

Name Description

Hashtable A collection of key/value pairs organized by
the hash value of the key.

Queue A first-in, first-out collection of objects.

ReadOnlyCollectionBase Just like the CollectionBase class, but the
values are read-only.

SortedList A collection of key/value pairs sorted by
the key value.

Stack A last-in, first-out collection of objects.

In addition to the classes outlined in Table 2.3, there is the System.Array class,
which holds collections of values. Let’s take a look at an example. The following
code creates an array of integers, initialized to the numbers 1 to 5:

Dim arrintegers() As Integer = {1, 2, 3, 4, 5}

The size of this array is 5, and the index values are O to 4. For example, to
access the number 3 in this array, you would use this:
arrlntegers(2)

Note that you cannot declare a size for an array and assign values at the same
time. The following code would produce an error:

Dim arrintegers(5) As Integer = {1, 2, 3, 4, 5}

Instead, separate the declaration and assignation into two steps:

Di m arrlntegers(5)
arrintegers(0) =1
arrintegers(1l) = 2

"and so on

The Array class has quite a few useful methods and properties as well, such as
the Copy and Sort methods, and the Length and Rank properties. You’ll examine
these more as you progress through the book.
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Enabling Client/Browser Communication
with the System.Web Namespace

Perhaps one of the most important namespace for ASPNET, the System. Web
namespace contains most of the functionality for building ASPNET pages. You’ll
be covering the classes and functionality of this namespace extensively in later
chapters (you’ll have to, in order to learn ASPNET!), so we’ll only touch on its
members here.

Supplied Functionality

Specifically, the System.Web interface provides the functionality that enables
client/browser communication, which is key for ASPNET pages. The
System. Web. HttpResponse class encapsulates Hypertext Transfer Protocol (HTTP)
response information. Likewise, the System.Web. HttpRequest object encapsulates
HTTP values sent from a client.

In addition, you now have the HttpServerUtility object, which provides helper
methods that parse HTTP information and return server variables.

Response and Request Objects

If you are familiar with classic ASP, the Response and Request objects
should sound familiar to you. The Request and Response objects in ASP
3.0 are used for exactly the same functionality, and have most of the
same methods as the new ASP.NET objects, such as the all-too-familiar
Response.Write method.

In fact, ASPNET makes it easy for you by enabling you to use the
same names for these objects as previous versions of ASP. When an
ASP.NET page is created, the Common Language Runtime (CLR) creates
HttpResponse and HttpRequest object variables named Response and
Request respectively. Thus, you can use Response.Write just as you did
in classic ASP.

The HttpServerUtility is also instantiated as an object variable
named Server. It contains all the familiar methods as well, such as
Server.MapPath and Server. HTMLEncode.

Continued
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These objects in ASP.NET are much more powerful, however, than
their older counterparts. They are fully object-oriented, which means
you can inherit or extend them, and they also provide a multitude of
new methods and properties that will be useful for ASP.NET developers.

Note, however, that the Request and Response objects hearken
back to the days of the Request/Response model of Internet communi-
cation. One of the main benefits of ASP.NET is that it abstracts this older
model with an event-driven model, which allows for more intuitive
application programming. In general, you'll want to use an event-driven
method to interact with data rather than using Request or Response. For
example, rather than using the following code snippet to display text to
the user:

Response. Wite("Hello World!'")
You should use something like this:
| bl Text. Text = "Hello World!"

Where IblText is a label object in the Ul.

This namespace also has classes for dealing with many common HTTP
related functions: the HttpCookie object lets you create and read cookies; the
HrtpApplication class provides control over the ASPNET application itself;
HittpCachePolicy is used to set HTTP headers that specify how you can cache
ASP.NET pages; and the HttpFileCollection class provides access to files uploaded
by clients. There are quite a few other useful classes in this namespace as well—
see the .NET Framework SDK Documentation for more information.

System. Web.UI Namespace Set

In the System.Web namespace, the System.Web.UI subnamespace is probably the
most used collection of objects in ASPNET. It provides all the functionality you’ll
need to create, render, and display user interface (UI) elements to the end user.
The System.Web.UI Control object is the base class for almost all of the Ul
objects you’ll be using in ASPNET. It provides methods and properties that are
common to all ASPNET server controls, thus making it easy to learn how each
control works. Figure 2.3 shows the hierarchy of objects based on this class.
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Figure 2.3 The Hierarchy of Ul Objects

’ System.Web. Ul Control Object ‘

System.Web.UI Namespace WebControls Namespace HitmlControls Nomespace
[ TemplateControl Page |
[ LiteralControl UserControl
DataBoundLiteralControl [ Button]

Button

All objects belong fo System.Web.UI namespace.

The System.Web.UI HtmlControls and System. Web. UL WebControls subnamespaces
provide the classes that render actual UI elements such as HTML input text boxes
and forms.You’ll learn more about these in Chapter 3. For example, Figure 2.3
shows the HTMLAnchor object in the System. Web. UL HtmlControls namespace. The
minimum amount of ASPNET code that would utilize this object is shown in
Figure 2.4.

Figure 2.4 Using Objects in the System.Web.Ul Namespace

<%@ Page Language="VB" %

1
2:
3:  <htm ><body>
4 <a href="bl ah. aspx" runat="server">Cick me!</a>
5

</ body></htm >

This listing simply displays an anchor in the Web page, as shown in Figure 2.5.
Notice that it looks just like a regular HTML page with the exception of the
@Page and runat=“server” attributes. The runat=“server” tells ASPNET that this
control 1sn’t just a normal HTML anchor, but rather an instance of the server
object HTMLAnchor, which contains properties and methods. You can easily turn
most HTML controls into their ASPNET object counterparts simply by adding
the runat=“server” attribute.

Using objects from the WebControls namespace is a bit different, but no more
difficult. Figure 2.6 shows an example.
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Figure 2.5 A Simple HTMLAnchor Control
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Figure 2.6 A TextBox Web Control

<%@ Page Language="VB" %

1
2:
3:  <htm ><body>
4 <asp: Text Box val ue="Wel come to ASP. NET!" runat="server"/>
5

</ body></ht m >

This syntax is a bit different than normal HTML, but is one that you’ll be
seeing very often in ASPNET pages, as well as later in this book. Again notice
the runat="“server” on line 4—this attribute is vital for ASPNET controls to func-
tion correctly. Without it, ASPNET believes that you are just trying to create a
customized tag that it doesn’t recognize, and so it will just send it as is to the
browser, which won’t produce the right results. Figure 2.6 produces the result
shown in Figure 2.7.

[t is necessary to mention a subset of ASPNET controls that deal with data,
as they are very important in ASPNET: the Repeater, DataList, and DataGrid con-
trols. These controls have no specific counterparts in HTML, but rather present a
complex UI consisting of HTML tables and lists. Any time you have a data
source, you can simply bind it to these objects (you can actually bind data to any
type of ASPNET controls, but more on that in later chapters) and the object will
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provide the UI for you, no matter how complex it may be. Figure 2.8 shows an
example of the DataGrid in action.

Figure 2.7 An ASP.NET TextBox Control
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Figure 2.8 The DataGrid Web Control
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The code to generate Figure 2.8 is shown in Figure 2.9.
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Figure 2.9 Using a DataGrid Control in ASP.NET

<%@ Page Language="VB" %
<%@ | nport Nanmespace="System Data" %
<%@ | nport Nanespace="System Data. Sql dient" %

1

2

3

4

5: <script runat="server">
6 Sub Page_Load(Src As Object, e As EventArgs)
7 Di m nyConnecti on As Sql Connecti on

8 Di m nyCommand As Sql Dat aAdapt er

9

10: myConnection = new _

11: Sqgl Connecti on("server =l ocal host ; ui d=sa; pwd=; "

12: & "dat abase=pubs")

13: myCommand = new Sql Dat aAdapt er (" SELECT * FROM Aut hor s",
14: myConnect i on)

15:

16: Dim ds As DataSet = new DataSet ()
17: nmy Command. Fi | | (ds)

18:

19: MyDat aG i d. Dat aSource = ds

20: MyDat aGri d. Dat aBi nd()

21: End Sub

22:  </script>

23:

24:  <htm ><body>

25: <h3><font face="Verdana">

26: Sinple Select to a DataGid Control.
27. </ font></h3>

28: <ASP: Dat aGid id="M/DataGid" runat="server"
29: W dt h=""700"

30: BackCol or ="#ccccf f"

31: Bor der Col or =" bl ack"

32: ShowFoot er ="f al se"

33: Cel | Paddi ng=3

Continued
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Figure 2.9 Continued

34: Cel | Spaci ng="0"

35: Font - Nanme=" Ver dana"

36: Font - Si ze="8pt "

37: Header St yl e- BackCol or =" #aaaadd"
38: Mai nt ai nSt at e="f al se"

39: />

40: </ body></html >

You can see that there is no code to loop through any data. Simply assign the
DataGrid a data source, as shown on line 19, call the DataBind method, and
you’re set to go!

System. Web. Services Namespace Set

Web services are a new feature to ASPNET. They enable anyone to access your
application over the Internet, just as if it were on their local machine. For example,
Microsoft could maintain one copy of Microsoft Office on their servers, and when
you need to run Word, you could just connect to their servers and run it like
normal. Web services promise a lot of benefits for both clients and developers.

Web services enable you to do this because they are based on existing, non-
proprietary standards such as XML and Simple Object Access Protocol (SOAP).
Using these protocols, a Web service client communicates with the Web service
over the Internet, sending commands and data back and forth as plain XML. This
means that such applications can work even across firewalls. Figure 2.10 illustrates
this process; note that both Web service and client can be ASPNET pages, as well
as traditional applications.

When the Web service on the server receives a command, it processes it just as if
it were a local application. The server can access databases, local files, user lists, or
even other Web services. Any data that needs to be returned is then sent back to

the client as XML.

You may be wondering how this is different than regular ASPNET pages. First,
ASPNET pages usually require a Ul—a Web service does not. It simply provides
functionality that another application can take advantage of. The second difference
1s that any application can use a Web service, from an ASPNET page to a desktop-
based calculator. ASPNET pages have to be served up through a Web server. Don’t
think, however, that Web services are a replacement for ASPNET pages—each
technology simply provides different functionality for different situations.
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Figure 2.10 How a Web Service Works

Send Commands @
_—

Working with Data Sources Using
the System.Data Namespace

The System.Data namespace contains most of the objects associated with
ADO.NET, such as DataReaders and DataSets. These objects enable you to inter-
face with all sorts of data sources, from text files to Microsoft SQL Server, to
Oracle, or even with custom data sources you create yourself. You’ll be spending a
large amount of time dealing with ADO.NET in Chapter 7 and in subsequent
chapters.

Supplied Functionality

Any time you need to deal with an outside data source, you’ll likely use objects
in the System.Data namespace. One of the most important classes in this names-
pace is the DataSet. It provides a complete, disconnected representation of any
data source, whether a traditional database, an XML file, or even a file system. As
you start building data-enabled ASPNET pages, you’ll see just how powerful
both this object and ADO.NET are.

The System.Data namespace also provides objects to interact with connected
data sources, such as streams. These objects are usually more efficient than the dis-
connected data objects such as the DataSet, because they don’t have to represent
a complete database with keys, constraints, and other objects. However, due to
that limited representation, they are also limited in functionality.

There are a few Web controls that are often associated with ADO.NET: the
Repeater, DataList, and DataGrid controls. Though these controls are not part of
the System.Data namespace, they are often associated with ADO.NET because of
the way they interact with data sources. See the “System.Web.UI Namespace Set”
section earlier in the chapter for more information.

Finally, the System.Data object also provides limited functionality to interact
with XML data sources.You can load XML data and write it to a database, and
vice versa. However, if you want to examine XML data in more depth, you
should use the objects in the System.Xml namespace, which we’ll discuss next.
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ADO.NET from ADO

Though much of ADO.NET is similar to ADO, a few things have changed.
Most notably, the move from Recordset to Dataset objects, and the
inclusion of XML data representation.

There are a lot of similarities between the Recordset and DataSet
objects, but there are several things to be aware of. First, a Recordset
was a simple representation of a table—it did not contain information
on relationships, constraints, keys, and so on. A DataSet, however, does
contain this information, as well as being able to contain more than one
table of data at a time. This makes it much more functional than the
Recordset.

Secondly, a DataSet is a completely separate entity from the
database. You can even fill it manually without using a data source. This
disconnected data provides a large performance boost over the con-
nected data in a Recordset by not requiring extensive locks and active
connections on data.

Finally, a DataSet represents its data internally with XML. Thus, you
can easily retrieve data from a database with a DataSet, and then write
it directly to an XML file. Or, conversely, you can load an XML file into a
DataSet, and then insert it into a database. The Recordset object had no
such capability.

Processing XML Files Using
the System.XML Namespace

The System.Xml namespace provides all of the methods to process XML files—
creating, parsing, transforming, searching, and so on. XML is a large part of
ASPNET (and ADO.NET, as discussed in the previous section), so you’ll spend
quite a bit of time with it later in the book.

Supplied Functionality

XML files are essentially pure text databases. Using a system of tags (like HTML),
you can declare any type of data you'd like. For example, the following code
shows a simple book database:
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<?xm version=1.0?>
<library>
<book>
<title>To Kill A Mckingbird</title>
<aut hor >Har per Lee</ aut hor >
</ book>

</library>

You could easily insert this data into a database such as Microsoft SQL Server,
but then you’d lose the readability and portability of the data. Thus, XML is
designed to make any type of data universally available.

The XmlTextReader and Xml'TextWriter objects are two of the most used
objects in System.Xml because they provide lightweight and easy access to the
data in XML files. You can navigate through an XML file with these objects just
as you would a DataSet in ADO.NET. There are also objects that represent each
part of an XML file, such as an Xm[Node and XmlElement.

Also of interest are the System.Xml.Schema, System.Xml.Serialization,
System. Xml. XPath, and System.Xml. Xsl sub-namespaces. These groups of
objects provide additional functionality that will be very useful when dealing
with XML data.
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Summary

Microsoft. VisualBasic 1s a Microsoft specific namespace that provides access to the
VB.NET compiler and code generator. You probably won’t spend much time in
this namespace unless you're interested in the inner workings of VB.NET.

The System namespace provides all of the foundations for the other name-
spaces, including the various data types and the Array.You’ll be using the objects
in this namespace quite a bit, and often without even realizing it.

System. Collections provides the base classes for the other collection objects in
the .NET Framework, as well as a few useful regular classes, such as the HashTable
and BitArray. You cannot use all of the base classes directly—they must be inher-
ited from a custom class, or you can use one of the many existing classes that
already inherit from them.

System. Web is a very important namespace for ASPNET. It contains all of the
functionality required to communicate between client and server; in essence, it is
the heart of ASPNET. The HttpRequest and HttpResponse objects enable you to
examine data returned from a client (such as data from a form) and send infor-
mation back to the client (for example, by using Response. Write). You can access
the HttpServerUtility object through the Server object variable, and it provides
additional functionality that helps when dealing with Internet communications.

Under the System.Web namespace are two very important subnamespaces:
System. Web. UI. HtmlControls and System. Web. UL WebControls. These two name-
spaces provide all of the objects you’ll use to display user interfaces to the client
browser. Without these, you could not interact properly with users, if at all.

System.Data 1s essentially ADO.NET. In this namespace you’ll find all of the
tools you’ll need to communicate with any type of data that ADO.NET can
access. These classes can even interact with XML.

Finally, System.Xml enables you to handle and manipulate XML data. Note
that System.Xml and System.Data are highly intertwined; you can use each name-
space’s classes to read and write each type of data, so the choice of which to use
is often up to you.

You will be working with these namespaces throughout this book. For deeper
information about these namespaces, the .INET Framework Documentation is an
excellent resource.
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Solutions Fast Track

Reviewing the Function of Namespaces

4]

X

Namespaces are logical collections of objects. A namespace is usually
contained in a file called an assembly. These files outwardly look just like
dynamically linked libraries (DLLs), and even end in the .dll extension.

The main difterence between .NET and non-.NET DLLs is that .NET
DLLs are not compiled into machine language. Rather, they are
compiled into the Microsoft Intermediate Language (MSIL), which is
understood by the Common Language Runtime (CLR).

To use a namespace in an ASPNET page, you must use the Import
directive. Unlike in classic ASP, ASPNET pages are compiled before they
are run. You build ASPNET pages using a compiled language, such as
VB.NET or C#.

Using the Microsoft. VisualBasic Namespace

4]

4]

The Microsoft. Visual Basic namespace provides access to the VB.NET
runtime.

[t enables you to access the compiler and code generator.

Understanding the Root Namespace: System

b

]

The System namespace contains the foundation for the .NET
Framework.

[t contains classes and structures representing the primitive data types
(Integers, Strings, and so on).

It also contains the very useful Array class.

, Grouping Objects and Data Types with

4]
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M It contains the Hashlable object, which you may notice quite often in
ASPNET.

Enabling Client/Browser Communication
with the System.Web Namespace

M The System.Web namespace is the foundation for all ASPNET pages.

M It contains the System.Web. UL WebControls and
System. Web. UL HtmlControls subnamespaces, which provide the objects
used to build Uls.

M It also contains the System.IVeb.Services namespace, which encapsulates
the functionality needed to create and consume Web services.

Working with Data Sources
Using the System.Data Namespace

M The classes in System.Data make up ADO.NET.

M It uses XML to represent data internally, enabling you to use XML files
just as if they were a traditional data source.

Processing XML Files Using
the System. XML Namespace

M The System. XML namespace provides access to XML files just as
ADO.NET does with databases.

M  XmlTextReader and XmlTextWriter objects allow for easy, lightweight
manipulation of XML data.

M It provides tight integration with the objects in System.Data
(ADO.NET).
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Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book,
are designed to both measure your understanding of the concepts presented in
this chapter and to assist you with real-life implementation of these concepts. To
have your questions about this chapter answered by the author, browse to
www.syngress.com/solutions and click on the “Ask the Author” form.

Q: Where are the namespaces located? How do I find them?

A: All of the .NET namespaces are located in assemblies (previously known as
dynamically linked libraries, or DLLs). For example, System 1s located in the
file System.dll. Note, however, that namespace names do not always represent
the DLL files they are located in. For example, System. Web.UI is located in
System.Web.dll, not in System.Web.UI.dIL

e

Q: What namespaces are automatically imported into ASPNET pages?

A: System, System.Collections, System.IO, System. Web, System. Web.UI,
System. Web. UL HtmlControls, and System. Web. UL WebControls all are imported
implicitly by ASPNET; you do not need to make explicit references to these.

Q: Do I have to import namespaces not included in the previous list?

A: No, there is no requirement to import additional.namespaces. If you like, you
can just reference an object not imported by default by its full namespace
name. For example, if you don’t import-the System.Drawing namespace, you
could use the following line in your code:

i Di m obj Col or as System Draw ng. Col or Convert.er

Had you imported the System.Drawing namespace, you could simply use
the following;:

Di m obj Col or as Col or Converter

Q: Does importing namespaces add overhead to my applications?

A: Simply importing namespaces does not add overhead. The objects within the
namespace are loaded only if they are needed, so you could import every
namespace in the .NET Framework and notice no performance hit.
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Q: s there a way to view an assembly’s methods and objects without program-
ming or using the System.Reflection objects?

A: Absolutely! The Intermediate Language Disassembler enables you to view the
technical details of any .NET assembly. You can run it from the command
prompt with the command ildasm.exe.You can also use the object browser in
Visual Studio .NET, which provides a more user-friendly listing of the
objects and their methods/properties. Both of these methods are excellent

59
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tools for examining namespaces that you are curious about. # ‘
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Q: How can I deploy custom namespaces?

A: Thanks to the .NET Framework, deploying namespaces and applications is
very easy: all that is required is to copy the files to the target computer. There
is no need to install or register assemblies or applications because the
Common Language Runtime handles everything for you. There is one
requirement, however, if you want the CLR to make custom assemblies auto-
matically available to your applications: Place them in a \bin directory in your
application folder. Assemblies in this folder are automatically loaded by the
.NET runtime, though you can manually load assemblies that are not in this
directory. See the .NET Framework Documentation for more details.

-
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ASP Server Controls

Solutions in this chapter:

= Major Features of ASP.NET Server Controls L] 1"
= Server-Side Processing in ASPNET ks
= Code-Behind versus In-Page Coding

= Using HTML Server Controls

» Using ASP.NET Web Controls

= Creating Custom ASP Server User Controls

M Summary
M Solutions Fast Track

M Frequently Asked Questions
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Introduction

ASP.NET supplies ASPNET programmers with a much-needed solution to an
age-old problem—HTML form controls. Up until .NET, ASP programmers had
to move back and forth between HTML and ASP in order to provide interac-
tivity between Web pages. This also meant that an ASP page was not as dynamic
as it could be if it were done through Java or through some extensive
JavaScript/Cascading Style Sheet (CSS) coding.

In short, ASP had the short end of the stick as far as Web interactivity went.
With the advent of ASP server controls, all that will change. Imagine being able
to do real-time value verification and having the Web page instantly spit out an
error when someone tries to skip a required field. Imagine being able to dynami-
cally replace data on a Web page without having to force the user to access
another page or restart completely. With ASPNET, all this and more is possible!
The exercises illustrated in this chapter will demonstrate to you the power of
ASPNET.

Major Features of
ASP.NET Server Controls

When you develop an ASPNET Web Form, you can use the following type of
controls:

= HTML Server Controls You can manipulate these controls at the
server-side. Before dispatching a form to the client, the ASP Engine
converts them to the equivalent HTML elements. These controls are
included in the System.Web.UI HtmlControls namespace.

= Web Server Controls (also known as Web Controls or ASPNET
Web Form Controls) These are the new generation’s controls devel-
oped by Microsoft. They have many useful built-in features, and a stan-
dard set of properties. In the HTML or .aspx file, these are typically
referenced with an asp: prefix such as asp:Label, asp:Button, or
asp: TextBox. Besides the form-type server controls such as labels, button,
and dropdown, there are a number of special-purpose controls like the
Calendar and AdRotator controls. The ASP Engine also maps these con-
trols to standard HTML equivalent controls before dispatching the page
to the client. These Web server controls are available in the
System. Web. UL WebControls namespace.
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» Validation Controls This set of controls provides Rapid Application
Development (RAD) features for automatically checking the specified
validity of user inputs. These controls are available in the System. Web.UI
. WebControls namespace.

=  Custom Controls You can develop your own server controls by
extending an existing control or group of controls to provide additional
functionalities. There are two versions of custom controls: Web User
Controls and Web Custom Controls. The Web User Controls are easy to
develop, and are typically stored as .ascx files. The Web Custom Controls
require in-depth knowledge of Object Oriented Programming and the
Common Language Runtime (CLR).These are stored in compiled form
as assemblies.

In this chapter we will provide an overview of these controls. Before we intro-
duce you to the ASPNET server controls, we need to focus your attention on a
number of procedural issues involved in developing a Web form. These issues are
the following: Collecting Data using HTML Forms, State-less ASP controls versus State-
full ASP Net controls, the role of PostBack, and In-Page Code versus Code-Behind.

NoTE

In an IS environment, the ASP and ASP.NET can run side by side. If you
install ASP.NET, your existing ASP applications will continue running. The
[IS uses the ASP Engine to process the .asp files, whereas it uses the
ASP.NET Engine to process the .aspx files. Session states and application
states are not shared between ASP and ASP.NET pages.

Collecting Data Using HTML Forms

HTML uses the Hypertext Transfer Protocol (HTTP) to transmit Web pages.
When you enter a URL of a page in your browser, it sends an HTTP message to
the server, requesting the desired page. This message is typically known as the
Request message. If the desired page has a *.html or *.htm extension, the Web
server simply retrieves the page from the server’s disk and sends it back to your
computer (client) via a new HTTP message, known as the Response message. It is
your browser that interprets the mark-up codes in the Response object and pre-
sents the page on your monitor.
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In an HTML document, you can use an HTML form element to collect data
from the user. Typically, other HTML elements like buttons, checkboxes, or
textboxes are imbedded in an HTML form. It also provides an HTML Submit
button in the form. With one click of the Submit button, the browser packages
the user’s given data in a Request message and then sends it to the server. An
HTTP message has two parts: the HTTP Header and the HTTP Body. Thus, the
browser can package the user-given data in the Request object in one of two
ways. It may augment the URL with the name-value pairs of submitted data.
Alternatively, it can package the submitted data inside the body part of the Request
message. Which of the alternative methods will it use? The answer depends on the
specifications in the HTML form element. A typical form tag is shown in Figure
3.1.The Method parameter is used to specify the mode of data transmission. If it is
“Get”, the browser sends the data in the header section of the HTTP message. If it
1s “Post”, the data are sent in the body section. The Action parameter can be used to
request a specified html or other documents like .asp or .aspx files.

Figure 3.1 Major Parameters (Attributes) of an HTML Form Element

| Name of the Current Form | ‘ Requested Page ‘ | Send Data via URL |

<torm name= "myForm" Action="Sample1.html" Method="Get">

To demonstrate the data-passing mechanism using the Get method, we will
present a simple example. Consider the Sample1.html document as shown in
Figure 3.2, which is included on the CD that accompanies this book. In this
code, we have included a HTML form named myForm. It has a Submit button,
and a textbox. The user will enter a hobby and click the Submit button. On
click of the Submit button, the browser will request the html document named
Sample1.html and pass the submitted data to the server in the augmented URL.
In this particular example, the browser will actually request the same html docu-
ment (named Sample1.html). Figure 3.3 shows the URL of the requested form as
submitted by the browser to the Web server. You will see that the browser has
augmented the URL, and the new URL is http://ahmed2/Chapter3/samplel
html?txtHobby=Fishing. That means the data are submitted as a name=value pair
in the URL itself. The first such pair is prefixed with a question mark.
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Figure 3.2 A Simple Data Collection HTML Form (Sample1.html)

<! —Chapter3\ Sanplel. ht M —

<ht m ><head></ head><body>

<f orm nanme="nyForn' Acti on="Sanplel. htm " Method="Cet">
Your Hobby? <input type="text" name="txt Hobby" size=10>
<input type="submit" Val ue="Submt">

</ forne</ body></htm >

Figure 3.3 Submitting Data in the Augmented URL: Get Method
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If we specify Method=“Post” in the form tag, the data are packaged as name-
value pairs in the body section of the HTTP message. Unfortunately, we cannot
have a peak inside the body section, and thus it cannot be shown. Once the data
are submitted, what do we do with it? Well, that is where the server-side scripting
comes into the scenario. We will briefly discuss the ASPNET server-side pro-
cessing in the next section.

Server-Side Processing in ASP.NET

An ASPNET file has an *.aspx extension. Typically, it contains HTML elements,
server-side codes and client-side codes. As shown in Figure 3.4, when a user
requests an ASPX page, the server retrieves it from the disk and then sends it to
the ASPX Engine for further processing. The ASPX Engine compiles the server
side codes and generates the page class file. It then instantiates the class file and
executes the instructions to develop the response object. During the execution
stage, the system follows the programmatic instructions (in the server-side code)
to process the data submitted by the user. Finally, the server transmits the response
object to the client. In short, the major steps in processing a request for an ASPX
page are as follows:

1. The server receives a request for a desired ASPX page.

2. The server locates the page in the disk.
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3. The server gives the page to the ASPNET Engine.

4. The ASPNET Engine compiles the page and generates the page class. If
the class had already been loaded, it simply provides a thread to the run-
ning class instead of regenerating the class. During compilation, it may
require other code classes, such as code-behind classes and component
classes. These are assembled during this step.

5. The ASPNET instantiates the class, performs necessary processing, and it
generates the Response object.

6. The Web server then sends the Response object to the client.

Figure 3.4 Major Steps in Serving an ASPX Page
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Now that we know about the HTML Forms and Web server environment,
we will start discussing the server controls. To demonstrate the basic principles of
server controls, we will kick off this section by presenting a simple application
using conventional HTML controls. Then we will develop the same application
using the ASPNET Web controls and highlight the major difterences.

A Simple Application Using
Conventional HTML Controls

As shown in Figure 3.5, we will display some flower names using conventional
HTML controls. On click of a command button we will request the same form
from the server. The code for this form is shown in Figure 3.6 and can be found
on the CD that accompanies this book.
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Figure 3.5 Conventional HTML Form and Controls
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Figure 3.6 A Simple .aspx File Using Conventional HTML Controls
(Conventiona1.aspx)

<l — Chapt er 3\ Conventi onal 1. aspx —
<ht m ><head</ head>
<form acti on="ht i Li st box. aspx" mnet hod="post">
<body>Sel ect a flower and then either click on the
submt button or refresh the page.
You will see that your selection has been | ost
in successive requests of the page. <br/><br/>
<sel ect nane="|stFl owers" size="3">
<option val ue="Tulip">Tuli p</option>
<option val ue="Poppy" >Poppy</ opti on>
<option value="Iris">Iris</option>
</ sel ect> <br/><br/>
<i nput type="subnit" val ue="Submt"/>

</ body></forne</ htm >

Once the form is displayed, we will select a flower from the list box, and
either click on the Submit button or refresh the page. In both cases, the system
will return the same form, but we will see that our selection has been lost. This is
due to the state-less nature of HTTP protocol. On each request, the server serves
the requested page, however, it does not remember the values of the controls
assigned 1in its prior invocation. In ASP days, we had to include a good amount of
codes to preserve the states of the controls. Well, ASPNET has made life easier! It

preserves the states of controls automatically.
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A Simple Application Using ASP Server Controls

In this example, we will develop the same application using ASPNET Server
Controls. At this stage, we have two choices. We may either use HTML Server con-
trols or Web Server controls. Just for the sake of experimentations, we will use the
<asp:listbox> Web Server Control, and the <input type=“button”> HTML Server
Control. Irrespective of which type of controls we use, we will need to add a new
attribute in the tags for these controls. When we create an instance of these con-
trols, we will specify its runat attribute to be “server” such as <asp:listbox id=
“IstFlowers” runat=“server” />. The output is shown in Figure 3.7. Its revised code is
shown in Figure 3.8 and can be found on the CD that accompanies this book.

Once a flower is selected and the command button is clicked, the client will
receive a new instance of the form from the server, however, the selected value of
the list box will persist. This phenomenon is known as state-full. This is because
the ASPNET controls maintain their states in spite of the state-less nature of the
HTTP protocol.

Figure 3.7 The Flower Selection Application Using ASP.NET Server Controls
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Figure 3.8 The Code for ServerControl1.aspx (ServerControl1.aspx)

<! — Chapt er 3\ Server Control 1. aspx —
<ht m ><head></ head><body>
<form runat="server" action ="ServerControl 1. aspx">
Sel ect a flower, and then click the submt button please. You
will see that the page renenbers your selection.<br/><br/>
<asp: Li st Box runat="server" rows="3">

<asp: ListltenmpTul i p</asp: Listltenr

<asp: Li st tenrPoppy</asp: Listltenr

<asp: Listltenplris</asp:Listltenr

Continued
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</ asp: Li st Box><br/ ><br/ >

<i nput type="subnmit" val ue="Submt"

</ body></forne</htm >

runat ="server"/>

Mapping Server Cont

rols

and Preserving Their States

In our previous example, we have preserved the state of the list box. Of course,
the ASPNET framework has assisted us in doing so. Now, how does the system
map the server controls, and how does it preserve the states of the controls?
Answers to both of these questions are actually available in the source document
received by the client. Once we run the application, we may view the source
code received by our browser using the View | Source menu of Internet
Explorer. The contents of the source code are shown in Figure 3.9. In this figure,
please note that the system has mapped our asp:listbox control to a conventional
HTML <select name="ctrl1” size="“3"> tag. The system has also added an
<input type=‘“hidden”> tag with many attributes.

Figure 3.9 The Source Code of the Document Received by the Browser
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It is via this hidden field that the system transfers the user-given values to the
server. In summary, the server controls are mapped to standard HTML controls,
and the ASPNET employs hidden fields to maintain the states of the controls.

Including Scripts in an .aspx File

So far our examples have been very simple, and we have not yet included any
script in the examples. In the previous exercise (Figure 3.8), we have hard-coded
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the values of the list box in its definition. Suppose that we need to load the list
box via code. We will need to do that when the values to be loaded are unknown
during the design time, and would come from an external source like a text file,
an XML document, or from a database query. Although we will not venture into
the XML or database topics right now, it is still beneficial to know how to load
the list box programmatically. This is what we will do in our next example.

Loading a List Box via Script

In this example we will accomplish two objectives. First, we will load the list box
via code. Secondly, we will provide a command button. The user will select a
flower and then click the button. On the click() event of the button we will dis-
play his or her selection. The output of the example is shown in Figure 3.10.

Figure 3.10 The Output Generated by Figure 3.11
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The complete listing of the code is shown in Figure 3.11, which can also be
found on the CD that accompanies this book. In the code, the following state-
ments are of major interests:

»  We have added a Page Declaration:

<%@ page | anguage="VB" debug="true" %

= At the initial stage, the debug="true” helps us a lot by providing detailed
explanations of our errors during the run-time. The debug=*“true” speci-
fication drains the system’s resources, and hence, we should delete it
from our finished work.

»  We have defined an asp:button and “wired up” its click event with a sub-
procedure named showSelection() as the following:

<asp: button id="btnSubmit" runat="server" text="Submt"

oncl i ck="showSel ection" />
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»  The list box is loaded in the Page Load event as follows:

Sub Page_Load(source As Object, e As Event Args)
| stFl owers. ltens. Add(New Listltenm("Tulip"))
| st Fl owers. | tens. Add( New Listlten("Poppy"))
I stFl owers. Itens. Add(New Listlten("lris"))
| st Fl owers. Sel ect edl ndex=0 ' Selection by default

End Sub
As you can see from the previous code, we are setting “Tulip” as the
default selection in the list box.
= Finally, we are displaying the selection in the showSelection procedure:

Sub showSel ecti on(sender As Object, e As Event Args)
| bl Message. Text ="You have selected " + _
| st Fl owers. Sel ect edl t em Text
End Sub

Figure 3.11 ServerControl2.aspx (ServerControl2.aspx)

<l — Chapt er 3\ Server Control 2. aspx —
<%@ page | anguage="VB" debug="true" %
<ht m ><head></ head><body><f or m runat ="server" >
Select a flower, and then click the submt button please: <br/><br/>
<asp:listbox id="IstFlowers" runat="server" rows="3" /><br/><br/>
<asp: button id="btnSubmit" runat="server" text="Submit" onclick
="showSel ection" />
<br/><br/>
<asp: | abel id=l bl Message runat="server"></asp: Label >
</ body></forne</htm >
<script |anguage="VB" runat="server">
Sub Page_Load(source As Object, e As Event Args)
| stFl owers. ltens. Add(New Listltem("Tulip"))
| st Fl owers. I tens. Add(New Listlten{"Poppy"))
| stFl owers. ltens. Add(New Listltenm("lris"))
| st Fl owers. Sel ect edl ndex=0 ' Sel ecti on by default

End Sub

Continued
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Figure 3.11 Continued

Sub showSel ection(sender As Object, e As Event Args)
| bl Message. Text ="You have selected " +
| st Fl owers. Sel ect edl t em Text
End Sub

</script>

The code appears to be very simple. However, the code still has some inten-
tional bugs. When we run this application, we will observe that the page behaves
very erratically. First, irrespective of the selection we make, it will always display
“You have selected Tulip”. Secondly, on repeated clicks of the command button,
the list box will continue growing with duplicate entries. Now, that is a surprise,
isn’t it? Let us try to figure out this strange behavior of the application in our
next section!

Using the IsPostBack Property of a Page

An ASPX page is loaded upon each request. In our previous example, when we
click the command button, it submits the form back to the server and requests
the same page. This phenomenon is known as PostBack. The system will load the
page again, and hence, the Page_Load event will take place on every request. That
is why, if we run the code shown in Figure 3.11, our list box will keep on
growing in size. This is also why the SelectedItem property of the list box will keep
on being reset to “Tulip” on each post back.

In this case, we should rather load the list box only once during the first
invocation of the page. Wait a minute! If we do not load the list box again, how
would it get populated when the page is reloaded? Well, therein lies the beauty of
ASPNET. The server controls automatically retain their values (state-full and not
state-less), thus we do not need to load the list box repetitively on successive
requests of the page. How do we achieve that? In the Page Load event, we may
use the Page.IsPostBack property as shown in Figure 3.12.You can also find this
code for Figure 3.12 (SeverControl3.aspx) on the accompanying CD.

Figure 3.12 Loading a List Box Correctly (ServerControl3.aspx)

<script |anguage="VB" runat="server">
Sub Page_Load(source As Object, e As Event Args)
If Not Page.|sPostBack Then

Continued
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Figure 3.12 Continued

| st Fl owers. I tens. Add(New Listltem("Tulip"))

| stFl owers. | tens. Add( New Listltem("Poppy"))

| st Fl owers. I tens. Add(New Listlten("Iris"))

| st Fl owers. Sel ect edl ndex=0 ' Sel ecti on by default

End |f
End Sub
Sub showSel ection(sender As Object, e As Event Args)
| bl Message. Text ="You have selected "+ _
| st Fl owers. Sel ect edl t em Text

End Sub

</script>

Now, go ahead and replace the script in Figure 3.11 with the previous script
shown in Figure 3.12.The application will work fine! The complete code for this
application is available in ServerControl3.aspx in the CD.

AutoPostBack Attributes of Server Controls

In this section, we will illustrate an important behavior of certain server-side con-
trols. Some server-side controls can generate automatic postbacks on selected events.
That means, to submit a form, we may not have to wait until the user clicks the
submit button. For example, the SelectedIndexChange event of an asp:ListBox is an
event that is capable of triggering a postback. It we want this mechanism to work,
we will have to set the AutoPostBack property of the List box to “True.”

To illustrate the AutoPostBack attribute of an asp control, we will revise our
flower selection example. We will remove the Submit button (although we could
have kept it, too, without any loss of functionality). We will set the AutoPostBack
attribute of the list box to be True, and we will attach the showSelection VB func-
tion on its onSelectedIndex Changed attribute. When you run this form, every time
you select a new flower, the system will display your selection in the label. We do
not need the Submit button because the onSelectedIndex Changed event will gen-
erate a postback. The output of this application is shown in Figure 3.13, and its
code is shown in Figure 3.14 (which is also available on the CD that accompa-
nies this book).
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Figure 3.13 A List Box with Its AutoPostBack Property Set to True
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Figure 3.14 Complete Code (ServerControl4.aspx)

<! — Chapt er 3\ Server Control 3. aspx —
<% Page Language="VB" Debug="true" %
<ht m ><head></ head><body><f or m runat =" server" >
Sel ect a flower, and then click the submit button please: <br/><br/>
<asp:listbox id="I|stFl owers" runat="server" rows="3"

Aut oPost Back="true" onSel ect edl ndexChanged="showSel ecti on"/>

<br ><pr >

<asp: Label id=l bl Message runat="server" /> <br/><br/>
</ body></forne</htm >
<script |anguage=vb runat="server">

Sub Page_Load(source As Object, e As Event Args)

I f Not Page.|sPostBack Then
I st Fl owers. I tens. Add(New Listlten{"Tulip"))
| st Fl owers. | tens. Add( New Listltenm("Poppy"))
| stFlowers.ltens. Add(New Listlten("Iris"))
| st Fl owers. Sel ect edl ndex=0
End |f
End Sub
Sub showSel ection(source As (Cbject, e As EventArgs)
| bl Message. Text =" You have selected " + _
| st Fl owers. Sel ect edl t em Text
End Sub

</script>
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NoTE

While using the AutoPostBack attribute, we need to be careful. An
AutoPostBack submits the form to the server; thus, the system will eventu-
ally slow down significantly if we use too many of these AutoPostBacks.

Structure of an ASPNET Web Form

A Web Form 1s an ASPNET technology that we use to create a programmable
Web page. It can present information, using any markup language, to the user in
any browser, and can use code on the server to implement application logic. In

.NET documentation, Microsoft has outlined the following characteristics of a
Web form:

= A Web form of your design can run on a specific browser of your
choice, or it can run on any browser and automatically render the
browser-compliant HTML.

» It is built on the Common Language Runtime, thereby providing a
managed execution environment, type safety, inheritance, and dynamic
compilation. It can be programmed in any CLR -supported language.

» It supports WYSIWYG editing tools and development tools such as
VS.NET.

» It supports a rich set of controls that enables you to encapsulate page
logic into reusable components and declaratively handle page events.

» [t allows for separation between code and content on a page.
» [t provides a set of state management features that preserves the view

state of a page between requests.

As shown in Figure 3.15, a Web form may contain directives, server-side
scripts, client-side scripts, static texts, Web controls, HTML controls, and many
others. In the remainder of this section, we will provide an overview of ASPNET
Page directives.
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Figure 3.15 Typical Contents of

a Web Form

<% Page Language="VB"

<ht ml ><body><f orm r una
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t="server">

Page Directives
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</ f or mp</ body>
<script runat="server>

Sub Page_Load(
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End Sub
</script>
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</script></htn >
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ascript">
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Web Control Tag

Himl Control

Server-Side Code

Client-Side Code

Page Directives

Page directives are used to set various attributes about a page. The ASP Engine

and the compiler follow these directives to prepare a page. There are many kinds
of directives. The most frequently ones are the following: @ Page, @ Import, @
Implements, @ Register, @ OutputCache and @ Assembly directives. These
directives can be placed anywhere in a page, however, these are typically placed at
the top.Table 3.1 briefly describes the major use of these directives.

Table 3.1 Page Directives and Their Functions

Page Directive

Description and Example

@ Page

We may use this directive to declare many page-related

attributes about a particular page. For example, we use
this directive to declare the language to be used in a page,
such as <%@ Page Language="VB" Debug="true” %>
page. There are numerous attributes of this directive.
Some of the frequently used ones are these:
AutoEventWireup, Buffer, ClientTarget, EnableSessionState,
ErrorPage, Debug, Trace, TraceMode, and so on.

@ Import

We use this directive to import a namespace in the page

class file. For example, in the following directive, we are
importing the System.Data.OleDb namespace in our page:
<%@ Import Namespace="System.Data.OleDb" %>.
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Table 3.1 Continued

Page Directive Description and Example

@ OutputCache We can use this directive to specify how to cache the
page. In the following example, we are setting the dura-
tion that a page or user control is output cached:
<%@ OutputCache Duration="10" /%>.

@ Register This directive is used to register a custom control in a
page. In the following example, we are registering one of
our user custom controls in page:
<%@ Register tagprefix ="utoledo” tagname="Time"
Src="TimeUserControl.ascx"%>.

@ Assembly We use this directive to link to an assembly to the current
page or user control. The following example shows how to
link to an assembly-named payroll:
<%@ Assembly Name="Payroll” %>.

@ Implements This directive enables us to implement an interface in our
page. In the following example, we are implementing the
IpostBackEventHandler interface in one of our user controls:
<%@ Implements Interface="System.Web.UI|
.IPostBackEventHandler” %>.

The Order of Event Execution

One of the novel offerings of ASPNET is that it enables us to write server-side
code to handle events that are triggered at the client. When a postback occurs, the
page is reloaded, and the events are handled by the system. However, it is worth-
while to know the sequence of these activities. As shown in Figure 3.16, the
order of execution is Page_Init, Page_Load, Change events, Action events, and finally
the Page_Unload event. The Page_Init does not completely load all of the controls.
In the Page_Load event, the states of the controls are set. Then the system takes
care of the change and action events that occurred at the client’s site. These are
executed only in case of a postback.

Code-Behind versus In-Page Coding

In our previous example, we have placed a certain amount of VB code inside the
.aspx file. We will refer to this practice as In-Page coding (also referred to as inline
coding by some programmers). In ASP days, all ASP applications had to be devel-
oped using in-page coding because that was the only way to develop an ASP
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page. (In those days, the ASP developers envied the VB developers, because the
VB developers had a nice way to split their codes and visual presentation.)

Figure 3.16 Event Execution Sequence

Page_Init

On PostBack

Form_load ~ [——m

TxiCity_Changed > htnCompute_Click

\
\
\
Change Events, such as Action Events, such as |
\
\

Page_Unload

Often, the intermixed HTML and scripting codes in a large page become
cryptic and difficult to read and maintain. Fortunately, ASPNET provides a way
out of this problem. We may develop the html code in a file with an .aspx exten-
sion, and then we may write the necessary code in a separate C# or VB code file.
This practice is known as Code-Behind. Basically, the Code-Behind tollows the
Visual Basic model of developing an application. Here, we develop an .aspx file
where we define the layout of the controls in a page, and then we include the
code in a separate VB or C# class file. As shown in Figure 3.17, this mechanism
separates the page layout design activities from the code development activities.
When we develop an ASPNET application using VS.NET, we are automatically
torced to use Code-Behind.

Obviously, the .aspx file has to be somehow linked to the class file. We may
link the .aspx file with the code file in one of two ways:

»  Develop the class file and save it without compilation in the same direc-
tory of the .aspx file, or

= Compile the class file and save the .dll file in the bin subdirectory of our
virtual directory.

[t is intuitively assumed that the former will execute more slowly than the
latter. Here, we will provide two examples. In both of these cases, we will develop
our flower selection page using alternative Code-Behind techniques. First, we will
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demonstrate an example using VB.NET without compilation and then we will
present a code behind example using C# with compilation.

Figure 3.17 In-Page Code versus Code Behind

Traditional ASP Way (In-Line Coding)

A Bowl of Soup Made of HTML and
Embedded Scripts

-
|

New ASP. NET Way:
Separate the Page Layout from the Code

ASPX Page Code Behind Page
(HTML and Page <j> (G# or VB.NET Code)

Directives Only)

Using Code-Behind without Compilation

The output of this application is shown in Figure 3.18.

Figure 3.18 Run-Time Display of the VB Code-Behind Application

i LS SRS S LI F TS T T e e—r el |
Fle [d Yes Fpwian s Hec

el I I Rl el T D=1 -
Aghlibi || ey e T LT el g s 8] e Lids ™
| B
| Gkt o sy, imd i sogaan By bk

E s-ul-ul

| ¥oabe 1

| |
] [ fr PRI

In this method, you do not need to compile the VB or C# source file. Just
save the source file and the .aspx file in the same virtual directory. You will need
to enter the following Page Declarative statement at the top of your .aspx file.
Here, the Src attribute specifies the name of the source file, and the Inherits
attribute specifies the name of the class to inherit. In the following illustration,
we assume that the VB source file named vbCb.vb has a class named '6Cb in a
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namespace myl’bCodeBehind. The complete listing for Figure 3.19 is also available
in the CodeBehind.aspx file in the accompanying CD.

<@ page | anguage="VB" src="vbCb.vb" inherits="nyVbCodeBehi nd. vbhCh" %

1. Develop the page layout in an .aspx file (shown in Figure 3.19). Be sure
to include the page directive.

Figure 3.19 The .aspx File for the Code-Behind Example (CodeBehindVB.aspx)

<! — Chapt er 3\ CodeBehi ndVb. aspx —
<% page | anguage="VB" debug="true" src="vbCh.vb"
i nherits="nmyVbCodeBehi nd. vbCh" %

<ht m ><head></ head><body>
<form runat ="server">
Sel ect a flower, and click the submt button please: <br>
<asp: Li st Box id="IstFl owers" runat="server" rows="3">
</ asp: Li st Box><br ><br >
<asp: Button id="btnSubnit" runat="server"

text="Submi t" onclick="showSel ection" /><br><br>
<asp: Label id=Ibl Message runat="server" />

</ body></forne</html >

2. Develop the VB class file (shown in Figure 3.20) and save it in the same
directory. In this particular application, we need to import the System
and the System.WebUI. WebControls namespaces. Depending on the
nature of your applications, you may need to import other namespaces,
too. The code for Figure 3.20 is also available in the accompanying CD.

Figure 3.20 The VB Class File for the Code-Behind Example (vbCb.vb)

Chapt er 3\ vbCh. vb
Option Strict Of
I mports System
I mports System Web. Ul . WebControl s
Nanespace myVbCodeBehi nd
Public Cass vbCb : Inherits System Web. Ul . Page
Public |stFlowers As System Wb. U . WbControl s. Li st Box

Continued

WWW.syngress.com



ASP Server Controls * Chapter 3

Figure 3.20 Continued

Public | bl Message As System Web. Ul . WebControl s. Label
Public btnSubmit As System Web. U . WebControl s. Button
Protected Sub Page_Load(ByVal sender As (bject, ByVal e As Event Args)
If Not |sPostBack Then
| bl Message. Text ="No Sel ection Yet"
| st Fl owers. I tens. Add(new Listlten("Tulip"))
| stFl owers. | tens. Add(new Listlten("Rose"))
| stFl owers. | tens. Add(new Listlten("Redbud"))
| st Fl owers. Sel ect edl ndex=0
End |f
End Sub

Protected Sub showSel ection(ByVal obj As (bject, ByVal e As
Event Ar gs)

| bl Message. Text =" You have selected " + _
| st Fl owers. Sel ectedl t em Text
End Sub
End C ass
End Nanespace

3. Test the ASPX application. It should work fine.

Using Code Behind with Compilation

In this method, you will need to compile your VB or C# source file to a .dll file
first. Then copy the .dll file and save it in the bin subdirectory of your virtual
directory. Rather than manually copying the .dll file to the bin directory, you may
also use the /out parameter of the compilation command to save the .dll file
directly to your bin directory, as follows:

G \ MyAspNet s\ CodeBehi nd>vbc /out:..\bin\vbCh.dll /t:library vbCh.vb

In the compilation command, we assume that the name of the VB file is
vbCb.vb. This command will create the vbCb.dll file in the bin directory directly
upon compilation. Now we need to enter a page declarative at the top of our
ASPX page as follows. Here, the name of the source file (cs or vb) should be
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specified in the Code-Behind attribute. The Inherits attribute should include the
namespace.className of the class file:

<% page | anguage="VB" codebehi nd="vbCh. vb"

i nherits="myCodeBehi nd. vbCb" %

Although we are staging this example using C#, you may change the VB

code shown in the previous example very easily to implement this application in
VB.The output of this example would appear exactly similar to the one shown
in Figure 3.18.

1.

Develop the .aspx file (Figure 3.21). Here, we assume that you will
develop the C# class in a file named CsharpCodeBehind.cs. We further
assume that the name of the class will be ¢SharpCb in a namespace
myCsCodeBehind. Thus, be sure to include the Code-Behind attribute to
link the page to the code behind class file as follows. The code shown in
Figure 3.21 1s also available in the accompanying CD in a file named
CodeBehind CS.aspx.

<% page | anguage="cs" debug="true"codebehi nd="CShar pCodeBehi nd. cs"

Figur

i nherits="nyCsCodeBehi nd. cShar pCh" %

e 3.21 Complete Listing (CodeBehindCS.aspx)

<! — Chapt er 3\ CodeBehi ndCS. aspx —
<% page | anguage="cs" Debug="true" codebehi nd="CShar pCodeBehi nd. cs"

i nherits="nyCsCodeBehi nd. cShar pCbh" %

<ht M ><head></ head><body>

<form
Sel ect

runat ="server">

a flower, and click the submit button please: <br>

<asp: Li st Box id="I|stFlowers" runat="server" rows="3">

</ asp:

Li st Box><br ><br >

<asp: Button id="btnSubnit" runat="server"

text="Subm t" onclick="showSel ection" /><br><br>

<asp: Label id=l bl Message runat="server" />

</ body></forne</htm >
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2. Develop the Code-Behind class file as shown in Figure 3.22.The code

shown in Figure 3.22 is also available in the accompanying CD 1in a file
named CsharpCodeBehindCS.cs.

Figure 3.22 Complete Listing for CSharpCodeBehind.cs

/' Chapt er\ CShar pCodeBehi nd. cs
nanespace myCsCodeBehi nd
{ using System
usi ng System Web. Ul . WebCont r ol s;
public class cSharpCh : System Web. Ul . Page
{ public System Web. U .WbControl s. Li stBox |stFlowers;
public System Web. U . WebControl s. Label | bl Message;
public System Web. U . WbControls. Button bt nSubnit;
protected voi d Page_Load(object sender, EventArgs e)
{ if (!'lsPostBack)
{ | bl Message. Text ="No Sel ection Yet";
| st Fl owers. Itens. Add(new Listlten("Tulip"));
| stFl owers. Itens. Add(new Listlten("Redbud"));
| st Fl owers. | tens. Add(new Listltenm("Poppy"));
}
}

protected void showSel ecti on(object obj, EventArgs e)
{ | bl Message. Text ="You have selected " +

| st Fl owers. Sel ectedl tem Text;

}

3. Compile the class file as follows. Note: If you are using the VB version,
just replace the csc keyword with vbe, and change the name of the
source file.

csc /t:library /r:Systemdl|l /r:System Wb. dl| CsSharprpCodeBehi nd. cs

4. Copy the .dll file in the bin directory of your virtual directory:.

You are done.
www.syngress.com
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When we develop Web applications using VS.Net, it forces us to implement
the code-behind methodology. In the next section we will walk you through the
steps for developing a simple application using VS.Net.

Using VS.Net for Developing a Web Application

In this section we will provide a step-by-step procedure to develop a simple Web

page using VS.Net. Our finished page will be displayed in the browser as shown
in Figure 3.23.

Figure 3.23 The Flower Selection Page Developed Using VS.Net
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1. Start a new Visual Basic ASPNET project as shown in Figure 3.24. Be
sure to provide a name for your project.

Figure 3.24 Starting a New VB ASP.NET Web Application

@ &
m

2. After you click OK, the system will display the VS.Net IDE screen. Do
not get intimidated by the complex appearance of the screen. With some
practice, you will start loving the environment. You will see an empty
Web page with two tabs at the bottom: Design and HTML. If the
toolbox is not visible, use the View | ToolBox of the system menu to
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display the toolbox. Click on the Web Forms tab of the toolbox. You
will see all of the server controls in the toolbox. Draw a Label. If the
Property Window is not visible, use F4 (or View | Property
Window menu) to display the property window of the label. Change its
Text property to Select a Flower Please as shown in Figure 3.25.

Please note that the system is building the WebForm1.aspx file automati-
cally for you.

Figure 3.25 The VS.Net IDE Screen
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3. Draw a ListBox control. Change its ID property and Rows property
[stFlower and 3, respectively. You may also change its background Color
and Font to your taste. Be sure to set its AutoPostBack property to Tiue.
Now double-click on any empty place of the form. The system will
bring the code screen as shown in Figure 3.26. Please note that the
system has already generated the VB Code-Behind. It has named it

WebForm1.aspx.vb. In the Page_Load event, enter the necessary code for
loading the list box.

4. You are almost done. Go back to the design view of the WebForm1.aspx.
Draw a label at the bottom of the list box, and change its ID property to
IbIMessage. Now double-click the list box. The system will bring the
code screen with the template for the IstFlower_SelectedIndex Changed
event procedure. Enter the following code in this event:
| bl Message. Text =" You have selected " + _

| st Fl owers. Sel ect edl t em Text
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Figure 3.26 Code-Behind Screen in VS.Net
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ASP Skills Are Not Obsolete

If you are an experienced ASP developer, your skills are not lost. The new
ASP.NET programming model will seem very familiar to you. However,
most of your existing ASP pages will have to be modified if you want to
run them under ASP.NET. The modifications would be quite simple.
Some of the VB Script codes would have to be changed to VB.NET code,
and the new ADO.NET would replace your ADO-related codes. In most
cases, though, the necessary changes will involve only a few lines of
code. You may choose to rewrite existing ASP applications to gain the
performance, readability, and maintainability improvements of the new
development environment. However, because a Web application can
contain both ASP and ASP.NET pages, the conversion does not neces-
sarily have to be carried out all at once.

You are done. Go ahead and test it. Before you test it, you may use the Build
menu to build your project (compile the code), and then use the Start icon or
Debug | Start of the main menu to run the application. Knowingly or
unknowingly, you have developed an ASPNET Web application. The VS.Net has
created a virtual directory in your IIS. If you display the Solution Explorer window,
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you will see that the VS.Net has done a lot of work for you. By the way, if you
look at the HTML code in the WebForm1.aspx file, you will see that VS.Net has
styled the list box as follows (only selected attributes are shown):

<asp: ListBox id="I|stFl owers" runat="server" Rows="3"
BackCol or ="#FFEOCO" Font - Bol d="True" Aut oPost Back="True"
Font - Nanes="Book Antiqua" Font-Size="Medi umf ForeCol or="#C04000" >

</ asp: Li st Box>

That means when we develop our .aspx files manually, we can also use these
attributes to style our controls.

Using HTML Server Controls

Conventional HTML elements are not programmable at the server side. Their
values do not persist in postbacks. These are essentially treated as opaque texts
that are passed to the browser. In ASPNET, we may convert an HTML element
to an HTML server control by adding an attribute runat=“server.” This notifies
the ASP Engine to create an instance of the control during parsing. We will, of
course, need to specify an ID of the element so that we can manipulate it pro-
grammatically at the server side. These controls are particularly useful for
migrating ASP applications to ASPNET applications.

HTML server controls have been derived directly or indirectly from the base
class System. Web. UL HtmlControls. HtmlControl and map directly to HTML ele-
ments. The hierarchy of HTML server control classes is shown in Figure 3.27.
Basically, the hierarchy divides the classes into three major categories: the classes
that mimic the HTML <input> tag, the classes that may act as container classes,
and finally the Hrmllmage class. Several classes in the second category also employ
the HTML <input> tag. HTML server controls must reside within a containing
<form> control with the runat=“server” attribute.

In this section, we will present a number of examples of HTML server con-
trols. If you are relatively new to ASP, be sure to go through these examples. Most
of these examples can also be enhanced using the Web controls. Most impor-
tantly, the concepts learned in this section will enable you to develop better
applications using Web controls.

www.syngress.com
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Figure 3.27 HTML Server Controls Hierarchy

|

System.Web. UL Control

ﬁ

HtmlControl

; \ﬁ

’ HtmlInputControl ‘

|

HtmlContainerControl ‘ ’ Htmlimage ‘

—>’ HtmlInputButton

—>’ HimlInputCheckBox

—>’ HimlInputFile

|
|
|
—»{ Himlinputidden \

| Himllnputlmage

—b‘ Him[Table

—»‘ HimlInputRadioButton ‘

—ﬂ HimlTextAreq ‘

L| HimlInputText

HtmlGenric Control

Using the HtmlAnchor Control

You can use the HtmlAchor control (<a>) to navigate from a page to another

page. This basically works almost like the Html anchor tag; the only difference is
that it works on the server. It has the following attributes:

<a runat ="server"

id="programmaticl D' href= "linkurl"

nane="bookmar knane" OnServer d i ck="onserverclickhandl er”

target="Ili nkedcont ent f rameor wi ndow"

title="titl edi spl ayedbybrowser">

If necessary, we can use this control to dynamically modify the attributes and
properties of the <a> element and display hyperlinks from a data source. The href
attribute contains the URL of the page to be linked to. We have shown an
example of anchor controls in Figure 3.28.

Using the HtmlITable Control

The Html'lable control mimics the Html <table> tag. We may define rows using

<tr> tags. Table cells are defined using <td> tags. This control is a container con-

trol, and so we can embed other controls in its cells. It has the following

attributes:
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<tabl e runat="server" id="programmticlD' align=left | center | right
bgcol or="bgcol or" bor der ="bor derwi dt hi npi xel s"
bor der col or ="bor dercol or" cel | paddi ng="spaci ngwi t hi ncel | si npi xel s"
cel | spaci ng="spaci ngbet weencel | si npi xel s" hei ght ="t abl ehei ght"
rows="col | ecti onofrows" w dth="tabl ewi dth" >

</t abl e>

In the following example, as you can see in Figure 3.28, we will build an
HtmlTable with two rows and two columns. Each cell of the table will contain an
HtmlAnchor control.

Figure 3.28 Embedded HTMLAnchor Controls in an HtmlButton Control
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The code for this application, as shown in Figure 3.29, is self-explanatory.
Each pair of <tr> and </tr> entries enable us to define a row, and within each
row, we nest a pair of <td> </td> to define the table’s data (cell). In this
example, we have embedded an HtmlAnchor control in each cell. The code shown
in Figure 3.29 is available in the accompanying CD in a file named
HtmlAnchorl.aspx.

Figure 3.29 HtmlAnchor1.aspx

<! — Chapt er 3\ Ht M Anchor 1. aspx —
<ht M ><head></ head><f orm runat =" server" >
<table style= width: 170px; height: 50px" cell Spaci ng="0"
cel | Paddi ng="5" wi dth="170" border="4">
<tr><td><a id="anchor1" runat="server"
href="http://ww. syngress. conf >Syngress Hone</ a>

</td>
<td><a id="acnhor?2" runat="server"

href="http://ww. syngress. conl book_cat al og/ i ndex. ht m'>

Continued
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Figure 3.29 Continued

Syngr ess Cat al og</ a>
</td>
</tr>
<tr><td><a id="anchor3" runat="server"
href="http://ww. syngress. conl deno/ i ndex. ht ni' >
Syngress Denpb </ a>
</td>
<td><a id="anchor4" runat="server"
href ="http://ww. syngress. conl speci al s/ i ndex. ht mi' >
Syngress Speci al s</ a>
</td>
</tr>

</tabl e></fornp</htn >

Using HtmlInputText and HtmlTextArea Controls

You can use both of these controls to collect text data from the user. You can use
the HtmlInputlext control to implement server-side code against the HTML
<input type=text> and <input type=password> tags. Its major attributes are these:
type (text or password), runat, id, maxlength, size , and value. The HtmlTextArea
control enables the user to enter multi-line text. Thus, it is the server-side equiva-
lent to the HTML <textarea> element. Its rows and cols properties can be used to
define its size.You can use its onserverchange attribute to run an event handling
function.

We will illustrate the usage of these controls with an example. In this applica-
tion, the user will enter a short story in a text area, and then he or she will enter
the name in a textbox, and the password in a password-type textbox. On the click
event of a button, we will check the password and display the appropriate mes-
sage 1n an html <span> element. The run-time view of the application is shown
in Figure 3.30.The code (shown in Figure 3.31) for this application is pretty
straightforward and more or less self-explanatory. The code shown in Figure 3.31
is also available in the accompanying CD in a file named HtmlText1.aspx.
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Figure 3.30 Using HtmlinputText and HtmlTextArea Controls
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Figure 3.31 HtmlText1.aspx

<! —Chapt er 3/ Ht ml Text 1. aspx —
<ht m ><f or m net hod="post" runat="server">
Your Story: <br>
<Text Area id="txtAreaStory" runat="server" col s="20" rows="3"/><br>
Nanme?<i nput type="text" id="txtName" size="12" runat="server"/><br>
Passwor d? <i nput type="password" id="txtPwd" runat="server" size="12"/>
<br><i nput type="Button" runat="server" value="Enter"
OnServer d i ck="CheckPassword"/ >
<span id="spnMessage" runat="server"> </span></h2>
</formp</htnl >
<script |anguage="VB" runat="server">
Sub checkPassword(source As Object, e As Event Args)
If txtNane.Val ue="Pepsi" And txtPwd. Val ue="Beagl e" Then
spnMessage. | nner Ht m =" <b>Password Correct: Story Accepted!!</b>"
El se
spnMessage. | nner Ht m =" <b>Bad Password: Story Rejected!!</b>"
End |f
End Sub

</script>

Using HtmlIButton and Htmlimage Controls

You will find two of these controls: HtmlInputButton and HtmlButton. The
HtmlInputButton supports the HTML Reset and Submit button types. On the
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other hand, the HtmlButton control can be used to develop server-side code
against the HTML <button> element. We can provide custom code for the
OnServerClick event.You can customize its appearance and imbed other controls
in it. We have used HtmlButton controls in many of our previous examples. In our
next example, we will embed an HTML <img> element inside a button. We have
used the OnMouseOver and OnMouseOut attributes of a button control to provide
rollover effects. We have also shown how to use an in-line style attribute that you
can use to format many of the controls. The run-time view of the application
and its code listing are shown in Figure 3.32 and Figure 3.33, respectively. The
relevant code is also available on the accompanying CD in a file named
HtmlButton1.aspx.

Figure 3.32 Using the Htmlimage Control in an HtmlButton Control
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To run this code, you will need to copy the SmallSpinReel1.jpg in the
Images folder of your virtual directory.

Figure 3.33 HtmlButton1.aspx

<ht m ><f orm runat ="server" >

<h4><font face="Verdana">

Htm Button Sanple Wth Enbedded & t;ing&gt; Tag And Rol | over
</ font ></ h4>

<font face="Verdana" size="-1"><p>

<Button id="btnReel "

Continued
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Figure 3.33 Continued

OnServer d i ck="bt nReel _OnC i ck"
OnMbuseOver ="t hi s. styl e. backgr oundCol or =" yel | ow "
OnMouseQut ="t hi s. styl e. backgr oundCol or=" white'"
style="font: 8pt verdana; background-col or:lightgreen;
bor der-col or: bl ue; hei ght: 100; wi dt h: 170"
runat ="server">
<img src="inmages/ Smal | Spi nReel 1. ] pg"/><b> Bass Master!</b>
</ But t on><p>
<Span id=spanl runat="server" />
</ font ></ f or np</ body></ ht m >
<script |anguage="VB" runat="server">
Sub bt nReel _Ond i ck(Source As Object, e As Event Args)
spanl. I nnerH m ="You clicked Bass Master"
End Sub

</ script>

Using the HtmlInputFile Control

The HtmlInputFile control has been designed to program against the HTML
<input type=file> element. We can use this control to enable users to upload
binary or text files from a browser to a directory that we specify in our Web
server. Its major attributes are as follows:

<i nput type=fil e runat ="server" id="programmaticlD"
accept ="M Meencodi ngs" nex| engt h="maxfil epat hl engt h"

si ze="wi dt hof fil epat ht ext box" post edfil e="upl oadedfil "

When this control is rendered, it automatically displays a Browse button for
directory browsing. Figure 3.34 illustrates the usage of an HtmlInputFile control.
The user may upload a file from his or her machine to our ¢:\temp directory of
the Web server. The code for this application is shown in Figure 3.35 and is avail-
able on the CD in a file named HtmlFilel.aspx. As you will observe from this
code, we have used the fileControl. PostedFile. Save As((“c:\temp\” + targetName. Value))
statement to accomplish the objective.
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Figure 3.34 Using the HtmlFile Control for Uploading Files to the Server
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Figure 3.35 HtmlFile1.aspx

<! —Htnl Fi |l el. aspx —<ht m ><head></ head>

<h3>Using Hm File Control </h3>
<form enctype="nul tipart/formdata" runat="server">
Select a file to upl oad:
<i nput type="file" id="fileControl" runat="server"><br>
Save as: (Just the nanme only please):
<i nput id="txtTarget Name" type="text" runat="server"><br>
<i nput type=button id="btnLoad" val ue="Upl oad"

OnServer dick="btnLoad_C i ck" runat="server"><br>
<span id=spanl runat="server" /[><br>

</formp</htnm >

<script |anguage="VB" runat="server">
Sub btnLoad _Cick(s As (bject, e As Event Args)
I f txtTarget Nane. Val ue="" Then
spanl. |l nnerHtm ="Error: you nust enter a file name"
Ret urn
End |f
If Not (fileControl.PostedFile Is Nothing) Then
Try
fil eControl . Post edFi | e. SaveAs(("c:\tenp\" + targetNane. Val ue))
spanl. |l nnerHtm ="Done: File |oaded to <b>c:\tenp\" + _
t xt Tar get Nane. Val ue & "</b> on the Wb server"
Catch err As Exception
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Figure 3.35 Continued

spanl. |l nnerHtm ="Error saving file <b>c:\temp\" + _
t xt Tar get Nane. Val ue & "</ b><br>" & err.ToString()
End Try
End |If
End Sub

</ script>

Using the HtmlSelect Control with
Data Binding to a SortedList Structure

The HtmlSelect control has been offered to program against the HTML <select>
element. Basically, it enables us to develop a combo box (dropdown list) or a list
box. If the size attribute is set to 1, then it behaves like a dropdown list. We may
allow the selection of multiple items by using its Multiple property. If we allow
multiple selections, we will need to use its Ifems(i). Selected property to test if its
element i has been selected. An HtmlSelect control can be bound to an external
data source. Figure 3.36 shows an example of a bound HtmlSelect control.

Figure 3.36 Binding an HtmlSelect Control to a SortedList Object
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At first sight, the example will appear to be very simple. However, we have
employed a number of common ASPNET techniques here. Please review the
example carefully as it will become very handy when you deal with more chal-
lenging applications using Web server controls. Our objective is to bind an
HtmlSelect control with a field of a commonly used structure named SorfedList.
The SortedList structure, like the ArrayList and Hash'Iable, is an oftering in the
Net SDK Collection Class. We may use a SortedList to store a collection of
objects in alphabetic order of a key field. Subsequently, we may retrieve a desired
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value either by using array-like addressing or by its key. The complete code for
this application is shown in Figure 3.37 (and can also be found in the accompa-
nying CD in a file named HtmlSelect1.aspx).

Figure 3.37 HtmlSelect1.aspx

<l — Chapter3\ Ht nl Sel ect 1. aspx —
<% page | anguage="VB" debug="true" %
<ht M ><head></ head><f orm runat =" server" >
<select id= "IstFlowers" size="3" runat="server" /><br/><br/>
<input id="btnSubmit" type="button" runat="server" value="Submt"
onServer C i ck="showSel ecti on" ><br/><br/>
<span i d=spnMessage runat="server"/><br>
<span id=spnPrice runat="server"/><br>
</formp</htmnl >
<script |anguage="VB" runat="server">
Sub Page_Load(source As Object, e As Event Args)
If Not IsPostBack Then
Di m sortedListl As New SortedList()
' Load the SortedLi st object
sortedLi st1. Add(" Tul i p", 10.75)
sortedLi st1. Add(" Poppy", 20. 22)
sortedLi st 1. Add(" Azal ea", 30. 33)
Dimi As |Integer
' Bind the Hm Select control (list box) with the key val ues
' of the SortedList object
| st Fl ower s. Dat aSour ce=sort edLi st 1. Keys
| st Fl owers. Dat aBi nd()
Sessi on. Ti meout =10 ' Set the session tineout to 10 minutes
' Save the popul ated SortedList in the session
Sessi on("savedLi st")=sortedListl
End |If
End Sub
Sub showSel ection(sender As Object, e As Event Args)
Di m sortedListl As New SortedLi st ()

Load the Session’s savedList into an instance of a SortedLi st

Continued
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Figure 3.37 Continued

sortedLi st 1=Sessi on("savedLi st")

Dimi As |nteger

Dim nmsg As String

Di m dbl Price as Doubl e

dbl Pri ce=sortedLi st 1. Get Val ueLi st (| st Fl owers. Sel ect edl ndex)

spnMessage. I nner Ht M =" You have selected " + |stFlowers. Val ue

spnPrice.lnnerHtm ="1ts price is: " + FormatCurrency(dbl Price)
End Sub

</ script>

Creating and Loading the SorfedList
In the Page_Load event, we have loaded the SortedList as follows:

Di m sortedListl As New SortedList()
sortedLi st1. Add("Tulip", 10.75)
sortedLi st 1. Add(" Poppy", 20. 22)
sortedLi st1. Add(" Azal ea", 30. 33)

By default, the name of a flower (the first parameter) will be loaded in the
sorted list as the key-field. The price of the flower (the second parameter) will be
stored as its value. After the sorted list object 1s loaded, we have bound the
HtmlSelect control to the key-field of the sorted list as follows:

| st Fl owers. Dat aSour ce=sort edLi st 1. Keys
| st Fl owers. Dat aBi nd()

On the click event of the button, our intention is to display the price of the
selected flower. Where will we get the price? Obviously, we want to retrieve it from
the sorted list object. However, there is a minor problem. Whereas the values of the
controls in an ASPNET page are state-full, the values of the variables are state-less.
Hence, on postback, the sorted list would not be available. We may solve this
problem in many ways. The easiest way is to load the sorted list again. Placing the
relevant code outside the If Not IsPostBack block can do that. But that will cause
repetitive loading of the sorted list object on each postback. Therefore, we have
instead saved the sorted list in a Session object. Subsequently, we have retrieved the
sorted list object from the session variable in the showSelection procedure. The value
of the sorted list has been retrieved using its GetlalueList method.
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Using HtmICheckBox and
HtmlInputRadioButton Controls

We can use the HtmlInputCheckBox control to develop server-side code against the
HTML <input type=checkbox> element. This is done using the Checked property of
this control. The HtmlInputRadioButton control can be used to provide server-side
programmability to an HTML <input type=radio> element. We can group these
controls together by specifying a name property common to all <input type=radio>
elements within the group. Only one radio button in a group can be checked at a
time. Figure 3.38 shows a simple example of these controls. The complete code is
shown in Figure 3.39.The code, shown in Figure 3.39, is self-explanatory and can
be found in a file named HtmlInputCheck1.aspx in the accompanying CD.

Figure 3.38 Using HtmICheckBox and HtmlInputRadioButton Controls
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Figure 3.39 HtmlInputCheck1.aspx

<! — Chapt er 3\ Ht n1 | nput Checkl. aspx —

<% page | anguage="VB" debug="true" %

<ht m ><head></ head><f or m runat =" server">

Sel ect a room type<br>

<i nput type="radi 0" id="radCceanFront" nanme="rgrVi ew'
runat ="server"/>Ccean Front: $600.00<br>

<i nput type="radi 0" id="radCceanVi ew' name="rgrView'
runat ="server"/>Ccean View $400. 00<br><br>

Sel ect one or nore special facilities: <br>

<i nput type="checkbox" id= "chkFi shing"

runat ="server"/> Deep Sea Fishing: $450.00<br >

Continued
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Figure 3.39 Continued

<i nput type="checkbox" id= "chkGolf"
runat ="server" />Colf at Dianond's Head: $150.00<br>
<input id="btnSubmit" type="button" runat="server" value="Submt"
onServer C i ck="showPri ce" ><br ><br >
<span id=spnPrice runat="server"/><br>

</forme</htnm >

<script |anguage="VB" runat="server">
Sub showPrice(sender As (bject, e As Event Args)
Dim total Price As Doubl e=0
I f radOceanFront. Checked Then
total Price += 600.00
End |If
I f radCceanVi ew. Checked Then
total Price += 400.00
End |If
I f chkFi shi ng. Checked Then
total Price += 450.00
End |If
I f chkGol f. Checked Then
total Price += 150.00
End |If
spnPrice.lnnerHtm ="Total Price is: " + FormatCurrency(total Price)
End Sub

</script>
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Developing & Deploying...

HTML Server Controls versus Web Controls

At first sight, the parallel existence of these two sets of controls may
appear questionable. However, these two types of controls have their
advantages and disadvantages. HTML server controls make it easy to
convert an existing HTML or ASP page to a Web Form. By converting
individual HTML elements to HTML server controls, we can quickly add
Web Forms functionality to the page without affecting the rest of the
page. Furthermore, if we plan to use a heavy amount of client-side
scripts, the HTML server control is the way to go! However, all values in
HTML server controls are essentially of string type, and thus there is no
type safety.

On the other hand, the Web server controls have a richer and more
consistent object model. They automatically generate correct HTML for
down-level (HTML 3.2) and up-level (HTML 4.0) browsers. You will need
them when you prefer a VB-like programming model, and when you are
creating applications with nested controls. However, with server controls
we have less direct control over how a server control is rendered in a
Response object. We can mix these controls in the same page.

Using ASP.NET Web Controls

The ASPNET Web controls are also known as Web form controls. Microsoft has
included a plethora of Web controls in the System. Web. UL WebControls namespace.
For discussion purposes, we will divide these controls into three major categories:

= Basic Web Controls These Web controls are similar to HTML server
controls but have additional features. These controls have a richer and
more consistent object model.

= Validation Controls These controls have been developed exclusively
for input validation (to be discussed later in this chapter).

= Databound ListControls These belong to the new generation of con-
trols that provide additional power and development speed. These are
also typically referred to as Templated Web Controls.

All Web controls are derived from the generic class named WebControl. Thus,
the Web controls inherit a common set of class members. Some of the frequently
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used members include BackColor, BorderColor, BorderStyle BorderWidth, DataBind,
Enabled, Font, ForeColor, Height, Page, Parent, Site, TabIndex, Tool Tip, Visible, Init,
Load, Unload, Dispose, ToString, Onlnit, OnLoad, and OnDataBinding.

Basic Web Controls

Table 3.2 briefly describes several server controls that we have classified as basic

Web controls. Some of these controls behave similarly. For example, the usages

and characteristics of a CheckBoxList control are almost identical to those of a

RadioButtonList control. This is why we have grouped these controls under single
captions in Table 3.2.

Table 3.2 Basic Server Controls

Server Control

Characteristics

Label

TextBox

Buttons:
= Button

» LinkButton
= |ImageButton

CheckBox

ListControls:
= CheckBoxList

A Label is used to display text. If we want to display static
text, we do not need a Label server control; we should
instead use HTML. We should use a Label server control
only if we need to change its properties via server code.

A TextBox control enables the user to enter text. By
default, the TextMode property is SingleLine, but it can
also be set to Multiline or Password. In case of Multiline
text box, the Rows property determines the height. If its
AutoPostBack property is set to True, it generates a
PostBack on its Text_Changed() event.

All three types of buttons cause PostBacks when the user
clicks them.

Button controls can be placed inside other container
controls, such as DatalList, DataGrid and Repeater.

The LinkButton renders a hyperlink in the page.

The ImageButton displays an image that responds to
mouse clicks. We can also use it as an image map. Thus,
we may pinpoint where in the graphic the user has clicked.

It enables the user to input Boolean data: true or false, yes
or no. Its Checked property can also be bound to a data
field of a data source. Its CheckedChanged event can be
used for AutoPostBack.

These controls are derived from the ListControl abstract
class. Note: these controls will be discussed in detail in a

DropDownlList later section of this chapter.

= ListBox

RadioButtonList

Continued

101
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Table 3.2 Continued

Server Control

Characteristics

HyperLink

Image

Panel
RadioButton

Table

Xml

It displays a link to another page. It is typically displayed
as text specified in its Text property. It can also be dis-
played as an image specified in the ImageUrl property. If
both the Text and ImageUrl properties are set, the
ImageUrl property is displayed. If the image does not exist,
then the text in the Text property is shown. Internet
Explorer uses the Text property to display ToolTip.

We may use the Image control to display an image on the
Web page. The ImageUrl property specifies the path to the
displayed image. When the image does not exist, we can
specify the text to display in place of the image by setting
the AlternateText property. The Image control only displays
an image. If we need to capture mouse clicks on the
image, we should instead use the ImageButton control.

This can be used as a container of other controls. This
control is rendered as an HTML <div> element.

It creates an individual radio button on the page. We can
group them to present mutually exclusive choices.

It enables us an HTML table. A table can be built at design
time with static content, but the Table control is often
built programmatically with dynamic contents.
Programmatic additions or modifications to a table row
or cell do not persist on PostBack. Changes to table rows
or cells must be reconstructed after each post to the
server. In these cases, better alternatives are Datalist or
DataGrid controls.

This control can be used to transform XML documents.

Many of the basic server controls work very similarly to their HTML server

control counterparts. All of the Web controls are prefixed with asp: in their tags.
For example, the tag for a label Web control is <asp:Label>. Their uses are also

mostly intuitive. All of the examples illustrated in the HTML server control sec-

tion can also be eftectively developed using Web controls. In this section we will

present a number of additional examples to demonstrate the uses of Web controls.
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Using Labels, ‘TextBoxes, RadioButtons,
CheckBoxes, and Drop DownLists

In this example, we will develop a simple payroll estimation application to
demonstrate Labels, TextBoxes, RadioButtons, CheckBoxes and a DropDownList. We
will use a button control to submit a user’s given data to the server. We will col-
lect data on hours worked, and hourly rate using two textboxes. Insurance-related
data will be collected using two radio buttons: “No Insurance ($0.00),” and
“Family Coverage ($40.00).” We will group these two radio buttons in a group
named rgrlnsurance. The objective of grouping buttons is to enable the user to
select at most one button from the group.

We will provide two check boxes to collect data on company facility use. We
will assume that there are two facilities: Parking ($15.00) and Swimming Pool
($10.00). The user should be able to check both items. Finally, we will provide a
DropDownlList box to collect data on employee status. There will be two types
of employees: White-Collar and Workhorse. A white-collar worker will receive a
bonus of $100, whereas the bonus for a workhorse is assumed to be $65.88.The
run-time view of the application is shown in Figure 3.40.The code for the appli-
cation is pretty much straightforward. We have shown the code in Figure 3.41.
The code is also available in a file named BasicServerControls1.aspx in the
accompanying CD.

Figure 3.40 Using Label, TextBox, RadioButton, CheckBox, and
DropDownlList Web Controls
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Figure 3.41 Complete Code for BasicServerControls1.aspx

<! — Chapt er 3\ Basi cServer Control sl1. aspx —
<ht ml ><head</ head><body><f or m runat ="server" >
How many hours have you worked?
<asp: Text Box id="txtH' rows="1" wi dth="50" runat="server"/><br>
Your Hourly Rate?
<asp: TextBox id="txtR' rows="1" w dt h="80" runat="server" /><br>
<br >Pl ease sel ect one of the follow ng:<br>
<asp: Radi oButton id="rbt nNoCov" groupNane="rgrl nsurance"
text="No I nsurance Coverage" checked="true" runat="server"/>&nbsp;
<asp: Radi oButton id="rbt nFamCov" groupName="rgr | nsurance"
text="Fam |y Coverage" runat="server"/><br><br>
Whi ch of the conpany facilities do you use?<br>
<asp: CheckBox i d="chkPark" text="Parking" runat="server"/>&nbsp;
<asp: CheckBox i d="chkPool" text="Sw nm ng Pool" runat="server"/>
<br ><br >Sel ect your enployee status: &nbsp;
<asp: DropDownLi st id="ddLStatus" runat="server">
<asp: Listltenr Wiite Collar</asp:Listltenr
<asp: Listltenr Workhorse</asp: Listltenp
</ asp: Dr opDownlLi st ><p>
<asp: Button id="btnConpute" runat="server"
t ext =" Conput e Pay" onclick="conput ePay"/ ><br><br >
<asp: Label id="IDbl PayMsg" runat="server"/>
<asp: Label id="Ibl Pay" runat="server"/><br>
<asp: Label id="IDbllnsMsg" runat="server"/>
<asp: Label id="IbllnsCharge" runat="server"/><br>
<asp: Label id="Ibl FacilityMsg" runat="server"/>
<asp: Label id="IDbl FacilityCharge" runat="server"/><br>
<asp: Label id="Ibl BonusMsg" runat="server"/>
<asp: Label id="Ibl BonusPay" runat="server"/><br>
<asp: Label id="Ibl Net WageMsg" runat="server"/>
<asp: Label id="Ibl Net WAge" runat="server"/>
</ f or np</ body></ ht m >

<script |anguage=vb runat="server">

WWW.syngress.com
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Figure 3.41 Continued

Sub conputePay (Sender As Ohbject, E As EventArgs)
Dimh, r, g, netWage, insCharge As Single
Dim facilityCharge, bonus As Single
h=CSng(t xt H. Text)
r=CsSng(txt R Text)
| bl PayMsg. Text =" Your Gross Wage is :
g=h * r ' Conpute gross wage

Conput e | nsurance Deduction
I f rbtnNoCov. Checked Then
insCharge=0 ' No | nsurance Charge
El se
i nsChar ge=40. 00
End |f
Conpute Facility Usage Charge
facilityCharge=0
I f chkPark. Checked Then

facilityCharge += 15 ' Parking
End |f
I f chKPool . Checked Then

facilityCharge += 10 ' Swi mmi ng Pool
End If

Comput e Bonus
Sel ect Case ddl St at us. Sel ect edl ndex

Case 0
bonus=100.00 ' White Col | ar
Case 1
bonus= 65.88 ' Wrkhorse
End Sel ect

net WAge=g + bonus - insCharge — facilityCharge
Di splay Results

| bl Pay. Text =For mat Currency(g)

I bl I nsMsg. Text =" Your |nsurance Deduction is :"

I bl I nsChar ge. Text =For mat Cur r ency(i nsChar ge)

Continued
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Figure 3.41 Continued

I bl FacilityMsg. Text= "Your Facility Usage Charge is :"
| bl Faci | it yChar ge. Text =For mat Currency(facilityCharge)
| bl BonusMsg. Text =" Your Bonus Pay is :
| bl BonusPay. Text =For mat Cur r ency( bonus)
| bl Net WAgensg. Text =" Your Net Wage is :"
| bl Net Wage. Text =For mat Cur r ency( net \W\age)
End Sub

</script>

Using the ListControl Abstract Class

A number of basic Web controls have been derived from the ListControl abstract
class. These are CheckBoxList, DropDownList, ListBox, and RadioButtonList. Their
usages and characteristics follow a common pattern. If warranted, each of these can
be used as a container control. For example, a CheckBoxList control can contain a
collection of CheckBoxes. We can set their AutoPostBack properties to true to trigger
postbacks on their SelectedIndexChanged events. Each of them has a property named
Item. Count that contains the number of items in the collection. The Items(i). Selected
property can be used to check if the user has selected an item in the list. Finally, the
Items(i). Text property enables us to extract the text of the selected item.

To demonstrate the identical behavior of the controls in the ListControl
family, we will develop a simple example. We will load a ListBox control with
certain flower names, a RadioButtonList control with some state names, and a
CheckBoxList control with some facility names. Just for demonstration purposes,
we will set the AutoPostBack properties of all of these controls to frue. On click of
each of these controls, we will display the user’s selections. We will enable the
user to select multiple entries from our list box. Of course, by default, the
CheckBoxList control will enable the user to select more than one entry. The
complete application, when displayed in IE, will appear as shown in Figure 3.42.

We have developed this application using VS.Net. The design time view of
the form is shown in Figure 3.43. As you can observe from this figure, we have
applied a certain amount of styling in the controls.

The VS.Net created a virtual directory and generated a Web application for this
work. It has also generated two major files: WebForm1.aspx and WebFrom1.aspx.vb
(the code-behind). It has compiled the WebForm1.aspx.vb to a .dll file and has saved
it in the bin directory automatically. The entire application is available in the
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Chapter3\TestingWebControls directory of the accompanying CD.To test the applica-
tion, you will need to copy the TestingIWebControls directory to your Inetpub\uwrwwroot
directory. Then use the following URL to display the page in your browser:
http://localhost/ TestingWebControls/ WebForm1.aspx.

Figure 3.42 Displaying and Manipulating Various List Controls
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We will not reproduce the entire code here. In short, we have created three
list controls. The RepeatDirection attribute of the CheckBoxList control has been set
to “Horizontal” to align the check boxes horizontally. A truncated version of the
WebForm1.aspx file as generated by VS.Net is shown in Figure 3.44.

Figure 3.44 Truncated Code Listing for WebForm1.aspx File: VS.NET
(TestWebControls directory)

<%@ Page Language="vb" AutoEvent W reup="fal se"
Codebehi nd="WebFor mlL. aspx. vb"

Continued
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Figure 3.44 Continued
I nherits="Testi ngWebControl s. WebFor mL." %

<body M5_PCSI TI ONI NG=" Gri dLayout " >

<form id="Forml" nethod="post" runat="server">

<asp: Radi oButtonLi st id="rbl States" style="Z-1NDEX: 103; LEFT: 22px;
PCSI TI ON:  absol ute; TOP: 69px" runat="server" AutoPostBack="True"
W dt h="93px" Hei ght="77px" Border Styl e="Ri dge"
Bor der Col or =" #EOEOEQ" ></ asp: Radi oBut t onLi st >

<asp: CheckBoxLi st id="cbl Services" style="Z-1NDEX: 104; LEFT: 21px;
PCSI TI ON:  absol ute; TOP: 154px" runat="server" AutoPostBack="True"
W dt h="200px" Hei ght ="35px" Border Styl e="lnset" RepeatDirection
="Hori zontal " Border Col or ="#EOEOEQ" ></ asp: CheckBoxLi st >

--- --- Sinmilar Code for the asp:ListBox id="IstFlowners" --- ---
<asp: Label id="Ibl State" style="Z-1NDEX: 105; LEFT: 134px; POSI TI O\

absol ute; TOP: 87px" runat="server" Wdth="66px" Hei ght="19px"
Font -

Bol d="True" Font-Iltalic="True"></asp: Label >
--- --- Simlar Codes for other Labels --- ---

</ f or m></ body>

In the WebForm1.aspx.vb code-behind file, we have loaded all of the
ListControls in the Page_Load event. In the appropriate events of these controls, we
included the instructions to display the selections in respective labels. The user
may select more than one entry in the CheckBoxList. Hence, we used a loop to
iterate through each of the items. If the item was selected, we included its fext in
the output. Identical procedures were used to display the selected values in the
list box. A truncated version of the relevant code for WebForm1.aspx.vb file 1s
shown in Figure 3.45.

Figure 3.45 Partial Listing of WebForm1.aspx.vb

Private Sub Page_Load(ByVal sender As System Cbject, ByVal e As _
Syst em Event Args) Handl es MyBase. Load
"Put user code to initialize the page here
If Not Page.|sPostBack Then
' Load the CheckBoxLi st

WWW.syngress.com
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Figure 3.45 Continued

chl Services. Items. Add(New Listltem"CGolf"))
chl Servi ces. Itenms. Add(New Listlten("Parking"))
cbl Services. Itens. Add(New Listlten("Pool"))
' Load the RadioButtonLi st
rbl States.|tens. Add(New Listltenm("Al abama"))
rbl States. | tens. Add(New Listlten{"Kentucky"))
rbl States.|tens. Add(New Listlten("Chio"))
' Load Li st Box
| st Fl owers. I tens. Add(New Listlten("Tulip"))
| st Fl owers. Itens. Add( New Listltem("Poppy"))
| stFlowers. ltens. Add(New Listltem("lris"))
End |f
End Sub
Private Sub rbl States_Sel ect edl ndexChanged(ByVal sender As _
System Obj ect, ByVal e As System Event Args) Handles _
r bl St at es. Sel ect edl ndexChanged
| bl St at e. Text =r bl St at es. Sel ect edl t em Text
End Sub
Private Sub cbl Servi ces_Sel ect edl ndexChanged(ByVal sender As _
System Obj ect, ByVal e As System Event Args) Handl es _
chl Servi ces. Sel ect edl ndexChanged
Dimi As |Integer
| bl Servi ce. Text=" "
For i=0 To cbl Services.Items. Count - 1
If chbl Services.ltens(i).Selected Then
| bl Servi ce. Text += cbl Services.ltens(i).Text + " "
End If
Next
End Sub
" Simlarly, develop the Sel ectedl ndexChanged event procedure for the

' other controls.

109
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Using HyperLink Controls

The HyperLink server control enables us to link to a different page. Its Text prop-
erty is displayed on the screen as a hyperlink. On click of the hyperlink, it links
to a page specified in its NavigateUrl property. The displayed text can be replaced
by an image by specifying the ImageUrl property. In our next example, we will
develop a page with two HyperLink controls. One of them will display text, and
the other will display an image. We will specity the “http://ahmed2/Chapter3/
ServerControl4.aspx” in both of their NavigateUrl properties. The completed appli-
cation will be displayed in IE as shown in Figure 3.46. When the user clicks any
of the controls, the system will display the specified page. The complete code for
the application is shown in Figure 3.47 and is also available in a file named
HyperLink1.aspx in the accompanying CD.

Figure 3.46 lllustration of the HyperLink Server Control
M= B

T birp 5 e g e L Hpeed e | aopm Marvmandi
[h [ Yew Mpostan Jmis fe

e I e Bl e T e ] L
Bighlnii (| e " gad T e WMok | g J il Lids =

£l I Loosl rares

Figure 3.47 Complete Listing for HyperLink1.aspx

<! — Chapt er 3\ Hyper Li nk1. aspx —

<%@ Page Language="VB" Debug="true" %

<ht M ><head></ head><body>

<f orm runat ="server">

<asp: HyperLi nk id="HyperLinkl" runat="server"
Navi gat eUr| =" htt p: // ahmed2/ Chapt er 3/ Ser ver Cont r ol 4. aspx"
Text="Go to a sinple page"/><br><br>

<asp: HyperLi nk id="HyperLink2" runat="server"
Navi gat eUr| =" htt p: // ahmed2/ Chapt er 3/ Ser ver Cont r ol 4. aspx"
I mageUr| ="http://ahmed2/ Chapt er 3/ Bai t cast Reel 1. j pg"

Continued
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Figure 3.47 Continued

Text="Worl d's Best Fishing Reel"/><br><br>
</ body></forne</htm >

Binding a ListControl to an ArrayList

In most of our previous examples, we loaded a list box via code in the Page_Load
event. In this section, we will introduce an important concept of a typical
ASPNET development practice. Rather than populating a specific control via
code, we may bind a control to a data source (something that contains data). In
this case, the control will automatically assume the value or values contained in
the data source. At this stage, you may not see the benefit of this approach, but it
will shine like a jewel when we learn how to display and manipulate data from
databases. In the example shown in Figure 3.36 and Figure 3.37, we have shown
a similar example of binding an HtmlSelect control to a SortedList). Since the
ArrayList object 1s also very common in ASPNET framework, we will bind our
ListControl to an ArrayList in our next example.

Often we create and load a collection of objects into certain structures. These
structures are known as collection objects. For example, an ArrayList is a collection
object. It is actually very similar to a dynamic array of objects. Suppose that one
of these ArrayList objects contains the names of some flowers. If needed, we may
bind one or more controls to this ArrayList. That way, the controls will be auto-
matically loaded with the values in the ArrayList. Don’t worry! We will not
deprive you of binding controls to databases. Those examples will appear later in
this chapter.

Binding a control to a data source is very simple. Rather than developing a
data loading procedure, we just set the DataSource property of a control to a data
source. Then we employ the DataBind() method of the control to accomplish the
binding task. In our example, we will first create an ArrayList of flowers, and then
we will bind a list box (IstFlower) with the ArrayList. Figure 3.48 shows the run-
time view of the application. The complete listing of the code is shown in Figure
3.49 (also available in the accompanying CD in a file named DataBind1.aspx).
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Figure 3.48 Binding a ListControl to an ArrayList
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Figure 3.49 Complete Listing of DataBind1.aspx

<! — Chapt er 3\ Dat aBi nd1. aspx —
<%@ Page Language="VB" Debug="true" %
<ht m ><head></ head><titl e></titl| e><body>
<f orm runat ="server">
Sel ect a flower, and then click the submt button please: <br>
<asp: Li st Box id="I|stFlowers" runat="server" rows="3"
Aut oPost Back="True" onSel ect edl ndexChanged="showSel ecti on"/>
</ asp: Li st Box><br ><br >
<asp: Label id=I bl Message runat="server"></asp: Label ></ p>
</ body></forne</htm >
<script |anguage=vb runat="server">
Sub Page_Load(source As Object, e As Event Args)
If Not Page.|sPostBack Then
Dim nyArrayLi st As New Arrayli st
' Populate the ArrayList: This will be a data source
nyArraylLi st. Add(" Azal ea")
nyArraylLi st. Add(" Tul i p")
nyArraylLi st. Add(" Rose")
' Step 1: Specify the Datasource property of the list control
| st Fl ower s. Dat aSour ce= nyArraylLi st
' Step 2: Enploy the DataBind() nethod to |oad the
" list control fromits DataSource autonmatically
| st Fl ower s. Dat aBi nd()

| st Fl owers. Sel ect edl ndex=0
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Figure 3.49 Continued

End |f
End Sub
Sub showSel ection(sender As Object, e As EventArgs)
| bl Message. Text =" You have sel ected "+l stFl owers. Sel ectedl t em Text
End Sub

</ script>

Validation Controls

A validation control enables us to validate an input and display an error message
if necessary. It is very much like other server-side controls with certain additional
methods and properties. First, the server treats it as an invisible control. After the
user has entered erroneous data, it becomes visible. It 1s a powerful, rapid applica-
tion development feature; however, a developer needs to understand its behavior
and the methods thoroughly before he or she can appreciate it. There are certain
rough edges in the Beta 2 version, which hopefully will be polished in the final
product. The best strategy to learn the family of controls is to learn them one at a
time, and finally to apply the summary validation.

Various types of validation controls are as follows:

» RequiredFieldValidator Checks if the input control has any value.

» RegularExpressionValidator Checks the value against a regular
expression (pattern).

» CompareValidator Checks if the value is acceptable compared to a
given value or compared to the content of another control.

» RangeValidator Checks if the input control’s value is within a
specified range.

= CustomValidator Allows you to develop custom validation.

= ValidationSummary Reports a summary of all errors.

By default, each of the validation controls performs the validation task at the
client-side as well as at the server-side. Except for the RequiredField Validator, all
other validation controls treat an empty field as a valid field. Therefore, we will
need to apply a RequiredFieldValidator to every input field that we want to vali-
date.You can attach more than one validation control to an input. For example,
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we may use a RequiredFieldValidator and a RangeValidator to ensure that an input
1s not empty and falls within a specified range.

There are a number of common properties in these controls. The major
ones are:

» ErrorMessage In case of an error, the system displays this message at
the location of the control, and in the summary report, if any.

= Display A validation control is kept invisible until a bad input is
entered. In case of a bad input, the system has to display the error mes-
sage. The display mechanism can be handled in one of three ways.

-_— 6

» Display= “static” Initially, enough room in the page is reserved
for the expected error message.

» Display= “dynamic” No room is initially reserved. In case of an
error, the message is displayed by displacing existing contents of the
page.

= Display=‘“none” The message won’t be displayed at the location

of the control; however, it will be reported in the summary report,
if any.

The RequiredFieldValidator Control

In the following example, the user is expected to enter two values. If he or she
skips any one of the values and clicks the Submit button, the system will report
the error. Please notice that we do not require any extra code for performing this
validation. When the Submit button is clicked, the form will be sent to the
server, and the server will do the automatic validation. The run-time view of this
application is shown in Figure 3.50. The code for this application, as shown in
Figure 3.51, is self-explanatory and is also available in the accompanying CD in a
file named Validator1.aspx.

Figure 3.50 Using the RequiredFieldValidator Control
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Figure 3.51 Validator1.aspx

<I— Chapter3\Validatorl. aspx —

<! —Required Field Validator —

<ht m ><head</ head>

<title>Exanple on Required Field validator</title><body>

<form runat ="server"><br> Enter Your Nane:

<asp: Text Box id="txtName" rows="1 " w dth="50" runat="server"/>

<asp: Requi redFi el dval i dat or id="val i dTxt Nane"
runat ="server" control ToVal i dat e="t xt Nane"
error Message="Nane nust be entered" display="static">

</ asp: Requi r edFi el dVval i dat or ></ br >

Hour s wor ked?

<asp: TextBox id="txtH' width ="30" runat="server" />

<asp: Requi redFi el dval i dator id="validTxtH" runat="server"
control ToVal i date="t xt H' error Message="Hours nust be entered"
di spl ay="static">

</ asp: Requi r edFi el dVval i dat or ></ br >

<asp:Button id="btnSubnmit" runat="server" text="Submt" />

</ fornp</ body></htm >

The RegularExpressionValidator Control

The RegularExpression Validator control is typically used to match an input pattern.
As an example, let us assume that the value of hours-worked field must have one
to three digits. In this case, we will add a RegularExpressionValidator to the txtH
control. In the RegularExpression property of the RegularExpressionValidator, we
will specify a pattern /d{1,3}. This will force the system to raise an error if the
user input is not one-to-three digits long. The output of this application is shown
in Figure 3.52. The code for this example is shown in Figure 3.53 and is also
available on the accompanying CD in a file named Validator2.aspx.
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Figure 3.52 Using RegularExpressionValidator Controls
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Figure 3.53 Validator2.aspx

<I— Chapter3\Validator2. aspx —

<%@ Page Language="VB" Debug="true" %

<ht M ><head</ head><body>

<f orm runat ="server " ><br >

Enter Your Nane:

<asp: Text Box id="txtName" rows="1 " wi dth="60" runat="server"/>

<asp: Requi redFi el dval i dat or id="val i dTxt Nane" runat ="server"
control ToVal i dat e="t xt Name" error Message="Nanme nust be entered"
di spl ay="static">

</ asp: Requi r edFi el dVval i dat or ></ br >

Hours wor ked?

<asp: TextBox id="txtH' w dth ="40" runat="server" />

<asp: Requi redFi el dval i dator id="validTxtH' runat="server"
control ToVal i date="txtH' errorMessage="Hours must be entered"
di spl ay="static">

</ asp: Requi r edFi el dVval i dat or >

<asp: Regul ar Expr essi onVal i dat or id="regvH'
runat ="server" display="static" control Tovalidate="txtH"
error Message="Hours nust be 1-3 digits only"
val i dati onExpression="\d{1, 3}">

</ asp: Regul ar Expr essi onVal i dat or ></ br >

<asp: Button id="btnSubnmit" runat="server" text="Submt" />

</ f or np</ body></ ht m >
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NoTE

The details of regular expressions can be found in any Perl book. You
may also review http:/msdn.microsoft.com/scripting/default.htm?/
scripting/JScript/doc/jsobjregexpression.htm.

We have found the following source to be adequate:
www.microsoft.com/mind/defaulttop.asp?page=/mind/1098/jscript/
jscript.htm&nav=/mind/1098/inthisissuecolumns1098.htm.

The Comparelalidator Control

The CompareValidator control compares an input to a specified value or to the
value of another control. You can also use it to check if the input is of any partic-
ular data type. In our next example, we will add a textbox named #xtR. In this
textbox, the user will enter the hourly rate. Suppose that we want the data-type
of this field to be Double. We will apply a CompareValidator control to test the
data-type of the txftR. Note that if the data entered is convertible to the desired
data-type, the validation will succeed. The run-time view of the application is
shown in Figure 3.54.

Figure 3.54 Using the CompareValidator Control
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We have added the code following code to accomplish this objective (you
may review the complete code in the file named Validator3.aspx on the CD).
Please notice that we have set the fype property to “Double,” and the operator
property to “DataTypeCheck.”
<asp: ConpareVal i dator id="convR' runat="server" display="static"

control Toval i date="txtR"' errorMessage="Rate nust be nuneric"
type="Doubl e" oper at or =" Dat aTypeCheck" >
</ asp: Conpar eVal i dat or ></ br >
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In the type property of the CompareValidator, we may specify: String, Integer,
Double, DateTime, and Currency. In the operator property, we may specity: Equal,
NotEqual, GreaterThan, LessThan, GreaterThanEqual, Less ThanEqual, and
DataTypeCheck.

The RangeValidator Control

You can use this control to check if an input is within an acceptable range.
Suppose that we want to provide a textbox for collecting data on “number of
dependents.” We want to enforce a constraint that this field should be from 0 to
10. Figure 3.55 illustrates the use of a Rangelalidator in this particular situation.

Figure 3.55 Using the RangeValidator Control
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In our code, we have used the type, minimum Value, and maximum Value proper-
ties of a Rangelalidator to apply the constraint. We have applied the RangeValidator
as follows: (The complete code is available in Validator4.aspx.)

<asp: RangeVal i dat or id="ranvDependents" runat="server"
di spl ay="static" control ToVal i dat e="t xt Dependent s"
error Message="Must be fromO to 10"
type="Integer" mninunval ue=0 rmaxi nunval ue=10>

</ asp: RangeVal i dat or ></ br >

The CustomValidator Control

In many situations, we may not be able to use the existing validators to validate a
complex rule. In that case, we may apply a Custom Validator. When applying a
Custom Validator, we may provide our own functions that will return true or false.
We may develop the code for server-side validation only, or we may develop the
code for server-side as well as the client-side validation. Suppose that the user
will enter the data about his or her department number. Also suppose that the

www.syngress.com



ASP Server Controls * Chapter 3

department number must be evenly divisible by 10. We will develop a simple
custom validator to enforce this rule at the server-side. The run-time display of
this application is shown in Figure 3.56.

Figure 3.56 Using the CustomValidator Control
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We have developed a VB function named validateDeptNum to perform the
check. We have also specified its name in the onServerValidate property of the
CustomValidator control. An excerpt from the complete code for this application is
shown in Figure 3.57.The complete code is available on the CD in the file
named Validator5.aspx.

Figure 3.57 The Code for CustomValidator (Validator5.aspx)

What is your Departnent Numnber?
<asp: Text Box id="txtDept Nunf w dth ="40" runat="server" />
<asp: CustonVal i dat or id="cusvDept Nun' runat="server"
di spl ay="static" control ToVal i dat e="t xt Dept Nunt
onServer Val i dat e="val i dat eDept Nunt
error Message="Must be in multiples of 10" >
</ asp: Cust onVal i dat or ></ br >
<asp: Button id="btnSubmt" runat="server" text="Submt" />
</ f ornp</ body></htm >

<script |anguage="VB" runat="server">
Sub val i dat eDept Nun{source As (bject, s as ServerValidat eEvent Args)
If (Cnt(s.Value) Md 10)=0 Then
s.lsValid= True

El se

Continued
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Figure 3.57 Continued

s. | sVal i d=Fal se
End If
End Sub

</script>

Although this example illustrates the server-side validation, ASPNET auto-
matically writes client-side code to perform the validation. There are various
options available to prevent this from occurring and also not to display the code
that shows the client-side JavaScript validation. We will not be going into these in
detail. In the server-side custom validation, the validation function is included in
the server-side script tag <script language=“VB” runat=“server”>. We need to
specify the name of the validation function in the OnServerValidate property of
the Custom Validator control. The validator control calls this function with two
parameters: the first parameter is the control itself, whereas the second parameter
is an instance of the ServerlalidateEventArgs class. This object encapsulates the
methods and properties that enable us to access the value of the control being
validated and to return whether the control has been validated or not.

NoTE

If the client-side validation is active (which is the default), the browser
does not submit the form back to the server until all corrections have
been made on the client-side. If you have a “server-side-only” custom
validator along with some other fields that employ client-side validation,
then on click of the submit button, the form may not appear to work
properly. That is expected because the browser will not submit the form
until all client-side validated fields are correct.

Custom Validator with Explicit
Client-Side Validation Function

In the CustomValidator, we may specify a twin client-side validation function.
To employ the client-side validation, we will have to specify the name of the
client-side validation function in the ClientValidationFunction property of the
Custom Validator control. The client-side function needs to be coded in JavaScript,
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and it should also return true or false. Obviously, the client-side validation should
perform the same checks that are done by the server-side validation function.

We will revise our previous example to include a client-side validation func-
tion. We have already developed the server-side validation function for the
department number textbox. Now we will implement the client-side validation.
The run-time display of the application is shown in Figure 3.58.

Figure 3.58 Using CustomValidator with Explicit Client-Side Validation
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The part of the code that is pertinent to our example is shown in Figure
3.59. In this code, you will notice that we have specified the name of the
JavaScript validation function in the ClientValidationFunction property of the con-
trol to be validated. The complete code is available in Validator6.aspx in the CD.

Figure 3.59 Partial Listing of Validator6.aspx

<asp: CustonVal i dat or id="cusvDept Nunt' runat="server"
di spl ay="dynam c" control ToVal i dat e="t xt Dept Nunt
onServer Val i dat e="val i dat eDept Nunt
ClientValidationFunction="checkMdTen"
error Message="Dept. Nunber nust be a nultiple of 10" >
</ asp: Cust onVal i dat or ></ br >
<script |anguage="javascript" >
function checkModTen(source, s)
{ var y=parselnt(s. Value);
if ((y %10) == 0 && !(isNaN(y)))
s. | sValid=true;
el se

s. | sVal i d=f al se;

Continued
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Figure 3.59 Continued
}

</script>

Displaying the Error Message with Style

In this example, we will set various properties of the validation controls to display
its message with style. The output of the application is shown in Figure 3.60. We
have set a number of properties, such as forecolor, bordercolor, tooltip, and so on, to
our number of dependent validators.

Figure 3.60 Displaying Error Message with Style
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The part of the code that is relevant to format the validator is shown in Figure
3.61.The complete code is available in the file named Validator7.aspx on the CD.

Figure 3.61 Validator7.aspx

, <asp:RangeValidator id="ranvDependents" runat="server"

: backcol or ="sal non" forecol or="bl ue" bordercol or="green"
borderstyl e=Solid borderw dth=5 font-bold=True font-italic=True
font-size="14" hei ght =" 20"
tool ti p="Cannot have nore than 20 dependents."
text="Bad Number. Mist be |ess than 21"
wi dt h="250" di spl ay="dynani c" control ToVal i dat e="t xt Dependent s"
error Message="Nunber of dependents nust be fromO to 20"
type="Integer" m ni munVal ue=0 maxi munVal ue=10>

</ asp: RangeVal i dat or ></ br >
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The ValidationSummary Control

The ValidationSummary control enables us to display all errors in a given location.
It displays the “errorMessage” properties of respective controls in the summary
report. Since the error messages are displayed in the summary, often we suppress
the detailed error message in the individual ValidatorControls by placing an
asterisk (*) or a short message right after the validator control’s start-tag. Major
properties of the ValidationSummary control are the following:

» headerText This is simply a header.

= displayMode Displays the errors in one of the following ways:
= List
= BulletList (default)
» Singleparagraph

=  ShowSummary: (True or False) This property can be used to display
or hide the summary report programmatically.

Figure 3.62 illustrates the use of a ValidationSummary control. In our example,
we have defined the lalidationSummary control as follows.
<asp: Val i dati onSumrary id="val Sunmary" runat="server"
header Text =" Pl ease correct the follow ng errors”

di spl ay="static" showSunmary= "True" />

Figure 3.62 Using the ValidationSummary Control
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The complete code for the application is shown in Figure 3.63 and is avail-
able in the file named Validator8.aspx on the CD.

Figure 3.63 The Complete Code for the Application (Validator8.aspx)

<I— Chapter3\Validator8.aspx —
<%@ Page Language="VB" Debug="true" %
<ht m ><head</ head>

&

<title>Exanple on ValidationSummary control </title>

<body><f orm runat ="server" >

Enter Your Nane:

<asp: Text Box id="txtNanme" rows="1" wi dth="100" runat="server"/>

<asp: Requi redFi el dval i dat or id="val i dTxt Nane" runat="server"

control Toval i dat e="t xt Nane" error Message="Nane nust be entered"
di spl ay="static">*

</ asp: Requi r edFi el dVval i dat or ></ br >

Hour s wor ked?

<asp: TextBox id="txtH' width ="60" runat="server" />

<asp: Requi redFi el dval i dator id="validTxtH"' runat="server"
control Toval i date="txtH' errorMessage="Hours nust be entered"
di spl ay="static">*

</ asp: Requi r edFi el dval i dat or >

<asp: Regul ar Expr essi onVal i dator id="regvH"' runat="server"
di spl ay="static" control ToVal i dat e="t xt H'
error Message="Hours nust be 1-3 digits only"
val i dati onExpressi on="\d{1, 3}">*

</ asp: Regul ar Expr essi onVal i dat or ></ br >

Hourly Rate?

<asp: TextBox id="txtR' width ="60" runat="server" />

<asp: Conpar eVal i dator id="convR' runat="server" display="static"
control ToVal i date="txt R" error Message="Rate nust be nuneric"
type="Doubl e" operat or =" Dat aTypeCheck" >*

</ asp: Conpar eVal i dat or ></ br >

Nunmber of Dependents:

<asp: Text Box id="txtDependents" wi dth ="60" runat="server" />

<asp: RangeVal i dat or id="ranvDependents" runat="server"

WWW.syngress.com
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Figure 3.63 Continued

backcol or ="sal non" forecol or="bl ue" bordercol or="green"
borderstyl e="Solid" borderw dt h="5" font-bol d="True"
font-italic="True" font-size="14" height="20"
tool ti p="Cannot have nore than 20 dependents."
text="Bad Nunber. Must be |ess than 21" w dt h="250"
di spl ay="dynami ¢c" control ToVal i dat e="t xt Dependent s"
error Message= "Nunmber of dependents nust be fromO to 20"
type="Integer" m nimunVal ue="0" naxi numval ue="10">*
</ asp: RangeVal i dat or ><br >
What is your Departnent Nunber?
<asp: Text Box id="txt Dept Num' wi dth ="60" runat="server" />
<asp: Cust onVal i dat or id="cusvDept Num' runat="server"
di spl ay="dynani c" control ToVal i dat e="t xt Dept Nunt'
onSer ver Val i dat e="val i dat eDept Nunt'
ClientValidationFunction="checkMdTen"
error Message= "Dept. Nunber nust be a nultiple of 10" >*
</ asp: Cust onVal i dat or ><br >
<asp: Button id="btnSubnmit" runat="server" text="Subm t"/><br><br>
<asp: Val i dati onSummary i d="val Sunmary" runat="server"
header Text =" Pl ease correct the followi ng errors" display="static"
showSunmmary= "True" /><br>
</ f or n»</ body></ ht ml >
<script |anguage="VB" runat="server">
Sub val i dat eDept Nun(source As Object, s as ServerValidateEvent Args)
If (Cint(s.Value) Mdd 10)=0 Then
s.IsValid= True
El se
s.lsValid =Fal se
End |f
End Sub
</script>
<script |anguage="javascript">

function checkMbdTen(source, s)

Continued
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{ var y=parselnt(s.Val ue);
if (isNaN(y) && !((y % 10) == 0))

s. I sVal i d=f al se;

el se

s.lsVal i d=true;

}

</script>

Validating Patterned Strings, Passwords, and Dates

Suppose that we want the user to enter the phone number, date of birth, hire-
date, password, and confirmation of password. Also suppose that the business envi-

ronment dictates that we enforce the following constraints:

»  The phone number must follow a pattern like (ddd)ddd-dddd for
employees in the USA. It should match dd.dd.dd.dd for employees in

France.

s The date of birth must be between 1/1/1940 and 1/12/1985.
= Hire date must be after the date of birth and before 6/15/2001.

»  The user should enter the password twice, and both entries must be

identical.

We have developed an application to enforce these business rules. The output

of the application is shown in Figure 3.64.

Figure 3.64 Validating Patterned Strings and Passwords
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The complete code for this application is shown in Figure 3.65 and is avail-
able on the CD in the file named Validator9.aspx. We have enforced the under-
lying constraints as follows:

Constraint 1. We will use a regular expression to implement this con-
straint. The following regular expressions are identical. Both of these
expressions will test the pattern (ddd)ddd-ddd:

Val i dati onExpression="\ (\d\d\d\)\did\d\-\d\d\d\d">

Val i dat i onExpr essi on="\ (\ d{3}\)\ d{3}\ -\ d{4}"

However, for French employees we must also test a pattern like
dd.dd.dd.dd. The regular expression for this pattern would be this:

Val i dati onExpressi on="\d{2}\.\d{2}\.\d{2}\.\d{2}"

We may parenthesize these two expressions and connect them with a
pipe (| ) symbol to specify that any one of the expressions needs to be
satisfied, as follows:

Val i dati onExpressi on="(\ (\d{3}\)\d{3}\\d{4})]|
(vd{2pv.nd{2py.nd{2py . Nd{2}) "

Constraint 2. We have used a Rangelalidator to enforce this rule.

Constraint 3. We have used a combination of the CompareValidator and
the Rangelalidator. The CompareValidator checks whether the date in
txtDateHired is greater than that in txtDateOfBirth. The code for that is as
follows:

H re Date?
<asp: Text Box id="txtDateHired" rows="1" w dth="100" runat="server"/>
<asp: Conpar eVal i dat or i d="conpDat eHi red" runat="server"
di spl ay="dynam c"
control ToVal i dat e="t xt Dat eHi r ed"
control ToConpar e="t xt DateOf Bi rt h"
errorMessage="Hire Date nust be after Date of Birth"
type="String" operator="G eaterThan">

</ asp: Conpar eVal i dat or ><br />

The RangeValidator checks whether the date in txtDateHired is less
than “6/15/2001.” The minimum Value 1s set to “1/1/1900” because the
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RangeValidator will not work unless both the minimum Value and
maximum Value are both present. The code snippet follows:
<asp: RangeVal i dat or id="ranvDateH red" runat="server" type="Date"
di spl ay="dynani ¢c" control ToVal i dat e="t xt Dat eHi r ed"
error Message="Hi re date must be before 6/1/2001"
m ni nunval ue="1/ 1/ 1900" maxi munval ue="6/15/2001" >
</ asp: RangeVal i dat or ><br/ >

Constraint 4. Two asp:TextBox controls have been used. The TextMode
properties have been set to “Password”. CompareValidator has been
attached to the txtConfirmPassword. Its Control To Compare property has
been set to “txtPassword.”:

control Toval i dat e="t xt Confir nPasswor d" cont r ol ToConpar e="t xt Passwor d"

type="String" operator="Equal"

Figure 3.65 Validator9.aspx

<I— Chapter3\Validator9.aspx —
<ht M ><head</ head><body><f or m r unat ="server" >
Phone Nunber? (ddd)ddd-dddd or dd.dd. dd.dd &nbsp;
<asp: Text Box id="txtPhone" rows="1 " w dth="100" runat="server"/>
<asp: Requi r edFi el dval i dat or id="val i dTxt Name" runat="server"
control Toval i dat e="t xt Phone" errorMessage="Name nust be entered"
di spl ay="dynam c">
</ asp: Requi r edFi el dval i dat or >
<asp: Regul ar Expr essi onVal i dat or i d="regvPhone" runat="server"
di spl ay="dynani c" control ToVal i dat e="t xt Phone"
error Message="1 ncorrect Phone Nunber"
val i dati onExpr essi on=
OVONVA{3INV)NA{ 3PN -Nd{4) | (Vdf{ 23V Nd{ 23\ Nd{ 23\ .\ d{2}) ">
</ asp: Regul ar Expr essi onVal i dat or ><br >
Date of Birth? (nmmdd/yyyy)
<asp: TextBox id="txtDateOfBirth" rows="1" w dth="100" runat="server"/>
<asp: RangeVal i dat or id="ranvDob" runat="server" type="Date"

di spl ay="dynani c" control ToVal i dat e="t xt Dat eOf Bi rt h"

Continued
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Figure 3.65 Continued

error Message= "Mist be within 1/1/1940 and 12/1/1985"
m ni munval ue="1/1/1940" maxi nunVal ue="12/1/1985" >
</ asp: RangeVal i dat or ></ br >
Hire Date?
<asp: Text Box id="txtDateHi red" rows="1 " w dth="100" runat="server"/>
<asp: Conpar eVal i dat or id="conpDat eH red" runat="server"
di spl ay="dynani c" control ToVal i dat e="t xt Dat eHi r ed"
cont rol ToConpar e="t xt DateOf Bi rt h"
error Message="Hire Date nust be after Date of Birth" type="String"
oper at or =" Gr eat er Than" >
</ asp: Conpar eVal i dat or ><br/ >
<asp: RangeVal i dat or id="ranvDateHi red" runat="server" type="Date"
di spl ay="dynanmi ¢" control ToVal i dat e="t xt Dat eHi r ed"
error Message="H re date must be before 6/1/2001"
m ni nunval ue="1/ 1/ 1900" maxi munval ue="6/15/2001" >
</ asp: RangeVal i dat or ><br/ >
Passwor d?
<asp: Text Box id="txtPassword" textnpde="password" wi dth="100"
runat ="server"/><br/>
Confirm Passwor d:
<asp: Text Box id="t xt Confir mMPasswor d" text Mbde="password" wi dth="100"
runat ="server" />
<asp: Conpar eVal i dat or i d="conmvConfir mMPassword" runat="server"
di spl ay="static" control ToVal i dat e="t xt Confir nPasswor d"
cont r ol ToConpar e="t xt Passwor d"
error Message="Bot h passwords nust be sane" type="String"
oper at or =" Equal " >
</ asp: Conpar eVal i dat or ><br />

<asp:Button id="btnSubnmit" runat="server" text="Submt"/> <br><br><br>
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</form></body></html|> The
Databound ListControls Family

In this section, we will discuss the Databound ListControls. This family of controls
is new to ASP developers. These controls provide rapid application development
to display and manipulate data from any data source. The following controls
shown in Table 3.3 belong to this family.

Table 3.3 The Databound ListControls Family

CheckBoxList DataGrid DatalList DropDownlList
HtmlSelect ListBox RadioButtonlList Repeater

In earlier sections of this chapter, we illustrated data binding examples on
HtmlSelectControl (Figure 3.36), and asp:ListBox control (Figure 3.48). We may use
similar techniques to bind data to a CheckBoxList, DropDownList, or a
RadioButtonList control. In this section, we will instead introduce three of the
most prominent members of this family: Repeater, DataList, and DataGrid.

In our demonstrations, we will use a sample database named Products.mdb,
which you can find on the CD accompanying this book. It is a Microsoft Access
2000 database. It contains only one table, named Products. Figure 3.66 shows some
sample records in this table. Basically, the table has four columns: Productld
(AutoNumbered Long Integer), ProductName (Text 50), ImagePath (Text 150) and
Price (Currency). The ImagePath column contains the name and location of an
image relative to a virtual directory.

Figure 3.66 Sample Records in the Products Table
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You will learn database connectivity issues in Chapter 7. When we connect to
a database, we typically run a query and populate a data table of a data set with
the results of the query. In this chapter, we will not discuss the mechanics of how
to connect to a database. To understand the remainder of this chapter, it will be
sufficient to know that we can bind a ListControl to a data table of a data set. In
most of the examples, we will use a subprocedure to populate a DataSet named
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myDataSet. The listing of a similar subprocedure is shown in Figure 3.67.

Temporarily, we will treat this code as a black box (until you have read Chapter
7). This code will populate a data set and subsequently bind a specific ListControl
to the data set.

Figure 3.67 Populating myDataSet and Binding a ListControl

1. Sub bindListControl ()
2 Di m nyConn As O eDbConnecti on
3 Di m myd eDbAdapt er As O eDbDat aAdapt er
4 Dim connStr, sqgl Str As String
5. Dim nyDataSet As New Dat aset
6 connStr="Provider=M crosoft.Jet. OLEDB. 4. 0; " _
7 + "Data Source=D:\Products. ndb"
8 sql Str="SELECT Productld, ProductNane, Price, |nagePath " _
9 + "FROM Products WHERE Price>45.00 ORDER BY Price"
10. nyConn= New O eDbConnecti on(connStr)
11. nyConn. Open()
12.  nyd eDbAdapter =New O eDbDat aAdapt er (sql Str, myConn)
13. nyd eDbAdapter. Fill (myDat aSet, "dt Products")
14. repeaterl. Dat aSour ce=nmyDat aSet . Tabl es("dt Products")
15. repeaterl. Dat aBi nd()
16. End Sub
NorTe

To try the examples in the remainder of this chapter, you will need to do
the following:
1. Copy the Products.mdb in your hard drive. In each sample pro-
gram, locate the bindListControl subprocedure (shown in Figure
3.67), and adjust its line number 7 to specify your drive. For
example, if you have loaded Products.mdb in your C drive, then
change line number 7 of the bindListControl procedure to Data
Source=C:\Products.mdb.

2. Copy the image files from Chapter3/Images directory of the
CD and paste them in the Images subdirectory of your virtual
directory.
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Actually, the preceding code is not difficult to understand. First we have
defined the necessary object variables to connect to a database. In lines 6 and 7,
we have provided the information about the driver to be used, and the location
of the database. A SQL statement is constructed in lines 8 and 9. We have instan-
tiated the connection object in line 10, and opened the connection in line 11. An
OleDbDataAdapter object was instantiated using the SQL string and connection
string. The dtProducts data table of the myDataSet data set is populated in line 14.
Then we set the DataSource property of a repeater control to the dtProducts.
Finally, in line 15, we have bound the repeater to its data source. We will be using
similar logic in each of our ListControl examples with minor variations in the
SQL statement.

Using the Repeater Server Control

The Repeater is essentially a template-driven data-bound list. The Repeater control
allows fragments of html tags inside the templates. For example, we may start a
<table> in the Header template and end the table (</table>) in the Foofer tem-
plate, if necessary. The control binds its Item collection to the its DataSource. We
may use the Item Command event to process events that are raised from the tem-
plates of the control.

We may specify the following templates for a Repeater control:

» Item Template Specifies the Dataltem fields to be displayed, and the
layout (required).

= AlternatingltemTemplate Defines the layout of the zero-based odd
indexed items (optional).

= SeparatorTemplate In this template, we can specify the separator such
as <hr> or <br> between repeating items (optional).

» HeaderTemplate Specifies the header of the list (optional).
=  FooterTemplate Specifies the footer of the list (optional).
We will provide two examples to illustrate the behavior of a repeater control.
In the first example, we will display our product information using a repeater

control. In the second example, we will illustrate how to capture an event from a
control residing inside a repeater control (known as Event Bubbling).

Displaying Data in a Repeater Control

Suppose that we want to display our products data for the products that cost more
than $45.00. The expected display for this application is shown in Figure 3.68.The
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code for this application is shown in Figure 3.69 and is also available in the accom-
panying CD in a file named Repeaterl.aspx.

Figure 3.68 Displaying Data in a Repeater Control
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In this application we have defined three templates for our repeater. The
Header template starts an HTML table with a <table> tag. The Footer template
completes the table with a </table> tag. The ItemIemplate contains the table cells
to house the data values. We will extract data from the Products table from the
Products.mdb database. First we will populate a data set object, and then we will
bind the repeater to this data set. Detailed code for populating the data set and
binding the repeater is shown in Figure 3.69.

Figure 3.69 Repeater1.aspx

<! — Chapt er 3/ Repeat er 1. aspx —

<%@ | nport Nanmespace="System Data" %
<% | nport Namespace="System Data. d eDb" %
<ht m ><head></ head>
<script |anguage="VB" Debug="true" runat="server">
Sub Page_Load(src As Object, e As EventArgs)
If Not |sPostBack
bi ndLi st Cont r ol
End |f
End Sub
Sub bi ndLi st Control ()
Di m nyConn As O eDbConnecti on

Continued
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Figure 3.69 Continued

Di m nyQ eDbAdapt er As O eDbDat aAdapt er

Dim connStr, sqglStr As String

Di m nyDat aSet As New Dat aset

connStr="Provi der=M crosoft.Jet. OLEDB. 4. 0; "
+ "Data Source=D:\Products. ndb"

sql Str="SELECT Productld, ProductNanme, Price, |nmagePath "
+ "FROM Products WHERE Price>45.00 ORDER BY Price"

myConn= New O eDbConnection(connStr)

nmyConn. Open()

myd eDbAdapt er =New O eDbDat aAdapt er (sql St r, nyConn)

myd eDbAdapt er. Fi | | (nyDat aSet, "dt Product s")

r epeat er 1. Dat aSour ce=nyDat aSet . Tabl es(" dt Product s")
repeat er 1. Dat aBi nd()
End Sub
</ script>
<body><h2><cent er >Cat hy' s E- Shop</ h2>
<asp: Repeater id="repeaterl" runat="server" >
<Header Tenpl at e><t abl e></ Header Tenpl at e>
<l tenTenpl at e><tr>
<t d><asp: | mage hei ght =100 wi dt h=100
Ing src='<% Container.Datalten("IlnagePath") %'
runat ="server"/>
</td>
<t d>Product |D:
<%t Container.Datalten("Productld")%<br>
Description: <b><i>
<%t Contai ner. Datal t em( " Product Nanme") %</ b><i ><br >
<b>Unit Price:
<%t Format Currency(Container.Datalten("Price"))%</b><br>
</[td></tr>
</1tenTenpl at e>
<Foot er Tenpl at e>

</t abl e>
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Figure 3.69 Continued

</ Foot er Tenpl at e>
</ asp: Repeat er >

</ cent er ></ body></ ht m >

Once a data table has been populated, only two statements are required to
bind a repeater. We need to set its DataSource property to the appropriate data
table, and then we can apply its DataBind() method to accomplish the job. These
two statements are as follows:

r epeat er 1. Dat aSour ce=nyDat aSet . Tabl es(" dt Product s"). Def aul t Vi ew
repeat er 1. Dat aBi nd()

We know that the dtProducts table of our data set will contain columns like
Productld, ProductName, etc. Our objective is to develop an ItemTemplate where
we want to specify which column should be shown in what format. For each
row of the table in the data set, the repeater will employ this template to display
the data. A typical way to display a desired field 1s to use the <%# Container
.Dataltem(“columnName”)%> syntax. For example, the following Item Template will
display the Productld in a cell of a table (assuming that the <table> tag has been
specified in the HeaderTemplate):

<l tenfTenpl at e>
<tr><td><%t Container.Datalten{"Productld") %
</td></tr>

</1tenmTenpl at e>
Similarly, as shown in the following statement, an Img control can also be
specified to render an image:

I mg src='<%t Container.Dataltenm"lmagePath") %'

Using Event Bubbling and Capturing
Events in a Repeater Control

You can use the Repeatercontrol to accomplish much more than just displaying
data. In its templates, we may insert other controls. In this example, we will place
an asp:Button control in the ItemTemplate of our repeater. As shown in Figure
3.70, the repeater will display a button for every record in its data source. We may
capture the click event of this button and perform appropriate processing. In this
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example, we will just display the selected Productld. Would it not be an excellent
way to enable the users to select items in a shopping cart application? On each
selection, we could have written the selected data in a database.

Figure 3.70 Event Bubbling in a Repeater Control
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The complete code for this application is shown in Figure 3.71 (and is also
available in a file named Repeater2.aspx, in the accompanying CD). A repeater is
essentially a container control. When we defined the repeater, we set its
OnltemSelection attribute to a function named “showSelection” as tollows:

<asp: Repeater id=repeaterl OnltemConmand="showSel ecti on" runat="server">

Whenever a child control in a repeater raises an event, it will report it to its
parent, the repeater. The repeater will fire the showSelection function. This phe-
nomenon of a child reporting an event to its parent is known as Event Bubbling. A
Repeater (or any such parent) may receive events from many embedded child con-
trols; hence, it may not clearly identify which of the children raised the event.
Therefore, the child needs to pass certain information about itself when reporting
an event. This is accomplished by the second parameter of the event procedure.
The second parameter is defined as e As RepeaterCommandEventArgs. Naturally, the
parameter e will be of a RepeaterCommandEventArgs object type (data type), and
its CommandSource will identify the child raising the event. Similar event bubbling
1s employed in many cases where a parent control contains child controls. That is
how, as shown in the following code excerpt, we are displaying the value of the
Productld in our message:

Sub showSel ection(s As (bject, e As Repeater CoomandEvent Ar gs)

| bl Message. Text ="You have sel ected ProductID : "

www.syngress.com



ASP Server Controls * Chapter 3

+ e. CommandSour ce. Text
End Sub

But, wait a minute! How did we get the Productld value displayed on a button
anyway? Well, that is actually very easy. As shown in the following code excerpt,
the button was placed inside the ItemTemplate, and we set its text property to the
“<%# Container.Dataltem(“Productld”)%>".
<l t enTenpl at e><tr >

<t d>Pr oduct ID:
<asp: Button text=<%t Container.Datalten("Productld")%
runat ="server"/>

</ItnpTenpl ate

The remainder of the code is self-explanatory.

Figure 3.71 Repeater2.aspx

<! — Chapt er 3/ Repeat er 2. aspx —
<%@ | nport Nanmespace="System Dat a" %
<%@ | rport Namespace="System Dat a. O eDb" %
<ht m ><head></ head>
<script |anguage="VB" Debug="true" runat="server">
Sub Page_Load(src As Object, e As EventArgs)
If Not |sPostBack Then
bi ndLi st Cont r ol
End |f
End Sub
Sub bi ndLi st Control ()
Di m myConn As O eDbConnecti on
Di m nyd eDbAdapt er As O eDbDat aAdapt er
Dim connStr, sql Str As String
Di m nyDat aSet As New Dat aset
connStr="Provi der=M crosoft.Jet. OLEDB. 4.0; "
+ "Data Source=D:\Products. ndb"
sql Str="SELECT Productld, ProductNanme, Price, |magePath "
+ "FROM Products WHERE Price>79. 00 ORDER BY Price"
myConn= New O eDbConnection(connStr)

Continued
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Figure 3.71 Continued
nmyConn. Open()
myd eDbAdapt er =New O eDbDat aAdapt er (sql St r, nyConn)
myd eDbAdapter. Fi | | (nyDat aSet, "dt Product s")
repeat er 1. Dat aSour ce=nyDat aSet . Tabl es("dt Product s")

repeat er 1. Dat aBi nd()
End Sub
Sub showSel ection(s As (bject, e As Repeat er CoomandEvent Ar gs)
| bl Message. Text =" You have sel ected ProductID : "
+ e. CommandSour ce. Text
' Sone references convert the ComrandSource object to a button object
' first as shown below. It is not necessary though.
' CType(e. CommandSour ce, Button). Text
End Sub
</script>
<body><f orm runat= "server"><center>
<asp: Repeater id=repeaterl OnltemConmmand="showSel ecti on" runat="server">
<Header Tenpl at e><t abl e></ Header Tenpl at e>
<l tenTenpl at e><tr>
<t d><asp: | nrage hei ght =100 wi dt h=100
I mg src=' <%t Container.Dataltenm("lmgePath") %' runat="server"/>
</td><td> Product |D:
<asp: Button text=<%t Container.Datalten("Productld")%
runat ="server"/> <br>Description: <b><i>
<%t Contai ner. Datalten("Product Nane") %</ b></i ><br>
<b>Unit Price:
<%t Format Currency(Container.Datalten("Price"))%</b><br>
<td></tr>
</ItenTenpl at e>
<Foot er Tenpl at e></t abl e></ Foot er Tenpl at e>
</ asp: Repeat er >
<asp: Label id=l bl Message runat="server" ForeCol or="Brown"
Font - Si ze="14pt" Font - Wi ght ="700" Font-Nane="Ari al Bl ack, Arial">
</ asp: Label ></cent er >

</ f ornp</ body></htm >
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Using the DataList Control

The DataList control is similar to the Repeater control. However, it has some addi-
tional properties and templates that you can use to display its data in a diverse
tashion. The Repeater control does not have any built-in layout or style. We are
forced to specify all formatting-related HTML elements and style tags. On the
other hand, a DataList control provides more flexibility to display data in a
desired layout. It also provides data selection and editing capabilities. How does it
do it? Well, in addition to the five templates that a repeater has, the DataList con-
trol has two more templates: SelectedItemTemplate, and EditltemTemplate. These
templates are useful for allowing data selection and data editing functionalities.
Furthermore, the RepeatDirection and RepeatColumns properties of a DataList con-
trol can be exploited to lay out the data in horizontal or vertical fashions.

In this section, we will present two examples. The first example will illustrate
the use of the RepeatDirection and RepeatColumns properties. The second example
will demonstrate how to enable the user to select a particular data being displayed
using a DatalList.

Using RepeatDirection and RepeatColumn
Properties of a DataList

In this example, our objective is to display the product’s data in a fashion as
shown in Figure 3.72. A data table in a data set is essentially a relational database-
like table in the computer’s cache. It has rows (records) and columns (fields) of
data extracted from the database. When we bind a ListControl to a data table, each
record of the data table becomes an Item in the IfemList collection of the
ListControl. In this particular example, we want to display three of these Ifems in
each row of our display (horizontally). This is why we have defined the
DataControl as follows:

<asp: Dat aLi st id="dataList1" border=0

Repeat Di recti on="Hori zontal " Repeat Col ums="3" runat="server">

The remainder of the code for this application, as shown in Figure 3.73, is
straightforward. The code is also available in a file named DataList1.aspx in the
accompanying CD.
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Figure 3.72 Displaying Data Using RepeatDirection and
RepeatColumn Properties
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Figure 3.73 Listing of DataList1.aspx

<! — Chapt er 3\ Dat aLi st 1. aspx —
<%@ | nport Namespace="System Data" %
<% | nport Nanmespace="System Data. A eDb" %
<ht m ><head></ head>
<script |anguage="VB" Debug="true" runat="server">
Sub Page_Load(src As Ohject, e As EventArgs)
If Not |sPostBack Then
bi ndLi st Cont r ol
End |f
End Sub
Sub bi ndLi st Control ()
Di m nyConn As O eDbConnecti on
Di m nyd eDbAdapt er As O eDbDat aAdapt er
Dim connStr, sqglStr As String
Di m nyDat aSet As New Dat aset
connStr="Provi der =M crosoft. Jet. OLEDB. 4. 0; Dat a Sour ce=D: \ Products. ndb"
sql Str="SELECT Productld, ProductNanme, Price, |nmagePath "
+ "FROM Products ORDER BY Price"
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Figure 3.73 Continued

myConn= New O eDbConnection(connStr)
myConn. Open()
nmyO eDbAdapt er =New O eDbDat aAdapt er (sql Str, myConn)
myQd eDbAdapt er. Fi | | (nyDat aSet, "dt Product s")
dat aLi st 1. Dat aSour ce=mnyDat aSet . Tabl es(" dt Product s")
dat aLi st 1. Dat aBi nd()
End Sub
</script>
<body bgcol or ="white">
<asp: DataLi st id="dataList1" border=0
Repeat Di recti on="Hori zontal " Repeat Col utms="3" runat="server">
<l temTenpl at e><t abl e><tr>
<td> <asp:Inage hei ght=80 w dth=80
| mgeURL="' <%t Cont ai ner. Dataltem("| magePat h") %'
runat ="server" />
</ftd></tr><tr>
<td> Product |D:
<%t Contai ner. Datalten("Productld")%<br>
Descri ption: <b><i ><%t Cont ai ner. Dat al t en(" Pr oduct Nane") %
</ b></i><br><b>Unit Price: $
<%t Container.Datalten("Price")%</b><br>
</td></tr></tabl e>
</ItenTenpl at e>
</ asp: Dat aLi st ></ body></ ht m >

Capturing Selected Items in a DataList Control

In this example, we will use a DataList control to display the product names in a
tabular fashion. Within the DataList control, the product names are displayed
using link buttons. The output of this application is shown in Figure 3.74. Once
the user selects a particular product name, our objective is to display the name of
the selected product. We will also display the index number of the selected item.
What index number? Well, you already know that when a ListControl is bound to
a data table, all rows of the table are included as Ifems in the ItemList collection of
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the ListControl. The first such Ifem will have an index value of 0, the second item
will have an index value of 1, and so on...! It is the value of that index which we
will display.

Figure 3.74 Capturing Selected Items in a DatalList Control
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The definition of the DataList is itself very simple. We have included the
OnltemCommand attribute of the DataList to the showSelection procedure, as follows:

<asp: DataLi st id="datalList1l" gridlines="both" cell paddi ng="10"
Repeat Col ums="3" RepeatDirection="Horizontal "
onl t enCommand="showSel ecti on"

runat ="server">

Subsequently, we have embedded a LinkButton control in the ItemTemplate of
the DataList. On the click event of this LinkButton, it will send the ProductName
as the CommandArgument to the showSelection function. These are accomplished as
follows:

<ItenTenpl at e>:
<asp: Li nkButton id="nyLi nkBt ns"
text =" <%t Container.Datalten( "ProductName" )%
ConmandAr gunent =' <% Cont ai ner. Datalten{ "ProductNane" )%’
runat ="server"/>

</ItemnmTenpl at e>

In the showSelection procedure, we are simply displaying the desired informa-
tion as shown in the following code excerpt:
Sub showSel ection(s As (bject, e As Datali st ComandEvent Ar gs)
I bl Sel ect edl ndex. Text ="Selected Index is: " + "&nbsp;" + _
e.ltemlten ndex.toString()

| bl Sel ect edPr oduct Nanme. Text =" You have selected " + e. CommandAr gunent
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The complete code for this application is shown in Figure 3.75 (and is also
available in a file named DataList2.aspx in the accompanying CD).

Figure 3.75 Datalist2.aspx

<! — Chapt er 3\ Dat aLi st 2. aspx —
<%@ | rport Nanmespace="System Data" %
<%@ | nport Namespace="System Data. d eDb" %
<ht m ><head></ head>
<script |anguage="VB" Debug="true" runat="server">
Sub Page_Load(src As Object, e As EventArgs)
If Not |sPostBack Then
bi ndLi st Cont r ol
End |f
End Sub
Sub bi ndLi st Control ()
Di m nyConn As O eDbConnecti on
Di m nyd eDbAdapt er As O eDbDat aAdapt er
Dim connStr, sqglStr As String
Di m nyDat aSet As New Dat aSet
connStr="Provi der=M crosoft.Jet. OLEDB. 4. 0; Dat a Sour ce=D: \ Pr oduct s. ndb"
sql Str="SELECT Productld, ProductNane, Price " _
+ " FROM Products WHERE Price > 40 ORDER BY Price"
myConn= New O eDbConnecti on(connStr)
nmy Conn. Open()
nmy O eDbAdapt er =New O eDbDat aAdapt er (sql St r, myConn)
myd eDbAdapt er. Fi | | (nyDat aSet, "dt Product s")
dat aLi st 1. Dat aSour ce=nyDat aSet . Tabl es(" dt Product s")
dat aLi st 1. Dat aBi nd()
myConn. Cl ose()

End Sub
Sub showSel ection(s As (bject, e As Datali st CoomandEvent Ar gs)
I bl Sel ect edl ndex. Text ="Selected Index is: " + "&nbsp;" + _

e.ltemltem ndex.toString()
| bl Sel ect edPr oduct Nane. Text =" You have selected " + e. ComuandAr gunent
End Sub

Continued
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Figure 3.75 Continued

</script>
<f orm runat ="server">
<asp: DatalLi st id="dataList1" gridlines="both" cell paddi ng="10"
Repeat Col ums="3" RepeatDirecti on="Horizontal "
onl t enCommrand="showSel ecti on"
runat ="server">
<ItenTenpl at e><asp: Li nkButton i d="myLi nkBt ns"
text ="' <%t Container.Datalten( "ProductName" )%
CommandAr gunent =' <%t Cont ai ner. Dat al ten{ "Product Name" ) %'
runat ="server"/>
</ItenmTenpl at e>
</ asp: Dat alLi st >
<asp: Label id="IDbl Sel ect edPr oduct Name" runat="server" ForeCol or="Brown"
Font-Si ze="12pt" Font - Wi ght ="500" Font-Nane="Arial Bl ack, Arial"/>
<br >
<asp: Label id="IDbl Sel ect edl ndex" runat="server" ForeCol or="Brown"
Font-Si ze="12pt" Font - Wi ght ="500" Font-Nane="Arial Bl ack, Arial"/>
</fornp</htnl >

Using the DataGrid Control

The DataGrid Control happens to be the most versatile and powerful member of
the data-bound control family. In addition to the functionalities oftered by a
DataList, the DataGrid control ofters sorting and paging capabilities. We can
employ its <AllowSorting> property to dynamically sort and re-display data on
selection of a column header. In case of very large data source, we can use its
<Allow Paging> property to display a selected page of data.

Essentially, a DataGrid control can be used to display bound data in tab-
ular format. Each record in the data source is displayed as a row in the grid. By
default, the data grid maps each field of the data source as a column in the grid.
Obviously, we may override the default value of its AutoGenerateColumn property
to display selected columns in a particular order. In this section, we will present
five examples to demonstrate various features of a DataGrid.
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Displaying Data in a DataGrid Control
Using Default Column Mapping

In this example, we will use the default layout of a data grid to display the bound
data. The expected output of this example is shown in Figure 3.76. Exactly like a
Repeater, or a DataList control, the DataGrid control also requires binding to an
appropriate data source. Besides the binding chore, the specification of the data
grid, particularly in this example, is extremely simple as follows:

<asp: DataGid id="dataGidl" runat="server" />

Figure 3.76 Displaying Data in a DataGrid Control
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The complete listing of the application is shown in Figure 3.77.The code is
also available in the accompanying CD in the file named DataGrid1.aspx.

Figure 3.77 DataGrid1.aspx

<!l —Chapter 3/ DataGi dl. aspx —
<%@ | nport Namespace="System Data" %
<%@ | nport Nanmespace="System Data. d eDb" %
<ht m ><head></ head>
<script |anguage="VB" Debug="true" runat="server">
Sub Page_Load(Source As Object, E As Event Args)
I f Not |sPostBack Then
bi ndLi st Contr ol
End |f
End Sub
Sub bi ndLi st Control ()
Di m nyConn As O eDbConnecti on

Continued
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Figure 3.77 Continued

Di m nyQ eDbAdapt er As O eDbDat aAdapt er
Dim connStr, sqglStr As String
Di m nyDat aSet As New Dat aset
connStr="Provi der =M crosoft.Jet. OLEDB. 4. 0; Dat a Sour ce=D: \ Products. ndb"
sql Str="SELECT Productld, ProductNanme, Price " _
+ "FROM Products WHERE Price > 40 ORDER BY Price"
myConn= New O eDbConnection(connStr)
myConn. Open()
nmy O eDbAdapt er =New O eDbDat aAdapt er (sql Str, myConn)
myQd eDbAdapter. Fi | | (nyDat aSet, "dt Products")
Dat aGri d1. Dat aSour ce=nyDat aSet . Tabl es("dt Product s")
Dat aGri d1. Dat aBi nd()
myConn. Cl ose()
End Sub

</ script>

<body bgcol or="white">
<asp:DataGid id="dataGidl" runat="server" />
</ cent er ></ body></ ht m >

Displaying Formatted Data with Styles

In this example, we will illustrate how to format and style the contents of a
DataGrid. We will also demonstrate how to lay out the columns in a different
order other than the original order of the columns in the data source. The run-
time view of the application is shown in Figure 3.78.The complete code is
shown in Figure 3.79. Please notice that our SQL statement for the data extrac-
tion procedure is “SELECT ProductID, ProductName, Pricc FROM Products
WHERE Price > 40 ORDER BY Price”. That means the data table “‘dtProducts”
will contain three columns exactly in that order. However, the sequence of the
columns displayed in the data grid is Productld, Price and ProductName.
Furthermore, we have formatted the Price field. We have also changed the cap-
tions in the column headings.
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Figure 3.78 Displaying Formatted Data with Styles
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First, we have to set the AutoGenerateColumn property to False to sup-
press the automatic generation of the columns in the DataGrid. The DataGrid
has a <Column> collection property. Inside the <Column> tag, we can
include the column names of the desired columns using the <BoundColumn>
property. We do not have to necessarily include all of the columns, and we can
list the columns in the desired order. The necessary formatting instructions for a
column can be specified inside the <BoundColumn> tag. We can also include
the <ItemStyle> property of a <BoundColumn> object to specify the align-
ment of the text. For example, we have formatted the Price column as follows:

<asp: BoundCol utm Header Text="Unit Price" DataField="price"
Dat aFormat String="{0:c}">
<ItentStyle Horizontal Align="Right"/>

</ asp: BoundCol utm>

We have used the <HeaderStyle> property to define the look of the header.
Finally, the <AlternatingltemStyle> property has been used to display the rows in
alternating background colors. The complete code for this application is shown in
Figure 3.79 and can be found on the CD that accompanies this book in the file
named DataGrid2.aspx.

Figure 3.79 DataGrid2.aspx

<! —Chapter 3/ DataGi d2. aspx —

<% | nport Namespace="System Data" %

<%@ | rport Namespace="System Data. d eDb" %
<ht m ><head></ head>

<script |anguage="VB" Debug="true" runat="server">

Continued
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Figure 3.79 Continued

Sub Page_Load(Source As Object, E As Event Args)
If Not |sPostBack Then
bi ndLi st Cont r ol
End |f
End Sub
Sub bi ndLi st Control ()
Di m nyConn As O eDbConnecti on
Di m nyd eDbAdapt er As O eDbDat aAdapt er
Di m nyDat aSet As New Dat aSet
Dim connStr, sqlStr As String
connStr="Provi der=M crosoft.Jet. OLEDB. 4. 0; Dat a Sour ce=D: \ Pr oduct s. ndb"
sql Str="SELECT Productld, ProductNane, Price "
+ " FROM Products WHERE Price > 40 ORDER BY Price"
nmyConn= New O eDbConnection(connStr)
my Conn. Open()
nyd eDbAdapt er =New O eDbDat aAdapt er (sql Str, myConn)
nmyd eDbAdapt er. Fi | | (myDat aSet , " dt Product s")
Dat aGri d1. Dat aSour ce=nyDat aSet . Tabl es("dt Product s")
Dat aGri d1. Dat aBi nd()
nmyConn. C ose()
End Sub
</script>
<asp: DataGid runat="server" id="DataGidl" AutoCenerateColums="fal se"
W dt h="75% BackCol or="Whi te" Border Wdth="1px" Border Styl e="Solid"
Cel | Paddi ng="2" Cel | Spaci ng="0" Bor der Col or =" Sal non"
Font - Nane="Ver dana" Font-Si ze="8pt">
<Header Styl e Font-Si ze="8" Font-Names="Arial" Font-Bol d="True"
BackCol or ="Yel | ow' Horizontal Align="center">
</ Header Styl e>
<Col utms>
<asp: BoundCol uimm Header Text =" Product | D' DataFi el d="Product|d" >
<ItentStyle Horizontal Align="Right"/>

</ asp: BoundCol umm>
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Figure 3.79 Continued

<asp: BoundCol utm Header Text="Unit Price" DataField="price"
Dat aFormat St ri ng="{0: c}">
<ItenStyl e Horizontal Align="Ri ght"/>
</ asp: BoundCol utm>
<asp: BoundCol umm Header Text ="Descri pti on" Dat aFi el d="Product Nane" >
<ltenfBtyle Wdth="130"/>
</ asp: BoundCol utm>
</ Col ums>
<Al ternatingltensttyl e BackCol or ="Bei ge"/ >
</ asp: DataGi d>

</ cent er ></ body></ ht n >

Sorting DataGrid

Yes, on click of any of the column headers, we can dynamically sort the records
of a data grid. However, please bear in mind that the DataGrid itself does not
provide the sorting algorithm. It rather provides a mechanism to enable us to call
a sorting routine. Fortunately, in our example (as shown in Figure 3.80), we do
not need to implement a sorting algorithm ourselves. We have used the SQL
ORDER BY clause to automatically sort the retrieved data.

Figure 3.80 Sorting Data in a DataGrid Control
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The code for this application is shown in Figure 3.81.The code is also avail-
able on the CD that accompanies this book in the file named DataGrid3.aspx.
On the click event of a column header, our intention is to exploit the SQL’s
ORDER BY clause to perform the sorting. This forces us to recreate the data set
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and subsequently to rebind the data grid. Please observe that we have designed
the bindDataGrid routine slightly differently from the similar procedures in our
previous examples. We included an optional parameter to this procedure so that
we can pass a column name when we call this routine. This subprocedure will
then extract the data from the database in the ascending order of the passed
column. In the DataGrid tag, we have specified its AllowSorting property to be true.
We have also set its OnSortCommand to a subprocedure named sortGrid. On the
click event of any of the column header, the sortGrid subprocedure will be called.

Figure 3.81 DataGrid3.aspx

<! — Chapter 3/ Dat aGi d3. aspx —
<% Page Language="VB" Debug="true" %
<%@ | nport Namespace="System Data" %
<%@ | nport Nanmespace="System Data. d eDb" %
<script |anguage="VB" Debug="true" runat="server">
Sub Page_Load(Source As Object, E As Event Args)
If Not |sPostBack Then
bi ndDat aGri d
End If
End Sub
Sub bi ndDat aGri d(Optional sortField As String="Productld")
Di m nyConn As O eDbConnecti on
Di m nyQ eDbAdapt er As O eDbDat aAdapt er
Dim connStr, sql Str As String
Di m nyDat aSet As New Dat aset
connStr="Provi der =M crosoft.Jet. OLEDB. 4. 0; Dat a Sour ce=D:\ Products. ndb"
sql Str="SELECT Productld, ProductNarme, Price "

+ " FROM Products WHERE Price > 40 ORDER BY " +
sortField

nmyConn= New O eDbConnecti on(connStr)

myConn. Open()

myd eDbAdapt er =New O eDbDat aAdapt er (sql St r, nyConn)
nmyO eDbAdapt er. Fi | | (nyDat aSet, "dt Product s")

dat aGi d1. Dat aSour ce=nyDat aSet . Tabl es(" dt Products")
dat aGi d1. Dat aBi nd()

Continued
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Figure 3.81 Continued

myConn. Cl ose()
End Sub
Sub sortGid(s As hject, e As DataGidSort ConmandEvent Ar gs)
bi ndDat aGri d( e. sort Expressi on)
End Sub
</ scri pt>
<ht m ><head></ head><body><f or m runat =" ser ver" ><cent er >
<h4>Cick a columm heading to sort</h4>
<asp: DataGid runat="server" id="dataGidl"
Aut oCener at eCol urms="t r ue"
Al l owSorting="true"
OnSor t Command="sort Gi d"
W dt h="75%
BackCol or =" Wi t e"
Bor der W dt h="1px" Border Styl e="Sol i d"
Cel | Paddi ng="2" Cel | Spaci ng="0"
Bor der Col or =" Sal non"
Font - Nane="Ver dana" Font-Si ze="8pt">
<Header Styl e Font-Si ze="8" Font-Nanes="Arial"
Font - Bol d="True" BackCol or="Yel | ow"'
Hori zontal Ali gn="center">
</ Header Styl e>
<Alternatingltenttyl e BackCol or="Bei ge"/ >
</ asp: Dat aGi d>

</ cent er ></f or n></ body></ ht nl >

NoTE

If needed, we may also use the Sort method of a DataView object to sort
the columns of the underlying data table. In this case we may use the
following types of code:

Di m nyDat aVi ew As Dat aVi ew
nmyDat aVi ew=nyDat aSet . Tabl es(" dt Products"). Def aul t Vi ew

151
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myDat aVi ew. Sort =sort Fi el d
dat aGi d1. Dat aSour ce=nyDat aVi ew
dat aGri d1. Dat aBi nd()

Providing Paging in DataGrid

In case of a large data table, we may want to provide paging capability to the
user. We may implement the paging functionality in many different ways. In this
context, we will present two examples. First, we will illustrate how to provide a
pair of VCR style icons to enable the user to navigate to the previous or the next
page of the data displayed in a data grid. Later, we will present an example that
will show how to enable the user to navigate to a particular desired page.

Using Previous Page and Next Page Icons

The run-time view of this application is shown Figure 3.82.To accomplish the
paging, we have set the following properties of the data grid:

»  AllowPaging="“true”

= PageSize="“5"

»  PagerStyle-HorizontalAlign="“Center”
»  OnPagelndexChanged="doPaging”

Figure 3.82 Using VCR Style Icons for Page Navigation
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The data grid automatically generates the previous page and next page icons.
When any one of these icons is clicked, the doPaging subprocedure is triggered.
The click event passes a DataGridPageChanged EventArgs parameter to the sub-
procedure. In the doPaging procedure we have set the currentPagelndex property of
the data grid to the newPagelndex property of this parameter. Then we issued a
call to the bindDataGrid procedure as shown in the following code excerpt. The
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complete code for this application is shown in Figure 3.83 and can be found on
the CD that accompanies this book in the file named DataGrid4.aspx.
Sub doPagi ng(s As hject, e As DataG i dPageChangedEvent Args)
dat aG i d1. Curr ent Pagel ndex=e. NewPagel ndex
bi ndDat aG'i d
End Sub

Figure 3.83 DataGrid4.aspx

<! — Chapter 3/ DataGi d4. aspx —
<% Page Language="VB" Debug="true" %
<%@ | nport Namespace="System Data" %
<%@ | nport Nanmespace="System Data. d eDb" %
<script |anguage="VB" Debug="true" runat="server">
Sub Page_Load(Source As Object, E As Event Args)
If Not |sPostBack Then
bi ndDat aG'i d
End |f
End Sub
Sub bi ndDat aGri d
Di m nyConn As O eDbConnecti on
Di m nyQ eDbAdapt er As O eDbDat aAdapt er
Dim connStr, sql Str As String
Di m nyDat aSet As New Dat aset
connStr="Provi der =M crosoft.Jet. OLEDB. 4. 0;
+ "Data Source=D:\Products. nmib"
sql Str="SELECT Productld, ProductNanme, Price " _
+ "FROM Products ORDER BY Product!|d"
myConn= New O eDbConnection(connStr)
myConn. Open()
myd eDbAdapt er =New O eDbDat aAdapt er (sql St r, nyConn)
myd eDbAdapt er. Fi | | (nyDat aSet, "dt Product s")
dat aGi d1. Dat aSour ce=nyDat aSet . Tabl es( " dt Products")
dat aGri d1. Dat aBi nd()
myConn. C ose()

Continued
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Figure 3.83 Continued

End Sub
Sub doPagi ng(s As Ohject, e As DataG i dPageChangedEvent Args)

dat aGi d1. Cur r ent Pagel ndex=e. NewPagel ndex
bi ndDat aGri d

End Sub
</ scri pt>
<ht M ><head></ head><f orm runat ="server">

<asp: DataGid runat="server" id="dataGidl" AutoCenerateColums="true"

Al | owPagi ng="true" PageSi ze="5" Pager Styl e-Hori zontal Ali gn="Center"

OnPagel ndexChanged="doPagi ng" BackCol or="Whi te" Border W dt h="1px"

Bor der Styl e="Sol i d* W dt h="100% Bor der Col or =" Sal non"

Cel | Paddi ng="2" Cel | Spaci ng="0" Font - Name="Ver dana" Font-Si ze="8pt">

<Header Styl e Font-Si ze="8" Font-Nanes="Arial" Font-Bol d="True"
BackCol or ="Yel | ow' Horizontal Align="center">

</ Header St yl e>

<Al ternatingltensttyl e BackCol or="Bei ge"/>

</ asp: Dat aGi d>

</ center></fornmp</htm >

NoTE

Every time we navigate to a different page, the entire data table is popu-
lated again, even we if are viewing only five records. Thus, for a very
large data table, the speed of execution will slow down significantly. In
that case, an alternative technique would involve keeping track of the
page numbers programmatically. That can be accomplished by operating
on the underlying data table’s rows in the cache. We may also employ a
Parameterized Stored Procedure to alleviate this problem.

Navigating to a Selected Page

In our previous example, we could only move to the previous or next page. We
can sure do better than that! We can display a list of page numbers, and the user
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can click any one of these page numbers to move to the desired page. In this
example we will illustrate how to accomplish this objective. The run-time view
of the application is shown in Figure 3.84.The code for the application is shown
in Figure 3.85 and can be found on the CD that accompanies this book in the
file named DataGrid5.aspx. There is actually nothing much new in the code,
except that we have set several paging related properties as follows:

Al I owPagi ng="true" PageSi ze="5" Pager Styl e- Mode="Nuneri cPages"
Pager Styl e- Hori zont al Al i gn="Center" OnPagel ndexChanged="doPagi ng"

Figure 3.84 Paging in a DataGrid Control
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Figure 3.85 DataGrid5.aspx

<! — Chapter 3/ DataGi d5. aspx —
<%@ Page Language="VB" Debug="true" %
<% | rport Nanmespace="System Data" %
<%@ | nport Nanmespace="System Data. d eDb" %
<script |anguage="VB" Debug="true" runat="server">
Sub Page_Load(Source As hject, E As Event Args)
If Not |sPostBack Then
bi ndDat aG'i d
End If
End Sub
Sub bi ndDat aGri d
Di m nyConn As O eDbConnecti on
Di m nyd eDbAdapt er As O eDbDat aAdapt er
Dim connStr, sqlStr As String
Di m nyDat aSet As New Dat aset
connStr="Provi der=M crosoft. Jet. OLEDB. 4. 0;

Continued
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Figure 3.85 Continued

+ "Data Source=D:\Products. ndb"
sql Str="SELECT Productld, ProductName, Price "
+ "FROM Products ORDER BY Product!|d"
myConn= New O eDbConnecti on(connStr)
nmy Conn. Open()
myd eDbAdapt er =New O eDbDat aAdapt er (sql St r, myConn)
myd eDbAdapt er. Fi l | (nyDat aSet, "dt Product s")
dat aGri d1. Dat aSour ce=nyDat aSet . Tabl es(" dt Product s")
dat aGri d1. Dat aBi nd()
myConn. Cl ose()
End Sub
Sub doPagi ng(s As bject, e As DataG i dPageChangedEvent Args)
dat aGi d1. Curr ent Pagel ndex=e. NewPagel ndex
bi ndDat aG'i d
End Sub
</script>
<ht M ><head></ head><f orm runat =" server" >
<asp:DataGid runat="server" id="dataGidl" AutoCenerateColums="true"
Al | owPagi ng="true" PageSi ze="5" Pager Styl e- Mode="Nuneri cPages"
Pager Styl e-Hori zont al Al i gn="Center" OnPagel ndexChanged="doPagi ng"
BackCol or =" Wi t e" Border Wdt h="1px" Border Styl e="Solid"
W dt h="100% Bor der Col or =" Sal non" Cel | Paddi ng="2" Cel | Spaci ng="0"
Font - Nane="Ver dana" Font-Si ze="8pt">
<Header Styl e Font-Si ze="8" Font-Nanes="Arial" Font-Bol d="True"
BackCol or ="Yel | ow' Horizontal Ali gn="center">
</ Header Styl e>
<Al ternatingltenttyl e BackCol or="Bei ge"/>

</ asp: DataGi d>

</center></fornmp</htm >
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Providing Data Editing
Capability in a DataGrid Control

We can enable the user to edit data in a DataGrid or DataList control. Typically,
we accomplish this by employing the OnEditCommand, OnCancel Command, and
OnUpdateCommand properties. If needed, we can also use the OnDeleteCommand
property of a DataGrid control to allow deletion of a selected record. The
OnDeleteCommand property is not available in a DataList. In this example, we will
illustrate how to allow data editing capability to the user. The run-time view of
the application is shown in Figure 3.86.

Figure 3.86 Editing Data in a DataGrid Control
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The code for this application is shown in Figure 3.87.The code is also avail-
able in the CD that accompanies this book in the file named DataGrid6.aspx. We
have a number of major issues to cover here. First, we have used four additional
properties of the DataGrid as shown in the following code excerpt:

Dat aKeyFi el d="Product|d" OnEdi t Conmand="set Edi t Mbde"
OnCancel Command="cancel Edi t" OnUpdat eConmand="updat eDat aBase"

As you can see from the previous code, we have set the OnEditCommand
property to a subprocedure named setEditMode. When we specify such a property,
the data grid automatically places a ButfonList control captioned as “Edit” in the
first column of the displayed table. On the click of this ButtonList, the control
triggers the OnEditCommandEvent and passes a DataGrid CommandEventArgs
parameter to the wired-up event procedure (in this case, to the setEditMode pro-
cedure). In our setEditMode subprocedure, we have simply placed the clicked row
in the edit mode as follows:

Sub setEdi t Mode(s As Object, e As DataG i dCommandEvent Ar gs)
dataGridl. Editltenm ndex= e.ltem Itemnl ndex
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bi ndDat aGri d
End Sub

When the Edit button is clicked, the data grid also displays the Update and
Cancel buttons automatically. Furthermore, the editable columns in the clicked
row (item) are replaced with textboxes. The user can enter appropriate data in
these textboxes and subsequently click the Update or Cancel button.

Second, on the click event of the Update button, we need to update the
database. But how would we know which record in the database to update? This 1s
why we have used the DataKeyField property (in the DataGrid tag) to identify the
Productld field as the key field. Our primary objective is to prepare an appropriate
SQL Update statement like UPDATE Products SET ProductName="givenName’,
Price="givenPric’ WHERE ProductID="selected Productld’.When the Update proce-
dure is triggered, it 1s passed with a DataGrid CommandEnentArgs-type parameter. We
can retrieve the key value of the clicked row as dataGrid1. EditItemIndex=
e Item.ItemIndex.

Getting the value of the key field is not enough. We will also have to know
the new values of the other edited columns. The desired values can be retrieved
using the DataGridCommandEventArgs, too. For example, the ProductName tield
happens to be the second cell of the selected row. The Controls(0) of a given Cell
of an Ifem object contains the value. But the parameter was passed to the routine
as an object. Thus, we need to cast the Controls(0) to a textbox type, so that we
can extract its Text data. The following statement will capture the new data in the
ProductName column and will place it in a string varianble. Once we have done
all these things, it is just a matter of building the necessary SQL string for the
appropriate UPDATE query.

st r PName=( CType(e.ltem Cel |l s(2). Control s(0), Textbox)). Text

An UPDATE query is typically executed by using the ExecuteNonQuery
method of a Command object (to be learned in the database chapter). This is what
we did here. Finally, we need to set the edit-mode off. We have done this with
the dataGrid1.EditltemIndex= —1 statement. Obviously, we do not want the user
to edit the primary key. Therefore, we have set the ReadOnly property of the
ProductID column to Tiue.

ﬁ Figure 3.87 Editing in DataGrid (DataGrid6.aspx)
4

B> <!l —Chapter3/Data&id6. aspx —
<%@ | nport Namespace="System Data" %
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Figure 3.87 Continued

<%@ | nport Nanmespace="System Data. d eDb" %
<script |anguage="VB" Debug="true" runat="server">
Sub Page_Load(Source As Ohject, E As Event Args)
If Not |sPostBack Then
bi ndDat aG'i d
End If
End Sub
Sub bi ndDat aGri d
Di m nyConn As O eDbConnecti on
Di m nyQ eDbAdapt er As O eDbDat aAdapt er
Dim connStr, sqlStr As String
Di m nyDat aSet As New Dat aset
connStr="Provi der=M crosoft.Jet. OLEDB. 4. 0; Data Sour ce=D:\Products. ndb"
sql Str="SELECT Productld, ProductName, Price "
+ " FROM Products WHERE Price > 40 ORDER BY Productl|d"
nyConn= New O eDbConnection(connStr)
nmy Conn. Open()
myd eDbAdapt er =New O eDbDat aAdapt er (sql St r, myConn)
nyQ eDbAdapter. Fi | | (myDat aSet, " dt Products")
dat aGri d1. Dat aSour ce=nyDat aSet . Tabl es(" dt Product s")
dat aGri d1. Dat aBi nd()
nyConn. C ose()
End Sub
Sub set Edit Mode(s As Object, e As DataG i dConmandEvent Ar gs)
dataGidl. Editltem ndex= e.ltem |ten ndex
bi ndDat aG'i d
End Sub
Sub cancel Edit(s As Object, e As DataG i dConmandEvent Ar gs)
dataGidl. Editltem ndex=-1
bi ndDat aG'i d
End Sub
Sub updat eDat abase(s as Object, e As DataG i dComrandEvent Ar gs)
Di m nyConn As O eDbConnecti on

Continued
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Figure 3.87 Continued

Dim connStr, sql Str, strPNanme As String
Di m nyUpdat eCommand As O eDbComrand
DimintPid As I|nteger
Di m dbl Price As Doubl e
' Get the key-value of the clicked row
i nt Pi d=dat aGi d1. Dat aKeys. Iten{e.ltem |tem ndex)
' Cet the new val ue of ProductName
st r PName=( CType(e.ltem Cel | s(2).Control s(0), Textbox)). Text
" Cet the new value of Price
dbl Price=cDbl ((CType(e.ltem Cel I s(3). Control s(0), Textbox)). Text)
" Build the SQL
sql Str="UPDATE Products SET Product Name=' " + strPNane _
+ " ', Price=" + dblPrice.ToString _

+ " WHERE ProductID=" + intPid.ToString
connStr="Provi der=M crosoft. Jet. OLEDB. 4. 0; Dat a Sour ce=D: \ Pr oduct s. ndb"
myConn= New O eDbConnection(connStr)
myConn. Open()
nmyUpdat eCommand=New QO eDbConmand(sql Str, nyConn)

Execute the Update SQ statenment

myUpdat eConmmand. Execut eNonQuery
nmyConn. C ose()
dataGidl. Editltem ndex=-1
Bi ndDat aG'i d
End Sub
</script>
<ht m ><head></ head><f orm runat ="server">
<asp:DataGid id="dataGidl" AutoGenerateCol ums="Fal se"
Dat aKeyFi el d="Product|d" OnEdi t Conmand="set Edi t Mode"
OnCancel Comrand="cancel Edi t" OnUpdat eConmand="updat eDat aBase"
Cel | Paddi ng="2" Font - Nane="Verdana" Font-Size="8pt" runat="server">
<Header Styl e Font-Si ze="8" Font-Nanes="Arial" Font-Bol d="True"
BackCol or ="Yel | ow' Horizontal Al i gn="center" ></ Header Styl e>

<Col umtms>

www.syngress.com
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Figure 3.87 Continued

<asp: Edi t CommandCol um Edit Text ="Edi t"
Updat eText =" Updat e" Cancel Text =" Cancel ">
</ asp: Edi t ConmandCol um>
<asp: BoundCol uim Header Text =" Product | D' Dat aFi el d="Product|d"
ReadOnl y="True" />
<asp: BoundCol utm Header Text =" Descri pti on" Dat aFi el d="Product Nane"/ >
<asp: BoundCol uim Header Text ="Unit Price" DataFiel d="price"
Dat aFormat String="{0:c}" />
</ Col ums>

</ asp: Dat aGi d></forne</htm >

Creating Custom ASP
Server User Controls

We may develop our own server controls by extending an existing control or a
group of controls to provide additional functionalities. As stated earlier, there are
two versions of custom controls: Web User Controls and Web Custom Controls. The
Web User Controls are easy to develop and these are typically stored as ascx files.
The Web Custom Controls require in-depth knowledge of Object Oriented
Programming and CLR.These are stored in compiled form as assemblies.

A user control, if developed correctly, functions like any other controls. It can
be placed inside any other host ASP page (often called the “Consumer” of a con-
trol). In this section we will provide two examples on how to develop and use a
Web User Control. In the first example, we will develop a very simple user control.
In the second example, we will develop a user control that will expose some of
its properties to its host page class.

Creating a Simple Web User Control

Suppose that we want to build the control as shown in Figure 3.88. If a host page
embeds this control, it will automatically display the current time in the server’s
time zone. Once we build this control, we can use it in any subsequent page. We
will provide a step-by-step procedure to build this control.
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Figure 3.88 A Sample User Control

Ther gt in corver lanad e $058HE)

1. Develop the necessary code for the control. The code for this example is
shown in Figure 3.89 and can be found on the CD that accompanies
this book in the file named TimeUserControl.ascx. The code 1is essen-
tially very simple. We are using use a <table> tag with an embedded
<asp:Label> control. In the Page_Load event, we will display the current
time in the label.

Figure 3.89 The Code for the User Control (TimeUserControl.ascx)

<! — Chapt er 3/ Ti meUser Control . ascx —
<tabl e border ="5" cell paddi ng="5" rul es="none"
bgcol or="11ightyel | ow' bordercol or="orange">
<tr valign="m ddl e"><td><h3>The tine in server |land is</h3></td>
<t d><h3><asp: Label id="IDbl DateTi me" runat="server"/></h3></td>
</tr>
</t abl e>
<script Language="vb" runat ="server">
Sub Page_Load(s As (bject, e As Event Args)
If Not Page.|sPostBack Then
" | bl Dat eTi ne. Text =Syst em Dat eTi ne. Now. ToLongTi neStri ng()
| bl Dat eTi me. Text =For mat ( Now, " hh: nm ss")
End |f
End Sub

</script>

2. Save the code with an extension of *.ascx in your virtual directory.

3. Test the User Control: A control cannot be tested unless it is hosted in
an ASPX page. Thus, start a new page, and enter the code shown in
Figure 3.90.The code can be found on the CD that accompanies this
book in the file named TestTimeUserCntroll.aspx. First, a host page
needs to register a user control using the Register directive. The Register
directive has three major attributes. We provide a prefix in the tagprefix
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attribute (it can be any prefix of your choice). Then we need to provide
a name of the registered control in the tagname attribute. Finally, we must
also specify the name of the source code (of the .ascx file) using the Src
attribute. Can you believe that you are done? Go ahead and open the
page in your browser. You will see a page very similar to the one shown
in Figure 3.91.

Figure 3.90 Testing the User Control (TestTimeUserCntrol1.aspx)

<! — Chapt er 3/ Test Ti reUser Control 1. aspx —
<% Regi st er tagprefix ="utol edo" tagnanme="Ti ne"
Src="Ti meUser Control . ascx" %
<ht m ><head></ head><f or m><body>
<b>l am a host page. Suppose that | don't know how to show the tine.
Hence, | will use the TineUserControl. | am using an instance of the
Ti neUser Cont rol bel ow <p>
<utol edo: Ti me runat="server" /><br/>
Now | can do my other work... <b/>

</ body></forne</htm >

Figure 3.91 Using a User Control
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Exposing Properties of a User Control

Obviously, the control developed in our previous example does not do much
more than display the current time. If judiciously designed, a user control can
actually play an extremely crucial role in systems development practice. We can
develop user controls to encapsulate standard business processes. A user control is
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essentially a visual component (almost like ActiveX controls and visual
JavaBeans), except that it is much easier to develop. Once we develop the com-
ponent, it can be plugged in many applications, thereby making it easy for the
tront-end application developers. More importantly, it provides the mechanism to
implement standard business processes and maintain their integrity.

We will illustrate this concept with an example. In this example, we will
encapsulate a simple business rule for computing gross wage. The interesting fea-
ture of this control is that it will pass the result of its computation to the host
page for further processing. It will also accept a title from the host page and dis-
play it within itself. That means we will provide two-way communication
between the control and the host page. The run-time view of the control when
hosted in a page is shown in Figure 3.92.

Figure 3.92 Exposing Properties of a User Control
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Developing the Payroll User Control

The code for this user control is shown in Figure 3.93 and can be found on the
CD that accompanies this book in the file named UserControlPayroll.ascx. As
can be observed in the listing, we have provided number of labels, two textboxes,
and a button in this user control. These are named bl Title, txtH, txtR, and
cmdCompute. In the script, we have provided two properties: Title and grossWage.
The grossWage property is defined as ReadOnly, so the host page will not be able
to change its value. The Title property simply returns the content of the [blTitle.
However, the host page will be able to set its value during the run-time.
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Figure 3.93 UserControlPayroll.ascx

<I'-- AspNet/ User Control s/ User Control Payrol | .ascx -->
<tabl e border='2" bordercol or="bl ue"><tr><td>
Here is a title that is loaded fromthe parent Form <br/>
<asp: Label id="IblTitle" backcol or="yell ow' Hei ght=15 runat="server"/>
<br >How many hours have you worked?
<asp: TextBox id="txtH' rows="1 " w dth="50" runat="server"/></br>
Your Hourly Rate? <asp: TextBox id="txtR' rows="1" w dth="80"
runat ="server"/><br>
<asp: Button id="btnConpute" runat="server" text="Conpute Pay"
oncl i ck="conput ePay"/ >
<p/ ><asp: Label id="1bl PayMsg" runat="server"/>
<asp: Label id="Ibl Pay" runat="server"/><br></tr></td></tabl e>
<script |anguage=vb runat="server">

Public Property Title() As String

Set

I bl Title. Text=val ue
End Set
Cet

return I bl Title. Text
End Get

End Property
Private grWage As Single
Public ReadOnly Property grossWage() As Single
Get
return cSng(l bl Pay. Text)
End Get
End Property
Protected Sub conputePay (Sender As Object, E As EventArgs)
Dmh, r, g As Single
h=CSng(t xt H. Text)
r=CSng(txt R Text)
| bl PayMsg. Text =" Your Gross Wage is : "
g=h * r

Continued
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Figure 3.93 Continued

| bl Pay. Text =For nmat Currency(g)
gr Wage=g
End Sub

</script>

Consuming the Payroll User Control

We have tested the previous user custom control in a page named

UserControl Payroll'lest.aspx. The code for this page is shown in Figure 3.94,

and can be found on the CD that accompanies this book in the file named
UserControlPayroll Test.aspx. First, we have registered the user control with a
tagprefix of userCtrlPayroll and a tagname of payroll. We inserted one of these con-

=

trols in our page using the runat=“server” attribute. This will ensure that the con-
trols in the user control persist during postbacks. We have set the Title property of

the control to “The University of Toledo™ as follows:

<usrCtrl Payroll:payroll id="usrPayCrl" runat="server"

Title="University of Tol edo"/><br>

After the user enters the data in the user control, he or she will click the
Compute Pay button inside the user control. The user control will apply its
own business logic (comptePay procedure) to compute the gross wage. As a con-
sumer of the user control, we do not need to know the details of how the gross
wage 1s being computed. However, we need its value to compute appropriate tax
in our own application (page). Fortunately, the user control has exposed the value
of the gross wage as a property. Thus, we have developed the following code to
compute the value of tax:

Sub conputeTax (s As (bject, e As Event Args)
Dimt, gWage As Single
gWage=usr PayCtrl . gr oss\age()
t=g\Wage * 0.10

End Sub

In this example, we have demonstrated how to develop a user control and
expose its properties. We have maintained the states of the properties of the user
control. This was accomplished by exploiting the controls embedded in the
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custom control and by using the runat=“server” attribute. In an advanced custom
control, we may avoid this trait by maintaining the states of the variables using
objects similar to the old ActiveX Controls “PropertyBags”. However, that topic is
not within the bounds of this chapter.

Figure 3.94 Consuming the Payroll User Control (UserControllPayrollTest.aspx)

<I-- Chapter3\UserControl Payrol | Test.aspx -->

<l-- Uses the UserControl Payroll.ascx -->

<% Regi ster tagprefix="usrCtrl Payroll" Tagname="payroll"
src="User Control Payrol | . ascx" %

<ht M ><head</ head><titl e>Exanpl e on User Controls</title>

<body><f orm runat ="server" >

Hello there, here we are in our main page.

Now, let us instantaite the payroll user control <br>

<usrCrl Payrol|:payroll id="usrPayCrl" runat="server"

Title="University of Tol edo"/><br>

<asp: Button id="bt nShowTax" runat="server" text="Show Tax"
oncl i ck="conput eTax" />

<br ><asp: Label id="1bl TaxMsg" runat="server"/>

<asp: Label id="Ibl Tax" runat="server"/><br>

</ forne</body></htm >

<script |anguage=vb runat="server">

Sub conputeTax (s As (bject, e As Event Args)
Dimt, gWage As Single
gWage=usr PayCtrl . gr oss\Wage()
t=g\age * 0. 10
| bl TaxMsg. Text="Your Tax is : "
| bl Tax. Text =For mat Currency(t)

End Sub

</script>
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Summary

This chapter has been about ASPNET Web Controls. The ASPNET controls are
placed in Web pages. Thus, we cannot isolate them and discuss them without
knowing how the ASPNET Engine works, and how it maintains the states of the
server controls. Hence, we presented brief overviews of various concepts like
HTML Forms, server-side processing, and in-page coding vs. code-behind. We
have also given a step-wise procedure to develop a simple ASPNET project using
VS.NET.

We have essentially covered almost all of the HTML server and Web server
controls in this chapter. We have also introduced you to a very promising tech-
nology named Custom User Control. We have not presented two special purpose
controls, namely the Calendar and the AdRotator controls in this chapter. Detail
examples of these controls are available in plenty of sources (including the SDK
documentations). After you practice the examples presented in this chapter, you
will not have much difficulties in tackling these two controls.

The ASPNET server controls are here to stay. They provide exceptional func-
tionalities and abilities to develop server-side codes just like the VB 6 codes we
used to develop in the old days. The bound controls make it easy for us to
develop powerful data-oriented applications on the Web very fast. We have illus-
trated many of these controls with simple examples. However, each of these con-
trols has many properties and events beyond the materials presented in this
chapter. A complete book can be written on data-bound list controls, and still the
richness of these controls would not be covered in full. The details of the beauties
and the beasts behind these controls are anxiously waiting for you in the SDK
documentation. After you complete this chapter, be sure to go and grab them

from the SDK documentation! Pretty soon, you will be one of the most suc-
cesstul ASPNET developers.

Solutions Fast Track

Major Features of ASPNET Server Controls

M There are four types of ASPNET server controls: HTML Server Controls,
Web Server Controls, Validation Controls, and Custom Controls. HTML
server controls can be used to run server-side code against conventional
HTML controls. The Web server controls follow standard object-
oriented programming model and provide rich functionalities. Custom
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controls enable users to develop their own controls. The Validation
controls allow data validation.

M HTML uses HTTP protocol. HTTP is state-less.

M The client can submit data to the server using the GET or POST
method. The GET method transmits the data by augmenting the data in
the URL.The POST method packages the data inside the BODY of a
HTTP massage.

Server-Side Processing in ASPINET e

M When a server receives a request for a page, it retrieves the page from
the disk and gives it to the ASP Engine. The ASP Engine compiles the
page and creates a page class. Subsequently, the class is instantiated and
executed, thereby providing a Response object. The server sends this

Response object back to the client.

M ASPNET server controls are state-full. The system maintains the states of
the controls automatically. All server controls are typically defined with a

—

runat=“server” attribute.

M When a user enters data and submits a form back to the server, it is
known as PostBack. On a PostBack, the server reloads the form, and the
events generated at the client-side are handled at the server. In
conventional HTML, typically a Submit button is used to submit data
from the client to the server. However, many Web server controls can
also trigger PostBacks.

M When a page is loaded and executed, the sequence of events are: Page_Init, ':f'-‘"
Page_Load, Change events, Action events, and finally the Page_Unload.

Code-Behind versus In-Page Coding

M In an ASP page, scripts and HTML tags are usually intermixed. This is
known as In-Page Coding. ASPNET pages can be developed using this

procedure. However, ASPNET provides an alternative methodology to
develop a page. It enables separation of HTML tags (presentation) from
the processing logic (code). This is known as Code-Behind. It is essentially
very similar to the VB development model.
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M VS.NET follows Code-Behind methodology for ASPNET development.

Using HTML Server Controls

M HTML controls are not programmable at the server-side. Their values do
not persist. The HTML server controls have been developed both of
these problems. The ASP Engine maps the HTML server controls to

i HTML controls before a page is sent to the client.

i M Certain HTML server controls can be bound to a data source. For
example, if a list box is bound to a data source, it is automatically loaded
with the data in the data source. This is known as data binding.

M If necessary, we can mix HTML server controls and Web server controls
in the same page.

. ﬁ Using ASPNET Web Controls

M These controls are similar to the HTML server controls; however, these

__ 4 controls have a richer and more consistent object model.
e

M Some of the new and powerful Web controls are: Repeater, DataList, and
DataGrid. These are also known as Data-Bound Templated control. These
controls allow displaying data from a data source almost automatically. The
DataGrid and DataList controls allow data selection and data editing.

M A validation control enables us to validate an input and display an error
* message if necessary.

M There are six Validation Controls: RequiredField Validator, Range Validator,
i CompareValidator, RegularExpression Validator, Custom Validator, and
ValidationSummary.

M The Validation controls automatically generates client-side and server-
side validation code. If necessary, you can also develop custom validation
functions.

Creating Custom ASP Server User Controls

M Custom controls are similar to ActiveX controls, except that these are
much easier to develop.
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M There are two types of custom controls: Web User Controls and Web
Custom Controls.

M A custom control can be used exactly like any other Web server controls.

Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book,
are designed to both measure your understanding of the concepts presented in
this chapter and to assist you with real-life implementation of these concepts. To
have your questions about this chapter answered by the author, browse to
www.syngress.com/solutions and click on the “Ask the Author” form.

Q: How much will ASP syntax change during the transition from Beta 2 to the
final version?

A: Microsoft has “predicted” that there will be no syntactical changes. This
should be good news to developers who were faced with some confusion
when certain classes were dropped, added, and modified during the last tran-
sition from Beta 1 to Beta 2.

Q: What happens to the existing ASP applications when the .Net Beta 2 SDK is
installed and .aspx files enter the picture?

A: Nothing! The good news is that files extensions used by ASP (.asp, .asa, etc.)
are completely separate from the ones used by ASPNET (.aspx, .asax, .ascx,
etc.) and do not override each other even in the-same directory. The bad
news is that settings made in/the global.asa file are not accessible to those
made in the global.asax file, and therefore you have to redo some setting to
get some consistency.

Q: Are paths such as HREFs in user controls relative tosthe user control or to the
host page that they are in?

A: The paths are relative to the user control and not to the host page. This makes
it much easier for the user control to find things irrespective of what direc-
tory the calling .aspx file is. Another interesting feature in paths is that you

13 b
~

can use the to represent the application root to shortcut the use of the
Request Application path. This really makes the building of large Web sites

more manageable.

171

www.syngress.com |







Chapter 4

Configuring ASP.NET
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= Overview of ASP.NET Configuration
» Uses for a Configuration File

= Anatomy of a Configuration File

M Summary
M Solutions Fast Track

M Frequently Asked Questions
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Introduction

As applications became more complex and started offering more configurable
features, a natural progression was to use configuration files to store these values.
It has since become a required feature of any application to support the use of
configuration files to control various aspects of itself and to avoid hard-coding of
variable data. Most Windows applications support this with the use of .ini files or
entries in the Windows registry. ASPNET includes this support by the use of
machine.config and web.config files. These files are standard text files written
using XML formatting and can be edited with any text editor such as Notepad
or an XML parser. With the use of these files, ASPNET provides the ability to
modify many standard settings used within Web applications as well as allowing
the creation of custom settings.

The configuration of a given Web application is computed in a hierarchical
manner when the application is first accessed and then cached to speed up future
references to the configuration. ASPNET then monitors the configuration files
for any changes, and if a change is detected, the cached configuration is flushed
and recomputed.

In this chapter, we will go over the way ASPNET uses its configuration files
and how we can best take advantage of this feature. We will also discuss the appli-
cation, system, and security aspects of the configuration files and work through
the creation of a web.config file.

Overview of ASP.NET Configuration

The configuration files used by ASPNET are processed in a hierarchical manner.
This means that the files located at a higher level of the hierarchy can override
the options set within each file. An exception to this rule is provided to allow for
locking down some settings. This exception uses the allowOwerride attribute and
the <location> tag to lock down the settings. The use of this option is explained
in the “Anatomy of a Configuration File” section later in this chapter.

The machine.config file is used on a per-server basis and controls the base
configuration of ASPNET on the system. The machine.config is located in the
C:\winnt\Microsoft. NE T\Framework\version\CONFIG\ directory and is the highest-
level configuration file. The web.config file can be located in your root applica-
tion directory as well as in any subdirectories below it in order to set Web
application specific configuration. If a value is not explicitly defined in a lower
level configuration file and is defined in a higher-level file, the value will be
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inherited from the higher level configuration file. This process is outlined in

Figure 4.1.

Figure 4.1 Configuration Inheritance
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Figure 4.1 illustrates several important points regarding ASPNET’s use of
configuration files. Let’s walk through what this illustration shows.

First, the order in which the configuration files are processed is shown. The
machine.config file is processed first. Any values specified within the machine
.config file are inherited throughout every ASPNET application on your Web
server. The web.config file in each consecutive subdirectory is then processed

with each lower-level file overriding the configuration files above it unless other-

wise instructed.
Secondly, if a value is not explicitly defined in a lower-level configuration file

>

the value is inherited from the higher-level file. This is a very important feature

to keep in mind as values set in a higher-level file may cause problems with an
application stored at lower level.
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SECURITY ALERT!

With the standard ASP.NET machine.config file, all configuration files are
secured and cannot be downloaded by a client system. This allows for
some protection of critical information such as user IDs and passwords
for DSN sources, but keep in mind that any system can be hacked with
enough time and effort. Always keep security in mind when planning
your Web application.

Debugging...

Configuration Hierarchy

An important note to keep in mind when planning your usage of con-
figuration files is the hierarchical manner in which ASPNET computes
the effective configuration of your application. When ASP.NET reads in
the web.config in each consecutive directory, it goes from each physical
subdirectory to the next.

Virtual directories cause this processing to occur somewhat differ-
ently. Let us assume as an example that you have a web.config file phys-
ically located in Ex\wwwroot\mainapp and have the virtual directory app
assigned to this directory.

Later you add another application in Ex\wwwroot\mainapp\subapp
and assign the virtual directory subapp to this directory. If you access
your sub-application by using http://localhost/app/subapp/myapp.aspx,
the settings in the machine.config as well as the web.config stored in
the mainapp are applied. However, if your sub-application is accessed via
http://localhost/subapp/myapp.aspx, only the settings configured in the
machine.config are applied.

This caveat of configuration inheritance is very important to keep in
mind when designing your virtual directory structure. If structured incor-
rectly, your applications could experience errors, or could fail.

Finally, we can see how the use of the allowOwerride attribute aftects an applica-

tion’s configuration. The default value for the allowOuverride attribute is true, which
allows any lower level configuration file to override the configuration specified in a
higher-level file.You can change this behavior by setting the allowOverride attribute
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to false, which prevents lower- level configuration files from overriding configura-
tion options set at a higher level. If a lower-level configuration file attempts to
override this setting, an error will occur. We will go into more detail on the
allowOwerride attribute for the <location> tag later in the chapter.

Uses for a Configuration File

When examining the uses for ASPNET’s configuration files, we must look at the
machine.config file as well as the web.config file. The main difference between
these two files is that the machine.config file is applied system-wide while the
web.config is applied to each application based on the inheritance rules. Each con-
figuration option set within the machine.config file is applied to every application
and by using the allowOwerride attribute in conjunction with the <location> tag;
you can prevent individual web.config files from overriding these settings.

When ASPNET is initially installed, a default machine.config file is set up for
your system with the standard configuration section handlers used within
ASP.NET as well as many other configuration items. You can edit this default file
to tailor your ASPNET configuration to your requirements. You can also con-
figure the same options in the lower-level web.config files in order to give you
more granular control over individual applications.

You can configure almost all functional items of ASPNET through the con-
figuration files. The options available to you using the default ASPNET
machine.config file include everything from browser compatibility options to
secure authentication options. Table 4.1 details the standard tags available through
the ASPNET configuration files; however, you can define additional tags by
defining new configuration section handlers.

Table 4.1 Standard Configuration Tags

Configuration Tag Description Group
<appSettings> Allows the configuration of Application
custom settings for your
applications.
<authentication> Allows configuration of ASPNET's  Security

authentication support.

<authenticationModules>  Allows the definition of modules Security
necessary for ASP.NET's authen-
tication support.

Continued
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Table 4.1 Continued

Configuration Tag Description Group

<authorization> Allows configuration of ASPNET's  Security
authorization support.

<browserCaps> Allows configuration of settings System
for the browser capabilities
component.

<compilation> Allows configuration of all System
ASP.NET compilation settings.

<connectionManagement> Allows configuration of client System
connection options.

<customErrors> Allows the definition of custom System
error messages for your application.

<defaultProxy> Allows the configuration of proxy  System
server usage by ASP.NET.

<globalization> Allows the configuration of Application
globalization settings for your
applications.

<httpHandlers> Allows mapping of incoming System

URL requests to appropriate
IHttpHandler classes or
IhttpHandlerFactory classes.

<httpModules> Allows the configuration of HTTP System
modules used within an application.

<httpRuntime> Allows the configuration of HTTP System
runtime settings.

<identity> Controls the identity used by Application
your application.

<machineKey> Allows configuration of keys Security

for encryption and decryption
of form’s authentication cookie

data.

<pages> Allows configuration of page- Application
specific settings.

<processModel> Allows configuration of ASP.NET System

process model settings.

<securityPolicy> Allows the mapping of defined Security
security levels to policy files.

Continued
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Table 4.1 Continued

Configuration Tag Description Group

<sessionState> Allows configuration of the System
session state HTTP module.

<trace> Allows configuration of the ASPNET Application
trace service.

<trust> Allows configuration of the code Security

access security permission set
used to run your application.

<webRequestModules> Allows configuration of ASP.NET's  System
use of modules for request
processing based on the prefix.

<webServices> Allows configuration of ASP.NET System
Web Services settings.

You can break up these standard configuration tags into three main configu-
ration groups:

= ASPNET Application Configuration
=  ASPNET System Configuration
= ASPNET Security Configuration

Each standard tag in Table 4.1 has been categorized as belonging to one of
these three configuration groups, and we will review each option and its function
in the following sections. Many of these tags do overlap between the configura-
tion groups, but this breakdown serves as a general guideline for defining your
configuration.

Application Configuration

The application configuration tags are generally used to control application-spe-
cific settings. You can set all of these tags either within the machine.config file or
a web.config file at any level.

Setting Static Variables Using the <appSettings> Tag

The <appSettings> tag supports only two attributes, a key and a value. This setting
enables you to set static variables for your application. One excellent use for this
configuration setting is to set all of your application specific variables in a single
location. This gives you the ability to completely control your application

179

www.syngress.com



180

Chapter 4 * Configuring ASP.NET

through a single configuration file. In previous ASP versions, these options were

set through the use of application variables, but ASPNETs utilization of this fea-
ture 1s much more efficient. The following code shows the use of this tag in set-
ting a data source name for your application.

<configur ati on>
<appSettings>
<add key="dsn" val ue="1ocal host ; ui d=r eadonl y; pwd=user"/ >
</ appSettings>

</ configur at i on>

Providing Global Support
Using the <globalization> Tag

The <globalization> tag enables you to configure your application to accept
requests or respond to requests using different encoding options. Using this
configuration setting will allow your site to respond in the specific encoding
used by any country accessing your site. The default for requestEncoding and
responseEncoding within the machine.config file is utf-8 for English-language sys-
tems, and if this setting is removed, ASPINET defaults to your system’s locale set-
ting. This tag supports five attributes as shown in Table 4.2.

Table 4.2 <globalization> Tag Attributes

Attribute Description

requestEncoding Specifies the assumed encoding for incoming requests.

responseEncoding  Specifies the encoding for Web application responses.

fileEncoding Specifies the default encoding for .aspx, .asmx, and
.asax file parsing.

culture Specifies the default culture for processing incoming
requests.

uiCulture Specifies the default culture for processing locale-

dependent resource searches.

The following code is an example of how to use this tag to set the globaliza-
tion options to a different encoding format such as Japanese:

<configur ati on>

<syst em web>
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<gl obal i zat i on
request Encodi ng="Shi ft-JI S"
responseEncodi ng="Shi ft-JI S"
/>
</ system web>

</ configur ati on>

Configuring Application Identity
Using the <identity> Tag

The <identity> tag enables you to configure the application identity for your
Web application. You can then use this identity throughout your application for
access to resources without explicitly including the user id and password else-
where. This can be very useful when accessing a remote database or databases.
You also have the option of setting the application identity to impersonate the
client. The default within the machine.config is to set the impersonate attribute to
false. The <identity> tag supports only three attributes. The impersonate attribute
can be set to either frue or false. If the impersonate attribute is false, you can set the
userName and password attributes to a specific user id and password for your appli-
cation to use. This is shown in the following code example:

<configur ati on>
<syst em web>
<identity inpersonate="fal se" userName="mai napp”
passwor d=" nmai npass" />
</ syst em web>

</ configurati on>

Setting Page-Specific Attributes

Using the <pages> Tag

The <pages> tag presents several page-specific attributes that you can configure.
These are used to set response buffering options, session, and view states, code-behind
classes, and page events options. By changing these options, you can control the
way pages act within your site. As an example, if you wish to disable page events,

you can set the autoEventWireup tag to false. These attributes and their options are
detailed in Table 4.3.
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Table 4.3 <pages> Tag Attributes

Attribute Options

Description

buffer On/Off/ReadOnly

enableSessionState true/false

enableViewState true/false

pageBaseType

userControlBaseType

autoEventWireup true/false

Specifies whether the page uses
response buffering. You can turn
response buffering on or off. The
ReadOnly option allows an appli-
cation to read, but not modify
session state variables.

This specifies whether session
state is enabled or disabled.

This specifies whether view state
is enabled or disabled.

This option allows you to specify
a code-behind class that .aspx
pages inherit.

This option allows you to specify
a code-behind class that user
controls inherit.

This specifies whether page events
are automatically enabled or
disabled.

The following code is an example usage

<configur ati on>
<syst em web>
<pages

buffer="true"

enabl eSessi onSt at e="t rue"
enabl eVi ewSt at e="t rue"

aut oEvent W r eup="t r ue"

/>
</ system web>

</ configur at i on>
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Configuring the Tracing

Service Using the <trace> Tag

The <trace> tag enables you to configure the ASPNET tracing service. By
enabling this service, you are able to obtain extensive debugging information
about your application. This is extremely useful when you are developing an
application and want to view all of the information related to the compile or
other trace information. This tag supports five attributes as detailed in Table 4.4.

Table 4.4 <trace> Tag Attributes

Attribute Options Description

enabled true/false Specifies whether the tracing service is enabled
or disabled. The default setting in your
machine.config is false.

localOnly true/false Specifies whether you can view trace results
only from local host or remotely. The default
is true.

pageOutput true/false Specifies whether trace results are appended

to the end of a page or available only through
the trace utility. The default is false.

requestLimit This is a numeric value that places a limit on
the number of trace requests to store on the
server. The default is 10.

traceMode  SortByTime/ Specifies whether to sort trace results by time
SortByCategory or by category. The default is SortByTime.

The description field in Table 4.4 shows the default settings for the <trace>
tag in ASPNET’s machine.config. The code below is an example of how to
enable tracing and append it to the page output.
<configur ati on>

<syst em web>
<trace
enabl ed="t r ue"
| ocal Onl y="true"
pageQut put ="t rue"
requestLimt="15"
traceMbde="Sort ByTi ne"
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/>
</ system web>

</ configur ati on>

System Configuration

The system configuration options are generally best applied when set in the
machine.config and applied system-wide. Most of these options control the way
ASPNET itself functions, and enables you to add additional system-level capabili-
ties to your application. In some cases, these configuration options are restricted
as to what level they can be applied at. As we examine each option, the levels at
which the option is applicable will be defined.

Determining Client Capabilities
Using the <browserCaps> Tag

The <browserCaps> tag enables you to configure the browser capabilities compo-
nent. This tag enables you to determine the type and version of browser and oper-
ating system that the remote client is using and define the capabilities that the
client has based on this information. Using this enables you to tailor your dynamic
page to only include features that the browser is capable of using. For example, if
you’re using tables within your document and the browser doesn’t support tables,
the document could end up formatted difterently than what you intended. By
using this, you would never have sent a table to the browser. The actual data used to
obtain this information is pulled by using the HTTP_USER_AGENT variable. You
can specify this by using the <use> subtag with the <browserCaps> tag. The
<result>, <filter>, and <case> subtags are supported in order to populate the
<browserCaps> attributes. The settings for most major browsers currently on the
market are defined in the default ASPNET machine.config file. These attributes are
detailed in Table 4.5 along with the input data types that they support.

Table 4.5 <browserCaps> Tag Attributes

Attribute Data Type
browser string
version numeric
majorversion numeric
minorversion numeric

Continued
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Attribute Data Type
frames boolean
tables boolean
cookies boolean
backgroundsounds boolean
vbscript boolean
javascript boolean
javaapplets boolean
activexcontrols boolean
win16 boolean
win32 boolean
beta boolean
ak boolean
sk boolean
aol boolean
crawler boolean
cdf boolean
gold boolean
authenticodeupdate boolean
tagwriter object
ecmascriptversion numeric
msdomversion numeric
w3cdomversion numeric
platform string
clrVersion numeric
cssl boolean
css2 boolean
xml boolean

The following code shows an example of the <browserCaps> tag as it would

be used to specify some default browser capabilities:

<configur ati on>

<syst em web>
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<br owser Caps>
<result type="System Web. Htt pBrowser Capabilities" />
<use var="HTTP_USER _AGENT" />

br owser =" Unknown"
version=0.0

m nor ver si on=0
nmaj or ver si on=0
frames=f al se

t abl es=f al se

wi n16=f al se

wi n32=f al se

<fil ter>
<case mat ch="W ndows 95| W n95">
pl at f or (W n95
</ case>
<case mat ch="W ndows 98| W n98" >

pl at f or (W n98

</ case>
</fil ter>
<fil ter>

<case match="16bit| Wndows 3. 1| Wnl6">
Wi nl6=true

</ case>

<case mat ch="W ndows 95| W n95| W ndows 98| W n98| W ndows
NT| W nNT| W n32" >
w n32=true

</ case>

</fil ter>
</ br owser Caps>
</ system web>

</ configur at i on>
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You set all of ASPNET’s compilation options by using the <compilation> tag. This
allows for a very detailed level of control over the compilation of your application.

The default settings in the machine.config are usually sufficient for most applica-
tions. The only time when these options would need to be changed would be to
modify the compilation of your ASPNET application. The <compilation> tag sup-
ports seven attributes and three subtags. The attributes are explained in Table 4.6.

Table 4.6 <compilation> Tag Attributes

Attribute Options

Description

debug true/false

defaultLanguage

explicit true/false

batch true/false

batchTimeout

Specifies whether to compile
retail or debug binaries. By set-
ting this to true, debug binaries
are compiled. The default
option is false.

Specifies a list of language
names to be used in dynamic
compilation files. Multiple
names are separated by semi-
colons. The default for this is vb.

Specifies the setting of the
Visual Basic explicit compile
option. The default is true.

Specifies whether batching is
supported as a compile option.
This is not defined in the default
machine.config.

Specifies a timeout period for
batch compilation. If the batch
compile is unable to complete
before this timeout period
expires, ASP.NET reverts to
single compilation mode. This is
not defined in the default
machine.config.

Continued
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Table 4.6 Continued

Attribute Options  Description

numRecompilesBeforeApprestart Specifies the number of recom-
piles that can occur before
ASP.NET restarts the application.
NOTE: This attribute is not sup-
ported at the directory level.
This is not defined in the default
machine.config.

strict true/false  Specifies the setting of the
Visual Basic strict compile
option. This is not defined in
the default machine.config.

The <compilation> tag also supports three subtags: <compilers>,
<assemblies>, and <namespaces>. Each of these supports its own subtags
in order to give a more granular level of control over the compilation options.
The <compilers> subtag exists only to encapsulate one or more <compiler>
subtags. This subtag is used to define a new compiler option. The <compiler>
subtag supports five attributes, which are illustrated in Table 4.7.

Table 4.7 <compiler> Subtag Attributes

Attribute Description

language Specifies a list of language to be used within dynamic
compilation files. You can specify multiple languages by
separating them with semicolons.

extension Specifies file extensions used for dynamic code-behind files.
You can specify multiple extensions by separating them
with semicolons.

type Specifies a class/assembly combination that indicates the
.NET Framework class used to compile all resources using
the specified language(s) or extension(s). You can specify
multiple classes by separating them with semicolons.

warningLevel Specifies compiler warning levels for the specified type.

compilerOptions Any additional compiler-specific options that need to be
passed to the .NET Framework class are specified with this
attribute.
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The <assemblies> subtag enables you to specify ASPNET processing direc-
tives. It supports three subtags that act as the processing directives: <add>,
<remove>, and <clear>.The use of these three subtags is detailed in table 4.8.

Table 4.8 <assemblies> Subtags

Subtag

Description

<add>

<remove>

<clear>

Enables you to add an assembly reference for use when a
dynamic resource is compiled. This assembly is automatically
linked to the resource by ASP.NET when each code module is
compiled. The <add> subtag uses the same attributes and
syntax as the AssemblyName class.

Enables you to remove an assembly reference previously speci-
fied by using the <add> tag. The assembly name used in the
<remove> tag must match the name used in the <add> tag,
and wildcards are not supported.

Removes all assembly references whether they were explicitly
defined or inherited.

The <namespaces> subtag enables you to specify additional ASPNET pro-

cessing directives. The subtags supported by the <namespaces> subtag are identical
to the <assemblies> subtag and perform the same function, using namespaces

instead of assemblies.
These <compilation> subtags and attributes are illustrated in the following

code sample.

<configur ati on>

<syst em web>

<conpi |l ati on

def aul t Language="VB"

debug="true"

nunReconpi | esBef or eAppRest art =" 15" >

<conpi |l ers>

<conpi l er

| anguage="VB; VBScri pt"

extensi on=".cls"

type="M crosoft.VB. VBCodeProvider, System' />
<conpi l er

| anguage="C#; Cshar p"
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ext ensi on=".cs"

type="M crosoft. CSharp. CSharpCodeProvider, Syst ent

<conpi l er
| anguage="j s;j script;javascript”
ext ensi on=".js"
type="M crosoft.JScript.JScript CodeProvi der,
M crosoft.JScript" />
</ conpi | er s>
<assenbl i es>
<add assenbl y="ADODB" />
<add assenbl y="nscorlib" />
</ assenbl i es>
<namespaces>
<add nanespace="System Web" />
<add nanespace="System Web. U " />
<add nanespace="System Wb. U . WbControl s" />
<add nanespace="System Web. Ul . Ht m Control s" />
</ nanmespaces>
</ conpi |l ati on>
</ syst em web>

</ configur ati on>

Controlling Connections Using the
<connectionManagement> Tag

The <connectionManagement> tag enables you to control the number of simulta-

/>

neous connections allowed per address on your system. By using this tag, you can
control the optimization of your pages. As an example, if you want to speed up

access to a smaller number of users, then increase the number of simultaneous con-
nections. This tag supports the <add>, <remove>, and <clear> subtags. The <add>

subtag specifies the address(es) to set connection limits on. It has two attributes,

address and maxconnection. Proper usage of the <add> subtag is illustrated in the

following code sample. The <remove> subtag only accepts the address attribute and

is used to remove addresses previously specified with the <add> subtag. Wildcards

are also supported with the <remove> tag. The <clear> subtag removes all
addresses from the configuration whether explicitly defined or inherited.
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<configur ati on>
<system net >
<connect i onManagenent >
<add
address="*"
nmaxconnecti on="2"
/>
</ connect i onManagenent >
</ system net >

</ configur at i on>

Defining Custom Errors
Using the <customErrors> Tag

By using the <customErrors> tag, you have the ability to define custom error
messages for your application. This is generally used to point users to a friendlier
message than the default error messages. This tag supports only two attributes and
one subtag. The two attributes supported are defaultRedirect and mode. The
defaultRedirect attribute accepts a string value representing the default URL to
redirect the browser to when an error occurs. The mode attribute has three
options: On, Off, and RemoteOnly. These options allow you to enable or disable
custom error support or enable custom error support only for remote clients.

The <error> subtag supported by the <customErrors> tag enables you to set
pages to redirect specific errors to. The <customErrors> tag supports the use of
multiple <error> subtags, enabling you to redirect many different errors to the
appropriate URL. The usage of these tags are outlined in the following code
example:

<configur ati on>
<syst em web>
<custonErrors
def aul t Redi rect ="error/unspeci fiederror. aspx"
node="Renot eOnl y" >
<error

st at usCode="500"
redirect="error/internal error.aspx”

/>
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<error
st at usCode="404"
redirect="error/notfound. aspx"
/>
</ cust onError s>
</ system web>

</ configur at i on>

Mapping Requests Using the <httpHandlers> Tag

The <httpHandlers> tag is used to map incoming requests to the appropriate
IHttpHandler or IhttpHandlerFactory class. This is done based on the URL
requested and the verb used to request it. Some example verbs used by this are
GET, POST, and PUT.You would use this if you had a custom handler that you
wanted to implement when files with a certain extension are requested. As an
example, you could use this if you had a custom virus scanner needed to be run
against all files sent with a PUT request that have the . ZIP extension.You could
develop a custom handler to do this and assign the handler to the .ZIP extension
in combination with the PUT verb. This can also be used to restrict certain files
from being viewed, by pointing them to the System.Web. HttpForbiddenHandler
handler. The <httpHandlers> tag supports three subtags to control this configura-
tion option: <add>, <remove>, and <clear>.

The <add> subtag is used to add new entries to the list and supports three
attributes. The first 1s the verb attribute, which specifies specific verbs to apply this
IHttpHandler or IhttpHandlerFactory to. This attribute does accept wildcards. The
second attribute 1is path, which specifies either a specific URL path or a wildcard
string. The final attribute is fype, which specifies the class/assembly combination.
ASPNET has a specific search order for finding the appropriate DLL. It first
checks in the application’s “bin” directory, and then in the system assembly cache.

The <remove> subtag accepts only the path and type attributes and is used to
remove a previously specified mapping from the list. The <clear> subtag removes
all mappings from the list whether they are explicitly defined or inherited.

The following code sample illustrates the use of the <httpHandlers> tag by
adding a mapping for all .tmp files to be forbidden:

<configur ati on>
<syst em web>
<ht t pHandl er s>
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<add verb="*" path="*.tnp" type="System Wb
. Ht t pFor bi ddenHandl er, System Wb, Version=1.0.2411.0,
Cul ture=neutral />
</ htt pHandl er s>
</ system web>

</ configur at i on>

Configuring HTTP Modules
Using the <httpModules> Tag

The <httpModules> tag enables you to configure the HTTP modules used
within your application. This tag supports the <add>, <remove>, and <clear>
subtags. The <add> subtag specifies the HTTP module class to add to your
application. It has two attributes, type and name. Proper usage of the <add>
subtag 1s illustrated in the following code sample. The <remove> subtag accepts
the same attributes of type and name and is used to remove HTTP modules pre-
viously specified with the <add> subtag. Wildcards are also not supported with
the <remove> tag. The <clear> subtag removes all addresses from the configura-
tion whether explicitly defined or inherited.

<configur ati on>
<syst em web>
<ht t pMbdul es>
<add
name=" Cut put Cache"
t ype="Syst em Web. Cachi ng. Qut put CacheModul e"

/>
<add
nane=" Sessi on"
type="Syst em Web. Sessi onSt at e. Sessi onSt at eModul e”
/>
<add
name="W ndowsAut henti cati on"
t ype="Syst em Web. Security. WndowsAut henti cati onMbdul e"
/>

</ htt pModul es>
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</ system web>

</ configur ati on>

Setting Runtime Options
Using the <httpRuntime> Tag

The <httpRuntime> tag enables you to set various runtime options for
ASPNET’s HTTP processing. These options are represented by the three avail-
able attributes for the <httpRuntime> tag. By changing these attributes, you can
control the way ASPNET functions when performing operations requested by
the user.

The first attribute 1s useFullyQualifiedRedirectUrl. This attribute supports a
boolean value of true or false, and configures whether ASPNET uses fully quali-
fied client-side redirects or relative redirects. The default is false, which specifies
relative redirects. Fully qualified redirects are only used for some mobile controls
or very early-stage Web browsers.

The second available attribute is execution Timeout, which specifies the max-
imum amount of time that a request is allowed to process before being termi-
nated by ASPNET. This is used both to terminate hung applications as well as to
prevent badly coded applications from using up all your system resources. This
attribute accepts a numeric value specified in seconds.

The final attribute for the <httpRuntime> tag is maxRequestLength. This
attribute specifies a maximum file size that ASPNET will accept as an upload. This
1s primarily used to prevent users from performing a denial of service attack by
uploading large files to your server. In addition, it can help manage your disk
capacity by limiting the size of the files your server accepts. This attribute accepts a
numeric value in megabytes. These attributes are illustrated in the following code:

<configur ati on>
<syst em web>
<htt pRunti me
execut i onTi neout =" 90"
maxRequest Lengt h="4096"
useFul | yQual i fiedRedi rect Ur|l ="f al se"
/>
</ system web>

</ configur at i on>
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Setting Process Model Options
Using the <processModel> Tag

The <processModel> tag is used to set various options for the ASPNET process
model. These options are represented by the 15 attributes supported by the
<processModel> tag and are described in Table 4.9. The <processModel> tag can
only be used within the machine.config file.

Table 4.9 <processModel> Tag Attributes

Attribute Options Description Default

enable true/false Allows you to true
enable or disable
the process model.

timeout Infinite/hh:mm:ss Allows you to Infinite
specify a timeout
period at the end
of which ASP.NET
will launch a new
worker process.
This value is
expressed as
hh:mm:ss or a
special value of
Infinite.

idleTimeout Infinite/hh:mm:ss Enables you to Infinite
specify a timeout
period based on
inactivity at the end
of which ASP.NET
will automatically
shut down the
worker process. This
value is expressed
as hh:mm:ss or a
special value of
Infinite.

shutdownTimeout Infinite/hh:mm:ss Enables you to 00:00:05
specify a length of
time for the worker
process to shut itself
down. When this
time period runs

Continued
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Table 4.9 Continued

Attribute Options

Description Default

requestLimit Infinite/numeric

requestQueueLimit Infinite/numeric

memoryLimit Infinite/numeric

cpuMask decimal bitmask

out, the worker
process will be
terminated by
ASP.NET. This value
is expressed as
hh:mm:ss oras
pecial value of
Infinite.

Enables you to Infinite
specify the max-

imum number of

requests to process

before ASP.NET re-

starts the worker

process.

Enables you to 5000
specify the number

of requests to store

in the queue before
ASP.NET starts

responding with

an error message.

Enables you to 60
specify the max-
imum amount of
memory that a
worker process can
consume before
ASP.NET starts a new
worker process and
begins reassigning
requests. This value
is @ numeric value
representing the per-
centage of the total
system memory.

Enables you to Oxffffffff
assign specific pro-

cessors in a multi-

processor system to
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Attribute

Options

Description Default

webGarden

true/false

run ASP.NET pro-
cesses. This enables
you to dedicate pro-
cessors completely
to just process
ASP.NET threads.
The value for this
attribute is the dec-
imal conversion of
the binary represent-
ation of processors
that you wish to
specify. For example,
in a four-processor
system, let’s assume
that you wish to
dedicate processors
0 and 1 to ASP.NET.
The binary mask for
this would be 0011.
Translated to dec-
imal, the value is 3.
Processors 2 and 3
exclusively would be
masked as 1100,
which is 12 in
decimal. This attri-
bute is only valid

on multi-processor
systems that have
the webGarden
attribute set to
false.

Enables you to false
specify whether to
control processor
utilization on multi-
processor systems

by using the operat-

ing system or spec-

ific processor masks

Continued
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Table 4.9 Continued

Attribute Options Description Default

defined in the
cpuMask attribute.
A value of false sign-
ifies to use the
cpuMask attribute,
and a value of true
signifies usage of the
operating system.

userName string Enables you to System
specify a specific
user id to start the
worker process
under. This attribute
accepts the value
of a valid user
account or two
special names,
System and Machine.
The System name
runs the worker pro-
cess under the
system account.
The Machine name,
when used with a
password of
Autogenerate, runs
the worker process
under an unprivi-
leged system

account.
password AutoGenerate/  Enables you to AutoGenerate
string specify a password

to use with the user
id specified in the
userName attribute.
This attribute
accepts either a valid
password or a value
of AutoGenerate for
use with the
Machine user id.

Continued
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Attribute

Options

Description Default

logLevel

clientConnectedCheck

All/None/Errors

hh:mm:ss

comAuthenticationLevel Default/None/

comlmpersonationLevel

Connect/
Call/Pkt/
Pktintegrity/
PktPrivacy

Default/
Anonymous/
Identify/
Impersonate/
Delegate

Enables you to Errors
specify the ASP.NET
logging level for
debugging infor-
mation. This value
specifies the events
to log to the system
event log.
Supported values
are All, None, or
Errors.

Enables you to
specify a default
length of time for
a request to be
queued before
ASP.NET checks to
make sure that the
client is still con-
nected. This value
is formatted as
hh:mm:ss.

Enables you to
specify the authen-
tication level for
DCOM security.

The available values
listed in the Options
column enables you
to control what
level of authen-
tication you wish
to use.

0:00:05

Connect

Enables you to
specify the authen-
tication level for
COM security. The
available options
are shown in the
Options column.

Impersonate
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The following code shows the use of these options as they could be config-
ured for a multiprocessor system:
<configur ati on>
<syst em web>
<pr ocesshbdel
enabl e="true"
ti nmeout ="I nfini te"
i dl eTi meout =" I nfini te"
shut downTi meout =" 0: 00: 10"
requestLimt="Infinite"
request Queueli m t ="8000"
restart QueueLi m t="10"
menor yLi nmit="70"
webGar den="tr ue"
cpuMask="13"
user Nanme=" SYSTEM'
passwor d=" Aut oGener at e"
| ogLevel ="Al | "
cl i ent Connect edCheck="0: 00: 10"
comAut henti cati onLevel =" Connect "
com nper sonat i onLevel =" nper sonat e"
/>
</ system web>

</ configur ati on>

Configuring the Session State
Using the <sessionState> Tag

The <sessionState> tag enables you to configure the session state HTTP module.
This tag supports five attributes, which are detailed in Table 4.10. For further
information on session state, please refer to Chapter 5.
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Table 4.10 <sessionState> Tag Attributes

Attribute

Options

Description Default

mode

cookieless

timeout

stateConnectionString

sqlConnectionString

Off/InProc/
StateServer/
SqlServer

true/false

Enables you to specify InProc
where to store the
session state. The Off
value disables session
state, the InProc value
stores the session state
locally, the StateServer
stores the session state
on a remote server,
and the SqlServer value
stores the session state
on a SQL server.

Enables you to specify
whether sessions
without cookies should
be used to identify
client sessions with a
value of true, indicating
that sessions without
cookies should be
used.

false

Enables you to specify 20
the amount of time in
minutes before an idle
session is abandoned.

Enables you to specify
the server name and
port to use when the
session state is stored
remotely, as specified
with the StateServer
value under the mode
attribute.

Enables you to specify

a SQL connection

string to use when the
session state is stored
on a SQL server, as spec-
ified with the SqlServer
value under the mode
attribute.

tcpip=
127.0.0.1:42424

data source=
127.0.0.1;
user id=
sa;password=
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An example use of this tag is illustrated in the following code sample:

<configur ati on>
<syst em web>
<sessi onSt at e>
node="Sql Server"
sql ConnectionString="data source=10. 10. 10. 1; user
i d=sa; passwor d=nypass"
cooki el ess="f al se"
ti nmeout =" 25"
</ sessi onSt at e>
</ system web>

</ configur at i on>

Configuring Request Modules Using
the <webRequestModule> Tag

The <webRequestModules> tag enables you to configure the request modules
used within your application. These modules control the way that ASPNET will
respond to different requests. As an example, one of the default modules is the
System. Net. FileWWebRequestCreator module. Whenever a request prefaced with
“file://” is sent to the server, the System.Net.FileWWebRequestCreator module is
called to handle the request.

This tag supports the <add>, <remove>, and <clear> subtags. The <add>
subtag specifies the request module class to add to your application. It has two
attributes, prefix and type. Proper usage of the <add> subtag is illustrated in the
following code sample. The <remove> subtag accepts the same attributes of prefix
and type and 1s used to remove request modules previously specified with the
<add> subtag. Wildcards are not supported with the <remove> tag. The <clear>
subtag removes all request modules from the configuration whether explicitly
defined or inherited.

<configur ati on>
<system net >
<webRequest Modul es>
<add
prefix="http"
type="System Net. Ht t pRequest Creat or"
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/>
<add
prefix="htt ps"
type="System Net. Ht t pRequest Creat or"
/>
<add
pr efix=""fil e"
type="System Net . Fi | eWebRequest Creat or"
/>
</ webRequest Modul es>
</ system net >

</ configur ati on>

Configuring Web Services
Using the <webServices> Tag

The <webServices> tag enables you to configure aspects of ASPNET’s web ser-
vices and how they function. Web services are explained in detail in Chapter 10.
By using various subtags, you can add protocol types, writer and reader types, as
well as configure many other options. All of the subtags supported by the
<webServices> tag support the three attributes of add, remove, and clear. There are
two different styles of subtags supported, standard subtags, and type subtags. When
using a standard subtag, the add and remove attributes use the name value. When
using a type subtag, these attributes use the fype value.

There are many subtags supported by the <webServices> attribute. Table 4.11
contains a partial list of these subtags and describes the style of each subtag.

Table 4.11 <webServices> Tag Subtags

Subtag Style
protocolTypes type
protocols standard
returnWriterTypes type
returnWriters standard
parameterReaderTypes type
parameterReaders standard

Continued

203

www.syngress.com



204 Chapter 4 * Configuring ASP.NET

Table 4.11 Continued

Subtag Style
protocolReflectorTypes type
protocolReflectors standard
mimeReflectorTypes type
mimeReflectors standard
protocollmporterTypes type
protocollmporters standard
mimelmporterTypes type
mimelmporters standard
protocolinfoTypes type
protocolinfo standard
mimelnfoTypes type
mimelnfo standard
referenceResolverTypes type
referenceResolvers standard
discoverySearchPatternTypes type
discoverySearchPatterns standard
soapExtensionTypes type
soapExtensions standard
soapExtensionReflectorTypes type
soapExtensionReflectors standard
soapExtensionimporterTypes type
soapExtensionimporters standard
Security

Security is a very important area of configuration for ASPNET. The tags pro-
vided in this section enable you to configure several aspects of ASPNET security
including encryption and authentication. When planning any application, you
should always keep security in mind and make sure that all aspects of your appli-
cation are as secure as possible. These tags, when configured properly, can assist in
reaching the goal of a secure application.
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Authenticating Users Using the <authentication> Tag

Authentication refers to the portion of ASPNET, which verifies that the users
accessing your application are indeed who they say they are. This should be used
to verify the identity of your users for security reasons as well as personalization
of the application. The mode attribute specifies the type of authentication to use.
Table 4.12 shows the available options for this attribute and what they mean.
When Windows authentication is referred to, this includes all forms of authenti-
cation supported by IIS such as basic, digest, NTLM/kerberos, or certificates.

Table 4.12 mode Attribute Options

Option Description

Windows Specifies Windows/IIS authentication mode.

Forms Specifies an ASP.NET forms-based authentication mode.
Passport Specifies the use of Microsoft Passport authentication mode.
None No authentication specified. This should only be used for

anonymous access-based applications or applications designed
with their own authentication scheme.

The <authentication> tag also supports two subtags, <forms> and <pass-
port>.The <forms> tag is used to specify configuration information for using
ASPNET’ forms-based authentication mode. This subtag supports five attributes
and one subtag. These attributes are shown in Table 4.13.

Table 4.13 <forms> Subtag Attributes

Attribute Options Description

name Enables you to specify a cookie name to
use for authentication. ASP.NET defaults
to .ASPXAUTH.

loginUrl If the specified cookie is not found, the
user will be redirected to the URL specified
in this attribute to log in. ASP.NET defaults
to default.aspx.

protection All/None/Encryption/ The All option specifies that the applica-
Validation tion uses both validation and encryption
to protect the authentication cookie. This
is the default value. The None option spec-
ifies that neither validation nor encryption

Continued
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Table 4.13 <forms> Subtag Attributes

Attribute Options Description

is used, and therefore the cookie is not
secure. This should only be used when
there are no security requirements and the
authentication features are only being
used for personalization.

timeout Enables you to specify a maximum length
of time for the authentication cookie to
remain valid. This value is in seconds and
the default is 30.

path Enables you to specify a specific path for
storing cookies used by your application.
The default is /.

The <forms> subtag supports the <credentials> subtag. This subtag enables
you to specify user id and password credentials within the configuration file. This
is done by using the passwordFormat attribute and the <user> subtag. The
passwordFormat attribute accepts three values, which specifies the password
encryption. These values are as follows:

= Clear No encryption
= MD?5 Encrypted with the MD5 hash algorithm
» SHA1 Encrypted with the SHA1 hash algorithm

The <user> subtag supports the use of the name and password attributes. These
values are simply text values containing the user’s id and password.

The second subtag supported by the <authentication> tag is <passport>.This
subtag has a single attribute of redirectUrl, and enables you to specify a default URL
to redirect the user to if the passport mode is used and the user has not signed on
with passport. The following code sample shows the use of these options:
<configur ati on>

<syst em web>
<aut henti cation
mode="For ng" >
<forns
name=". ASPXAUTH"

| ogi nUr | =" aut henti cat e. aspx"
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protection="All"
ti meout =" 45"
pat h="/">
<credential s
passwor dFor mat =" SHA1" >
<user
name="nyuser"
passwor d="nypass"
/>
</ credential s>
</fornms>
</ aut henti cation>
</ system web>

</ configur ati on>

Configuring Security Modules Using
the <authenticationModules> Tag

The <authenticationModules> tag enables you to add or remove the security
modules used within ASPNET for authentication. This will only be used if you
wish to add some other form of authentication to ASPNET. This may evolve in
the future with the use of smart cards and biometric authentication. This tag sup-
ports the <add>, <remove>, and <clear> subtags. The <add> subtag specifies
the authentication module class to add to your application. It uses the type
attribute to specify the class. Proper usage of the <add> subtag is illustrated in
the following code sample. The <remove> subtag accepts the same attribute of
type and is used to remove authentication modules previously specified with the
<add> subtag. Wildcards are not supported with the <remove> tag. The <clear>
subtag removes all authentication modules from the configuration whether
explicitly defined or inherited.

<configur ati on>
<system net >
<aut henti cati onModul es>
<add type="System Net.Digestdient" />
<add type="System Net.Negotiatedient" />
<add type="System Net.KerberosClient" />

207

www.syngress.com



208 Chapter 4 * Configuring ASP.NET

<add type="System Net.NtInClient" />
<add type="System Net.BasicCOient" />
</ aut henti cati onMbdul es>
</ system net >

</ configur ati on>

Controlling Access Using the <authorization> Tag

The <authorization> tag is used to control access to specific resources based on
permissions granted to the user or role. For any application, you want only
authorized users to access your application in certain ways. Historically this has
been controlled by the use of user databases, but for small applications this works
well. In addition, if a method of access 1s needed, should the backend database
fail, this provides a good failsafe.

This is done by using the two subtags, <allow> and <deny>.The <allow>
subtag controls which users or roles are granted access, and the <deny> subtag
controls which users or roles to which access is denied. Both subtags support the
same three attributes. These are described in Table 4.14. All permissions specified
through this configuration are read and applied by ASPNET from the top down;
therefore the order in which you specify your permissions is very important.

Table 4.14 <allow> and <deny> Subtag Attributes

Attribute  Description

users Enables you to designate a list of users to either be allowed or
denied access. User names should be separated with a comma.
The ? and * symbols are used to specify anonymous or all users,
respectively.

roles Enables you to designate a list of roles to either be allowed or
denied access. You should separate roles with a comma.
verbs Enables you to specify a list of verbs to either allow or deny

access to. These include GET, HEAD, POST, and DEBUG. You
should separate verbs with a comma.

The following code sample illustrates the use of these tags:

<configur ati on>
<syst em web>
<aut hori zati on>

<al | ow
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user s="austi n, bobby, chri s, dave"

rol es="Adni ns"

/>

<deny
users="*"

/>

</ aut hori zati on>
</ system web>

</ configur ati on>

Configuring Encryption Keys
Using the <machineKey> Tag

The <machineKey> tag enables you to configure encryption keys for use with
encryption and decryption of forms authentication cookie data. This is very
important to use when high security is necessary for your application. When this
is in place, cookies used for forms authentication are encrypted. Forms authenti-
cation is explained in the earlier section of this chapter on the <authentication>
tag. The <machineKey> tag supports three attributes as shown in Table 4.15.You
can specify this tag on any level with exception of the subdirectory level.

Table 4.15 <machineKey> Tag Attributes

Attribute Options Description

validationKey = AutoGenerate/value  Specifies the key used for validation.
decryptionKey AutoGenerate/value  Specifies the key used for decryption.

validation SHA1/MD5/3DES Specifies the type of encryption being
used for validation.

As shown in Table 4.15, the validationKey and decryptionKey attributes can
either be set to AutoGenerate a key or have a specific value set. This value must be
at least 40 characters long and have a maximum limit of 128 characters. The rec-
ommended length is 128 hexadecimal characters, for maximum security. If you
are using multiple Web servers with your application in a Web farm environment,
these keys must match between all Web servers. If you use AutoGenerate with a
Web farm, your keys will not match, and your application will not work cor-
rectly. The following sample code illustrates the usage of this tag.
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<configur ati on>
<syst em web>

<machi neKey val i dati onKey="Aut oGener at e"
decrypti onKey="Aut oCGener at e"

val i dati on="SHA1"/ >
</ syst em web>

</ configurati on>

Mapping Security Policies

Using the <securityPolicy> Tag

The <securityPolicy> tag enables you to map policy files to specific security
level names. By doing so, you can then easily implement your own custom secu-
rity configuration throughout your application. This tag accepts the subtag of
<trustLevel>. Multiple <trustLevel> subtags can be placed within a
<securityPolicy> tag. The <trustLevel> subtag accepts two attributes, name and
policyFile. The name attribute is used to specity a logical name to designate the
policy, and the policyFile attribute specifies the policy file. The default names set
up with ASPNET are Full, High, Low, and None. The following code shows these
names as well as one custom name and their associated policy files:

<securityPolicy>
<trustLevel
name="Ful |
pol i cyFile="internal"
/>
<trust Level
name="Hi gh"
pol i cyFi | e="web_hi ght rust . config"
/>
<trust Level
name="Low'
pol i cyFil e="web_| owt rust. config"
/>
<trust Level
name="None"

pol i cyFi | e="web_not rust. config"
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/>
<trust Level

name="M/Level "

pol i cyFi | e="web_nypol i cy. config"
/>

</ securityPolicy>

Applying Trust Levels Using the <trust> Tag

The <trust> tag enables you to apply specific trust levels to your application. By
using this tag, you are able to use security policy files with your Web applications.
This tag accepts only two attributes, level and originUrl. The level attribute is used to
reference a trust level previously specified with the <trustLevel> tag. The originUrl
tag specifies an application’s origin URL. This is used for certain permissions that
allow connectivity back to the origin host, such as Socket and IWebRequest. If the
permissions that you are applying require a host to function correctly, then you
must specify this attribute. The use of this tag is illustrated in the following code:

<configur ati on>
<syst em web>
<trust
| evel ="Hi gh"
originUrl="http://1ocal host/ myapp/ defaul t. aspx"
/>
</ system web>

</ configur at i on>

Anatomy of a Configuration File

The machine.config and web.config files are written using standard XML for-
matting. These files consist of a hierarchy of tags and subtags. Each tag or subtag
contains attributes that contain the actual configuration values. All of the tags,
subtags, and attributes in the configuration files are case-sensitive, and your appli-
cation will generate errors if a tag or attribute is formatted incorrectly.
Fortunately, there are specific rules that XML uses to help in getting the case
correct. All tags, subtags, and attributes are camel-cased, which means that the first
“word” of the name is lower case and any additional “words” in the name are
capitalized. For example, take the tag <webRequestModules>. This tag consists of
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the three words: web, request, and modules. The first word is all lower case, and
the remaining two are capitalized.

XML, much like HTML, requires that each tag have a beginning and an end.
This can be accomplished within a single statement by opening the tag and
closing with a “/>"" at the end. The example code for the <machineKey> tag
uses this method:

<machi neKey val i dati onKey="Aut oGener ate" decrypti onKey="Aut oGener at e"
val i dati on="SHA1l"/ >

When a tag contains subtags, you cannot begin and end a tag within the same
statement. You must use a separate beginning and ending tag in this situation. A
good example for this is the <configuration> tag itself:

<configur ati on>
<syst em web>
<machi neKey val i dati onKey="Aut oGener at e"
decrypti onKey="Aut oCener at e"
val i dati on="SHA1"/ >
</ system web>

</ configur ati on>

The first part of the machine.config file is the definition of configuration section
handlers. These are the classes used by the tags within the rest of the configuration
file to apply configuration settings. The default configuration section handlers are
detailed in the previous section, so we are now going to look at how to create
additional handlers. These are generally created in the machine.config file for use
between all applications, but can also be created within web.config files for appli-
cation-specific configuration section handlers.

You can create your own .NET Framework class for this by creating a class
that supports the IconfigurationSectionHandler interface. For our example, we will be
using the System. Configuration. Name ValueFileSectionHandler class, which is the same
class used by the <appSettings> tag.

All configuration section handlers are specified within the <configSections>
tag. They are then defined by using the <section> tag. This tag accepts the name
and type attributes. The name attribute specifies the tag that you will later be using
to reference this class, and the type attribute contains the actual class/assembly
combination.
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NoTE

You cannot define any new configuration section handlers beginning
with the keyword “config.”

In addition, you can group configuration section handlers into sections by
using the <sectionGroup> tag. This tag accepts the name attribute, which specifies
the tag you will later use to reference this section. So, we can put this all together
as shown in the following sample code:
<configur ati on>

<configSecti ons>
<sectionG oup name="myAppSettings. group">
<section
name="nyAppSetti ngs"
t ype="Syst em Configur ati on. NaneVal ueFi | eSect i onHandl er
Systent
/>
</ sectionG oup>

</ configSect i ons>

<nyAppSet ti ngs. group>
<nmyAppSettings>
<add
key="t abl eBackgr oundCol or "
val ue="11i ghtyel | ow

/>

<add
key="t abl eFor egr oundCol or "
val ue="br own"

/>

</ nyAppSetti ngs>
</ nyAppSet ti ngs. gr oup>

</ configur at i on>
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We have one more tag to go over before we go through the creation of a
configuration file. This tag is the <location> tag and is used to designate certain
configuration options to apply only to specific files or directories. This tag can
also be used to lock down configuration options so that they cannot be changed
at a lower level. The <location> tag accepts the path and allowOwerride attributes.
The path attribute enables you to specify a location to apply a set of configura-
tion options to. If you are using the <location> tag within a machine.config file,
the path attribute can specify either virtual directories or applications. If you are
using it within a web.config file, the path attribute enables you to specify a direc-
tory, subdirectory, application, or file. The allowOwerride attribute accepts a value of
either frue or false and enables you to lock down the configuration options. This
tag 1is illustrated in the following code sample:

<configur ati on>
<l ocation path="nyapp. aspx">
<appSettings>
<add
key="nykey"
val ue="nyval ue"
/>
</ appSettings>
</l ocati on>
<l ocati on path="secureapp. aspx" allowQverride="fal se">
<syst em web>
<identity
i nper sonat e="f al se"
user Nane="dbaccess"
passwor d="seCur le"
/>
</ system web>
<appSettings>
<add
key="secur ed"
val ue="true"
/>

</ appSettings>
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</l ocation>

</ configur ati on>

Creating a Configuration File

At this point, we’ve covered the default tags provided with ASPNET, learned
how to create our own configuration section handlers, and have gone over how
to assign configuration options to specific locations. Now, let’s create a configura-
tion file for an application. We’ll call our application “TestConfig” and store it
within its own virtual directory to avoid inheriting any configuration other than
the machine.config.

We’ll start oft our web.config file by opening the <configuration> tag and
defining a new configuration section handler. We’ll place this handler within a
new section group, just in case we need to add more handlers to the application
at some point in the future.
<configur ati on>

<configSecti ons>
<secti onG oup nanme="t est Config. gr oup" >
<section
name="mai nAppSetti ngs"
t ype="Syst em Configur ati on. NaneVal ueFi | eSecti onHandl er,
Syst ent'
/>
</ sectionG oup>

</ configSecti ons>

Next, we’ll go ahead and define some custom settings for this section group:

<t est Config. gr oup>
<mai nAppSet ti ngs>

<add
key="t abl eBackgr oundCol or "
val ue="1ightyel | ow'

/>

<add
key="t abl eFor egr oundCol or

val ue="br own"
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/>
</ mai nAppSet ti ngs>
</ t est Config. gr oup>

Now let’s assume that we have another page within our application located in
a subdirectory that should use different settings for its tables. We also want to lock
this setting down so that it can’t be changed by a web.config file that another
developer may place in the subdirec