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Course Overview

Objectives

This two-day course is designed to provide students with intermediate switching knowledge
and configuration examples. The course includes an overview of switching concepts such as
LANS, Layer 2 address learning, bridging, virtual LANs (VLANS), provider bridging, provider
backbone bridging, VLAN translation, spanning:-tree protocols, and Fthernet Ope ration,
Administration, and Maintenance (OAM). This course also covers Junos operating
system-specific implementations of Integrated Routing and Bridging (IRB) interfaces, routing
instances, virtual switches, load balancing, and port mirroring. This course is based on the
Junos OS Release 10.0R2.10.

Through demonstrations and hands-on labs, students will gain experience in configuring and

* monitoring the Junos 0S and in device operations.

After successfully completing this course, you should be able to:

. Describe carrier Ethernet.

. Describe the different Ethernet standards organizations.

. Describe the Layer 2 services that are available on the MX Series 3D Ethernet
Universal Edge Routers.

. Describe the function of an Ethernet LAN.

. Describe learning and forwarding in a bridging environment.

. Describe Ethernet frame filtering.

. Implement VLAN tagging,

. Implement IRB.

. Implement a Layer 2 firewall filter.

. Describe the usage of a routing instance.

. Describe the function of a virtual router.

. Describe the function of a virtual switch.

. Implement a virtual switch.

. Describe interconnecting routing instances.

. Describe the different Institute of Flectrical and Electronics Engineers (IEEE) VLAN
stacking models.

. Describe the components of provider bridging.

. Configure and monitor provider bridging.

. Describe the components of provider backbone bridging.
. Configure and monitor provider backbone bridging.

. Explain the purpose of the Spanning Tree Protocol (STP).

° Describe the basic operation of the STP, the Rapid Spanning Tree Protocol (RSTP),
the Multiple Spanning Tree Protocol (MSTP), and the VLAN Spanning Tree Protocol
(VSTP)

. Configure and monitor the STP, the RSTP, the MSTP, and the VSTP.
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NETWORKS




Course Agenda

: Day 1
Chapter 1: Course Introduction
Chapter 2: Carrier Ethernet
Chapter 3: Ethernet Switching and Virtual LANs
Lab 1: Ethernet Switching and VLANs
Chapter 4: Virtual Switches
Lab 2: Virtual Switches
Day 2
Chapter 5: Provider Bridging
Lab 3: Provider Bridging

Chapter 6: Spanning-Tree Protocols
Lab 4: MSTP
Chapter 7: Ethernet OAM
Lab 5: Ethernet OAM
Chapter 8: Ethernet Ring Protection

N
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Lab 6: Ethernet Ring Protection
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Defined and Undefined Syntax Variables

Finally, this course distinguishes between regular text and syntax variables, and it also
distinguishes between syntax variables where the vailue is already assigned {(defined va riables)
and syntax variables where you must assign the value (undefined variables). Note that these
styles can be combined with the input style as well.

Style

Description

Usage Example

CLI
Variable

GUT
Variable

Text where variable value is already
assigned.

policy my-peers

Click on my-peers in the dialog.

CLT
Undefined

GUT
Undefined

Text where the variable's value is
the user’s discretion and text where
the variable’s value as shown in the
lab guide might differ from the
value the user must input.

Type set policy
policy~name.

ping 10.0.x.v

Select File > Save, and type
filename in the Fil ename field.

-
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Junos Service Provider Switching

Chapler Objaclives

= After successfully completing this chapter, you will be
able to:
* Getto know one another

* |[dentify the objectives, prerequisites, facilities, and
materials used during this course

* |dentify additional Juniper Networks courses

» Describe the Juniper Networks Technical Certification
Program

This Chapter Discusses: |

. Objectives and course content information;
. Additional Juniper Networks, Inc. courses; and

. Juniper Networks Technical Certification Program (JNTCP).

o
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Junos Service Provider Switching
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= Before we get started...
* What is your name?
»* Where do you work?

+« What is your primary role in your
organization?

* What kind of network experience
do you have?

- - s What is the most important thing for
b you to learn in this training session?

N

Introductions

The slide asks several questions for you to answer during class introductions.

Jumlper Course introduction * Chapter 1-3
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Junos Service Provider Switching

Dourse Contanls

= Contents:
* Chapter 1. Course Introduction
* Chapter 2. Carrier Ethernet
* Chapter 3: Ethernet Switching and Virtual LANs
* Chapter 4: Virtual Switches
* Chapter 5: Provider Bridging
e Chapter 6: Spanning-Tree Protocols
e Chapter 7. Ethernet OAM
* Chapter 8. Ethernet Ring Protection

Course Contents

The slide lists the topics we discuss in this course.

e
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Junos Service Provider Switching

Prerequisites

s The prerequisites for this course are the following:
» Knowledge of the Open Systems Interconnection model
e Experience with TCP/IP protocols

» Junos OS configuration experience—the Introduction to
Junos Software (1JS) course or equivalent

* Routing knowledge—the Junos Routing Essentials (JRE)
course or equivalent

Prerequisites

The slide lists the prerequisites for this course.

_Jumlper Course Introduction « Chapter 1-5
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Junos Servic € Provider Switching

Dourse Adminisiration

u The basics:
* Sign-in sheet
e Schedule

+ Classtimes
* Breaks

« Lunch

* Break and restroom facilities

* Fire and safety procedures

* Communications
+» Telephones and wireless devices

s Internetaccess

General Course Administration

The slide documents general aspects of classroom administration.

o
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Junos Service Provicler Switching

Education Materials

a Available materials:

 |n class:
+ Lecture material
+ Lab guide
+ Labequipment
« Online;
» elLearning courses

Training and Study Materials

The slide describes Education Services materials that are available for reference both
in the classroom and online.
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Junos Service Provider Switching

Additional Resources

= For those who want more:

* Juniper Networks Technical Assistance Center (JTAC)
. http://www.juniper.net/support/requesting-support.htmE
* Juniper Networks books
. http://www.juniper.net/trainéng/jnbooks/
* Hardware and software technical
documentation

* Online: http://www.juniper.net/techpubs/
* Image files for offline viewing;
http://www.juniper.net/techpubs/resources/cdrom.htmi
* Certification resources

* http://www.juniper.net/training/certification/resources.htmi

~ Additional Resources

The slide describes additional resources available to assist you in the installation,
configuration, and operation of Juniper Networks products.

P,
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Junos Service Provicler Switching

Batisfaction Feedback

Clags
Feedback

BEEEREGOEE

= To receive your certificate, you must complete the
survey

» Either you will receive a survey to complete at the end of
class, or we will e-mail it to you within two weeks

» Completed surveys help us serve you better!

Satisfaction Feedback

Juniper Networks uses an electronic survey system to collect and analyze your
comments and feedback. Depending on the class you are taking, please complete the
survey at the end of the class, or be sure to look for an e-mail about two weeks from
class completion that directs you to complete an online survey form. (Ensure that you
provide us with your current e-mail address.)

Submitting your feedback entitles you to a certificate of class completion. We thank
you in advance for taking the time to help us improve our educational offerings.

JU ﬂlper Course Introduction » Chapter 1-9
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Junos Service Provider Switching

Juniper Networks Education Services
Curriculum

2 Formats:

* Classroom-based instructor-led technical courses
* Online instructor-led technical courses

* Hardware installation eLearning courses as well as technical
elearning courses

= Complete list of courses:
. http://www.juniper.net/training/technical_education/

Juniper Networks Education Services Curricuium

Juniper Networks Education Services can help ensure that you have the knowledge
and skills to deploy and maintain cost-effective, high-performance networks for both
enterprise and service provider environments. We have expert training staff with deep
technical and industry knowledge, providing you with instructor-led hands-on courses
in the classroom and online, as well as convenient, self-paced elearning courses.

Course List

You can access the latest Education Services offerings covering a wide range of
platforms at http://www.juniper.net/training/technicai_education/ .

‘f,:hapter 1-10 « Course Introduction _J U n | per
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Junos Service Provider Switching

-2

Technical Certification Programs

a Demonstrate competence with Juniper Networks
technology
» Multiple tracks
» Mulitiple certification levels
s Written proficiency exams
s Hands-on configuration and troubleshooting exams
_ « For more information and details on how to prepare for the
- exams
« http://www.juniper.net/training/certification/

INTCP

The Juniper Networks Technical Certification Program (JNTCP) consists of
platform-specific, multitiered tracks that enable participants to demonstrate, through
a combination of written proficiency exams and hands-on configuration and
troubleshooting exams, competence with Juniper Networks technology. Successful
candidates demonstrate thorough understanding of internet and security
technologies and Juniper Networks platform configuration and troubleshooting skilis.
You can learn more information about the JNTCP at
hitp://www.juniper.net/training/certification/.
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Junos Service Provider Switching

Juniper Nelworks Certification Path

= Up to four levels of
certification for
each track

Certification Levels

Each JNTCP track has one to four certification levels. Juniper Networks Certified
Internet Associate (JNCIA) and Juniper Networks Certified Internet Specialist (JNCIS)
exams are computer-based exams composed of multiple choice questions. These
computer-based exams are administered at Prometric testing centers worldwide and
have no prerequisite certification requirements.

Juniper Networks Certified Internet Professional (UNCIP) and Juniper Networks
Certified Internet Expert {(JNCIE) exams are composed of hands-on lab exercises that
are administered at select Juniper Networks testing centers. Professional-level and
Expert-level exams require that you first obtain the next lower certification in the track.
Please visit the JNTCP Web site at

http://www.juniper.net/training/certification/ for detailed exam information, exam
pricing, and exam registration.

13
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Junos Service Provider Switching

Certification Preparation

= How to prepare:
e Training and study resources

+ JNTCP Web site
http://www.juniper.net/training/certification/

+ Education Services training classes
http://www juniper.net/training/technical_education/

+ Juniper Networks documentation and white papers
http://www.juniper.net/techpubs/

-~ » Practical exams: lots of hands-on practice
+ On-the-job experience.
» Education Services training classes

« Equipmentaccess

- Prepping and Studying

The slide lists some options for those interested in prepping for Juniper Networks
certification.
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Junos Service Provider Switching

Duestions

Any Questions?

If you have any questions or concerns about the class you are attending, we suggest
that you voice them now so that your instructor can best address your needs during
class.

&

Chapter 1~14 + Course Introduction JU ﬂ l pe r
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Junos Service Provider Switching

Chapter Objectives

= After successfully completing this chapter, you will be
able to:

* Describe carrier Ethernet

* Describe the different Ethernet standards organizations

* Describe the Layer 2 services that are available on the
Juniper Networks MX Series 3D Universal Edge Routers

This Chapter Discusses:

. Carrier Ethernet;
. Different Ethernet standards organizations; and
. Layer 2 services that are available on the Juniper Networks MX Series 3D

Universal Edge Routers.

5.

Chapter 2-2 « Carrier Ethernet
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Junos Service Provider Switching

Agenda: Carrier Ethemet

= Ethernet in the WAN
= Fthernet Standards Organizations
= MX Series Layer 2 Features

Ethernet in the WAN

The slide lists the topics we cover in this chapter. We discuss the highlighted topic
first.
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Junos Service Provider Switching

Metworking Terms

a [ AN:
* Anetwork that is usually located at a single customer site
» Connects devices that are very close to one another

= MAN:
* Anetwork that is located within a metropolitan area (city or
town)
» Connects devices that are within a few miles of each other
= WAN:

* Anetwork that can extend far beyond the MAN

* Connects devices that can be hundreds and thousands of
miles away from each other

Local Area Netwofk

A LAN is usually a network of Ethernet switches and bridges that provides connectivity
between end stations that in general are very close together. In most cases, the end
stations and switches are within the same building.

Metropolitan Area Network

A Metropolitan Area Network (MAN) is located within the confines of a city or town
where a service provider might have a fiber infrastructure or a cable infrastructure. A
MAN provides the ability to connect customer sites that are located near each other.

Wide Area Network

A WAN ailows for connectivity that extends far beyond the MAN. A WAN typically
connects devices that are hundreds and thousands of miles away from each other.

o
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Junos Service Provi der Switching

Service Providers
= Service providers (in most cases a phone or cable
company) typically own and operate MANs and WANS:

* Service providers usually sell the MAN and WAN service to
their customers for a monthly fee

* In general, MAN and WAN networks are made up of vast
underground, underwater, and overhead networks of fiber

» A customer gains access to the MAN or WAN through a local

toop

San Francisco, CA {  Global Service Providers Sydney, Austratia
; WAN :
i LAN
:Eﬁ -

20 i ] “M
AR Feomi

Corparate Office Branch Office-

Service Providers

When a business decides to interconnect two or more sites that are not physically
near each other, a service provider usually provides MAN or WAN connectivity between
those sites at a price. A service provider (cable company or telco) has the facilities—
such as the miles and miles of fiber—that are necessary to transfer data around the
world. A customer of the service provider gains access 1o the MAN or WAN through a
local loop or access circuit that the service provider delivers to each site.

_JU n I Der Carrier Ethernet » Chapter 2-5
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Junos Service Provider Switching

*ATM

£

End-to-End Connecl]

= Several options exist to provide connectivity between

customer sites:
» Private line (DSO, T4, E1, or T3)

* Frame Relay
« Ethernet

= The customer must purchase and maintain
equipment that can support the Layer 1 and Layer 2

interfaces
: San Francisco, CA Global! Service Providers Sydney, Australia
: H WAN 5
iLAN MAN §
ﬁﬁ Local . i[g:zl LAN ;

Laop
S:]E

Eorporate Office

vity

Branch Qffice

Site-to-Site Connectivity Options

Customers have options when it comes to ordering service from the service provider. If
the customer sites are relatively close to each other, the customer can purchase a
private-line service from the service provider. A private line is a point-to-point circuit
that customers can order at varying speeds (DSO, T1, E1, T3, and more). As the
distance between sites grows, so does the price for the private-line service. Other
options for site-to-site connectivity include Asynchronous Transfer Mode (ATM), Frame
Relay, and now Ethernet.

Equipment and Expertise

To support the site-to-site connectivity, the customer must purchase the correct
equipment and have the expertise to be able to support the new circuits. The
customer will need Ethernet experts for the LAN, and, in the case of ATM WAN
connectivity, they will need ATM experts as well.

Chapter 2-6 « Carrier Ethernet JU n l pe r
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Junos Service Prov ider Switching

2themet as a VAN and WANMN Solution

= Bandwidth needs from the MAN and WAN:
* As the bandwidth usage of the customers has increased,
ATM and Frame Relay port speeds have not kept up
* Private-line prices have become far too high
2 Fthernet becomes the MAN or WAN solution:
s Ethernet speeds have increased over time
+ 10 Mbps, 100 Mbps,-1 Gbps. and 10 Gbps
Z}. * Ethernetis a technology that the customer understands
- - » Customer IT groups are generally Ethernet experts
*» Allows the customer to have a single interface to the service
- provider
+ Internet accessand site-to-site connectivity over a single interface
» Lower-cost customer premise equipment
» High-speed ATM equipment—significantly higher cost than Ethernet

Bandwidth Becomes a Factor

Over the last 10 years, the need for high-speed access to the Internet as well as for
site-to-site connectivity has skyrocketed. With more and more video, voice, and other
bandwidth-hogging applications being placed on the network, ATM and Frame Relay
networks have not been able to keep up with the demand.

tEthernet Is the Solution

Ethernet interfaces as fast as 10 Gbps are available. Soon speeds will exceed that
limit as well. An Ethernet solution in the WAN benefits both the service provider and

“ the customer in many ways. Using Ethernet as the WAN solution, the customer no

- longer needs Ethernet and ATM experts to run the network. Service providers can offer
multiple services using a single interface to the customer. The list of benefits can go
on and on.

JU nlper Carrier Ethernet » Chapter 2-7
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Junos Service Provider Switching

Initial Ethernst Challenges

= Scalability:
s Millions of customer end stations

+ The service provider environment learns a large number of MAC
addresses

* Redundant connections between the service provider and
the customers for resiliency
+ Spanning tree protocols simply cannot scale
= S As:
* Native Ethernet frames do not provide quality of service
+ Best effort had been generally accepted in [LAN network

a QAM:

« Fault management and performance monitoring
* Monitoring and troubleshooting Ethernet access links
» Circuit protection

Scalability

Allowing an Ethernet WAN to scale has always posed a challenge to the service
provider. For instance, for an Ethernet switch to forward Ethernet frames it must learn
the MAC address of each of the end stations on the customer network. For a service
provider serving thousands of customers, this need might mean that the service
provider-owned switches must potentially learn millions of MAC addresses. Also, when
redundant links exist between the service provider and its customers for resiliency
purposes, the question arises, “How can you prevent a loop?” The spanning tree
protocols of today simply cannot scale to prevent the loops of thousands of customer
sites.

Service-Level Agreements

Usually when a customer purchases WAN service, service-level agreements (SLAs) are
in place to ensure that the service provider provides a good service to the customer,
Common SLAs would cover frame delay and frame loss.

Continued on next page.

o
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Operation, Administration, and Maintenance

The ability for a service provider to provide and prove the same level of se&rvice with
Ethernet that a customer could get from ATM, Frame Relay, and private-li ne service
needed to be developed. Ethernet was also lacking Operation, Administration, and
Maintenance (OAM) features. For example, in the case of ATM, OAM features would
allow administrators to verify the status of ATM permanent virtual circuits (PVCs). This
same capability was necessary for Ethernet virtual connections (EVCs).

_JU ﬂlper Carrier Ethernet ¢ Chapter 2-9
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Agenda: Carrier Ethernel

= Ethernet in the WAN
->Ethernet Standards Organizations
a MX Series Laver 2 Features

Ethernet Standards Organizations

The slide highlights the topic we discuss next.

Chapter 2-10 « Carrier Ethernet
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Internet Standards Organizations

= Ethernet standards organizations are developing
standards for Ethernet services, architecture, OAM
and interfaces:
* Metro Ethernet Forum
* Institute of Electrical and Electronics Engineers
¢ International Telecommunication Union

Ethernet Standards Organizations

Several organizations have been working to solve the problems that Ethernet poses in
the WAN. The three primary organizations that are helping to enable Ethernet WAN
services are the Metro Ethernet Forum (MEF), the Institute of Electrical and
Electronics Engineers (IEEE), and the International Telecommunication Union (ITU).

JU m l per Carrier Ethernet « Chapter 2-11
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Metro Ethernel Forum

m Nonprofit international
industry consortium
dedicated to accelerating
worldwide adoption of
carrier Ethernet networks
and services

* Defines carrier Ethernet (also referred to as Metro Ethernet)
as a ubiquitous, standardized, carrier-class service defined
by five attributes that distinguish carrier Ethernet from LAN-
based Ethernet

Metro Ethernet Forum

The MEF, as the defining body of carrier Ethernet, is a global alliance of over 150
organizations including service providers, cable multiple service operators (MSQOs),
network equipment manufacturers, software manufacturers, semiconductor vendors,
and testing organizations. The goal of the MEF is to accelerate the worldwide adoption
of carrier Ethernet networks and services. The MEF defines carrier Ethernet as a
ubiquitous, standardized, carrier-class service defined by five attributes (illustrated on
the siide) that distinguish carrier Ethernet from LAN-based Ethernet. An objective of
the MEF is to build a consensus and unite service providers, equipment vendors, and
customers on Ethernet service definitions, technical specifications, and
interoperability.

3
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A e

Metro Ethernet Forum Attributes (4 %‘. 2)

s MEF attributes:

* Standardized services:
e E-Line. E-LAN. and E-Tree

+ Require no change to customer
LAN equipment

» Suited for converged voice. video.
and data networking

+ Wide choice of granularity of bandwidth and quality of service
- ’ options

* Scalability:
* The ability for millions of customersto use the service

* Spans access, metropolitan, national. and global networks with a
. wide variety of physical infrastructures and setvice providers

MEF Attributes: Part 1

The slide discusses the definitions of the Standardized Services and Scalability
attributes.

JUﬂlper Carrier Ethernet * Chapter 2-13
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Metro Ethernet Forum Allributes (2 of 2)

= MEF attributes (contd.):
* Reliability -
+ Rapid recoverytime g  Carrier

+ The network should be able to detect
and recover from outages without
impacting users

* Quality of Service
+ Many bandwidth and quality of service options

+ SLAsfor end-to-end performance based on committed information
rate, frame loss. delay. and delay variation

* Service Management

+ Ability to monitor, diagnose. and centrally manage the network
using standards-based implementations

Carrier class OAM

Etheme;

MEF Attributes: Part 2

The slide discusses the definitions of the Reliability, Quality of Service, and Service
Management attributes.

gE)hapter 2-14 « Carrier Ethernet _JU ﬂ l pe r
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MEF Standards {1 of 2)
= Carrier Ethernet technical specifications:

oS

Technical Specifications: Part 1

The slide shows the MEF-developed carrier Ethernet technical specifications.

_JU n l Per Carrier Ethernet * Chapter 2-15
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MEF Standards (2 of 2)

= Carrier Ethernet technical specifications (contd.):

* All specifications are available for download at
http://metroethernetforum.org/

Technical Specifications: Part 2

The slide shows the continuation of the MEF-developed carrier Ethernet technical
specifications table.

IAI;C:hapter 2-1.6 + Carrier Ethernet JU n l per
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MEF Equipment and Service Provider
Cartification

= MEF launched a certification program in
2005 to verify compliance of vendor
equipment and service-provider services
to MEF technical specifications

* Eliminates the need for expensive and complex testing
between equipment vendors

« Establishes a solid foundation for carrier Ethernet
interoperability

* Provides for a single, universally recognized test and
certification process

* Accelerates carrier Ethernet deployment at reduced costs
* Eases making informed decisions about equipment vendors

MEF Certification Program

To help in its objective to promote interoperability between service providers and
equipment vendors, the MEF introduced a new certification program in 2005. The
certification applies to both service providers and equipment vendors. Having a
standardized certification all but eliminates the need for expensive and complex
interoperability tests.

Juniper

Carrier Ethernet » Chapter 2-17
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Four MEF Certifications

s MEF 9 (User-to-network interface capabilities):
« Juniper Networks-certified equipment
* MX Series devices
a MEF 14 (Frame delay, loss, and jitter):

» Junhiper Networks-certified equipment
» MX Series devices

= MEF 18 (CESoETH):
* No Juniper Networks-certified equipment
a MEF 21 (Link OAM):

» Juniper Networks-certified equipment
« MX Series devices
« M Series Multiservice Edge Routers
» T Series Core Routers

MEF 9 Certification

The MEF 9 certification tests for compliance with MEF 6.1, 10, and 11. This test
ensures the meeting of all requirements at the user-to-network interface (UNI). Some
of the tests include:

. Non-looping frame delivery;
. Single copy broadcast and multicast delivery; and

. Customer VLAN {C-VLAN) |D preservation.

MEF 14 Certification

The MEF 14 certification tests for compliance with MEF @ and 10. This test ensures
the meeting of all requirements for traffic management. Some of the tests include:

. Frame delay service performance;
. Frame delay variation service performance; and
. Frame loss ration service performance.

Continued on next page.
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MEF 18 Certification

The MEF 18 certification tests for compliance with MEF 8. This certification ensures
the meeting of all requirements for reliable transport of time-division m Ultiplexing
(TDM) circuits. This certification includes some of the following tests:

J Encapsulation layers;
. Payload format; and
. Defects.

MEF 21 Certification

The MEF 21 certification tests for compliance with MEF 20. This certification ensures
the meeting of all requirements for UNI Type 2 and link OAM features.

Juniper
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Carrier Ethernet Terminology (1 of 2)

a Carrier Ethernet terms:
* UNI:

» A physical interface or port that is the demarcation between the
customer and the service provider

* UNI Type 1: Compliant with MEF 43 and manually configurable

» UNI Type 2: Automatic service discoverythrough Ethernet-Local
Management Intetface: supports OAM

+ UNI Type 3: Provides for dynamic EVC setup

» An Ethernet interface operating at 10 Mbps, 100 Mb s, 1 Gbps,
or 10 Gbps

* Customer equipment

UNI-C UNI-N

UNI-C= UNI Customer Side
UNI-N = UNI Network Side

Carrier Ethernet Terms: Part 1

The slide lists some of the common terms found in a carrier Ethernet network.

[
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Carrier Ethernet Terminology (2 of 2)

a Carrier Ethernet terms (contd.):

* Network-to-network interface

« A physical interface or port that is the demarcation between
distinct carrier Ethernet networks, operated by one or more service
providers

» Carrier Ethernet network

* Anaccess, metropolitan, national. or global Ethernet transport
network connecting user endpoinis

E-NNi = Extemal NN}
I-NNI = Internal NNI

Carrier Ethernet Terms: Part 2

The slide discusses some of the common terms found in a carrier Ethernet network.

Juniper
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Ethernet Virtual Conneclion
u EVC:

* Connects two or more customer sites or UNIs
* Prevents data transfer between sites that are not part of the
same EVC

* Defined in MEF 6.1 and 10.2
+ Point-to-point
» Multipoint-to-muitipoint
* Rooted multipoint

o] e

Ethernet Virtual Connection

An (EVC) is a carrier Ethernet service offered by a service provider. It connects two or
more sites. A requirement of an EVC is to prevent data transfer between UNIs that are
not part of the same EVC. Three types of EVCs exist: point-to-point,
multipoint-to-multipoint, and rooted multipoint.

+
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Point-to-Point EVC

= F-| ine service EVCs

* Two types:
» EthernetPrivate Line (port-based)
+ Virtual Private Line (VLAN-based)

* Allow for communication between only two UNIs

E-LINE

E-Line Service EVC

A point-to-point EVC is referred to as an Ethernet Line (E-Line) EVC, It provides
connectivity between only two UNIs. Two types of E-Line EVCs exist. An Ethernet
Private Line EVC is port-based, where each of the UNIs is a dedicated port to a
customer. All virtual LANs (VLANSs) for the UNI can traverse the EVC. A Virtual Private
Line EVC is VLAN-based, such that it allows for the mapping of individual VLANSs to the
EVC. This mapping allows the service provider to multiplex multiple customers using a
single access port.

JUﬂlPer Carrier Ethernet » Chapter 2-23
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Multipoint-to-Mullipoint EVC
= E-l AN service EVCs

* Two types:
+ Ethernet Private LAN (port-based)
« Virtual Private LAN (VLAN-based)
* Allows for communication between two or more UNis

+ Ingress broadcastor muiticast frames at one UNI are forwarded to
all other UNIs

“~

At S
3 . 4

E-LAN Service EVCs

Multipoint-to-multipoint EVCs are referred to as Ethernet LAN (E-LAN) EVCs.
Essentially, an E-LAN EVC makes the service provider network appear to be a single
broadcast domain to the customer. E-LAN EVCs come in the form of either an Ethernet
Private LAN or Virtual Private LAN, similar to the E-Line EVC.
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- Rooted Mullipoint EVC
‘ = E-Tree service EVCs

* Two types:
* Ethernet Private Tree (Port-based)
+ Virtual Private Tree (VLAN-based)

* Aroot UNI can send ingress frames to one or all leaf UNIs
- » Aleaf UNI can exchange data only with the root UNI
o + Useful for multicast video applications

%ﬁ? é@a} )

- E-Tree Service EVCs

Rooted multipoint EVCs are referred to as E-Tree EVCs. The slide describes the
forwarding properties of an E-Tree EVC. E-Tree EVCs come in the form of either an
Ethernet Private Tree or Virtual Private Tree, similar to the E-Line EVC.

A BN
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MEF Layered Anproach

= Three-layer model:

» Application Layer

» End-user applications carried by the Ethernet Services Layer
» Ethernet Services Layer

« EVCs

s Transport Services Layer

+ Various networking and
media types that deliver
the Ethernet services

MEF’s Three-Layer Model

The MEF has defined a three-layer model for carrier Ethernet networks. The
Application Services Layer supports end-user applications. The Ethernet Services
Layer carries the applications. This layer is the main focus of the MEF. Carrier Ethernet
resides on the Ethernet Services Layer. To deliver the Ethernet services, the Transport
Services Layer uses various networking and media types. This layer includes
technologies like provider backbone bridging, virtual private LAN service (VPLS), and
SONET. As shown on the slide, each layer of the MEF model has its own data, control,
and management planes.
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. IEEE Ethernet Standards

‘ » The IEEE Ethernet standards fall into the 802

’ category:

;  [IEEE 802.3—Physical Layer and Data Link MAC sublayer for

wired Ethernet

+ [EEE 802.1—Bridging and management
+ 802.1D/802.1Q: Bridges and VLAN
» 802.1ad: Provider bridging
» 802.1ah: Provider backbone bridging
» 802.1ag: Connectivity fault management
+ Many more

[

N r

YY)

IEEE Standards

The slide lists some of the important [EEE Ethernet standards.

“
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T-T Recommendalions

® [TU-T is the [TU's telecommunication standardization
sector:

* G series—Transmission systems and media, digital systems,
and networks
» (3.80410: Architecture of Ethernet Layer networks
» G.8041.1: Ethernet Private Line Service
+ G.8011.2; EthernetVirtual Private Line Service
» G.8032: EthernetRing Protection
* Y series—Global information infrastructure, IP aspects. and
next-generation networks
» Y.1730: Ethernet OAM requirements
+ Y.1731: OAM mechanisins

§ Nate: [nformation is-current as of Feb 14, 2010

{TU-T Recommendations

The slide shows some of the International Telecommunication Union
Telecommunication Standardization (ITU-T) Ethernet recommendations.

e
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Agenda: Carrier Ethermet

s Ethernet in the WAN
# Fthernet Standards Organizations
- MX Series Layer 2 Features

MX Series Layer 2 Features

The slide highlights the topic we discuss next.

Juniper

NETWORKS

Carrier Ethernet » Chapter 2-29




¥,

Junos Service Provider Switching

MX Series Highlights

= MX Series highlights:

» Provider edge for Layer 3 VPN,
Layer 2 VPN. VPLS. or the Internet

e Scalable and reliabie

« Designed for next-generation services at the Ethernet edge
» Function as Layer 2 switches, Layer 3 routers. or both

MX96Q

g TN

» Fully redundantdesign

« Distributed packet forwarding
+ Full set of Junos OS routing

12/120

capabilities

24 / 240

e MX240 and MX480

1. mitlion

« Mid-range piatforms

» Optimized for sites with space and power restrictions

MX Series Highlights

The slide shows some of the highlights of the MX Series devices.
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MX Series Layer 2 Features

3 MX Series devices support:

* |EEE «|TU-T
+ 802.1D: Bridging + ¥.1731:CFM and Frame Delay
+ 802.1Q: VLAN tagging Measurement
+ 802.1ad: Provider bridging + G.8032: EthernetRing Protection
+ 802.1ah: Providerbackbone ¢ Internet Engineering Task
bridging Force
+ 802.1ag: CFM » RFC 4764 VPLS using BGP
+ 802.3,clause 57: LFM + RFC4762: VPLS using LLDP

Layer 2 Features

The slide shows some of the Layer 2 features supported on MX Series devices.
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Summary

= [ this chapter, we:
» Described carrier Ethernet
* Described the different Ethernet standards organizations

* Described the Layer 2 services that are available on the
MX Series devices

This Chapter Discussed:
. Carrier Ethernet;
. Different Ethernet standards organizations; and
. Layer 2 services that are available on MX Series devices.
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Review Questions

1. List two properties that make carrier Ethernet more
desirable than older WAN methods like Frame Relay
and ATM.

2. List the three prominent Ethernet standards
organizations.

3. List three Layer 2 services that an MX Series device
can provide.

Review Questions
1.
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Ethernet Switching and Virtual LANs
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Junos Service Provider Switching

Chapler Objectives

= After successfully completing this chapter, you will be
able to:
* Describe the functions of an Ethernet LAN
* Describe learning and forwarding in a bridging environment
* Implement VLAN tagging
* Implement IRB
* Implement Layer 2 address learning and forwarding
* Implement Layer 2 firewall filters

This Chapter Discusses:

. The functions of an Ethernet LAN;
. l.earning and forwarding in a bridging environment;

° Implementation of virtual LAN (VLAN) tagging;

. Implementation of integrated routing and bridging (IRB);
. Implementation of Layer 2 address learning and forwarding; and
. Implementation of Layer 2 firewall filters.

Ehapter 3-2 « Ethernet Switching and Virtual LANs Juﬂ'per

NETWORKS



pO

Junos Service Provider Switching

Agenda:
Ethemet Swilching and Virtual LANs

—>Ethernet LANs

= Bridging

= Configuring and Monitoring VLANs

= Configuring and Monitoring IRB

= | ayer 2 Address Learning and Forwarding
= Layer 2 Firewall Filtering

Ethernet LANs

The slide lists the topics we cover in this chapter. We discuss the highlighted topic
first.
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Dverview of Ethernet

2 Fthernet defined:

* Family of LAN specifications, standardized in IEEE 802.3
» 10Base-T{802.3i)—10 Mbps
+ 100Base-TX(802.3u)—100 Mbps
+ 1000Base-T (802.3ab)—1000 Mbps
s Uses Data Link Layer technology to create LANs
+ Shared medium—a single broadcastand collision domain
« Uniquelyidentifies all nodeson the LAN with a 48-bit MAC address

» Uses CSMA/CD to avoid and manage frame collisions

Ethernet Defined

Ethernet is a family of LAN specifications defined in the Institute of Electrical and
Electronics Engineers (IEEE) 802.3 standard. The slide lists some common examples,
including the 803.3i, 802.3u, and 802.3ab specifications. Each Ethernet
implementation uses a unique wiring and signaling standard—typically a copper-based
medium or fiber optics—for the Physical Layer. Although the various implementations
of Ethernet can use various wiring and signaling standards, they all use a common
addressing format.

Ethernet is a Data Link Layer technology, as defined by Layer 2 of the Open Systems
Interconnection (OS!) model of communications. An Ethernet LAN consists of a shared
medium that encompasses a single broadcast and collision domain. Network devices,
referred to as nodes, on the Ethernet LAN transmit data in bundles that are generally
referred to as frames. Each node on a LAN has a unique identifier so that it can be
unambiguously located on the network. Ethernet uses the Layer 2 media access
control (MAC) address for this purpose. MAC addresses are 48-bit hardware
addresses programmed into the Ethernet processor of each node.

Ethernet uses the carrier-sense multiple access with collision detection (CSMA/CD)
protocol to avoid and manage frame collisions.

&0
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Ethermet LANs (1 of 2)

Collision
Domain

}
!

\ /
W’“}i}k“ /
" <~ Nodes can transmit
~ e simultaneously
- # Characteristics:
s Shared medium
- . .. . Problems:
» Single collision domain 1 Alldevices see traffic
) 2. Collisions can occur
: » Nodes can transmit 3. Unwanted resotrce consumption

simultaneously

o Ethernet LANs: Part 1
L Ethernet LANs consist of a shared medium that defines a single collision domain. As
% previously mentioned, Ethernet uses the CSMA/CD protocol to help avoid and manage

frame collisions. The sample topology on the slide shows a series of nodes connected
through a hub using a copper-based physical medium. This type of implementation
allows only a single stream of data at a time. All nodes participating in this shared
Ethernet LAN listen to verify that the line is idle before transmitting. If the line is idle,
the nodes begin transmitting data frames. If multiple nodes listen and detect that the
line is idle and then begin transmitting data frames simultaneously, a collision oceurs.
When collisions occur, an error is generated and travels-back to the transmitting
devices. When a node receives a collision error message, it stops transmitting

- immediately and waits for a period of time before trying to send the frame again. If the
node continues to detect collisions, it progressively increases the time between

n retransmissions in an attempt to find a time when no other data is being transmitted
on the LAN. The node uses a backoff algorithm to calculate the increasing
retransmission time intervals. When a node does successfully transmit traffic, that
traffic replicates out all ports on the hub and all other nodes on the shared Ethernet
segment see it This traffic-flooding approach, coupled with collisions, consumes
network resources.

JU n I pe r Ethernet Switching and Virtual LANs » Chapter 3-5
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Ethernet LANs (2 0f 2)

» As the network grows, the likelihood of collisions
increases:
* As collisions increase, overall LAN efficiency decreases

Ethernet LANs: Part 2

Ethernet LANs were originally implemented for small, simple networks. Over time,
LANs have become larger and more complex. As an Ethernet LAN grows, the likelihood
of collisions on that LAN also grows. As more users join a shared Ethernet segment,
each participating node receives an increase of traffic from all other participating
nodes for which it is not the actual destination. This unwanied consumption of
network resources, along with an increase of collisions, inevitably decreases the
overall efficiency on the LAN.

L3
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Switching and Yirtual LANs

%

2 Fthernet LANs

—> Bridging

a Configuring and Monitoring VILANs

2 Configuring and Monitoring IRB

2 L ayer 2 Address Learning and Forwarding
2 Layer 2 Firewall Filtering

Bridging

The slide highlights the topic we discuss next.

Ethernet Switching and Virtual LANs + Chapter 3-7
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Overview of Bridging

. = Bridging:
* Defined in the IEEE 802.1D-2004 standard
» Segments a single collision domain
s |solates the Physical Layer
* Learns and maintains a forwarding table {(bridge table)

* Performs intelligent forwarding decisions based on the
bridge table

Bridging Defined

Defined in the IEEE 802.1D-2004 standard, bridging addresses some of the inherent
problems of large, shared Ethernet LANs. Bridging uses microsegmentation to divide a
single-collision domain into multiple, smaller, bridged collision domains. Reducing the
size of a collision domain effectively reduces the likelihood that collisions might occur.
This approach also enhances performance by allowing multiple streams of data to
flow through the switch within a common LAN or broadcast domain.

Bridging altows a mixed collection of interface types and speeds to be logically
grouped within the same bridged LAN. The ability to logically group dissimilar
interfaces in a bridged LAN environment provides design flexibility not found in a
shared Ethernet LAN environment.

Bridging builds and maintains a forwarding table, known as a bridge table, for all
destinations within the bridged LAN. The bridge table is based on the source MAC
addresses for all devices participating in the bridged LAN. The bridge table can aid in
intelligent forwarding decisions. This approach reduces unnecessary traffic on the
LAN.
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Sridging: How Does 1T Worlc?
m Transparent bridging builds and maintains bridge
tables using the following mechanisms:
. s Learning:
+ Learns MAC addresses and associated ports
* Forwarding:

- « Forwards packets ouit the proper egress interface toward the
. destination

* Flooding:

~ i + Replicates packets out other ports for unknown destination MAC
addresses: also used when passing multicast and broadcast traffic

° Filtering:
« Limits traffic to its associated network segment
° Aging:

« Ensures bridgetable entries are current

Bridging Mechanics

~ The transparent bridging protocol allows a switch to learn information about all hodes

: on the LAN. The switch uses this information to create the address-lookup tables,
referred to as bridge tables, that it consulis when forwarding traffic to (or toward) a
destination on the LAN.

When a switch first connects to an Ethernet LAN or VLAN, it has no information about
other nodes on the network. Learning is a process the switch uses to obtain the MAC
addresses of all the nodes on the network. it stores these addresses in a bridge table.
To learn MAC addresses, the switch reads all frames that it detects on the LAN or on

- the local VLAN, looking for MAC addresses of sending nodes. it places these
“~ addresses into its bridge table, along with two other pieces of information—the
v interface (or port) on which the traffic was received and the time it learned the

Ny address.

The switch uses the forwarding mechanism to deliver traffic, passing it from an
incoming interface to an outgoing interface that leads to {or toward) the destination.
To forward frames, the switch consuits the bridge table to determine whether the table
contains the MAC address corresponding to the destination of the frames. If the
bridge table contains an entry for the desired destination address, the switch sends
the traffic out the interface associated with the MAC address. The switch also consults
the bridge table in the same way when transmitting frames that originate on devices
connected directly to the switch.

Continued on next page.
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Bridging Mechanics (contd.)

Flooding is a transparent mechanism used to deliver packets to unknown MAC
addresses. If the bridging table has no entry for a particular destination MAC address,
or if the packet received is a broadcast or multicast packet, the switch floods the
traffic out all interfaces except the interface on which it was received. (If traffic
originates on the switch, the switch floods that traffic out all interfaces.) When the
unknown destination host responds to traffic that has been flooded through a switch,
the switch learns the MAC address of that node and updates its bridge table with the
source MAC address of the host and ingress port.

The filtering mechanism limits traffic to its associated network segment or VLAN. As
the number of entries in the bridge table grows, the switch pieces together an
increasingly complete picture of the individual network segments—the picture clarifies
which nodes belong to which network. The switch uses this information to filter traffic,
Fiitering prevents the switch from forwarding traffic from one network segment to
another.

Finally, the switch uses aging to ensure that only active MAC address entries are in the
bridge table. For each MAC address in the bridge table, the switch records a
timestamp of when it learned the information about the network node. Each time the
switch detects traffic from a MAC address, it updates the timestamp. A timer on the
switch periodically checks the timestamp; if the timestamp is older than the
global-mac-table~aging-time value (discussed later in this chapter), the
switch removes the node's MAC address from the bridge table.

13
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MAC Address Learning

ey

-

Souena MAC atdressss

incoming Ethagnst framas thaftame's
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ar2 lsarnsd for all Each MAC addrags i asecdiatad with
incoming fmerface
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j
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{Prei DA 3 SA '%Type[ Data chs! MACAddress Table ="
i

I ge-0/0/0: 0140.5501.1411
| §e-0/0/0: 01405501 2222
| ge-0/0/1: 014055013333
| ge-0/0/1: 01405501 4444

3fre

“10140.5501.4444

0140.5501.2222

= Hub Switch

MAC Address Learning

The slide illustrates a basic view of the MAC address learning process. In this example,
each switch port connects to a hub and the individual hubs have multiple connected
nodes. As each node sends traffic toward the other nodes on the bridged LAN, the
switch reviews that traffic and creates a MAC address table (a bridge table) based on
the source address of the sender along with the switch port on which it received the
traffic. In this example, we see that the MAC addresses for Al and A2 are associated

with port ge-0/0/0, whereas the MAC addresses for B1 and B2 are associated with
port ge-0/Q/1.

Juniper
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Forwarding Known Unicast Frames (1 of 2)

MACAddress Table

ge-0/0/D: 01405501 1114,
ge-070/0: 0140 5501.2222
ge-0/0/1: 0140.5501.3333
l ge-0/0/1: 0140 56014444 |

Alsends a frame
toB2, AL

The switch checks the
forwarding table,

WM: e
014055011 ‘m%s
A2 receivesand A2 §§0-0/0/D s
discards the Ty O

frame from A1,

0140,5501.2222 10140.5501.4444

The switch forwards the frame
from Al to B2,

ELISEY = Hub Swich

Forwarding Known Unicast Frames: Part 1

In the example on the slide, Al sends a frame to B2. The frame is repeated out all
ports on the attached hub, which results in frames traveling to both A2 as weli as the
switch shown in the middle of the illustration. A2 receives the frame and detects that
the destination MAC address does not match its own MAC address, at which time A2
discards the frame. The switch receives the frame, checks the MAC address table for a
matching entry, and forwards the frame out the associated port based on the lookup
results. Ultimately, B2 receives and processes the frame while B4 receives and
discards the frame.

¥,
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roywarding Known Unicast Frames (2 of 2)

MAC Address Table
ge-0/0/0: 01405501 4111
lge-O/O/O: 0140.5501.2222
ge-0/0/1: 0140.5501.3333
ge-0/0/1; 01405501 4444

B1
At Se"lgi; frame The switch -
. 3 checksthe e BT
014055011111 % forwardingtable. 0140 55013333
% ge-0/0/0 ge-0/0/1
AZ processes the frame 4.4 ; B2
from A1. R
" e B
0140.5501.2222 0140.5501. 4444

The switch filters
the frame from Al
to A2,

Y1) = Hub Switch

Forwarding Known Unicast Frames: Part 2

In this example, Al sends a frame to A2. The attached hub receives the frame and
sends it out all ports, which results in duplicate frames sent to A2 as well as to the
switch. A2 receives the frame and detects that the destination MAC address matches
its own MAC address, at which time A2 processes the frame. The switch receives the
frame and checks the MAC address table for a matching entry. The entry in the MAC
address table shows the egress port, which, in this example, is the same port on

) which the switch received the frame. Because the egress port in the MAC address

’ table is the same port on which the frame was received, the switch filters the frame.

‘f‘
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Flooding Broadcast, Multicast, or Unknown
Unicast Frames

Al sends a broadcast frame on to LAN
{Destination MAC Address: MAC Address Table
FFFEFFFFEFFFF)

ge-0/0/0; 014055011111
ge-0/0/0: 014055012222
ge-0/0/1: 0140.5501.3333
ge-0/0/4: 0140.5501 4444

f £
0140.5501.4444

The switch flocds the frame out ail ports associated with the LAN
(except the port.on which it was received).

= Hub Switch

Flooding Frames

Flooding is used to learn a MAC address not recorded in the bridge table. This
mechanism is also used when sending broadcast and, in many cases, multicast
frames. The example on the slide shows A1l sending a broadcast frame with a
destination MAC address of FFFF.FFFF.FFFF to the LAN. The attached hub sends the
frame out all ports. The switch floods the broadcast frame out all ports associated
with the LAN, except for the port on which it received the frame. The slide shows that

ultimately, all nodes on the LAN receive the frame.
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C Address

B b

2 |Jse the show bridge mac-table command to
view MAC address table entries
user@switch> show bridge mac-table

MAC flags (8 -static MAC, D ~dynamic MAC,
SE -Statistics enabled, NM -Non configured MAC)

Routing instance : default-switch

Bridging domain : vlan 100, VLAN : 10Q e
MAC MAC Logical BN
address flags interface ‘\
00:21:59:ab:8a:95 D ge-1/0/0.0 p 3
01 B Onalne Ba e _ ntries are organized based on
00:21:5%:ab:8a: 96 D ge-1/0/1.0 associated VLAN.

Viewing the MAC Address Table

Use the show bridge-mac-table command to view all entries within the MAC
address table. This command generates a list of learned MAC addresses along with

the corresponding VLANSs and interfaces. All entries are organized based on their
associated VLANSs.

Juniper
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Clearing the MAC Address Table
= Use the clear bridge mac-table command to
clear the MAC address table contents

user@switch> clear bridge mac-table ?
possible completions:

<[Enter]> Execute this command
<address> MAC address
bridge-domain Name of bridging domain, or 'all"'
instance Display information for a specified instance
interface Clear media access control table for specified interface
logical-system Name of logical system, or 'all!
vlan~id Clear MAC address learned on a specified VIAN (0..4095)
| Pipe through a command
Y
}
\“Mmé Clzarall entriss in the table or entries based on a Slseific proparty,

Clearing MAC Address Table Entries

Use the clear bridge mac-table command to ciear all entries within the MAC
address table. Optionally, you can use the interface option to clear only those MAC
table entries learned through the specified interface. The following example highlights
the use of the interface option:

user@switch> show bridge mac-table
MAC flags (S -static MAC, D ~dynamic MAC,
SE -Statistics enabled, NM -Non configured MAC)

Routing imnstance : default-switch
Bridging domain : vlan_100, VLAN : 100

MAC MAC Logical
address flags interface
00:21:59:ab:8a:95 D ge-1/0/0.0
00:21:59:ab:8a:99 D ge~1/0/3.0

Routing imstance : default-switch
Bridging domain : vlan_200, VLAN : 200

MAC MAC Logical
address flags interface
00:21:59:ab:8a:97 D ge-1/0/2.0
00:21:59:ab:8a:99 D ge-1/0/3.0

Continued on next page.
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Clearing MAC Address Table Entries (contd.)

user@switch> c¢lear bridge mac-table interface ge-1/0/3.0
user@switch> show bridge mac-table

MaC f£lags (S ~static MAC, D -dynamic MAC,
SE -Statistics enabled, NM -Non configured MAC)

Routing instance : default-switch
Bridging domain : vlian_100, VLAN : 100

MAC MAC Logical
address filags interface
00:21:59:ab:8a:95 D ge-1/0/0.0

MAC flags (S -static MAC, D -dynamic MAC,
SE -Statistics enabled, NM -Non configured MAC)

Routing instance : default-switch
Bridging domain : wvlan_200, VLAN : 200

MAC MAC Logical
address flags interface
00:21:59:ab:8a:97 D ge~1/0/2.0
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AgZenda:
Ethernet Switching and Yirtnal LANs

Ethernet LANs

= Bridging

-> Configuring and Monitoring VLANs

a Configuring and Monitoring IRB

® Layer 2 Address Learning and Forwarding
= Layer 2 Firewall Filtering

Configuring and Monitoring VLANs

The slide highlights the topic we discuss next.
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Dverview of YLANs

= \/L ANs:

e Segment a single broadcast domain into multiple broadcast
domains

 Allow for grouping users based on business needs,
regardless of physical location

VLAN_100 VELAN_2!

VLANSs Defined

A VLAN is a collection of network nodes that are logically grouped together to form
separate broadcast domains. A VLAN has the same general attributes as a physical
LAN, but it allows all nodes for a particular VLAN fo be grouped together, regardless of
physical location. One advantage of using VLANs is design fiexibility. VLANs ailow
grouping of individual users based on business needs. You can establish and
maintain connectivity within a VLAN through software configuration, which makes
VLANS such a dynamic and flexible option in today's networking environments.
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Switch Port Modes

= Switch ports operate in either access or trunk mode
* Access mode:

+ Connects to network devices (desktops. IP phones. printers. and so
forth)

+ Typically transmit untagged Ethernet frames for a single VLAN
* Trunk mode:
« Connectsto other switches or a router

« Typically transmits tagged Ethernet frames for mulitiple VLANs—the
exceptions are when the native VLAN option is configured or when
control traffic is sent

Switch Port Modes

Switch ports operate in either access mode or trunk mode.

An access port connects to network devices such as desktop computers, IP phones,
printers, of file servers. Access ports typically belong to a single VLAN and transmit
and receive untagged Ethernet frames.

A trunk port typically connects o another switch or to a customer edge router.
Interfaces configured for trunk mode handle traffic for muitiple VLANs, multiplexing
the traffic for all configured VLANS over the same physical connection, and separating
the traffic by tagging it with the appropriate VLAN ID. Trunk ports can also carry
untagged traffic when configured with the native-vlan-id statement.
Furthermore, trunk ports send control traffic untagged.

¥
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302.10=Ethernsi Frame

m 4-byte tag inserted into the Ethernet frame
(max 1522 bytes)
» Tag Protocol ldentifier: 16 bits, default 0x8100
= Priority: 3 bits, 802.1p
e Canonical Format Indicator: 1 bit, default O
» Unique VLAN identifier: 12 bits

- Destination { Source Typa/ i Frame

) MAC MAC | TAG ngém Data ¢ Check

i Address | Address f Sequence
PiB=i Prio [

802.1Q—Ethernet Frame

- To consistently associate traffic with a particular VLAN, the individual frames must be
g tagged as they pass throughout a network. The slide illustrates an 802.1Q-tagged
g Ethernet frame along with the key components of the tag:

o Tag Protocol {dentifier (TPID);
° Priority;
- . Canonical Format Indicator (CFl); and

) o Unigue VLAN identifier (VID).
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B02.10=Trunk Links

= Atrunk is a single Ethernet link that can carry traffic
for multiple VLANs

Eisis

SR
VLAN_100

802.1Q Trunk Links

Atrunk is a single Ethernet link used to carry traffic for multiple VLANS. A trunk link
typically interconnects multiple switches or a switch with a customer edge router. As
shown on the slide, interfaces configured as trunk ports handle traffic for multiple
VLANSs, multiplexing the traffic for all configured VLANSs over a single physical
connection rather than using separate physical links for each configured VLAN.

e
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Access Port Configuration (4

V‘§‘a '

&

)

= Define the bridge domains (broadcast domains) and
VLANSs to be used for switching

| ge1/0/0interface |

S

user@switch# show bridge-domains

vian 100 {

vian-id 100;

}
i/

Referenced VLAN |

H

Define a Bridge Domain

To allow an MX Series 3D Ethernet Universal Edge Router to act as a switch and build
a MAC address table, you must first specify the particular VLAN IDs that it will use for
the purpose of switching. To do so, specify the appropriate VLAN ID as part of a named
bridge domain. This method requires that you configure each VLAN as part of a single
bridge domain. On a following siide, we cover how we can specify several VLANSs within
a single bridge domain using the vlan-id-1ist statement.

Juniper
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Access Port Configuraltion (2 of 3)

= Assigh the interface to the bridge domain and set the
interface mode 10 access

1 ge-1/0/0 interface §

[edit]
user@switch# show interfaces ge-1/0/0
unit 0 {
family bridge {
interface-mode access;

vian-id 100:
}
}

The vlan-id setting places this
interface in the vlan_100 bridgs
domain

Assign an Interface 1o a Bridge Domain

To allow an interface to act as an access port for a particular VLAN, you must specify
its interface mode as access and you must specify the VLAN to which it belongs. For
access ports, you must use 0 as the unit number.

o
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Accass Porl Configuration (3 of 8)

2 The following method is another way to add an
access port to a bridge domain:

* Accomplishes the same objective as the process on the
previous two slides  (eait;

user@switch# show

| ge-1/0/Ointerface § interfaces {
N ge-1/0/0 {
. encapsulation ethernet-bridge:
3 unit 0;
}
}

bridge-domains {
vian 100 {
vlian-id 100;
interface ¢ge-1/0/0.0;

Another Method

The slide shows a secondary (original style) method to accomplish adding the
ge-1/0/0 interface as an access port to VLAN 100. Either method is acceptable, but
we recommend that you choose one method to prevent confusion. However, you can
use both methods simultaneously.
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802.10 Trunk Example {1 of 2)

[edit)

user@switch# show interfaces Asingle physical link carries traffic for

e muitiple VLANs.

ge-1/0/3 { - =
native-vlan-id 100# sed Uset;:l for drefcewed \“‘\
vlan-tagging: untzgged frames ™

unit 0 {
family bridge {
interface-mode trunk:
vlan-id-list [ 100 200 ]:

3

[edit}
user@switch# show bridge-domains
vlan_100 {
vian~id 100:
}

¥lan 200 { ) 7
Tlan-id 200 VLAN_100 VLAN' 200

}

802.1Q Trunk Configuration Example: Part 1

The slide illustrates an 802.1Q trunk configuration example. In this case, the interface
is configured as a trunk port and is associate with the vian_100 and vian_200 bridge
domains. The partnering switch would have a similar configuration for the interface
functioning as a trunk.

The slide also illustrates the usage of the native-vlan-id statement. This
configuration statement does two things. First, if interface ge-1/0/3 receives any
untagged frames, it associates those frames to VLAN 100. Second, if interface
ge-1/0/3 transmits any outgoing frames that associate with VLAN 100, they transmit
as untagged frames.

Notice the vlan-id-1list statement. It specifies the VLANs to which the interface
will be a member. The following statements are examples of how you can use the
vlan~-id-list statement:

. vian-id-list [100]:VLAN 100 only;

. vlian-id-list [100-200]: All VLANs between 100 and 200,
inclusive;

. vlan-id-list [100-109 111-200]: All VLANs between 100 and
200, except VLAN 110; or

. vlan-id-list [100-109 111 113-200]:All VLANs between 100
and 200, except VLAN 110 and 112.

e
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5 o] Y TR b b e ; F e T O
S02.40 Trunk Exampls {2 of 2)
[edit)
user@switch# show interfaces
ge-~1/0/3 { Asingle physical link carries traffic for
vlan-tagging; multiple VLANs
encapsulation flexible~ethernet-services; TN
unit 106 { TS
encapsulation vlan-bridge: ‘\\
vlan-id 100 5\
}
unit 200 {
encapsulation vlan-~bridge;
N vlan-id 200:
- }
}
- [edit}

vian_100 {

}
vian_2080 {

b

user@switch# show bridge-domains
vlan—id 100:
interface ge-1/0/3.100;

vlan—id 200;
interface ge-1/0/3.200;

802.1Q Trunk Configuration Example: Part 2

The slide shows a secondary (original style} method to accomplish adding the
ge-1/0/3 interface as a trunk port using VLAN ID 100 and VLAN ID 200. Either
method is acceptable, but we recommend that you choose one method to prevent
confusion. However, you can use both methods simultaneously.
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Dealing with Large Numbers of YLANs

m Service providers typically deal with thousands of
bridge domains and VLANs for each switch:

» Use a single statement to create multiple bridge domains
» Bridge domain names take the form prefix~vlan-number

fedit}
user@switch# show bridge~domains
customer {

vian-id-list [ 2-400 405 40%-650 }:
}

user@switch> show bridge domain

Routing instance Bridge domain VLAN ID Interfaces
default-switch customer-vian-0099 99
default-switch customer-vian~0100 100
ge-1/4/0.0
ge~1/8/1.0
ge-1/0/3.0
default-switch customer-vlan-0101 101

Dealing with Many VLANs

As opposed to configuring individual bridge domains for each VLAN used for switching,
the Junos operating system allows for the configuration of many VLANs within a single
bridge domain. The slide shows that instead of using the vlan-id statement, you
wouid use the vlian-id-1list statement. The usage of this statement is similar to
the usage described on the previous page. When using the vlian-id-list
statement, the switch automatically configures the appropriate bridge domains, which
have names that take the form prefix-vlan-number, where the prefixis the
configured bridge domain name.

oo
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3

Monilo ignments

user@switch> show bridge domain

Total mac count: 2

Monitoring VLAN Assignments

Routing instance Bridge domain VLAN ID Interfaces
default~switch vlian_100 100
ge-1/0/0.0
ge-1/0/1.0
ge-1/0/3.0
default-switch vian_200 200
ge-1/6/2.0
ge~1/0/3.0
ge-1/1/4.0
user@switch> show bridge domain vlan 100 detail
Routing instance: default-switch
Bridge domain: vlan_100 State: Active
Bridge VLAN ID: 100
Interfaces:
ge~1/0/8.0
ge-1/0/1.0
ge-1/0/3.0

The slide shows some key commands used to monitor VLAN assignments. In this
example, the ge-1/0/3 interface belongs to the bridge domain named vlan_100,
which has an 802.1Q tag of 100. Because this interface is configured as an access
port, it receives and transmits only untagged frames. If a trunk port were also
configured to pass traffic for the vian_100 bridge domain, it would add and remove
the 802.1Q tag value of 100 for all traffic for the vian_100 bridge domain. We look
at a trunk port configuration and monitoring example next.
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Monitoring 802.1Q Trunks (L of 2)

# |Jse the show interfaces command to determine
the interface mode

wiser@switch> show intexfaces ge-1/0/3
Physical interface: ge-1/0/3, Enabled, Physical link is Up

Interface index: 135, SNMP ifIndex: 175

Link-level type: Ethernet, MTU: 1514, Speed: 1000mbps, BPDU Error: None,
MAC-REYRITE Error: None, Loopback: Disabled,

Source filtering: Disabled, Flow control: Enabled, Auto-negotiation:
Enabled, Remote fault: Online,

$peed-negotiation: Disabled, Auto-MDIX: Enabled

Device flags i Present Running

Interface flags: SNMP~Traps Internal: 0x4000

Logical interface ge-1/0/3.0 (Index 75) (SNMP ifIndex 226)
Flags: SNMP-Traps 0x24020000 Encapsulation: Ethernet-Bridge
Input packets : 335
output packets: 345
Protocol bridge, MTU: 1514

Flags: Trunk-Mode

The interface is in trunk mode.

Monitoring 802.1Q Trunks: Part 1

The show interfaces command shows that the ge-1/0/3 interface is configured
for trunk mode, meaning it will transmit VLAN tags.
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Monitoring 802.1Q Trunks (2 of 2)

= Use the show bridge domain command to
determine the interface VLAN assignments

user@switch> show bridge domain

Routing instance Bridge domain VLAN ID Interfaces
default-switch vlan_100 100

ge-1/0/0.0

ge-1/0/1.0

ge-1/0/3.0
default-switch vlan_200 200
ge-1/0/2.0 ™
ge-1/0/3.0 ‘
ge~1/1/4.0 ,f?

The interface is in trunk mode
using vian-id 100 and 200.

Monitoring 802.1Q Trunks: Part 2

The show bridge domain command shows the interfaces and their VLAN
assignments.
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Monitoring Bridge Statistics

user@switch> show bridge statistics
Local interface: ge-1/0/0.111, Index: 81
Broadcast packets: 31

Broadcast bytes : 1984

Multicast packets: 0

Multicast bytes : 0

Flooded packets : 31 Current number of MACs
Flooded bytes : 2362 learned by the interface
Unicast packets : 24093 e

Unicast bytes : 2553438{w”fl

current MAC count: 17 (Limit 1024)
Local interface: ge-1/0/0.112, Index: 80

Broadcast packets: 0
Broadcast bytes s}
Multicast packets: 0
Multicast bytes Y
Flooded packets : [t}
Flooded bytes 0
Unicast packets : 0
Unicast bytes i}

0.

Current MAC count: {Limit 1024)

Monitor Bridge Statistics

The show bridge statistics command displays traffic statistics and MAC
count information related to each logical interface of the switch.

%

éhapter 3-322 » Ethernet Switching and Virtual LANs .J U ﬂ I pe r

NETWORKS



Junos Service Provider Switching

a Ethernet LANs

a Bridging

a Configuring and Monitoring VLANs

—> Configuring and Monitoring IRB

a{ayer 2 Address Learning and Forwarding
2 Layer 2 Firewall Filtering

Configuring and Monitoring IRB

The slide highlights the topic we discuss next.
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IRE Interface

= [RB allows for both Layer 2 bridging and Layer 3
routing in a bridge domain

* An IRB interface is an [P gateway for the hosts of a bridge
domain

MX240 VLAN_200
Subnet172.22.20/24

Subnet172.221.0/24

IRB Allows for Bridging and Routing

If you use a Layer 2-only Ethernet switch (no Layer 3 functionality), then you must add
a separate router to your environment to provide routing between the subnets shown
on the slide. However, an MX Series router can act as both a Layer 2 Ethernet switch
and a router at the same time. An IRB interface is a logical Layer 3 interface used as
an IP gateway for a VLAN. The following slides provide configuration and monitoring
examples for an IRB interface.

3,
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{edit]
user@switch# show interfaces
ge-1/0/0 {
unit 0 {
family bridge {
interface-mode access:

vlan-id 100;

}

irb {
unit 0 {
description “GW for VLAN_100%;
family inet {
address 172.22.1.254/24;
}
}
unit 1 {
description "W for VIAN_200%;
family inet {
address 172.22.2.254/24;

Conlfiguration Exampls

3

{edit]
user@switch# show bridge-domains
vlan_ 100 {
vlan-id 100;
routing~interface irb.0:
}
vlan 200 {
vian-id 200;
routing-interface irb.1:

Thig =xans pla Facilitates (outin
% vlan_ LO0 angl vian 200 bric

ghetwasnthe

22 doniaing.

IRB Configuration Example

The slide provides a configuration example for an IRB interface. In this example, the
switch performs a Layer 3 iookup when it receives traffic with a destination MAC

address that matches its own M
operation, the attached devices
the IP address associated with t

AC address. For the switch to perform this routing
must have configured gateway addresses that match
he corresponding [RB interface.
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3

Monitoring an Interface
2 Use the show interfaces command to verify the
status of an IRB interface

user@switch> show interfaces terse irb*

Interface Admin Link Proto Local Remote
irb up up
irb.0 inet [172.22.1.254/24 s
, T
igb.1 up up %inet 172.22.2.254/24 ;
1 f,
; § IRB state and IP address details §

§ At least one port must be active for {RB state to be up, E

Monitoring IRB

The slide lists a key command used to monitor an [RB interface, and shows the output
fromthe show interfaces tersecommand. This command shows the state and
IP address information for an IRB interface. As indicated on the slide, at least one
active port must associate with the bridge domain for the IRB interface to be
administratively up.

+
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Tying Routing
= Use the show route command to verify the router's
ability to route between the appropriate subnets

user@switch> show route

inet.0: 6 destinations, 6 routes (6 active, 0 holddown, 0 hidden)

+ = Active Route, - = Last Active, * = Both
10.210.12.0/27 *{Direct/0] 15:08:57
> via £xp0.0
10.210.12.1/32 *{Local/0] 15:08:57
Local via £xp0.0
: 172.22.1,90/24 *[Direct/0] 00:00:01

> via irb.0
172.22.1.254/32 *ILocal/0] 00:21:31
Local via irb.0 o | RoUtes wers added to the routing table as
- 172.22.2.0/24 *[Direct/0] 00:21:31 ™! aresult of configuring the IRB interfaces.
- > via irb.1
172.22.2.254/32 *{Local/0] 00:21:31
Local via irb.1l

Verifying Routing

As with any routet, when you configure an IP address for an interface on that router,
routes are automatically added to the routing table. In the Junos 0S, for each
configured IP interface, two routes are added to the routing table. One route is a host
route (32-bit mask) that is used to forward traffic to the Routing Engine (RE) when
locally destined packets arrive. The other route is a route to the network subnet to
which that interface belongs. This route allows the router to route packets to other
hosts on that same subnet. The slide shows that four routes were added to the inet.0
table as a result of configuring two IRB interfaces.

A .
}

p
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Agenda:
Ethernet Switching and Virtual LANs

® Ethernet LANs

2 Bridging

= Configuring and Monitoring VLANs
Configuring and Monitoring IRB

->Layer 2 Address Learning and Forwarding
@ Layer 2 Firewall Filtering

Layer 2 Address Learning and Forwarding

The slide highlights the topic we discuss next.

.
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MAD Address Learning and i

= A switch learns the source MAC addresses from
incoming frames and learns destination MAC
addresses as a result of the flooding processes:

+ By default, the Junos 0S performs MAC learning, but it
allows for you to change the default Layer 2 learning
properties globally, per virtual switch, per bridge domain,
and per interface level

« Timeoutinterval for MAC entries {(default is 300s)
+ MAC statistics (default is disabled)
* Maximum number of MAC address learned (default is 393.215)

» Turn off MAC learning

MAC Address Learning and Forwarding

As we discussed previously in this chapter, a switch learns MAC addresses from
incoming frames as well as from the flooding process. The Junos OS allows you to
override the default MAC learning behavior. The slide lists the things that you can
change as well as where the changes can apply to a switch. The following list provides
configurabie values for each of the MAC learning properties:

° MAC timeout interval: 10s-1000000s (300s is the default);

° MAC statistics: Can be enabled (disabled by default);

. Global MAC limit: 20-1048575 (393215 is the default);

o Switch MAC limit: 16-1048575 (5120 is the default);

° Bridge domain MAC limit: 16-1048575 (5120 is the default); and
e Interface MAC limit: 1-131071 (1024 is the default).

To view MAC statistics once you enable the feature, issue the show bridge
mac-table extensive command.
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Global and Swilch Address $eltings

= Global level (all virtual switches and bridge domains)

[edit protocols 1l2-learning]
user@switch# set ?
Possible completions:

+ apply-groups Groups from which to inherit configuration data
+ apply-groups~except Don't inherit configuration data from these groups
> global~mac-limit system level MAC limit options

global-mac-statistics Enable MAC address statistics at system level
global-mac-table-aging-time System level MAC table aging time (10..1000000
seconds) )

global~no-mac-learning Disable dynamic MAC address learning at system
level

= Switch [evel (all bridge domains for the virtual switch)

[edit switch-options]
user@switch# set ?
Possible completions:

+ apply-groups Groups from which to inherit confiquration data

+ apply-groups-except Don*t inherit configuration data from these groups

> interface Interface for configuring bridge-options

> interface-mac-limit Maximum MAC address learned per interface
mac-statistics Enable MAC address statistics

> mac-table-size Size of MAC address forwarding table

no-mac-learning Disable dynamic MAC address learning

Global Level Settings

Global level settings apply to all virtual switches (discussed in a later chapter) and all

bridge domains.

Switch Level Settings

Switch level settings apply to all bridge domains associated with a virtual switch.

Chapter 3-40 « Ethernet Switching and Virtual LANs

Juniper

NETWORKS



Junos Service Prov ider Switching

jdge
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B

= Bridge

-
> interface
>

<[Enteri>

> interface

Domaln and Intsrface Address

tiings

domain (all associated logical interfaces)

[edit bridge-domains bd}

user@switch# set bridge-options ?

Possible completions:

+ apply-groups Groups from which to inherit configuration data
apply~groups-except Don't inherit configuration data from these groups

Interface that connect this site to the VPN

interface-mac-limit Maximum MAC address learned per interface

mac-statistics Enable MAC address statistics
> mac-table~size Size of MAC address forwarding table
no-mac-learning Disable dynamic MAC address learning

= |nterface level (single interface)

[edit bridge-domains bd}
user@switch# set bridge-options interface ge-1/0/0.0 2
Possible completions:

Execute this command

+ apply-groups Groups from which to inherit configuration data
+ apply-groups-except Don't inherit configuration data from these groups
-mac-limit Maximum number of MAC addresses learned on the

interface
no-mac-learning Disable dynamic MAC address learning
> static~mac Static MAC addresses assigned to this interface

Bridge Domain Level Settings

Settings at this level affect all interfaces associated with the bridge domain.

Interface Level

Settings at this level affect only the interface specified in the configuration.
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MAC Table Size Example

» Specify the mac~table-size number option to
limit the number of learned MAC addresses for the
bridge domain:

» The default action when the limit is reached is to flood any

frames with unknown MAC addresses

+ Optionally. you can specify packet-action drop todiscard
frames with unknown MAC addresses whenthe MACtable is full

[edit bridge-domains bd]
user@switch# show
vlan-id 100;
bridge-options {
mac~-table-size {
49000;
packet-action drop:

Layer 2 Learning Example

The example on the slide shows that the MAC table size limit for the bridge domain
changed from the default of 5120 to 4000. By default, when the bridge domain MAC
learning limit is reached, the device does not learn any more MAC addresses but still
forwards or floods traffic in the case of unknown destinations. The slide shows that
this default behavior was overridden so that Ethernet frames with unknown
destinations will drop when the configured limit is reached.

o
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Monitor Layer 2 Information

= Use show 1l2-learning commands to view

L 2 lab@switch> show l2-learning global~mac-~count
aye? 47 dynamic and static MAC addresses learned globally

InfOI'm ath!’} { user@switch> show 12-learning global-information |
Global Configuration: I
MAC aging interval : 360 §
MAC learning : Enabled i
HAC statistics : Enabled H
HMAC limit Count 1 383215 i
{MAC limit hit : Disablaed
user@switch> shoew 12-learning interface i MAC packet action drop: Disabled

Routing Instance Name : Default
Legical Interface flags (DL -disable learning, AD -packet action drop,
LH - MAC limit hit, DN - Interface Down )

= . Logical BD MAC STP Logical
Interface Name Limit State Interface flags
ge~1/8/4.0 i}

;. bd 1024 Forwarding

Routing Instance Name : Default
Logical Interface flags (DL -disable learning, AD -packet action drop,
LB - MAC limit hit, ON - Interface Down )

Logical an MAC STP Logical
Interface Name Limit State Interface flags
ge~1/0/0, 114 ]

bd 1624 Forwarding

Layer 2 Learning and Forwarding Status

- The slide shows some of the commands that you can use to view the Layer 2 learning
and forwarding status for the switch.
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Agenda:
Ethernet Swiltching and Virtual LANs

a Ethernet LANs

u Bridging

# Configuring and Monitoring VLANs

# Configuring and Monitoring IRB

a Layer 2 Address Learning and Forwarding
—>Layer 2 Firewall Filtering

Layer 2 Firewall Filtering

The slide highlights the topic we discuss next.

o
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Layer 2 Firewall Fillars

= Filter frames based on their contents and perform an
action on frames that match the filter

= Filters can accept or discard packets based on:
» Address fields
» Protocol type
* VLAN ID
+ 802.1p bits
* [P address of the packet carried within an Ethernet frame
* Many more factors

Actions

You can use filters to control the frames destined to the RE as well as control frames
passing through the router.

Accept or Discard

You can define input filters that affect only inbound traffic and output filters that affect
only outbound traffic. Filters can accept or discard frames based on the contents of
the frame’s address fields, protocol type, VLAN ID, or even the 802.1p bit field in the
frame header.
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Layer 2 Firewall Filter Syntax

# Syntax is similar to that for policy statements

. , :
Déﬂned Under the' [ edlt . fedit firewall family bridge]
firewall family bridge] :fitter rizter-name (

hierarchy level term Lerm-name {
from {
® Named filters, one or more terms match-conditions;
* Terms process sequentially t;en .
* All frames match a term when action:
a from condition is not specified action-modifierss

term implicit-rule {

* An implicit discard all exists for

then discard:

frames that do not match any term }
" Actions: Accept or discard
« Modifiers: count, police, and so on

Syntax

A Junos OS filter consists of one or more named terms, similar to a policy statement.
Each term has a set of match conditions preceded by the keyword £rom, and a set of
actions or action modifiers preceded by the keyword then.

Hierarchy Level

Layer 2 firewall filters are defined under the [edit firewall family bridge]
section of the configuration hierarchy.

One or More Terms

Firewall filter terms (at least one term is necessary) are processed sequentially. If no
from condition is present, then all frames match. If no frames match any term, the
default action is to discard the frame silently! Take care to ensure that wanted frames
are not discarded. Use the command-line interface (CLl) insert, copy, and rename
functions to assist in the management of your multiterm firewall filters.

Continued on next page.
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Actions and Modifiers

Afilter can accept a frame for normal forwarding or discard a frame sile ntly. You can
modify these actions by applying a modifier. For example, you can apply the count
modifier to increment a counter. We discuss other modifiers on the following slides.
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Applying Layer 2 Firewall Fillers

= You can apply Layer 2 firewall filters to either an
individual interface, a bridge domain, or to both

* Interface level
* You canapply a single filter for each interface (input. output. or both)
 Apply a chain of filters using the input-1list or cutput-list

» Bridge domain level

» Interface and bridge domain at the same time (input only)

user@switch# show interfaces ge-1/0/0 ugser@switch$# show bridge-domains
unit 0 { vian_100
family bridge { vian-id 100;
fFilter. { routing~intexface irb.0:
input example; forwarding-options {
} filter {
interface-mode access: input example:

statements

You can apply a single filter for each bridge domain (input only)

The interface filter is processed first. followed by the bridge domain
filter

[edit]

Applying Layer 2 Firewall Filters

- Once you configure a firewall fitter, you must apply it to one or more interfaces. You

can accomplish this task in several different ways. The easiest way to apply a firewall
filter to an individual Layer 2 interface is to specify the filter as an input or output filter
atthe [edit interface interface interface-name unit number
family bridge filter] level of the configuration hierarchy. To apply a filter to
ali interfaces that belong to a particular bridge domain, you can apply a firewall filter
atthe [edit bridge-domain name forwarding-options filter] level
of the configuration hierarchy. If firewall filters are applied as input filters to both the
interface and bridge-domain levels, the Junos OS logically concatenates the bridge-
domain-level filter to the end of the interface-level filter.

Note that you cannot use bridge-domain-level filters when the vlan~-id-1ist
statement was used to create the bridge domain.
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Aow Filters Are Evaluaisd

# Single-term filters:
o [f the frame matches all the conditions, the device takes the
action in the then statement
o If the frame does not match all the conditions, the device
discards it

u Multiple-term filters (terms evaluated sequentially):
* The Junos 0S seqguentially evaluates the frame against the
conditions in each term’'s £ rom statement, beginning with

the firstterm
« [fthe frame matches. the device takes the action in the then
statement
« If a frame passes through all the terms in the filter without
matching any of them. the device discards it

= Filter lists (chains) are concatenated logically into a
single filter

Single Terms

When a firewall filter consists of a single term, the filter is evaluated as follows: if the
frame matches all the conditions, the device takes the action in the then statement;
if the frame does not match all the conditions, the device discards it.

Multiple Terms

When a firewall filter consists of more than one term, the filter is evaluated

- sequentially. First, the frame is evaluated against the conditions in the £rom

- statement in the first term. If the frame matches, the device takes the action in the

N then statement. If it does not match, it is evaluated against the conditions in the

. from statement in the second term. This process continues until either the frame
matches the £xrom condition in one of the subsequent terms or untii no more terms
remain.

If a frame passes through all the terms in the filter without matching any of them, the
device discards it.

If a term does not contain a £rom statement, the frame is considered to match, and
the device takes the action in the term's then statement.

If a term does not contain a then statement, or if you do not configure an action in
the then statement (that is, the frame is just counted), and if the frame matches the
conditions in the term’s £xrom statement, the device accepts the frame.

Continued on next page.
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Filter Lists

Instead of applying a single filter to an interface using filter input or fiiter output, you
can apply a list of up to 16 filters. You perform this action with the input-list and
output-list keywords.
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rirewall Filter Maleh Conditions (L of 2
[edit]
user@switch# set firewall family bridge filter example term 10 from 2
Possible completions:
apply-groups Groups from which to inherit configuration data
apply-groups-except Don't inherit configuration data from these groups
destination-mac-address Destination MAC address
destination-port Match TCP/UDP destination port
destination-port-except Do not match TCP/UDP destination port
dscp Match Differentiated Services (DiffServ) code point
dscp-except Do not match Differentiated Services (DiffServ) code point
ether—-type Match Ethernet type
ether-type-except Do not match Ethernet type
forwarding~class Match forwarding class
forwarding~class-except Do not match forwarding class
icmp-code Match ICMP message code
icmp-code-except Do not match ICMP message code
icmp-type Match ICMP message type
icmp~type-except Do not match ICMP message type
interface-group Match interface group
interface~group-except Do not match interface group
ip-address Match IP source or destination address
ip-destination-address Match IP destination address
ip~precedence Match IP precedence value
ip-precedence~except Do not match IP precedence value
ip-protocol Match IP protocol type
ip-protocol-except Do not match IP protocol type

ip-source-address Match IP source address
o .

2R A R R R R R

Match Conditions: Part 1

The slide shows some of the many match conditions that you can use in a Layer 2

firewall filter.

Juniper
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Firewall Filler Mailch Conditions (2 of 2)

isid Match Internet Service ID

isid-dei Match Internet Service ID DEI bit

isid-dei-except Do not match Internet Service ID DEI bit
isid-except Do not match Internet Secvice ID
isid-priority-code-point Match Internet Service ID Priority Code Point
isid-priority-code~point-except Do not match Internet Service ID Priority Code Point
learn-vlan-ip-priority Match Learned B82.lp VLAN Priority
learn-vlan-lp-priority-except Do not match Learned 892.1lp VLAN Priority
learn-vian-dei Match User VLAN ID DEI bit

learn-vlian~dei-except Do not match User VLAN ID DEI bit

learn-vlan-id Match Learnt VLAN ID

learn-vlap~id~except Do not match Learnt VLAN ID

loss-priority Match Loss Priority

loss~priority-except Do not match Loss Priority

port Match TCP/UDP source or destination port
port-except Do not match TCP/UDP source or destination port
source~mac-address Source MAC address

source-port Match TCP/UDP source port

source-port-except Do not match TCR/UDP source port

tcp-flags Match TCP flags

traffic-type Match Match traffic type

traffic-type-except Do not match Match traffic type
user-vlan-lp-priority Match User 802.1p VLAN Priority
user-vlan-lp-priority~except Do not match User B82Z2.1p VLAN Priority
user-vlan-id Match User VLAN ID

user-vlan-id-except Do not match User VLAN ID

vlan-ether-type Match VLAN Ethernet type
vlan-ether-type-except Do not match VLAN Bthernet type

Match Conditions: Part 2

The slide shows some of the many match conditions that you can use in a Layer 2

firewall filter.
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rewall Filter Mateh Actions

= Match actions determine what happens to frames
once a match occurs:

" Besides accept and discard for actions, you can apply

modifiers to frames like setting the forwarding class, and
soon

user@switch# set firewall family bridge filter example term 10 then 2
Possible completions:

accept Accept the packet
+ apply-groups Groups from which to inherit configuration data
+ apply-groups-except Don't inherit configuration data from these groups
count Count the packet in the named counter
discard Discard the packet
forwarding-class Classify packet to forwarding class
loss-pricrity Packet's loss priority
next Continue to next term in a filter
next-hop-group Use specified next-hop group
policer Name of policer to use to rate~limit traffic
port-mirror Port-mirror the packet

port-mirror-instance Port-mirror the packet to specified instance
3> three-color-policer Police the packet using a three-color-policer

Match Actions

accept and discard are the actions that you can apply to a frame. However, you
can apply modifiers 1o the frames as well;

° count: This modifier counts the number of matches that occur to a
named counter. See the current totals by issuing the show firewall
command.

. forwarding-class: This modifier is used for multifield classification

for class of service (CoS). Essentially, this setting specifies the queue in
which this frame should be placed.

° loss-priority: This modifier allows you to change the packet loss
priority bit of the IP packet in the payload of the Ethernet frame.

. next: This modifier allows the frame to be evaluated by the next term in

the filter.

. next-hop-group: This modifier specifies which next-hop group will be
applied.

° policer: This modifier applies a rate-limiting policer to the matching
frames.

. port-mirror: This modifier allows copies of the frame to be sent to an
outbound interface for analysis. The original frame forwards as normal.
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Firewall—=Family Bridge Example

m Configure, apply, and view the effects of a firewall

filter edit]
fedit] user@switch# show bridge-domains
user@switch# show firewall vlan_180 {
family bridge | vian-id 100;
filter example { - routing-interface irb.0;
term 10 { . forwarding-options {
from { filter {
learn-vlan-id 100; input example;
} }
then { }
count learn~vlan-100; }
. accept;
) ) user@switch> show firewall
term 1009 ¢ , .
then ( Filter: _ default_bpdu_filter

count all~others; Filter: example

accept; Counters:
} Name Bytes Packets
} all-others 1] 2
} learn-vlan-100 56300 533

Example Filter

The slide shows an example of configuring, applying, and viewing the effects of a
firewall filter. To clear the counters, use the clear firewall command.

.
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forwarding

a3 |n this chapter, we:
* Described the functions of Ethernet LANs
» Described learning and forwarding in a bridging environment
» Discussed implementing VLAN tagging

- « Discussed implementing IRB

s Discussed implementing Layer 2 address learning and

* Discussed implementing Layer 2 firewall filters

This Chapter Discussed:

s

The functions of an Ethernet LAN;

Learning and forwarding in a bridging environment;
implementation of VLAN tagging;

Implementation of IRB;

Implementation of Layer 2 address learning and forwarding; and

Implementation of Layer 2 firewall filters.
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Review Questions

1. Whatis the purpose of a bridge domain on an
MX Series router?

2. How does a bridge handle multicast Ethernet
frames?

What is the purpose of an IRB interface?

4. Which match condition is used in a Layer 2 firewall
filter to match on 802.1p priority bits?

W

Review Questions
1.

.
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Lab 1: Zthermet Swi

= Configure a bridge domain.
= Configure a Layer 2 interface.

= Use operational mode commands to verify the status
of a Layer 2 interface.

- Lab 1: Ethernet Switching and VLANs

The slide provides the objectives for this lab.
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Chapler Objectives

= After successfully completing this chapter, you will be
able to:
* Describe the use of a routing instance
+* Describe the function of a virtual router
* Describe the function of a virtual switch
-llmpiementa virtual switch
* Interconnect local routing instances

This Chapter Discusses:

. The use of a routing instance;

. The function of a virtual router;

. The function of a virtual switch;

. Implementation of a virtual switch, and

. Interconnection of focal routing instances.

0
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Agenda: Virtual Swiltches

->Routing Instances Overview
= Configuring and Monitoring Virtual Switches
® |nterconnecting Routing Instances

Routing Instances Overview

The slide lists the topics we cover in this chapter. We discuss the highlighted topic
first,

per Virtual Switches * Chapter 4-3
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Rouling Instances

= Several different types of routing
instances exist:

*Virtual-router routing instances allow for
your single chassis to appear as multiple
routers to the outside world

» Each with their own separate routing tables,
protocols, link-state databases. and so on
» Defaultinstanceis named default

» Virtual-switch routing instances allow for

your single chassis to appear as multiple
switches to the outside world

« Each has its own MACtables, VLAN ID space. and
spanningtree domains

» The default instance is named defaul t-switch

Routing Instance Types

The Junos operating system provides severai different routing-instance types with
which to work. In this course we work with two types of routing-instances:
virtual-router and virtual-switch. Essentially, these two routing-instance
types allow your single chassis to appear as either more than one router or more than
one switch, respectively. Each virtual router acts as a standalone router. For example,
each virtual router has its own routing table, routing protocols, interfaces, and just
about everything that encompasses the typical things that comprise a router. Similarly,
each configured virtual switch has its own MAC tables, virtual LAN (VLAN) ID space,
bridge domains, spanning-tree domains, and so forth. A Juniper Networks MX Series
3D Universal Edge Router uses two default routing instances. For routing, it uses the
default virtual router (inet.0 is its routing table). For switching, it uses the
default-switch virtual switch.

3
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A Simplisitic Yiew of Rouling Instances
= [nterface to table default assignment:

¢ Layer 3 interfaces associate with inet.0

 Layer 2 interfaces associate with the default-switch
virtual switch

Layer 3 InterfacesCniy

Layer 3and Layer 2 Interfaces
(AlLogical View) %

(ALlogical View)

Routing Table
IneL.o (derault)

Routing Table
inet.O{default)

One MAC table
perbridge MAC Tables

domain or YLAN

Transient
Interfaces

[
o a

Routing Instance and Interface Default Relationship

The slide shows a very simplistic view of the default relationship of interfaces to the
routing and MAC tables of an MX Series router. Keep in mind that we have left out
discussion of the Packet Forwarding Engine (PFE) and the associated forwa rding
tables. When troubleshooting virtual routers and switches, you generally can spend
your time focused on the Routing Engine’s (RE's) copy of the routing and MAC tables,
while trusting that equivalent copies appear as forwarding tables in the PFEs of your
switch. To view the PFE forwarding tables, both for routing and switching, use the
show route forwarding-table command.

In a routing-only environment, configured interfaces and their associated local and
direct routes appear in the default virtual router's routing table, inet. 0. In a mixed
Layer 2 and Layer 3 environment, Layer 3 interfaces continue to work as described,
whereas Layer 2 interfaces, having been associated with a bridge domain at the
[edit bridge-domains] hierarchy, associate with the default virtual switch’s
MAC tables. Because IRB interfaces are Layer 3 interfaces, their associated local and
direct routes appear in inet .0 as well.

JU ﬂlper Virtual Switches ¢ Chapter 4-5
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(ALogical View)

Routing Table
inetO(derault)

ge-1/1/50 §

to a virtual router

* Place routes associated with
those interfaces only in that
virtual router's routing table
Layer 3interfacesOnly

“y *+——Chassis

Routing Table
Instance-pame InetO

ge-1/1/70

Routing Instances=Yirtual Router
= You must assign interfaces

fedit]
user@switch# show routing-instances

vrl |

172.22.2.0/24

172.22.2.3/32

pnstance-type vi:tual—:oute:;[
interface ge- .0;
interface ge-1/1/6.0;
interface ge~1/1/7.0;
protocols [
ospf {
area 0.0.0.0 {
interface ge-1/1/5.0;
interface ge-1/1/6.0;
interface ge-1/1/7.0;

user@switch> show route tahie vrl.inet.0

vrl.inet.0: 2 destinations, 2 routes (2 active, ..
+ = Active Route, - = Last Active, * = Both

*{Dirvect/0] 20:59:24

> via ge-1/1/5.0

*{Local/8) 20:59:24
Local via ge-1/1/5.40

Assign Interfaces to a Virtual Router

By default, once you configure an interface with properties at the [edit
interfaces interface-name unit number family inet] level of the

hierarchy, that interface’s local and direct routes are placed in the inet.0 routing tabie.
To override that behavior, you simply list the interface at the [edit
routing~instances instance-namel level of the hierarchy. The local and

direct routes now appear in the instance-name. inet . 0 routing table (the virtual
router’s routing table.)
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3 outing Instances—Yirtual Switeh
2 Each virtual-switch routing instance operates
independently of the other virtual switches:
» Routes associated with IRB interfaces are placed in inet.0

. regardless of the virtual switch to which they belong
Layer3and Layer 2 Interfaces
Chassis — {ALogical View)

Fouting Table
inet.0 (default)

One MAC table
par bridge
domain ar VLAN

=)

-~ default-swi

s
h

Interfaces used in
upcoming
I examples

g2-1/0/5.0
ge-1/1/4.0

. Virtual Switch

The slide shows the routing and MAC table relationships when using virtual switches.
Each virtual switch, including the default switch, has interfaces assigned for bridging.
Also, you can configure integrated routing and bridging (IR8B) interfaces for each virtual
switch. The local and direct routes for all IRB interfaces in all virtual switches are
placed in inet.0, by default. However, you can also place them in a virtual router’s
routing table by listing the IRB interfaces atthe [edit routing-instances

instance-name] level of the hierarchy. The following slides cover the process of
configuring a virtual switch.
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Agenda: Virtual Switches

a Routing Instances Overview
= Configuring and Monitoring Virtual Switches
a Interconnecting Routing Instances

Configuring and Monitoring Virtual Switches

The slide highlights the topic we discuss next.
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= Configure a base virtual-switch routing instance:

¢ Define the bridge domains and VLAN |Ds that the switch will
use

fedit]
user@switch# show routing-instances
virtual-sw-1 {
instance-type virtual-switch;
bridge~domains {
vlan_100 {
vlan-id 100:
}
vlan_200 {
vlian~id 200;

Virtual-Switch Routing Instance

The configuration on the slide creates a virtual-sw-1 routing instance and allows
for VLAN I1Ds 100 and 200 to be used for the purpose of Layer 2 switching. MAC tables
for these new bridge domains will not be used for learning and forwarding until you
assign at least one interface to the virtual switch.
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GConfiguring an Access Port

s Configure an interface that acts as an access port for
the virtual switch:

s Specify the correct vian-id so that this interface is
associated with the correct bridge domain

[edit]
user@switch# show interfaces ge-1/0/5
unit 0 {
family bridge {
interface-mode access;
vlian-id 200:

WARNMIHGIH
Conmmittigatthiz point can cause this intgrtace 10 b addsd 10 the default-
switch rewing ingtancs, which could introdugs a Inop ints vour topalogy.

Virtual-Switch Access Port

You configure the interface properties for an access port using the exact same
process as when defining it for the default switch. In fact, if you were to commit the
configuration, the ge-1/0/5.0 interface would be placed in the default switch. Be
careful not to commit the configuration as it stands, because you might introduce a
loop into your switched network. One of the following slides shows how to place the
interface in the virtual switch. We highly recommend that you perform that step before
committing the configuration.
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Contiguring a Trunk Port

= Configure an interface that acts as a trunk port for the
virtual switch:

¢ Specify the correct vlan-id-1ist so that this interfaceis
associated with the correct bridge domains

fedit]
user@switch# show interfaces ge-1/1/4
unit 0 (
family bridge {
interface-mode trunk:
vlan-id-list [ 1006 200 }:

WARHMNINGH!
! Fammbear 1o bited the sk port 1 the virtual switch 1o
pravent s introduction of 8 Ioop 1ito vour opolkosy.

Configure a Trunk Port

You configure the interface properties for a trunk port using the exact same process
as when defining it for the default switch. In fact, if you were to commit the
configuration on the slide, the ge-1/1/4.0 interface would be placed in the default
switch. Be careful not to commit the configuration as it stands, because you might
introduce a loop into your switched network. One of the following slides shows how to
place the interface in the virtual switch. We highly recommended that you perform
that step before committing the configuration.
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Configuring a Virtual-Switch IRB Interface

= Configure an IRB interface that acts as the |IP gateway
for a bridge domain within the virtual switch

[edit]
user@switch# show interfaces

irb {
unit 1 {
description “GW for VLAN_200":
family inet {
address 172.22.2.254/24;
}

Configure an IRB Interface

You configure the interface properties for an IRB interface using the exact same
process as when defining it for the defauit switch. In fact, if you were to commit the
configuration on the slide, the irb.1 interface would be placed in the default switch. Be
careful not to commit the configuration as it stands, because you might introduce a
loop into your switched network. The following slide shows how to place the interface
in the virtual switch. We recommended that you perform that step before committing
the configuration.

¥,
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ind the Interfaces to the Virtual 8witch

a Specify the interfaces that belong to the virtual switch:

e List the trunk and access ports as member interfaces of the
virtual switch

s List the IRB as the ledit)
routing interface for the ~ userfswitch# show routing-instances
appi‘opriate br|dge C[OIT]ain instance~type virtual-switchz
within the virtual switch interface ge-171/4.0:

virtual-sw-1 {

interface ge-1/0/5.0;

bridge~domains {
vian_1900 {
vlan-id 100:

}

vlan_200 {
vlan-id 200;
|couting-interface irb.17}

| Add the Interfaces to the Virtual Switch

After configuring the access and trunk ports as shown on the previous slides, you
simply need to list the interface at the [edit routing-instances
instance-name] level of the hierarchy. The irb. 1 interface shouid be listed as
the routing-inter£face for the appropriate bridge domain.

Junieer
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Verify That Porls Belong to the Virtual
Switch

= Use the show bridge domain command to

ensure that the configuration setting accomplished
your goal

user@switch> show bridga domain

Routing instance Bridge domain VLAN ID Interfaces
default-switch vlan 100 109
- ge-1/0/0.0
ge-1/0/4.0
default-switch vlan_200 2900
ge-1/0/2.0
ge-1/0/4.0
virtual-sw-1 vian_100 100
ge-1/1/4.0
virtual-sw-1 vian 200 200 ——
ge-1/0/5.0 %
ge-1/1/4.0 i

ge-1/1/4.0 and ge-1/0/5.0 have been added to the  { ..~
correctrouting instance, bridge domains, and VLANS.

Verify Settings

Looking at the output on the slide, you can see thatthe ge-1/1/4. 0 interface is now
bound to the virtual-sw-1 routing instance and the bridge domains vlan_100
and vlan,_200.Also, ge-1/0/5. 0 is bound to the appropriate routing instance and
bridge domain.
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pify Rouwling

= Ensure that the appropriate routes appear in the
inet.0 routing table

user@switch> show route

inet.0: 6 destinations, 6 routes (6 active, 0 holddown, 0

hidden)
+ = Active Route, - = Last Active, * = Both
10.210.12.0/27 *{Direct/0] 1d 22:44:1¢
> via £xp0.0
10.210.12.1/32 *[Local/0} 1d 22:44:16
Local via Exp0.0
172.22.2.0/24 *[Direct/0] 00:05:54

> via irb.1
172.22.2.254/32 *{Local/0] 00:13:39
Local via irb.1l

IRB Routes

The local and direct routes that associate with the IRB interface should be in the
inet.0 table. Use the show route command to verify that the routes were added
properly.
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Agenda: Virtual Switches

2 Routing Instances Qverview

= Configuring and Monitoring Virtual Switches
-?Interconnecting Routing Instances

interconnecting Routing Instances

The slide highlights the topic we discuss next.
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sreonneciion Methods

a Supported methods:
* Internal, logical tunnel interface (Layer 3 only)
* Two external, physically looped interfaces (1 cable)

Layer3and Layer 2 Interfaces Logical Tunnel = + v b w o =
Chassis N (ALodgical View) Physical LoOp = wwe + + wae

Routing Table Routing Table
instance-name inet. inet O (defauit)

L RN A A

MAC Tables MAC Tables
default-switch instance-name

Supported Methods of Interconnecting Routing Instances

As mentioned previously, to the outside world virtual routers and virtual switches
appear as individuai routers and switches. At some point you might want to
interconnect the virtual routers and virtual switches that are local to a single chassis.
For virtual routers, you can accomplish this task using either a logical tunnel interface
or by looping two interfaces together with a single cable. For virtual switches, this
process warks only using the externai cable method. The reason why spanning tree
protocols do not function properly between virtual switches is because all virtual
switches use the same MAC address as part of their bridge 1D in the bridge protocol
data units (BPDUs). Unfortunately, you cannot change a virtual switch's MAC address.
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Znabling Tunne! Support

= You must enable tunneling on the PFE of MX Series

routers ‘

user@switch> show interfaces terse e

Interface Admin Link Proto Local Remote %’%é

qge-1/0/8 up down [edit]

ge-1/0/9 up down user@switch# show chassis
ge-1/1/0 up down fpe 1 |

pic .0 (

user@switch> show interfaces terse tunnel-services |
Interface Admin Link Proto Local Remote bandwidth 1g;
- }

ge-1/0/8 up down }

ge-1/8/5 up down }

gr-1/0/10 up up s

ip-1/0/10 up up i

HE-170710 up up | M"’f

me-1707T0 up WP )

pd-1/8/10 up up

pe-~-1/8/10 up up
- vt-1/6/10 up up

ge-1/1/0 up down

Tunnel Services

Anytime you need to.use layer tunneling, you must enable tunnel services on the MX
Series router. For example, you must enable tunnel services for a generic routing
encapsulation (GRE) tunnel, an IP over IP (IP-[P) tunnel, Physical Interface Module
(PIM) encapsulation or decapsulation of register messages, and for our case, using
logical tunnel interfaces. Each Dense Port Concentrator (DPC) on a switch has either
40 Gigabit Ethernet ports (10 ports per PFE) or 4 10-Gigabit Ethernet ports (1 port per
PFE.) Each PFE on an MX Series DPC can provide tunneling services but you must
enable it. The slide shows how to enable tunnel services on the first PFE (serving
ge-1/0/0 through ge-1/0/9) on the 40 1-Gigabit Ethernet DPC in slot number 1. Once
you enable this feature, you will notice that you have several tunnel type interfaces
that become available for your use. Notice that the tunnel interfaces use the logical
PIC port number of 10 (normally PIC port numbers stop at 9.) When enabling tunnel
services on a PFE of a 4-port 10 Gigabit Ethernet DPC, the Ethernet interface for that
PFE is removed from service and is no longer visible in the command-line interface
(CLI).
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virtual routers
Chassis -

= Configure and assigh the logical tunnel interfaces
to the appropriate fedit]

user@switch# show interfaces 1t-1/0/1L0
unit 0 [

encapsulation vlan;

vlan-id 106;

i Routing Table  1EY/0/100

R

inet O (defauit) ; 11/0/10.1 i vrl Inet O

peer-unit 1;
family inet (

. —} Routing Table address 172.22.10.1/30;

S |

}

= NOTRSIIN——

}

fedit]

interface 1lt-1/0/10.%1;
interface ge-1/1/5.0;

user@switch# show routing-instances vrl
instance-type virtual-router:

e URLE 1 (
M/:’“X encapsulation vlan:
- vlan-id 100;
peer-unit 0;
family inet |
address 172.22.10.2/38;

user@switch> ping routing-instance vrl 172.22.10.1

PING 172.22.10.1 {172.22.10.1): 56 data bytes

64 bytes from 172.22.10.1: icmp_seq=0 tti=64 time=0.838 ns
64 bytes from 172.22.10.L: icmp_seq=1 ttl=64 time=4.913 ns

Configure and Assign Logical Tunnel Interfaces

You configure the logical tunnel interfaces similar to how you would for any other
Layer 3 interface. You configure each logical tunnel Layer 3 interface as a logical unit.
To map one logical unit to another, use the peexr~unit statement. By defauit, logical
tunnel interfaces are placed in the default virtual router. To place a logical tunnel
interface in a virtual router, specify the logical tunnel interface at the [edit
routing instance instance-name] level of the hierarchy.
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Layer 2 Physical Loop
» Configure and assign the physical interfaces to the
appropriate virtual switch

Chassis

[edit]
MAC Tables MAC Tables user@switch# show interfaces
defauit-switch yirtuat-sy-1 ge-1/0/4 {
unit 0 {
* /0740 1/1/80, family bridge {
1\ o’ interface-mode trunk;
T ek e s o b vian-id~list [ 100 200
{edit] 1i
user@switch# show routing-instances }
- virtual-sw-1 { } }
instance-type virtual-switch: ge-1/1/4 {
interface ge-1/1/4.0; unit 0 {

family bridge {
interface-mode trunk:
vian-id-list [ 100 200

bridge-domains {
vlan 190 {
vian-id 100;:
} 1;
vlan_200 { -
vlan-id 200;

Configure and Assign Physical Interfaces

The slide shows how to configure and assign Layer 2 interfaces to virtual switches.

¥,
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mﬂ

arify Swit

settings

Uwsas-~‘

2 2t
MAC Tables
default switch

M £e-1/0/4.0

\.

user@switch> show bridge domain

Verify Settings

Trh 8 m’ﬁggz%m
# Use the show bridge domain command to verify

MAC Tables
virtual-sw-1

Routing instance Bridge domain
default-switch vlian_100
default-switch vlan_200
virtual-sw~1 vlan_100
virtual-sw-1 vlan_200

VLAN ID
100

200

100

200

Interfaces
ge-1/0/4.90
ge-1/0/4.0

ge-1/1/4.0

ge-1/1/4.0

Looking at the output on the slide, you can see that the ge-1/1/4. 0 interface is now
bound to the virtual -sw-1 routing instance and the bridge domains vian_ 100
and vian_200, whereas ge-1/0/4. 0 belongs to the default switch.
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Summary

u [n this chapter, we:
* Described the use of a routing instance
* Described the function of a virtual router
* Described the function of a virtual switch
* Implemented a virtual switch
* [nterconnected local routing instances

This Chapter Discussed:

.

The use of a routing instance;

The function of a virtual router;

The function of a virtual switch;
implementation of a virtual switch; and

Interconnection of local routing instances.
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Reaview Quesiions

1. How can you make your MX Series router appear as
multiple routers to other devices? How can you
make it appear as multiple switches?

2. After configuring an interface under [edit
interfaces], which step do you perform next to
ensure that the interface appears as part of the vs1
virtual switch?

3. After configuring an IRB interface as part of the vs1

virtual switch, in which routing table will you find its
associated routes?

Review Questions

1
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Lab 2: Virtual Switches

= Configure virtual-switch routing instances.
= Configure bridge domains for the virtual switches.

= Create a virtual-switched network by configuring
virtual-switch routing instances.

Lab 2: Virtual Switches

The slide provides the objective for this lab.
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Chapter Objectives

= After successfully completing this chapter, you will be
able to:
« Describe the different IEEE VLAN stacking models
* Describe the components of provider bridging
*» Configure and manitor provider bridging
* Describe the components of provider backbone bridging
» Configure and monitor provider backbone bridging

This Chapter Discusses:

. Institute of Electrical and Electronics Engineers (IEEE) virtual LAN (VLAN)
stacking models;

. The components of provider bridging;
. Configuration of provider bridging;
. The components of a provider backbone bridged netwark (PBBN); and

. Configuration of provider backbone bridging.
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Agenda: Provider Bridgin;

&

- Expanding the Bridged Network

= Provider Bridging

= Configuring and Monitoring Provider Bridging
= Provider Backbone Bridging

Configuring and Monitoring Provider Backbone
Bridging

Expanding the Bridged Network

The slide lists the topics we cover in this chapter. We discuss the highlighted topic
first.
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Customer Bridged Network
= [EEE 802.1Q VLANSs allow the customer’s local bridged
networks to scale:
* VLAN tags allow for up 4094 separate broadcast domains
= Service provider scaling issues (for Ethernet virtual
connections):

* Service provider network needs to be aware of customer's
bridging (spanning tree) and VLAN administration
* Problem of overlapping VLAN IDs between service provider

customers
» Service provider bridges learn and store customer MAC
addresses
Customer Bridged Network Site 1 Customer Bridged Network Site 2
o fdged !

Scaling Customer Bridged Networks

[EEE 802.1Q VLAN tagging makes it possible for a customer's bridged network to
scale. Instead of needing to add more bridging equipment to a growing network, VLAN
tagging allows for the logical separation of a bridged network into many broadcast
domains (or VLANs). With a 12-bit length VLAN ID, 4094 VLANs are available for use
on a singie physical Ethernet network.

Ethernet from Service Providers

Because of its simple nature, service provider customers generally understand
Ethernet. For a long time, service providers have searched for ways to deliver Ethernet
Virtual Circuits (EVCs) to the customer premises. To a customer, an EVC between two
sites should appear as a simple Ethernet link or VLAN through the service provider's
network. |EEE 802.1Q VLAN tagging does not provide the scalability (in the service
provider network) for a service provider to deliver that type of service.

Continued on next page.
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Ethernet from Service Providers (contd.)

From the service provider's point of view, the following is a list of some Of the scaling
issues that might arise:

Because only one VLAN tag field exists in an 802.1Q frame, customers
and the service provider need to coordinate the use of VLAN ID space.
Considering that a service provider might have thousands of customers,
this coordination would be an overly extreme effort.

To pass Ethernet frames between customer sites, the service provider
bridges must learn customer MAC addresses.

To provide redundant links between customers and the service provider,
running a form of the Spanning Tree Protocol (STP), which is generally not
a viable solution, might be necessary. The STPs of today cannot scale to
support all service provider and customer bridges of the world in a single
spanning-tree domain.

JUuniper
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Provider Bridged Network
m [FEE 802.1ad provides the standard for stacking VLAN
tags:
* Allows the service provider to provide LAN service through the

service provider network
+ Eachouter tag (S-VLAN tag) represents a customer (4094 possible)
* Innertag (C-VLAN tag) represents any of a customer's 4094 VLANs
* The service provider and the customer use unique spanning-tree
domains
» Allowsfor VLAN translation between service provider bridged
networks

= Service provider scaling issues:
* Service provider bridges learn and store customer MAC
addresses,_¢

4 % W f ¥
Customer AVLAN Translatio Customer
Site 1 (if necessary) e Site2

DA SA ISTAG ICTAG II /L Data

IEEE 802.1ad

IEEE 802.1ad has standardized the methodology of stacking VLAN tags. The slide
shows the frame format that the standard introduced. The standard gives a new name
to the 802.1Q VLAN tag: the Customer VLAN (C-VLAN) tag (C-TAG). it also introduces a
new tag named the Service VLAN (S-VLAN) tag (S-TAG). By adding the S-TAG to the
frame, much less coordination is necessary between the customer and the service
provider. At the customer site, the customer can continue to use 802.1Q tagging using
C-VLAN IDs that are relevant only to their network (not the service provider's network).
As 802.1Q-tagged frames arrive at the edge of the service provider's bridged network,
the provider edge bridge (PEB) adds an S-TAG to the frame. The S-TAG, using a single
S-VLAN ID, can carry any or all of the 4094 C-VLANSs that are possibly in use by the
customer. In the simplest case, a service provider can allocate a single S-VLAN ID to
represent each of its individual customers, which allows the service provider to
potentially support up to 4094 customers. |IEEE 802.1ad also allows for the
translating of S-VLAN IDs at the edge of a service provider’s bridged network, which
helps in the coordination of VLAN ID usage between service providers.

Continued on next page.
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Scaling Issues

Although IEEE 802.1ad helps to solve the issue of the limited VLAN ID space that we
discussed in relation to IEEE 802.1Q tagging, it does not solve the MAC learning
problem. That is, for frames to be forwarded between bridges in the service provider's
network, the bridges each must learn and store MAC addresses learned from the
customer networks. A service provider can help alleviate this problem by limiting the

number of learned MAC addresses or charging the customer more for the EVC service
if they exceed the MAC address limit.
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Provider Backbone Bridged Network

= |EEE 802.1ah solves the service provider scaling
issues:

» Specifies a frame format with two new tag types
« Allows for nearly 16.8 million EVCs (customers)
« Service provider backbone bridges do not learn and store customer's
MAC addresses except at the edge of the PBBN (E-LAN only)
+ Outer MAC addresses exist only within the PBBN
« |[EEE802.1ad S-TAG VLAN IDs translate into the I-TAG Backbone

Service Instance D as frames enter the PBBN
Customer’s Original Frame

DA SA |B-TAG] I-TAG | DA SA [C-TAGIT/L Data FC3

[EEE 802.1ah: Provider Backbone Bridging

The |IEEE 802.1ah standard attempts to solve all the EVC scaling issues. Customers
can continue to use IEEE 802.1Q VLAN tagging at their individual sites using VLAN IDs
that are relevant only to their bridged network. The service provider can continue to
use |{EEE 802.1ad VLAN tagging to provide EVC service to its customers (typically at
the edge of the network). IEEE 802.1ah allows the provider to build out a scalable
“backbone” network of bridges—the center network on the slide—to provide
connectivity between its customers on its individual IEEE 802.1ad bridged networks.

The slide shows the 802.1ah Ethernet frame format. Notice that a new set of source
and destination MAC addresses, a B-TAG, and an I-TAG encapsulate the original
customer frame. The combination of the B-TAG and the I-TAG allows an individual
provider to support up to 16.8 million customers. Also, because forwarding of the
frame across the service provider occurs using the new source and destination MAC
addresses (the MAC addresses are local to the bridges in the backbone network), the
backbone bridges need not learn the customer's MAC addresses at all for Ethernet
Line (E-Line) EVCs. For Ethernet LAN (E-LAN) EVCs, only bridges at the edge of the
backbone learn customer MAC addresses. We discuss E-Line and E-LAN EVCs in more
detail later in this chapter.

*
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2
Pt

2 Expanding the Bridged Network

- Provider Bridging

2 Configuring and Monitoring Provider Bridging
2 Provider Backbone Bridging

= Configuring and Monitoring Provider Backbone
Bridging

Provider Bridging

The slide highlights the topic we discuss next.
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What s Provider B

a Defined by the |IEEE 802.1ad standard:

» Allows for service providers to offer the equivalent of
separate Ethernet LANs to their customers
» Easyfor the customer to understand (Ethernet)

« Easyfor the service provider to provision (1 VLAN equals 1
customer)

* Requires the use of 2 stacked VLAN tags
« C-VLAN-typically controlied by the customer
+ S-VLAN—controlled by the service provider

Destination{ Source ' Frame
MAC WAC  |Saal (Gt Eé’gegﬁ] Data Check
Address | Address Sequence

Provider Bridging

Provider bridging is defined under IEEE 802.1ad. It was developed to allow a service
provider to provide a more scalable EVC service to its customers. A typical provider
bridged network (PBN) provides for C-VLAN tagging and forwarding at the edge of the
network using the ports that face the customer. For all ports that face the core of the
PBN, the provider bridges forward based only on the S-VLAN tag.
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Destination} Source . Frame
MAC mac | ST ICuAN Tyee/ Data Check
Address | Address = Seguence

a Tag formats:

* S-VLAN tag
» Tag Protocol Identifier: 16 bits. defauit Ox88A8
* Priority: 3 bits. 802.1p
» Drop Eligibility Indicator: 1 bit, default O
» Unique VLAN identifier: 12 bits

s C-VLAN tag

« Tag Protocol Identifier; 16 bits, default 0x81.00
+ Priority: 3 bits. 802.1p

« Canocnical Format Indicator: 4 bit. default O

+ Unigque VLAN identifier: 12 bits

IEEE 802.1ad TAG Formats

The slide shows the S-TAG and C-TAG formats defined under IEEE 802.1ad. Note that
the C-TAG remains identical to the IEEE 802.1Q VLAN tag. The S-TAG is similar but a
few fields have been redefined. For example, because the canonical format indicator
(CFI) field in the C-TAG is rarely used (for use in token ring networks), it has been
redefined in the S-TAG to represent a frame's eligibility to be dropped. The Drop
Eligibility Indicator (DEI) is used for class of service, which we do not discuss in this
course. Also, IEEE 802.1ad has reserved a Tag Protocol Identifier (TPID) of Ox88A8 for
the S-TAG, however, the Junos operating system defauit behavior is to set the TPID
equal to O0x8100.
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CustomerEdge
or Netwark Port

Provider BridgZing Terms

= Fach device performs a specific task in a PBN

- Cuslomer
Bridge

PEB

PBN

S .
=l Cer
\ Bridge

PBN Terms

The following terms are used:in a PBN network:

¥,

PBN: A network of provider bridges that provide for transparent EVC
service to the service provider's customers.

Provider Bridge: A bridge in the service provider's network that performs
[EEE 802.1ad VLAN tagging and forwarding. These bridges learn and
store the MAC addresses of the service provider's customers.

Provider Edge Bridge (PEB): Accepts and forwards IEEE 802.1Q frames to
and from customers. PEBs also encapsulate the received customer
frames using the [EEE 802.1ad format to forward customer frames
across the PBN.

S-VLAN Bridge: A nonedge provider bridge that forwards frames based
only on the S-VLAN tag.

Provider Network Port: A port on a provider bridge that forwards frames
based on the S-VLAN tag.

Customer Edge Port: A port on a PEB that connects to customer
equipment that receives and transmits C-VLAN tagged frames.

Customer Network Port: A port on a PEB that receives and transmits
S-VLAN tagged frames.
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YiLAN Tag Operations
= Provider bridges make several different types of
adjustments to the VLAN stack:

» These options can be configured explicitly (manually
intensive) or using shortcut (implicit) methods that require
minimal configuration

* push: Add an outer tag

* pop: Remove the outer tag

+ swap: Swap the outer tag with a new one

* pop~pop: Remove the outer and inner tags

+ push-push: Add two tags

* swap~-swap: Swap the inner and outer tags with new ones
* pop-swap: Pop the oufer tag and swap the inner tag

» swap-push: Swap the inner tag and add an outer tag

* rewrite vlan andtag-protocol-id

VLAN Tag Operations

The slide shows all of the possible operations that a provider bridge can perform on
C-tagged frames and S-tagged frames that a port receives and transmits.,
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Frame Processing Example {1 of 5)

= Service provider provides an EVC to the customer:
* Customeruses 802.1Q-tagged frames (C-VLAN 100) to
connect to the remote site while the service provider
network is transparent

+ S-VLAN tagging of the customer frames during transmission across
the service provider network provides transparency

Customer Cu_stomer
Bridgel Bridge 2
_..___,___ m
C-VILAN = 100 _MXaad 2 C-VLAN =100

ARIAADINLT 2 E GRETLTEREIIFAR

Service Provider Provides EVC Service to the Customer

in the example, the service provider delivers an Ethernet circuit to each of the
customer premises. To provide connectivity between Customer Bridge 1 and Customer
Bridge 2, the customer must enable an [EEE 802.1Q VLAN using VLAN D 100 on the
service provider-facing ports. The service provider has allocated an S-VLAN tag of 200
to transparently forward the customer’s frames across the PBN. This allocation is
performed by configuring a bridge domain on each provider bridge specifically for the
customer specifying an S-VLAN 1D of 200, and by configuring all possible inbound and
outbound interfaces to support the appropriate VLAN tagging for the customer's
bridge domain. For example, on Bridge A, the service provider would need to configure
a Bridge Domain that accepts C-tagged frames on the customer-facing interface and
S-tagged frames (VLAN ID 200) on the core-facing interfaces.
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Frame Processing Example (2 of 3)

2 Frames with a single C-VLAN tag with VLAN ID 100
arrive at Bridge A:

« Bridge A performs a MAC lookup to determine the outgoing
logical interface Pey

Frame Processing ¢
i Address Interface TagOperations i

¢ DA ge-1/0/4.1  Push 200 ;

Customer Customer
Bridge 1 Bridge 2

TIARTAXAIRRT

PEB Processing of Incoming Frames

When C-VLAN-tagged frames arrive at Bridge A {a PEB), Bridge A performs a MAC-table
lookup based on the customer’s bridge domain. If Bridge A has previously learned the
destination MAC address of the frame, it forwards the frame to the appropriate
outbound interface (ge-1/0/4.1 in this case) and the interface pushes an S-VLAN of
200 on to the frame before sending the frame to the next bridge.

Note that if Bridge A did not previously learn the destination MAC address of the
frames, it floods the frame out of every other interface associated with the customer’s
bridge domain except for the one that originally received the frame.
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Frame Processing Example (8 of 5)
= Frames with two VLAN tags arrive at Bridge C:

* Bridge C performs a MAC lookup to determine the outgoing
logical interface ‘

Customer Customer
Bridge 1 Frame Processing Bridge 2
= Address Interface  TagOperations =

oS SESR ] DA e-1/0/6.1 None
C-VLAN = 100 MX24 g1/

sravrART LYY FREZATTIAINRY

Bridge C Processes the Frame

When S-VLAN-tagged frames arrive at Bridge C (an S-VLAN bridge), it performs a
MAC-table lookup based on the customer's bridge domain. If Bridge C has previously
learned the destination MAC address of the frame, it forwards the frame to the
appropriate outbound interface (ge-1/0/6.1 in this case) and the interface sends the
frame unchanged to the next bridge.

Note that a few ways exist fo configure the VLAN operations on an S-VLAN bridge. The
inbound interface on Bridge C can possibly also pop the S-VLAN tag on reception and
then the outbound interface can push S-VLAN of 200 on transmittal.
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Frame Processing Exampls (4 of §)

= Frames with two VLAN tags arrive at Bridge D:

« Bridge D performs a MAC lookup to determine the outgoing
logical interface

Frame Processing
1 Address  Interface TagOperations
: ge-1/0/6.100 Pop

Customer

Customer £
Bridge 1 Bridge 2
e =

C-VLAN =100 Mx240: ge-1/0/6.100

EEE TR PR TaNRIRNSIA RS

Bridge D Processes the Frame

When S-VLAN-tagged frames arrive at Bridge D (PEB), the inbound interface pops the
S-VLAN tag and Bridge D performs a MAC-table lookup based on the customer’s
bridge domain. If Bridge D has previously learned the destination MAC address of the
frame, it forwards the frame to the appropriate outbound interface (ge-1/0/0.100 in
this case) and the interface sends the C-tagged frame to the customer bridge.
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Frame Processing Example (5 of 5)

Bridge 2

Customer
Bridge 1

=

* Frames with a single VLAN tag arrive at Customer

Customer
Bridge 2

paovenririg
frnved

C-VLAN = 100 X240

IRARER Y TSR Y B

MX240

.
=1 g0-1/0/6.100

REEEEE AL E Y

/

Remote Customer Site

The slide shows the frame format of the Ethernet frame as it arrives at Customer
Bridge 2. It looks exactly as it did when Customer Bridge 1 transmitted it.
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Agenda: Provider Bridging

= Expanding the Bridged Network

s Provider Bricdging

~> Configuring and Monitoring Provider Bridging

2 Provider Backbone Bridging

3 Configuring and Monitoring Provider Backbone
Bridging

Configuring and Monitoring Provider Bridging
The slide highlights the topic we discuss next.
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Terminology Check

= Junos OS interfaces are sometimes referred to in
shorthand
[edit]

. Physical interface \\ user@host# show interfaces
+ Physical port ge-0/0/2 {

/ unit 0 {
* Logical interface

family bridge {
« Logical unit / interface-mode access:
. vlan-id .200:
* Interface family )
* Protocol }

= Bridge demains can learn in two modes

* Independent VLAN learning
+ Learning domain for each VLAN
* Shared VLAN learning
* Single learning domain shared by all VLANs in a bridge domain

Junos OS Interface Terminology

Shorthand methods of describing the Junos OS interfaces are common. A physical
interface refers to a physical port. A logical interface refers to an individual logical unit.
An interface family refers to an individua! protocol family. Multiple logical interfaces
can be configured for each physical interface. Multiple interface families can be
configured for each logical interface. In regards to bridging, understanding how a
configuration affects the number of logical interfaces on an MX Series 3D Ethernet
Universal Edge Router (64 K maximum) is important.

Bridge Domain Modes

So far, we discussed configuring bridge domains in independent VLAN learning mode
(IVL). In this mode, MAC learning occurs on a per VLAN basis. That means, broadcast,
unicast with unknown destination, and muiticast (BUM) traffic flooded on interfaces is
associated with a single VLAN. However, another bridge domain mode exists named
shared VLAN learning mode (SVL.). This allows for VLANs to share MAC learning. That
means, the BUM ftraffic floods on all interfaces and all VLANs associated with a bridge
domain. The following slides show examples of each mode of operation.

.
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nal-Btacked ¥

AN Contiguration Examples

= Original style

[edit]
user@peb# show interfaces ge-1/0/4
flexible-vlian-tagging;
encapsulation flexible-ethernet-services;
unit 0 {

encapsulation vlan-bridge:

vlian-tags outer 200 inner-range 111-114:

7 New style

{edit]
user@peb# show interfaces ge-1/0/4
flexible-vlan-tagging:
unit 0 {
vian-id 200:
family bridge {
interface~mode trunk:
inner-vlan-id-list 111-114:

Original Style

The first example on the slide shows one of the original configuration styles used to
create dual-stacked VLAN subinterfaces. The vlan-tags statement is used to
specify the inner and outer VLAN IDs.

New Style

The second example on the slide shows the “new” method of configuration to create
dual-stacked VLAN subinterfaces. To configure the outer VLAN, specifya vlian-id at
the unit level. To specify one or more inner VLAN IDs use the
inner-vlan-id-list command atthe family bridge level of the hierarchy.
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%g'@g@ ?@%@gﬁ £ B

= VLAN configuration atthe [edit bridge-
domains name] hierarchy determines the mode

+ If learning domain = 1, SVL is possible

riginal Style Configuration

D “i'ﬂ
Default 1 Yes
(no VLAN specified)
None 1 No Circuitswitching
(vlan—-id none)
Single 1 No VLAN switching
{vlan-id number)
Dual 1 No Dual VLAN switching
(vlan-tags outer number
inner numbex)
All 4K No Tunneling C-VLANs
(vlan~id all)

Bridge Modes

When using the original style of configuring a dual-stacked interface, you still must
apply the interface to a bridge domain. The way in which you specify the VLAN IDs for
the bridge domain determines the bridge domain’s mode of operation. The following
list briefly explains the different ways of configuring a bridge domain:

Default: You do not specify a VLAN ID for the bridge domain. The bridge
domain is a single learning domain. You configure an input and output
VLAN map to explicitly configure push, pop, swap, and other VLAN
operations.

None: You specify vlan-id none for the bridge domain. The bridge
domain is a single learning domain. In this case, all inbound frames have
all VLAN IDs popped. All outbound frames take on the VLAN settings of
the outbound interfaces.

Single: You specify vian-id number for the bridge domain. The bridge
domain is a single learning domain. In this case, all inbound frames have
all S-VLAN IDs popped. All inbound C-VLAN IDs are normalized
(transiated) to the VLAN ID of the bridge domain. All outbound frames
take on the VLAN settings of the outbound interface.

Continued on next page.
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Bridge Modes (contd.)

° Doubie: You specify vian~tags outer number inner number for
the bridge domain. The bridge domain is a single learning d omain. All
incoming frames have their VLANs normalized (translated) to the outer
and inner VLAN ID that is specified for the bridge domain. All outbound
frames take on the VLAN settings of the outbound interface.

. All: You specify vian-id all for the bridge domain. The bridge domain
has multiple learning domains. One learning domain exists for each
C-VLAN configured on interfaces that are associated with the bridge
domain. This type of configuration always results in IVL. Inbound frames
retain their VLAN tags. All outbound frames take on the VLAN settings of
the outbound interface.

Most of these options listed cause a bridge domain to have a single learning domain.
If the interfaces assigned to a bridge domain are configured for a unique C-VLAN ID,
then the learning mode for the bridge domain will be IVL. If the interfaces assigned to
a bridge domain are configured for multiple C-VLANS, then the learning mode for the
bridge domain will be SVL.

When using the new style of configuration, IVL is the usual mode of operation. SVL can
accur only with the new style of configuration when mixing both old style and new style
configurations in a bridge domain.
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3-YLAN Bridge Configuration
= An S-VLAN bridge forwards frames using only the S-TAG:

+ [f C-TAG operations are necessary, configuration becomes
more complicated

Customer

Cusstomer
Bridge

Bridge

e Oy
A e v omm xR

toemy “TROAN i 80 VLAN 4004
d {5-VLAN Bridge)
{edit}
user@S-VLAN-Bridge# show interfaces
ge-1/0/6 {
flexible-vlan~tagging:
encapsulation flexible-ethernat-services;
unit 1 (
family bridge {
interface-mode trunk; [edit]
vlan-id-list 200; user@S-VLAN-Bridge# show bridga-demains
- customerl. {
ge-1/1/4 { vlan-id 200;

flexrible-vlan-tagging; )
encapsulation flexibla-ethernet-services:
unit 1 {
family bridge {(
interface-mode trunk;
vlan~id-list 200;

S-VLAN Bridge Configuration

The easiest configuration for supporting provider bridging is on an S-VLAN bridge
similar to the core (middle) switch on the slide. Because the switch processes only
S-VLAN tags, you can configure the bridge domain using the vian-id number
statement. We expect only S-tagged frames to artive on each trunk interface, so you
can configure them for a single vlan-id-1ist statement as well. To allow the
interfaces to support two VLAN tags, include the stacked-vlan-tagging
statement or the flexible~vlian-tagging statement.

‘C:hapter 5-24 « Provider Bridging JU ﬂ [ per

NETWORKS




Junos Service Provider Switching

PEB—=Tunnel All C-VLANSs (1 of 2)

= The bridge domain references only the outer VLAN ID:
» Uses one customer-facing logical interface and one bridge
domain—uses IVL
» Adding a second customer is just as easy but uses a different
S-VLAN PBN

Customer
VIAN 1 Bridge

el —|

HXEAg VLAN 4094

Customer
Bridge
VAL

= gyl

T VAN 4084 1AX240
ge-1/0/00 (peny

ge-1/0/40 - T 280

(S-VLAN Bridige) fedit] .
user@peb# show interfaces ge—lloiq
fedit] unit 0
- user@peb# show interfaces ge-1/0/0 family bridge {
unit 0 { interface-mode trunk:
family bridge { vlan-id-1ist 200:
1ntertace-mode access; }
tvlan-id 200; } fedit]
} user@peb# show bridge-domains |
} bd {

vlan-id 200:

iy

Tunnel All C-VLANSs: Part 1

o The method shown on the slide is the easiest and most elegant method of tunneling
g ali customer C-VLANs across the core of a PBN. The interface and bridge domain
R

configuration require only that you specify the outer S-VLAN ID. To allow single-tagged
frames to enter the customer-facing interface, you must specify the
interface-mode access statement.

You will see on the next few slides that each configuration method results in some
combination of one of the following:

1. A bridge domain mode (VL or SVL).

v

2. Customer-facing logical interface usage.
3. Bridge domain usage.
4, Virtual switch usage.

The solution on this slide is so elegant because to support each customer it requires
the use of one logical interface, one bridge domain, and also, you can place each
customer in the same virtual switch.
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PEB—Tunnel All C-YLANSs (2 of 2)

= Configure the bridge domain with vlan-id all:
* Uses one customer-facing logical interface and one bridge
domain—uses IVL
* Adding a second customer requires configuring a second
virtual switch and S-VLAN PBN

Customer

Cusstomer
ustom . ) Bridge
v _ = B0
® e % " : ks . 30 ‘
VLAN 4084 o MX240 o
g2-1/0/00 (pen) (S-VLAN Bildgs
[edit} (edit]

user@peb# show intexfaces ge-1/0/4
flexible-vlian-tagging;
encapsulatian flexible- ethernet-services;

user@peb# show interfaves ge-1/0/0
flexible-vlan-tagging:
encapsulation flexible-ethernet-services;

it 0 unit 0 {
uni t lati 1 bridae: encapsulation vlen-bridge;
encapsulation vlan-bridge; vlan-tags auter 200 inner-range 1-4094;
vlan-id~range 1-4094; )
}
[edit]
user@peb# show bridge-domains
ot X " bd {
. configurs vlan~ 11
!.imEtBtJOl? You can configy VI. n-id allonly faweos
in one bridge domain. for each virtual switch, interface ga-1/0/0.0;

interface ge-1/0/4.0;

}

Tunnel All C-VLANSs: Part 2

The slide shows another method of tunneling all customer C-VLANs across the core of
a PBN using the original style of configuration. For each customer, this solution
requires the use of one logical interface, one bridge domain, and also, you must place
each customer in the same virtual switch. The reason that you must place each
customer in a different virtual switch is because only one bridge domain in a virtual
switch can use the vian-id all statement.

¥,
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<;§§P

PE B %igwwaﬁﬁﬁg@ 5:35‘ C=-YLAMs (L of 3)

# Configure the bridge domain with vian-id-list
« Creates a single logical interface and bridge domain for
each C-VLAN—uses IVL
* Adding a second customer requires configuring a virtual
switch and S-VLAN

}

Range of C-VLANs: Part 1

Customer Customer
Bridge Bridge
é VLAN 111 VLAN 111 i

— “ -
] =g - % e 4 uwEm ¥
VAN 114 e 1074 W20 VAN 114
ge-1/0/00 (pem
(S-YLAN Bridge)
[edit] Ledit]
. user@pebi# shaw interfaces ge-1/0/4
u:?r@peb# show intexfacea ge~1/0/0 Elexigle—vlun-tugging; !
unit 0 { N
family brid unit 0 ¢
amily bridge { vlen-id 200;
interface~mode trunk; family bridge {
vian—id-1list 111-134; interfece-mode trunit;
) i inner=-vlan~id-list 111i-114;
o A [edit]
timitation: This approach creates one " user@peb# show bridge-damainz
bridge domain for each C-VLAN. N, pd L
"~ ~omse v lan~id-lise 111-114; |

Allowing only certain C-VLANSs to be tunneled across the core might be necessary. Few
solutions will allow this tactic. In this solution, the bridge domain references the
C-VLAN IDs to be tunneled. Because of this reference, you must add each customer to
its own virtual switch (in the case of overlapping C-VLAN space).
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 PEB—Tunnel a Range of C-VLANSs (2 of 3)

= Configure the bridge domain with vian-id all
* Creates a single logical interface and one bridge domain—
uses |VL
* Adding a second customer requires configuring a virtual
switch and S-VLAN

Customer

Cusstomer
ridge e Bridge
Ty VA e o 11 et
14 "iezas : - M0 \IAN.J.:]? T
¢e-1/0/G0 (vem
. [edit)
[edit} . user@pebf show interfaces ge-1/0/4
g user@peb# show interfaces ge~1/0/0 flexihle-V%m-:;qg{ﬁ;
2 - - : N encepsulation exible-ethernet-services;
flexible vJ._an tagg.lmg, unit 0 (
encapsulation flexible-ethernet- encapsulation vlan-bridge;
services: vlan-tags outer 200 inner-range 111-114;
unit 0 { }
encapsulation vlan-bridge; Ledit]
—id- - . edi
vian-id-range 111-114; user@peb# show bridge-demains

g Limitation: You can configure vlan-id all only
'L’i_xlone bridge domain for each-virtual switch,

i {
TR s an
iaterface ge-1/0/0.0;
interface ge-1/0/4.0;

Range of C-VLANs: Part 2

The slide shows another method of tunneling a range of C-VLANs across the core.
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PEB—Tunnel 2 Range of C-VLAMNs (8 of 8)

= Configure the bridge domain with vlan-id none
s Creates multiple logical interfaces and one bridge domain—

uses SVL
* Adding a second customer requires configuring only an
S-VLAN  PBN
Customer e OBV Customer
Bridge : Bridge
Yoy VLAN 111 VLAN 111 g
- vesw s T—
o L W 4 L} -— L L]
VLAN 11? 0/0 2RO 0 7 VAN 114
ge-1/0/ PED} {S-VLAN Bridge)
[edit} (ediv] .
user@pebff show interfaces ge-1/0/0 ;i:5ggizfvi::z::§;Z::?°°s ge-1/6/4
flcx;hle-v%nnrtuggfng; . ~ncopsulacior flexible-ethernet-services:
encapsuleticon flexible-ethernet-services; wnit 0 {
unit 111 { . . encapsulation vian~-bridge:
encepsulation vian-bridge; vlan-taga outer 200 inner 111:
vlan~id 11i; }
}
unit 112 { [edit)
encupauluciun vlan~bridge; userlpebff shaw bridge~-domains
vian-id 112; bd {
|
unit 113 { intertace ge—i/0/0.111;
encapsulation vlan-bridge; intertace ge—l/U/D.iiZf
vlan-id 113; interface ge-1/0/0.113;

interface ge-1/0/0.114:
intertacs ge-1/0/4.0;

Range of C-VLANs: Part 3

The slide shows the first example of SVL as well as an example of VLAN normalization
(translation). The best way 1o describe how this solution works is to discuss what
happens to a customer frame as it traverses the PBN:

1. A frame with C-VLAN ID 112 arrives on ge-1/0/0.112 destined for a MAC
address that exists on the remote side of the network.

2. Because the bridge domain is configured for vlan-id none, the
C-VLAN tag pops before the MAC-table lookup.

3. if the destination MAC address is unknown, then the frame is flooded out
of all interfaces that associate with the bridge domain, including the
subinterfaces of ge-1/0/0 (because of SVL). If the destination MAC is
known, the frame is forwarded out of the ge-1/0/4.0 interface with a
C-VLAN of 111 (normalization) and an S-VLAN of 200.

4. Upon arriving at the remote PEB, assuming the bridge domain is
configured for vlan-id none, the S-VLAN and the C-VLAN tags are
popped before the MAC-table fookup.

5. if the destination MAC address is unknown, then the frame is flooded out
of all interfaces that associate with the bridge domain, including the
subinterfaces of customer-facing interfaces (because of SVL). If the
destination MAC address is known, the frame is forwarded out of the
appropriate subinterface using the encapsulation specified on the
interface.
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input and Output VLAN Maps
n L L
* Use input-vlan-map and ou tput-vlan-map 1o
explicitly configure VLAN tag operations
PBN
Cusstomer Customer
Bridge VLAN 111 VLAN 111 Bridge
e e e S wems s s w—
MX240
(switch)
[edit] [edit)
user@pebft show interfaces user@switch# show bridge-domains
ge-1/0/0 { i customerl {
vlan-tegging; . , interface ge-1/0/0.111;
encapsulation flexible-ethernet-services; interface ge-1/D/4.0;
unit 111 { }
encapsulation vlan-bridge;
vlian-id 11%;
- input-vlan-mep {
push; i -
vlian-id 208; CustomerEdge Port.
] Inbound = push S-VLAN 200
output-vlan-map pop; Quthound = pop SVLAN
)
}
ge-1/0/4 ( ) Provider Network Port,
stacked-vlan-tagging; ) No VLAN tag operation, This interface
encapsulation flexible-ethernet-services; e SifanfoWal’dSBFid receives frames that
unit 0 { e . R
encapsulation vlan-bridge; WM have the same tagging properties.
vlan-tags outer 200 inner 11L; .S

Explicit Configuration of Tag Operations

The slide shows an example of explicitly configuring the VLAN tag operations to be
performed on an interface.
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Typical PBN Nelworlc-to-NetworkInterface
Sonfiguration
= Service providers manage their own S-VLAN ID space:

e A single customer can use multiple service providers
* S-VLAN translation is used at the network-to-network

interface PEN 1 PBN2
Customer OutarVEAN:: ﬁgo ge-1/0/6.1 OuterVLAN 200 Customer
Bridge Bridge
‘ VLAN 1 WNL
— v e i )
. o S (e R
VLAN 40394 MX240 i VLAN 4094
{PEB) 5-¥LAN Brid¢e) (S-VLAN Bridge) et
[edit]
user@s-vlian~bridge# show interfaces ge-1/0/6 fedit]
flexible-vlan-tagging; user@s-vlan-bridge# show bridge-domains
encapsulation flaxible-ethernet-services; customerl {
unit 1 { vlian-id 200;

family bridge ({ }
interface-mode trunk;

vlan-id-1list 200; i
vlan-rewrite | R VIAN Rewrite (Translation)

translate 300 200; S ,]lrklfvﬂx(—ﬁxth-"Ltr-(Iml‘Oﬂlld SVLANT DG (300
2 3 w2 Lga] within ths PEH (200

! The tranalation is bidi

PBN Network-to-Network Interface

On the slide, two service providers provide an EVC to a single customer. To allow for
the interconnection of the two customer sites, the two service providers must
exchange S-VLAN-tagged frames between one another. However, the case might be
that each service provider is using a different S-TAG to provide the EVC. In the
example, PBN 1 uses S-VLAN 200 and PBN 2 uses S-VLAN 300. [EEE 802.1ad
provides the ability to perform S-VLAN translation between service providers. The slide
shows the configuration necessary for the S-VLAN bridge in PBN 1 to perform VLAN

fransiation.
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Yerifying Tag Operation Setlings
 Use the show interface command to view the tag
operations to be performed on interfaces

PBN
Customer Customer
Bridge 72 L5 D Bridge
—W‘“ﬂ. P™ ﬁ it - -1]{- - %

{switch}

user@peb> showr interfaces ge~1/0/0.111%
Logical interface ge-1/0/0.111 (Index 79) (SNMP ifrndex 239)
Elags: SNMP-Traps Gx20004000 {VLAN~Tag [ Dx8100. 111, ] _In{push .200) Out (pop) |
|Encapsulation: VLAN-Bridge |
Input packets : 360
Cutput peckets: 267
Protocol bridge, MTU: 1518

user@peb> show interfaces ge-~1/0/4.0
Logical interface ge-1/0/4.0 (Index 69) (SNMP ifIndex 228)

Flags: SNMP-Traps Gx20004000 VLAN-Tag |[ GxB8100.200 0x8100.111 ] Bncapsulation: VLAN- |

Input packets : 280

Output packets: 280

Protocol bridge, MPU: 1522
Flags: Is-Primary

View Tag Operation Settings

To view the expected VLAN tag operations that an interface will perform, issue the
show interfaces command. The VLAN-tag field shows the VLAN IDs for which
the interface was specifically configured. The In and Out fields show the VLAN
operations that the interface will perform.
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Agenda: Provider Bridging

#

7 Expanding the Bridged Network

a Provider Bridging
1 Configuring and Monitoring Provider Bridging

> Provider Backbone Bridging
# Configuring and Monitoring Provider Backbone

Bridging

Provider Backbone Bridging

The slide highlights the topic we discuss next.
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What s Provider Backbone Bridging?

= Defined by IEEE 802.1ah standard:

* Requires the use of two new VLAN tags
+ Backbone Service Instance tag
* Backbone VLAN tag

* Allows service providers to offer scalable Ethernet service to
their customers
» E-Line: Point-to-point EVC
* E-LAN: Multipoint-to-multipoint EVC

* One B-TAG plus one |-TAG equals one customer (supports almost

16.8 million customers)
Customer’s Olrigina! Frame

DA | SA |B-TAG| -TAG} DA SA {c-TAG T/L bata FCS

IEEE 802.1ah

This standard specifies yet another method of stacking VLANS. It allows for the original
customer’s C-VLAN-tagged frame to be carried across a PBBN while being
encapsulated in a new set of MAC addresses and two new tags: the Backbone Service
Instance tag (I-TAG) and the Backbone VLAN tag (B-TAG). The MAC addresses are
unrelated to the customer’s network. Instead, they are the addresses of the service
provider's bridges at the edge of the PBBN. These bridges are called backbone edge
bridges (BERBs).

Two types of EVCs exist that a PBBN can provide. One type is named an E-Line EVC

and the other is an E-LAN EVC. An E-Line EVC emulates a point-to-point Ethernet circuit
while the E-LAN EVC emulates a shared Ethernet segment. Because of the addition of
the B-TAG and I-TAG, a service provider can support up to 16.8 million EVCs in a PBBN.
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Provider Backbons Bridges Tag Formals

Customer's Original Frame
H

£

; DA SA [B-TAG] I-TAG] DA { SA |C-TAG|T/L Data S

= Provider ba;:kbone bridge tag formats:

¢ |-TAG
» Tag Protocol Identifier: 1.6 bits. default Ox88E7
« Priority: 3 bits, 802.1p
« Drop Eligibility Indicator: 1 bit. default O
: + Use Customer Address: 1 bit. default O
- ; » Reserved L and Reserved 2: 1 bit and 2 bits. default 0

« Backbone Service Instance [D: 24 bits

. Exawctly the same format as the S-VLAN tag

Provider Backbone Bridge Tag Formats

The [-TAG is 6 octets in length. The C-TAG, S-TAG, and B-TAG are oniy 4 octets in length.
The I-TAG has some similar fields to the other tag-types, such as TPID, Priority, and
DEl. These fields serve the same purpose as those described for the other tag types.
The User Customer Address (UCA) field signals the Backbone Service Instance—the
l-component described later in this chapter—to use the source and destination MAC
addresses from the original customer frame. The Backbone Service Instance D (I-SID)
is a 24-bit field that contains an instance |D for the EVC.

)& !

- The B-TAG not only has the same format as an S-TAG, but it also serves the same
- purpose as the S-TAG with regard to forwarding frames across the PBBN.
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Provider Backbone Bridging Terms

= Fach device performs a specific task in a PBBN

PBBN

Customer
Cus!omer Bridgo
Bridge CustomerEdge

or Network Port

Provider Backbone Terms

The following are definitions of some of the terms used in a PBBN network:

. PBBN: A network of provider backbone bridges that provide for
transparent EVC service to the service provider's customers.

. Provider Backbone Bridges (PBB): Bridges in the service provider's
network that perform IEEE 802.1ah VLAN tagging and forwarding. These
bridges learn and store the MAC addresses of the service provider's
customers only at the edge of the PBBN.

. BEB: Accepts and forwards IEEE 802.1Q or 802.1ad frames to and from
its customers. BEBs map S-VLAN-tagged frames to an I-SID and then
encapsulate them using the IEEE 802.1ah format to forward frames
across the PBBN.

. Backbone Core Bridge: A nonedge PBB that forwards frames based only
on the Backbone VLAN (B-VLAN) tag.

. Provider Network Port: A port on a PBB that forwards frames based on
the B-VLAN tag.

. Customer Edge Port: A port on a BEB that connects to customer
equipment that receives and transmits C-VLAN-tagged frames or
S-VLAN-tagged frames.
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7

Backbone Edge Bridge Componenis

s

Provider Network

= l-component (a virtual switch): 8EB Fore

. Chassis Yo ..
e Receives frames from customers and learns | ES—

customer MAC addresses § BComponent

» Maps inbound frames to a backbone service g
instance intornal

trunk Ny,
» Encapsulates customer frames with an |-TAG
and a set of backbone MAC addresses

- ' 2 B-component (a virtual switch):

» Receives |-SID-tagged frames from multiple
customers

“"tar

PIP

P A T AT e

; -Component

Customer Edge

e Encapsulates customer frames with a B-TAG Ports

* Relays encapsulated frames to other
backbone bridge

& ik S

inbound
Data

Path
S

[-Component

- The slide shows the two components of a BEB and the traffic processing that occurs in
- the inbound direction. A BEB will have at least one I-component virtual switch and one
B-component virtual switch. The l-component receives frames from customers and
learns the customer’s MAC addresses (E-LAN oniy). For E-Line EVCs, the I-component
maps inbound frames to a manually configured [-SID based on the inbound interface.
For E-LAN EVCs, the l-component maps inbound frames to a manually configured I-SID
based on either the C-TAG (if single-tagged) or S-TAG (if double-tagged). An I-TAG then
encapsulates the C-VLAN-tagged frames and a new source MAC address—Provider
Instance Port (PIP)—and a new destination address (remote BEB's PIP). The
I-SID-tagged frame is then passed internally using a virtual PIP to the B-component
virtual switch.

B-Component

The B-component receives the |-SID-tagged frames from the l-component through an
internal virtual interface named the Customer Backbone Port (CBP). The B-component
maps the |-SID-tagged frames to a B-VLAN tag. The B-component forwards the IEEE
802.1ah frame using the backbone MAC addresses (ouier MAC address) and the
B-VLAN ID.
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E-Line Frame Processing Example (1 of B)
» The service provider (PBBN) provides an E-Line EVC to
the customer’s PBNs:
* The customer uses 802.1ad-tagged frames (S-VLAN 200) to

connectto the remote network while the service provider
network is transparent

BEB1

Pty
i B-Com| i
20bp0.0

nip0.031
ig LComp %

BEARD L L V2 A3 IR

PSR 2 X 4 ¥ R W E RNy ®

S-VLAN =200

Service Provider Provides PBBN E-Line EVC Service to the PBN

In the example on the slide, the service provider delivers a physical Ethernet circuit to
each of the PBNs. To provide connectivity between PBN 1 and PBN 2, the PBNs use
IEEE 802.1ad encapsulation using an S-VLAN ID 200 on the PBBN-facing ports. On
the BEBs, the service provider has mapped an I-SID of 10100 to the customer-facing
interface. Also, the service provider has mapped the |-SID of 10100 to a B-VLAN ID of
3150. These mappings allow for inbound frames from the PBNs to be forwarded
transparently across the PBBN.

¥,
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E-Line Frame Processing Example (2 of 8)
2 Frames with an S-VLAN tag 200 arrive at BEB1:
* The incoming interface is associated with BEB1's l-compone nt

* The I-component processes the frame and forwards it to the
B-component

* The B-component processes the frame and forwards it to the

BCB
1-Component. I-ComponentProcessing i B-Componert. B-Component
Mapping Tahle Frame Adjustments Outhoundint Mapping Tahle Processing
¢ Interface  1-9ID Pop S-YLAN, Push 1-SIC, pipO.0 1810 BVIAN Tag Operations  OuthoundInt
j €6-1/0/0.1 10100 Push BEBA SA and BEB2 DA § 10100 3150 PUSK BVLAN ge-1/0/4.1

BEB2

C5toms | it |

abp0.

LT
i +-Comp |

Quoassvazsezan

DA | 3A | 500 | 101 [T/L Data FCS

Inbound S-VLAN-Tagged Frames Arrive

The slide shows all of the processing that occurs on the BEB1 when passing traffic
from PBN 1 toward the backbone core bridge (BCB). Because the EVC is an E-Line
EVC, the BEBs need not learn the customer’'s MAC addresses.
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- E-Lime Frame Processing Example {3 of 5)

» Frames with a B-TAG and an I-TAG arrive at the BCB:

* The BCB performs a MAC-table lookup to determine the
outbound logical interface

 The BCB learns only the MAC addresses of the PBBN

I-Component, 1-Component Processing B-Component B-Campanent
Mapping Table Frame Adjustments Outhoundint Mapping Table Processing
S-VAN 18I0 N/R N/A ISI0  BWAN TagOpemtians Outhoundint
N/A N/ZA N/A N/A N/A ge-1/0/7.1

PN
poon

BTARE G A2 MY PR e csenkAavnarn

SA B-VLAM § I-SID DA

DA CVID
BEB2 ] BEBL | 3150 | aoi0p

SA 101 T/L Data FCS

The BCB Processes IEEE 802.1ah Frames

The slide shows ali of the processing that occurs on the BCB when passing traffic from
BEB1 toward BEB2.

&,
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E-Line Frame Processing Exampis (4 of 5)

= Frames with a B-TAG and an I-TAG arrive at BEB2:
* The incoming interface is associated with the BEB2's
B-component
* The B-component processes the frame and forwards it to the

l-component
* The l-component processes the frame and forwards it to
customer
B-Companent. B-Component I-Camponent I-Companent Processing
Mapping Tahle Processing ; Mapping Tabte Frame Adjustmerts Gutbound Int.
I-SiD BYLAN TagOperations QOuibound int S-VLAN |-8ID Pap BEBL SA or BEB2 DA, ge-1/0/1..0
N/A N/A Pop BVLAN chpd.0 ; 200 10120 £0p -SID, and Push S-YLAN.
BEB1 '\..,wf,i.fr;ﬁzw.
Lacomn | el
pip0.0} tnipo.0? T PBNZ
{M'lﬁ-”liv:‘adr;ﬁ'wT J(p}wmmg———r Loy i
wmed ge.1 /07107

EEEEEPEEEFEY WNSTUSTEIAF

DA SA {BVLANG tsiD | SA CVID /L

BEBZ i BEB1 | 3150 § 10100 f Data FCS

BEB2 Processes [EEE 802.1ah Frames

The slide shows all of the processing that occurs on the BEB2 when passing traffic
from the BCB toward PBN2,
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EE R SR BRI i

Z-Line Frame Processing Example (5 of 5)

» Frames with an S-VLAN tag 200 arrive at the remote
PBN:

+« Remember, only the I-component of BEB1 and BEB2
needed to know the MAC addresses of the PBN network!

DA

SA

T/L.

Data

FCS

Frames Arrive at the Destination

The slide shows the frame format of the Ethernet frame as it arrives at PBN2. It
appears exactly as it did when PBN1 transmitted it.
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Agenda: Provider BridZing

2 Expanding the Bridged Network

s Provider Bridging

a Configuring and Monitoring Provider Bridging
a Provider Backbone Bridging

—>Configuring and Monitoring Provider Backbone
: Bridging

Configuring and Monitoring Provider Backbone Bridging

The slide highlights the topic we discuss next.
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Configuring an E-Line EVC (L of 8)

= Configure interfaces for BEBL (similar on BEB2):

[edit} -
user@bebl#t shaw intecfaces <bpl §
ge-1/0/5 { unit: 0 (
unit O ( family bridge {
family bridge .( interface~mode trunk;
interface-made trunk; bridge~domain-type bvlan;
vlan-id-list 3150; isid-list all;
} }
} }
t }
ge~1/1/4 { pipd |
£loxible-vlan-tagging; unit 6 {
unit 1 { family bridge {
family bridge { interface-moda trunk;
interface-mode trunk; bridga-domain-type svlan;
vlen-id-list 200; isid~list all-service-groups;

BEB1

8-Com 2o
z ?Egpﬂ-

{Plp0.0}

EEFE R TERAE T RAETRRF RTINS

C-VLAN 101,201

Configure BEB Interfaces

In this example, BEB1. requires four configured interfaces. Obviously, you must
configure the two physical interfaces, but you also must configure the two virtual
interfaces (PIP and CBP) that provide the connectivity between the i-component virtual
switch and the B-component virtual switch.

You configure ail four interfaces as trunk interfaces. For both the PIP and CBP
interfaces, you must specify a bridge-domain type. For the PIP interface it is always
type svlan, and for the CBP interface it is always type bvlan. For both the PIP and
CBP interfaces, you must specify the list of I-SIDs that the interface supports. For PIP,
the only option is all-service-groups (as defined in the l-component virtual
switch) and for the CBP, the only option is all.
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Configuring an E-Line EVC (2 of 3)
2 Configure the l-component and B-component virtual

switches for BEB1.:

s BEB2 configuration is similar

[edit]
userBbebl# show routing-instanoes
b-component {
instance-type virtuel-switch;
interface ge-1/0/5.0;
intertace cbpl.0;
bridge-domeins {
eline-bvlan {
vian-id 3150;
1
}
pbb-opticna {

viaen~id 3150 isid-list 10108;

i~component-for-eline {
instance~type virtual~switch;
interface ge~1/1/4.1;
interface pip0.0;
bridga-domains (
eline-svians {
vian—-id-list 200;
}
}
pob~options {
peer-inastaence b-caomponent;
3
service-graups {
elinel (
service-type eline;
pbh~service~options {
i9id 10100 interface ge-1/1/4.1;

3

i, Comn 1

BEB1
Yo
H B-Gnmgﬁ] T

whp0 0

pip0.0%

enshad

sENFLATEARE

I-Component and B-Component Configuration

As with any virtual switch, you must specify the interfaces that belong to it. In this
case, the two interfaces are pip0.0 and ge-1/1/4.1. You must also configure the
bridge domain for the interface that faces PBNA. To allow for the pip0.0 interface to
forward traffic internally to the B-component’s cbp0.0 interface, you must specify
which virtual switch will act as the [-component’s peer instance. In this case, the peer
instance wiil be the b-component virtual switch. Under the service-~groups
level of the hierarchy, you must also specify the type of EVC that will be used (E-Line in
this case) and build the mapping table of the I-SID to the inhound interface. For E-LAN
service, your mapping table would map I-SID to an S-VLAN ID.

For the B-component, you must again specify the interfaces that belong to the virtual
switch. For the bridge domain, you specify that B-VLAN 1Ds will be used. You must then
map the inbound I-SID-tagged frames (from cbp0.0) to the appropriate B-VLAN ID.
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Configuring an E-Line EVQC (3 of 3)
= Configure interfaces and a B-component virtual switch
for the BCB:

[edit] [edit]
user@hchb# show interfaces user@bchb# show routing-instances
ge~1/0/7 { beb-b-component
unit 0 { . instance-type virtual-switch:
family bridge { interface ge-1/0/7.0;
anterface-mode trunk; interface ge-1/1/5.0;
vian-id-list 3150; b:idge-domaivns (
N ! eline-bvlan {
} vlan-id 3150;
ge-L/1/5 | }
unit 0 ( }

fomily bridge { )
interface=mode runk;
- vlen-id-list 3158;

S-VLAN = 200 : L 10,
HRREXATIANSS

;nxxaaaxaize

C-VLAN 101,

BCB Configuration

Because the BCB forwards traffic based on the outer MAC addresses and the B-VLAN
tag, the configuration for the BCB is very simple. The slide shows the configuration of

the BCB.

12
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¥ify Bridge Domaln Setiings
a Verify that the correct interfaces associate with
the B-component and the l-component

user@bebl> show bridge domain

Routing instance Bridge domain VLAN ID Interfaces
b-component eline~bvlan 3150

ge-1/0/5.0
i-component~for-eline eline~svlans-vlan-0200 200

ge-1/1/4.1

pip-2.002159ab8 £b0

2 %

5 ‘o

; pip-X Remote BES's pip0
i Aunique, randomly generated X should exist for every remote BEB. MAC Address
PBBN

|| Bgomp |

VLAN = 200

BYITATA TEREY FIanszassaas

Bridge Domain Settings

The slide shows the output of the show bridge domain command. For the
[-component virtual switch, you should expect to see a logical PIP interface for each
remote BEB that the local switch learns.
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Summary

= |n this chapter, we:
* Described the |IEEE VLAN stacking models
* Described the components of provider bridging
« Configured and monitored provider bridging
* Described the components of provider backbone bridging
*» Configured and monitored provider backbone bridging

This Chapter Discussed:
. IEEE VLAN stacking models;

. The components of provider bridging;

. Configuration .of provider bridging;
. The components of a PBBN; and

. Configuration of provider backbone bridging.

¥,
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Review Quastions

1. What are some of the scaling issues that can occur
if a service provider were to use |IEEE 802.1Q VLANs
to provide LAN service to its customers?

2. List three VLAN tag operations that a switch can
perform on a frame.

3. Which component of a BEB translates S-VLAN tags
to I-SIDs?

Review Questions
1.
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Lab B: Provider Bridging

= Configure a PBN.

Lab 3: Provider Bridging

The slide provides the objective for this lab.

“‘?ChapterB—SO « Provider Bridging JUﬂiper

NETWORKS



Provider Switching

ice

Junos Serv

Spanning-Tree Protocols

Chapter 6




&

Junos Service Provider Switching

Chapler Objectives

= After successfully completing this chapter, you will be
able to:
¢ EXplain the purpose of spanning tree protocols
* Describe the basic operation of STP, RSTP, MSTP, and VSTP
* Configure and monitor STP, RSTP. MSTP, and VSTP
* Explain the purpose of BPDU, loop, and root protection

This Chapter Discusses:

. The purpose of spanning tree protocols;

. The basic operation of the Spanning Tree Protocol (STP), the Rapid
Spanning Tree Protoco! (RSTP), the Muitiple Spanning Tree Protocol
(MSTP), and the virtual LAN (VLAN) Spanning Tree Protocol (VSTP);

. Configuration and monitoring of STP, RSTP, MSTP, and VSTP; and

. Implementation bridge protocol data unit (BPDU), loop, and root
protection.
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Agenda: Spanning Tra:

Protocols

-2 Overview of STP
= Qverview of RSTP
= Querview of MSTP
= Qverview of VSTP

» Configuring and Monitoring Spanning Tree Protocols
2 Understanding BPDU, Loop, and Root Protection

Overview of STP

The slide lists the topics we cover in this chapter. We discuss the highlighted topic
first.
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STP

m STP:

&

* Defined in the IEEE 802.1D-1998 specification
* Builds loop-free paths in redundant Layer 2 networks
+ Automatically rebuilds the tree when the topology changes

+ Configures the port state of every port on every participating
bridge

STP

STP is defined in the Institute of Electrical and Electronics Engineers (IEEE) 802.1D
1998 specification. STP is a simple Layer 2 protocol that prevents loops and
calculates the best path through a switched network that contains redundant paths.
STP is necessary only when redundant paths exist within a Layer 2 network. STP
automatically rebuilds the tree when a topology change occurs.
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= Key terms and concepts of STP:
= Bridge ID: Unique identifier for each switch
s Root bridge; Switch with the lowest bridge ID
e Root port. The port on each bridge closest to the root bridge

» Root path cost. A bridge’s calculated cost to get from itself
to the root bridge

+ Equalto the received root path cost from configuration BPDUs plus
the port cost of the root port on the bridge

 Port cost: Every interface on a bridge has an assighed port
costvalue

Terms and Concepls (4 of 2)

» Usedin the calculation of the root path cost for the local bridge
« Configurable value {1-200000000)
+ The default value is 20000 for 1 Gigabit Ethernet

STP Terms and Concepts: Part 1

All switches participating in STP have a unique bridge ID. The bridge ID is a
combination of the system MAC address and a configurable priority value. The lowest
bridge 1D determines the root bridge.

Once the root bridge is determined, each nonroot switch determines the least-cost
path from itself to the root bridge. The port associated with the least-cost path,
referred to as the root path cost, becomes the root port for the switch. Every porton a
switch has a configurable port cost associated with it. A nonroot switch receives
periodic STP BPDUs—described on next slide—that contain a root path cost as
determined by the neighboring switch. The local switch adds the received root path
cost to each of the port costs for its interfaces. Whichever interface is associated with
the lowest value (root path cost + port cost) becomes the root port for the switch.

Juniper
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Terms and Concepls (2 of 2)
" Key terms and concepts of STP (contd.):

* Designated bridge: A switch representing the LAN segment

* PortID: A unique identifier for each port on each switch

* Designated port: The designated bridge’s forwarding port
on a LAN segment

* The port used by a designated bridge to send traffic from the
direction of the root to the LAN or from the LAN toward the roct

* Bridge protocol data unit. Packets used to exchange
information between switches
» Configuration BPDU
* Topology change notification BPDU

STP Terms and Concepts: Part 2

All switches participating on a common network segment must determine which
switch offers the least-cost path from the network segment to the root bridge. The
switch with the best path becomes the designated bridge for the LAN segment, and
the port connecting this switch to the network segment becomes the designated port
for the LAN segment. If equal-cost paths to the root bridge exist between two or more
switches for a given LAN segment, the bridge ID acts as a tiebreaker. If the bridge ID is
used to help determine the designated bridge, the lowest bridge ID is selected. If two
equal-cost paths exist between two ports on a single switch, then port ID acts as the
tiebreaker (lower is preferable). The designated port transmits BPDUs on the
segment.
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Fort Statas

= Fach individual port of each bridge can be in one of

four states:
 Blocking
+ The port drops all data packets and listens to BPDUs
« The port is not used in active topology
s | istening
« The port drops all data packets and listens to BPDUs
« The port is transitioning and will be used in active topology
e | earning
« The port drops all data packets and listens to BPDUs
+ The port is transitioning and the switchis learning MAC addresses
e Forwarding
+ The port receives and forwards data packets and sends and

receives BPDUs
+ The port has transitioned and the switch continues to learn MAC

addresses

Port States

The slide highlights the STP port states along with a brief description of each state. In
addition to the states listed on the slide, an interface can have STP administratively
disabled (defauit behavior). An administratively disabled port does not participate in
the spanning tree but does flood any BPDUs it receives to other ports associated with
the same VLAN. Administratively disabled ports continue to perform basic bridging
operations and forward data traffic based on the MAC address table.
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BPDU=Ethernet Frame Format

DA & SA jLjLC BPDU FCS

= Fthernet frame:

* Source Address—The outgoing port of the originating switch
* Destination Address—The bridge group address
(01:30:€2:00:00:00)
s Length
¢ LLC Header
+ DSAP and SSAP = 0x42 (Bridge Spanning Tree Protocol)
= BPDU types:
* Configuration BPDUs
+ Usedto bulild the spanning-tree topology

* Topology change notification BPDUs
* Reports topology changes

BPDU Ethernet Frame

The slide shows the Ethernet frame format of an STP BPDU. Notice that the Ethernet
frame does not contain any 802.1-type VLAN tagging. The source address of the frame
is the MAC address of the outgoing port of the sending switch. The destination
address is the multicast MAC address that is reserved for STP. The frame also
contains an LLC header that uses a destination service access point (DSAP) of Ox42
which refers to the bridge STP.

’

BPDU Types

STP uses BPDU packets to exchange information between switches. Two types of
BPDUs exist: configuration BPDUs and topology change notification (TCN) BPDUs.
Configuration BPDUs determine the tree topology of a LAN. STP uses the information
that the BPDUs provide to elect a root bridge, to identify root ports for each switch, to
identify designated ports for each physical LAN segment, and to prune specific
redundant links to create a loop-free tree topology. TCN BPDUs report topology
changes within a switched network.
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Configuration BPDU Format {1 of 3)
Octets
Protocal (D 2 . . .
eeielienen 13 @ Configuration BPDU fields:
Hags t ¢ Protoco! [D—0 (STP)
- * Protocol Version—Q (IEEE 802.1.D-1998)
00 8
* BPDU Type—0 (Configuration BPDU)
* Flags
RootPathlost {4 « Topology Change Acknowledgment Flag
(Bit 8)
« Topology Change Flag (Bit 1)
Bridge ID 8
* Root D
= A uniquelD of the bridge that the
Port D 2 transmitting bridge believes to be the root
ot A = Root Path Cost
Max Age 2
Holto Time 2 « The sending switch’s calculated total cost to
Forward Delay 2 get to the root bridge

Configuration BPDU Format: Part 1

When an STP network is first turned up, all participating bridges send out
configuration BPDUs to advertise themselves as candidates for the root bridge. Each
bridge uses the received BPDUs to help build the spanning tree and elect the root
bridge, root ports, and designated ports for the network. Once the STP network
converges and is stable, the root bridge sends a configuration BPDU once every few
seconds (the hello time default is 2 seconds).

The following list provides a brief explanation of each of the BPDU fields:
. Protocof ID: This value is always 0.
° Protocol Version: This value is always 0.

° BPDU Type: This field determines which of the two BPDU formats this
frame contains—configuration BPDU or TCN BPDU.

° Flags: This field is used to handle changes in the active topology; we
discuss this field later.

° Root ID: This field contains the bridge 1D (BID) of the root bridge. After
convergence, all configuration BPDUs in the bridged network should
contain the same value for this field (for a single VLAN). Some network
sniffers break out the two BID subfields: bridge priority and bridge MAC
address.

° Root Path Cost: This value is the cumulative cost of all links leading to the
root bridge.
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Configuration BPFDU Format (2 of 3)

Qclets
Protocal (D 2
—meenin 71+ @ Configuration BPDU fields (contd.):
Flags 1 * Bridge ID
. » Bridge Priority—The priority of becoming the
RootiD 8 root bridge. the designated bridge. or both
{lower is better)
» Bridge Address—Theunique MAC address of
Root Path Cost 4 the bridge itself
* Port ID
+» Port Priority—Used as the tiebreaker to
Bridgs 1D determine the designated port, the root port.

or both for a LAN (lower is better)
* Port Number—The ID of the transmitting port

Nnyk) w

PortID
Messa ge Age Priority Bridge Address
Max Age 2 6
Hello Time four Port
Priority o
Forward Delay Number

1

1

Configuration BPDU Format: Part 2

The following list is a continuation of the explanation of BPDU fields:

. BID: This value is the BID of the bridge that created the current BPDU.
This field is the same for all BPDUs sent by a single switch (for a single
VLAN), but it differs between switches. The BID is a combination of the
sender bridge’s priority to become root or designated bridge and the
bridge address (a unique MAC address for the bridge.)

. Port ID: This field contains a unique value for every port. This value is a
combination of the outbound port's priority and a unique value to
represent the port. The default port priority is 128 for every interface on
an MX Series 3D Universal Edge Router. The switch automatically
generates the port number and you cannot configure it. For example,
ge-1/0/0 contains the value 128:41, whereas ge-1/0/1 contains the
value 128:42.
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Sonfiguration BPDU Formal (3 of 3)

QOctets

foealld " = Configuration BPDU fields (contd.):
1

T L » Message Age—The age of the
configuration message
RootID 5 » The time since the generation of the
configuration BPDU
+ Enables a bridge to discard information that
Root Path Cost . exceeds the Max Age

« Max Age—A timeout value to remove

aging BPDU information (set by the root)
Bridge 1D 8 = Hello Time—The time interval between
the generation of configuration BPDUs by
designated ports

PortID 2
Message Age 2 « Forward Delay—The delay time before
Max Age Z fransferring the state of a port to
Pl forwarding (set by the root)

Configuration BPDU Format: Part 3

- The following list is a continuation of the explanation of BPDU fieids:

° Message Age: This field records the time since the root bridge originally
generated the information from which the current BPDU is derived.

. Max Age: This value is the maximum time that a BPDU is saved. It also
influences the bridge table aging timer during the topology change
notification process.

° Hello Time: This value is the time between periodic configuration BPDUs.

° Forward Delay: This value is the time a bridge spends in the listening and
- learning states. It also influences timers during the topology change
notification process.
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—
TCN BPDU Format
Qotets
Protacol ID 2
Protoco} Version i
BPDU Type b3

= TCN BPDU fields
* Protocol ID—0xQ0000 (STP)
* Protocol Version—0x00 (IEEE 802.1D-1998)
* BPDU Type—0x80 (TCN BPDU)

TCN BPDU

The slide shows the format of the TCN BPDU. We describe its usage later in this

chapter.
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z

{ Switches initially exchange
1 configuration 8PDUs,

] claiming themselves as the
g root bridge.

Alis elected as the root
bridge based on the
received configuration
BPOU information.

= Switches exchange configuration BPDUs:
* They do not flood—instead each bridge uses information in
the received BPDUs to generate its own

® The root bridge is elected based on BPDU

information:
e Criterion for election is the bridge (D
e The election process reviews priority first—lowest priority wins
« Ifthe priority values are the same. bridge addresses (MAC)are
compared—the lowest identifier wins

Exchange of BPDUs

All switches participating in a switched network exchange BPDUs with each other.
Through the exchanged BPDUs, neighboring switches become familiar with each other
and learn the information necessary to select a root bridge. Each bridge creates its
own configuration BPDUs based upon the BPDUs that it receives from neighboring
routers. Non-STP bridges simply flood BPDUs as they would any multicast Ethernet
frames.

Root Bridge Election

STP elects the root bridge device based on the BID, which actually consists of two
distinct elements: a configurable priority value and a unique device identifier, which is
the system MAC address. Each bridge reviews the priority values first and determines
the root bridge. If the priority value of one device is lower than the priority value of all
other devices, that device receives the root bridge election. If the priority values are
equal for all devices, STP evaluates the bridge addresses (MAC), and each bridge
elects the device with the lowest MAC address as the root bridge.
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Building a Spanning Tree (2 of 8)

= The least-cost path calculation
to the root bridge determines the
port role; the port role determines 2
the port state: A2 ;g:“;tm ~2

* Ports on the root bridge assume the .3 Forwardingand root port
designated port role and forwarding state D= Forwrdingand desigrated port
* Root ports on switches are placed in the forwarding state
* The root bridge will have no root ports

* Designated ports on designated bridges are placed in the
forwarding state

E=h g

* All other ports are placed in the blocking state

Port Role and State Determination

Once root bridge election occurs, all nonroot devices perform a least-cost path
calculation to the root bridge. The results of these calculations determine the role of
the switch ports. The role of the individual switch ports determines the port state.

All switch ports belonging to the root bridge assume the designated port role and
forwarding state. Each nonroot switch determines a root port, which is the port closest
to the root bridge, based on its least-cost path calculation to the root bridge. Each
interface has an associated cost that is based on the configured speed. An interface
operating at 10 Mbps assumes a cost of 2,000,000, an interface operating at

100 Mbps assumes a cost of 200,000, an interface operating at 1 Gbps assumes a
cost of 20,000, and an interface operating at 10 Gbps assumes a cost of 2000. If a
switch has two equal-cost paths to the root bridge, the switch port with the lower port
ID is selected as the root port. The root port for each nonroot switch is placed in the
forwarding state.

STP selects a designated bridge on each LAN segment. This selection process is also
based on the least-cost path calculation from each switch to the root bridge. Once the
designated bridge selection occurs, its port, which connects to the LAN segment, is
chosen as the designated port. If the designated bridge has multiple ports connected
to the LAN segment, the port with the lowest ID participating on that LAN segment is
selected as the designated port. All designated ports assume the forwarding state. All
ports not selected as a root port or as a designated port assume the blocking state.
While in blocked state, the ports do not send any BPDUs. However, they listen for
BPDUs.
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# The tree is fully converged

s All traffic from Host A to Host B flows through the root bridge
(Switch Al)

a

ing a Spanning Tree (B of 8)

Full Tree Convergence

Once each bridge determines the role and state for all switch ports, the tree is
considered fully converged. The convergence delay can take up to 50 seconds when
the default forwarding delay (15 seconds) and max age timer (20 seconds) values are
in effect. The formula to calculate the convergence delay for STP is 2x the forwarding
delay + the maximum age. In the example shown on the slide, all traffic passing
between Host A and Host B transits the root bridge (Switch Al).

Juniper
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Reconvergence Example (1 of 2)

= Steps:
* Bridge G fails Root
* Bridge E's port leaves the forwarding = I
state B s’%g» \ c
* Bridge E sends a TCN ]

+ The TCN always travels out the root port: |, /?"%\1 &
[tcontinues every 2 seconds untilthe
root port from B receivesthe TCNACK Kot

in the form of a configuration BPDU T C—
the forwardingstate

+ Bridge B send a TCN ACK %

* Bridge B sends a TCN out of the root
port

i

G

* Bridge A sends a TCN ACK.

Reconvergence Example: Part 1

e Bridge fails

The slide shows the first several steps that occur during a failure and reconvergence

scenario.
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Reconvergence Example (2 of 2)

» Steps (contd.):

7. The root bridge sets the topology Root
change flag and sends an aorve

updated configuration BPDU e o

8. Bridges B and C relay the
topology change flag
to downstream switches

9. All nonroot bridges change the
MAC address forwarding

MAC Fwd
A Tahle Aging
Time: 15 Seo

2
x’z‘w c

A
3 O
)
%

F

table aging timer to equal the Jt,”éiﬁi,‘gj;;:g Boorgind unara
. . me: eo Time: 15 Sec Time: 35 Seo

forwarding delay time

(default: 15 seconds)

Reconvergence Example: Part 2

The slide shows the remainder of the steps involved in.a failure and reconvergence
scenario. Once the nonroot bridges change their MAC address forwarding table aging
timer to the shortened interval and wait that period of time (15 seconds by defauit),
they then delete all entries from the MAC table that were not refreshed within that
time frame. All deleted entries must then be learned once again through the normal
learning process.
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Agenda: Spanning Tree Protocols

a Qverview of STP

-»Overview of RSTP

# Qverview of MSTP

2 Qverview of VSTP

# Configuring and Monitoring Spanning Tree Protocols
# Understanding BPDU, Loop, and Root Protection

Overview of RSTP

The slide highlights the topic we discuss next.
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Rapld 5TP

m First defined in I[EEE 802.1w and later incorporated
into IEEE 802.1D-2004

® Convergence improvements:
* Point-to-point link designation

« Allows for rapid recovery from failures because a new root port or
designated port can transition to forwarding without waiting for the
protocol timers to expire

e Edge port designation
» A port that connectsto a LAN with no other bridges attached
« Itis always in the forwarding state

e Direct and indirect link failure and recovery

RSTP Defined

RSTP was originally defined in the IEEE 802.1w draft and was later incorporated into
the |IEEE 802.1D-2004 specification. RSTP introduces a number of improvements to
STP while performing the same basic function.

RSTP Convergence Improvements

RSTP provides better reconvergence time than the original STP. RSTP identifies certain
links as point-to-point. When a point-to-point link fails, the alternate link can transition
to the forwarding state without waiting for any protocol timers to expire. RSTP provides
fast network convergence when a topology change occurs and it greatly decreases the
state transition time compared to STP. To aid in the improved convergence, RSTP uses
additional features and functionality, such as edge port definitions and rapid direct
and indirect link failure detection and recovery. We examine these features in more
detail later in this chapter.
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RETP Port Rolas

2 RSTP introduces new port roles:

* Alternate port;

* Provides an alternate path to the root
bridge (essentially a backup for the
root port of a switch)

+ Blockstraffic while receiving superior
BPDUs from a neighboring switch
¢ Backup port:

» Provides a redundantpathto a
segment(on designated switches only)

* Blockstraffic while a more preferred RootPort~ &)

port functions as the designated port De::z::: ::: g

= RSTP continues to use the root BackupPort~ @
and desighated port roles

RSTP Introduces New Port Roles

RSTP introduces the alternate and backup port roles. An alternate port is a switch port
that has an alternate—generally higher-cost—path to the root bridge. In the event that
the root port fails, the alternate port assumes the role of the root port and is placed in
the forwarding state. Alternate ports are placed in the discarding state but receive
superior BPDUs from neighboring switches. Alternate ports are found on switches
participating in a shared LAN segment for which they are not functioning as the
designated bridge.

When a designated bridge has multiple ports connected to a shared LAN segment, it
selects one of those ports as the designated port. The designated port is typically the
port with the lower port ID. RSTP considers all other ports on the designated switch
that connects to that same shared LAN segment as backup ports. In the event that

"the designated port is unable to perform its role, one of the backup ports assumes the
designated port role upon successful negotiation and it is placed in the forwarding
state.

Backup ports are placed in the discarding state. While in the discarding state, backup
ports receive superior BPDUs from the designated port.

Continued Use of Root and Designated Ports

RSTP continues to use the root and designated port roles. Only ports selected for the
root port or designated port role participate in the active topology. We described the
purpose of the root port and designated ports previously in this chapter.
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RETP Port Slaies

= RSTP (802.1D-2004) uses fewer states than STP
(802.1D-1998) but has the same functionality

(((((( e A BN T

i Alterﬁam, Backup,

i and Disabled Ports
Disabled ., ‘
Blocking Discarding “™ F——
Listening 3 Root, Designated, and Edge Ports E
Learning Learning | d:j
. ncameris a
Forwarding Forwarding ~#™{™""

RSTP Port States

RSTP uses fewer port states than STP. The three possible port states found in RSTP
are discarding, learning, and forwarding. Any administratively disabled port excluded
from the active topology through configuration, or dynamically excluded from
forwarding and learning, is placed in the discarding state. Ports that are actively
learning but not currently forwarding are in the learning state, whereas ports that are
both learning and forwarding frames simultaneously are in the forwarding state. As
the slide indicates, only those ports selected as root ports and designated ports use
the forwarding state.
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RETBPDUs

= RST BPDUs:

* Act as keepalives

* RSTP-designated ports send Configuration BPDUs every hello time
(defauit of 2 seconds)

* Provide faster failure detection

* If a neighboring bridge receives no BPDU within 3 times the hello
interval (3 x 2 = & seconds), connectivity to the neighbor is faulty

RSTP BPDUs

As previously mentioned, STP uses BPDUs to elect a root bridge, identify root ports for
each switch, identify designated ports for each physical LAN segment, prune specific
redundant links to create a loop-free tree topology, and report and acknowledge
topology changes. RSTP configuration BPDUs also function as keepalives. Al RSTP

- bridges send configuration BPDUs every 2 seconds by default. You can alter this
value, if necessary. o '

By monitoring neighboring switches through the use of BPDUs, RSTP can detect
failures of network components much more quickly than STP can. If a neighboring
bridge receives no BPDU within three times the hello interval, it assumes connectivity
is faulty and updates the tree. By default, it detects failures within 6 seconds when
using RSTP, whereas it might take up to 50 seconds when using STP.

On MX Series devices, Ethernet interfaces operating in full-duplex mode are
considered point-to-point links. When a failure occurs, a switch port operating as a
point-to-point link can become a new root port or designated port and transition to the
forwarding state without wa iting for the timer to expire. Switch ports operating in
half-duplex mode are considered to be shared {or LAN} links and must wait for the
timer to expire before transitioning to the forwarding state.

NETWORKS
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;?%@? %?%@0{?@%@@
o > a Small differences from STP BPDUs:
Pmé%::{?ﬁ%ﬁém i » Protocol Version—0x02
" (IEEE 802.1D-2004)
RootID 8 » BPDU Type—0x02 (RST BPDU)
* Flags
Root Path Cost 4 » Topology Change AcknowledgmentFlag
; (Bit 8)
+ AgreementFlag (Bit 7)
erdeeld 8 - Forwarding Flag (Bit 6)
' « Learning Flag (Bit 5)
- PortID 2 » PortRole (Bits 3 and 4)
Messago Age 2 )
i A 2 * Proposal Flag (Bit 2)
Hello Time 2 » Topology Change Flag (Bit 1}
eenbOr0RIA Delay, 1 2 .
Version 1 Length § 2 » Version 1 Length—0x0000

. Configuration BPDU Differences

RSTP is backward compatible with STP. If a device configured for RSTP receives STP
BPDUs, it reverts to STP. In a pure RSTP environment, a single type of the BPDU exists
named Rapid Spanning Tree BPDU (RST BPDU). RST BPDUs use a similar format to the
STP configuration BPDUs. RSTP devices detect the type of BPDU by looking at the
protocol version and BPDU type fields. The BPDUs contain several new flags, as shown
on the slide. The following is a brief description of the flags:

. TCN Acknowledgment: This flag is used when acknowledging STP TCNs;

) ° Agreement and Proposal: These flags are used to help quickly transition
a new designated port to the forwarding state,;

. J Forwarding and Learning: These flags are used to advertise the state of

< the sending port;

° Port Role: This flag specifies the role of the sending port: O = Unknown,
1 = Alternate or Backup, 2 = Root, and 3= Designated,; and

. Topology Change: RSTP uses configuration BPDUs with this bit set to
notify other switches that the topology has changed.

RST BPDUs contain a Version 1 Length field that is always set to 0x0000. This field
allows for future extensions to RSTP.
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RETP Bridge ID
= Bridge priority is configured with a combination of
priority and extended system ID
* Evaluate as a single priority field in the election algorithms
* MSTP anly considers priority as a 4-bit field

U —
RSTP Configuration L
u Ont - Extended .
Purposes Only gl Priofiy | 0 oD Bridge Address
4 bits 12 bits Boctets

Tedit}
lab@switch# set protocols rstp bridge~prioxity ?
Posaible completionas
<bridge-priovity> Prioxity of the bridge (in increments of 4k - 0,4%,8k,..60k} (D..61448)
{edit]
lab@switch# set protocols rstp extended-system-id 2
Possible completions:
<extendad-system-id> Extended system identifier (G..4095)

x Concatenation

O A
RSTP Evaluation ms " Priority Bridge Address
Purposes %
’ 2octets Goctets
(16 bits)

Bridge Priority Configuration

Over time, 16 bits was determined to be too big to represent a bridge’s priority for
becoming the root or designated bridge. With the advent of MSTP (covered later in this
chapter), the older 16-bit priority field was broken into two separate fields: a 4-bit
priority field and a 12-bit Extended System ID field. RSTP allows for the configuration
of both values. MSTP automatically populates the extended system ID field with a

VLAN ID.

RSTP Bridge Priority Evaluation

Although priority and extended system ID are configured separately, RSTP evaluates a
bridge's: priority for the root and designated bridge election process by concatenating
the two fields together into a single value. That is, it continues to be a 16-bit field
during the election process.

¥,
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Transitioning to the Forwarding Siate

= Qriginal STP (802.1D-1998):

» Takes 30 seconds hefore the ports start forwarding traffic
after port enablement
» 2x forwarding delay (listening + learning)

= RSTP (802.1D-2004):

» Uses a proposal-and-agreement handshake on point-to-
point links instead of timers

+ Exceptions are alternate ports that immediately transition to root.
and edge potts that immediately transition to the forwarding state

+ Nonedge-designated ports transition to the forwarding state once
theyreceive explicit agreement

STP Forwarding State Transition

With the original STP, as defined in 802.1D-1998, a port can take more than 30
seconds before it forwards user traffic. As a port is enabled, it must transition through
the listening and learning states before graduating to the forwarding state. STP allows
two times the forwarding delay (15 seconds by default) for this transition to occur.

RSTP Forwarding State Transition

RSTP offers considerable improvements when transitioning to the forwarding state.
RSTP converges faster because it uses a proposal-and-agreement handshake
mechanism on point-to-point links instead of the timer-based process used by STP. On
MX Series devices, network ports operating in full-duplex mode are considered
point-to-paint links, whereas network ports operating in half-duplex mode are
considered shared (LAN) links.

Root ports and edge ports transition to the forwarding state immediately without
exchanging messages with other switches. Edge ports are ports that have direct
connections to end stations. Because these connections cannot create loops, they are
placed in the forwarding state without any delay. If a switch port does not receive
BPDUs from the connecting device, it automatically assumes the role of an edge port.
When a switch receives configuration messages on a switch port that is configured to
be an edge port, it immediately changes the port to a normal spanningtree port
{(nonedge port).

Nonedge-designated ports transition to the forwarding state only after receipt of an
explicit agreement from the attached switch.
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Topology Change Reconvergence

» Topology changes occur only when nonedge ports
transition to the forwarding state:
» Port transitions to the discarding state no longer trigger the
STP TCN/TCN Acknowledgment sequence

* The initiator floods RSTP TCNs (RST BPDU with TCN flag set)
out of all designated ports as well as out of the root port

s Because of the received RSTP TCN, switches flush the
majority of MAC addresses in the MAC address forwarding
table

» Switches do not flush MAC addresses learned from edge ports

» Switches do not flush MAC addresses learned on the port receiving
the TCN

Topology Changes

When using STP, state transitions on any participating switch port cause a topology
change to occur. RSTP reduces the number of topology changes and improves overali
stability within the network by generating TCNs only when nonedge ports transition to
the forwarding state. Nonedge ports are typically defined as ports that interconnect
switches. Edge ports are typically defined as ports that connect a switch to end
stations.

RSTP also provides improved network stability because it does not generate a TCN

when a port transitions to the discarding state. With RSTP, TCNs are not generated

when a port is administratively disabled, excluded from the active topology through
configuration, or dynamically excluded from forwarding and leaming.

When a TCN is necessary and is generated, the initiating device floods all designated
ports as well as the root port. Unlike traditional STP, neighboring switches that are not
in the path of the initiator to the root bridge do not need to wait for this information
from the root bridge. As the changes propagate throughout the network, the switches
flush the majority of the MAC addresses located in their MAC address forwarding
tables. The individual switches do not, however, flush MAC addresses learned from
their locally configured edge ports.
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i

Aadlnre

Indirect Linik |

{gﬁﬂ,

2 When an indirect link failure occurs:

e Switch A’s root port fails—it assumes it is the new root
s Switch B receives inferior BPDUs from Switch A—it moves
the alternate port to the desighated portrole

e Switch A receives superior BPDUs, knows it is not the root,
and desighates the port connecting to Switch B as the
rootport

Forwarding = {3
Blocking = £
RootPort = (R

Designated Port. ~ G
Altermate Port = (A}

Indirect Link Failure

RSTP performs rapid recovery for link failures. The slide illustrates a typical scenario
for an indirect link failure.
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Direect Link Failure
" When a direct link failure occurs:
* The alternate port transitions to the forwarding state and
assumes the new root port role following the failure of the
old root port

* Switch B signals upstream switches to flush their MAC
tables by sending RSTP TCNs out of the new root port

* Upstream switches only flush MAC entries that they learned on
active ports that did not receive the RSTP TCNs (except edge ports)

w Root
& SwitthB sy ¢ £ Switch B Forwarding= @@
% o =3 Blocking= {3
e | G} .
Switch A 'a\/. SwitchA @ / RootPort= (R}

Designated Port= @)
Altemate Port= (&)

Root

Direct Link Failure

The slide illustrates a typical scenario in which a direct link failure occurs.
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RSTP Interoperablility with 5TP

3

a STP and RSTP interoperability considerations:

o [f & switch supports only the 802.1D-1998 STP protocol, it
discards any RSTP BPDUs it receives
s |[f an RSTP-capable switch receives 802.1D-1998 BPDUs, it

reverts to 802.1D-1998 STP mode on the receiving
interface only

» UsesSTP BPDUs

Interoperability Considerations

Switches configured for STP and RSTP will interoperate with one another. However,
you should keep a few basic considerations in mind. If a switch supports only STP and
interconnects with a switch running RSTP, it will discard the RSTP BPDUs. The
RSTP-capable switch, upon receiving STP BPDUSs, reverts to STP mode, thus allowing
interoperability between the two devices.
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Agenda: Spanning Tree Protocols

2 Overview of STP

a Qverview of RSTP

—>Overview of MSTP

# Qverview of VSTP

@ Configuring and Monitoring Spanning Tree Protocols
Understanding BPDU, Loop, and Root Protection

Overview of MSTP

The siide highlights the topic we discuss next.

o
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Multiple TP

Root:Gold
V1ANs 1-100

Eqohswitch maintaing a e ‘?F@"‘“ifzﬁ
toplogy tor the sold and - Lo 2 finke are utilized
zrEEninstanes ;%**( SwittchB ()

™ i B
1

Root:Green
VLANs 101200

= Originally defined in IEEE 802.1s; later merged into
IEEE 802.1Q-2003
= Provides extensions to RSTP:
* A separate topotogy tree for each MSTI

» Resource friendly—maps VLANs to one or more instances;
provides for load balancing over available links

MSTP Defined

MSTP was originally defined in the IEEE 802.1s draft and later incorporated into the
|IEEE 802.1Q-2003 specification.

MSTP Enhancements over RSTP

Although RSTP provides faster convergence than STP, it still does not make good use
of all available paths within a redundant Layer 2 network. With RSTP, all traffic from all
VLANS follows the same path as determined by the spanning tree; therefore,
redundant paths are not utilized. MSTP overcomes this limitation through the use of
multiple spanning tree instances (MSTIs). Each MSTI creates a separate topology tree
and you can administratively map it o one or more VLANs. Allowing users to
administratively map VLANs to MSTls facilitates better load sharing across redundant
links within a Layer 2 switching environment.
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Multiple Spanning Tree Region

= An MST region is a group of switches with the same
region hame, revision level, and VLAN-to-instance
mapping
» Max of 64 MSTIs per region
* One regional root bridge per instance
= Backward compatible with STP and RSTP through a
CST

MST Region

MSTP allows switches to be logically grouped into manageable clusters, known as
muitiple spanning tree (MST) regions. An MST region is a group of switches that share
the same region name, revision level, and VLAN-to-instance mapping parameters.

Each MST region supports up to 64 MSTls. MSTP greatly reduces the number of
BPDUs on a LAN by including the spanning tree information for all MSTis in a single
BPDU. MSTP encodes region information after the standard RSTP BPDU along with
individual MSTI messages. The MSTI configuration messages convey spanning tree
information for each instance.

MSTP elects a regional root bridge for each MSTI. The regional root bridge is elected
based on the configured bridge priority and calculates the spanning tree within its
designated instance.

MSTP Compatibility with STP and RSTP

Because MSTP encodes region information after the standard RSTP BPDU, a switch
running RSTP interprets MSTP BPDUs as RSTP BPDUs. This behavior facilitates full
compatibility between devices running MSTP and devices running STP or RSTP. All
RSTP switches outside of an MST region view the MST region as a single RSTP switch.
The common spanning tree (CST), which interconnects all MST regions as well as STP
devices not bound to a particular region, facilitates end-to-end paths within an MSTP
environment.

®
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Common and Internal Spanning Tree

= The CST interconnects MST regions:
* One root bridge will be elected for the CST

» FEach MST region appears as a virtual bridge
+ Internal spanning tree extends CST into regions

Internal Spanning Tree

Internal Spanning Tree

Common and Internal Spanning Tree

All MSTP environments contain a CST, which is used 1o interconnect individual MST
regions and independent STP devices. All bridges in the CST elect a single root bridge.
The root bridge is responsible for the path calculation for the CST. As itlustrated on the
slide, bridges outside of the MST region treat each MST region as a virtual bridge,
regardless of the actual number of devices participating in each MST region.

The common and internal spanning tree (CIST) is a single topology that connects all
switches (RSTP and MSTP devices) through an active topology. The CIST includes a
single spanning tree as calculated by RSTP together with the logical continuation of
connectivity through MST regions. MSTP calculates the CIST and the CIST ensures
connectivity between LANs and devices within a bridged network.
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MSTBPDU Format (1 of 8)

DA § SA { L {LLC Data FCS

= Fthernet frame:
* Source Address—The outgoing port of the originating switch
* Destination Address—The bridge group address
{01:30:€2:00:00:00)
* | ength

* LLC Header
» DSAP and SSAP = 0x42 (bridge STP)

MST BPDU Format: Part 1

The slide shows that MSTP uses the same Ethernet frame as STP and RSTP. However,
the BPDU information in the data field is different. The next few slides discuss the MST
BPDU information and the optional MST! configuration messages.
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MSTBPDU Formal (2 of 3)

QOctets

§ Protocol iD

2

~Protosel Version

S

BPDU Jype

CIST Flags

[y

CiST Root 1D

CIST Extemai PathCost | 4

CIST Regionat Root ID

CIST Port 1D

Message Age

Max Age

Hello Time

O -1 L AR |
Version 4 Length = 0

NN N DN

= The MST BPDU fields and format
listed on this slide are what allow
MSTP to be compatible with RSTP
and STP BPDUs

e Switches that are external to an MSTP
region use only this information in their
spanning-tree calculation

» Thisinformation is used to build the CST

» Essentially, RSTP is used to interconnect
MST regions or RSTP-only bridges

More on the next slide

MST BPDU Format: Part 2

The first 13 fields in the MST BPDU contain similar information to what you would find
in an RSTP BPDU. In fact, an RSTP-speaking switch evaluates these fields in the same
manner as it would any other RST PDU. To the outside world (other MSTI regions or
standalone RSTP speakers), these fields are a representation of the virtual bridge that
is an individual MSTP region. This information is used to build the CST.
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MSTBPDY Format (3 of 3)

oes ® The MST BPDU fields listed on this
e ® glide, combined with others, allow each

MST region to build an internal
MsTonfimtonio | ™ spanning tree:

* The CST between regions, combined with
the internal spanning trees built within

Internat Root Path Cost | 4 regions, result in a single CIST between all
bridges
CIST Bridge D 8 . By default, all traffic on all VLANs within a
region will follow the internal spanning tree
CIST RemainingHops | 1 * MSTI configuration allows for traffic to follow a

different path than the internal spanning tree

MST BPDU Format: Part 3

Each MSTP region builds a spanning tree for the region, referred to as an internal
spanning tree, based upon the BPDU fields on this slide as well as some of the fields
on the previous slide (CIST Port ID, CIST Regional Root ID, and so forth). For a switch to
participate in a region’s internal spanning tree and use the information in this portion
of the BPDU, it must be configured with the same configuration ID. Therefore, all
switches in the same region must be configured with the same configuration ID. This
approach to configuration ensures that when MSTP switches outside of the local
MSTP region receive MSTP BPDUs, those switches will evaluate only the CST-related
information (previous slide). Once the internal spanning tree is built, by default, all
traffic on all VLANs will follow it.
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MST] ConTiguration Messages

— oes  w MSTI configuration messages allow
I . .

for more spanning trees to be built
MSTIRootD | g within a region:

e Each switch participating in the MSTI will

MSTI Root PathCost | 4 go through the process of electing a root
TS 2 bridge, root ports. designated ports, and
MSTI Port Pricrity ] 2 so forth for the MSTI

i MSTiRemainingHops |2

« The local configuration on a switch
determines which VLAN IDs belong to which
- MSTI

» The configuration of each switch in a region
should usethe same VLAN ID to MSTI
mappings

MSTI Configuration Methods

Without the use of MST! configuration methods, traffic for all VLANsS within a region
flows along the path of the internal spanning tree. To override this behavior and allow
some VLANSs to take one path through the region and let others take other paths

(64 paths are possible for each region), you must configure MSTls as part of the router
MSTI configuration. The information carried in the MSTI configuration messages
allows each switch 1o elect root bridges, root ports, designated ports, designated
bridges, and so forth for each MSTI. Each MST! will have one or more VLANs
associated with them. One VLAN cannot be in more than one MSTI. Notice that the
MSTI messages do not carry VLAN ID information. The VLAN-to-MSTI mappings are
configured locally on each switch and each switch configuration should use the same
mappings.
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Agenda: Spanning Tree Protocols

2 Qverview of STP

a Qverview of RSTP

a Qverview of MSTP

~>Overview of VSTP

" Configuring and Monitoring Spanning Tree Protocols
= Understanding BPDU, Loop, and Root Protection

Overview of VSTP

The slide highlights the topic we discuss next.
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= VSTP maintains a separate spanning-tree instance for
each VLAN:
» Different VLANs can use different spanning-tree topologies
* Supports up to 4094 different spanning-tree topologies

e Compatible with Per-VLAN Spanning Tree Plus and
Rapid-PVST+ protocols

* As you add VLANSs, they consume more CPU resources

VSTP

VSTP allows for spanning trees to be calculated for each VLAN. VSTP supports up to
4094 separate paths through the network. VSTP is a nonstandard protocol, yet it is
compatible with Cisco’s Per-VLAN Spanning Tree Plus (PVST+) and Rapid Per-VLAN
Spanning Tree Plus (Rapid-PVST+) protocols. As you add more VLANS to the network,
they consume more CPU resources. For example, imagine a network that is configured
for 4000 VLANS. If VSTP is in use, each switch must participate in the election of 4000
root bridges, 4000 root ports, and so forth.
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YETP Yersus RBTP

= \/STP is most similar to RSTP:

*VSTP uses the same terminology as RSTP and all of the
terms have the same meaning
* Root bridge
+ Designated bridge
« Root port
* Designated port
« BridgeID
« Root path cost
* Portcost
« PortiD

* Allows forcing the version to STP

VSTP Versus RSTP

VSTP uses the same terminology as the other spanning tree protocols. It is most
similar to RSTP. VSTP also provides for the ability to force the version to STP.

&
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Y5TP BPDU—Elnernel Frame Format

s Fthernet frame: DA | SA | ol i | snae BeDU eSS

» Source Address—The outgoing port of the originating switch
s Destination Address—The bridge group address
{01.00:0C.CC.CC.CD)
o [EEE 802.1Q tag
» L ength
o LLC Header
+ DSAP and SSAP = OxAA (Snap Header)
* SNAP Header
» Protocol ID = 0x010B (Shared Spanning Tree or PVST+)

» BPDU formatis the same as RSTP format with an added
type, length, and value that advertises the same VLAN ID
found in the VLAN tag

VSTP Frame Format

The slide shows the format of the VSTP BPDU. Notice that it uses a special destination
MAC address and it is also carried in an IEEE 802.1Q tag.
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Spanning Tree Prolocols Summary

= Spanning tree protocols summary:
* STP(802.1D-1998) is used in Layer 2 networks to prevent
logical loops
» Automated—user selects root switch and STP does the rest
» STP is slow to converge and can be difficult to troubleshoot

* RSTP (802.1D-2004) reduces link-convergence time to
subseconds on point-to-point links

¢ STPand RSTP support a single STP instance

+ Lacksload-balancing mechanism:; creates underutilized links
* MSTP (802.1Q-2005) supports up to 64 instances

« Overcomes the shortcomings of a single spanning tree

* VSTP (proprietary) supports up to 4094 instances
+ Compatible with proprietary protocols from other vendors

Spanning Tree Protocols Summary

The slide provides a quick overview along with the highlights of STP, RSTP, MSTP, and
VSTP,

3,
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Agenda: Spanning Tree Prolocols

a Qverview of STP

a Qverview of RSTP

a Querview of MSTP

a Qverview of VSTP

= Configuring and Monitoring Spanning Tree Protocols
= Understanding BPDU, Loop, and Root Protection

Configuring and Monitoring Spanning Tree Protocols

The slide highlights the topic we discuss next.
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Configuring 8TP

fedit protocols patp)

uss erlsvitchi set ?

P @2ible completions:

+ apply-groups Groups from which to inherit configuration data

+ apply-groups-except Don't inherit coafiguration data from these groups
backup-bridge-priority Pricrity of the bridge ‘{in increments of 4k - 4k, 8k, ..60k) (4095, .61440}
Iopdu-b lock-on~adge Block BPDU un all interfaces configured as edge (BPBU Procact)
Dbpdu~destination~mpac-address Destination MAC addreéss in the spanning tree BPDUS

Joridge~prioricvy Pricrity of the bridge (in increments of 4k — 0,4k, 8k, ..60k) {0..61340}
Qizable bisabie STP
extended-system~1id Extended syscem identifier {0,.409S)
Force protocol version
Torvard-delay Time spent in listening or learning state (4..30 seconds)
hello~time Time intervel between configuratian BPDUs (1..10 seconds)
> interfoce Inverface optiona
Tnax-~-age Haximum age of received protocol bpdu (6..40 seconds}
Priority-hold-time Hold time before switching to primecy priority: vhen cora domain becomss up (i..255 seconda}
> =ystem-id Systeém ID to IP mapping
>. Tracecptions Tracing options for debugging provocol operation

~wpis-~fiush-on-topalogy-change Enable VPLS HAC flush on root protected CE -incarface receiving topology change

£ g— : . = X

) 7 ; Configuration sxampils Hustrates defauit STP settings
[edit protocols rstp)
user@switch# show
bridge-priority 32k;
nax-age 20z
hello-time 2:

forward-delay 15; "™
interface ge-1/0/0;
force-version stp;

*’"é ot must enable STP on at least ong interface |

Configuring STP

The slide shows some STP configuration options along with a basic STP configuration.
MX Series devices use a version of STP based on |EEE 802.1D-2004, with a forced
protocol version of O, running RSTP in STP mode. Because of this implementation, you
can define RSTP configuration options, such as hello-time, underthe [edit

-+ protocols rstpl configuration hierarchy. To specify running RSTP in STP mode,
you simply need to specify force-version stp.

3,
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Configuring RSTP

[edit protocols rstp}
userBswitch# show
bridge-priority 32k: 3
max-age 20; Yenenet DAL RSTP sattings i
hello-time 2: i
forward-delay 15; ; Cefguit port priority value (used todetarming the designated portuced
interface ge-1/0/1 { Lot by the desisnatad bridgs)

priority 128; e’

mode point-to-point; Mﬁ Defaultintariacs maods for interfacss operating in fulldupdsy modz |

}
' _ . I : —
interface ge-1/0/3 { .ipetaultcostyalus forinterfacss apsratingat LGhps |

cost 20000; - 2 -

mode shared; emmews——d Lot intar face mods for interfaces operating In talkdupls mede |

i

}

interface ge-1/3/6 { )
edger -« § Ceafattvalue Torinferfacss that do notcennsct o STPanablsd devices §

¥

extended-system-

id 0: " "
. "‘E Detaultvalus 1or the Extendesd Syetzm 1D }

Configuring RSTP

The sample RSTP configuration provided on the slide shows the typicai configuration
structure along with various settings.
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Monitoring STP and RSTP (1 of 2)

user@switch> show spanning-tree ?
Possible completions:

bridge Show STP bridge parameters

interface Show $TP interface parameters

mstp Show Multiple Spanning Tree Protocol information
statistics Show STP statistics

user@switch> show spanning-tree bridge

STP bridge parameters //_ff?'r:«ot Bridge's 1D
Routing instance name ! GLORAL -
Context ID 0 Vi
FEnabled protocol ¢ RSTP : ‘Clrmulative Cost
Root ID 1 B2768.00:21:59:01:97:d0 to Root Brides
Root cost : e -
. Root port i ge-1/3/6
Hello time : 2 seconds W‘“} Root Port g
Maximum age ¢ 20 seconds
Forward delay : 15 seconds
Message age : 1 - -
Numbeg ofgtopology changes " /—'] Local Device’s Bridge ID f
Time since last topology change ¢ 4170 seconds
Local parameters #
Bridge ID : [32768.00:22:83:75:CE£:d0]
Extended system ID HY

Monitoring Spanning Tree Operation: Part 1

This slide and the next illustrate some common operational mode commands used to
monitor the operation of STP and RSTP.

&
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Moniloring 8TP and RETP (2 of 2)

user@switch> show spanning-tree interface

Spanning tree interface parameters for instance 0

Interface Port ID Designated Designated Port State Role
port ID bridge ID Cost
ge-1/3/8 128:1 128:1 32768.00228375cfd0 20000 FwWD DESG
ge~1/3/9 128:2 128:2 32768.00228375¢£d0 20000 FWD DESG
ge~1/3/6 128:6 128:77 32768.002153501%740 20008 FWD ROOT
~ ge~1/3/1 128:7 128:78 32768.0021550197d0 20000 BLK ALT

user@switch> show spanning-tree statistics interface

~ : Interface BPDUs sent BPDUs received Next BPDU

- transmission

_ ge~1/3/8 5915 1418 1

- ge-1/3/9 5179 2041 1
ge-1/3/6 4103 4267 0
ge-1/3/71 3979 4393 0

Monitoring Spanning Tree Operation: Part 2

\ e

~ The slide shows typical output for the show spanning-tree intexrface and
show spanning-tree statistics interface commands.
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Configuring MSTP

[edit protocols mstp}

user@switch# show

configuration-name regionli s,

revision-level 1: ¢ i

interface ge-1/0/0;

interface ge-1/9/2:

interface ge-~1/0/4:

interface ge-1/0/5;

interface ge-1/0/6;:

interface ge-1/0/7:

msti 1 { e
bridge~priority 4k: .

Userlefingd configuration-name
and revision-level {Inust match on
All switches within the sams region

vlan 100-199; \\
. } s
msti 2 { MA‘\
bridge-priority 8k; "4 MSTP instances datinad with individual
vlan 200-299: bridge—-priorityvsluss and VLANM rangss

Configuring MSTP

The sample MSTP configuration provided on the slide shows the typical configuration
structure along with various settings.

s
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lonitoring MSTP (L of 8)

user@switch> show spanning-tree ?
Possible completions:

bridge Show STP bridge parameters

interface Show STP interface parameters

mstp Show Multiple Spanning Tree Protocol information
statistics Show STP statistics

Values must miatch for &
sl switches within a
conunon MST ragion

user@switch> show spanning-tree mstp configuration
MSTP configuration information

Context identifier : 0
Region name : regionl - W;::iMf ;
Revision ;1 — ;
Configuration digest  : |[0xb0c8664d7263bcd9aecadfBs4439230e4]
k’}
A
MSTI Member VLANS e
0 0-99, 300-4054 !,unﬂglnatt_un digest is detennined by the
1 100-199 e contents of MSTI to VID tabis
2 200-299 o

Monitoring MSTP Operation: Part 1

This slide and the next two slides illustrate some common operational mode

commands used to monitor MSTP. This slide highlights the show spanning-tree
mstp configuration command, which you can use to verify MSTP configuration

parameters including region, revision, and assigned MSTI parameters.
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Monitoring MSTP (2 of 3)

user@switch> show spanning-tree interface

 Interfaces angd associater

o

details are listed by ingtanca

Spanning tree interface parameters for

Interface Port ID Designated Designated
port ID bridge ID
ge-1/0/7 128:48 128:58 32768.00215%018742
Spanning tree interface parameters for
Interface Port. ID Designated Designated
port ID bridge ID
ge-1/0/7 128:48 128:489 40%7.0021590197d3
Spanning tree interface parameters for
Interface Port ID Designated Designated
port ID bridge ID

ge-1/90/7 128:48 128:48 8194.0021590197d3

Monitoring MSTP Operation: Part 2

Port
Cost

20000

Port
Cost

20000

Port
Cost

20000

State

BLK

State

FWD

State

YD

Role

ALT

Role

DESG

Roie

DESG

The slide highlights the use of the show spanning-tree interface command,
which you use to verify the MSTP interface status and role assighment along with

various other details.
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pring MISTP (8 of 8)

user@switch> show spanning-trea bridge
STP bridge parameters

Routing instance name ¢ GLOBAL
Context ID IRt}
Enabled protocol T MSTP
STP bridge parameters for T AN
Root ID : 32768.900:21:59:01:97:d1 x5,
Root cost : 0 %
Root port : ge-1/G/4 E
CIST regional root 1 32768.00:21:59:01:97:d1 i .
- Y :
STR details are
STP bridge parameters fo r listed h}’ instance
MSTI regional root 1 4097.00:21:59:81:97:43
Hello time 1 2 seconds
Maximum age : 20 seconds
Forward delay : 15 seconds

Number of topology changes : 2
Time since last topology change : 841 seconds
Local parameters

Bridge ID : 4097.00:21:58:01:97:43

Monitoring MSTP Operation: Part 3

The slide highlights the show spanning-tree bridge command, which you use
to display STP bridge parameters for the CIST and individual MSTls.
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Configuring VSTP

[edit protocols vstpi
user@switch# show

;ﬁt: ;E:EZ g:_ Z g; 2, ST | Sty interfaces that will run VSTR
interface ge-1/3/6; h 1 Each must also b listed under a
interface ge-1/3/7;: particttar YLAN.

vlan 100 ‘

PR
bridge-priority 60k:
intecrface ge-1/0/1;

interface ge-1/0/3;

interface ge-1/3/6: \ i
interface ge-1/3/7: . k
1 3
. vlan 200 { . \
bridge—prigzzz;mgz?w~wWW"““~W<
interface ge-1/0/1: ¥ YLANS definad with individual bridge-

interface ge-1/0/3:
interface ge-1/3/6:
interface ge-1/3/7;

priorityvalues and interfaces

)

Configuring VSTP

The sample VSTP configuration provided on the slide shows the typical configuration
structure along with various settings.

=
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s e k2 - N P 2 5 2 7 ey 3
Moniloring V8TP (L of 2)
user@switch> show spanning-tree interface e INtEITA028 AN 5SS
o datails are listad by VLAN 1
Spanning tree interface parameters for
Interface Port ID bDesignated Designated port State Role
port ID bridge ID Cost
ge-1/0/1 128:42 128:42 8252.00215%ab8£d0 20000 FWD ROOT
ge-1/0/3 128144 128:44 8292.00215%ab8£d0 20000 BLK ALT
ge-1/3/6 128:77 128:46 8292.00215%9ab8£d0 20000 BLK ALT
ge~1/3/7 128:78 128:46 8292.002159ab8£d0 20000 BRBRLX ALT
- Spanning tree interface parameters for]VLAN 200 |
- Interface Port ID Designated Designated port State Role
- port ID bridge ID Cost
ge~1/0/1 128:42 128:42 83392.0021550197d0 20000 BILX DESG
ge-1/0/3 128:44 128:44 8392.002159019740 20000 BLK DESG
ge-1/3/6 128:77 128:42 8392.002159019740 20000 BLK BRUP
qge-1/3/7 128:78 128:42 8392.00215%01957d0 20000 BLK BXUP

Monitoring VSTP: Part 1

The slide highlights the use of the show spanning-tree interface command,
which you use to verify the VSTP interface status and role assignment along with
various other details.
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Monitoring VSTP (2 of 2)

user@switch> show spanmning-tree bridge
STP bridge parameters
Routing instance name

: GLOBAL
Enabled protocol : RSTR M.M‘WW“
. Y
. §TP bridge parameters ’Eo: e \
Root ID : 8292.00:21:59:ab:8f:d0 ¥
Root cost : 20000 3
Root port > ge-%/0/1 \
Hello time 1 2 seconds i
Maxrimum age : 20 seconds 1
Forward delay : 15 seconds i
Message age @1 H
Number of topology changes : 3 %
Pime since last topology change ¢ 141 seconds i
} Local parameters i
Bridge ID * 61540.00:21:59:01: 97:d0 i{
Extended system ID HE 1]
STRdetails are
STP bridge parameters fo:jvmu 2nn| T ' listar] by VLAN 1D
Root ID : 8392.00:21:59:01:97:d0 -
Hello time : 2 seconds
Magimum age : 20 seconds
Forward delay

: 15 seconds

Monitoring VSTP: Part 2

The slide highlights the show spanning~tree bridge command, which you use
to display STP bridge parameters for the individual VLANSs.

8"
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Tree Protocnls

a Qverview of STP

2 OQverview of RSTP

@ OQverview of MSTP

2 OQverview of VSTP

» Configuring and Monitoring Spanning Tree Protocols
= Understanding BPDU, Loop, and Root Protection

Understanding BPDU, L.oop, and Root Protection

The slide highlights the topic we discuss next.
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Purpose for BPDU Protection

= Problem:

* Bridge applications running on PCs or “personal” switches
can generate BPDUs

* STP, RSTP, or MSTP running on a switch could detect those
BPDUs and trigger spanning-tree miscalculations leading to
network outages

a Solution:

» Enable BPDU protection on Layer 2 interfaces connected to
user devices or on interfaces on which no BPDUs are
expected

« [f @ protected interface receives a BPDU, the bridge disables
the interface and stops forwarding frames by transitioning to
a blocking state

Purpose for BPDU Protection—Problem

As mentioned previously in this chapter, the purpose for STP, RSTP, and MSTP is to
prevent Layer 2 loops in the network. The exchange of BPDUs achieves a loop-free
Layer 2 network. A user bridge application running on a PC or a user’s “personal”
switch for connecting muitiple end devices can also generate BPDUs. If these BPDUs
are picked up by STP, RSTP, or MSTP applications running on the switch, they can
trigger spanning-tree miscalculations, which in turn could cause loops, leading to
network outages.

Purpose for BPDU Protection—Solution

You can enable BPDU protection on switch interfaces on which no BPDUs are
expected. If a protected interface receives BPDUs, the switch disables the interface
and stops forwarding frames by transitioning to a blocking state.

You can configure BPDU protection on a switch with a spanning tree as well as on a
switch that is not running STP.
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Switeh A~RSTP

—

{edit protocols rstp]
user@switchl# show

interface ge-1/3/6 {

edge:;
}

interface ge-1/3/7 {

adge:
}

bpdu-block-on-edge;

- e G W e M e - e o am ma

BPDU Protection (1 of 2)

Trunk e S71CN B—FR TR

ey 3

Access Layer

Trurik Trunk

EER VLT e 1737

EPDUs

Access Ports

Configuring BPDU Protection: Part 1

Consider a network in which two switches, Switch A and Switch B, are at the
Distribution Layer. A third switch, Switch C, is at the Access Layer. Switch C connects to
a PC and a user’'s unauthorized switch by means of the access ports, ge-1/3/6 and
ge-1/3/7, respectively. You have configured Switch A, Switch B, and Swiich C to use
STP. You should configure BPDU protection on Switch C access ports. The slide
illustrates the required configuration. When BPDU-protected interfaces receive
BPDUs, the interfaces transition o a blocking state and stop forwarding frames.
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Configuring BPDU Protection (2 of 2)

Trink Ll Switch B—~R3TP

Switch A—RSTP N0 i

EPDUs

Tl Trunk Access Layer

[e dit protocols layer2-control]

us or@switchl# show

bpdu-block { .
interface [ ge-1/3/6 ge-~1/3/7 }; 92-1/3/6 43

- Switeh C—hon-RSTP
L 221/3/7

Configuring BPDU Protection: Part 2

Now consider a network in which two switches, Switch A and Switch B, are at the
Distribution Layer. A third switch, Switch C, is at the Access Layer. Switch C connects to
a PC and a user’s unauthorized switch by means of the access ports—ge-1/3/6 and
ge-1/3/7, respectively. Switch C is not configured to participate in STP. However, you
should protect its access ports—ge-1/3/6 and ge-1/3/7. The slide illustrates the
required configuration. When BPDU-protected interfaces receive BPDUs, the
interfaces transition to a blocking state and stop forwarding frames.

5.

(;hapter 6-58 + Spanning-Tree Protocols JU n ! per

NETWORKS




P&

Junos Service Provider Switching

Yerifying BPDU Protection Funclionality

= To verify BPDU protection functionality:

* Use the show spanning-tree interface command
pefore and after enabling the BPDU protection feature on an
STP-running switch

* Use the show 1l2-learning interface command on
a hon-STP switch

* Watch for state changes, role changes. or both in the
output:
» FWD state transitions to BLK
+ DESG role transitions to DIS (loop inconsistent)
» unblocked transitionsto blocked

* To unblock the interface:

* Usethe clear error bpdu interface operational mode
command

Verifying of BPDU Protection Functionality

To confirm that the configuration is working properly on the STP-running switch, use
the show spanning-tree interface operational mode command. To confirm
that the configuration is working properly on the switch that is not running STP, you
should observe the interfaces using the show 12-learning interface
operational mode command.

These commands provide the information on the state and role changes on the
protected interfaces. For example, if the PCs send BPDUs and the protected interfaces
receive them, the interfaces transition to the DIS role. The BPDU inconsistent state
changes the interface state to blocking (BLX), preventing it from forwarding traffic.

To unblock the interfaces, you must use the clear error bpdu interface
operational mode command.
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The Purpose of Loop Protection
a The problem:
« Switch hardware and configuration errors could cause an
STP loop
* Anondesignated port might stop receiving superior BPDUs

from the designated bridge, causing an interface to go into
the forwarding state (causing a loop)

a The solution:

* Enable loop protection on all root and alternate ports
* Once enabled, selected ports do not interpret the lack of

BPDUs as a false positive for making the interface a
designated port

» Ports that detect the loss of BPDUs transition to the “loop
inconsistent state” (essentially the same as blocking)

« The interface recovers and transitions back to the blocking
state when it receives a BPDU

The Purpose of Loop Protection—Problem

Although the purpose of STP, RSTP, and MSTP is to provide Layer 2 loop prevention,
switch hardware or software errors could result in an erroneous interface-state
transition from the blocking state to the forwarding state. Such behavior could lead to
Layer 2 loops and consequent network outages.

The Purpose of Loop Protection—Solution

When loop protection is enabled, the spanning-tree topology detects root ports and
alternate ports, and ensures that hoth are receiving BPDUs. if a
loop-protection-enabled interface stops receiving BPDUs from its designated port, it
reacts as it would react to a problem with the physical connection on the interface. it
does not transition the interface to a forwarding state. Instead, it transitions the
interface to a ioop-inconsistent state. The interface recovers and then it transitions
back to the spanning-tree blocking state when it receives a BPDU.

We recommend that if you enable loop protection, you should enable it on all switch
interfaces that have a chance of becoming root or designated ports. Loop protection is
most effective when it is enabled on all switches within a network.

You can configure an interface for either loop protection or root protection, but not for
both.

o
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spanning-tree topology

Mx240

Configuring Loop Proieclion

a Stop hardware problems from causing loops in the

fedit}
user@switch# show

Distribution Layer

Access Layer

Switoh AP
Switeh A~-Root & protocols rstp

interface ge-1/0/0 {
bpdu-timeout-action {
blocks

—— i —

RootPort. = iR}
Designated Port. = @)
Altemato Port. = {83

T MX240

Switeh <

Switch B EPDL

Configuring Loop Protection

Now consider a network in which one switch, Switch A, is at the Distribution Layer, and
two switches, Switch B and Switch C, are at the Access Layer. Being in an alternate
state, interface ge-1/0/0 of Switch C is blocking traffic between Switch B and

Switch C; therefore, the traffic forwards through Switch A from Switch C. BPDUs are
traveling from the root bridge on Switch A to both its interfaces. Switch C, during
normal operation, receives BPDUs from Switch B. In the example on the slide, assume
that a hardware problem exists on Switch B's ge-1/0/1 interface such that both
Switch B and Switch C believe the interface is up, but Switch C cannot receive BPDUs
from Switch B. Without loop protection, Switch C might place its ge-1/0/0 interface
into the forwarding state, causing a loop. The slide illustrates the required
configuration, and shows how to configure loop protection on interface ge-1/0/0 to
prevent it from transitioning from a blocking state 1o a forwarding state and causing a
loop in the spanning-tree topology.

You can configure an interface for either loop protection or root protection, but not
both.
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Yerifying Loop Protection Functionality

= To verify loop protection functionality:

* Use the show spanning-tree interface command
before and after enabling the loop protection feature
* Watch for state changes, role changes, or both in the
interface output
* BLK state remains BLK
* ALT role transitions to DIS (loop inconsistent)

* The interface recovers and transitions back to its original
state when it receives BPDUs

Verification of Loop Protection Functionality

To confirm that the configuration is working properly on the STP-running switch, use
the show spanning-tree interface operational mode command prior to
configuring loop protection. This command provides information for the intetface’s
spanning-tree state, which should be blocking (BLK).

Once BPDUs stop arriving at the protected interface, the loop protection is triggered
on that interface. You can use the show spanning-tree interface command
to observe the state of the interface. This command displays the loop-inconsistent
state for the protected interface, which prevents the interface from transitioning to the
forwarding state. The interface recovers and transitions back to its original state when
it receives BPDUs.

e
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= The problem:

» Bridge applications running on PCs can generate BPDUs
and interfere with root port election

s Erroneous root port election on a switch
= The solution:

* Enable root protection on the switch interfaces that should
not receive superior BPDUs from the root bridge and
should not be elected as the root port

* The interfaces become designated ports

* Once a superior BPDU arrives on a port with root protection
enabled, the port transitions to an inconsistency state.
blocking the interface

» The interface recovers and transitions back to the
forwarding state when it stops receiving superior BPDUs

nypose of Root Protection

The Purpose of Root Protection—Problem

Although the purpose of STP, RSTP, and MSTP is to provide Layer 2 loop prevention, a
root port elected through the spanning-tree algorithm has the possibility of having
been wrongly elected. In addition, user bridge applications running on PCs can
generate BPDUs, interfering with root port election.

The Purpose of Root Protection—Solution

Enable root protection on interfaces that should not receive superior BPDUs and
should not be elected as the root port. These interfaces become designated ports. If
the bridge receives superior BPDUs on a port that has root protection enabled, that
port transitions to an inconsistency state, blocking the interface. This blocking
prevents a bridge that should not be the root bridge from being elected.

After the bridge stops receiving superior BPDUs on the interface with root protection,
the interface returns to a listening state, followed by a leaming state, and uitimately
returns to a forwarding state. Recovery back to the forwarding state is automatic.

When root protection is enabled on an interface, it is enabled for all the STP instances
on that interface. The interface is blocked only for instances for which it receives
superior BPDUs. Otherwise, it participates in the spanning-tree topology.

You can configure an interface for either lcop protection or root protection, but not for
both.

JUnipe
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Configuring Root Protection

MX240

o am M n it AN e TER TEm W e e e e e A e

_ Access Layer

SUpssrics

BPDLg

fedit protocols rstp)

user@switch# show

interface ge-1/0/0 {
no-root~port:

| Switch D
' RootPort.= (R)

} MX24q0.
Designated Port=
Alternate Port = A}

Configuring Root Protection

Now consider a network in which three switches, Switch A, Switch B, and Switch C, are
at the Distribution Layer, and one switch, Switch D, is at the Access Layer.

Interface ge-1/0/0 of Switch C is configured with root protection. If Switch D sends
superior BPDUs, they trigger root protection on interface ge-1/0/0, blocking it. The
slide illustrates the required configuration.

You can configure an interface for either loop protection or root protection, but not
both.

27
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Yerifying Root Proteciion Funclionalily

= To verify root protection functionality:

* Use the show spanning-tree interface command
before and after you enable the root protection feature
* Receipt of superior BPDUs on the watched interface triggers
root protection
+ FWD state changesto BLK
* DESG role transitions to DIS (loop inconsistent)
e The interface recovers and transitions back to its original
state when it no longer receives superior BPDUs

Verification of Root Protection Functionality

To confirm that the configuration is working properly on the STP-running switch, use
the show spanning-tree interface operational mode command prior to

configuring loop protection. This command provides information for the interface’s
spanning-tree state.

Once you configure root protection on an interface and that interface starts receiving
superior BPDUs, root protection is triggered. You can use the show
spanning-tree interface command to observe the state of the impacted
interface. This command displays the loop-inconsistent state for the protected
interface, which prevents the interface from becoming a candidate for the root port.
When the root bridge no longer receives superior BPDUs from the interface, the
interface recovers and transitions back to a forwarding state. Recovery is automatic.
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Summary

= |n this chapter, we:
* Explained the purpose of STPs
* Described the basic operation of STP, RSTP, MSTP, and VSTP
* Configured and monitored STP, RSTP, MSTP, and VSTP
* Explained the purpose of BPDU. loop, and root protection

This Chapter Discussed:

. The purpose of STPs;
. The basic operation of STP, RSTP, MSTP, and VSTP;
. Configuration and monitoring of STP, RSTP, MSTP, and VSTP; and

. Impiementation of BPDU, loop, and root protection.

"
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What is the purpose of STP?

Describe the operation of the STP port states.
Describe how to build a spanning tree.

How are STP, RSTP, MSTP, and VSTP different?

1.
2.
3.
4.

Review Questions

1.
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Lab 4: MSTP

= Perform configuration and verification steps typically
associated with MSTP.

Lab 4: MSTP

The slide provides the objective for this lab.

¥,
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Chapler Objectives
m After successfully completing this chapter, you will be
able to:
* Explain typical Operation, Administration, and Maintenance
features

* Describe the basic operation of link fault management

* Describe the basic operation of connectivity fault
management

» Configure and monitor Ethernet OAM

This Chapter Discusses:

. Typical Operation, Administration, and Maintenance (OAM) features;
. The basic operation of link fauit management (LFM);
. The basic operation of connectivity fault management (CFM); and

. Configuration and monitoring of Ethernet OAM.

Chapter 7-2 = Ethernet OAM
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Agenda: Elhernet OAM

- 0AM Overview

= | FM

= CFM

= Configuring and Monitoring Ethernet OAM

OAM Overview

The slide lists the topics we cover in this chapter. We discuss the highlighted topic
first.
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What ls DAM?

= OAM is a set of functions that allows network
operators to monitor the health of the network:
* Determines the location of faulty links or faulty conditions
* Measures performance of the network
* Allows for diagnosis testing (loopback and so forth)
= Measurements that can be taken:
* Availability
* Frame delay
* Frame delay variation
* Frame loss

Operator

OAM Monitors the Health of a Network

For years, SONET and Asynchronous Transfer Mode (ATM) devices have been able to
perform the functions of GAM. Only recently have standards been introduced to bring
these same types of features to Ethernet. The purpose of OAM is to help network
operators determine the location of faulty conditions, measure the performance of the
network, and allow for diagnosis testing. One key to Ethernet’s success in becoming
carrier-class is support for OAM features.

OAM Measurements

A device supporting OAM should determine the following measurements:

. Availability. The ratio of uptime over total time the measure takes;

. Frame delay: The time required to transmit a frame from one device to
another;
. Frame delay variation: The variation in frame delay measurements

between consecutive test frames; and

. Frame loss: The number of frames lost over time.
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Ethernet OAM Standards

= |[EEE, MEF, and [TU have developed complimentary
standards to allow for Ethernet OAM:

» [EEE 802.3-2008, clause 57 {was 802.3ah)
» LFM—detecting faults on a single link in an Ethernet network
+ Known as Ethernetin the First Mile OAM
° [EEE802.1agand ITU-T Y.1731
» CFM—detecting faults along an entire path of an Ethernet network
* MEF 17
+ Providesthe requirements that OAM mechanisms must satisfy
+ Providesa framework to discuss and implement those mechanisms

Ethernet OAM Standards

The Institute of Electrical and Electronics Engineers (IEEE), Metro Ethernet Forum
(MEF}, and International Telecommunication Union Telecommunication
Standardization (ITU-T) organizations have developed complementary standards to
allow for Ethernet OAM. IEEE 802.3-2008, clause 57, defines a method of OAM to
monitor link performance, detect faults, and perform loopback testing over a single
link. It is usually used on the customer's access link to the provider. The standard is
referred 1o as Ethernet in the First Mile OAM (EFM OAM). The IEEE 802.1ag standard
specifies the requirements to detect faults along an end-to-end path of an Ethernet
network using CFM. CFM provides for fault monitoring, path discovery, fault isolation,
and frame delay measurement (ITU-T Y.1731). The MEF 17 technical specification
defines the requirements that must be satisfied by both an equipment vendor and
service provider in the area of fault management, performance monitoring,
autodiscovery, and intraprovider and interprovider service OAM.
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DAM Basics (1 of 4)

= The primary purpose of OAM is to detect network
defects:
* Defect—some network function is not working as expected

* Failure—defects over some time that can cause a network
function to stop

» Alarm—an indication that something has failed
= Continuity check messages:

* Unidirectional messages
+ Sentat regular intervals by one endpoint

* Ifthe remote end does not receive the message within a certain
interval, a fault is detected. potentially causing an alarm

OAM Basics

In general, OAM has the main purpose of detecting network defects. A defect is a
network function that is not working as expected. If a defect continues to occur over
time, a device considers the recurring defect a failure. The device signals the failure
as an alarm. An alarm is a notification that alerts a human and potentially other
devices that something has gone wrong in the network.

Continuity Check Messages

A common feature of OAM is the usage of continuity check (CC) messages. These
messages are unidirectional (no acknowledgments), and they are sent between
devices. These messages notify a remote device that the local device is still reachable
along the path of the CC message. If for some reason a failure ocecurs that prevents
the CC messages from being delivered, the remote device might consider that network
path down and generate an alarm.
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DAM Basles (2 of 4)

= [ndications:
* Alarm indication signhal and Forward Defect Indicator
+ Notify downstream network nodes when a failure or defect occurs

» Backward Defect Indicator
« Notifies upstream network nodes when a failure occurs in the

by,

reverse direction

AlS and FD! Messages
e rr———————

Node A Node B Node C Node D
-} i o o

BD! Messages

Indications

Another feature of OAM protocols is the use of indicators to signai failures in the
network. The diagram on the siide shows several devices that are interconnected by
some network media (SONET for example). The diagram also shows that the network
media has a transmit path and a receive path. The example shows that a failure has
occurred on Node B's transmit path and Node C's receive path on the link between
Node B and Node C. OAM capabilities allow the devices in the data path to indicate
that a failure has occurred. Node C uses an alarm indication signal (AlS) and Forward
Defect Indicators (FDIs) to inform downstream devices (Node D) that a failure has
occurred along the upstream path. Once Node D receives the AlS and FDI messages,
it might send a Backward Defect indicator (BDI) along its transmit path to inform
nodes in the reverse direction of the failure (Node A and Node B) that a problem exists
downstream from those devices.

Juniper
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DAM Basics (8 of 4)

= | copback messages:

* Help narrow the scope of the issue if a problem exists on a
network with multiple nodes
* Allow for detection of a defect between nodes

* Comprise two different types:

» Nonintrusive loopback messages—do not cause disru ptionto
service (like the ping facility)

* Intrusive loopback messages—signal a remote node to gointo a
special test mode (normal transit traffic cannot flow)

Node A Node B Node C Node D

Loopback Messages

Loopback Messages

Loopback messages are a feature of OAM that help an administrator to find faults in
the network. Two types of loopback messages exist and both types are initiated by an
administrator of a device. Non-intrusive loopback messages (like ping for IP) allow an
administrator to direct a device to send a loopback message downstream to another
device with the expectation that the device will respond with a loopback response
message. If the response is not received, the administrator might need to perform
further testing. Another type of loopback message is an intrusive type. This type of
message also is initiated by the administrator of a device, but it signals a downstream
device to place a loop on its interface. Usually, when the remote device's interface is
in a loop, it cannot pass normal traffic. Instead of receiving any traffic arriving on the
receive path of the remote device’s looped interface, the remote device loops the
traffic around and sends it back out its transmit path. By setting a loop on a remote
interface, an administrator can send traffic toward the remote device, and if it returns
to the initiating device, then the administrator can eliminate the data path from this
list of potentially bad data paths.
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DAM T

asies (4 of 4)

= | inktrace messages:

¢ Bidirectional continuity check
« Similar to traceroute for IP

= |[dentifies nodes along the path of the messages

Unktrace Messages

Node A Node B Node G
% [nifiator of Linkdrace LW

Linktrace Messages

Linktrace Messages

Linktrace messages are a feature of OAM that is similar {o the nonintrusive loopback
messages that we discussed previously. The difference is that each device along the
path of the linktrace message will identify itself by sending a response fo the initiator
of the linktrace message. After gathering the responses from all of the devices along
the path of the message, the administrator knows the identity of all of the devices
along the data path.
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Agenda: Ethernet OAM

= OAM Overview

2> LFM

= CFM

= Configuring and Monitoring Ethernet OAM

LFM

The slide highlights the topic we discuss next.

o
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LFM Capabilities

= | FM is limited to a single Ethernet link:
* Remote failure indication
* Remote loopback

¢ Link monitoring

+ Event notification

» Devicepolling
* OAM capability discovery
° No AIS

LFM Capabilities

. LFM is defined in IEEE 802.3, Clause 57. It specifies a method of OAM to be used on a

. single link. Usually, LFM is used on user-to-network interface (UN1) links between a
customer and the service provider. On the single Ethernet link, LFM can provide for
remote failure indication, remote loopback (intrusive), link monitoring, event
notification, and LFM capability discovery. Because LFM is used on a single link, no
AlS capabilities are available.
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LFM Clients

= | FM clients communicate at the Ethernet layer:
* No |IP addressing is necessary

* Clients exchange OAM protocol data units

« OAMPDUs are sent with a source address of the outgoing portand a
destination address of 01-80-¢2-00-00-02(they are never flooded)

P e — OAMPDUs i e
(LFMClient } {LFMclient
%«_\‘/ { OAMPDUS  —— )
pry
MX240 MX240

= |FM clients can be either active or passive:

* Passive clients cannot initiate the discovery process or
loopback control messages

¢ At least one client must be in active mode (both can be)

LFM Clients

A switch must have LFM client capabilities to support LFM. LFM clients exchange OAM
protocol data units (OAMPDUs) that are addressed to 01-80-¢2-00-00-02—a multicast
MAC address. These messages are sent only across a single link and never flooded. To
determine whether an LFM client is on the opposite side of an Ethernet link, an LFM
client will go through a discovery process. The discovery process is where LFM clients
discover their peers and determine each other's supported capabilities.

Active and Passive

A client can be either active or passive (both clients can also be active). Only active
LFM clients can initiate the discovery process. Also, only active clients can send
foopback messages.

2
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DAMPDY Codes and Flags

Destination ! Source | 1, ./ Sub Data Frame
MAC WMAC Lgﬁgm Type | Flags § Cade Check
Address | Address OAM (TLVs) Sequence

® The type of carried information depends on the code
and the flags:

« Codes * Flags
+ Ox00 Information « Bit O: Link Faulit
+ Ox01 Event notification « Bit 1: Dying Gasp
+ Ox02-0x03 Variable request « Bit 2: Critical Event
and response (polling for MiBs) « Bit 3-4: Used during the
» Ox04 Loopback control discovery process

OAMPDUs

Several different types of OAMPDUs exist. We discuss each over the next few slides.
This slide shows the format of an OAMPDU. The type of OAMPDU is determined by the
code and the flag settings. In general, four types of OAMPDUs exist: information, event
notification, variable request and response, and loopback control. Except in the case
of the discovery process, the flags are used as BDIs, as described in the previous
slides, which notify the remote LFM client of a failure. The following events will result

in the setting of flags:
. Link Fault: Signal loss is detected on the receive path.
o Dying Gasp: An external failure condition occurred. A power failure is a

good example of a Dying Gasp event.

° Critical Event: An unspecified failure event. By configuring an
action-profile (described on the foliowing slides}, an administrator
can specify which events can cause the focal switch to send OAMPDUs
with the Critical Event bit set.
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ODAMPDUY Types (1 of 2)

» Information OAMPDU:

» Discovery

« OAM clients discover each other and exchange capabilities (remote
loopback. and so on)

¢ Heartbeat
+ Atleast one OAMPDU must be sent each second
«Anempty information OAMPDU is sent if the client has no
informationto transmit
» Critical Events

« Link Fault: The Physical Layer determined a fault occurredin the
receive direction of the client

» Dying Gasp: An unrecoverable local failure condition occurred
» Critical Event: An unspecified critical event occurred

Information OAMPDUs

Information OAMPDUs serve several purposes. They are used during the discovery
process to discover neighboring clients and exchange capabilities. They also are used

- to perform continuity checks between clients. When the clients have no information to
transmit, they exchange empty information OAMPDUs on a regular, configured
interval. in this case, they provide a heartbeat between the two clients. If the peer
stops receiving so many messages, it determines that a failure occurred on the link
between the two peers. Also, the information OAMPDU signals Critical Events, as
described previously.

e
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DAMPDU Types (2 of 2)

= Event notification OAMPDU:

¢ Signals various link events and statistics
« Errored Frame Event
+ Errored Frame Period Event
« Errored Frame Seconds Summary Event
+ Errored Symbol Period Event

m | oopback control OAMPDU

* Signals a remote peer to set or unset a looped interface
= Variable request and response OAMPDU

» Optional OAMPDU

s Allows peers 10 exchange IEEE 802.3 Clause 30 MIB
variables

Event Notification OAMPDUs

Event notification OAMPDUSs are used as BDls. That is, they inform the upstream client
that errors have occurred on the local receive path. The slide lists the four different
types of event notifications.

Loopback Control OAMPDU

The loopback control OAMPDU allows an LFM client to direct the remote clients to set
or unset a loop on its interface.

Variable Request and Response OAMPDUs

Variable request and response OAMPDUs are not currently supported in the Junos
operating system. They are used to allow for one client to gather information about the
remote clients by polling it for IEEE 802.3, clause 30 MIBs (read only).
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Reacting lo Events

= Reaction to events is locally configurable:
» Exceptfor Critical Events
» Interface goes to link-down state automatically
* Possible actions
+ Syslog
+ Link down
* Begin sending OAMPDUs with a Critical Event bit set

Reacting to Eﬂ/ents

When an LFM client receives a Critical Event, it automatically places the interface in a
down state (it removes routes and causes spanning-tree recalculation). It does,
however, continue to monitor the interface for LFM messages in the event that the link
becomes stable again.

For other types of events, the action an LFM client performs is configurable. To specify
the action to be performed for a particular event, you must create an
action-profile and apply it to an interface. Actions you can configure are
generation of a syslog message, placement of the interface in a down state, or the
sending of an OAMPDU to the remote peers with the Critical Event bit set.
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Agenda: Ethemet OAM

2 GAM Overview

a | FM

->CFM

2 Configuring and Monitoring Ethernet OAM

CFM

The slide highlights the topic we discuss next.
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OFM Features

2 Features:

* Fault monitoring using continuity check
« Neighbor discoveryand health check protocol

» Path discovery and fault verification using linktrace
+ Similar to [P traceroute

» Fault isolation using a loopback protocol
+ Similar to IP ping

* Frame delay measurement
+ Definedin Y.1731 using vendor specific TLVs

CFM Features

The slide lists the CFM features that an MX Series 3D Universal Edge Router supports.
Other features defined in Y.1731 are not yet supported (such as AIS).

s

éhapter 7-18 + Ethernet OAM JU n ] per

NETWORKS




Junos Service Provider Switching

Maintenance Domains

= An end-to-end network is broken up into maintenance
domains:

¢ Fach maintenance domain is assigned a level (0 to 7)
« Assignmentof the level is based on hierarchy—the outermost
domain must be higher than the innermostdomain

Customer Operator 1 Bridges Operator 2 Bridges
Bridge

Customer
Bridge

Customer Domain
Level 4 «'ﬁé%m : R R
) Service Provider Domain ~
Level 2 e R

’ Operatar 1 Domain ‘ Operator 2 Domain

Maintenance Domains

CFM operates in a layered environment. As you wiil see on the next few slides, this
layering allows end-to-end OAM functionality without having to expose all of the details
of the service provider network to the customer. Each layer of the CFM network is
assigned a maintenance domain ID and a level. A level can be in the range of 0 to 7.
Level 5 through Level 7 are reserved for customers, Level 3 and Levei 4 are reserved
for providers, and Level O through Level 2 are reserved for operators. An operator level
maintenance domain represents a subset of the provider network. Besides hiding the
details of the network from the upper-level maintenance domains, this layering allows
for quicker fault detection in the network because a fault detected in the Operator 1
maintenance domain actually eliminates the need to troubleshoot devices in the
Operator 2 maintenance domain.
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Mainlenance Point

= Amaintenance point is a port on a bridge:

* Three types
 Maintenance association endpoint—at the edge of a domain
* Maintenance association intermediate point—internal to a domain
» Transparent point—does not respond to CFM messages
« Amaintenance point can be a certain type in one domain
and another type in another domain

Customer Customer
Bridge Operator 1 Bridges Operator 2 Bridges

‘e a— ] o ” 7

kR B s
Lavel5 MEe i

Mip MIP

Levei4
Level 2

Maintenance Points

A maintenance point is a port or interface on a switch. Three possible types of
maintenance points might be present in a maintenance domain. A maintenance
domain has at least two maintenance endpoints (MEPs). MEPs are interfaces found at
the edge of the maintenance domain. A MEP forms a relationship with a single MEP or
several MEPs that are in the same maintenance domain, and level, and that protect
the same Ethernet virtual circuit (EVC) (also called a maintenance association). A MEP
forms a relationship with a single MEP when protecting an Ethernet Line (E-Line) EVC
and forms relationships with multiple MEPs when protecting an Ethernet LAN (E-LAN)
EVC. Among other things, MEPs exchange CC messages with each other to ensure that
the path between them is up and available.

Ancther type of maintenance point is a maintenance intermediate point (MIP). MIPs
are completely optional. MIPs are used to expose some of the network at a lower
maintenance domain level to an upper level. For example, consider the diagram where
MIP functionality was configured on the Level 4 MEPs. A linktrace from the customer
bridge on the left side of the diagram at Level 5 shows three hops to the customer
bridge on the right side. The two MIPs that were configured at Level 4 and the final
MEP at Level 5 respond to the linktrace message. MIPs respond only to CFM
messages that were received from a MEP at one higher level than their own. The final
type of maintenance point is a transparent point. A transparent point is not configured
for CFM messages and simply forwards them as regular data traffic.
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Maintenance Polnt Roles

= Each maintenance point has a role to perform:

* The goal is to maintain the integrity of each domain while
still providing each domain with enough information to
isolate faults

Initiate CFM Yes No No
messages

Respond to Yes Yes No
loopback and
linktrace
messages

Track CC Yes Yes No
messages i

Maintenance Point Roles

The slide shows the roles that each type of maintenance point plays in a CFM network.
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MEP
= A MEP forms a neighbor relationship with other MEPs in
the same domain with the exchange of CC messages

* Two types of MEPs:
* Down MEP—A MEP (interface) that faces a neighboring down MEP
* Up MEP-A MEP (interface) that faces away from a neighboring up MEP
* To become neighbors, two MEPs must be configured with the
same maintenance domain, maintenance association. level,
and direction

Customer Customer
Bridge Operator 1 Bridges Operator 2 Bridgss Bridge

. Down'?
Levelb MEP |8

Leveal4

Level 2

MEP-to-MEP Relationship

Once a MEP is configured, it attempts to form a neighbor relationship with other MEPs
that have are similarly configured. The relationship establishes by means of the
exchange of CC messages. Each MEP is configured with a MEP ID (a number). The
MEP ID must be unique among all MEPs in the network. Each MEP also is configured
with a direction—either up or down. A down MEP expects to find neighboring MEPs
downstream. An up MEP expects to find neighboring MEPs upstream. To become
neighbors, two MEPs must be configured with the same maintenance domain,
maintenance association, level, and direction. This data is carried in each CFM
message.
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GFM Messages

Destination ; Source y Data Frame
MAC MAC |Vl per i Check
Address  { Address {Tivs) Sequence

Bestination Address = 81-86-C2-00-00-3y

= The Opcode specifies the type of message:

* As defined in IEEE 802.1ag
+ Continuity check
+ Loopbackreply
+ Loopback message
» Linktrace reply
« Linktrace message

¢ ITU-TY.1731 specifies others (AlS, RDI, APS, and so on)

CFM Messages

The slide shows the format of a CFM message. IEEE 802.1ag defines five types of
messages, as shown on the slide. CC and linktrace messages are sent to a multicast
destination address. The same specification has reserved a set of type, length, and
values (TLVs) to allow for the future expansion of the CFM protocol. The ITU-T uses
some of these extended TLVs to allow for Ethernet frame delay measurement, remote
defect indications, and more. Note that the last four bits of the destination address
represent the level of the sending MEP as well as the type of message. Ify equal 0-7,
then the message is a CC message destined to the appropriate level. If y = 8-F, then
the message is a linktrace message destined for Levels 0-7, respectively. CFM
messages are also encapsulated with the virtual LAN (VLAN) tag of the EVC that is
being protected.
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Continuity Check
= AMEP sends CC messages at regular intervals:
*» The interval is configurable to 100 ms, 10 ms, 1s, 1 m, or10m

+ Contains several values
* Maintenance domain ID
» Level
* Maintenance association 1D
* MEP ID (unique among MEPs)
* CC messages are multicast
+ MEPs only act upon them in the same level
* Loss of three consecutive CC messages is a failure (by default)

Customer | CC Messages : _— H CC Messages
Bridge Operator 1 Bridges Operator 2 Bridges

= ==

(s e = g =

Down : Oown
level 5 NigP MWMEP

! Customer

CC Messages

The slide shows the details of CC messages. The remote MEP considers the loss of
three CC messages a failure by default. This loss threshold is configurable.

.
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Loopback Protocol

= Loopback protocol: .
* Loopback initiator sends a loopback request
» Sentto a specific MAC address
» | popbacKk responder sends a loopback response message

* Alack of received loopback response message by the
initiator allows an administrator to determine whether a
problem exists in the network

2

Loopback REQUEST  iussmemrmsmeressude

Customer S { cOPbACK ReSpORSE | CUStOMer
Bridge A Bridge
(Initiator) QOperator 1 Bridges Operator 2 Bridges

(Responder)

00WN el imaeminsrmmyoosmace
Level5 " <@

Loopback Protocol

The slide shows the details of the loopback protocol. The loopback protocol is similar

to ping in IR,
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Linkirace Protocol

= The administrator initiates the linktrace protocol:

* The linktrace initiator sends a linktrace message
+ Sentto a specific MAC address

* Each of the maintenance points along the path forwards the
original linktrace message to the destination MAC address
and also sends a linktrace reply listing their own MAC

addresses
-+ Responding bridges are configured at the same level as the initiator
i  Linktrace Message »
< { |inkirace Response |
*—-—-——{ Linktrace Responss i
Cuspmer 4—-—-§'Link§race Response i Customer
Bridge Bridge
(nitiator) Operator 2 Bridges (Responder)
~ m—; & c

Linktrace Protocol

The slide shows the details of the linktrace protocol. The linkitrace protocol is similar to
the traceroute function in IP.

o
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Frame Dalay Measurement

s The administrator initiates frame delay measurements:
* The initiator sends the delay measurement message

» The delay measurement responder sends a delay
measurementreply message

» The initiator calculates the two-way delay
+ (Time reply received) - (Time message sent) = Delay

i Delay Measurement MeSSape Immmmmma:

Customer
Bridge
(Initiator)

G Dglay Measurement Reply | Customer

; Bridge
Operator 2 Bridges (Resporder)

Operator 1 Bridges

I I I I I R T —S~,
levelb NEP % : 2 o oA

Frame Delay Measurement

Two types of delay tests exist: one-way and two-way. An MX Series router uses
hardware-assisted timestamping. When an administrator initiates a one-way frame
delay test, a delay measurement message is sent {o the remote MEP. The delay
measurement message contains a timestamp. The remote MEP then calculates the
delay from the time the frame was sent to the time it arrived. For the measurement to
be accurate, both devices must have their clocks synchronized. A two-way test does
not require the two devices o have their clocks synchronized. The slide shows the
details of a iwo-way frame delay test.
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Agenda: Ethernet OAM

2 OAM Overview
a | FM
#= CFM

= Configuring and Monitoring Ethernet OAM

Configuring and Monitoring Ethernet OAM
The slide highlights the topic we discuss next.

=
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LFM Configuration
w | FM settings

172.22.100.0/24

2

{edit protocols oam ethernet link-fault-
management]
lab@mx2# show

g=-1/3/6

Ifa cartain numbsr of POUs ars
missed (pcdu-thrsghiolkD ths interface

|action-profile lexample {
event {
link-adjacency-loss;

}
action {
link-down;
}
} o
interface ge-1/3/6 { e

apply~-action~profile ewsafiple;

3 s e
pdu-inte rval[ 100; # MM_,,‘,,/M

IR Co

pdu—thresholdtlo; ST

negotiation-options {

1ink-discovery|active; .+ By

i pLtin ink-gdown etats,

/,é PDUsare sentawvary L0 me. §

Ths i bar of migeed PDUs
bistora the pesr 1o declared et

: Allowsa remots pssrtoplase the

lallow-remote-loopbacky

LFM Settings

The slide shows some of the typical LFM configuration settings.

Incatintartacein looplack.
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Aclion Profile

= Use action profiles to specify how a switch should
react to certain events:

+ Critical Events cause the interface to go into link-down state
automatically

[edit protocols ocam ethernet link-fault-management]}

lab@mxl# set action-profile example event ?

Possible completions:

+ apply-groups Groups from which te inherit configuration data

+ apply-groups-except Don't inherit configuration data from these groups
link-adjacency-loss Loss of adjacency with OAM peer

> link-event-rate
protocol~down Upper layer indication on protocol down

lab@mx1¥ set action-profile example action ?

Possible completions:

+ apply-groups Groups from which to inherit configuration data

+ apply-groups—-except Don't ipherit configuration data from these groups
link-down Mark the interface down for transit traffic
send-critical-event Start sending OAM PDUs with critical event bit set
syslog Generate syslog message

Action Profiles

An action profile allows you to configure how the switch should react to certain events.
You configure a profile for the following events:

1. link-adjacency~loss: Occurs when CC messages are no longer
being received from the remote peer.

2. link-event-rate: Allows you to specify a rate of receiving different
types of event messages that cause an action to take place.

3. protocol-down: Aliows the MEP to monitor when maintenance
associations at higher levels go down.

The slide shows the actions you can take when the events specified in the action
profile occur.

5
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m Display the status of LFM with the show oam
ethernet link-fault-management command

172.22.100.0/24 2
e-1/3/6 [

MX2

lab@mx1> show oam ethernet link-fault-management
Interface: ge-1/3/6

status: Runnhing, Piscovery state: Send Any

Peer address: 00:22:83:75:cc:8a

Flags :Remote-Stable Remote-State-valid Local-Stable 0x50

Remote entity information:
Remote MUX action: forwarding, Remote parser action: forwarding
Discovery mode: active, Unidirectional mode: unsupported
Remote loopback mode: supported, Link events: supported
variable requests: unsupported

LFM Status

Use the show ocam ethernet link-fault-management command to
determine the status of the interfaces running LFM. The output shows the peer's MAC
address, the state of the relationship with that peer, and the capabilities of the peer.

p
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Remotle Loop

m Set a loop on the remote peer by adding the
remote-loopback statement to the configuration

RBEY | 172.22.100.0/24 2 ‘;ﬁ
e 1/3/6 €61/3/6 <Pim—tn]

MX1 . Mx2
fedit proteocels oam ethernet}

lab@mx1# show
link-fault-management |
interface ge-1/3/6 {
pdu~interval 100;
link-discovery active;
pdu-threshold 10:
{remote-Toopback:;]

}
}

1ab@mx2> show cam ethearnet link~-fault-management
Interface: ge-1/3/6
Status: Running, Discovery state: Send Any
Peer address: 00:21:59:01:94:8a
Flags: Remote-Stable Remote-State-valid Local-Stahle 0x50

jRemote loopback status: Enabled on local port, Disabled on peec port |

Setting a Remote Loop

In the example on the slide, MX1 is configured to send a loopback message to MX2 so
that MX2 externally loops its ge-1/3/6 interface. Once MX1's configuration is
committed, the loopback message travels to MX2. Looking at MX2's command output,
you can see that the local interface was placed in a loop.

e
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Testing the Looped Clrouit
= Send pings from MX1 to MX2;

* Success appears at TTL expirations

* A static Address Resolution Protocol entry is necessary
1 172.22.1000/24 2 S

Sririerreiervamiiot ge—1/3/6 ge-1/3/6
Mxa

¥

lab@mx1> show interfaces ge-1/3/6 | match hardware
Current address: 00:21:59:01:94:8a, Hardware address: 00:21:59:01:94:8a

{edit interfaces ge-1/3/6 unit 0 family inet]
lab@mx1l# set addreas 172.22.100.1/24 arp 172.22.100.2 mac 00:21:59:01:94:8a

lab@mx1l> ping 172.22.100.2
PING 172.22.100.2 (172.22.100.2): 36 data bytes
36 bytes from 1?2.22.100.1:F§1me to live exceeded |
Vr HL TOS Len iD Flg off I7TL Pro c¢ks src Dst
4 5 0D 00s4 f7e7 8 9000 01 01 al%l 172.22.100.1 172.22.100.2

36 bytes from 172.22.100.1: Time to live exceeded
Vr HL TOS Len ID Flg off TTL Pro cks Src Dst

4 5 08 0054 f7eb 0 0080 01 01 alBd 172.22.100.1 172.22.109.2
--- 172.22.100.2 ping statistics ---

2 packets transmitted, 0 packets received, 100% packet loss

Testing the Looped Circuit

The slide shows the steps necessary to generate ping traffic across the looped circuit.
A successful test of the link comes in the form of TTL expiration messages. The
time-to-live (TTL) expirations show that the pings were successfully transmitted,
received, and looped through the network until the TTL finally expired on the Internet
Control Message Protocol (ICMP) packets.
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CFM Configuration—Customer Bridge

fedit protocels ocam ethernet commectivity-fault-—

= Remote MEP must  pemgenens

action-profils evecl-profile {

be configured vere {
. . adjescency-loss;
similarly to the ) ceion |
interface~down;
local MEP: .
s Remote MEP must ~ ™iaars, men oremes f
' maintenancs~associetion svel |
have the same somtimid ty-cheok {
interva ms;
maintenance domain, Yoo
i interface ge-1/3/6. vian 3
Mmaintenance di:wf;%m guwm?’ 6.116 vlen 116
association, interval, O P
and 1evel sction~profile evcl-profile;
Customer Customer
Bridge ge-1/3/6.116 Provider Bridges

Bridge

= q MEFID= 106 [

[VLAN 126

Down MEP Configuration

Any given MEP must be configured with a named maintenance domain, a level, a
named maintenance association, a unique MEP ID, a direction, and a remote MIP ID
{autodiscovery can be used as well). Also, a CC message interval must be specified to
begin the neighbor discovery process and monitoring of the end-to-end EVC. The slide
also shows how to apply an action profile to a remote MEP. You cannot apply an action
profile when using autodiscovery.

.
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CFM Configuration—Provider Bridge
ey =

m You configure a provider edge bridge as a MEP and

[edit protocols oam ethernet connectivity-fault-management}

also as a MIP: lab@switch2# show

maintenance-domain provider |{

°ltactsas a Level 4;
maintenance-association evcl {
M |P On]y fO I continuity-check (
interval 100ms;
level ;
mip~half~function default;
(level 4 + 1) mep 102 (
interface ge-1/3/6.116 vian 116;

direction up;
auto-discovery;

Cus;omer Customer

Bridge £1/3/6.116 Bridgo
] _VLAN116 ¢ k: s

MEP ID = 102

Provider Bridges
: i

Down
Level 5 MEP

tevel4

Up MEP Configuration

The slide shows a typical configuration of an up MEP. To allow for an up MEP to also
act as a MIP for a higher level, simply add the mip-half-function default

statement to the configuration.
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Displaying 8tatus of CFM

# Show information related to CFM

1} ab@switchl> show cam ethernat connectivity-fault-management 2
Possible completions:

delay~statistics Show Ethernet OAM maintenance endpoint delay statistics information
forwarding-state Show Ethernet OAM forwarding state for received packets
interfaces Show Ethernet OAM information for interface
mep~database show Ethernet OAM maintenance endpoint database information
. mep-~statistics Show Ethernet OAM maintenance endpoint statistics information
mip Display MIP information
path-database Display the linktrace path-database for a remote host
policer Show Ethernet OAM policer information

Status of CFM

The slide shows all of the possible troubleshooting commands that you can use for
CFM.

s
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Yarifying Continuity

= View the status of the switch's MEP-neighbor
relationships

1ab@switch2> show cam ethernet connectiwvity-fault-management interfaces ge-1/3/6.116 vian 116

Interfece Dink Status Level MEP Neighbors
TIdentifier
ge-1/3/6.116 Up Active 4 102 1

inb@ayitchZ> show cam ethernet connectivity-fault-management interfaces ge-1/3/6.116 vian 116 extensive
Interface nane: ge-1/3/6.116, vlan 116, Interface status: Active, Link stacus: Up
laintenance domain neme: provider, Format: string, Leval: 4
Haintenance agscciation name: evcl, Fomwat: string
Continuity-check stactus: enebled, Interval: 100ms, Loss-threshold: 3 fromes
- Ingerface stacus TLV: none, Port stacuz2 TLV: nong

- HEP identifier: 102, Direccion: up, HAC addrass: 00:22:83:7S:cc:Ba
REP status: running
. bDefecta:
- Remote HEP not receiving CCH : no
- Erronecus CCH received T no
Crogs~connect CCH received 3 ne
. RDI sent by some HEP i no
— Some vemate MEP'g HAC in exror state 1 no
Staciscica:

Remate HEP count: 1
Identifier HAC address State Interface
108 00:21:59:ad:£4:8a ak ge-1/3/5.116

- CC Status

- Use the show oam ethernet connectivity-fault-management
% interface command to determine the status of a MEP's relationship with a remote
MEP.

Ve S

s
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CFM Loopback

" Use the ping ethernet command to initiate a
CFM loopback test

* Specify the remote MEP by MEP ID or MAC address

lab@switchl> ping ethernct maintenance-damain customer maintenance-assoclation evcl mep 106
PING to UD:ZZ:BS:SO:EG:B&, Interface ge~1/3/6.116

68 bytes from. 00:22:83:30:2c:8a: lbm seqe=0

68 bytes from 00:22:83;30:£c:8a2 lbm_seq=1

68 hytea. from UD:ZZ:&a:;O:tc:Ga:-lhm_aeq-z

6B bytes from 00:22:83:30:fc:8a: lbm_seq=3

--- ping staciscica --——

4 packets transmitted, 4 packecs received, O% packet ioss

lab@svicchl> ping ethernet mainhcnance—duﬁain custamer maintenance-assoociation evol DO:ZZ:BE:HD:;o:Ua
PING to 00:22:83:30:fc:8a, Interface-ge~1/3/6.116

68 byces from D0:22:83:30:%c:Ba: lbm. seqe4

68 bytes from 0D:22:83:30:fc:Ba: 1bm. seq=5

68 bytes from 00:22:83:30:fc:8a: lbm._seq=6

68.bytes from 00:22:83:30:%C:8a: lbm_seq=?

==~ ping scatiscics ---

4 packets transmitted, 4 packets received, 0% packet loas

Customer Customer
Bridge. gea/6.115 Provider Bridges Bridge
OB L AN 116 SRR Fmney PSR oo
AR MEP (D = 101 MERID =108  {HFRTTS
C DOWN Lot e . -— L
Level5 MEP ;

™ MEP

Level4

CFM Loopback

The slide shows how to perform a loopback test with the ping ethernet
command.

(S

6hapter 7-38 + Ethernet OAM _J U n l per

NETWORKS




Junos Service Provi der Switching

CFM Linkirace

® Use the traceroute ethernet command to
initiate a CFM linktrace test
 Intermediary MIPs respond along with the remote MEP

lab@awitchl> traceroute ethernet maintenance-domain ocustomer maintenance-assaciation evel mep 106
Linktrace to 00:22:83:30: fc:Be, Interfece : ge-1/3/6.116
Meintenance Damaln: customer, Level: S
taintenance Assaciation: evel, hLocal Mep: 101
Transaction Identifier: 1

Hop ko Source MAC eddress Next-hop MAC address
a 1 63 00:22:83:75:¢cc:8ua 00:22:83:75:¢cc:89
2 62 00:21:59:ad: £4:89 00:21:59:ad:f4:9a
- 3 61 00:22:83:30: fc:Ba 00:00:00:00:00:00
s
- Customer Custorner
, Bridge  ge1/3/6116 Bridges

LVLAN 116
&P 1D =101

FTAEP D = 108 |

Dovin i
tevel B MEP

Level 4

‘ Linktrace

-’ To perform a CFM linktrace to a remote MEP, issue the traceroute ethernet
% command. Note that any MIPs configured at Level 4 also respond to the linktrace
W message initiated by a Level 5 MEP.
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CFM Frame Delay Measurement

» Use the monitor ethernet delay-measurement
command to initiate a CFM frame delay test

leb@svitchi> monitor eth t_ delay- ement ‘maint in t maint iation
evel mep 106 two-way
Tue-vay ETH~DH- request to 90:22:83:30:fc:8a, Interface ge-1/3/6.116
DHR received from 00;22:83:30:fc:Ba Dalay: 232 usec Delay variation: 0 usec
DHR received from uq:zz:aa:su:rc:a‘a Delay: 201 usec Delay variation: 31 usec
DAR !:ecerived from 00:22:83:30:fc:8a Delay: 187 usec Delay variation: 14 usec
DHR received from 00:22:83:30:fc:8a Deélay: 180 usec Delay variation: 7 usec
" DHR received from 00:22:83:30:fc:8a Delay: 197 usec Delay variation: 17 usec
DHR received from 00;22:83:30:£5:8a ‘Delay: 178 usec Delay variation: 19.usec
DHR received from QQ:22:83:30:fc:8a Delay: 199 usec Delay vaziation: 21 ugec
DHR received from 00:22:83:30:fc:Ba Delay: 163 usec Delay veriation: 36 usec
DHR received from 00:22:83:30:fc:B8a Delay: 193 usec Dalay variation: 30 usec
DHER received from 00:22:83:30:fc:Ba Delay: 179 usec Delay variation: 14 usec

--— Delay measurement stacistics —-—-

Packets transmitted: 10, Valid packets received: 10
Average delay: 190 usec, Average delay variation: i8 usec
Best case delay: 163 usec, Vorst case delay: 232 usec

Customer Customer

Bridge  gea/3/8.116 Provider Bridges Bridge
> ; umwey | -
MEP 1D = 201 ' s MEPID = 108 _
Down

Levels Down

Frame Delay Measurement

The slide shows how to use the monitor ethernet delay-measurement
command to test the frame delay between MEPs.

s
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aview Brame Delay 5tatisti
Raview Frame Delay Giatlistics
= The switch maintains a record of previous frame
delay measurements
lab@switchl> show oam ethernet commectivity-faulbt-managemont mep-statistics maintenance-
domain customer maintenance-association evcl
Delay measurement statistics:
Index One-way delay Two-wey delay
(usec) (usec)
1 191
2 189
3 182
4 185
5 173
3] 160
7 189
- a 184
g 182
10 205
- 11 232
’ 12 201
N 13 187
- 14 180
15 197
16 178
17 199
18 163
19 193
20 179
Averags two~way delay : 187 usgec
Average two-way deley varistion: 15 usec
Best case two-way delay : 160 usec
Vioxrst case two-way delay : 232 usgec

Save Frame Delay Measurements

- To go back and look at historical frame delay measurements, issue the show oam
5\ ethernet connectivity-fault-management mep-statistics

. command.
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Summary

= |n this chapter, we:
* Explained typical OAM features
* Described the basic operation of LFM
* Described the basic operation of CFM
» Configured and monitored Ethernet OAM

This Chapter Discussed:

. Typical OAM features;
. The basic operation of LFM;
. The basic operation of CFM; and

. Configuration and monitoring of Ethernet OAM.

o
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bt " ] 255 o ,exs*‘?? e
Revisw Questions

.

1. Which Ethernet OAM protocol allgws.for‘s‘étting a
loop on a remote switch's interface?

2. What is the difference between an up MEP and a
down MEP?

3. What must be true for a MIP to respond to a
linktrace message?

Review Questions
1.
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Lab 5: Ethernet OAM

= Configure LFM.
= Configure CFM.

Lab 5: Ethernet OAM

The slide provides the objectives for this lab.

2"
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Chapter Objectives

= After successfully completing this chapter, you will be
able to:

* Explain Ethernet Ring Protection
» Configure and monitor Ethernet Ring Protection

This Chapter Discusses:

. Ethernet Ring Protection (ERP); and

. Configuration and monitoring of ERP.

[
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B P e 2 7 . Ty iy 1 AN P
Agenda: Ethemel Ring Protaeclion

—>ERP Overview
= Configuring and Monitoring ERP

ERP Overview

The slide lists the topics we cover in this chapter. We discuss the highlighted topic
first.
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ERP
" ERPis defined in ITU-T G.8032;

* Designed to provide sub-50 ms, loop-free protection to an
Ethernet network

* Ethernet network must be in a ring topology

* Because of the faster failover times, ERP can replace
spanning tree protocols on the ring

* Works best in conjunction with conrnectivity fault
management—especially on copper links d

Mx240

ERP

Defined in the International Telecommunication Union Telecommunication
Standardization (ITU-T) G.8032 recommendation, ERP provides highly reliable, stable,
and loop-free protection for Ethernet ring topologies. ERP is a solution for an Ethernet
ring where each ring node (switch) connects to two adjacent nodes, participating in
the same ring, using two independent links. The minimum number of nodes on a ring
is two. Because ERP can provide sub-50 ms, loop-free protection for a ring topology, it
can viably replace any spanning tree protocol on the ring. Using an Ethernet fiber ring
of less the 1200 km and less than 16 nodes, the switch completion time at the time of
failure should be less than 50 ms. Copper links can also be used, but we recommend
that you use connectivity fault management (CFM) to help detect failures between
nodes.

o
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Ring Proteciicn Linl
= A single link acts as the RPL for the ring:
» The RPL-owner node controls the RPL
s During normal operation, the RPL-owner node places the
RPLin a blocked state to prevent a loop in the ring topology
* When a link failure occurs on the ring, the RPL-owner node

places the RPLin a forwarding state

« Whenthe failed link is repaired. the Junos operating system acts in
a revertive manner and the RPL owner places the RPL in a blocking

: state RPL Owner , ,
. MX240 ;,wé FPRL{Blocksd Statain Hormal Opsration’ %

Ring Protection Link

To protect the Ethernet ring, a single link between two nodes acts as the ring
protection link (RPL) on the ring. One of the adjacent nodes, which is referred to as the
RPL owner, controls the state of the RPL. During normal operation with no failures
(idle state), the RPL owner places the RPL in the blocking state, which resulis in a
loop-free topology. If a link failure occurs somewhere on the ring, the RPL owner
places the RPL in a forwarding state until the failed link is repaired. Once the failed
link is repaired, the Junos operating system acts in a revertive manner, returning the
RPL 1o the blocking state.
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Node Types

a RPl-owner node:
» Controls the state of the RPL
» Initiates Ring Automatic Protection Switching messages

= Normal node:
* All other nodes on the ring with no special role
* Configured to listen to and forward APS messages
» Generate R-APS messages when a local link failure occurs

RPLOwner
Mx24g /”’j RPL{Blocked Stats) |

MX24(]

RPL-Owner Node

The RPL owner controls the state of the RPL. During the idle state, it is the only node
that sends periodic Ring Automatic Protection Switching (R-APS) messages to notify
the other nodes about the state of the RPL. The next few slides discuss the details of
the Automatic Protection Switching (APS) protocol and R-APS messages.

Normali Node

A normal node is any other node on the ring besides the RPL owner. It listens to and
forwards R-APS messages. Also, if a local ring link failure occurs, a normal node
signals all other nodes that the failure has occurred using R-APS messages.

e
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APS Protocol

: Destination { Source . Frame
YT RN TS vl o Data | Check
Address ; Address ;Sequence

o

Destination Address = 01-39-A7-00-00-01

= APS coordinates the protection actions over the ring:

* Requires a dedicated channel {(a VLAN) to deliver R-APS
messages between nodes

+ Asingle VLAN is chosen to send and receive R-APS messages;
however. all VLANs on the trunk are affected by the APS algorithm

s UUses CFM frame format

+ Opcode = 40 (R-APS)
* Flags=0

APS

To coordinate the effort of protecting the Ethernet ring, each node participates in the
APS. Each of the two ports on each node must be configured for a dedicated channel—
a virtual LAN (VLAN) or a bridge domain—to communicate using the APS protocol.
Although the APS protocol uses a single VLAN to communicate, the changes in the
forwarding state of interfaces that occur as a result of the exchange of R-APS
messages affect the entire port of a node (all VLANs). ITU-T G.8032 specifies the use
of the CFM frame format as described in the Operation, Administration, and
Maintenance (OAM) chapter of this course. To allow differentiation between an R-APS
message from a CFM message, an R-APS message uses a destination address of
01-19-A7-00-00-01, as well as an opcode of 40.
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APS Frame Data Fields

Cestination] Source VLAM | Type/ | CFM Frame
MAC WMAC TAG |Lleneth!Header Data Check
Address | Address’ = eacer : Sequence.

Destination Address = 01-1947—00-000

= R-APS-specific data fields i
* Request/State (4 bits) ‘

« Request/State = 1011 represents signal fail

+ Request/State = 0000 represents no":r'equest
* RPL Blocked (1. bit)

* RPL Blocked = 1 representsthe RPLis blocked

* RPLBlocked = O representsthe RPLis unblocked

* Do not flush (1 bit)
* Node ID {MAC address of the node, informational only)

nhclude the following fields:

R-APS Data Fields

Currently, APS has no specified type, length, and values (TLVs). The slide shows the
data fields found in an R-APS message. The following list describes each data field:

. Request/State (4 bits): Currently only two values are defined. A value of
0000 is used when a node wants to signal that it detects no failure on
the ring (No request). A value of 1011 is used when a node wants to
signal that an interface has failed (Signal Fail state).

. Reserved 1 (4 bits): This value is always 0000. This field is reserved for
future use.

. RPL Blocked (1 bit). Usage for this field is shown on the slide. Only the
RPL owner can signal RPL Blocked.

. Status Reserved (6 bits): This value is always 000000. This field is
reserved for future use.

. Node ID (6 octets): This field is a MAC address unique to the ring node.

. Reserved 2 (24 octets): This value is all zeros. This field is reserved for
future use.

"
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APS=ldle Stale (Normal Operation)

= RPL-owner node places RPL in the blocked state:

* RPL owner (Node A) sends R-APS messages out of all ports
every 5 seconds
+ Request/State = No request
» Do not flush = 0 (Flush)
« RPLBlocked = 1 (RPLis blocked)
» All other switches place ring ports in the unblocked state
1 FPL{BRwked State) f

RPLOwner
R-APS Message NodeA /  R-APS Message

ldle State

When no failures occur on the Ethernet ring, all nodes are in the idle state. During the
idle state, the RPL owner places the RPL in a blocking state. Also, the RPL owner
sends periodic (every 5 seconds) R-APS messages that signal that no failure is
present on the ring (Request/State =no request), that all switches should flush their
MAC tabies (Do not flush = 0), and that the RPL is currently blocked (RPL Blocked = 1).
All other switches flush their MAC tables once (on the first received R-APS message)
while unblocking both of their ring ports.
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APS=8ignal Failure (1 of 2)
= Signal failure:

* Occurs when a failure is detected on an unblocked ring link
(CFM failure detection, and so on)
* Node B and Node C:
» Wait for hold interval to expire (default 0)
« Switch from idle state to protection state
« Block failed ports and flush MAC tables

+ Sendthree R-APS messagesin the first 10 ms followed by one
every 5 seconds (Request/State = signal fail: Do not flush = 0) untit
signal failed condition clears

RPLOwner //“”"} RPL{Elccker! State) i
NodeA .
RABS Message /—"‘—’ £
— == -

S B

R-APS Message

Signal Failure: Part 1

A signal failure occurs when a node detects a failure on a ring port. In the example,
Node B and Node C detect a failure on the link between them. The Junos 0S does not
currently support hold interval. In other words, Node B and Node C react immediately
to the failed link. The nodes switch from the idle state to the protection state, block
the failed ports, flush their MAC table, and signa! to all the other nodes that a signal
failure has occurred using R-APS messages. The R-APS messages tell the other nodes
that a failure has occurred (Request/State = signal fail) and that the nodes should
flush their MAC tables (Do not flush= 0). Node B and Node C continually send R-APS
messages every 5 seconds until the signal failure condition clears.

2
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APE=Gignal Fallure (2 of 2)

= Signal failure (contd.):

* All switches except Node B and Node C;

- Switch from the idle state to the protection state

» Flush MAC tables and stop sending R-APS messages
* RPL owner (Node A).

» Unblocks RPL

+ Listens for subsequent R-APS messages from Node C and Node D
(subsequentsignal fail R-APS messages do nof re-trigger flushes)

H

REL Owiner /vwg RPLILINblocksd Stats) i

Naodi

R-APS Message

Signal Failure: Part 2

Upon receiving the signal fail R-APS messages from Node B and Node C, all other
nodes (including the RPL owner) switch to the protection state, flush their MAC tables,
and stop sending R-APS messages. The RPL owner unblocks the RPL and listens for
subsequent R-APS message from Node A and Node B.
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esioration{l of 2)

= Sighal fail condition clears on the link between
Node B and Node C

* Node B and Node C:
* Continue to block the previously failed link

» Send no request R-APS messages (Request/State = no request: Do
notflush = 1) and continue until they receive an R-APS message
from Node A

PLOWner 1 RPLiUNblocked State) |
Node A

R-APS Messape B

Node 8 % =g Nade D

Blocked
Node G "
=
- Blocked R-APS Message

Restoration of a Failed Link: Part 1

When the failure is repaired between Node B and Node C, they begin sending out new
R-APS messages. The R-APS messages tell the other nodes that the failure (Request/
State = no request) is no longer present and that they should not flush their MAC
tables (Do not flush = 1). Node B and Node C keep the previously failed ports in the
blocked state (preventing a loop) until they receive R-APS messages from Node A as
described in the following slide.

2
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APS=Restoration{2 of 2)

= Signal fail condition clears on the link between

Node B and Node C (contd.)

» Node A (after receiving no request R-APS messages):
« Waits for the restore timer to expire (defaultis 5 minutes)
+ Blocks RPL and transmits a R-APS message (Request/State = no
request; RPL Blocked = 1, Do not flush = O)
+ All other switches flush their MAC tables and unblock any blocked
ring ports
» All switches change from the protection state to the idle state

| RPLiBlocked Site |

RPLOwner
R-APS Messags NodeA = R-APS Message

Unblocked

Restoration of Failed Link: Part 2

Upon receiving the no request R-APS messages from Node B and Node C, Node A
starts a restore timer. The default is 5 minutes. You can configure the restore timer in
1-minute steps between 5 and 12 minutes. Once the restore timer expires, Node A
blocks the RPL and transmits RPS messages that signal to the other nodes that no
failure is present on the ring (Request/State = no request), that the RPL has been
blocked (RPL Blocked = 1), and that the other nodes should flush their MAC tables (Do
not flush = 0). Once they receive the R-APS messages from Node A, the other nodes
flush their MAC tables and unblock any ring ports that had been blocked. At this point,
all switches will be in the idle state.
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Agenda: Ethernet Ring Protection

a FRP Overview
> Configuring and Monitoring ERP

Configuring and Monitoring ERP

The slide highlights the topic we discuss next.

s
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ERP Configuration

a Configuration options

protection-group {

) &

{

Y

guard—~interval numbex;
hold-interval number;
restore~interval number;
ethernet-ring ring-name (
east-interface {
ring-protection-link-end;
control~channel channel-name {
vlan number;
}
}
guard-interval number;
hold-interval number:
node-id mac-address:
restore~interval number:
ring-protection-link-owner;
west-interface {
control-channel channel-name {
vian number:

ERP Configuration Options

The slide shows all of the options available when configuring ERP. You must configure
an east-interface and a west~interface. You need not configure the two
interfaces in any specific order. You can specify global or ring-specific versions of the
three intervals (timers) for ERP:

° guard-interval {disabled by defauit); Configurable in 10 ms
intervals from 10 ms to 2000 ms. it is used to prevent a node from
receiving outdated R-APS messages. Once an R-APS message is
received, the guard timer starts. Any R-APS messages that arrive before
the expiration of the guard timer drop.

° hold-interval: We described this interval on the previous slides.

° restore-interval: We described this interval on the previous slides.

Juniper
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ERP Configuration-

u NOde A Configu ration lab@nodeA# show protocols prokection-
group
[edit) ethernet-ring pglDQ {
lab@nodeaf show intexfaces ring-protection-link-ocwner;
ge-1/0/0 { sast-intarface (
unit 9 { control~channel {
family br;-dge ( “ . ge~1/3/6.0;
interface-rmode brunk; 3. o
vlan-id-list 100; } vien 108;
- )
ge Iﬁ:;’.: 0{ ‘ west-interface {
family hridge | contro:cgagng-} {
interface-mode trunk; ge-1/0/0.0;
vlan~id-list 100; ) vlan 100;
- ring-protection-link-end;
[edit} }

Llab@nodea# show bridge-domains
bd {
vlian~id 100;

Pl Owner

[edit]

RPL Owner

RPL Owner Configuration

The slide shows a typical configuration for the RPL owner node. First, you must
configure the two interfaces that participate in the Ethernet ring for the APS channel
(VLAN and bridge domain). In this case, VLAN 100 is used as the communication
channel between nodes. Configure ERP under [edit protocols
protection-group]. The following are a few things to note about the ERP
configuration for the RPL owner:

You must configure the RPL owner node specifically as the
ring-protection-link-owner;

The interfaces are interchangeable with regard to selecting them to act
asthe west-interface and east-interface as long as you
specify one of them as being the ring-protection-1link-end; and

For trunk-mode interfaces, you must also specify the VLAN.

E:hapter 8-16 « Ethernet Ring Protection _JU n lp e r

NETWORKS




)&

Junos Service Provider Switching

ERP Configurall

fedit]
lob@nodeBl shaw intexfaces
qe-1/8/0 {
unit 0
family bridge {
interface-wode trunk;
vian~id-list 100;

ge-1/3/6 {
unit 0 {
family bridge {
interfave~mode trunk;
vien-id~iist 100;

(edit]
lak@nodeB# show bxidge-domains
bd {

vlien-id 100;
}

ke-1/3/6.0
w VLAN 100
Node B
ge-1/0/0.0
LAN 100

2 Node B configuration

ol=—ormal Mods

[edit])
lab@nodeB# show protocols protection-
group
ethernet-ring pgl00 {
east-interface {
control-channel |
ge-1/8/0.0;
vlan 100;
}
}
west-interface |
control-chammel {
ge-1/3/6.90;
vlan 108;
® }

¥ }

RPL Owner

Noder JRPL ]

I Node b

Normal Node Configuration

The slide shows a typical configuration for a normal node.
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Possible completions:
aps
interface
node-state
statistics

ERP Monitoring
= Display the status of ERP

lab@nodeA> show protection-group ethernet-ring ?

Show RAPS PDU information for ethernet ring
Show interface information for ethernet ring

Show RAPS state machine information for ethernet ring

show statistics for ethernet ring

ERP Status

The slide shows all of the possible commands to monitor ERP. We discuss each one
on the next few slides.
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R-APS Information
= Display the status of R-APS protocol data units

labBnodeA> show protection-group ethernet~ring aps

Ethernet Ring Name Request/state No Flush Ring Protection Link Blocked Originator
Remote Node ID

pgloo NR No Yes Yes

lab@nodeA> show protection-group ethernet-ring aps detail

Ethernet~Ring name : pgl0o
Request/State : NR
No Flush Flag : No
Ring Protection Link blocked : Yes
Ooriginator : Yes

R-APS Information

The command on the slide shows the details of the R-APS messages to which the local
node is currently fistening or which it is forwarding. Based on the output, you can tell
that the local node (Node A) is the RPL owner because the R-APS message originates
from it and it is advertising that the RPL is currently blocked.
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ERP Interface 3tatus

= Display the status of ring ports

Leb@nodeA> show protection-group ethernet-ring intexface

Ethernet ring port pecameters for protection group pgldd

Interface Control Channel Forward State Ring Protection Link End Signal Poilure Admin State
ge-1/0/0 ge-1/8/0.0 discarding Yes Clear IF? ready
ge~1/3/86 ge-1/31/6.0 farwarding Yo Clear IFF ready
lab@nodeA> show protection-gzoup ethexnet-ring interface detail

Ethernet ring port- pacameters for protection group pglBod

interface name 1 ge-1/0/0
Control channel pame : ge~1/0/8.0
Ring Protection Link Znd : Yes

- Signal Failure : Clear
Forward State 3 discarding
Interface Admin State : I¥F ready
Interface name i ge~1/3/6
Control channel name 1 ge~1/3/6.0
Ring Protection Nink End : He
Signal railure : Clear
Forward State : forwarding
Interface Admin State : IFF ready

Interface Status

The command on the slide shows the state of the local node interfaces in relation 1o
ERP. Note that the Admin State shows that it is TFF ready:. This state means that
the Ethernet flow forwarding function (the control channel) is available to forward
R-APS traffic.

27
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i

ERP Node 3tale

= Display the status of the local node

lshBnodei> show protection-group ethernet-ring node-state
Echernet ring APS Srate Zvent Ring Protectian Link Owner Restore Timezx Guard Timer Operation state
pgl00 idle HR-RB Yes disabled disabled aperational

lab@nodeA> show protectian-group ethernet-ring node-state detail

Ethernet-Ring name + pylo0

APS State ¢ ddie

Event : NR~RB

Ring Protection Link Quner : Yes
Restore Timer : disabled
Guard Timer : dizabled
Cperacion state : aperational

Local Node Details

The command on the slide shows the APS State of the local node, as well as some
% of the locally configured timer values.
E N
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ERP Statistics

= Display statistics of the local node

lab@nodeA> show protection-group ethernet-ring statistics

Ethernet Ring statistics for PG pgl0oQ
RAPS event sent : 2
RAPS event received :
Local SF happened: :
Remote SF happened: :
NR event happened: :
NR-RB event happened:

- .
S el it e Y oV

APS Statistics

The command on the slide shows the quantities of specific events that have occurred.
You can reset these values to O by issuing the clear protection~-group
ethernet-ring statistics group-name name command.

s
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Bummary

= |n this chapter, we:
e Explained ERP
s Configured and monitored ERP

This Chapter Discussed:

. The fundamentals of ERP; and

. Configuration and monitoring of ERP.
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Review Questions

1. When copper links exist between ring nodes, which
other protocol should you use in conjunction with
ERP?

2. What can cause the RPL owner to stop sending
periodic R-APS messages?

3. Once a signal fail condition clears, how long does
the RPL owner wait until it begins sending periodic
R-APS messages? What is the name of the timer?

Review Questions
1.

o
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Protection

m Configure ERP.
= Monitor ERP.

Lab 6: Ethernet Ring Protection

The slide provides the objectives for this lab.
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Appendix A: Acronym List

Y3 alarm indication signal
Y = Automatic Protection Switching
N I A PPN Asynchronous Transfer Mode
2107 = PGP backbone core bridge
2] Backward Defect Indicator
2 8= backbone edge bridge
25 O OGN Bridge ID
2335 11 2SSO bridge protocol data unit
BT A G o it e it e Backbone VLAN tag
BUM i e e broadcast, unicast with unknown destination, and multicast
B-VLAN L i e ettt e s Backbone VLAN
L7 = Customer Backbone Port
07 0 continuity check
0 Canonical Format Indicator
Y connectivity fault management
L0 common and internal spanning tree
L AP command-line interface
970 1 SO class of service
COMA/CD . i i i e et et i e carrier-sense multiple access with collision detection
L5 common spanning tree
L ¥ customer VLAN tag
Lo Y customer VLAN
0 A Drop Eligibility indicator
3 Dense Port Concentrator
DS AP ¢ e e i i destination service access point
o 2 Ethernet LAN
T Ethernet Line
S Ethernet Ring Protection
BV L et e e e e e e e ey Ethernet virtual connection
1 OSSP Forward Defect Indicator
GRE L i i i it ettt e e e e e e e, generic routing encapsulation
€L graphical user interface
L0 G Internet Control Message Protocol
= U P Institute of Electrical and Electronics Engineers
P P s e e e e i e e e ettt i, IP over IP
4 N integrated routing and bridging
] Backbone Service Instance 1D
A G o i e e et Backbone Service Instance tag
1 1 international Telecommunication Union
TU-T o e International Telecommunication Union Telecommunication Standardization
8 1 P Juniper Networks Technical Certification Program
N link fault management
7L media access control
1L Metropolitan Area Network
1 Metro Ethernet Forum
18 AP maintenance association end point
| O maintenance association intermediate point
T I OO Mulitiple Instance STP
S0 L e e e e e e e i e e multiple service operator
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T multiple spanning tree

MSTI ... -... et e e e e e e et multiple spanning tree instance
Y Multiple Spanning Tree Protocol
AM . e e e e, Operation, Administration, and Maintenance
L ... OAM protocol data unit
os;,,,,..,-........................................................».OpenSystemsInterconnection
BB . provider backbone bridge
PBBN . . e provider backbone bridged network
PN L e e provider bridged network
PE it e Power and Ethernet Board
PRE L e e e i i ittt Packet Forwarding Engine
P M Physical Interface Module
PP i e i e vt nr e ratr et Provider Instance Port
L permanent virtual circuit
S L Per-VLAN Spanning Tree Plus
RaPId-PY ST o e Rapid Per-VLAN Spanning Tree Plus
R AP, L .t e Ring Automatic Protection Switching
RE L e Routing Engine
R e ring protection link
RO T BPDU . ¢ i e e Rapid Spanning Tree BPDU
RO TP Lt e e e Rapid Spanning Tree Protocol
S A e service-level agreement
S TG L e service VLAN tag
ST e Spanning Tree Protocoi
S AN . L service VLAN
TN e topology change notification
DM e time-division multiplexing
L type/length/value
T D e e Tag Protocol Identifier
L time to live
A e e User Customer Address
UN L e user-to-network interface
VAN L virtual LAN
VP L virtual private LAN service
VTP o VLAN Spanning Tree Protocol
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Appendix B: Answer Key

Chapter 1:

Chapter 2:

Chapter 3:

Chapter 4.

Course Introduction
This chapter contains no review questions.

Carrier Ethernet .
1,

Service providers can offer more that one service to an individual customer over a single access
port with carrier Ethernet, and enterprise customers need only hire Ethernet expetts to manage
the entire network.

2.
The three prominent Ethernet standards organizations are the MEF, the IEEE, and the ITU.
3.
An MX Series device can provide provider bridging, provider backbone bridging, and OAM.

Ethernet Switching and Virtual LANs

1.

A bridge domain allows you to specify which VIANs will be used for Layer 2 switching,
2.

A bridge generally forwards multicast frames out of every interface except for the one from
which they were received.

3.

A IRB interface eliminates the need for an external router to route between VLANs. It acts as an
|IP gateway for the hosts attached to a VLAN.

4.

The match condition used in a Layer 2 firewall filter to match on 802.1p priority bits is
learn-vlan-lp-priority.

Virtual Switches
1.

For multiple routers, you can configure virtual-router routing instances. For multiple switches,
you can configure virtual-switch routing instances.

2.

You must list the interface at the [edit routing-instances vsl] level of the hierarchy
to ensure that it appears as part of the vs1 virtual switch.

3.

By default, you can find the routes associated with IRB interfaces in the inet.0 routing table.
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Chapter 5= Provider Bridging
1

The service provider and potentially thousands of customers must share a limited number of
VLAN IDs when a service provider uses IEEE 802.1Q VLANSs to provide LAN service. Also, each
service provider switch must learn the MAC addresses of its customers.

2.

Three VLAN tag operations that a switch can perform on a frame are pop, push, and swap.
3.

The l-component translates S-VLAN tags to I-SIDs.

Chapter 6z Spanning-Tree Protocols
1.

STP is a simple Layer 2 protocol that prevents loops and calculates the best path through a
switched network that contains redundant paths. STP automatically rebuilds the tree when a
topology change occurs.

2.

Blocking drops all data packets and receives BPDUs. Listening drops all data packets and
listens to BPDUs. Learning does not forward data traffic but builds the MAC address table.
Forwarding forwards all data traffic and transmits and receives BPDUs. Disabled does not
participate in STP (administratively disabled). :

3.

The basic steps involved in building a spanning tree are that switches exchange BPDUs, each
individual bridge elects a single root bridge based on the received BPDUs, and the bridges
determine the role and state of individual ports, at which time the tree is considered fully
converged.

4,

RSTP improves link-convergence time significantly over STP. MSTP supports up to 64 regions
and allows load balancing over redundant links—STP and RSTP do not. VSTP allows for per-VLAN
spanning trees.

Chapter 7: Ethernet OAM
1.
LFM allows for setting a remote loop.
2.

A down MEP expects to find neighboring MEPs downstream. An up MEP expects to find
neighboring MEPs upstream.

3.

The MIP must be configured at one level below the MEP that initiated the linktrace message.

5
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Chapter 8:

Ethernet Ring Protection
1.
You should use CFM with ERP for faster protection times.

2.

An RPL owner stops sending its own R-APS messages when it receives an R-APS message for
another node that specifies signal failure.

3.
The RPL owner waits until the Restore Timer has expired. The default is 5 minutes.
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